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MUHOBPHAYKU POCCUUN
DenepanpHOE rocynapcTBeHHOE OIOKETHOE 00pa3oBaTeNbHOE
@y YUYpEKICHUE BbICLIETO 00pa30BaHUs
«HenssOuHCKuil rocynapcTBenblii yauepcuter» (PI'BOY BO «Uenl'V»)
Maremaruueckuii Gpakynsrer
Kagenpa xomnproTepHoil 6€30MaCHOCTH U IPHKJIAJAHON areOpsl

®DOHJ| OLIEHOYHBIX CPECTB MO AUCHUILIHHE «METOIbI U CPEACTBA KpUNTOrpaduuecKkoi 3ainuThl HHGOpMALIUI»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnernmaym3armu Ne 6 «MHpopMaImOHHO-aHATMTHYCCKAsT U TEXHUYECKAs KCIIEPTHU3a KOMIIBIOTCPHBIX CHCTEM»

Bepcust noxymenra - 1 cTp. 2 IlepBblii 3Kx3eMILIAP KOITHA Ne

Conep:xanue

1. ITactiopT oHAA OIEHOYHBIX CPEICTB
2. [lepeuenb popMHUPYyEMBIX KOMITETCHITUN
2.1. KomnieTeH1MH, 3aKpeTUIEHHBIC 3a JUCITUTIIMHON
3. CozneprkaHue OIEHOYHBIX CPEJICTB MO AUCITUTUIHE
3.1. Bujpl O11eHOYHBIX CPEICTB
3.2. ConepkaHue OLIEHOYHBIX CPEICTB
4. TTopsiiok MpOBEJCHUS U KPUTEPUH OLICHUBAHUS MPOMEKYTOYHOM arTecTaiuu
4.1. ITopsamok MpoBeEeHUs MPOMEKYTOUYHOM aTTeCTallun
4.2. Kputepur OIICHWBAHUS IPOMEKYTOYHOM aTTeCTallikl TIO0  BHUIAM
OLICHOYHBIX CPEJICTB
4.3. Pe3ynbTaThl IPOMEXYTOUYHON aTTECTAIlMU M YPOBHU CHOPMUPOBAHHOCTH
KOMIETCHIIAMN
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MUHOBPHAYKU POCCUUN

DenepanpHOE rocynapcTBeHHOE OIOKETHOE 00pa3oBaTeNbHOE
YUYpEKICHUE BbICLIETO 00pa30BaHUs

«HenssOuHCKuil rocynapcTBenblii yauepcuter» (PI'BOY BO «Uenl'V»)
Maremaruueckuii Gpakynsrer

Kagenpa xomnproTepHoil 6€30MaCHOCTH U IPHKJIAJAHON areOpsl

DU

®DOHJ| OLIEHOYHBIX CPECTB MO AUCHUILIHHE «METOIbI U CPEACTBA KpUNTOrpaduuecKkoi 3ainuThl HHGOpMALIUI»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnernmaym3armu Ne 6 «MHpopMaImOHHO-aHATMTHYCCKAsT U TEXHUYECKAs KCIIEPTHU3a KOMIIBIOTCPHBIX CHCTEM»

Bepcust noxymenra - 1 cTp. 3 IlepBblii 3Kx3eMILIAP KOITHA Ne

1. MACHHOPT ®OHJJA OHEHOYHBIX CPEJCTB

Crnenmansaocts 10.05.01 KomnsrorepHas 6€301mMacHOCTb.

Crnemmanmzarust Ne 6 «MH(DOpManMOHHO-aHATUTHYECKAsT W TEXHUYECKas
HKCIIEPTH3a KOMIIBIOTEPHBIX CUCTEMD.

Hucunnnvaa: Metoabl M CpPeACTBA  KPUOTOrpapu4ecKo  3alMThI
HH(OpMALUM.

Cemectp (cemecTphl) uzyuenus: 7,8 CEMECTPBHI.
dopma (hopMbl) TPOMEIKYTOUHOM aTTeCTALNM:
3a4eT / ceMecTp, dK3aMeH 8 cemecTp.

Hcmonb3yeTcs 6auTbHO-PEHTHHTOBAS CUCTEMA TSI OICHUBAHMSI PE3YIIBTATOB.

2. IEPEYEHb ®OPMUPYEMbIX KOMIIETEHIIUI

2.1. KomnereHuu#, 3aKperiéHHbIe 32 TUCIUIITHHOM

N3yyenne pucuuIuiiHbl «MeTombl M CpPEACTBA KpUNTOrpaduyecKout
3allIUThI I/IHCI)OpMaI_II/II/I» HaIIpaBJICHO Ha CI)OpMI/IpOBaHI/Ie CICOYIOUINX
KOMIIETCHIUH .

Koanl
KOMIIeTe Conep:xanue
HIMH KOMITETEH M i
NHauKaTopbl 10CTHXKEHUST IlepeyeHsb MJIAHUPYEMBIX Pe3yJIbTATOB

COrJIacH COIJIACHO

o ®IOC ®rOC KkoMmmeTeHuu coraacuo OINOIL 00y4YeHHsl N0 JUCHUILIIUHE

(ommo1 (ommoI1 BO)

BO)
1 2 3 4

OIIK-10 | Cmocoben OI1K-10.1 3HaeT OCHOBHBIE 3a0a4H, 3HaTh:
AHATM3UPOBATh | pellaeMble KPUNTOrpadhuIecKuMu — OCHOBHBIC TIOHATHS U KIIaCCUPHUKAIIHIO
TEHAEHIINA METOaMU; MaTEMaTHYECKHE MOJIEIIN CpeICTB KpUnTorpadhnIecKoi 3auThl
pa3BUTHSA m@poB, TOIXOIBI K OIIEHKE MX nHpOpMaINH,
METOJIOB U CTOHKOCTH; 3apyOeKHBIC U POCCHHCKUE — pasIHYus MEXIy CTeraHorpaduei u
CpENCTB KpUnTorpaguyecKie CTaHIapTHI. Kpunrorpaduei;
kpunrorpapuue | OIIK-10.2 Ymeer KOppekTHO — OCHOBHbBIE METO/Ibl CHMMETPUYHOTO
CKOM 3aIlUTEI HCIIOJIb30BaTh KPUITOTPapUUISCKUE G poOBaHu;
HH(pOPMAITUH, AJITOPUTMBI Ha TIPAKTHKE MTPH PEIICHUN — KJTacCU(DHUKAIINIO METOOB
HCIIO/IL30BAaTh 3a/1a4 KPUNTOTPahUIECKMMU METOAaMH, | CHMMETPUYHOTO MIH(PPOBAHHMS;
cpencTBa MIPUMEHSTh MATEMAaTHYECKHUE METOIBI — OCHOBHBIC CBOWCTBA CHMMETPHYHBIX
Kpunrorpadgude | IpU UCCIEJOBAHUU KPUNTOTPAPUUSCKUX | KPUITOCUCTEM;
CKOM 3aIUThI AITOPUTMOB. — IOHATHE XeNI-()yHKIINY,
HHPOPMAITUI OIIK-10.3 Biageer HaBbIKaM# — OCHOBHEIE OHATHSI, OCHOBHEIE
TIPH pEIICHUN HCIIO/Ib30BaHMS THIIOBBIX AITOPUTMBI AIIEKTPOHHOM U(POBOit
3ama4 KpUNTOrpahMIeCKUX aarOpPUTMOB. MOIIUCH;
npodecCuoHab — OCHOBHBIE CTaHIAPTHI HAa AJTOPUTMBI
HOI M poBOH MOIHNCH,;
JIEATEILHOCTH — OCHOBHBIE aKTyaJIbHBIC MOJICITH aTaK
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MHWHOBPHAYKHN POCCHUN
DenepanbHOE FOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE
@y yUpEeKICHHE BBICIIEr0 00pa3oBaHus
«HenssOuHckuii rocynapctBennblii yausepcuter» (PI'BOY BO «Uenl'V»)
Maremaruueckuii Gpakynsrer
Kagenpa xomnproTepHoil 6€30MaCHOCTH U IPHKJIAJAHON areOpsl

®DOHJ| OLIEHOYHBIX CPECTB MO AUCHUILIHHE «METOIbI U CPEACTBA KpUNTOrpaduuecKkoi 3ainuThl HHGOpMALIUI»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnernmaym3armu Ne 6 «MHpopMaImOHHO-aHATMTHYCCKAsT U TEXHUYECKAs KCIIEPTHU3a KOMIIBIOTCPHBIX CHCTEM»

Bepcust noxymenra - 1 cTp. 4 IlepBblii 3Kx3eMILIAP KOITHA Ne

Ha alrOpUTMbI U(PPOBOH MOANTUCH U UX
BO3MOJKHBIE PE3YIIbTATHI.

YMertsh:

— HCHOJIB30BAThH OJIOYHBIE AITOPUTMBI
g poBanus st GOpMUPOBAHHUS XeIll-
¢GyHKIMY,;

— MCIOJIB30BATh KpUNTOrpaduyecKre
METO/IbI 3aIIUTHI HH(pOpMauK A
obecrieueHnst 6e30MaCHOCTH Kak
JOKAJIBHBIX, TaK M PACTIPEIEICHHBIX
CHCTEM,

— HCIOJIB30BATh OTHOCTOPOHHHE
(YHKIIMH B LENAX MOCTPOCHHS
KPHIITOCHCTEM;

— MCIOJIB30BATh AITOPUTMBI TEHEPAIHH,
XpaHEeHUs U paclpeiesieHHs] KIYeil;

— MIPOEKTHUPOBAThH M UCIIOIH30BATh
CHCTEMBI JJIEKTPOHHOI 1T poBOi
HOATUCH;

— NPUMEHSTH Ha IPAKTUKE AT OPUTMBI
YIPaBJICHUSI OTKPBHITHIMU KITIOYaMHU.
Bnanets:

— OCHOBHBIMH METOJIaMH
CHMMETPHIHOTO IU(POBAHS;
IrOpUTMaMy (OPMUPOBAHUS XEIII-
GyHKIHH,

— MHCTPYMEHTaMU 00ecTIeYeHHs
6e3ormacHoii paboThl B ceTn MHTEpHET;
— METOJ0JIOTUEN IPUMEHEHUS
ACHMMETPUYHBIX KPUIITOCHCTEM;
METOJ]aMH1 YIPaBIICHUS KIIIOYaMH B
CHCTEMaX C OTKPBITHIM KJIFOUOM;

— TEXHOJIOTHSIMH 3JIEKTPOHHOM
UQpOBOH MOAITUCH, HHCTPYMEHTaMHU
obecnieueHnsT 6€30TIaCHOM PabOTHI B CETH
HurepHer.
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DU

MHMNHOBPHAYKH POCCUN
DenepanbHOE FOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE

YUPEXKACHHUE BBICIIETO 00pa30BaHusl
«HenssOuHCKuil rocynapcTBenblii yauepcuter» (PI'BOY BO «Uenl'V»)

Maremaruueckuii Gpakynsrer
Kagenpa xomnproTepHoil 6€30MaCHOCTH U IPHKJIAJAHON areOpsl

®DOHJ| OLIEHOYHBIX CPECTB MO AUCHUILIHHE «METOIbI U CPEACTBA KpUNTOrpaduuecKkoi 3ainuThl HHGOpMALIUI»

o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh

crieuain3anun Ne 6 «I/IH(i)OpMaHI/IOHHO-aHaJ'[I/ITI/I'-IeCKaSI 1 TEXHUYCCKas SKCIIEPTH3a KOMITBIOTCPHBIX CUCTEM»

Bepcust noxymenra - 1

cTp. 5

IlepBblii 3Kx3eMILIAP

KOITHA Ne

3. COAEP) KAHUE OLEHOYHBIX CPEJCTB I10 JUCHUIIJIMHE

3.1. Buabl 011eHOYHBIX CPEACTB

n/n

Kon
KOMIIETEHI|
uu /
IJIAHUpYe
Mble
pe3yabTar
bl
o0y4eHus

Kontposupyembie TeMbl/
pa3seJibl

HaunmenoBanue
OIIEHOYHOTO CPeICTBA IS
TeKyIIero KOHTPOJIs

HaumeHnoBaHue
OIICHOYHOIO CPeACTBa Ha
NPOMEKYTOYHOM
arrecranun/Ne 3aganus

OIIK-10

Paszgen 1.
Kpunrrorpaduaeckue
METO/IbI 3alUTHI
nH(pOpMALIUK: UCTOPHS
KpuITorpaduu; BUIbI
nH}popMaLuH, ToIeKaIIUe
3aKPBITUIO, UX MOJEIHU U
cBoiicTBa; Maremaruueckue
MOJIEITH MIH(POB U
OTKPBITHIX TEKCTOB.

[TpoBepounas padota

Bompocs! k 3auery

OIIK-10

Paznen 2. IlIudpsr mpocroit
3aMEHBI U N1€PECTAHOBKH.
[ToTounsle n GnovHbIE

mr¢ Pl IPOCTON 3aMEHBI.
JuckoBbie
MHOTroaj(paBUTHbIC MUPPHI
3amensbl. HIndpsr
raMMHPOBaHHSI.
Kpunroananus mmdpa
Buxenepa.

[TpoBepounas padora

Bompocs! k 3auery

OIIK-10

Paznen 3.
Kpunrorpadpuaeckas
CTOHUKOCTH MIU(POB:
OCHOBHBIE TPEOOBAHHUS K
mmdpam. CoBepIlieHHBIE
I dpel; TEOPETHKO-
“H(OPMAITMOHHBIN TIOAXO K
OIIEHKE KPUMNTOCTOMKOCTH
g poB; BOMPOCH
MPaKTUYECKON CTOMKOCTH;
UMHUTOCTOMKOCTh U TIOMe-
XOYCTOMYMBOCTH MIU(POB.
DHTpONHs U U3OBITOYHOCTH
s3pika. PaccTosiHue
€MHCTBEHHOCTH.

IIpoBepounas pabdora

Bompocs! k 3auery

OIIK-10

Paznein 4. biiounslie cucTeMBI
mmdpoBanust. CTaHIAPTHI
nm¢posanust TOCT 28147-

[IpoBepounas pabora

BOHpOCLI K 3a4CTy
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MHWHOBPHAYKHN POCCHUN
DenepanbHOE FOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE
@y yUpEeKICHHE BBICIIEr0 00pa3oBaHus
«HenssOuHCKuil rocynapcTBenblii yauepcuter» (PI'BOY BO «Uenl'V»)
Maremaruueckuii Gpakynsrer
Kagenpa xomnproTepHoil 6€30MaCHOCTH U IPHKJIAJAHON areOpsl

®DOHJ| OLIEHOYHBIX CPECTB MO AUCHUILIHHE «METOIbI U CPEACTBA KpUNTOrpaduuecKkoi 3ainuThl HHGOpMALIUI»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnernmaym3armu Ne 6 «MHpopMaImOHHO-aHATMTHYCCKAsT U TEXHUYECKAs KCIIEPTHU3a KOMIIBIOTCPHBIX CHCTEM»

Bepcust noxymenra - 1 cTp. 6 IlepBblii 3Kx3eMILIAP KOITHA Ne

89 u DES. Ananmu3
AITOPUTMOB OJIOYHOTO
umdposanus. [Torounsie
CHCTEMBI MH(POBAHMS.
CUHXpOHU3AINS TOTOYHBIX
mmdpcucrem. [Ipumepsr
MIOTOYHBIX MH(pCHUCTEM.
JIuHeiHbIe PETUCTPBI CIBUIA.
Mertop! aHaIH3a MOTOYHBIX
(P PCUCTEM.

5. OIIK-10 Paznen 5. Anroput™mel [IpoBepounas padora Bomnpocs! k 3auety
KJ1acCH(UKAITIH
TICEBIOCITYJaHBIX
MOCIIEA0BATENHHOCTEH,
Kpunrocroiikue reneparopsl
Ha OCHOBE OJJHOCTOPOHHHUX
¢yukuii. TectupoBanue
NICEBIOCIy4YalHbIX
MIOCJIEIOBATENLHOCTEN.

6. OIIK-10 Paznen 6. Kpunroananus [IpoBepounas padora Bompocs! k 3auery
01104HBIX MH(POB.
JIuHeHbI KpUNITOAHAINS.
udp SPN.
HuddepennmanbHpiii
KPHITOAHAIHU3.

7. OIIK-10 Pazmen 7. AcumMeTpuyHbIe [IpoBepounas pabora Bomnpocs! x 3x3aMeHy
CHUCTEMBI HIN(PPOBAHUSL.
Anroputmer Auddu-
Xemnnmmana. [udpcucremsr
RSA, Dnp-T"amansa, Maxk-
Onuca, Pabuna.
Kpunroananus
ACHMMETPUYHBIX CHCTEM
i poBaHust. AJITOPUTMBI
(dakTopusanuu u
JMCKPETHOTO
Jorapu()MUPOBAHHS.

8. OIIK-10 Paznen 8. [IpoBepounas pabora Bomnpocs! x 3x3aMeHy
Kpunrrorpaduueckue xem-
¢yukun. TpeboBaHus.
Haznauenue. Cxembl
nocrpoenusi. CTaHIapThL.
Kpunroananus.

9. OIIK-10 Paznen 9. DnexkrpoHHas IIpoBepouHas padbota Bompocs! k 3k3aMeny
nudpoBas moanuck. Moaens
OMIT. 3amaun DIIIT.
ANTOpUTMBI U CTAaHAAPTHI

I

Tunosble 3aaHUsI, KPUTEPHUH U MOKA3aTENM OLICHUBAHUS B paMKaxX TEKYLIEr0 KOHTPOJIA
npejCTaBieHbl B paboueii mporpamMme auCHMIUIMHBL  (Momyns). IlomHbIe  KOMIUIEKTHI
OIICHOYHBIX CpPEACTB U KOHTPOJBHO-U3MEPUTENBHBIX MaTepHalioB XpaHATcS Ha Kadempe.
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MHWHOBPHAYKHN POCCHUN
DenepanbHOE FOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE
@y yUpEeKICHHE BBICIIEr0 00pa3oBaHus
«HenssOuHCKuil rocynapcTBenblii yauepcuter» (PI'BOY BO «Uenl'V»)
Maremaruueckuii Gpakynsrer
Kagenpa xomnproTepHoil 6€30MaCHOCTH U IPHKJIAJAHON areOpsl

®DOHJ| OLIEHOYHBIX CPECTB MO AUCHUILIHHE «METOIbI U CPEACTBA KpUNTOrpaduuecKkoi 3ainuThl HHGOpMALIUI»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnernmaym3armu Ne 6 «MHpopMaImOHHO-aHATMTHYCCKAsT U TEXHUYECKAs KCIIEPTHU3a KOMIIBIOTCPHBIX CHCTEM»

Bepcust noxymenra - 1 cTp. 7 IlepBblii 3Kx3eMILIAP KOITHA Ne

3.2. Conepmaﬂne OICHOYHBIX CPEACTB

3.2.1. Cniucok BONPOCOB [1Jisl IPOBEPOYHBIX PadoT:
dopmanbHbIe MOenU MK(POB, BKIIOYas (P MPOCTON 3aMeHBbI U MU(P epecTaHOBKH.
MareMaTrn4ecKkie MOAEIH OTKPBITHIX TEKCTOB.
udps! npocToii 3aMEHBIL.
BroxoBpie mudps! IpoCTOi 3aMEHHI.
[u¢pe raMMupOBaHUSL.
HanexsocTh udpos.
Cetp Deiicrens.
[ToTouHBIE CHCTEMBI IN(POBAHUSL:
MeTopl KpUNTOAHAIN3a CHMMETPUYHBIX KPHIITOCHCTEM.
0  Anropurm Juddu-Xemnmana. 3agaua Juddu-Xemmmana. 3agaqa JUCKPETHOTO JOraprU(pMUPOBAHHSL.
Araku.
11  Kpunrocucrema RSA (mudposanue, pacumbppoBanue, KOppeKTHOCTH). 3amada RSA.
12 Araku Ha RSA.
13 Anroput™msbl hakTOpU3aLKu.
14  Brr6op mapameTpoB kpuntocucteMsl RSA. [eHepanus CHIIBHO IPOCTHIX YHCEN MeTonoM [ opaoHa.
Hcnonp3oBaHme KUTaiCKO# TeopeMbl 00 ocTaTtkax B RSA.
15  KpunrocucTeMBbl ¢ OTKPBITBIM KIIFOYOM.
16  AJTOpUTMBI AUCKPETHOTO JOTapUPMHUPOBAHUS
17  Xem-¢ynknuu. TpeboBanwus. [IpennasHauenue.
18  Crargapthl xenI-pyHKIHA.
19  O6mas cxema anroputmoB MD4, TTOCT P 34.11-2012, TOCT P 34.11-94.
20  KpunroaHanu3 xeui-)yHKIHIA.
21 Dnexrponnas mudpoas moamicsk (DLIT). 3amaan LI
22 Cxema DUII Auddu-Jlamnopra. Bepostaocthas cxema D111 Paduna.
23 Cxema DUII Onp-T'amans. YMeHblIeHHE pa3mMepa NOANKCH B cxeMe Dib-I"amass.

P OO ~NO O WNPRE
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MHWHOBPHAYKHN POCCHUN
DenepanbHOE FOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE
@y yUpEeKICHHE BBICIIEr0 00pa3oBaHus
«HenssOuHckuii rocynapctBennblii yausepcuter» (PI'BOY BO «Uenl'V»)
Maremaruueckuii Gpakynsrer
Kagenpa xomnproTepHoil 6€30MaCHOCTH U IPHKJIAJAHON areOpsl

®DOHJ| OLIEHOYHBIX CPECTB MO AUCHUILIHHE «METOIbI U CPEACTBA KpUNTOrpaduuecKkoi 3ainuThl HHGOpMALIUI»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnernmaym3armu Ne 6 «MHpopMaImOHHO-aHATMTHYCCKAsT U TEXHUYECKAs KCIIEPTHU3a KOMIIBIOTCPHBIX CHCTEM»

Bepcust noxymenra - 1 cTp. 8 IlepBblii 3Kx3eMILIAP KOITHA Ne

3.2.2. CIMCOK TeopeTHYeCKHX BONPOCOB /st 3a4éTa (7 cemecTp):

®opMyJIHPOBKA BONPOCa

1 OCHOBHBIE IOHATHS:
1. ®opmaneHbie Moaenn mKUQpoB, BKIOYas NP IPOCTOM 3aMeHbI U MM NepeCTaHOBKH.
2. Maremarnyeckie MOJIESTH OTKPHITHIX TEKCTOB.

2 udps! npocToii 3aMeHBI:
1. Ad¢unaHEI mdp mpoCTO 3aMEHH!,
2. Kpunroanasn3 moToyHOro mudpa npocToi 3aMeHEL.

3 biokoBBIe mH(pPBI MPOCTON 3aMEHBI:
1. Hludp IIneiidepa;
2. Hudp Xwmna.

4 [n¢pe raMMIpOBaHUS:
1. Iudp MoxynpHOTO TaMMHUpOBaHUs BiokeHepa;
2. Iludp BepHama.

5 HapexHocTs mudpos:

1. DuTponus H s3bika, M30BITOYHOCTS s3bIKa R;

2. Heompenenennocts mudpa mo kioay H(K|Y), HeonpeaeneHHOCTS mHdpa MO OTKPHITOMY TEKCTY
H(X|Y), hbopmysa IllenHOoHa 1151 HEONPEAETEHHOCTH MIU(pPa MO KoYy ;

3. PaccrosiHre eqUHCTBEHHOCTH,

4. CoBepuieHHble mmdpsl, TeopeMa llleHHOHa 0 coBepuieHHOM mudpe.

6 CranaapTsl IN(pPOBaHUS:
1. Cetp Deiicrens;
2. Anroputmel mudposanus DES, TOCT 28147 - 89.

7 [Motounble cucTeMbl IH(POBAHUS

1. ITpuHIMIBI TOCTPOEHHS TIOTOYHBIX HIH(P-CHCTEM;

2. CraTHCTHYECKOE TECTHPOBAHUE IICEBIOCITyYaifHbIX MOCIIEI0BaTEILHOCTEH  TECT 2-CEpHid, TECT Ha
OCHOBE TPHUPAILEHUS SHTPOINH, TECT, OCHOBAHHBIN Ha aNropuTMe cxarus Jlemmnens - 3uBa.

3. IIceBnocmydaitHble OCIEA0BATEIBHOCTH, JIMHEWHBIN PETHCTP CIBUTA C

00paTHOH CBsI3p10. MUHUMAJIBHBIN XapaKTepHCTHYECKUI MHOTOWIEH, IMHEHHas cioxHocTh JIPII, nepuox
JIPII, JIPII makcuManbHOTO niepuoa.

4. lugp-cucrema A5;

5. YcioxHeHHe THHEHHBIX PeKYPPEHTHBIX MTOCIIEI0BaTEIbHOCTEH,;

6. 'eneparop ANSI X9.17, BBS - anroputm resHepaiuu rceBaocaydaifHbIx

TIOCJIEIOBATENLHOCTEN.

8 MeTop! KpUIITOAHAIN3a CHMMETPUYHBIX KPUIITOCUCTEM
1. Jluneiinsnii kpunroananns Murcypy Marcymn.
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MHWHOBPHAYKHN POCCHUN
DenepanbHOE FOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE
@y yUpEeKICHHE BBICIIEr0 00pa3oBaHus
«HenssOuHckuii rocynapctBennblii yausepcuter» (PI'BOY BO «Uenl'V»)
Maremaruueckuii Gpakynsrer
Kagenpa xomnproTepHoil 6€30MaCHOCTH U IPHKJIAJAHON areOpsl

®DOHJ| OLIEHOYHBIX CPECTB MO AUCHUILIHHE «METOIbI U CPEACTBA KpUNTOrpaduuecKkoi 3ainuThl HHGOpMALIUI»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnernmaym3armu Ne 6 «MHpopMaImOHHO-aHATMTHYCCKAsT U TEXHUYECKAs KCIIEPTHU3a KOMIIBIOTCPHBIX CHCTEM»

Bepcust noxymenra - 1 ctp. 9 IlepBblii 3Kx3eMILIAP KOITHA Ne

3.2.3. CiuCcoK TeopeTHYeCKHX BONPOCOB JIJIs Ik3ameHa (8 cemecTp):

Ne
w/n ®opmyIHpoBKa Bompoca
1 Anroput™m [Tuddu-Xennamana. 3anaua Tuddu-Xemmmana. 3aaqa AUCKPETHOTO JIorapu(MUPOBAHHUS.
Araxu:
- UCTIONIb30BaHKE B KAUeCTBE (J YHMCIIa Majloro mopsiaKa
- HaBA3BIBAHKE B KadecTBe ¢ X (gY) umciia Masoro mopsiika
- IPY MaJIbIX 3HAYCHUSAX CEKPETHBIX KIFOUEH X; Y HaBsI3bIBAHHWE MaNbIX 3HaueHUH gy, g”X.
Hcnonp3oBaHue HaJ@KHBIX IPOCTHIX uncen (Safe prime). YMeHbleHne pa3mepa HaIe)KHOTO IPOCTOTO
qHcnia.
2 Kpunrocucrema RSA (mmdposanue, paciundpoBanie, KOppeKTHOCTD). 3a1a4ua RSA.
Caenenue 3agaun RSA k npyrum 3aiadaM ((pakTopH3aliy, JMCKPETHOTO JIOrapu(pMUPOBaHUS,
u3BieueHus KopHeit). CBA3b mapameTpoB cuctemsi p, g, ¢(n), d.
3 Araxu Ha RSA:
- MaJIoe 3Ha4€HHE OTKPBITOTO TEKCTa;
- mu(ppoBaHKe OJJHOTO OTKPBITOIO TEKCTa HA OAMHAKOBBIX MAJIBIX OTKPBITHIX AKCIIOHEHTAX;
- YACTHYHO U3BECTHBIN OTKPBITHIN TEKCT (IMHEHHOE COOTHOMICHHE, TPOU3BOIBHBIC COOTHOIIICHUS);
- METO/I MOBTOPHOTO MIA(POBAHUSI IPH MAJIOM TTOPSIKE OTKPHITOH SKCIIOHEHTHI [0 MOYIO N (st
pacumppoBanusi) 1u60 o MOayIo P (s pakTopuzaimn);
- HAXOXKACHHE 3aKPBITOTO KIF04Ya APYTOro MOIh30BaTEIs IPH MCIIOIb30BAHNH OJJHOTO OCHOBAHMA N,
- mm(ppOBaHUE OJHOTO OTKPHITOTO TEKCTA Ha B3AUMHO MPOCTBIX OTKPBITHIX SKCIIOHEHTAX MPU
HCTIONIb30BaHUHU OHOTO OCHOBAHMS N,
- HaxoxkaeHue @(n) o d;
- 6uTHI cooOmeHus — B3auMocBs3b P(Y), h(y), D(Y);
- UCIIOJIb30BAHHE OJIMHAKOBBIX KJIFOUEH JUIsl IU(POBaHUs M UPPOBOI TOIIHCH.
4 ANTopuTMBI (haKTOPU3ALUH!
- METOJl POOHBIX JIENIEHUH;
- metog depma;
- MeTOoJ] OOJIBIINX M MAJIbIX IIAroB;
- p - 1 —meton Iomnapaa,
- p — Mmerox [lonnapna;
- ayIropuT™ JIMKcoHa.
5 Br16op mapamerpos kpuntocucteMbl RSA. ['eHepanust cuiibHO POCTHIX ducen MeToaoM [opoHa.
Vcnonp3oBaHme KUTaCKOM TeopeMbl 00 ocTaTtkax B RSA.
6 Cxema mmdposanus RSA-OAEP.
7 KpunrocucTeMbl ¢ OTKPBITHIM KITIOYOM.
- cucreMma ['ongBaccepa-Muxkanu;
- PIOK3auHBIN MeTO[ MU(poBaHus Mepkia-XelIMaHa;
- cucteMa Onb-I"'amans;
- cuctema PabuHa,
- cucreMa Mak-Jnmca.
8 AJITOPUTMBI IMCKPETHOTO JIOTaprU(PMUPOBAHHMS:
- MeTOoJi OOJIBIINX M MAJIBIX IIArOB;
- p —™etron ITommapaa;
- UHJIEKC METO/I,
- metox Ilonura Xemmana.
9 Xenr-pyukiuu. Tpebosanus. [Ipennasnadenue. Monens Mepkie-Jlamrapaa. ®@yukmms ryoku (Sponge
function).
10 | Cranpaptsl Xeni-)yHKIHH.
11 Oomras cxema anropurmoB MD4, TOCT P 34.11-2012, TOCT P 34.11-94.
12 | Kpunroananus xem-yHkuuit. Mozgens ciyyaiinoro opakyia (ROM).

ATtaka Ha OCHOBE MapaZioKca JHEH POXKICHUINA:
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®DOHJ| OLIEHOYHBIX CPECTB MO AUCHUILIHHE «METOIbI U CPEACTBA KpUNTOrpaduuecKkoi 3ainuThl HHGOpMALIUI»

o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh

crieuain3anun Ne 6 «I/IH(i)OpMaHI/IOHHO-aHaJ'[I/ITI/I'-IeCKaSI 1 TEXHUYCCKas SKCIIEPTH3a KOMITBIOTCPHBIX CUCTEM»

Bepcust noxymenra - 1

ctp. 10

IlepBblii 3Kx3eMILIAP

KOITHA Ne

- p—wmerop [lonnapna;
- A — metox [ommapna.

- MeToI XeJUIMaHa,
- paayXHble TaOIUIIBL.

Time-memory Trade-off:

Kpunrtoananus cxembsl Mepkiie-Jlamrapna.

13 | Onekrponnas mbposas noamuch (DLII). 3amaun DI,

14 | Cxema DUII Juddu-Jlammopra. BepostHocTHas cxema D111 Pabuna.

15 | Cxema DUII Dnp-I'amans. YMeHblIeHHE pa3Mepa MOIIHCH B cxeMe Dib-1 amans.

16 | DUII DSA.

17 | DUIITOCT P 34.10-94.

18 | DUII Onra-lInoppa-Illamupa.

19 | DUII Hlxoppa.

20 | Cxewmsi DIII ¢ BoccTaHoBIeHHEM cooOmeHu#t (Ha ocHOBe RSA, Ha ocHoBe DLIIT Dib-Tamais, DIIT
PabuHa).

21 | Caemas DIII Yayma (Ha ocHoBe RSA).
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Bepcust noxymenra - 1 crp. 11 IlepBblii 3Kx3eMILIAP KOITHA Ne

4. HOPAAOK INPOBEAEHUSA U KPUTEPUU OLEHUBAHUA
HPOMEXYTOYHOU ATTECTAIIUU

4.1. Tlopsizok mpoBeIeHUsI MPOMEKYTOUHON aTTeCTANUH

B TeueHme KaXkaoro cemecTpa CTYICHTaM HEOOXOJMMO BBIMOJIHUTH
IPOBEPOYHBIE pa0OTHl, KOTOpBIE B Ciydac OE3yNPEYHOTO BBHITOJHEHUS
olleHHBarOTCA B 25 0anioB.

B pamkax 3auera crymeHtam mpemiiaraercs 1 Bompoc, oneHuBaeMbiid B 20
0aJIJIoB.

B pamMkax sk3aMeHa cTydeHTaM IIpeiyiaraercs 2 BOIpOca, KaKAbIM U3
KOTOPBIX OILIEHHUBAeTCs B 25 6aioB.

CBoHasi Ta0unua peiiTHHra ycneBaeMmoctu (7 cemectp)

Ne | Tlepe4yeHb KOHTPOJbHBIX MEPONPUATHIA MakcuMasibHOe KOJI-BO 0aJ1J10B
B ceMecTpe
1 | IlpoBepounas pabora Nel,2 2x25=50
2 | Bager (TeopeTHUYECKHIA BOIPOC) 20
Htoro 70

Caonnas Tabimia peiiTHHra ycnesaeMoctu (8 cemectp)

Ne | IlepedyeHb KOHTPOJBHBIX MEPONPHUATHI MakcumanbHOe K0JI-BO 0aJ1710B
B ceMecTpe
1 | IlpoBepounas pabora Nel,2 2x25=50
2 | Dk3aMeH (TeopeTHYEeCKHid BOIPOC) 2x25=50
Htoro 100
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MHHOBPHAYKH POCCUN

DezepabHOE TOCYIapCTBEHHOE OIOIKETHOE 00pa30BaTeIbHOE
YUPEXKACHHUE BBICIIETO 00pa30BaHusl
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Maremaruueckuii Gpakynsrer

Kagenpa xomnproTepHoil 6€30MaCHOCTH U IPHKJIAJAHON areOpsl

®DOHJ| OLIEHOYHBIX CPECTB MO AUCHUILIHHE «METOIbI U CPEACTBA KpUNTOrpaduuecKkoi 3ainuThl HHGOpMALIUI»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnernmaym3armu Ne 6 «MHpopMaImOHHO-aHATMTHYCCKAsT U TEXHUYECKAs KCIIEPTHU3a KOMIIBIOTCPHBIX CHCTEM»

Bepcust noxymenra - 1

ctp. 12

IlepBblii 3Kx3eMILIAP

KOITHA Ne

4.2. Kpurepuu oueHMBaHHS NMPOMEKYTOYHOI aTTeCTAlIMU 1O BHAAM
OLICHOYHBIX CPEACTB

4.2.1 Kputepuu olleHMBAHUA TeOPEeTHYECKOT0 BONPOCa /IJIsl 3a4eTa
MaxkcuManbHBIN 0aJlT 32 OTBET Ha TeopeTudeckuii Borpoc — 20 6aios.

OTrauuno/3aureno/
17-20 6aniioB

Xopoio/3auteno/
13-16 6an10B

VioBa€eTBOPUTEILHO/324T
eHo/
9-12 6aJ10B

HeynoBaerBopurenabHo/ne
3auTeHo/
0-8 6am10B

OO0y4aromuiics OTIIMIHO
3HaeT MaTepual, MOHNMAaeT
OCHOBBI CUMMETPUYHOU
KpHUITOTrpaduH.
OO6y4aromuiics
MIPAKTUYECKH HE JOMYyCKaeT
OImHuOOK.

OO6yuarommuiicst XopoIIo
3HAeT MaTepuall, HOHUMaeT
OCHOBBI CUMMETPUYHOU
kpunrorpaduu.
OOyuarowmuiics 10myckaer
HE3HAYUTEJbHbIE OLINOKH.

OO0yuaromuiicst 3HaKOM C
MaTrepraioM, BlaJieeT
0a30BbIMU 3HAHHSIMU
CUMMETPUYHOU
KpHUNTOTpaduH.
OOyuarowmuiics 10myckaer
(dakTHYECKUE OMIHOKH.

OO0yuarommuiics He 3HaeT
OCHOBHBIX TIOJIOKESHHUI
BOIIpOCa, He
OpUCHTUPYETCS B
OCHOBHBIX MOHSTHSIX,
n3NaraeT Marepuan ¢
TPYAOM, C TPYOBIMU
(aKTHYE CKUMU OIINOKAMH,
100 OTKA3BIBAETCS OT
OTBETOB Ha BOIPOCHI.

Bricokuil ypoBeHb
OCBOEHHSI IPOBEPSIEMBIX
KOMIIETCHIUI

Cpennuii ypoBEHb
OCBOEHHSI TPOBEPSIEMBIX
KOMIIETEHIIUI

ba3oBrlil ypoBeHb
OCBOEHHSI TPOBEPSIEMBIX
KOMITIETCHIIUH

Henocratounslii ypoBeHb
OCBOEHHUS MPOBEPSIEMBIX
KOMIIETEHIUI

4.2.2 Kputepuu OnleHMBAHHUA TEOPETHYECKOT0 BONPOCA s IK3aMeHa
MaxkcuMasbHbIM 0aJljl 3a OTBET Ha TEOPETUYECKHI BOIpocC — 25 GalioB.

Orianuno/3aureno/21-25
0aJ10B

Xopomo/3auteno/16-20
0aJ1710B

YioBJieTBOpUTEILHO/324T
eno/11-15 6amnos

HeynoBierBopureiibHo/He
3auteno/0-10 6amna

OOy4armuics OTIIMYHO
3HAeT MaTepual, IOHUMaeT
OCHOBBI aCUMMETPUYHOU
Kpunrorpaduu.
OO0yuaromuiics
MPaKTHYECKU HE JIOMTyCKaeT
OImHMOOK.

O6yyaromuiicst XopoIIo
3HaeT MaTepHall, IOHUMAeT
OCHOBBI aCUMMETPUYHOMN
kpunrorpaduu.
OO0yyaromuiics JomycKaeT
HE3HAYNTEIbHBIE OMINOKH.

OO0y4aromuics 3HaKOM ¢
MaTepuaioM, BiajeeT
6a30BBIMU 3HAHHSIMHU
ACUMMETPUYHON
Kkpunrorpaduu.
OO0yuaromuiics qomycKaeT
(akTHYECKHE OMIHOKH.

OOyuaromuiics He 3HaeT
OCHOBHBIX MOJIOKEHUH
BOIIpOCa, HE
OpUCHTUPYETCS B
OCHOBHBIX ITOHATHSIX,
u3JaraeT Marepua ¢
TPYIOM, C TPYOBIMH
(aKTHYE CKUMU OIINOKAMH,
100 OTKA3BIBAETCS OT
OTBETOB Ha BOIPOCHI.

Bricokuii ypoBeHb
OCBOEHMSI IIPOBEPSEMBIX
KOMIIETCHIIHI

Cpenumii ypoBeHb
OCBOCHHS MTPOBEPIEMBIX
KOMIIETEHITUHA

ba3oBelii ypoBeHb
OCBOCHHS MTPOBEPIEMBIX
KOMIIETEHITHI

HenocraTounslii ypoBeHb
OCBOEGHHUSI IPOBEPSIEMBIX
KOMIIETEHIUI
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Bepcust noxymenra - 1 ctp. 13 IlepBblii 3Kx3eMILIAP KOITHA Ne
4.2.3. Kputepuu oueHUBAHHUS NPOBEPOYHBIX PadOThI
MakcumanbHbIN 0asut 3a paboty — 25 6asuioB.
Ouenka Orimmuno/3auteH | Xopomio/3auteHo | Yiopiaerpopuren | Heynosiaersopur
0 bHO/324TEHO eJIbHO/He
3a4TECHO
Banabt 21-25 6anj0B 16-20 6asioB 11-15 6annoB 0-10 6amioB
Kpurepuu IMpoBepounas padora | Bemmoaneno 3/4 Beimosaeno 1/2 Pabora He
BBITIOJIHCHA POBEPOYHOM [POBEPOUHOI BBITIOJIHEHA, THO0
MIPaBWIBHO, B CPOK, | paboTHI, paboTsl, 1100 paboTa |o0ydJarommiics He
00yJaromuiicst o0yJaromuiics CllaHa 3HAYUTENBHO | MOXKET OTBETUTH Ha
OTJINYHO 3HAET XOPOILIO 3HACT HO3IHEe, 1eM KOHTPOJIBHBIE
MaTepHai, yMeeT MaTepHuai, yMeeT [PEAIOIaraioch, BOIIPOCEHI, HE
AHAIM3UPOBATh AHAJM3UPOBATH [pH 5TOM OPHUCHTHPYETCS B
npo0JIeMy U MOXKET | mpoOJIeMy U MOXKET | OOyYarOIIHIACS 3HACT | OCHOBHBIX MOHSTHSIX,
IPaMOTHO IPaMOTHO marepuai, HO H3JIaraeT MaTtepHa ¢
MIPOKOMMEHTHPOBATh | IPOKOMMEHTHPOBATh | IOMYCKAET OIIUOKU. | TPYIOM, C IpyObIMU
BBIIIOJIHEHHYO BBIIIOJHEHHYO (axkTUUeCKUMH
pabory. paboTy, HO JOMyCKaeT omuodKaMu, 100
HE3HAYUTCIbHBIC OTKa3bIBACTCA OT
OIINOKH. OTBETOB Ha BOIIPOCHL.
YpoBeHb BBICOKHUI CcpelHui 0a30BBIi HEA0CTAaTOUHbII
OCBOCHMUA
NpoBepsieMbIX
KOMIIeTeH LU H
4.3. Pe3yabTarbl  NPOMEKYTOYHOW  aTrTrecTalMd W  YPOBHH
chopMUPOBAHHOCTH KOMIIETEHIU
[Ipy mnoaBenEHUMM WTOrOB  YUMTHIBAIOTCS  PE3yJibTaThl TEKYIIEW AaTTECTAllWH.

[TomydeHHbIE 32 TEKYIIYIO aTTECTAlMIO OasIbl CYMMHPYIOTCS C OaisiaMu, MOJTYYeHHBIMHU 32

KKBIN ITAIl IPH MPOXOKICHUH MPOMEKYTOIHON aTTSCTAIINN:
[Tpu moIBEICHUU UTOTOB 3aYeTa YUUTHIBAIOTCS:
0 — 35 GayI0B — HE 3aYTEHO;
36 — 70 OaymIoB — 3aYTEHO.

[Tpu moBeACHUH UTOTOB YK3aMEHA YYUTHIBAIOTCS
0 — 60 6amToB — HEYIOBIETBOPUTEILHO (2);
61 — 74 6annoB — yaoBieTBOpUTENBHO (3);

75 — 90 6ayoB — xoporiro (4);
91 - 100 6ammoB — omiingHO (5).

OCOOCHHOCTH MTPOBEICHUH TPOIICAYPhI OIICHUBAHUS PE3YIbTaTOB O0YUCHUS HHBAINIIOB
W JIAI[ C OTPaHUYEHHBIMH BO3MOKHOCTSIMH 370POBbsS 0003HA4YCHBI B pabodueil mporpamme
JUCIATUTHHBL (MOYJIs).
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Bepcust noxymenra - 1 ctp. 14 IlepBblii 3Kx3eMILIAP KOITHA Ne

YpoBHH chOPMUPOBAHHOCTH KOMIIETEHIUH OMPEEIsSeTCs CIEAYIOUM 00pa3oM:
1. Bsicokuit ypoBeHb CPOPMUPOBAHHOCTH KOMIIETEHIUI COOTBETCTBYET OlleHKE «OTINYHO»:
- mpeamnonaraeT (GOpMHUpPOBAHHE KOMIIETEHIIMI Ha BBICOKOM YpPOBHE, TOTOBHOCTh K
CaMOCTOATENIbHON MPOPECCHOHAIBHOM NeSATETBHOCTH,
- CTYAEHT CHOCOOEH apryMEHTUPOBAaTh COOCTBEHHYIO TOUYKY 3PEHUS IO AMCKYCCHOHHBIM
BONPOCAM JHMCUUIUIMHBI, pEIIaTh CUTYAllHOHHBIE 3a/1a4H, (hopMynupoBaTh COOCTBEHHbIE
BBIBOJIbI.

2. Cpennuii ypoBeHb COOTBETCTBYET OIICHKE «XOPOIIO»:
- mpennonaraet GopMUpPOBaHUE KOMIIETEHLIMH Ha JOCTAaTOYHOM YPOBHE,
- CTYAEHT cIocOOE€H JaBaTh Pa3BEpPHYThIE OTBETHl HA TEOPETHUUECKHE U MPAKTUUYECKUE
BOITPOCHI JUCLUIIJIMHBI HA YPOBHE HE HU)KE OLICHKH «XOPOILIO».
3. ba3oBblif ypoBeHb COOTBETCTBYET OLICHKE « YIOBIETBOPUTEIBHOY!

- mpenanoiaraet ¢opMHpPOBaHUE KOMIIETCHIINI Ha HAYaJIbHOM YPOBHE,
- CTYOEHT CIOCOOEH JaBaTb OTBETbl HAa TEOPETHUECKUE U IPAKTHYECKUE BOIPOCHI
JUCLUIUINHBI HA YPOBHE HE HUXKE OLIEHKU «YIOBIETBOPUTEIBHOY,
- CTYHCHT CIOCOOEH OTBEUaTh Ha BOIIPOCHI B 3aKpHITOl Gopme. KonndyecTBo mpaBMIIbHBIX
oTBeTOB — He MeHee 50%.
4. Hwuskuii ypoBeHb COOTBETCTBYET OLleHKE «HeynoBineTBopuTenpHo».
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CneuuansHocts 10.05.01 KomnblorepHas 0e30nacHOCTh

Cneuuanuzanus Ne6 «HMHpoOpMALMOHHO-aHAJUTHYECKAsI U TeXHHYECKAs IKCIepTH3a
KOMIILIOTEPHBIX CHCTEM»

@oH/ OLICHOYHBIX CPEACTB 0 AucnuiinHe «MeToasl U cpeacTBa KpUNTOrpaguuecKoi 3alUThl
HHPOPMALUN

2025 rox Habopa, ouHasi popma o0yueHust

@oHJ OLIEHOYHBIX CPEACTB TUCHUILIUHBI (MOAYJIs) 0100PEeH U PeKOMEHI0BAH:

ITpopekTop 1o yueOHOH paboTe yTBepxkaeHo 24.02.25 A.A. CanamatoB
Y4eHBIM COBETOM MaTeMaTHIecKoro (pakyipreTa

[Tporokon 3aceqanust Ne 6 ot 20.02.2025

[Ipencenarens YdeHoro coBera

MareMaTH4ecKoro (akynpTeTa COIJIaCOBAHO E.A. Coponosa
3acenanuem kadgeapbl KOMIbIOTEPHOH 0€30MACHOCTH M NPHUKJIAAHOM anredpbl

[Tporokon 3aceqanust Ne 8 ot 01.02.2025

3aBenyromui kapenpoi COITIaCOBaHO A. H. Pyuaii

ABTOD (COCTaBUTEIIH) A. H. Pyuaii

CTpykTypa pa6oueii mporpaMMmbl cO0OTBeTCTBYeT mpukasy pekropa ®I'bOY BO «Ueal'¥» ot «13»
anpeas 2021 r. Ne 247-1



