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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuuckuil rocyaapcrserHbiil yuuepeuter» (OPI'BOY BO «Yenl'Y»)

PaGouast mporpamMma JUCHUILIAHEL "3alI1Ta B ONEPAIMOHHBIX CHCTEeMax "' [0 HANPABJICHHIO MOATOTOBKH (CIEIHaIbHOCTH)
10.05.01 "KowmmbioTepHasi 6e30macHOCTh HamnpaBlieHHOCTH (poduiio) crenpanu3anus N 6 ctp. 3
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1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

HeﬂﬂMI/I U3YYCHHUS NUCHUILIMHBI SBJISIFOTCS:

— o0y4YeHHEe CTYACHTOB MIPUHIMIIAM TOCTPOCHHS CUCTEM 3aIlUThI HH(pOpMauH B onepaunoHHbix cucremax (OC).

3agauamMu M3YUYCHUS TUCUUILIAHBI SIBJISIIOTCS:

— O3HAaKOMJICHHE C OCHOBaMH NPUHLUIIOB OCTPOEHUs mojicucTeM 3auuThl B OC pa3anyHON apXUTEKTYpHI,

— O3HAKOMJICHHUE CO Cpe€ACTBAMU U METOJaMU HECAHKINUOHNPOBAHHOI'O JOCTYIIA K peCcypcaM OC,

— U3Y4YCHHUC IIPUHIUIIOB Q)yHKHI/IOHI/IpOBaHI/ISI COBPEMCHHBIX CUCTEM I/I[[eHTI/I(l)I/IKaHI/II/I u ayTeHTI/I(bI/IKaHI/II/I.

Pe3yHbTaTBI O6y‘-IeHI/IH 110 JUCLUIUIMHE HAIIPaBJICHBI HA JTOCTH)KCHUE MHIUKATOPOB!

OI1K-9.1 3HaeT MeTO/BI 3aLIUTHI U CPeCTBa 00ecriedeHus] 0€30MaCHOCTH B OIIEPAMOHHBIX CHCTEMAaX, KOMITBIOTEPHBIX CETSIX U
cHcTeMax ynpaslieHHUs 0a3aMy JaHHBIX; METOABI IPEIOTBPAICHUS U OOHAPY)KEHHS BTOPKEHHUH B OTIEPAIIMOHHBIX CHCTEMaX,
KOMITBIOTEPHBIX CETSIX M CUCTEMax YIpaBJieHus1 0a3aMH JJaHHBIX.

OIIK-9.2 YMeeT OCyIeCTBIATS MEPBI IPOTHBOCHCTBHS HApYIIEHHSIM 0€30IacCHOCTH B ONEPAIIMOHHBIX CHCTEMaX, KOMIBIOTEPHBIX
CeTsIX M CHCTeMax YIpaBJeHUsl 0a3aMU JaHHBIX C UCIIOJIb30BAHUEM Pa3IMYHBIX MPOTPAMMHBIX M allIAPaTHBIX CPEJCTB 3aIIUTHI.

OIIK-13.1 3naer cpeacTBa U METOABI XPAHEHUS U NIepelauu ayTeHTU(GUKAIIMOHHON HHPOpPMALUK; OCHOBHbIE TPEOOBaHUS K
HOZICHCTEME ayJUTA H TOIUTHKE ayHUTa; 3alIUTHBIE MEXaHU3MEbI U Cpe/icTBa oOecIiedeH s 6e30IIaCHOCTH OTIEPallHOHHBIX CHCTEM.

OI1K-13.2 Ymeer GhopMyTupoOBaTh U HACTPAUBATH MOJIMTHKY 0€30TIACHOCTH OCHOBHBIX OIEPAIIMOHHBIX CHCTEM; (DOPMYIHPOBATH U
HACTPAMBAaTh MOJUTHKY O€30MACHOCTH JOKABHBIX KOMIBIOTEPHBIX CETEH, MOCTPOCHHBIX HA 6a3¢ OCHOBHBIX OMEPAI[MOHHBIX CHCTEM.

OIIK-13.3 BiageeT HaBbIKaMu pa3pabOTKU IPOrpaMMHBIX MOJYJEH, peallu3yIOIUX 3a/laull, CBSI3aHHbIE C 00eCIIeUeHUEM
0€30MacHOCTH OIEPAMOHHBIX CHCTEM PacHpPOCTPAHEHHBIX CeMEHCTB.

2. MECTO JUCIHUILUIMHBI B CTPYKTYPE OIIOII

uxx (pazaen) OITOIL: b1.0.29

2.1 TpeGoBaHus K NpeJBapUTeIbHOI NOAT0TOBKE 00Y4aIOLIErocs:

OcHoBBI HH)OPMATOHHON 0€30MTaCHOCTH

OHepaHI/IOHHHe CUCTEMBI

2.2 IMCUMNJIMHBI U MPAKTHKH, IJIsl KOTOPBIX OCBOEHUE JAHHOM JUCHHILTHHBI (MOIYJIs1) HE0OX0MMO KaK MpeIIiecTBYIoNIee:

3HaHUSA U NPAKTUYECKHUE HABBIKH, IOJTYUYCHHBIE B Kypce «3aluTa B ONEPAllMOHHBIX CHCTEMAaX», PACIIUPSIOT NPOdECCHOHATBHBIH
KPYT030p, HCIOJIB3YIOTCS 00YYaIOIIUMUCS TIPH pa3paboTKe KypCOBBIX M AUIUIOMHBIX padoT.

Hayuno-uccnenoBarensckas pabora

[MoaroroBka K mporeaype 3aiyThl U 3alIUTa BBITYCKHON KBATU(UKAIIMOHHOW pabOThI

3. KOMIIETEHIINH OBYYAIOIIETOCSI, ®°OPMHUPYEMBIE B PE3YJIbTATE OCBOEHUSI ANCLIUIIIAHBI
(MOJTYJIST)

OIIK-9: Cnioco6eH pemath 3a1a4u NpogeccHOHANILHOM 1eTeJIbHOCTH € Y4eTOM TeKYIIero COCTOSIHUS U TeHeHIUH pa3sBUTUS
METO/10B 3aIUThl HHPOPMALMH B ONICPALHOHHBIX CHCTEMaX, KOMIIbIOTEPHBIX CeTAX M CHCTEeMAaX yNpaBJjeHHs 0a3aMU JaHHBIX,
a TaKsKke MeTOJ0B M CPeJCTB 3aIMTHI HHPOPMALUHU OT YTEYKHU M0 TEXHUYECKHM KaHAJaM, ceTell M cHCTeM Neperadyu
HH(poOpMannu;

3HaTh:

— OCHOBHBIE TIOHATHS ONEPAIIMOHHBIX CUCTEM U MX 3allUTHI;

— OCHOBHBIE ITOHATHS, OCHOBHBIE QJITOPUTMBI XpaHeHHs 1 00padoTku nanHbx OC;

— OCHOBHBIE CTaHIAPTHI U aJITOPUTMBI IEPENAYH JAHHBIX;

— OCHOBHBIE NTOHATHS 3aLIUIIEHHBIX ONEPAllMOHHBIX CUCTEM, 0a3 JaHHBIX U KOMIIBIOTEPHBIX CETEH;
— OCHOBHBIE aKTyaJIbHBIE MOJIENIN aTaK;

— MOHATHE 3aIIUTH HHYOPMANNH, CHCTEMBI 3aIl[UTHI,

— almnapaTHO-IPOrpaMMHbIE CPEJICTBA 3ALIUTHI MHPOPMALIUU:

© OI'BOY BO «Uenl'V»
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— cpezcTBa obecneyeHus! KOHOUACHINATBHOCTH JaHHBIX;

— cpencTBa ayTeHTH()UKAMH JICKTPOHHBIX JAHHBIX M CPEACTBA YIIPABICHHS KIIFOUeBOM HH(pOpManuei;
— [IeJTU ¥ KOHIIETITYalbHbIE OCHOBBI 3aIIUTHI HH()OPMAIHY;

— OCHOBHBIC BH/IBI yIp0o3 0€30MacHOCTH HH(POPMAIMK U UX KIIACCH(DUKAIHIO.

YMerTn:

— OCYIIECTBJISATh PAallOHAJILHBII BEIOOP CPENICTB U METOJIOB 3aLIUTHI HHPOPMAIK Ha 00BEKTax HH(POPMATU3ALNH;

— OLICHMUBATh Yrpo3bl Oe3onacHocTr KineHTCKUM OC OCYIIECTBIIATH MPOBEPKY 3aIUINEHHOCTH KiareHTckux OC;

— OCYIIECTBJISATH MPOBEPKY 3aIIUIIEHHOCTH cepBepHbIX OC;

— HCTIOJIB30BATh KpUNTOrpahuIeckrue MeTO b 3aUTh HHPOPMALUH s 00ecIieYeHUs] 0€30ITacHOCTH KaK JIOKAJIbHBIX, TaK U
pacrpeesieHHbIX CHCTEM;

— HCTIOJIB30BATh IPOTOKOJIBI ISl 3alUTHI HHGOopManuy U obecrieyeHns: 6e30MacHOCTH KaK JIOKaJIbHBIX, TaK ¥ PacIpeaeIeHHBIX
cucTeMm;

— HCTIOJIb30BaTh aJITOPUTMBI TeHEPAIH, XPAHEHHUS U paclpeIeNIeHAs KITI0UeH;

— MPOEKTUPOBATH U UCIOJIB30BATh CUCTEMBI JIEKTPOHHOW IIM(POBOH MOIHCH;

— MIPUMEHSTDH Ha IIPAKTUKE aITOPUTMBI YIPaBICHUS OTKPBHITHIMU KITFOUaMH.

Baagers:

— HaBBIKAMH HACTPOMKH MOJIUTHKY O0€30MaCHOCTH U y4eTHBIX 3anuceid OC OIEeHKH CTeNeHH 3alnIIeHHOCTH KimeHTckux OC;
— HaBBIKaMH OLIEHKH crerneHu OezomnacHocT OC;

— HaBBIKAMU aJMAHHCTPUPOBAHMS IPOTOKOJIBHBIX CpecTB obecnedeHus OezomacHocta OC;

— HaBbIKAMHU aJIMUHHCTPUPOBAHUS NPaB I0JIb30BaTEIeH U aynuTa qoctyna kK pecypcam OC;

— OCHOBHBIMH METOJaMH afMUHUCTpupoBaHus 1 HacTpoiiku OC u cereil mepenayu,

— ajgropuT™Mamu (OPMHUPOBAHHUS Xel-()yHKIHH;

— HHCTPYMEHTaMH obecrieueHust 6e30macHoil paboThl B CETH HHTEPHET;

— METOJIOJIOTHEH PUMEHEeHHs1 0€30MaCHBIX MyOIIMYHBIX CIYXO;

— METOJIaMH YIPaBJICHUS KIFOYaMHU B CHCTEMaX C OTKPBITHIM KITIOUOM,;

— MHCTpYMEHTaMHU obecredeHus 6e30nacHoi pabOThl B CETH UHTEPHET.

OIIK-13: Cnocofen pa3padaTbiBaTh KOMIOHEHThI IPOrPAMMHBIX H IPOrPAMMHO-ANNIAPATHBIX CPEACTB 3aIIUThI
HH(popManKuK B KOMIBIOTEPHBIX CHCTEMAX H POBOAUTH AHAJIM3 X 0€30IIACHOCTH;

3HaTh:

— LIeJIU U KOHLIENTyalbHbIE OCHOBBI 3aIIUTHI HH(OPMAIUY,

— OCHOBHBIC BUJIBI YTP03 6e30MacHOCTH HHGYOPMALNH U UX KJIACCH(UKAIIHIO;

— NIPOrpaMMHO-aNNapaTHble CPeICTBA 3aLIUTHI HHPOPMALIUH:

— cpencTBa obecrieueHN KOH(QHUACHITHAIBHOCTH JAHHBIX

— cpeZicTBa ayTeHTU(UKALUK SJICKTPOHHBIX JaHHBIX U CPECTBA YIPABICHUS KII0UeBOH HHpOpMAaIUei;
— TpeOOBaHMUA K KPHITOrpahHIECKIM CHCTEMaM 3aIlUTHl HHPOPMAIINH;

— MOHATHE U BUJbI KPUNITOrpaUUECKUX aTak.

YMmern:

— OLIEHMBATh YIrpo3bl 6e3onacHoctu knueHTckum OC;

— IPOEKTUPOBATH U UCIIOIB30BaTh CHCTEMBI ANIEKTPOHHON U(POBOI TToIHICH;

— HMCTIONIb30BaTh KPUITOrpauIecKrue METObI 3alUThl HHPOPMALUK A1 00ecreyeHUs 0€30ITacHOCTH KaK JIOKAJIbHBIX, TaK U
pacrpeesIieHHbIX CHCTEM;

— HMCTIOJIL30BATh IPOTOKOJIBI IS 3alUTHI HHGOpManuK U obecrieueHns: 6€30IaCHOCTH KaK JIOKaJIbHBIX, TaK ¥ PACIpeIeICHHBIX
cHucTeM;

— HMCTIOJIL30BATh aJITOPUTMBI FeHEPALNY, XPAHEHUS U PacIpeesICHUs KIII0UeH;

— OCYILLECTBIIATh PalMOHANIbHBIH BBIOOP CPEACTB U METOOB 3alUThl HHPOpMaLUK Ha 00bEKTaX HHHOPMATH3ALMY;

— OCYIIECTBJIATH MPOBEPKY 3aILUIIEHHOCTH KiaueHTckux OC;

— OCYILLECTBIIATh IIPOBEPKY 3aILUIIEHHOCTU cepBepHbIX OC.

Baaners:

— OCHOBHBIMH METOJIaMHU aJIMUHMCTpUpoBanus 1 HacTpoiiku OC u cerelt nepenaum;
— anropuT™MaMi (GOPMHUPOBAHHS XeNI-(yHKIHI;

— MHCTpYMEHTaMHU obecredeHus 6e30nacHoi paboThl B CETH HHTEPHET;

— METO/0JI0ruel NpuMeHeHHs 0€30MacHbIX MYOIUYHBIX CIIyXO;

— METOJIaMHU YIPABJICHUS KIIOYaMHU B CHCTEMaX C OTKPBITHIM KIIIOUOM,

— MHCTpyMeHTaMu obecredeHus 6e30nacHOi pabOThl B CETH UHTEPHET.
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10.05.01 "KowmrmbioTepHast 6e30macHOCTh” HampaBlieHHOCTH (poduiio) crenpanu3anus N 6 ctp. 5

"NHdopMarmoHHO-aHAINTHIECKas U TEXHUYECKas SKCIepTH3a KoMnbioTepHsIx cucteM'” @I'BOY BO «Yen['Y»

B pe3yabTaTe 0cBOCHHS TUCHUILIMHBI 00yYaIOIIUCH 10KEH

3.1|3uaTh:
3.1.1|- oCHOBHBIC MOHATHS OMIEPAIIHOHHBIX CHCTEM U HX 3aIIUTHI, TOHATHE XeUI-()YHKIIHMI; TOHSITHE 3alUThl HHHOPMAIMU 1
OCHOBHBIC aKTyaJIbHbIC MOJICIH aTaK.
3.2|YmeTh:
3.2.1|- dopmynupoBath, pa3pabaTbiBaTh U HACTPAUBATH IMOJIMTHKY 0€30TIACHOCTH OCHOBHBIX OIEPAI[HOHHBIX CHCTEM;
3.2.2|- nonk30Bathes B CBOCH Mpo(eCCHOHATBHOM AEATEIBHOCTH OCHOBHBIMU METOJITAMHU M CPEIICTBAMH 00CCIICYCHUSI

MHPOPMAITMOHHOH 6€30MaCHOCTH € YUETOM yrpo3 6e30macHOCTH HH(OPMALIUHU U TPeOOBaHHH 10 3aluTe HHPOPMAIUH;

3.23

— HCIIONB30BATh KPUNTOrpaduuecKkre MEeTOIbI 3aliThl HHPOPMAIHH I oOecriedeHus 0e30ITacHOCTH KaK JIOKAIBHBIX,
TaK U pacrpe/elIeHHbIX CHCTEM.

3.3

Baagern:

33.1

— HaBbIKaMH IPOBEACHMA SKCIICPUMCHTAJIbHBIX I/ICCJ‘ICZ[OBaHI/Iﬁ C MIPUMCHCHUEM CTaHAAPTOB U MOJIUTHKHU 6630HaCHOCTI/I
OC;

3.3.2

— HaBBIKAMHU OIleHKU crenenu oesonacuoctu OC;

3.33

— HaBBIKAMHU HACTPOUKH TOJUTHKH 0€30MmacHOCTH y4eTHBIX 3amuceii OC, OLleHKH CTETIeHH 3aIIUIIEHHOCTH KITMEHTCKUX
0G;

3.3.4|— HaBBIKaMM aJIMHHUCTPUPOBAHUS IPOTOKOJIBHBIX CpeAcTB obecneueHus 6esonacHoct OC;
3.3.5|- HaBbIKaMy aJIMUHHCTPUPOBAHUS NIPaB MOJIb30BaTENICH U aynuTa Joctyna k pecypcam OC.
4. OB BbEM JUCHUIIJIMHBI (MOAY JIS)
O6wwan TpynoeMKocTb 6 3ET
YacoB o yueOHOMY Tiany . 216 Buyiel KOHTPOJII B ceMecTpax:
B TOM 4YHCJIC .
aynutopHbie 3ansTus © 100 9K3aMeHbI 9
caMoCTOsITeNbHAs paboTa @ 74,7 3a4eThl 8
9acoB Ha KOHTPOJb : 27
KOHTakTHas pabora: 114,3
UKP: 14,3
5. CTPYKTYPA U COAEP)KAHUE JUCIHUIIJIUHBI (MOLY JIST)
Kon HanmeHnoBaHue pa3ieioB u TeM /Bu 3aHATHs/ Cemectp | YacoB JlutepaTtypa
3aHSTHS [ Kvpe
Pa3znen 1. oacucrema 3ammthl uHGopmanuu B OC UNIX.
1.1 TToncucrema 3anmtel nHGopmaru B OC UNIX. 8 2 JI1.1 J11.2 J11.3
OcHoBHble KOMIIOHEHTHI ocucteM 3anmThl UNIX. daiinosas cucrema — kak JI1.4712.1 J12.2 J12.3

OCHOBA TOJICHCTEMBI 3alUTHI. [IpaBa J0CTyMa K 3eMeHTaM (aifinoBoi

cucteMsl. YrpasneHue npoueccamu. Co3faHue U yaaneHne 610 1KeToB
nonp3oBareseil. OCHOBHbIE MPOOIEMBI ¢ 6E30MACHOCTHIO W BO3MOXKHBIE
pewernus B UNIX-nogo6usix cucremax. /Jlex/

1.2 Cosnanune Oromxkeros nonbsosarens B8 OC Windows, UNIX /JTa6/ 8 2 JI11.1 J11.2 J11.3

J11.4712.1 J12.2 J12.3

1.3 Hcnons3osanune crvcko goctyna B OC Windows, UNIX /JTa6/ 8 2 JI1.1 J11.2 J11.3

JI1.4J12.1 J12.2 J12.3

1.4 Aymut B Windows, UNIX /JIa6/ 8 2 JI1.1 J11.2 J11.3

JI1.4J12.1 J12.2 J12.3

© OI'BOY BO «Yenl'V»
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15 Cosnanue 6romkeToB mons3osarens B OC Windows, UNIX. 8 15 J11.1J11.2 J11.3
Hcnonp3oBanne crmckos goctyna B OC Windows, UNIX. J11.4J12.1 J12.2 J12.3
Aymuar 8 Windows, UNIX. /Cp/

Paznen 2. Moacucrema 3amutsl uHdpopmanuu B OC Windows

2.1 IMopcucrema 3amutet uHGopMarmu B OC Windows. 8 6 JI11.1 J11.2 J11.3
OcHoBHble KOMIOHEHTHI moacucteM 3amutsl Windows. Tlonmutuku. [Torstrie J11.4J712.1 J12.2 J12.3
nomeHa. OCOOCHHOCTH YCTAaHOBIICHHUS TIOBEPUTEIBbHBIX OTHOMICHUH. Co3aHue
U ynaneHue 6roKeToB mosb3oBareneit. /JIex/

2.2 OueHKa 3aIUIIeHHOCTH 331aHHoi KoHdurypamun Windows: daitnosas 8 2 J11.1J11.2 J11.3
cucrema, peectp /J1ad/ J11.4712.1 J12.2 J12.3

2.3 OrieHKa 3alUIIeHHOCTH 3a1aHHoM KoHpurypamun Windows: criicok 8 2 JI11.1 J11.2 J11.3
MOJIb30BaTeNeH, MOMUTHKA 6€30MacHOCTH B 00nacTu maposeit /J1ad/ JI1.4712.1 J12.2 J12.3

2.4 OrieHKa 3allUIIEeHHOCTH 3aIaHHoi KoHpurypammn Windows: daiimosas 8 10 JI11.1 J11.2 J11.3
CHUCTEMa, peecTp. JI1.4712.1 J12.2 J12.3
OrieHKa 3alUIIeHHOCTH 3aaHHoM KoHpurypamun Windows: criicok
MOJIb30BATENeH, MOMUTHKA OE30MAaCHOCTH B 00JIaCTH TapoJiei.

IMownck mporpaMMHBIX 3aKJIa0K B 3amanHoi KoHcyapTarmu Windows. /Cp/
Pa3gen 3. 3amura undopmamun npn uarerpamun UNIX m Windows

3.1 SamuTa uadopmarmu npu uaTerpannun UNIX u Windows. 8 2 JI1.1J11.2 J11.3
OCHOBBI B3aUMOJICHCTBUS SJIEMEHTOB reTeporeHHbix cetei. [1lmo3er NFS. J11.4J12.1 J12.2 J12.3
SMB B UNIX. Hcnosnb3oBanue cepBepa Samba st pasnenenus 10cTymna K
ceTeBBIM pecypcam B gomere Windows. /JTex/

3.2 Wurerpanus ceteit Microsoft u UNIX ¢ ucronp3oBanuem cepsepa Samba /JTa6/ 8 2 JI1.1J11.2 J11.3

J11.4J12.1 J12.2 J12.3

3.3 W3ydenne cpeIcTB 3alUThI CETeBOro B3anmoaericTeus Unix. /J1a6/ 8 2 JI1.1J11.2 J11.3

J11.4712.1 J12.2 J12.3
3.4 |Wurerpamus cereit Microsoft u UNIX ¢ ucmonp3oBannem cepsepa Samba /Cp/ 8 9,7 JI1.1J11.2 J11.3
J11.4712.1 J12.2 J12.3
Paznen 4. IlporpaMMHo-anmapaTHbie METObI H CPEJICTBA OrPAHMYEHHSI
noctyna K pecypcam [IBM

41 [IporpaMMHoO-annapaTHble METOIBI M CPEJCTBA OTPAaHMUYEHHUS 1OCTYIA K 8 4 JI1.1J11.2 J11.3
pecypcam [I9BM. JI1.4712.1 J12.2 J12.3
MeTtob1 ¥ cpesicTBa OrpaHUYEHUS 10CcTyNa K komnoneHTam [I9BM. Metoas: n
CpPEICTBA MPHUBSI3KK MPOrPAMMHOTO 00ECIICUCHHs K alapaTHOMY OKPYKEHHUIO
1 pusnIecKuM HOCUTESIM. MeTOIbI M CPEeNICTBA XPAaHEHHS KITIOUEBON
nurpopmarmu. /JIex/

4.2 ITorck mporpaMMHBIX 3aKJIa10K B 3aaHHON KoHCynbTanmu Windows. 8 2 JI1.1J11.2 J11.3
Hcnonb3oBanne Bo3MOKHOCTeH (aitmosoit cucrembr OC Windows st J11.4J12.1 J12.2 J12.3
mudposanus daiizos. /J1ad/

4.3 [IporpaMMHo-amnmapaTHble METOBI U CPECTBA OTPAHUYECHHUS JOCTYMA K 8 2 JI1.3 J11.4J12.3
pecypcam I[I9BM. /Cp/

Pa3znea 5. loacucrema 3amuthl uHGopmanuu B OC UNIX.

5.1 [Moxcucrema 3amuter nadGopmanuu 8 OC UNIX. 8 2 JI1.1 J11.2 J11.3
OcHoBbl HHPOpMaIoHHO# Oe3onacHocT. Konuenuuu 6e3onacaoctu UNIX. JI1.4712.1 J12.2 J12.3
Hacrpoiika cucremsl 6e3onacuoctu. /Jlex/

Pa3znea 6. 3auer
6.1 WHast koHTaKTHast paboTa: HHIUBHyalbHbIC KOHCYJIbTAIIUH, TCKY M 8 3,3 JI11.3 J11.4J12.3

koHTpous. /[UKP/

Paznen 7. UHgpacTpykTypa OTKPBITHIX Kiatoueil PKI
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7.1 Hudpactpykrypa oTKpbIThIX Kitouelt PKI. 9 4 J11.1J11.2 J11.3
OcHosubie koMnoHeHThI PKI, onrceiBaroTest QyHKIMH YAOCTOBEPSIONIECTO U JI1.4712.1 J12.2 J12.3
PETHCTPAIMOHHOTO [IEHTPOB, PEIIO3UTOPHS, apXUBa CEPTH(HUKATOB, CEPBEPHBIX
komnoHeHToB PKI, npuBoauTcs kpatkas xapakrtepuctuka cepsucoB PKI u
cepBHCOB, Oasupyromuxcs Ha PKI, obcyxnatorcs kpuntorpaduueckue u
BCIIOMOTATEJIbHbIE CEPBUCHI, CEPBUCHI yIIpaBieHus cepruduxaramu. /Jlex/

7.2 W3ydenne nHOPACTPYKTYPbI OTKPHITHIX Kitoueit /J1a6/ 9 4 JI1.1J11.2 J11.3

J11.4J12.1 J12.2 J12.3

7.3 W3ydenue co3manus CMapT-KapT B HHPPACTPYKTYpe OTKPHITHIX Kitodeit. /J1a6/ 9 2 JI1.1J11.2 J11.3

J11.4J12.1 J12.2 J12.3
7.4 Cosznanue ceprudukaros B PKI /Cp/ 9 5 JI1.1J11.2 J11.3
J11.4712.1 J12.2 J12.3
7.5  |Coznanue cmapt-kapt B PKI /Cp/ 9 5 J1.1J11.2J11.3
J11.4712.1 J12.2 J12.3
Pa3gen 8. Coryx0n1 ceprudpuxamun B OC Windows

8.1 Cay>x6b1 ceprudukaiu 8 OC Windows. 9 6 JI1.1J11.2 J11.3
OcCHOBHbIE JICHCTBUS HEOOXOIMMBIC /ISl YCTAHOBKH U 0a30BOI HACTPOWKH J11.4J12.1 J12.2 J12.3
ciyx0b1 ceprudukarmu ActiveDirectory® (AD CS) B TectoBoit cpene. /JTex/

8.2 W3ydenue 3amutsl KoHpurypanuu ADCS. /JTa6/ 9 4 JI1.1J11.2 J11.3

J11.4712.1 J12.2 J12.3

8.3 Co3spanue perno3uTopus cepTudukaros u Boccranosienue [IC /Cp/ 9 7 JI1.1J11.2 J11.3

J11.4712.1 J12.2 J12.3
Pazgen 9. Cay:x6a ynpaBiaenus npaam ADRMS

9.1 Cnyx0a ynpasienus npasam ADRMS. 9 6 JI1.1J11.2 J11.3
PaccmoTpenne ocHOBHBIX Bo3MoxHOcTel kommonernta OC WindowsServer JI1.4712.1 J12.2 J12.3
2008 R2, mpeaHa3HaueHHBIH U1 yIpaBJICHUS IpaBaMU A0CTyNa K ¢aiiiam B
LIeTISX TIOBBILICHNS YPOBHS 6€30MacHOCTH HH(OPMALMOHHBIX aKTHBOB. /JIex/

9.2 W3ydenne cnyx0bl ynpasienue npasamu. /J1a6/ 9 4 JI1.1J11.2 JI11.3

J11.4J12.1 J12.2 J12.3

9.3 W3ydenrne OCHOBHBIX HACTPOEK CIIY»KOBI yIpaBieHUs mpaBamu. /J1a6/ 9 4 JI1.1 J11.2 J11.3

JI1.4712.1 J12.2 J12.3
9.4 Cosnanue mrabinonoB RMS mist 3ammtet oducHbix qoxymentos /Cp/ 9 6 JI1.1J11.2 J11.3
JI1.4712.1 J12.2 J12.3
Pa3nen 10. BesonacHocts OC Windows Ha cepBepHOM ypoBHE

10.1 |Besomacuocts OC Windows Ha cepBepHOM YpOBHE. 9 4 JI1.1J11.2 J11.3
Paccmotpenne obecrieuenns pusudeckoit 6esomacuoctu WindowsServer. JI1.4712.1 J12.2 J12.3
Co3aHre BXOASIINX ¥ UCXOASIIMX TpaBmiI Al Opanamayspa. Joctym k
CHCTEME C TIOMOLIBI0 CMapT-KapT. PaccMOTpeHHe TOMOTHUTEIBHBIX MEp
6e3omacHocTH (3ammTa ¢ HOMOIIBI0 PE3EPBHOTO KOIIUPOBaHUsI, paboTa co
ciyx00it o0HOoBNeHUS) . [JTex/

10.2 |U3ydvenue pusnveckoit 6e3onacHocTu cepsepa. /J1ad/ 9 4 JI1.1J11.2 J11.3

J11.4J12.1 J12.2 J12.3
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10.3 |W3ydueHue pusnieckoit 6€30MaCHOCTH cepBepa. 9 2 J11.1J11.2 J11.3
W3ydvenne TOMOTHATENBHBIX Mep Ge3omacHocTH. /J1ab/ J11.4J12.1 J12.2 J12.3
10.4  |Usyuenwue cayx0b1 o6HOBIeHHs WindowsServer /J1a6/ 9 2 JI1.1J11.2 J11.3
J11.4J12.1 J12.2 J12.3
10.5 |Co3manHune MOTOMHHUTENBHBIX CIIEHAPHEB pe3epBHOTO Komuposauwus. /Cp/ 9 5 JI1.1J11.2 J11.3
J11.4J12.1 J12.2 J12.3
Paznea 11. Illudposanne IPsec 8 OC Windows
11.1 |[Iudposanue IPsec 8 OC Windows. 9 6 JI1.1J11.2 J11.3
Paccmotpenne mmdposanus IPsec B WindowsServer 2008R2. TTpusiumbt JI1.4712.1 J12.2 J12.3
pa6otsr IPsec. Ocrosubie Bosmoxknoctr IPsec. NAT Traversal B IPsec. /Jlex/
11.2  |H3yuenue xommonentoB NAP. /Jla6/ 9 2 JI1.1J11.2 J11.3
J11.4712.1 J12.2 J12.3
11.3  |U3yuenue npotokona RADIUS. /J1a6/ 9 2 JI1.1J11.2 J11.3
J11.4712.1 J12.2 J12.3
11.4 |Pa3BepThIBaHME U BHEJPCHIE BUPTYaJIbHOI YacTHOMH ceTH. /J1ab/ 9 2 JI1.1J11.2 J11.3
J11.4712.1 J12.2 J12.3
11.5 |Co3nanue monutuk cereoro poctymna /Cp/ 9 5 JI1.1J11.2 J11.3
J11.4712.1 J12.2 J12.3
Pa3ges 12. CepBep ceTeBBIX NOJUTHK, 3aIIUTAa M MAPIIPYTH3ALUS
CeTeBOro J0CTYNAa U TUCTAHIMOHHBIN 10CTYI
12.1 |CepBep ceTeBbIX NONMUTHK, 3aLUTa U MApLUIPYTU3aAIUs CETEBOTO JOCTYIIA U 9 8 JI1.1J11.2 J11.3
JUCTAHIIMOHHBINA JOCTYII. J11.4J12.1 J12.2 J12.3
3amuTa cereBoro goctyna (NAP) B WindowsServer 2008R2. Tpuuuts
passepthiBanust NAP. O630p komnonentoB NAP. Konrenius NPS. Tynuenu
VPN. TIpotokomnst PPTP, L2TP. Axtususzanust VPN Ha cepBepe RRAS. /Jlex/
12.2  |Buenmpenue mapamMeTpoB MOJUTHKH C TOMOIIBIO CEpPBEpa CETEBBIX TOJIUTHK. 9 2 JI1.1J11.2 J11.3
[JTa6/ J11.4712.1 J12.2 J12.3
12.3  |Co3nanue NOMOMHUTENBHEIX BepHdukaTopos. /Cp/ 9 5 JI1.1J11.2 J11.3
J11.4J12.1 J12.2 J12.3
Paszpen 13. Dx3amen
13.1  |/3x3amen/ 9 27 J11.1J11.2 J11.3
J11.4J12.1 J12.2 J12.3
13.2  |Mnas xoHTaKkTHas paboTa: HHAMBUAYaIbHbIE KOHCYIbTAllUH, TEKYIHH 9 11 JI1.3 J11.4J12.3

KOHTpOJIb. /UKP/

6. ®OHJI OIEHOYHBIX CPEJICTB

6.1. ITepeyeHb BUIOB OLIEHOYHBIX CPEJACTB

VYcTHBI ompoc.

CamocrosrenbHas pabora.

JlaGoparopuas pabora.

ITepeuens BOmpocoB k 3auery. (8 cemectp)
IMepeuens BOpOCOB K dk3ameny. (9 cemectp)

6.2. TunoBbIe KOHTPOJbHbIC 3aJaHUAA U UHbI€ MaTePHUaJIbl 1JIs1 TEKyH.leﬁ aTrTrecranuu
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BOHpOCLI JUIsL YCTHOT'O ompoca AJisd TeKyHIefI aTrTeCTalunu

15.

16
17

18.
19.
20.
21.
22.
23.
24.
25.
26.
27.

28

29.
30.
31.
32.
33.

34

35.
36.

. TUIOBBIE MOJIENHU YIIPABIEHHS JOCTYIIOM.

. JINCKPEIIHOHHOE YIIPABJICHHE TOCTYIIOM.

. VI3onupoBanHas IporpaMmHast cpeza.

. MaHzatHoe yrpasieHHe J0CTYIIOM.

. Apxurekrypa 6e3onacaocta OC Windows.
. Security accounts manager.

. LM, NTLM, NTLM2, NTLMv2.

. Kerberos.

. Peectp OC Windows.

. Microsoft Management Console.

. Noacucrema 3amuts! nHPopmanuu B OC UNIX.

. Passwd u shadow daitnsr.

. OcHOBHBIE KOMIOHEHTHI ojcucteM 3amuTel UNIX.

. [IpaBa nocryna k 3neMeHTaM (GaioBOi CHCTEMBI.

VYnpasieHue npoueccamu.

. OcHOBHbIE MTPOOIIEMBI ¢ 0€30TIaCHOCThIO 1 Bo3MOkHBIE perieHust B UNIX-1ogo0HbIX cuctemax.

. Ayaut coOBITHH.

Bromxer nonp3oBarens 8 OC Windows.

Crmucok noctyna B OC Windows.

Aymut B Windows, UNIX.

IMoxcucrema 3amutsl nHGopManuu 8 OC Windows.

OcHOBHBIC KOMIIOHEHTHI mozicucTeM 3ammtsl Windows.

[Monutrku 6e30macHOCTH.

ITousTtue nomeHa.

OCHOBBI B3aUMOZICHCTBHS DJIEMEHTOB I'€TEPOTeHHBIX CETEHl.

Tmo3er NFS.

IIporpaMMHoO-annapaTHbIe METO/bI M CPEACTBA OIPAaHUYEHUS 10cTyma K pecypcam [I9BM.

. MeTofe1 1 cpeficTBa orpaHIUEHUs HOoCcTyMa K KommoHeHTam [I19BM.

Mertobl U cpelicTBa MPUBSA3KH MPOTPAMMHOI0 00ECIICUEHHS K alllIapaTHOMY OKPYKEHHIO U (PU3HUECKUM HOCUTEIISIM.
MeTompl U cpefcTBa XpaHeHHUs! KIF0UeBOil HH(OpMaIHH.

IIporpamMmHast 3axnazka.

Hudpactpykrypa oTKphITHIX Kitouer PKI.

OcHoBHbIe KOMTIOHEeHTHI PKI.

. DYHKINH yIOCTOBEPSIONIETO U PETUCTPAIHOHHOTO [IEHTPOB, PENO3UTOPHS, apXHBa CePTH(HUKATOB, CEPBEPHBIX KOMIOHEHTOB PKI.
Cayx06s1 ceprudpuxarm 8 OC Windows.

OCHOBHBIE ISUCTBUS HEOOXOANMBIC JJIsl YCTAHOBKU M 0a30BO# HACTPOHKH cityx)Obl ceprudukaiu ActiveDirectory® (AD CS) B

TECTOBOU cpeae.

37.

38

39.
40.
41.
42.
43.

44

45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.

56

Cnyx06a ynpasnenus npasaMm ADRMS.

. Iudposanue IPsec 8 OC Windows.

NATTraversal B IPsec.

Komnonentst NAP.

Iporoxon RADIUS.

CepBep ceTeBbIX HOIUTHK.

CeteBas cucteMa 0OHapy)KeHHs 1 IPEIOTBPAILCHUS BTOPIKCHUH.
. BeisABnICHME BTOPKEHHIA.

Mertonbl npeaoTBpalleHUs] BTOPKEHHUH.

Crioco6b1 00X0/1a cCTEMbI 00HAPYKEHHS BTOPIKEHHH.
XocToBas cucTeMa 0OHAPY)KEHHSI BTOPIKEHUH.
MoHHTOpUHT (PaiiIoBON CHCTEMBI.

O6napyxenue rootkit.

Honeypot. Buasl, kraccudukanus.

Oo6napyxxenue Honeypot.

Security Information and Event Management.

Log Management System

Security Log/Event Management

Security Information Management

. Security Event Correlation
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ctp. 10

57. Security Information and Event Management.
58. ®yukiuu SIEM

[TepeyeHs caMOCTOSTENBHBIX PaOOT

1. Cosnanue GromxeroB mons3oareias B OC Windows, UNIX.

2. Vicnons3oBanue crrckos gocryna B OC Windows, UNIX.

3. Aynut B Windows, UNIX.

4. OneHKa 3amMIIEHHOCTH 3aanHoi KoHpurypamuu Windows.

5. Co3nanue cepruduxaros B PKI.

6. Co3nanue cmapt-kapt B PKI.

7. Cozzanue peno3suropus cepTudukaToB U BoccraHosnenue L1C.
8. Co3nanue madmonoB RMS niist 3amuthl 0pUCHBIX JOKYMEHTOB.
9. Cozaanue TOMOTHUTENBHBIX CIIEHAPHUEB PE3EPBHOIO KOMMPOBAHUSI.
10. Co3naHue MOJMTHK CETEBOTO JOCTYIIA.

[epeuens mabopaToOpHBIX paboT

1. Nsyuenue cucrem 6e3onacHoctu OC Windows, UNIX. Co3nanne O10mKeToB Mob30Batess. MICnoabp30BaHNe CIUCKOB IOCTYIIA.

2. Aynur coosrrrii B OC Windows, UNIX.

3. OreHka 3alMIEHHOCTH 3aJaHHOH KoHdurypannu Windows: ¢aiinoBas cucrema, peecTp, CIIUCOK IT0JIb30BaTeNeH, MOIUTHKA

06e30MacHOCTH B 00JIACTH MapoJieH.

4. Nurerpanus ceteit Microsoft u UNIX ¢ ucnons3oBanuem cepsepa Samba.

5. VI3yueHne cpeCcTB 3aIUTHI CETEBOTO B3auMoeicTBrst UNiX.

6. ITovck mporpaMMHBIX 3aKJIa0K B 3aaHHOIN KoHCynbTanuu Windows.

7. Vicnions30Banme BO3MOKHOCTEH (aitmooii cucremsr OC Windows  mist mmdposanus daitmos BitLocker, EFS.
8. N3yuyenune nHppacTpyKTypbl OTKpBITHIX Kitoueld. Cozmanue cMapT-Kapt. 3amuTa koHpurypauuu ADCS.

9. NzyueHne DOTMOTHUTEIBHBIX Mep 6€30aCHOCTH (pe3epBHOE KOIMMPOBaHHUe, paboTa co Ciyk00i 0OHOBIICHM).
10. N3yuenue nporokosa RADIUS.

11. Pa3BepTriBaHNE U BHEIPEHUE BUPTYaJIbHON YaCTHOM CETH.

12. BHeapenue napaMmeTpoB MOJIUTHKY C IOMOIIBIO CEPBEPa CETEBBIX MONUTHK.

13. Hactpoiika u paspaborka mpasmi st NIPS/NIDS Snort.

14. Hacrpoiika u pa3paborka npasui s HIDS OSSEC.

15. Hactpoiixa cuctemsl Honeypot u unrerparus ¢ SIEM.

16. OrnpaBka ysenomienuit OSSEC.

17. SIEM Splunk.

IlosHBIE TEKCTHI HaGOpaTOpHLIX pa60T " 3a/laHr BBUUIOJKCHBI HA CETEBOM JHUCKE Ka(benpm KOMHLIOTepHOﬁ 06€30IMacCHOCTH U

npukiIagHoi anreopsr DC1\doc\.

6.3. TunoBbie KOHTPOJBbHbIC BONIPOCHI M 3a1aHUA I l'[pOMe?KyTO‘-IHOﬁ arreCranmu

Iepeyens BOmpocoB K 3a4ety (8 cemectp)

. [Nopcucrema 3amuts! nHGopMmanuu B OC UNIX.

. Passwd u shadow daitnsr.

. OcHoBHBIE KOMITOHEHTHI moacucTeM 3amuThl UNX.

. [IpaBa mocTtyna K 31eMeHTaM (aiIoBOI CHCTEMBI.

. YrpaBreHue npoueccamu.

. OcHoBHBIE TIPOOIIEMBI ¢ 6€30MacHOCTHIO U Bo3MOXKHBIE pereHus B UNIX-110q00HbIX crcTeMax.
. Aynut coObITuil.

. Bromxker none3osarens 8 OC Windows.

. Cincok pocryna B OC Windows.

. Aymut B Windows, UNIX.

. IToncucrema 3auutsr nedopmanun B OC Windows.

. OcHOBHBIE KOMIIOHEHTHI nozcucTeM 3amuThl Windows.

. [Tonutuku 6€30MacHOCTH.

. Ilousstne momeHa.

. OCHOBBI B3aUMOJICHCTBUS 2JIEMEHTOB I'€TEPOTEHHBIX CETeH.

. IIlmro3er NFS.

. [IporpaMMHoO-annapaTHble METO/bI M CPEACTBA OIPaHUYEHUs JlocTyna K pecypcam [I9BM.

. MeToibl ¥ cpesIcTBa OrpaHUyYeHHs A0CTyNa K KomrnoHeHTam [I9BM.

. MeTobl ¥ cpe/IcTBa NPUBSA3KH MPOTPAMMHOT0 00ECIIeUeHHS K allapaTHOMY OKPYKEHHIO U (PU3HYECKUM

P OO ~NO O, WNBE

[ T
©CO~NOOUhWNEREO
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HOCHTEJISIM.
20. MeToibl U CpeliCTBa XpaHEHHUS KITFOYEBOH HHPOPMAITUH.

21. TIporpaMMmHas 3aKaajKa.

22. UndpacTtpykTypa OTKpBITHIX Kiitouer PKI.

23. OcHoBHbIe koMIOHEHTHI PKI.

24. OyHKINH YIOCTOBEPSIONIEr0 M PETHCTPALIMOHHOTO IIEHTPOB, PEIIO3UTOPHS, apXUBa CEPTH(HUKATOB, CEPBEPHBIX KOMIIOHEHTOB PKI.
25. Cityx651 ceprudukarmu 8 OC Windows.

26. OcHoBHbIE JIeiiCTBIS HEOOXOIMMBbIE ISl YCTAaHOBKH U 6a30BOi HacTpoiiku ciryx0bl ceprudukammu ActiveDirectory® (AD CS) B
TECTOBOM cperie.

27. Ciyx0a ynpasienus npasam ADRMS.

28. lIudposanue IPsec 8 OC Windows.

29. NATTraversal B IPsec.

30. Komnonentsr NAP.

31. ITporoxon RADIUS.

32. Cepep CEeTEBBIX MOJHUTHK.

ITepedeHs BOPOCOB K 9K3aMeHy (9 cemectp)

1. TunoBbIe MOAENH YIIPABICHHS JOCTYIIOM.

2. JIucKpenroHHOe YIpaBlIeHHE JOCTYIIOM.

3. M3onupoBaHHas mporpaMMHasi cpefa.

4. MaHnaTHOe yrpaBJieHHe J0CTYIIOM.

5. Apxutektypa 6e3omacnoctu OC Windows.

6. Security accounts manager.

7. LM, NTLM, NTLM2, NTLMv2.

8. Kerberos.

9. Peectp OC Windows.

10. Microsoft Management Console.

11. Apxurexrypa 6e3onacnoct OC Unix.

12. basoBas (¢aitnoBas cTpykTypa.

13. IpaBa nocrymna k Qaiinam u JUPEKTOPHUSIM.
14. Passwd u shadow daitssr.

15. Ayaut coObITHi.

16. Aymur B OC Windows.

17. Aynmur B OC Unix.

18. CereBas cucreMa 0OHapy>KEHHUS U MPEIOTBPALICHUS BTOPKESHUH.
19. BrisBIICHUE BTOPKEHUH.

20. MeTo/bI IpeIOTBPAICHUS BTOPIKEHUH.

21. Cnoco0sl 06X0a CUCTEMBI OOHAPY>KEHUSI BTOPXKEHHH.
22. XocroBas cucteMa 0OHAPYIKEHUST BTOPKCHHUH.
23. MoHuTopuHr (HaiIoBOi CUCTEMBI.

24. O6uapyxenne rootkit.

25. Honeypot. Buapl, kinaccudukanms.

26. ObHapyxenne Honeypot.

27. Security Information and Event Management.
28. Log Management System

29. Security Log/Event Management

30. Security Information Management

31. Security Event Correlation

32. Security Information and Event Management.
33. ®dyukuuu SIEM.

6.4. Kputepuu onieHUBaHUS

[Mopsnok MpoBeAeHHs MPOMEKYTOUHOI aTTeCTaluu

Yacrts 1 (8 cemectp)

B TeueHune cemecTpa CTYACHT JOJDKEH BBIIIOJIHUTD JABEHANATD JTa00PATOPHBIX paboT, Kaxaas U3 KOTOPBIX OLICHUBAETCS B 5 6alioB.
MaxkcuManbHbIi 0ast 3a 1abopatopHyo paboty — 5 6ayuios.

MakcumanbpHbIH 6ai 3a tadoparopHbie paboTel B 8 cemectpe 60 Gasos.

B Teuenune cemecTpa CTYAEHT HOJDKEH BBHIIIOJIHUTD YETHIPE CAMOCTOSATENBHBIX pabOThI, KaXIas U3 KOTOPBIX OLICHUBAETCS B 5
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6aJuIoB.

JlormyckoM 10 IpOBeACHHS 3a4eTa SBISIFOTCS CAaHHBIC CTYICHTOM JIa00PATOPHBIC M CAMOCTOSTEIIBHBIC PAOOTHI B TCUCHHUE CEMECTPA.
3a4eT NPOBOAUTCS B OJIMH TAll, HA KOTOPOM CTYJICHT OTBEYAET OJIMH TEOPETHICSCKUI BOMPOC U BBIMOJHACT OJJHO MPAKTUIECKOES
3aJJaHue U3 CITHCKA JabOpPaTOPHBIX U CAMOCTOATENLHBIX padoT. [IpomomkuTenbHOCT — 30 MUHYT.

MakcuManbpHbI# 6ai 32 0OTBET Ha TeopeTuueckuii Bompoc — 10 6asos.

MakcuManbHbI# 6aJ 32 IPaKTUYECKYIO YacTh 3a4eta — 10 6amios.

CBojras Tabmmia peiTuHra ycreaeMmocT (8 cemectp)
Ne [TepeyeHb KOHTPOJIBHBIX MEPOIIPHUSITHIA B ceMecTpe MaKCHMaIIbHOE KOJI-BO OaJIIOB

1 JTaGoparopnass pabota Nel-12 12x5=60
2 CamocrosTensHas pabdora Ne 1-4 4x5=20
3 3ager (TeopeTHUECKHIT BOIPOC) 10

4 3ayer (mpakTUYeCcKas 4acTh) 10

Utoro 100

Yacts 2 (9 cemectp)

B TeueHne cemecTpa CTYCHT JOJDKCH BBITOIHHUTD MATh J1a00PATOPHBIX PadoT, KakAas U3 KOTOPBIX OLIEHUBAeTCs B 5 0aJUIOB.
MakcuManbHbIi 02T 3a 1abopaTopHyo paboty — 5 6ayios.

MaxkcumManbHbIi 06asut 3a 1abopatopHsie padoTsl B 9 cemectpe — 25 Oaos.

B TeueHune cemecTpa CTYAEHT JOJDKEH BBIIIOJIHUTD IECTh CAMOCTOATENBHBIX  PAOOTHI, KaXK1asi U3 KOTOPBIX OIIEHHBAETCs B 5 0aiios.
JIoImycKOM 10 IPOBEICHNUS 3K3aMEHa SBIIIOTCS CJIAHHBIC CTYACHTOM JJaOOPaTOPHBIC U CAMOCTOSTEIIBHEIC PAOOTHI B TEYEHHE CEMECTpa.
DK3aMeH MPOBOJMTCS B OAMH 3Tall, HA KOTOPOM CTYZISHT OTBEYaeT Ha JJBa TEOPETUIECKHUX BOIIPOCA M BHIMONHIET OTHO IPAKTHIECKOE
3a7laHKe U3 CIUCKA Ja00paTOPHBIX U CAMOCTOSTENbHBIX padoT. [IponomkurensHOcTs — 30 MUHYT.

MaxkcuManbHbIN 04T 32 OTBET Ha TeopeTudeckuil Borpoc — 10 Gamos.

MakcuManbHbIH 6ai 32 IPaKTUYECKYIO yacTh 9k3ameHa — 20 6asuioB.

CBojHas Tabmnuia peiTrHra ycreBaeMocTH (8 cemectp)
Ne [TepeyeHb KOHTPOJIBHBIX MEPOTIPUATHH B ceMecTpe MakcuManbHOE KOJ-BO OaIoB

1 JTaGoparopuass pabota Nel-5 5x5=25

2 CamocrosrenbHas pabora Ne 1-6 6x5=30
3 IToceniaeMocTh (BCE 3aHSTHS) 5

3 DK3aMeH (TeopeTHIECKHIA BOIIPOC) 2x10=20

4 Dx3aMeH (paxkTHYecKas 4acTh) 20
Utoro 100

Kpurepnn onleHHBaHUS TEOPETHYECKOTO BOIIPOCA 3aUeTa U SK3aMeHa

MaxkcuManbHbIi 0aJul 32 OTBET Ha TeopeTndeckuit Borpoc — 10 Gamnos.

Orinyno/3auteHo/9-10 6anios - OGyyarouMiicss OTJIMYHO 3HAET MaTepuall, yMeeT aHaIM3UPOBaTh NIPOOIIeMy U apryMEHTHPOBAHO
U3JI0KHUTH CBOIO TOUKY 3peHust. OOydaromuiicss IpakTHUECKU HE JOIyCKAaeT OMUOOK.

Xoporo/3aureHo/7-8 6amios - OGyuaronuiics: XOpOLIO 3HAET MaTepHall, yMEeT aHAIM3UPOBATh POOIEMY U apryMEHTHPOBAHO
M3JI0KHUTH CBOIO TOUKY 3peHus. OOyyaroImuiicst JonycKaeT He3HAYUTEIIbHbBIC OIIUOKH.

V nosierBopuressHo/3auTeHo/5-6 6auios - O6ydatomuiicst 3HakoM ¢ MatepuanoM. OOydarouuiics: Jomyckaer GakTHIECKHe OLINOKH.
HeynornerBopurensao/He 3aureno/0-4 6ama - O6y4daromuiics: He 3HACT OCHOBHBIX MTOJIOKEHHI BOIPOCA, HE OPHEHTHPYETCS B
OCHOBHBIX ITOHATHUSX, H3JIaracT MaTepHal C TPYAOM, C TPYOBIMHU (paKTHIECKUMHU ONIMOKAaMH, THOO OTKAa3bIBAETCSA OT OTBETOB Ha
BOIIPOCHI.

Kpurepun orieHHBaHUS PAKTUYECKON YacTH (IPaKTHYECKOTo 3aJaHHs) 3a4eTa

MaxkcuMmanbHbIH 6alt 3a 0TBET Ha TeopeTndeckuil Borpoc — 10 6amios.

OtnnuHo/3auteno/9-10 6autoB - O0y4aronMiics OTIMYHO 3HACT MaTEPHall, YMEET aHAIU3UPOBATh IIPOOIEMy U apryMEHTHPOBAHO
M3JI0KUTH CBOIO TOUKY 3peHHs. OOyJaromuiics MpaKTHYEeCKH He JOITYCKaeT OIHOOK.

Xopomro/3auteHo/7-8 6amtoB - OOyUarOHUICs XOPOILO 3HACT MaTepHall, yMEET aHATM3UPOBATh NPOOIEMy U apryMEHTHPOBAHO
M3JI0XKUTH CBOIO TOUKY 3peHHs. OOyJaroIuiicst JOmycKaeT He3HAUYUTEIbHBIE OITHOKH.

VY nonetBopurensHo/3auTeH0/5-6 6amtos - OOy4aromuiicst 3HakoM ¢ MarepranoM. OOyJarouics omycKaeT HakTHISCKHE OMINOKH.
HeynosnerBopurensHo/He 3auteHo/0-4 Gamna - OOy4aromuiics He 3HaeT OCHOBHBIX MOJIOXKEHHi BOIIPOCa, HE OPUEHTHPYETCS B
OCHOBHBIX IOHATHSAX, M3JIaraeT MaTepHal ¢ TPYIOM, C IpyObIMU (paKTHUECKUMH OIINOKaMH, THOO OTKA3bIBAECTCS OT
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OTBCTOB Ha BOIIPOCHI.

Kpurepun onleHUBaHUS MPAKTHIECKON YacTH (IPaKTHYECKOrO 3a/IaHus) SK3aMeHa

MaxkcuManbHbIN 0all 32 MPAKTHYECKYIO YacTh dk3amMeHa — 20 6aiios.

OrnnyHo/3auteH0/17-20 6asioB - OOy4aroHiics: OTIMYHO 3HAET MaTepHall, yMEeT aHAIM3UPOBaTh IPOOIEMy U apryMEHTHPOBAHO
U3JIOKHUTH CBOIO TOUKY 3PEHUS], TPaMOTHO U3BSACHIETCS C HUCIIOIb30BAHUEM TOUHBIX TEPMHHOB U Ha3zBaHUi. OOydaromuiics
MPaKTHYECKH HE JIOMYCKAeT OIIHOOK.

Xopormo/3aureno/13-16 6amtos - O6ydaromuiics XOpoIIIo 3HAET MaTePHAIl, YMEET aHAITU3UPOBATH MPOOIIEMY U apryMEHTHPOBAHO
U3JIOXKUTH CBOIO TOYKY 3PCHUS, IPAMOTHO H3BSICHSICTCS C UCIIONB30BAaHUEM TOYHBIX TEPMHHOB M Ha3BaHHI. OOydalomuics TOImycKaeT
HEe3HAYUTEIbHBIE OIINOKH.

V nosierBoputesbHo/3auTeHo/8-12 Gaiuios - OOy4alOMuUiCcs 3HAKOM C MATEpHaATIOM, HO  JIOIyCKaeT (paKTHIECKHE ONIHOKH.
Heynosnersopurenpro/ne 3aurero/0-8 6ammos - O6yJaromuiics He 3HA€T OCHOBHBIX TIOJIOXKEHHUI BOIPOCa, HE OPUEHTUPYETCS B
OCHOBHBIX NMOHATHUSX, H3JIaracT MaTepHa C TPYAOM, C TPYOBIMU (paKTHIECKUMHU ONIMOKaMH, TNOO0 OTKa3bIBACTCS OT OTBETOB Ha
BOIIPOCHI.

Kputepun orieHKH 71a00paTopHOi paboThI

5 6ansoB - 1abopaTopHas paboTa BBHIIOIHEHA OJIHO U IIPAaBIJILHO B COOTBETCTBUU C 3aJJaHUEM, BBIBOJ CHEIIAH CAMOCTOSTEINIBHO,
TEXHUYECKH MPABIIBHBIM S3BIKOM, TaHEI BEPHBIC OTBETHI HA KOHTPOIIBHBIC BOIPOCH], 110 33JaHUIO IIPENO1aBaTeNs
IIPOJIEMOHCTPUPOBAHBI JONOIHUTEIbHBIE JEHCTBUS B paMKaX TeMaTHKU paboTHI;

4 6amna — mabopaTopHas paboTa BBHITIOIHEHA MTOJHO W MIPAaBHIEHO B COOTBETCTBHH C 33/IaHUEM, BBIBOJ CIENAH CAMOCTOSTEIBHO,
TEeXHUYECKU NIPAaBIIbHBIM SI3bIKOM, JTAHBI HE TIOJIHbIE OTBETHI HA KOHTPOJIbHBIE BOIIPOCH, 10 3aJaHUIO IIPENo1aBaTess]
IPOAEMOHCTPHUPOBAHEI IOMOIHHUTENbHbIE ISHCTBUS B paMKaX TEMAaTHKH PaOOTHI,

3 Gaa — mabopatopHasi paboTa BBIIIOIHEHA ITOJHO U IPABUIIBHO B COOTBETCTBHUHU C 33laHUEM, BBIBOJI C/IEJIAH CAaMOCTOSTEIBHO,
TEXHUUECKH MPABUIBHBIM S3BIKOM, JJaHBI HE TTOJTHBIC OTBETHI HA KOHTPOIIBHBIC BOMPOCHI, 110 3aIaHHIO0 TIPEIIOfaBaTeNs He
IPOJIEMOHCTPUPOBAHBI HONOIHUTEbHBIE JEHCTBUS B paMKaX TeMaTHKU paboOTHI;

2 6anma — mabopaTtopHast paboTa BBITOTHEHA MOJHO U MIPAaBHIIFHO B COOTBETCTBUH C 3aJaHUEM, BBIBOJ HE ClICNIaH, JAaHBI HE ITOJTHBIC
OTBETHI Ha KOHTPOJIbHBIE BOIIPOCH], 10 3aJaHUIO IIPEIoiaBaTells He IPOAEMOHCTPUPOBAHBI JOIIOJIHUTENIbHbIE 1€ CTBHS B paMKax
TEMaTHKH pabOTEHI;

1 ©ann — npu BEINONHEHUH 1a00PaTOPHOI PabOTHl 00YYAIOIMMCS JOMYIIEHB! CYIIECTBEHHbIE OMUOKHU 110 COAEPKAHUIO yueOHOTO
Martepuana, paboTa BEINOJIHEHA C HApYIIEHUEM, AOMYILIEHBI IPpyOble OIIMOKY, HA KOHTPOJIbHBIE BOIIPOCH! JaHbI HE BEPHBIC OTBETHI.
0 Gay1oB — HE BBIMOJHEHA JIAbOpaTopHas paboTa.

Kpurepuu o1ieHKH caMOCTOSATEIbHON paboTh

5 6aoB — caMocTosATeNbHAS PadOTa BBHITIOJIHEHA MTOJTHO U ITPABUIIBHO B COOTBETCTBHH C 3aJJaHUEM, BBIBOJI CIIENIAH CAMOCTOSITENBHO,
TEeXHUYECKH MIPABUIILHBIM SI3bIKOM, JTaHBI BEPHbIE OTBETHI HA KOHTPOJILHBIE BOIIPOCHL, 110 33aHUIO IIPENoJaBaTess
MIPOJIEMOHCTPUPOBAHBI JOTIOIHUATEIBHBIE IEHCTBHS B PAaMKaxX TEMaTHKH padOTHI;

4 6anna — caMoCTOsITeNbHAas paboTa BBIIOIHEHA MONHO U MPaBUIBHO B COOTBETCTBUH C 33J]aHUEM, BBIBOJI CIETIaH CAMOCTOSTENBHO,
TEXHHYECKH MPaBUIILHBIM SI3BIKOM, TAHBI HE TIOJTHBIE OTBETHI Ha KOHTPOJIBHBIE BOTIPOCK, 10 3aJaHHUIO MPETIOaBaTeIs
IIPOJIEMOHCTPUPOBAHBI JONOIHUTEIbHBIE JEHCTBUS B paMKaX TEMAaTHKU pabOTHI;

3 Oaa — caMocTOsTENbHAs paboTa BBITOJHEHA MOJIHO M MPaBHILHO B COOTBETCTBUH C 3aIaHUEM, BBIBOJI CIeTIaH CAMOCTOSTENBHO,
TEXHUYECKH MPAaBUIILHBIM SI3BIKOM, TAHBI HE TIOJTHBIE OTBETHI Ha KOHTPOJIBHBIE BOIIPOCK, TI0 3aJJaHHIO IIPETIOJaBaTells He
IIPOJIEMOHCTPUPOBAHBI JONOJHUTEIbHBIE JEHCTBUS B paMKaX TeMAaTHKU pabOTHI;

2 Gamma — caMOCTOSITeTbHAsl paboTa BEIMOTHEHA ITOJTHO M IIPAaBIIIBHO B COOTBETCTBHH C 33JaHUEM, BBIBOJ HE CHIeIIaH, aHBI HE MOJHEIE
OTBETHI Ha KOHTPOJIbHBIE BOIIPOCH], MO 3aJaHUIO MIPENOAABaTelIs HE IPOAEMOHCTPUPOBAHBI JOIIOJIHUTEIbHbIE NIEHCTBHUS B paMKax
TEMaTHKH pabOTH;

1 6ann — pH BHIMOJIHEHUH CAMOCTOSTEIBHOM PabOThl 00Y4aOIIMMCS TOMYILEHBI CYIIECTBEHHBIE OLIMOKH MO COJCPKAHUI0 YIeOHOTO
Marepuana, paboTa BbIIIOJIHEHA C HAPYIIEHUEM, JOIMYLIEHBI IPyOble OMIMOKH, HA KOHTPOJIbHBIE BOIIPOCH! JaHbI HE BEPHBIE OTBETHI.

0 6anoB — HE BHINOJIHEHA CaMOCTOSTENbHAs padoTa.

[Tpu noJBEICHUH UTOTOB YUUTHIBAIOTCS PE3YJIbTAThl TEKYIICH aTTecTanuu. [TojydeHHbIe 3a TEKYIYIO aTTECTALUI0 OaJThI
CYMMHPYIOTCS ¢ OaJliTaMH, TTOJyIeHHBIMH 33 KKl 3Tall TP MPOX0XKICHHN TIPOMEXYTOUHOM aTTeCTaIuH.

B TeueHn# cemMecTpa MpOBOAUTCS 1ab0paTopHbIe pabOThI, MPOBEPSIOTCS CAMOCTOSTEIbHBIC PA0OTHI TI0 OJJTHOMY M3 pacCMaTPUBACMBIX
pas3zesnoB, KOTOPbIE OCYIIECTBISIOT CPe3 3HAHUIT [0 OCHOBHBIM MTOHATHSIM, OMPEICICHUAM H 33aauaM.

Jlnst 3auera:

0—60 GayToB — BEICTABIISAETCS «HE 3aYTEHO»

oT 61 6aJUIOB M BHIIIIE — BBICTABJISETCS «3aUTEHO»

Jlst sx3ameHa:

0-60 6ayut0B — HEyJOBICTBOPHTEIHHO (2);
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cTp. 14

61-74 GajuIoB — yIOBIETBOPUTEIBHO (3);
75-90 6amtoB — xoporto (4);
91-100 6ayutoB — oTmuHo (5).

7. YYEBHO-METOIUYECKOE U UTH®OPMAIIMOHHOE OBECIHIEYEHUE JUCHUIIJIMHBI (MOAY.JISA)

7.1. PexoMeHnayemasi IuTepaTypa

7.1.1. OcHoBHas1 JUTEpPaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue W3zpatensctBo, ron| Pecypc
JI1.1 |Bpaxyk A. 1. Ceresble cpesctBa Linux: kypce exmuit Mockaa : 3BC
(https://biblioclub.ru/index.php?page=book&id=428794) HaunonanpHbIi
OTKpBITHIH
YHuusepcurer
«MHTYUT», 2016
JI1.2 |TIpockypun B. T'., 3amuTa B ONEpaoOHHBIX CHCTEMAaxX: IPOTpaMMHO-aNapaTHbIe Mocksa : Pagno n
Kpyros C. B., cpencTBa obecrnedeHus HHGOPMAIMOHHOM Oe3omacHocTy | yuebHoe |cBs3b, 2000
Manxkesnu H. B. mocoOue i By30B
JI1.3 |Oxopoxkos B. A. be3omacHOCTh ONepanoHHBIX CUCTEM: ydeOHOe mocooue s By30B |CankT- [TetepOypr 9BC
(https://e.lanbook.com/book/367472) : JIans, 2024
JI1.4 |Tapekymes A.1O., OcHOBBI 00ecTieueHus 0€30MaCHOCTH ONEPAUOHHBIX CHCTEM: Bomnorna : Uudpa- 3BC
Jlunuc A.B., KapnioBa |yueOHOe mocobue Wmnxenepus, 2024
n.JL (https://znanium.ru/catalog/document?id=451739)
7.1.2. lonoTHUTEbHAS JIUTEPATYpa
ABTOPBI, COCTaBUTENIU 3ariaBue WznarensctBO, ron| Pecypc
J12.1 |Jloxnukos I1. C., Ob6ecnieueHne 0€30MaCHOCTH CETEBOM MHPPACTPYKTYphI HA OCHOBe  |Mocksa : 9BC
Muxaiinos E. M. OIlepalMOHHBIX cucTeM Microsoft: mpakTukym HurepHer-
(https://biblioclub.ru/index.php?page=book&id=233194) YHuBepcurer
HudopmarioHHs!
x Texnonoruit
(MHTYUT)
|BrrrOM.
JlaGopatopust
3ganuii, 2008
J12.2 |Iapes P. 1O., [TporpaMMHbIe U anmapaTHbie CPeICTBa HHPOPMATHKH: YUCOHUK Kpacnosipck : 9BC
IIpokornenko A. B., (https://biblioclub.ru/index.php?page=book&id=435670) Cubupckwuii
Kusspkos A. H. (henepanbHbIi
YHHUBEPCUTET
(Coy), 2015
J12.3 |bananos A. H. KomrrekcHas mH(pOpMaIoHHas 6e30macHOCTh: yaeOHoe mocobne  |Cankr- [TetepOypr ObC
JUTSI By30B . Jlans, 2024

(https://e.lanbook.com/book/414947)

7.3 Ilepeyenb MHGOPMALMOHHBIX TEXHOJIOTH I

7.3.1 IlporpaMMHoe obecnieyeHue

Adobe Reader

Notepad++

Visual Studio

VirtualBox

Ubuntu Linux

7.3.2 Ilpodeccuonaibuble 6a3bl AAHHBIX U HH(POPMALMOHHO-CIPABOYHbIE CHCTEMBbI

1. DnekrpoHHBI KaTanor HayyHo 6ubimorexu Yenl'Y [DnexrponHsiii pecype] : 6a3a naunsix / Yens6. roc. yu-1. — Yensiouuck, 1992.
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2. Koncynbrant [Ltoc [DnekTpoHHbIil pecypc] : cripaBo4HO-TIpaBoOBas cucteMa : 6as3a JaHHbIX / PErdoH. EeHTp MpaBoBOi HHPOPM.
HNudopmmpaso.

3. eLIBRARY.RU [DsexrpoHHsIit pecypc] : HaydHast 31eKTpOHHAs GMOINOTeKa [HaydHON MepHOIUKH Ha PYCCKOM sI3bIKE |. —
Mockaa, [1999-]. - locTym K ONHBIM TekcTaM Tocie peructpanun u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTponHbIii pecypc]: cucTeMa IUCTaHIIMOHHOTO 00yueHwus : [6a3a manubix] / Yenst6. roc. yH-T. — Yensiounck, [6.1.]. —
Joctyn u3 cetu Uenl'Y uiu, nocne perucTpalyy U3 CeTH yH-Ta, U3 000 Touky, uMerolei nocryn B untepHer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6ubnuorexa YesiOMHCKOT0 rOCYIapCTBEHHOTO YHUBepcuTeTa [DnekTponusiii pecype] : [caiit] / Yenst6. roc. yH-T. —
Yensounck, [2001-]. — Pexxum moctyma: http://www.lib.csu.ru/ , ceo6omubif. — 3ari. ¢ sKpaHa.

6. IlnTepHET yHUBEPCUTET HHPOPMAITMOHHBIX TEXHOJIOTHH [DIeKTpOHHBIH pecypc]. — DeKTpoH. AaH. — Pexxum gocTyma |
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIIMHBI (MO YJIS)

JInis peanu3anuu JUCIUTLUTHHBI HCIIONB3YIOTCS YUeOHbIC ayJUTOPUH [T TIPOBEJICHUS 3aHATHH JICKIIMOHHOTO THUIIA, 3aHSITHH
CEMHHAPCKOT0 TUIA, TPYIIOBBIX U UHIANBUAYAIBHBIX KOHCYIbTALUH, TEKYIIEr0 KOHTPOJIS M IPOMEKYTOYHOH aTTeCTallH, a TAKXKe
TIOMETIEHUS ISl CAMOCTOSATENHHON paOOTEHI.

VY4eOHble ayJUTOPUH YKOMIUIEKTOBAHbI CHIEIIMAIM3UPOBAHHON MEOECIBbI0 Y TEXHUYECKUMH CPEJICTBAMHU O0YUEHUs . IPOEKTOPOM,
9KpPaHOM, MarHUTHO-MapKEPHOH JOCKOH, MapKepoM; C BOZMOKHOCTBIO JEMOHCTPALIUH AJIEKTPOHHBIX MIPE3CHTAMN IIPH YPOBHE
OCBELICHUS, OCTATOYHOM JIJIsl pabOThI ¢ KOHCIIEKTOM.

g npoBeneHns 3aHATHHN JIEKIMOHHOTO THIIA HMEETCS IEMOHCTPAIIMOHHOE 000pYA0BaHHE: IPOEKTOP, IKPaH.

JlaGopaTopHBIe 3aHSATHS TPOXOIAT B YUEOHBIX TaOOPATOPHSIX TEXHUUECKUX CPEICTB 3aIIUThl MH(popManuu 1 'CeTeBoi moiuron” (ay;.
421, 423, yueOnslit kopiyc Nel). MaTepHanbHO-TEXHHYECKOE 00ECIIeYCHUE IIPUBEICHO B ACIIOPTaX JlabopaTopuil.

[MomenteHus st CaMOCTOSATETBHON pabOTHl 00YJAIONINXCSl OCHAIEHBI KOMIBIOTEPHOM TEXHUKOH C MOAKIIOUSHUEM K CeTH
«HTepHeT» U obecrieueHneM J0CTyIa B 3JIEKTPOHHYIO HHOPMAILIMOHHO-00Pa30BaTEeNIbHYIO CPEly YHUBEPCUTETA.

9. METOANWYECKHUE YKA3AHUS JJIS1 OBYYAIOLIUXCS IO OCBOEHUIO JUCHUIIIMHBI (MO Y JIS)

[Tpu u3yyeHnn NaHHOM JUCHUILUIMHBI HCIIOIb3YIOTCS JIEKIIMOHHBIE, JTaO0OpaTOPHBIE 3aHATHSI U CaMOCTOATeNIbHAs paboTta cryneHTa. Ha
JIEKIMOHHBIX 3aHATUAX MPENoJaBaTesb U3JIaraeT OCHOBHOE COAEPKaHUe TeM NPOorpaMMel. [IpopaboTKy JEKIHOHHOTO MaTepHaia
CTYICHTY JK€JIaTeJIbHO MPOBOJUTD KaK MOCIIE KAXK/OT0 3aHATHS, TaK U MO 3aBEPUICHUIO TEMBbI. DTO TIO3BOJIUT CBSA3aTh BOSIAUHO
MIOJIyYEHHBIE CBEICHUS U COCTABUTH LIEIIbHYIO KapTHUHY.

Ha naGopaTopHBIX 3aHATHAX pacCMaTPUBAIOTCS BOIPOCHI OPraHU3alMU ayAnuTa JOCTyMNa K 00beKTaM (ailyioBoil CHCTEMBI, OLICHKH
3aIIUIIEHHOCTH 3alaHHON KoHuryparmu OC, co3qaHue JTOKaIbHOW TOJUTUKY apoiedl U mpod. PekoMeHayeTcs nepen KakabM
11a00paTOPHBIM 3aHATHEM BBINIOJIHUTH JIOMAIITHEE 3aJaHUE, YTO MMO3BOJIMTS JIYUIIE YCBOUTH NPEABIIYIIHNA MaTepuall, U U3y4UTh
JIEKIMOHHBIA MaTepHal 1o npeacTosmeil Teme. CTyIeHTY XKelaTeIbHO NPOSBIATh aKTHBHOE YIacTHe Ha JTab0paTOpHbIX U
JICKIIMOHHBIX 3aHSTHUSX, 33/1aBaTh BOIPOCHI, NOCKOJIBKY YMEHHE 000CHOBBIBATh CBOKO TOUYKY 3PCHUS, HAXOKACHNUE KOMIPOMUCCHOTO
pELIECHUs B ’THYECKHU BBIIEPKAHHON JUCKYCCHU HE TOJNBKO BaXKHO JUIS JIYYIIETO YCBOCHHS MaTepHalla, HO M LIEHUTCS B pEAIbHOMN
JKU3HU.

B ciyuae npuMeHeHHs PH 00YYEHUH JUCIUILUIMHBI DJIEKTPOHHOTO 00y4€eHH s, AUCTAHIIMOHHBIX 00pa30BaTEIbHbIX TEXHOIOT Uit
obmieHre 00yYarOIIUXCsl ¥ IPETOAaBaTelsi OCYIIECTBISICTCS B PEKUME PealbHOrO BpeMeHH (OHIaiH-eKud (BeOUHApHI), YaThl,
BUJIEO-KOH(EPEHIMHU U JIP.) WM OTIIOKEHHOIO BpeMeHH (CHCTeMa qUCTaHIMOHHOro 00y4yenus Moodle, hopymsl, sexTpoHHas nmodra
u ap.).

Bosnbliryto 4acTh BpeMEeHH 00Yy4YarOIIHeCs: CAMOCTOSTEIbHO PabOTAIOT ¢ y4eOHO-MeTOAnYeCKMMH MaTtepruaiaMi. CTYICHTBI HMEIOT
BO3MOXKHOCTH KOHCYJIBTUPOBATBCS C TIPEIIOJaBATENIEM I10 BCEM BOIIPOCAM, BOHHUKAIOLIMM B XOJI€ CAMOCTOSITEIbHOM paboThI
MOCPENCTBOM 3JIEKTPOHHOM MOYTHI, MECCEHIPKEPOB, COLMAIBHBIX CETEH U T.II.

Joctyn 00y4aroierocst K y4eGHbIM PecypcaM B PeKUMe OTIIOKEHHOTO BPEMEHH, CAMOCTOSTEIILHON Pab0Thl OCYLIECTRISICTCS Yepe3
ceth MHTEpHET B yJOOHOM Ul HETO MECTE, BPEMEHH M TEMIIE.

ITpu oOy4eHuu ULl ¢ OrpaHUYEHHBIMU BO3MOXKHOCTSIMU 3JI0POBbs. DJIEKTPOHHOE 00YyUEHUE, AUCTAaHLIUOHHbIE 00pa30BaTelIbHbIE
TEXHOJIOTHH IIPeyCMaTPHBAIOT BO3MOXKHOCTB TIpHeMa-Tiepeiadll HH(GOPMAIUHU B JOCTYITHEIX IS HUX (opMax.

Peanu3anys TUCHMIUTHHBI C TPUMEHEHHUEM 3JIEKTPOHHOTO 00YUYCHHUS, JUCTAHI[MOHHBIX 00pa30BaTebHbIX TeXHOIOrHH (Hanee — D0,
JIOT) ocyruecTBisiercs: Ha OCHOBaHHH «[10JTOXKEHNUsI O peanu3ai OCHOBHBIX M JIONOJHHUTENbHBIX 00pa30BaTeIbHbIX IPOrpamMM ¢
HIPHIMEHEHHEM JIIEKTPOHHOTO 00yTIeHHNs U JUCTAHI[MOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHH B (heIepalbHOM roCyIapCTBEHHOM
610/PKETHOM 00pa30BaTeIbHOM YUPEKAESHUU BhICIIEro 00pa3oBaHus «Yensi0MHCKUM rocy1apCcTBEHHBbIH
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yHHBepcuTeT», «[los10KeHHs 0 MopsAKe 3aueTa 00y4aroIUMUCS [0 OCHOBHBIM NPO(eCCHOHAIBHBIM 00pa30BaTEIbHBIM IIPOrpaMMaM
Beiciiero oopazoBanusi B PI'BOY BO «Uenl'V» pe3ynbTaToB OCBOCHUS B OPraHU3AIMAX, OCYIIECTBISIOMINX 00pa30BaTeIbHYIO
JIeATENbHOCTD, YUeOHBIX MPEMETOB, KYPCOB, IUCIUILIMH (MOLYJIEi), IIPAKTHK, JOIOJHUTEIBHBIX 00pPa30BaTEIbHBIX IIPOTPAMMY
MOCPEICTBOM 3JIEKTPOHHOI MH(popMannoHHo-00pa3zoBarenbHoii cpefpl PIBOY BO «Uenl'V». B HCKITIOUUTENBHBIX CITydasx
(hopc-maskop u T.11.) IpH peanusaiu 00pa3oBaTeNbHol nesTenbHocTH ¢ npumerernem D0, JIOT MOryT IpUMEHSTh KOMIIOHEHTBI, HE
BXOJISIIIIME B IIepeueHb IIEKTPOHHOI HH(POPMALIMOHHO-00pa30BaTeIbHON Cpebl.

10. CHIEIIMAJIBHBIE YCJIOBHA OCBOEHUSA JUCIIUIIJIMHBI OBYYAIOIIIUMHUCS C UHBAJIMAHOCTBIO U
OI'PAHUYEHHBIMHA BO3MOXHOCTSAMMU 31O0POBbSA

OcBoeHHE TUCIUILIMHBI HHBAJMIAMH U JHIAMH C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/I0POBBSI OCYLIECTBISIETCS C UCIIOIb30BAHUEM
CHENUANBHBIX TEXHUYECKHX CPEACTB W WH(POPMAIMOHHBIX TEXHOJOIHMH, NPEJOCTaBIIEMBIX PecypcHbIM y4yeOHO-METOANYECKUM
LEHTPOM 10 OOYYEeHHI0O MHBAIWAOB W JIMI C OTPAaHMYEHHBIMH BO3MOXKHOCTSAMH 310poBbs Uenl'Y mo 3ampocy oOydaromierocs
(MOOHIIBHBIE CHICIMANBHBIE TEXHHYSCKHE CPEACTBA Ul JIMI[ C HAPYNICHHSAMH 3PSHHS W C HapyIICHHEM CIyXa, aCCHCTHBHBIC
HH()OPMALOHHBIE TEXHOJIOTUH).

IIpn HEOOXOOMMOCTH U OOYYAIOIIMXCSl ¢ HApyHNIEHHSAMH 3peHHs Ha pabodyMx MecTax Uil MPOBENEHHS MPaKTHYECKUX WIN
abOpaTOPHBIX 3aHATHUN YCTaHABIMBACTCS CICIHATIBHOE MpPOrpaMMHOe obecredeHue (ImporpaMma peueBOil HAaBUTAIMH, PEUCBBIC
CHHTE3aTOPbI, SKPAHHBIC JIYIIbI).

B yueGnble aynuropuu obecrieunBaeTcsi OSCIPENsTCTBEHHBIH NOCTYH il 00yYaroIMXCsi ¢ MHBAIWAHOCTHIO U C OrpPaHMYCHHBIMHU
BO3MOKHOCTSIMH 3JI0POBbS. B Ka)k1oil ayuTopHy, r1e 00yJaroTcsl HHBAIHIB! U JIMNA C OTPAHMYEHHBIMHA BO3MOYKHOCTSIMH 3JJ0POBB,
MpeyCMaTpPUBAETCS COOTBETCTBYIONIEE KOJMUECTBO MECT JUIS 00YYAIOIIMXCS ¢ Yy4ETOM HapYIICHUH HX 3/10POBbS.

J1n1st ocBOGHMS AUCIMIUTMHBI HHBAJMIAM U JIAIaM C OTPAaHUYEHHBIMHU BO3MOKHOCTSIMHU 30POBbSI IPEIOCTABIISIETCS JOCTYII K IIEYaTHBIM
HCTOYHUKAM, UMEIOIUMCS B Hay4yHoW Oubnuoreke Yenl'V, ¢ moMouIpio CrielMaibHBIX TEXHUYECKUX CPEICTB; JOCTYI C MOMOIIBIO
CHEUUATbHBIX TEXHHYECKUX M TPOTPAMMHBIX CPEICTB K JJIEKTPOHHBIM HCTOYHHKAM, MPEACTABICHHBIM B ()OpPME DIIEKTPOHHOTO
JokyMeHTa B poHze HayuHoH Oubnuorexn Yenl'yY mim 31eKTpOHHO-OUOIMOTEUHBIX CUCTEMAX.

Y4eOHO-MeTOIMUeCKHe MaTepHaibl Ul 00YYAIOIIUXCS U3 YHCIA WHBAIUIOB M JIAI C OTPaHHYEHHBIMHA BO3MOXXHOCTSIMH 37I0POBbS
MPEJOCTABISIOTCSA B (POPMAX, aAaTUPOBAHHBIX K OTPAHUYCHUSM HX 3710POBbS U OCOOCHHOCTSIM BOCHPHUATHS HH(POpMAIHH.

J111s1 ’HBaJIMIOB | JIAI C OTPAaHUYEHHBIMH BO3MOYKHOCTSIMH 310POBbSI OCBOSHUE AUCIIMIUIMHBI MOXKET OBITh YACTHYHO HITH MOJTHOCTHIO
OCYILIECTBIICHO C UCIIOJIb30BAHUEM JTUCTAHIIMOHHBIX 00pa30BaTEILHBIX TEXHOJIOTHH.

Ilpn mpoBeneHWM TNPOMEKYTOUHOH arTecTalyH MO IWCHHMIUIMHE OOYYAIOIIUMCS C HHBAJHIHOCTBIO M C OrpaHWYCHHBIMHU
BO3MOXHOCTSIMH 3JI0POBbSI OOECIICUMBACTCS IO WX 3asBIICHHIO TPEJOCTABICHHE B JIOCTYNHOW (opMe B 3aBUCHMOCTH OT HX
WHIVBHIYaJbHBIX OCOOCHHOCTEH HHCTPYKIMHM O TOPSAKE MPOBENCHHS NPOMEKYTOUHOH AaTTECTALMH, OIEHOYHBIX CPEACTB WU
BO3MOXKHOCTH OTBETOB Ha 3ajaHusi (MMCbMEHHO Ha Oymare, HaOOp OTBETOB Ha KOMIBIOTEPE, MHCHMEHHO IpU(TOM bBpaiins, ¢
HCIIOJIB30BAHUEM YCITyT ACCHCTEHTA, YCTHO).

[Ipu npoBeaeHNM NPOLIEAYPHI OLICHUBAHUS PE3YJIbTATOB O0YYCHHUSI HHBAIUAOB U JIUI] C OTPAHUYEHHBIMH BO3MOXKHOCTSIMH 37I0POBbS
IpeycMaTpruBaeTCs HCIOIb30BaHUe IpeJocTaBiIeHHBIX Yenl Y mir coOOCTBEHHBIX TEXHUYECKHUX CPEICTB, HEOOXOANMBIX MM B CBSI3HU C
WX WHAMBUAYAIBHBIMH O0COOCHHOCTSAMU. [Ipy HEOOXOAMMOCTH MHBAIMIAM M JIMLAM C OTPAaHMYCHHBIMU BO3MOXHOCTSMH 37J0POBbS
MIPEIOCTABISIETCS JOTIOTHUTEIBHOE BpeMsl JUTS MOArOTOBKM OTBETa Ha 3aJaHMs, MPOLeAypa OLCHUBAHUS PE3yIbTaTOB OOYyYESHUS MO
JTUCLIUTUIMHE MOKET MPOBOJUTHCS B HECKOJIBKO ATAIIOB.
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