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09.03.03 IIpukaaguas napopmatuka npopuianb UT-pemieHus 1 TEXHOJIOTUH 00PAOOTKYU JAHHBIX B
IKOHOMEKe, qucuunanHa Undopmannonnas 6e3onacHocTs, 2026 rox Hadopa, ouHas ¢popma o0yueHHA
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VY4eHBIM COBETOM WHCTUTYTA MH(POPMAIIMOHHBIX TEXHOJIOTUI
ITporoxon 3acenanust Ne 7 ot 26.02.2026
[Ipencenarens YueHoro coBera

HMHCTUTYTa UHPOPMAIIMOHHBIX
TEXHOJIOTHI COTJIACOBaHO 10.B. Ilerpuuenko

3acenannem kadeapbl HHGOPMALMOHHBIX TEXHOJOTHIA U IKOHOMHYECKOH HHpoOpMATHKH
[IpoTokon 3aceqanusa Ne7 ot 26.02.2026
3aBenyromuii kapenpoi COIJIaCOBAHO C.A. Cxkpunos

ABTOD (COCTaBUTEIb) A.B. Mursauna

CTpykTypa ()OH/I0B OLIEHOYHBIX CPEACTB COOTBETCTBYET Npuka3sy pekropa ®I'bOY BO «Heal'Y» ot 27
ceHTsiOps 2022 Ne 573-1
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MHWHOBPHAYKHN POCCHUHN
\,’} ®enepanbHOE TOCYJAPCTBEHHOE OI0IKETHOE
@ 06pa3oBaTeNbHOE YUPEK/IEHHE BBICIIEN0 06Pa30OBaHHUs

«HensOunckuii rocynapctBeHHslil yausepcute» (PI'EOY BO «Yenl'Vy)

@DoHJ OIEHOYHBIX CPEACTB IS MPOMEKYTOUHON aTTECTAIMH MO JUCHHILINHE (Moayo) « MHdopmanonHas
6e3omacHocTh)» 10 HanpasieHuto moarorosku 09.03.03 «IIpuknaguas nHpopMarTHkay HampasiaeHHOCTH «T- ctp. 3
pelIeHNs ¥ TeXHOIOTuM 00paboTKH JaHHBIX B 3koHOMUKe» PI'BOY BO «Henl'Y»

1. ITacnopt ¢oHA OLIEHOYHBIX CPEICTB

Hanpasnenue noarorosku: 09.03.03 IIpuknaanas uHpopmaTuka

HanpasnenHocts: UT-pemienns U TeXHOIOTUM 00pabOTKH JAHHBIX B SKOHOMUKE
Jucnuummna: MadopmanmonHas 6e301macHOCTh

CemecTp (cemecTpbl) u3ydeHus: 7

®opma (popMbI) MPOMEKYTOUHON aTTECTAIMH: SK3aMeH (7 ceMecTp).

Jlis oLileHuBaHMs pe3yIbTaTOB 00yUEHUs UCIOJIb3YeTCsl 0aNIbHO-PEUTHHTOBas CUCTEMA.
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crp. 4

2. Ilepeyenn popMupyeMbIX KOMIIETEH U

2.1. KomnereHumnu, 3aKpenyiéHHbIe 32 I CIUTNINHOMN

N3yuenune

TUCIIUILINHEI
dbopMupoBaHUE CIEAYIONINX KOMIIETCHIIUH, MPUBEAEHHBIX B 1.

«MHdpopmanroHHast

0Ee30I1aCHOCTDY

HalpaBJI€HO  Ha

Tabnuma 1. Pe3ynpTathl 00y4eHuUs MO TUCIHILIINHE.

Kongr
KOMIIC-
Coneprxanmne
TCHIIUH o
KOMIICTCHIIN I/IHI[I/IKaTOpr JOCTHKCHUA
corjac- Hepet{eHL MJIAaHUPYCEMBIX PE3YJIb-
CcorjaCHO KOMIIETCHIIUH COTJIACHO 6
q)?gc ®roC OIIOII TAaTOB OOYYCHUA 110 JUCHHUIIJIMHE
omorr  (ONONBO)
BO)
1 2 3 4
OIIK-3 CriocobeH permarb OIIK-3.1. O6nagaer 6a30BLIMHA 3HaTh: OCHOBHBIC TPEOOBAHUS
CTaHJApTHbIC 33/1a4M | 3HAHUAMHU HHPOPMALOHHO- UHPOPMAITHOHHON 6€30IacHOCTH
PO eCCHOHATBHOH KOMMYHHKAIIMOHHBIX YMmers: BeIOMpaTh HHOOPMAIMOHHO-
ACATEIIPHOCTH Ha TEXHOJIOTHI, OCHOB KOMMYHUKAI[MOHHBIE TEXHOJIOTUU I
OCHOBE HH(OpMALH- MHPOPMAINOHHO- aHanM3a 1 obecrieyeHnst HHHOPMAITMOHHOH
OHHO¥ 1 61’1631“0' OubIMorpaduIECKol KyasTypHl, 6€30MacHOCTH
rpapuIecKot KYb- | 1pneGopannit nHpOPMALHOHHO BiajieTh: HABBIKAMU PELICHHUS 33124
TYPpHI C IPUMCHCHI™ | G036 macHocTH obecrieueHus: HTHPOPMAIHOHHON
S\g uH(popMaIHOH- OIIK-3.2. JlemoHCTpHpYET 0e30macHOCTH
KOMMYHHKAI[HOH- YMCHIL TIPOBOHTE
HBIX TEXHONOMII 1 ¢ WH(POPMALMOHHBIH OUCK,
VHETOM OCHOBHBIX OCYIIECTBIISITH BEIOOD
TpedoBaHMi MHPOP- HH(OPMALHOHHO- .
MAIHOHHOI Ge3- KOMMYHHKAIIHOHHBIX TEXHOJIOTHH
OITaCHOCTH; AJIsL peHICHUSA
poeCCHOHANBHBIX 3a/1a4d
HCXOJIS U3 TPeOOBaHMH K
peLIeHHIo U TpeOOBaHMHA
nH(GOPMALIMOHHONW 0€30MaCHOCTH
OIIK-3.3. MimeeT npakTHYECKHH
OIIBIT PEIIECHUS
podeCcCHOHAIBHBIX 3a]1a4 C
MIPUMEHEHHEM HH(POPMaINOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHH
OIIK-5 CriocoOeH uHCTA- OIIK-5.1. O6nagaer 6a30BLIMHA 3HaTh: OCHOBHBIE YSA3BUMOCTH

JIMPOBATH TIPO-
IpaMMHOE U ara-
paTHOe obecrieueHue
JUTs ”H(QOPMAIHOH-
HBIX 1 aBTOMATH3H-
POBaHHBIX CHCTEM;

3HaHUAMH OCHOB yCTpOHCTBa U
aJIMUHUCTPHPOBAHHMS
IIPOrPaMMHOTO U alIapaTHOTo
obecniedeHusI THPOPMALMOHHBIX
cucTeM u 6a3 JaHHBIX

OIIK-5.2. lemoHCTpUpYET
YMEHHS UHCTAJUINPOBATh
MIPOTrpaMMHOE oOecIeyeHUE
MH(POPMALMOHHBIX CHCTEM H 0a3
JAHHBIX

OIIK-5.3. VimeeT npakTHYeCKHH

IIPOrPaMMHOTO U alllapaTHOTO
obecniedeHusI THPOPMAMOHHBIX CHCTEM
YMeTh: HHCTAIUIUPOBATh U pa3BepThIBATh
IIporpaMMHOe 00ecIieYeHnE C YIeTOM
TpeboBaHuit HHPOPMALTMOHHOM
0e30macHOCTH

Bnaners: HaBbIKaMK pa3BepThIBAHUS
MIPOrPaMMHBIX KOMIUIEKCOB C y4ETOM
TpeboBaHUit HHPOPMALMOHHOM
6e3omacHOCTH
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®DOH/I OLIEHOYHBIX CPEACTB IS MPOMEKYTOUHON aTTeCTalluy 10 JUCHUILIHHE (Moyi0) « MHbOopMannoHHas

6e3omacHocTh)» 10 HanpasieHuto moarorosku 09.03.03 «IIpuknaguas nHpopMarTHkay HampasiaeHHOCTH «T- cTp. 5

pelIeHNs ¥ TeXHOIOTuM 00paboTKH JaHHBIX B 3koHOMUKe» PI'BOY BO «Henl'Y»

OIIBIT YCTAaHOBKH U
COIPOBOXKAEHHSI IPOrPaMMHOI0 U
anmapaTHOro odecrnedeHus
“H(GOPMALIMOHHBIX CHCTEM U 0a3
JIAHHBIX

IK-3

CrniocoGeH npoBo-
JIITB OLIEHKY 9KOHO-
MHUECKUX 3aTpar U
PHCKOB B IIPOEKTaX
o pa3paboTke u
BHenpeHnto UT-
pELIEeHU B OpraHu-
3aIin

TIK-3.1. ObnamaeT 6a30BBIMH
3HAHUSIMHU MHKPO- 1
MaKPOIKOHOMHKH

[IK-3.2. JlemoHCTpHUpYET YMEHUE
pemaTb TUIIOBBIC 3a1a4YU 110
OIIEHKE SKOHOMHUYECKHX 3aTpar 1
PHUCKOB

TIK-3.3. ImeeT HaBBIKA
MIPOBE/ICHUS OIICHKH
SKOHOMHUYECKHUX 3aTpar U PHUCKOB
B IIPOEKTax

3HaTh: MOHATHE HH)OPMAIIMOHHBIX YTPO3 U
WX BUJIBI, TIOJIXO/IbI K OI[CHKE
MH(OPMALIMOHHBIX PUCKOB; OCHOBHBIE
MPUHIMITB (YHKIMOHUPOBAHHUS CeTeil U
MeTO/Ibl 00eCTIeueHust uX
6e3omacHOCTH;TpeOOBaHNS K TIOATOTOBKE
YMeTh: MPUMEHATH METO/IBI OIICHKH PUCKOB
HHGOPMAITMOHHON 0€30aCHOCTH,
MIPUMEHSATH KOMITBIOTEP JIJIsI IPOU3BOJICTBA
paboT B 00JIACTH 3aIIUTHI
UHPOPMALINH;IPEICTABIIATH PE3YIBTATHI
paboTHI B BHJIC CTATCH U TOKJIAIOB
Bnaners: HaBbIKaMH BBITOJIHEHHS paboOT 110
aHaIU3y U OLICHKE MPOIICCCOB YIIPABICHUS
NT npennpusitus
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cTp. 6

3. ConepxxaHue OLIEHOYHBIX CPEICTB MO IMCHUILIIUHE

3.1 Buabl 011eHOYHBIX CPEACTB

Tabnuma 2. Bubl O1IGHOYHBIX CPEJICTB.

HanmenoBan | HanmeHoBanue
ne OLIEHOYHOTO
KonTponupyemsie Tembl/ OUCHOHHOTO cpeictsa Ha
No /i Kox xommnerenumn/ pasIeIbI cpencraa TMPOMEIKYTOTHO
TUTaHUPYEMBIE PE3yIIbTaThl 00ydeHHs Ut i
TEKYIIETO arrecranun/Ne
KOHTpPOJIA 3a7aHus
OIIK-3.1. O6magaer 6a30BBEIMH 3HAHUSIMHA OCHOBBI 6e3omacuoctd | Tect 3amannus TecTa
HMHPOPMANOHHO-KOMMYHHKAITHOHHBIX MH(OPMAIMOHHBIX Ne 1-151
TEXHOJIOTHH, OCHOB HH(OPMaIIMOHHO- TEXHOJIOT i
1 oubmmorpadudeckoit KyIbTypbl, TpeOOBaHUI
MH(OPMALMOHHOH 6€301TacHOCTH
3HaTh: OCHOBHBIE TPeOOBaHUS UH(OPMAITMOHHON
Oe3omacHoCTH
OIIK-3.2. JIeMOHCTpUPYET YMEHUS IPOBOJUTH OcCHOBHI 6esomacHoctr | Tect 3amaHus Tecra
MH(OPMAIMOHHBIN TIOUCK, OCYIIECTBIIATE BHIGOp | HHQOPMALMOHHBIX Neo 22-48
MHPOPMAIMOHHO-KOMMYHHKAITHOHHBIX TEXHOJIOT Ui
TEXHOJIOTHH s pelieHus npodeccroHanbHbIX
2 3a7a4 UCXOAs U3 TPeOOBAaHUH K PELICHUIO U
TpeboBaHui HHYOPMAIIMOHHOM O€30MACHOCTH
‘YMeTh: BEIOMpaTh HHOOPMAITMOHHO-
KOMMYHHKAIIHOHHBIC TEXHOJIOTHH JJIsl aHAIN3a U
obecrieueHust HHGOPMAIIMOHHON 0€30MacHOCTH
OI1IK-3.3. MimeeT npaKTUYECKHH ONBIT PEIICHHUS OcHOBBI 6esomacaoctn | Tect 3amanus Tecra
podeCCHOHATBHBIX 3aJa4 C TPUMEHEHHEM UH(QOPMAIMOHHBIX Ne 49-151
3 MH()OPMALMOHHO-KOMMYHHKAIIHOHHBIX TEXHOJIOT i
TEXHOJIOT M
BrnaneTs: HaBbIKaMM pelLlIeHUS 3a7a4
obecnieueHus HHHOPMAITMOHHON O6€30MaCHOCTH
OIIK-5.1. O6mamaer 0a30BEIMH 3HAHUAMU OCHOB | OCHOBEI 6e3omacuoctd | Tect 3amaHus  Tecra
yCTpOICTBa N aIMUHUCTPUPOBAHUS UH(POPMALTOHHBIX Ne 1-151
MPOrpaMMHOI0 U aIapaTHOTo 00ecHeYeH s TEXHOJIOTHiA
4 MHPOPMALMOHHBIX CHCTEM M 0a3 JaHHBIX
3HaTh: OCHOBHBIE YSI3BUMOCTH IIPOIPaMMHOTO U
ammapaTHoro obecredeHus HH(POPMATHOHHBIX
CHCTEM
OIIK-5.2. JleMOoHCTpUpPYET yMEHUS OcHOBBI 6esonacHoctr | Tect 3amaHus Tecra
HMHCTAITIMPOBATh MPOTPAMMHOE 00eCIICICHHUE MH(OPMAITMOHHBIX Ne 22-48
5 I/IH(I)OpMaIII/IOHHI)IX cucTeM U 0a3 JaHHBIX TEXHOJIOTHH
YMeTh: HHCTAJUTMPOBATh U Pa3BEPTHIBATH
IIporpaMMHOe 00ecIIeYeHnE C YIETOM
TpeOoBaHui MH(OPMAIIMOHHOM 0€30MTACHOCTH
OIIK-5.3. FimeeT npakTUYECKHH OMBIT yCTAaHOBKH | OCHOBBI 6esonacHoctn | Tect 3amaHus Tecra
U COIPOBOXICHHS IPOrPaMMHOI0 M alNapaTHOro | MH(OPMalMOHHbIX Ne 49-151
obecriedeHust THPOPMALIMOHHBIX CHCTEM U 0a3 TEXHOJIOT i
6 TAHHBIX

Brnaners: HaBbIKaMH pa3BepTHIBAHUS
IIPOrPaMMHBIX KOMIUIEKCOB C y4eTOM
TpeboBaHuil HHPOPMAMOHHOH OE30ITaCHOCTH
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00pa3oBaTelbHOE YUPEKACHUE BBICIIETO 00pa30BaHuUs
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®DOH/I OLIEHOYHBIX CPEACTB IS MPOMEKYTOUHON aTTeCTalluy 10 JUCHUILIHHE (Moyi0) « MHbOopMannoHHas
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ITK-3.1. O6nanaer 6a30BBIMU 3HAHUSIMUA MHKPO- OCHOBBI 6e3onacHoctd | Tect 3amannus  TecTa
W MaKpOIKOHOMUKH MH(QOPMAIIOHHBIX Ne 1-151
3HaTh: NOHITHE HHPOPMALIMOHHBIX YTPO3 U UX TEXHOJIOI i

7 BH/IBI, TIOAXO/BI K OLIEHKE HH(POPMAITMOHHBIX
PUCKOB; OCHOBHbBIE TPUHLIUIIBI
(DYHKIMOHHPOBAHUS CETEH U METOIBI
obecrieueHus MX O€30ITaCHOCTH; TPEOOBAHUS K
TOJTOTOBKE
[IK-3.2. [leMOHCTpHpYET YMEHHE peIIaTh OcHOBBI 6esomacroctn | Tect 3amaHus Tecra
THUIOBBIE 337a49U 110 OLIEHKE DKOHOMUYECKNX MH(OPMAITOHHBIX Ne 22-48
3arpar U PUCKOB TEXHOJIOI i

] YMeThb: NIPUMEHSTh METObI OLIECHKH PUCKOB
UH(POPMAITUOHHOW 0E30MaCHOCTH, IPUMCHSTh
KOMITBIOTEP ISl IPOM3BOJICTBA paboOT B 00acTn
3amU Tl HHQOPMAIIMU;TPEACTABIATH PE3yIBTaThI
paboThI B BUJIE cTaTel U JIOKJIAJIOB
ITK-3.3. ImeeT HaBBIKU MTPOBEACHUS OIEHKU OCHOBBI 6e3onacHoctd | Tect 3amannus  TecTa
SKOHOMHMYECKHX 3aTpar U PUCKOB B MPOEKTAX WH(POPMAIIOHHBIX Ne 49-151

9 Bnagers: HaBbIKaMU BBIIIOTHEHUS pa60T 1o TEXHOJIOTHH
aHaJIM3Y U OlLIeHKe IpoueccoB ynpasiaeHus UT
NPEANPUSITHS

TunoBeie 3aaHus, KPUTEPUU M TOKA3ATEIM OIICHUBAHUS B paMKaX TEKYILIEro KOHTPOJIS
MPECTaBICHbI B paboyeil mporpaMMe TUCIUILTUHBIL.

3.2 Conep:xaHue OLIEHOYHBIX CPEACTB

baza TecToBbIX BOIPOCOB

No BapunanTs! oTBeTOB

i DopMyIMpOBKa BOIIPOCa (TIOTY>KMPHBIM IPUPTOM — BEpHBIC

BapHaHTHI)

1. Kaxk Ha3pIBaeTCs HOIKITIOUEHHE, YCTAHOBIEHHOE 10 a. BupTyajibHble YacTHbIE CeTH
CYIIECTBYIOIICH 00IISAOCTYTHON HH(pACTPYKType U b. YnasieHHOE NOAKITIOUCHHE
UCTIONB3YIoIee MM(poBaHUE U ayTCHTH()UKAINIO [UIs c. [lupunrossie cetn
oOecrieyeHns: Oe30nMacHOCTH coiepkanHus nepenaBaembix | d. daiinoodmeHHas ceTh
MTAaKeTOB?

2. Kak Ha3pIBaeTCs peXUM MOIKIIOYSHHUS IO IPOTOKOIY a. TPAHCNOPTHLIN pexkuM
[PSec, npu koTopom ncnons3yercs popMa CBsI3H THIIA b. TyHHeBHBIH
y3el-y3ed, T1e IpUMeHsieTcs] IH(POBaHUE TOIBKO C. CTaTHYHBIH
cofepKaTeNIbHON JacTu makera? JT1oT pexxum VPN d. TMHAMUYHBIIT
yI0OHO MCIONB30BATh s 3aH(POBAHHON CBS3H €. MOHOJIMTHBIH
MEXIY y3J1aMU OIHOM CETH.

3. Kaxk Ha3piBaeTcs pexkuM MOAKIIOYECHUS IO TPOTOKOITY a. PeKMM TYHHeJIMPOBAHUS
IPSec, koTOpBII IPUMEHSETCSI IPU CO3JaHUU b. TpaHCIIOPTHBIN peKUM
6ompmuHcTBa VPN, MoToMy 4TO OH mm@pyeT Bech C. CTaTUYHBIN
OpUTHHANBHBINA nakeT? J[aHHBIN PEXKUM MOXKET d. nuHAMUYHBIT
MIPUMEHATHCS IS OPTaHU3alMK CBSI3U THIIA y3eJI-y3ell, €. MOHOJIUTHBIN
Y3€JI-IIUTI03 MJTH [IUTI03-TILTIO3.

4. Kak HaszpiBaercs crangapTHblid mpoTokon [Psec, a. IKE (Internet Key Exchange)
HCIONB3YEeMBIH T o0ecrieueHus: 0e30MacHOCTH b. SPD (Security Policy Database)
B3aMMOJIEICTBUS B BUPTYaJIbHBIX YacTHBIX ceTsax? Ero c. SAD (Security Association Database)
IpeJHa3HaYeHIe — 3alUIEHHOE COMIaCOBaHNE U d. SPI (Security Parameter Index)
JOCTaBKa ICHTH(PUIIMPOBAHHOTO MaTepHaa Juis
acconuanuu 0e30macHoCcTH (SA).

5. YcranoBneHne 6e300acHOTO COSIMHEHUS] HAUMHACTCSI ¢ | a. B 0a3e JaHHBIX MOJHTHKHI
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(dbopmupoBaHUs acconuaIiy odecneueHus: 0e30MacHOCTH
(Security Association, SA) Mex Iy AByMs
coo0IarIMMuUCs cTopoHamH. [Ipexe yem
JIOTOBapUBAThCs 00 acconuaniu 00ecIieYeHus
0€3011aCHOCTH, HEOOXOAUMO JIOKAILHOE
KOH(UTYpHUpOBaHHE EMEHTOB MpoToKona [PSec,
KOTOPBIE JIAHHBIN MTapTHEP COOMPAETCSI MOAICPIKUBATD.
I'me xpaHATCS 3TH mapaMeTpsl HACTPOHKHU?

oe3onacHoctH (Security Policy Database,
SPD)

b. B 0a3e 1aHHBIX accoLMaIMU OOecTIeueH s
Oe3omacHocTH (Security Association
Database, SAD)

C. B BHJIC YHHKAJIBHOTO HHJEKCA IIapaMeTpa
obecniedenus 6e3onacHocTH (Security
Parameter Index, SPI)

6. Ha xaxoii ¢haze nporoxorna IKE ynaneHnsrit a. Ha mepBoi pa3ze
MOJIb30BATEIIb HAYUHACT CEAHC CO ILTIO30BBIM b. Ha BTOpOIi (hase
ycrpoiictBom VPN? Ota ¢asza BeIONHSAET [Be QYHKIUK: | C. HA TpEThel dasze
ayTeHTU(HUKAIMIO YIAIEHHOTO TI0JIb30BaTeNst 1 0OMEH d. Ha yerBeproit daze
uH(opManueld 06 OTKPBITHIX KIIIOYaX.
7. B niepBoii (asze npu oOMeHe ayTeHTH()UKAIIOHHON a. OCHOBHOIi
nHpopManue 1 napamerpamMmu 6€301MacHOCTH MOTYT b. arpeccuBHBINH
HCIIONIb30BAThCS HECKOJIBKO PEXKUMOB. Pa3nmuuust Mex1y | C. TPaHCIIOPTHBIN
HUMH 3aKJIIOYAIOTCS B KOJIMYECTBE CETEBBIX MAKETOB, d. TyHHENBHBII
KOTOPBIMH OOMEHHBAIOTCSI CTOPOHBI, M BO BPEMEHH, 3a
KOTOpPOE FeHEPUPYETCS OTKPBITHIN Kitod. HazoBute 3T
PEKUMBL.
8. Ha xaxoii ¢aze mporokona IKE cornacoBriBatoTcs a. Ha nepBoH daze
KOHKPETHBIE MapaMeTphl aCCOIANIAN 00eCTICUeHHS b. Ha BTOpO¥ (paze
6ezomacaoctu [PSec? [ocie 3aBepmienns 31oit (azsr C. Ha TpeThel daze
(dbopmupyeTcs accoruanys ooecredeHus 0e30MacHOCTH d. Ha yerBepTOii (hase
(SA) u momp30Barenp nonydaeT nmonkirodeHne K VPN.
9. Kaxkoit mpoToKoI MO’KHO OTHECTH K IIPOTOKOITy VPN a. SSL/TLS (Secure Socket
TPaHCIIOPTHOTO YPOBHS? Layer/Transport Layer Security)
b. IPSec (IPSec Protocol Suite)
c. PPTP (Point-to-point Tunneling Protocol)
d. L2TP (Layer Two Tunneling Protocol)
10. Jyis opraHu3aIyy 3alrIICHHBIX CBA3eH HEOOX0IMMO a. reHepanuio
MIpUMeHEeHHe MU(PPOBAHHUsI, KOTOPOE, B CBOIO OUEpe/ib, b. npoBepky
TpeOyeT Hann4us y TOJIB30BaTels Kitoda m(poBaHus. | €. pacnpocTpaHeHHe
[Tpu 3TOM BO3HMKaeT pobiieMa yrpaBieHHUs KIIIOYaMHu. d. ncions30Banmne
Kakue 3amaun Brimrogaercs B ce0s maHHast mpodiema? e. XpaHeHHue
f. pezepBupoBanue
g. 00HOBJIEHHE
h. yauuroxkenue Kiarouei
i. ycraHOB/IeHHe BpeMeHH JKU3HH KJII0Ya
11. Kak Ha3piBaeTcs BEINYHIIEHHBIN YI0CTOBEPSIOLIUM a. nugposoii ceprudpukar
LIEHTPOM DJICKTPOHHBIN UJIU I1€YaTHBIN TOKYMEHT, b. kirou mmppoBaHus
MTOATBEPK IAFOLIIH TPHHAIEKHOCTD BIIAJEIBILY C. OTKPBITHIN KITIOY
OTKPBITOTO KJTIOYa WJIM KaKUX-TN00 aTpuOyTOB? d. 3aKpbITHIN KITIOY
12. Ha xakue 0CHOBHBIX THIIa MOXHO NOAPA3AEIUTD 110 a. y3eui-y3eJ (host-to-host)
koHurypauu VPN? b. y3esa-muno3 (host-to-gateway)
¢. HLTI03-1ILJTI03 (gateway-to-gateway)
13. Kakoii Tunmt VPN M0XHO MCTIONB30BaTh JIs a. y3eui-y3eJ (host-to-host)
OpraHU3aluK KaHajla CBSI3H MPOXOASLIETro Yepe3 b. y3en-muro3 (host-to-gateway)
WnTepner? ¢. LJII03-1UII03 (gateway-to-gateway)
14. Kak Ha3pIBaeTCs MPOIECC MHKANCYISIUN OIHOTO THIIA a. TYHHEJHMpPOBaHue
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MIAaKETOB BHYTPH JPYTOT0 B IIEAX MOTYUCHUS
HEKOTOPOTO NPEHMYIIECTBA ITPU TPAHCIIOPTHPOBKE?

b. mmdpopanue
C. ayTeHTH()UKAIHS
d. mporece coequHEeHUs

15.

Kaxue MoxxHO oTMeTuTh HegocTtarku VPN?

a. HaKJIaJHble pacxoabl 00padoTKH
JAHHBIX

b. makeTHbIe HAKJIaAHbIe PACXOAbI

C. MPOOJIeMbI peaJn3anui, CBSI3aHHBIE C
NPUMeHEeHHEM TPAHCISIMHU CeTeBbIX
anpecos s VPN, ¢ pasmepom
MAaKCHMAJIbHOI0 0JI0Ka Nepenavyn
JaHHBIX

d. mpo0;eMbI ynpaBJjieHHs U NOHCKA
KOH(JIUKTOB

e. IpodJieMbl ¢ PYHKIHMOHMPOBAHUEM
ceTeBbIX cHCTeM 00HApY:KeHM S

BTOP KeHU il

f. HapyIeHHE KOHMUICHIIMATHHOCTH
HHPOPMAITTT

16.

Kakue nporokons! peanuzanuu VPN cymiecTByor Ha
KaHaJbHOM ypOBHE?

a. MPOTOKOJ TYHHEJIMPOBAHUS TUIA
«TouKa-Touka» (Point-to-point Tunneling
Protocol, PPTP)

b. NpoToKoeJ TYyHHEJIUPOBaHHUSI BTOPOTO
ypoBHsi (Layer Two Tunneling Protocol,
L2TP)

C. Ha0Op MMPOTOKOJIOB [T 00ECTIEICHNUS
3aIUTHI TaHHBIX, TIEPEIABAEMBIX 110
MesxceTeBomy nporokoiy IP (IP Security,
IPSec)

d. Kpunrorpadudeckuii mpoTOKOJ, KOTOPBIi
obecrieurBaeT yCTaHOBIICHIE O€30MTaCHOTO
COCAMHCHUA MEKIY KIIMCHTOM U CEPBEPOM
(Secure Sockets Layer, SSL)

17.

B kakue 3Tamnsl IpoucXoauT GOPMUPOBAHHE
3aIIUIIEHHOro KaHama?

4. YCTAHOBJICHHE COeMHEHNS KJIUEHTA ¢
cepBepoM YIaJIeHHOTO 10CTyna

b. ayrenTudukanmus noab3oBaress

. KOH(UrypupoBaHHe 3aIUIEHHOI 0
TYHHeJs

d. onerka 3(pHeKTHBHOCTH 3aANUIIIEHHOTO
TYHHEJIsI

€. aHaJI3 00BEKTOB 3alLHUTHI

18.

Kak Ha3zpiBaeTcss HAOOP MPOTOKOJIOB JIst 0OECTICUSHUS
3aIIUTHI TAaHHBIX, IEPEIaBAEMBIX 110 MEXKCETEBOMY
npotokony IP? OH mo3BoJIsSeT OCYIIEeCTBIATh
MTOATBEP K ICHIE IOITMHHOCTH W/WiK mudpoBanne [P-
MAKETOB, a TAK)KE BKJIFOYACT B CeOs MPOTOKOJBI JIs
3anMImEHHOTO 0OMeHa KiroyaMu B cet VIHTepHeT.

a. IPSec (IPSec Protocol Suite)

b. PPTP (Point-to-point Tunneling Protocol)
c. L2TP (Layer Two Tunneling Protocol)

d. SSL (Secure Sockets Layer)

19.

Kakne oCHOBHBIE PEXUMBI IMEET MOAKITIOUEHHUE TI0
npotokony [PSec?

a. TPAHCNOPTHBII
b. TyHHeAbHBIIT

C. CTaTHYHBIA

d. TuHAMUYHBII

€. MOHOJIUTHBIHN
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20.

KomMruteke anmapaTHBIX WM IPOTPaMMHBIX CPEJICTB,
OCYIIECTBIAIOMINN KOHTPOIIb W (QUIBTPALHIO
MIPOXOASIIUX Yepe3 HEro CETEBBIX MAKEeTOB B
COOTBETCTBHH C 33aHHBIMH TIPaBUIIaMH, 3T0?

a. MeKCeTeBOM IKpaH

b. cuctema oOHApYKEHUS aTak
C. aHTHBUPYCHOE CPEACTBO

d. cpezxcTBa KOHTPOJISL AOCTYIA U
ayTeHTHU(UKAITIH

21.

Kakne mexcereBbie SKpaHbI TPOBEPSIOT (PAKT, UTO MAKET
siBrsieTcst oo 3ampocoM Ha TCP-coenuHenue, mibo
MIPENICTaBIISIeT JaHHbIe, OTHOCSIIHECS K yXKE
YCTaHOBJIEHHOMY COCIMHEHUIO, MO0 OTHOCHUTCS K
BUPTYIBHOMY COEIMHEHUIO MEXAY ABYMSI
TPAHCTIOPTHBIMH YPOBHIMH?

a. Me;KceTeBble IKPaHbl YPOBHS
coeTUHEHHUs!

b. MeKceTeBbIe IKpaHbI TPHUKIIAJHOTO
YpOBHS

C. MEXCETEBBIE JKPaHbl C AMHAMUYECKOH
(unpTparnuei makeTon

d. MexceTeBble DKpaHbl HHCTICKIHN
COCTOSTHUI

€. MeXXCETEBBIC SKPaHbl YPOBHS S/Ipa

22.

B ciryyae ucnonb30BaHUsI MEKCETEBOTO IKpaHa YPOBHS
COEAMHEHNs, Kakast HH(opMaIus 0OBIIHO XpaHUTCS B
TabNHIE COCTOSTHUM MOCIIE YCTAHOBIICHHSI COCUHEHMs?

a. HICHTH(HUKATOP ceaHca

b. cocTosiHue coeTUHEHUA

c. mocJjefoBaTebHast HH(popManus

d. IP-agpec ucrounuka u IP-aagpec
HA3HAYCHHUS

€. HoMepa MOPTOB, YYaCTBYIOIIHX B
ceance

f. puznyeckuii unTepPeiic, Kyna npuoObLI
naKer

g. pusunyeckuii nHTEpPPeiic, Kyaa
nepegaercs naKer

h. BpeMeHHBIe MeTKH HaYa1a OTKPBITHS
ceanca

1. KOHTPOJILHYIO CYMMY

23.

Hepeqncm/lTe AOCTOMHCTBA MCKCCTEBOI'O OKpaHa
YPOBHA COCAUHCHUA.

a. Bo3mMoKHOCTB 3anpeleHus
coeMHEHH ¢ ompeaesIeHHBIMH X0CTaMH
b. Ilpu ucnons3osannn NAT — ckpsbiTHE
BHYTpeHHux IP-anpecos

c. Pabora ¢ nmporokosaMy BBICILIETO YPOBHS
(HTTP, FTP)

d. Bo3MOXXHOCTB XpaHEHUs YaCTHYHOH
uH(pOpPMALIUK O COCTOSIHUH, OIHON
MH()OPMAIIH COCTOSTHUS IPUIIOKEHUS 1
YaCTUYHOM MH(OPMAaLIK O CeaHce

. Bo3MOXXHOCTB OrpaHWYeHHsI JOCTYIIa K
OIIpE/ICIICHHBIM CETEBBIM CITy)KOaM

f. BO3MOXHOCTb OTIepUPOBaHUS C
nH(opMalel JaHHBIX ITaKkeTa

24.

HEAOCTATKU MEKCETEBOr0 dKpaHa YPOBH COCIUHECHUA

a. He MoryT orpanM4uTh 10CTYII
NMPOTOKO0JIOB, OTJINYHBIX 0T TCP

b. He ocymecTBaIs10T IPOBEPKHU A5
NMPOTOKOJIOB BLICHINX YPOBHeEM

¢. Orpannyennblii aynuT (cadasi cBsA3b €
BBICIIMMH YPOBHAMH IPOTOKOJIOB)

d. He no3Bo110T 10NOTHeHUS] (PyHKIMIT
— HTTP-xk31mupoBaHusi 0TBETOB,
¢unasrpanun URL, ayrenTndukanuio

e. TpynHocTh TecTUPOBAHMSI IPABUJI
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f. He momnepxuBaetr NAT
g. He MoskeT 3amnpeniars coeInHEHHE C
OIpeIEIEHHBIMU XOCTaMHU

25.

Kakne MexceTeBbIe 9KpaHbl OLICHUBAIOT CETEBBIC
MaKeThl Ha COOTBETCTBHE ONPEICICHHOMY MPHKIIATHOMY
YPOBHIO TIepe]] YCTaHOBKOH coennHeHus? OHM Ke
HCCIIENYIOT JaHHBIC BCEX CETEBBIX MAKETOB Ha
MPUKIIaJHOM YPOBHE M YCTAaHABIIMBAIOT COCTOSIHUE
TIOJTHOTO (3aBEPILICHHOT0) COSNNHEHNS U
ocJe0BaTeIbHON HH(pOpMALIH.

a. Mes;KceTeBbIe IKPaHbI MPUKJIATHOTO
YPOBHS

b. MexxceTeBBIE 3KpaHbl YPOBHS COEINHEHUS
C. MEXCETEBBIC IKPAHBI C TTHAMUYIECKON
(bunpTpanueit makeToB

d. MexxceTeBbIe SKpaHbl HHCIIEKITIH
COCTOSIHUI

€. MEXCETEeBBIC IKpaHBI YPOBHS S/Ipa

26.

[lepeuncnure JOCTOMHCTBA MEXKCETEBBIX IKPAHOB
MIPHUKJIQJTHOTO YPOBHS.

a. Pabora ¢ npoToko/iaMu BbICIIero
ypoBusi (HTTP, FTP)

b. Bo3M0O:KXKHOCTH XpaHEHHS YACTUYHOMH
HH(opMaLuU 0 COCTOSTHUM, II0JTHOMI
HHPOPMALHU COCTOSIHUSA NPUJI0KEHUS H
YyacTH4YHOW HHGoOpManKN 0 ceaHce

¢. Bo3Mo:kHOCTB OrpaHUYEeHHA J0CTYIA K
onpeeaeHHbIM CETEeBBIM CJIy:K0aM

d. Bo3MO:XHOCTH OIIEPHMPOBAHUA C
uH(opManueil JaHHBIX AKeTa

e. 3anpeleHne NpsMOro coeAMHEHHUs ¢
BHELIHMMH CepBepaMu

f. IIpo3payHocTh proxy

g. Bo3MoKHOCTE peanu3anuu
JIONOJTHUTEJIBHBIX CBOUMCTB (puasTpanumn
URL, ayreHTH(UKALNH, KIIUHMPOBAHUA
HTTP)

h. Xopommii aynur

27.

HGPG‘II/ICJ'H/ITe HEAOCTATKU MCIKCCTECBBIX 9KPAHOB
MNPUKIIAJHOTO YPOBHS.

a. Ciyx0a proxy Tpedyer 3aMeHbI
CeTeBOro cTeKa Ha cepBepe MD

b. Cryx0a proxy caymaer nopt (Kak
ceTeBoli cepBep, T.e. MD He MOXKeT ero
HCMO0JIb30BAaTh)

c. BpemenHas 3aiep:kka (BX0AHOM makeT
o0pabaTbiBaeTcs ABAKIAbI —
NPUJIOKEHUEM H Proxy)

d. HoBblii proxy aojiskeH ObITh 100aBJI€eH
JJISl Ka3KA0r0 KOHTPOJIHPYeMOro
NMPOTOKOJIA

e. Cay:k0bl proxy o0bI4HO TPeOyIOT
MoquUKAIAE IPOLETyP KIUEHTOB

f. Cay:k0b1 proxy ysa3BUMbI K OIIHOKAM
OC u IO npukIagHOro ypoBHS

g. He ocymecrBisiercs npoBepka
HH(opManuu nakera, coaep:kaueiics B
HHU3IIHX YPOBHAX

h. Cayx0a proxy Mo:xkeT Tpe0OBaTh
JTOTMOJHUTETbHBIX MAPOJIei nin
Npoueayp ayTeHTH(PUKALUT

i. He oOecmieunBaeT XOpoIiero ayaura

j. He momep:xuBaeT BO3MOXKHOCTH
OTepupOBaHUs ¢ MHPOPMAITeH TaHHBIX
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raKeTa
28. Kakue MexxceTeBble SKpaHbl TO3BOJISIOT OCYIIECTBISATS | a. MeKCeTeBbIe IKPAHBI C THHAMUYECKOH
MoaupuKanuio 6a3bl mpaBui «Ha Jety» (on fly)? (uasTpanueii nakeTos
b. MeKceTeBbIe SKpaHbl YPOBHS COCIMHCHHUS
C. MEXCETEBbIE IKPaHBI IPUKIATHOTO
YpPOBHS
d. MexceTeBble SKpaHbl HHCTICKINN
COCTOSIHUI
€. Me)XCETEBBIE SKPaHbl YPOBHS S/Ipa
29. Kakue mexcereBble 3KpaHbl UMEIOT BO3MOKHOCTD a. MeskceTeBble IKPaHbl HHCIIEKIMA
OTCIIe)KHBATh TEKYIINE COCAUHEHHS U MIPOITyCKaTh COCTOSTHU
TOJIBKO TaKHe IaKeThl, KOTOPBIE YAOBIETBOPSIOT JIOTUKE | b. MeXCeTeBbIe DKpaHbl YPOBHS COCIMHEHHUS
U alropuT™MaM paboThl COOTBETCTBYIOMIUX MPOTOKOJIOB U | C. MEKCETEBBIE IKPaHbI IPUKIATHOTO
MIPUIIOKEHUN? YPOBHS
d. MexceTeBbIe DKpaHbl ¢ TUHAMHYECKON
(unsTpanuen makeToB
€. MEXCETEeBbIe IKPaHbl YPOBHS s/Ipa
30. VYCTpoiCTBO MHCIEKIIUU COCTOSIHUN OCYILIECTBIISET a. IPOTOKOJI, HCIIOJIb3YyeMblil ISl
aHaJIM3 MTAaKeTOB ¥ (POPMHUPOBAHKE JAHHBIX O KCOCTOSHUM | COeMHEHMSI
BHUPTYaIbHOTO COeTUHEHU. Bes mapOopManys, b. IP-agpeca HCTOYHHMKA U Ha3HAYEHUSI
CBSI3aHHAsl C COCTOSTHHEM JAHHOIO BUPTYalIbHOTO ¢. HOMepa MOPTOB HCTOYHUKA U
COEAMHEHHS, XpPaHUTCS B TAOMHUIC TUHAMUYIECKUX HAa3HAYeHHus
COCTOSIHHH, C MOMOIIbIO KOTOPOH OLIEHUBAETCS d. IMCTHHT ¢ 00palieHHBIMH aipecaMu U
JambHEeHIuii 0OMeH B paMKax 3TOr0 BUPTYaJIbHOTO HOMepaMH NMOPTOB
coenuHeHus. Korna coenHeHne HAYMHAETCS C e. BpeMsl, 110 HCTeYeHHI0 KOTOPOro
UCIIONIb30BaHUEM OTCIIC)KHBAEMOr0 NPOTOKOIa, [P-tables | coexmnenme Oymer ynajieHo
N00aBIIseT 3aMucH B TaOIHIly COCTOSIHUI BCETO f. cocrossnue TCP-coenuHeHus (TOIbKO
coenuHenus. Kakyio nH(popMannio BKIIoJaeT B ceds s TCP)
3anKcy B TaONUIE COCTOSHUI? g. COCTOSIHUE OTCJIeKUBAEMOro
coeTUHEHHUs!
h. KOHTpONBHYIO CyMMY
31. JLJ1s BBITTOTHEHUS KAaKUX 33729 MOTYT OBITH a. Jlis 3aIuUTh M U30JIAUMHU
HCIONB30BaHbl MEKCETEBBIE YKPAHBI? NPUJI0KEHUI, CEPBHCOB M MAIIIMH BO
BHYTPEHHeil ceTH OT HexKe1aTeIbHOro
Tpaduka, NPUXOASLIEr0 U3 BHEIIHeH
ceTH MHTEPHeT.
b. [l orpaHMyYeHMsI MJIM 3anpeLeHust
J0CTYIIa XOCTOB BHYTPeHHeEH ceTH K
cepBHCaM BHeIlHel ceTH HHTepHeT.
c. Jlna nopaep:kku npeodpa3oBanus
CeTeBbIX a/IpecoB.
d. s oOHApyXeHUS B peallbHOM MacIiTade
BPEMEHHU CETEBBIX aTaK Ha CETEBOM yPOBHE.
e. JIns oOHapyXeHUs yI3BUMOCTEH,
MO3BOJISIONINX PEaTU30BaTh aTaKy.
32. ITpu orieHKe MPaKTHYECKUX pPeann3aiii MEXCETEBBIX a. MesKceTeBble IKPaHbI YPOBHS /1pa

OKpPAaHOB B Ka4€CTBE OAHOI'O U3 ITIaBHBIX IMTapaMETPOB
BEICTyTaeT OpicTponeiicTBre. CIIOKHOCTB MPOBEPOK,
OCYIIECTBIISIEMbIX MEXCETEBBIMU SKpaHaMH, OOBIYHO
MPUBOAUT K CHUXKCHUIO €TI0 IMPOU3BOAUTCIIBHOCTH.
Kakne MekceTeBble S9KpaHbl CTAIIN pa3padaTeIBaThCs JUIs

b. MexKceTeBble IKpaHbl YPOBHS COSMHEHHUS
C. MEXCETEBBIE SKPaHBbI IPHUKIIATHOTO
YPOBH:A

d. MexceTeBble SKpaHbl ¢ TUHAMHYECKON
($ubTpanuen makeTos
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YCTpaHEHUs 3TOT0 CyIECTBEHHOI0 HEAOCTaTKa?

€. MEXCETEBbIe dKpaHbl HHCIIEKITUU
COCTOSTHHI

33. OnvH U3 OCHOBHBIX MOJYJICH MEXKCETEBBIX IKPAHOB a. mepexBaT4YNK MaKeTOB
YpOBHS sifipa sABIseTCA sSApo 6e3onacHocTh. Kakue b. anaau3aTop nakeTon
KOMIIOHEHTHI, COCTABJISIOIINE CYTh TEXHOJIOTUN ¢. MOTYJIb Bepupukanmnu
(YHKIMOHMPOBAHMS Ha YPOBHE A1pa, COACPIKHUT SAPO d. TMHAMHUYeCKHE CTEKH
6e3omacHoCTH? €. MOIYJIb yTIPaBIICHHUS XOCTOB

f. arcHT peFI/ICTpaHI/II/I BXOI0B

34. SAnpo 6ezomacHOCTH, SBISIONIEECS OJHUM U3 OCHOBHEIX | a. epeXBATYHK MAKeTOB
MOJyJIell MEKCETEBBIX 3KPAaHOB YPOBHS sfIpa, COACPKUT | b. aHAIM3aTOp MAKETOB
YeThIpe KOMIIOHEHTA, COCTABIISIOMINX CYyTh TEXHOJIOTHHI C. MOIYNb BeprU()UKAITHH
(YHKIIMOHUPOBAHMS MEKCETEBBIX SKPAHOB HA YPOBHE d. TMHAMUYECKHE CTEKH
siapa. Kakast U3 3TUX KOMIIOHEHT MepeXBaThIBACT MMAKETHI,

MTOCTYTIAIONIIE HA MEKCETECBOM IKPaH, M NIEPEIacT UX Ha
00paboTKy?

35. Snpo Oe30macHOCTH, SIBIISIONICECS OJHUM M3 OCHOBHBIX | a. MEPEXBAaTUYMK MAKETOB
MOJyJIell MEKCETEBEIX 3KPAaHOB YPOBHS siAIpa, COACPKUAT | b. aHAIM3aTOp MAKeTOB
YEThIPE KOMIIOHCHTA, COCTABIISIONIUX CYyTh TEXHOJIOTHU C. MOIYJTb Bepu(UKAIH
(YHKIMOHUPOBAHHS MEXCETEBBIX HKPAaHOB HA YPOBHE d. IMHAMUYECKHE CTEKU
sipa. Kakast 3 3THX KOMITOHEHT 110 HH(OpManuu
3aroJIOBKa I1aKeTa MOAr0TaBIINBACT MaKeT U
COOTBETCTBYIOIIHC TAHHBIC JJIS TANbHEHIIICH
00paboTku?

36. Snapo Ge30macHOCTH, ABJISIONIEECS] OMHUM U3 OCHOBHBIX | a. EpeXBaT4UK IMAKETOB
MOIYJEH MEeKCETEBBIX 3KPAaHOB YPOBHS sApa, COACPKUAT | b. aHaIHM3aTop MakeToB
YEThIPE KOMIIOHCHTA, COCTABIISIOIINX CYyTh TEXHOJIOTHU C. MOIYJIb BepUpuKanmmu
(YHKIMOHUPOBaHHS MEXCETEBBIX SKPaHOB HA YPOBHE d. TMHAMUYECKHE CTEKU
simpa. Kakast U3 9THX KOMIIOHEHT MPUMEHSCT 3aIJaHHYIO
TIONIUTUKY O€30MacHOCTH (3arpyKaeMyro B SO
aJIMUHUCTPATUBHBIM arcHTOM), HHUIIMATH3UPYET U
OTCJICKHUBACT CEAHCHI BCEX Pa3PEUICHHBIX COCMHECHUIT?

37. Snpo 6e30macHOCTH, SIBIISIONICECS OJHUM M3 OCHOBHBIX | a. MEPEXBAaTYMK MAKETOB
MOIYJIeH MEKCETEBBIX 3KPAaHOB YPOBHS sApa, COACPKUAT | b. aHaIHM3aTOp MakeToB
YEThIPE KOMIIOHCHTA, COCTABIISIONINX CYyTh TEXHOJIOTHU C. MOIYJTb BepUu(UKAIH
(YHKIMOHUPOBaHHS MEKCETEBBIX SKPaHOB HA YPOBHE d. TMHAMHYeCKHe CTEKH
simpa. Kakast U3 3THX KOMITOHEHT 3aBUCHT OT
KOHKPETHOTO ITPOTOKOJIA COSTMHEHHUS?

38. Br11es10T HECKOTBKO OCHOBHBIX ITOJXOA0B K 00X0IY a. MOCTEeNeHHbII MOIX0/]
MEKCeTeBBIX 3KpaHoB. Kakue? b. TyHHeIMpOBaHue

C. CHCTEMHBIH ITOJIXO0/
d. HHXKEHepHBIN TTOIXO

39. Iox KakuM MOJXOMAO0M K 00XOIY MEKCETCBBIX SKPAHOB a. MOCTeNeHHbII MOAX0]
MTOHUMAaeTcs MeTonka cobopa nHpopManuu 0o b. TyHHENMHMpOBaHHE
VIAJICHHOM CETH, 3al[UICHHON MEKCETEBBIM 3KPaAHOM? C. CUCTEMHBIH MOAXO0.
OTOT METOJ UCIONB3YET MOCHUIKY U aHanmu3 [P-makeToB d. HHXeHepHBIN TTOIXO0
JUTSL OTIPEICIICHHUSI BOBMOKHOCTH OIPECIICHHOTO MaKeTa
MPONTH HA XOCT HA3HAYEHUS YEPE3 YCTPOUCTBO
(uIBTpanuy makeToB. MeTo Mo3BOJSET ONPEISIIUTh
OTKPBIThIE ITOPTHI JAHHOTO YCTPOHCTBA, BO3MOKHOCTh
TIPOXOKICHSI TAKETOB ISl PA3IMYHBIX CITYKO depe3
JTAHHBIM MOPT U T.A.

40. ITon kakuM MOIXOIOM K 00X0/IYy MEKCETEBBIX IKPAHOB a. TIOCTEIEHHBIN TTOIX0/]

ITOHUMACTCS 061].[21;{ TEXHOJOTHA IEPEAAYHN ITPOTOKOJIA

b. TyHHeIMpOBaHHUe
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yepe3 oOIIyI0 CeTh C UCTOIB30BaHUEM JPYTrOro
MpoToKoJa?

C. CUCTEMHBIH TTOJIXO0/]
d. HHXEHepHBIN TIOIXOT

41. [TpumeHeHHEe TaKOBO MOIX0/A K 00X0LY MEXCETEBBIX a. HeCyIHii MPOTOKOJI
9KPaHOB KaK TYHHEINPOBAHUE, O3HAYAET UCTIONB30BaHHE | b. MpoToKoI-maccakup
MHKAICYISLIAN IPOTOKOJIOB MIPU MEKCETEBOM . IPOTOKOJI HHKATCYJISIHA
B3anMOAEHCTBIH. B nponecce nHKancyasimmuu d. IpOTOKONI-KOHAYKTOP
IIPUMEHSIOTCS TPH THUIIA IPOTOKOIOB. Kakue 310 THIIbI? €. TIPOTOKOJIBI MapIIPyTH3ALNN
42. IIpu mexceTeBOM SKpaHUPOBaHUM Kaxkabli [P-maker a. ¢pusuyeckuil uHTEpPeiic, 0oTKYAA
HCCIIEAyeTCsl Ha COOTBETCTBHE MHOXECTBY MPAaBWII. OTH | MPHUILe] MaKeT
NPaBUJIa YCTAHABIMBAIOT Pa3pELICHUE CBA3H 110 b. IP-aapec ucrouynnka
COZIEPKAHUIO 3ar0JIOBKOB CETEBOT'O M TPAHCIIOPTHOTO c. IP-anpec Ha3HaYeHHs
ypoBaeit Mmozpenu TCP/IP, ananusupyercs u Harpasinenue | d. Tum TpancnoprHoro yposus (TCP,
nepenBKeHus nakera. Kakve moyst KOHTpOIupyIoT UDP, ICMP)
(UIBTPHI ITAKETOB? €. TPAHCIOPTHBIE NOPTHI HCTOYHHKA U
HA3HAYeHHUs
f. KOHTPOIBHYIO CyMMY
43. OTMeThTe PaBUIIO OOLIEH CXEMBI HCCIIEOBAHUS a. ecJId MPABUJIO pa3pelaeT, TO NaKeT
TIAKETOB TIPH (PHITBTpALIUN: JOTyCKaeTCst
b. eciim mpaBuII0 3ampeiaeT, TO MaKeT
yaansiercst
€. eCJIM HH O/JHO MPABWJIO He IPUMEHEHO,
TO MaKeT yaaJjsieTcs
d. ecnu mpaBmMITO pa3peraet, To MakeT
yaansercs
€. eCJIM TIPABUJIO 3aMPEIAET, TO IAKeT
JIOITyCKaeTCst
f. eciiv HU OZTHO MPABMIIO HE IPUMEHEHO, TO
MaKeT OTHPABISIETCA B O4epeb JUIs
OTJIOXKEHHOI 00paboTKu
44. MekceTeBoit SKpaH, PIIBTPYIOIIHIA TAKEThI, 9aCTO a. cXeMa TPAHCJISILMHU aIPecoB
IepeasipecyeT CETEBbIC IAKEThl TAK, YTO BHIXOJHOM b. mapupyTuzamms
Tpaduk ocymecTBisercs ¢ Apyrumu aapecamu. Kax C. KOMMYTanus
Ha3bIBaeTCs Takas cxema? d. cxema TpaHcopManuu aapecoB
45. Uto mo3BoisieT npuMeHeHne cxeMbl NAT? a. CIPATATh TOMOJIOTHIO H CXeMY
aJapecauyy J0BEPEeHHOI ceTH
b. Hcnoyb30BaTh BHYTPH OPraHu3aluu
nyJ IP-agpecoB MeHbLIEro pa3mepa
c. obecrieunBaTh paboTy MPOTOKOJIOB
MapIIpyTH3ayun
d. oOHapyXHMBaTh MOTBITKH BTOPIKCHHS B
cucTeMy
46. Kakue paznuuaror BUIb! TPaHCISALUY aAPECOB? a. craTH4YecKas
b. nTMHaMuYeckas
C. IMCKpeTHas
d. xoHLIeHTpHYECKas
47. [epeuncnure mpenMyIecTBa GPUIBTPALINH. a. beicrpora padors! (110 CpAaBHEHHIO €

JAPYTMMH TexHoJorusavu M3J)
b. MO Mo:keT OBITH peaju30BaH
anmapaTrHo

© ®I'bOY BO «Uenl'V»




MUHOBPHAYKHN POCCUN

oV

DenepaibHOE TOCYIapCTBEHHOE OI0KETHOE
00pa3oBaTelbHOE YUPEKACHUE BBICIIETO 00pa30BaHuUs

«HensOunckuii rocynapctBeHHslil yausepcute» (PI'EOY BO «Yenl'Vy)

@DoHJ OIEHOYHBIX CPEACTB IS MPOMEKYTOUHON aTTECTAIMH MO JUCHHILINHE (Moayo) « MHdopmanonHas
6e3omacHocTh)» 10 HanpasieHuto moarorosku 09.03.03 «IIpuknaguas nHpopMarTHkay HampasiaeHHOCTH «T-
pelIeHNs ¥ TeXHOIOTuM 00paboTKH JaHHBIX B 3koHOMUKe» PI'BOY BO «Henl'Y»

crp. 15

c. He Tpedyercs kondurypnposanmne
XOCTOB MOJIb30BATEJIs

d. Cxema NAT «npsiuer» BHyTpeHHue IP-
ajpeca

e. Pabora ¢ mporokoamMu BBICILIETO YPOBHS
(HTTP, FTP)

f. Xopommii aymut

48.

[NepeuncnuTe HENOCTATKU QUIBTPALINH.

a. He «<mnonnmaer» npukiagHbie
NMPOTOKOJIbI

b. He MoxxkeT orpaHu4uTh J0CTYII
TMOAMHOKeCTBY IPOTOKOJIOB AaKe JIsl
OCHOBHBIX CJIY:K0

c. He orcie:xxnBaer coenuHenus (He
cofepKUT UHGOPMALMIO 0 CeaHce)

d. Cnabble BO3MOKHOCTH 00padOTKH
HH(opMaluu BHYTPH MaKeTa

e. He moxeT orpann4urs nHGOpPMALHIO C
BHYTPEHHHX KOMIbIOTEPOB K CIy:k0am
MD cepBepa

f. IlpakTHYecKH He HMeeT ayAuTa

g. Tpyano recrupoBarh npasuJia (u3-3a
CJI05KHOCTH BHYTPEHHMX ceTel, HaJu4ns
PA3JIMYHBIX CJIYKO)

h. He MmoxeT ObITh peaJin30BaH annapaTrHo
i. He mognepxuBaer NAT

49.

Kak Ha3bIBaloOT KOMILICKC (ammaparypa i IporpaMMHOe
obecriedueHne), KOTOPBIi 110 pe3yibraraM aHaln3a
KOHTPOJIUPYEMBIX M COOMPAaEMbIX TaHHBIX TPHHUMACT
PECUICHUEC O HAJIMYMUU aTaKU WUJIN BTOp)KeHI/ISI?

a. cucTeMa 00HapysKeHUs] BTOPKeHUI
b. MexkceTeBO# IKpaH

C. QHTHBUPYCHOE CPEACTBO

d. cpencrBa KOHTPOJISL JOCTYyTIA U
ayTeHTH(UKALIA

50.

Kakue cuctembl 00HApY>KEHUSI BTOPKCHUI
OCYIIECTBIISIOT aHAN3 AKTUBHOCTH OT/EIBHOTO
KoMIIbtoTepa?

a. CeTeBLIE
b. XocTOBBIE

C. THOpHTHBIC
d. MOOUIIbHEBIE

51.

Kakue cucteMbl 00HapyKEeHHsI BTOPKESHU I BBIOIHSIOT
(YHKIIMH XOCTOBBIX CHCTEM OOHApyKEHHsI BTOPKEHHUI
IIPH 9TOM HCIIOJB3YIOT U aHaJIN3 CETEBBIX IAKETOB,
MPUXOASALIMX Ha JAHHBIA XOCT?

a. CeTeBbIE
b. XocTOBBIE

c. rudpuaHbIe
d. MOOuUIIbHBIE

52.

Ha xakue cucteMbl 0OHAPYKEHHUS aTak MOpa3IelistoTCs
o cTpykrype?

a. HEHTPAJIN30BaHHbIE
b. neneHTpanu3oBaHHbIE
C. IeMUJINTAPU30BAHHbBIC
d. nepapxudgeckue

53.

Kakwue paznudaror cucteMbl 0OHApY)KeHUS BTOPKEHUH
0 XapakTepy peakiuu?

a. aKTHBHbBIE
b. maccuBHBIE

C. IEPMAaHEHTHBIE

d. He3aMeIUTEIbHEIE

54.

Kaxkue MOAXOAbI MOI'YT MCIIOJIB30BATHCA IJIsL
oOHapyXeHUs CUTHATYp?

a. CoBnajaenue ¢ madJI0HOM
b. CoBnagenue ¢ a0 J0HOM COCTOSTHHS
C. AHAJIN3 HA OCHOBE IIa0JIOHA
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HCM0JIL3yeMOro NMpoOTOKoJIa
d. IBpucTHYecKHii NOAX0

55. B kaxoMm ciyuae oOHapyxeHue curnaryp 6asupyercs Ha | a. CoBmaseHue ¢ Ia0JIOHOM
morcke (PMKCUPOBAHHOH ITOCIIe0BAaTENEHOCTH 0aliToB B | b. CoBmazeHune ¢ mrabiioHOM COCTOSTHUS
paccMarpruBacMOM JJIEMEHTE JaHHBIX (HarpuMmep, B c. AHanu3 Ha OCHOBE IIa0JIOHA
eIMHIYHOM TIaKeTe)? HCTIONB3YeMOTO MTPOTOKOJIA

d. OBpucTHYEeCKHI TTOAXO/

56. B kakom ciyudae oOHapyKeHUE CUTHATYP MPOUCXOTUT a. CoBnazieHue ¢ mabIoHOM
CIIETYIOIINM 00pa3oM: IO OHOMY NaKeTy b. CoBnagenue ¢ mad10HOM COCTOSTHUS
YCTaHABJIMBAETCSl COCTOSIHUE TIOTOKA IAHHBIX, MOSBJICHNE | C. AHAJIM3 HAa OCHOBE I1A0IOHA
JPYroro makera (MiH MaKeTOB), KOTOPBIH COOTBETCTBYET | HCIIOIB3YEMOTO IIPOTOKOIA
JTAHHBIM COCTOSIHUSI, CAMTAETCs aTaKoi? d. OBpucTnyeckuii moaxon

57. B kakom ciydae oOHapyKeHHE CUTHATYP MPOUCXOTUT a. CoBnazieHne ¢ mMmabIoHOM
TakuM 00pazoM, 9To 11l GOpMHUPOBAHUS COCTOSTHHUS b. CoBniageHue c 111a6JI0HOM COCTOSIHUS
UCIIONB3YETCsl IEKOJJUPOBAHNE PA3JIMUHBIX JIEMEHTOB c. AHAJIM3 HAa OCHOBe 1IadJIoHa
nporokosia? B aToM ciydae npu gekonupoBaHUN HCI0JIb3yeMOT0 MPOTOKOJIa
nportokosia COB npuMeHsieT npaBuia, onpeaeeHHbIe d. OBpHCTHYECCKHIA TTOAXO]

RFC nmnsa napymennii. B HEKOTOPBIX CiTydasx STH
HapyIIEHHUsI MOT'YT HaXOJIUTHCS B ONPEAEIECHHBIX MOJISIX
IIPOTOKOJIA, 9YTO TpeOyeT OoJiee NeTaIbHOTO aHAIN3A.
58. Kaxkoit mogxon oOHapyKeHHs CHTHATYP UCIIONB3YET a. CoBrmazieHue ¢ mabIoHOM
JIOTHYECKUE TTPABUIIA, MTOJTYICHHBIE 3BPHUCTHYECKN ? b. CoBriageHue c 111abJI0HOM COCTOSIHUS

c. AHaJiM3 Ha OCHOBE IA0NIOHA
HCTIONIb3YEMOTO ITPOTOKOIA
d. IBpucTHYECKHIT TOAX0]

59. Kakne paznmgaror BuIp! cUrHaTyp? a. CUrHatypsl 3KcIuioiiTa
b. Curnarypsl ysI3BHMOCTH
c. CUrHaTypbl aHOMAJIMi IPOTOKOJIOB
d. Curnarypsl aHamanui

60. JIEHCTBUS, IPEATPUHUMAEMbIE 37TI0YMBIIIJIEHHUKOM, a. aTaka
IIPOTUB KOMIbIOTEPA (WJIM CETH) MOTCHIUAILHON b. BTOpKEHHE
JKEPTBBI, 5TO? C. yrposa

d. ysa3BUMOCTB

61. Kakue curnarypsl onuparoTcsl Ha XapaKTepUCTUKU a. CHTrHATYpBI IKCILIOTA
aTaku, KOTOPBIE TIO3BOMIAIOT OJJHO3HATHO b. Curnarypsl ya3BUMOCTH
UAEHTH(UINPOBATH aTaKy? c. CurHarypsl aHOMaJIM{ IIPOTOKOJIOB

62. Kakune curHarypsl OIUpPArOTCS Ha 0COOCHHOCTH a. CurHarypsl SKCIIONTA
KOHKPETHOH ySI3BHMOCTH, T.€. Ha TE€ NMapaMeTPhl W b. CurHaryps! ysi3BUMOCTH
JICHCTBUS, KOTOPBIC HEOOXOMMO BBITIONHUT IS ¢. CurHarypsl aHOMaJTU# TPOTOKOJIOB
WCIIONIb30BAHMS TAHHOH ySI3BUMOCTH?

63. Kakue curnarypbl HHOTJa TPAKTYIOTCS KaKk a. CurHarypsl 9KCIIONTa
oOHapy)XeHue aHoManni npotokona? J{js pa3paboTku b. Curnarypsl ya3BUMOCTH
TaKUX CHUTHATyp HEOOXOJMMO MPOBECTH aHAIN3 c. CUrHaTypbl aHOMAJIMIi IPOTOKOJIOB
peanu3anuy paccMaTpruBaeMoro NpoTokoiia Ha
coorercTBue RFC.

64. Hexotopsie coBpemennsie COB Henb3st OTHECTH HU K a. Mmetoabl Data Mining
crcTeMaM OOHapy)KeHHUsI CHTHATyp, HU K CHCTEMaM b. MeTOIBI TEXHOJOTHH MOOUJIbHBIX
oOHapy>keHus: anomanuii. OHU ONUPAIOTCS Ha HOBBIE areHTOB
(MHOTJAa MX HA3BIBAIOT AJILTEPHATUBHBIE) ITOIXOIIBI K €. METOAbI MOCTPOEHHSI HMMYHHBIX
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oOHapyskeHunto. Kakue moaxo/pl MOXKHO OTHECTH K YHCITY
AJIBTEPHATUBHBIX TTOIXO0B?

cucTeM
d. npuMeHeHHe reHeTHYeCKUX
aJIrOPUTMOB

e. IpMMeHeHue HeliPOHHBIX ceTeil
f. MeTobI HEHPOIMHIBUCTUYECKOTO

MPOTrPaMMUPOBAHUS
65. Kakyo TeXHOIOrni0 MOXKHO ONPENENUTh Kak MpOLecc a. TexnoJiorust Data Mining
0OHapyXEHUS B HEOOPaOOTaHHBIX JAHHBIX: - paHee b. TeXHOJIOTHsI MOOMIIBHBIX ar¢HTOB
HEHM3BECTHBIX; - HETPUBUAIIBHBIX; - IPAKTHIECKH C. METOJBI TOCTPOCHUSI IMMYHHBIX CHCTEM
MIOJIE3HBIX; - JOCTYIHBIX HHTEPIPETALUU 3HAHUH, d. npuMeHeHne reHeTHYECKIX aJrOPUTMOB
HEOOXOANMBIX AJIS IPUHSTHUS PELICHUH B Pa3INIHBIX €. IPUMEHEHNE HEHPOHHBIX CeTeH
cepax yeIoBeueCKOr AesITeNbHOCTH?
66. KakoBbI OCHOBHBIE METO/IBI 00X0/1a CETEBBIX CUCTEM a. cOnBaHMe ¢ TOJIKY
0OHAPYKECHUST BTOPIKCHUIN? b. pparmenrauus
c. mudppoBanue
d. neperpy3ka
€. colManbHasi HHXEHEPHS
67. Kaxoii MeTon 00xo/1a cE€TeBBIX cUCTEM 0OHAPYKEHUS a. cOnBaHMe ¢ TOJIKY
BTOPXKEHHUH 3aKITI0YAETCsl B MAaHUITYJIMPOBAHUM JaHHBIMU | b. dparmMeHTanus
TakuM o0pazoM, uToOs! curaarypa COB He c. mm¢poBaHue
COOTBETCTBOBAJIA IIPOXOAIIEMY MAKETY, KOTOPBIH OBl d. meperpy3ka
HMHTEPIIPETHPOBAIICS TPUEMHON CTOPOHOH (Harpumep,
ITOCHUIKA TTAKETa, UCTIOB3YIONIETO KOANPOBAaHNE, HITH
Jo0aBIIeHHE BCIOMOTATENBHBIX CHMBOJIOB)?
68. Kaxkoit meTo 06x0/1a CETEBBIX CUCTEM OOHAPYKEHUS a. cOMBaHME C TOJIKY
BTOPKEHUI 3aKII0UaeTcsi B pa30MBKe NakeTa JaHHbIX Ha | b. pparmenranus
(parMeHTHI, KOTOPBIE MOXKHO TIOCIIATh B Pa3IMYHOM c. mm¢ppoBaHue
nopsiaxe (M ¢ pa3IMUHBIMU BPEMEHHBIMU HHTEpBaIaMU d. meperpy3xka
MeXy HUMH)?
69. Kaxkoit meTos 06x0/1a CeTeBBIX CUCTEM OOHAPYKEHUS a. cOuBaHME C TOJIKY
BTOPKEHHI 3aKItouaeTcs B AEHCTBUSAX HAPYIIUTENS C b. dparmenrarus
LIEJTBIO TPOTUBO/ICHICTBOBATH CETEBBIM CHCTEMaM c. mudppoBanue
oOHapy>KeHHUs aTak MCCIeOBaTh MOJIE3HYIO HarPy3Ky d. meperpy3xka
nakera?
70. Kaxoii MeTon 00xo/1a CE€TEeBBIX CUCTEM OOHAPYKEHUS a. cOuBaHME C TOJIKY
BTOPXKEHHH 3aKJII0YAETCS B IEPETIOTHEHNH CETEBOM b. ¢pparmenrarms
crcTeMbl 0OHAPY>KEHUS] BTOPYKECHUH? c. mm¢poBaHue
d. nmeperpy3ska
71. HecaHkmoHpoBaHHBIN BX0J B HHPOPMALMOHHYIO a. BTOp:KeHHe
cuctemy (B pe3ysibTare JSHCTBUM, HapyIIAIOIINX b. araka
MOUTHKY 0E30MacCHOCTH MM OOXOMSIINX CHCTEMY C. yrposa
3aIUTHI), 3T0? d. ys3BUMOCTB
72. JJ1s XOCTOBBIX CHCTEM OOHAPYKEHUS BTOPIKEHIHA a. KOHTPOJIb PaCIOJIOKEHUS U
OOBIYHO UCTIOIB3YETCs] KOMOMHALMS 0OHAPYKEHUS LeJIOCTHOCTH (aiiioB
aHoMmanuii u oOHapyxeHus curaaryp. OTHUM K3 b. couBaHue ¢ TOIKY
OCHOBHBIX 151 XocToBbIX COB sBnsieTcsa Bonpoc: eciu €. BCTaBKa HYJ1€BOI0 3HAKa B 3aMpoc
XOCT OyZeT CKOMIIPOMETHUPOBAH, TO KaK yAEpKaTh nocJie yKa3aHus MeToJa
HapyLUTeNs OT MaHUMyIUpoBaHus ¢ anemenTamu COB d. mepexBaT NPHJIOKEHHS
JUTSL IPENOTBpaIieHus: oOHapykeHus araku? Kakue €. collMaibHasl MHKEHEpUs
METOJIBI JUIS 3TOTO SABJISIOTCSI OCHOBHBIMU?
73. Kak Ha3pIBalOT reHEepanuio CUTHaIa 00 OOHAPYKEHUH a. JIO)KHAS TPeBora

araku (BTOp)KeHHs), KOTOpOH He ObLI0?

b. npomnyck
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C. araka
d. BTOp>KCHHE

74. Kak Ha3pIBalOT NPOITYCK aTaKy UM BTOP>KEHUS a. IpoImycK
(OTCyTCTBHE CHTHANIA TPEBOTH NPH HATHIUN b. 1oxHas TpeBora
BTOPXKEHUsI)? C. YSI3BUMOCTb
d. BTOp>KCHHE
75. JAst mocTpoeHNsI TAKCOHOMHM CHCTEM OOHapy>KCHHS a. MOAX0/ K 00HAPYKEHHUI0
aTak HeoOXOAMMO BHIOpPATh KPUTEPUH, COTTIACHO b. 3ammmaemas cucrema
KOTOPBIM OyzeT mpoBoauThes Kiaccupukanusa. Oqua u3 | ¢. erpykrypa COB
MOAXOJIOB BHIOOpA KPUTEPUEB — ITO MOAXO[, B KOTOPOM B | d. HCTOYHMK AAHHBIX (JJIsI MPUHSATHS
KaueCTBE TAKUX KPUTEPHEB BHIOPAHBI THITHIHBIC pelIeHus)
(YHKIIMU 1 0COOEHHOCTH MPOCKTUPOBAHHUS U e. BpeMsl aHAJIM3a
peanu3anuu cucteM oOHapykeHus atak. Kakue 1o f. xapakTep peakuuu
¢byHKIMN? g. GimokupoBka Tpaduka
76. Kaxkue BBIIEISIFOT MTOIX0/IbI K OOHAPYKEHHIO aTak? a. 00Hapy:KeHHe CUTHATYP
b. oOHapy:xeHne aHOMaIMH
¢. THOPUAHBIN MOAX0/
d. oOHapyXeHne BTOPKEHUH
77. Kaxkue BBIIEISIFOT BUJIbI CHCTEM OOHapY)KEHHMsI aTak? a. XOCTOBBIE
b. cereBble
c. THOpUaHBbIE
d. MoOuIBHBIE
78. Kakne cuctembl 0OHapy:KeHHSI BTOP)KESHHHA a. ceTeBble
OCYUIECTBIISIIOT COOp M aHAJIIM3 CETEBBIX MTAKETOB, Ha b. xocToBbIe
OCHOBaHHH KOTOPBIX IPOBOAUTCS OOHApYKeHHE? c. rubpuHBIe
d. MoOuIBEHBIE
79. Kak Ha3bIBaIOT cE€Th HA YPOBHE KOMIIAaHUH, B KOTOPOH a. KopnoparuBHas ceTb (MHTpPaHeT)
UCIIONB3YIOTCS IPOTPaMMHBIE CPE/ICTBA, OCHOBAHHBIE HA | b. DKCTpaHeT-ceTh
creke nporokosioB TCP/IP? c. [lomHO-CBsI3HAS CcETh
d. I'mobaneHas ceTh
80. HeraruBHoe Bo3aelicTBHE Ha CUCTEMY B LI€JIOM UJIH a. Otka3
OTJENBbHEIE €€ DJIEMEHTHI, OKa3bIBAEMO€E KAKUMHM-ITHOO0 b. Cooit
SIBJICHUSIMH, TTIPOMCXOASIIMMHI BHYTPH CUCTEMBI HJIH BO c. Ommbka
BHEIIHEH cpene, 3T0? d. IToGouyHOe BIUSIHNE
81. Kaxkoe npoucxoxaeHue yrpo3s! 00ycloBINBaeTCs a. coydaiHoe
3JI0YMBILIUIEHHBIMU IEUCTBUSMU JIIONIEH, b. npennamepenHoe
OCYIIECTBIIEMBIMH B IIETISIX PEATU3ALUH OJHOTO HIIH C. CyOBEKTHBHOE
HECKOJIbKHX BHJIOB yrpo3? d. oObekTHBHOE
82. Kakuie BBLAENAIOT pa3HOBUAHOCTH MPEANOCHUIOK a. clly4aiHble
MOSIBJICHHS yIpo3? b. npenHamMepeHHbIE
c. cy0beKTHBHbBIE
d. o0beKTUBHBIC
83. OTMedaloT ABE pa3HOBUIHOCTH MPEAIIOCHUIOK a. KOJIHYeCTBeHHAasl Hel0CTATOYHOCTh

TOSABJICHUA YIpO3: 00BEKTHUBHBIE (KOJ'II/I‘IGCTBCHH&SI N
Ka4€CTBCHHAA HEAOCTATOYHOCTD 3JICMCHTOB CI/ICTGMBI) n
Cy6I>eKTI/IBHBIe (I[ef[TCJ'IBHOCTB Pa3sBEABIBATCIIBHBIX

b. kauecTBEeHHAas HCIO0CTAaTOYHOCTH
C. ICATCIIBHOCTD pa3BCAbIBATCIbHBIX CJ'ly)K6
HWHOCTPAHHBIX IT'OCYyIapCTB
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CITy’KO HHOCTPAHHBIX TOCYIAPCTB, MPOMBIIUICHHBII
IIMHOHAXK, IEATETHHOCTh KPUMHUHATIBHBIX U
XyJUTaHCTBYFOIIUX DJICMEHTOB, 3JI0YMBIILICHHBIC
JeHCTBUS HEJOOPOCOBECTHRIX COTPYIHUKOB CHCTEMEI).
[epeuncieHHbIe Pa3HOBUIHOCTH MPEANOCEUIOK
HHTEPIPETHPYIOTCS pa3HbIM 00pazom. Kak Ha3pIBaroT
CIICAYIONIYI0 HHTepIpeTanuio: Ou3ndeckas HexBaTka
OJTHOTO MJTU HECKOJILKHX AJIEMEHTOB CHCTEMBI 00pabOTKH
JAHHBIX, BRI3BIBAOIIAs HAPYIICHIS TEXHOJIOTHUECKOTO
nporecca 00paboTKHU ¥ (WIIK) MEePerpy3Ky UMEFOIIIXCS
JJIEMEHTOB.

d. TPOMBINIICHHBIN IITHOHAX

€. IeCTBUS KpUMUHAIBHBIX U
XYJIUTaHCTBYIOUIUX AJIEMEHTOB

f. 3MoyMBINIUTEHHBIE IEHCTBUS
HETOOPOCOBECTHBIX COTPYIHUKOB

84. OTMeyaroT ABe Pa3sHOBUAHOCTH HPEANIOCHUIOK a. KOJIMYECTBEHHAS HETOCTATOYHOCTD
MOSIBJICHUS YI'PO3: 00ECKTHBHBIC (KOITMYCCTBCHHAS WITH b. KauecTBeHHAsI HEMOCTATOYHOCTH
KaueCTBEHHAS HEIOCTaTOYHOCTh HJIEMEHTOB CUCTEMBI) H | C. ACATEIIFHOCTH Pa3BEIbIBATEIBHBIX CIIYXKO
CYOBCKTHBHEIC (AEATEIIEHOCTD Pa3BeIbIBATCIIBHBIX WHOCTPAaHHBIX TOCYIaPCTB
CITy>k0 MTHOCTPaHHBIX TOCYIapPCTB, MPOMBIIIJICHHBII d. MPOMBINIICHHBIN IITHOHAXK
[ITTHOHAXK, IEATETHHOCTh KPUMUHAIBHBIX U €. NeHCTBUA KPUMHUHAIBHBIX H
XYJTUTaHCTBYIOIUX AJICMEHTOB, 3JI0YMBIILICHHBIC XYJUTaHCTBYIOIIUX JICMCHTOB
JeHCTBUS HEJOOPOCOBECTHRIX COTPYAHUKOB CHCTEMEI). f. 3moyMBINIUTEHHBIE EHCTBUS
[epeuncieHHbIe Pa3HOBUIHOCTH HPEANIOCEUIOK HEeTOOPOCOBECTHBIX COTPYIHUKOB
HHTEPIPETHPYIOTCS pa3HbIM 00pazom. Kak Ha3pIBaroT
CIEAYIONIYIO HHTEPIIPEeTannio: HecoBepmieHCcTBO
KOHCTPYKITMH (OpTaHU3aIliH) IEMEHTOB CHCTEMBI, B
CHITY YeT0 MOTYT TOSIBISATHCSI BOSMOXHOCTH IS
CITy4aifHOTO WJIH MPEIHAMEPEHHOIO HETAaTUBHOTO
BO3ZICUCTBUS Ha 00pabaTHIBAEMYIO MIIH XPAHUMYIO
HHpOpMALHUIO.

85. OTMeyaroT JIBe Pa3HOBUIHOCTH MPEANOCHUIOK a. KOJIMYECTBCHHAS HEJIOCTATOYHOCTh
TIOABJICHUA YI'PO3: O6’beKTI/IBHI)Ie (KOJ'[I/I‘-IQCTBGHHaH HIIN b Ka4€CTBCHHAsI HEAOCTATOYHOCTD
KaueCTBEHHAS HEIOCTATOYHOCTh JICMEHTOB CUCTEMBI) H | C. IEATEJIHHOCTh Pa3BeIbIBATEIbHBIX
CYOBEKTHUBHBIC (JEATEIILHOCTh Pa3BEbIBATCIIBHBIX CJTYK0 HHOCTPAHHBIX TOCYIAPCTB
CITy’KO WHOCTPAHHBIX TOCYIapPCTB, POMBIIUTCHHBII d. TPOMBIIITEHHBIN IITHOHAX
IOMUOHAXK, ACATCIbHOCTD KPUMUHAJIbHBIX U c. ﬂeﬁCTBHH KPUMHUHAJIBHBIX U
XyJTUTAHCTBYIOIIUX AJIEMEHTOB, 3JI0YMBIILJICHHBIC XYJIUTaHCTBYIOIIUX JIEMEHTOB
JICHCTBUS HETOOPOCOBECTHRIX COTPYHUKOB CUCTEMEI). f. 3MOyMBINIUTEHHBIE ICHCTBUS
[lepeuricnenHbIe Pa3HOBUIHOCTH TPEANIOCEUIOK HET0OPOCOBECTHBIX COTPYIHUKOB
HHTEPIPETUPYIOTCS pa3HbIM 00pazoM. Kak Ha3pIBaroT
CIICAYIOILY 0 HHTepIpeTaluio: CrenuaibHo
opraHm3yeMasi 1esiTeIbHOCTh TOCYyTapCTBEHHBIX OPraHoOB,
poheCCHOHATIFHO OPUCHTUPOBAHHBIX Ha JOOBIBAHKE
Heo0XonuMoN HHPOPMAITHH BCEMH TOCTYITHBIMU
CIIoco0aMHM U CpPECTBAMHU.

86. OTMe4aroT JBe Pa3HOBUIHOCTH MPEANOCHIIOK a. KOJIMYECTBEHHAs! HEIOCTAaTOYHOCTh

HOSIBJICHHS YIPO3: OOBbEKTUBHBIE (KOMMYECTBEHHAS HIIH
KayeCTBEHHAsl HEAOCTATOYHOCTD AJIEMEHTOB CHCTEMBI) U
CyOBEKTHBHBIE (IESATEILHOCTD Pa3BellbIBATEIbHBIX
CIIy’k0 MHOCTPAHHBIX TOCYAAPCTB, POMBIIIICHHBIH
LIMAOHAX, JIEITEIbHOCTh KPUMUHAIBHBIX U
XyJIUTAQHCTBYIOIIUX IEMEHTOB, 37I0yMBIIUICHHBIE
JeUCTBHSI HETOOPOCOBECTHBIX COTPYIHUKOB CHCTEMBI).
[epeuncieHHble pa3HOBUAHOCTHU NPEANOCHUIOK
HHTEPIIPETHPYIOTCS pa3HbIM 00pazoM. Kak HasbpiBaroT
CIEeIYIOUIy 0 HHTeprpeTanyo: HeracHas 1esTensHOCTD
opraHu3anud (ee npeacTaBuTeNei) no J00bIBaHNIO
HH(pOpPMALIUH, CIIEHATIBHO OXPaHsEeMOil OT
HECaHKIIMOHUPOBAHHOW €€ YTEUKH WJIH IOXHIICHHS, a

b. xauecTBEHHas HEAOCTAaTOYHOCTh

C. JIeATENILHOCTD Pa3Be/IbIBATEIBHBIX CITYXKO
MHOCTPaHHBIX TOCYAapCTB

d. NpOMBINIEHHBIH HITHOHAK

C. I[CIZCTBHH KPpUMHUHAJIBHBIX U
XyJIMTaHCTBYIOIIHNX 3JIEMEHTOB

f. 37I0yMBILIUICHHBIE IEHCTBHS
HEJ0OPOCOBECTHBIX COTPYIHUKOB
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TaKXe 0 CO3/IaHMIO JUIs ceOsl OIaronpusITHBIX YCIOBUH
B IIEJISIX TTOJYYCHHUS] MAKCHMAIIbHOW BBITOJIBI.

87. OTMeuaroT ABe pa3sHOBUAHOCTH IPEANOCHUIOK a. KOJINYECTBEHHAs! HEIOCTAaTOYHOCTh
TIOSIBJICHHS YIPO3: O0ObEKTUBHBIE (KOJHMYECTBEHHAS HIIH b. kKayecTBEeHHAs HEOCTATOYHOCTh
KaueCTBEHHAS HEIOCTaTOYHOCTh AJIEMEHTOB CUCTEMBI) H | C. ACATEIHOCTH Pa3BEIbIBATEIBHBIX CITYXKO
CyObEKTHBHBIE (JIEITEIILHOCTD Pa3BEIbIBATEIBEHBIX HUHOCTPaHHBIX TOCYAapCTB
CITy’KO MHOCTPAHHBIX TOCYAapPCTB, MPOMBIIUICHHBII d. TPOMBITIITEHHBIN ITHOHAX
LIITUOHAXK, AEATEIbHOCTh KpUMUHAIIBHBIX U e. 1eliCTBUSI KPpUMHUHAJBHBIX U
XyJTUTAHCTBYIOIIUX AJIEMEHTOB, 37I0YMBIIIJICHHBIC XyJIMTAHCTBYIOIUX 3J1¢eMEHTOB
JEHCTBUS HEJOOPOCOBECTHRIX COTPYIHUKOB CHCTEMEI). f. 3MoyMBINIUTEHHBIE IEHCTBUS
[lepeurcneHHbIe Pa3HOBUIHOCTHU MPEANIOCHUIOK HeJJ00POCOBECTHBIX COTPYAHNUKOB
HHTEPIPETHPYIOTCS pa3HbIM 00pazom. Kak Ha3pIBaroT
CJIEITYIOIIYIO HHTEpIIpeTannio: XuieHne naopmannu
WJIM KOMIIBIOTEPHBIX IPOIPaMM B LEJSIX HAXKUBBI WIIN UX
paspylleHUe B UHTepecax KOHKYPEHTOB.

88. OTMeuaroT ABe pa3sHOBUAHOCTHU IPEANOCHUIOK a. KOJIMYECTBEHHAs! HEJOCTaTOUHOCTh
TIOSIBJICHHS YTPO3: O0ObEKTUBHBIE (KOJHMYECTBEHHAS HITH b. kayecTBEeHHAs HEOCTATOYHOCTh
KaueCTBEHHAS HEIOCTaTOYHOCTh BIICMEHTOB CUCTEMBI) H | C. ACATEIIEHOCTH Pa3BEIbIBATEIBHBIX CITYXKO
CyObeKTHBHBIE (JIEITEILHOCTh Pa3BeIbIBATEIbHBIX HMHOCTPaHHBIX TOCYapCTB
CITy’KO WHOCTPAHHBIX TOCYAapPCTB, POMBIIUICHHBII d. TPOMBITIITEHHBIN IIMTHOHAX
LIMHOHAXK, JeATEIbHOCTh KPUMUHAIBHBIX U €. IelICTBHS KPUMUHAJIBHBIX U
XyJIUTaHCTBYIOIIUX 3JIEMEHTOB, 3JI0yMBbIILIJICHHbIE XYJIMTAHCTBYIOLIUX 3JIEMEHTOB
JeHCTBHS HETOOPOCOBECTHBIX COTPYIHUKOB CHCTEMBI). f. 310yMBIIJICHHBIE JeHCTBHSA
[lepeuricnenHbIe Pa3HOBUIHOCTH MPEANOCHUIOK HeI00pOCOBECTHBIX COTPYIHUKOB
HHTEPIPETUPYIOTCS pa3HbIM 00pazoM. Kak Ha3pIBaroT
CIIEYIOIYI0 MHTEPIPETAINIO: XUIlEeHUE (KOITUPOBAHKE)

WA YHAYTOXKEHNE NH(POPMAIIMOHHBIX MAaCCHBOB U (HIIH)
IIPOrpamMM IO STOUCTUYECKUM HIIH KOPBICTHBIM
MOTHBaM.

89. Kakue npuHIunsl nHGOPMAITMOHHON a. IpMMeHeHue 3alUThI BO
rapaHTHPOBAaHHOCTH PEKOMEHAYET CTPaTerus MHOxkeCTBeHHBIX MecTax. Ilockonbky
SILIEIOHUPOBAHHOI 00OPOHBI: 3J10yMBIIIJIEHHUKH MOTYT aTaKOBATh

CHUCTEMY U3 MHOKeCTBA MeCT, BKJII0Yast
BHELIHMe M BHYTPEeHHHe, OPraHu3anus
J0JI’KHA IPMMEHSAThH 3allUTHbIE
MEXaHU3MBI B Pa3INYHBIX TOYKAX,
KOTOpbIe A0KHbI 00ecTeYUBATh 3aIHUTY
ceTeil U HHPPACTPYKTYPbI, 3ALUTY
TPAHUILl CeTH U TEPPUTOPUH, a TAKIKe
3aIUTY KOMIbIOTEPHOI0 000PY10BAHMS;
b. npuMeHeHUe YPOBHEBOH 3aIMTHI
NpeanoaaraeT yCTaHOBKY 3alliMTHBIX
MEXaHU3MOB MeKIy NMOTEHIHAILHBIM
3JI0YMBILIJICHHUKOM H LeJIbI0;
C. OIpeieJieHHe YCTOHYUBOCTH
0e30MacCHOCTH JOCTHIAeTCsl OLleHKOI
3aIIUTHBIX BO3MOKHOCTEH KaKJA0ro
KOMIIOHEHTa HH(OPMaLIHOHHOM
rapaHTHPOBAHHOCTH;
d. npuMeHeHne HHPPACTPYKTYPHI
00Hapy:KeHMA aTaK M BTOP KeHMI,
HCIOIb30BAHNE METOIOB M CPEICTB
AHAJIM32 U KOPPeJIsUH MOoJTy4YaeMbIX
JAHHOI HH(PaCTPYKTYpPOIi pe3yJibTATOB.
90. Kak Ha3bpIBalOT MHTPAHET-CETh, MOJKIIOYEHHYIO K a. JKCTpaHeT-ceTh
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HHrepHeTy, T.€. CETh TUIIA UHTPAHET, HO CAHKLMOHHU-
pyomIast JOCTYII K €€ pecypcaM OIpeaeICHHO’
KaTeropuu Mojib30BaTesel, HaleJIeHHON
COOTBETCTBYIOIIMMH TTOJTHOMOYHUSIMH?

b. I'mobanbHas ceTh
c. UuamBuyanpHas ceTh
d. KopnioparuBHas ceTb

91. YUTO U3 HUKETIEPEUUCIIEHHOTO SIBJIETCS. HCTOYHUKOM a. JIIIU
yrpo3? b. TexHu4eckue cpeacrea
€. MOJeJIM, AJITOPUTMBI H IIPOrPaMMBbI
d. TexHoJI0OrMYecKHe cxeMbl 00padoTKHU
JaHHBIX
e. BHELIHsA cpeia
f. MHOMIAHETHBIN pa3ym
92. PaccmarprBast ICTOYHUKH yTPO3, KaK OMPENEIISTIOT a. JIIoau
IPYIIy HCTOYHHKOB NONAAIOLIMX MO CIIEIyIoIIee b. TexHHYECKHE CpeCTBa
OIMCaHuE: NIEPCOHAJI, MOIb30BATEIH U TIOCTOPOHHHUE C. MOZIENH, aJTOPUTMBI U IPOTrPAMMBI
JIMIa, KOTOphIe MOTYT B3aMMOJIEHCTBOBATH € pecypcaMn | d. TEXHOJIOTMYECKHE CXeMbl 00paboTKI
1 JTaHHBIMU OpraHu3ali HETIOCPEACTBCHHO C pa60q1/1x JaHHBIX
MECT ¥ YIAJIECHHO, NCIIONB3YS CETEBOE B3aUMOJCHCTBHE. | €. BHEIIHSA cpena
93. PaccmarpuBast HCTOYHUKH yTPO3, KaK ONPENEIISIoT a. IO
TPYIITy HCTOYHHKOB MOMAJAfOINX MO CIIEIYIOIIee b. TexHn4eckue cpeacTea
OIIMCaHNe: HEIIOCPEICTBEHHO CBSA3aHHBIE C 00pPAaOOTKOM, | C. MOZIENH, ATOPUTMBI U TPOTrPAMMBI
XpaHEeHHEM U Tiepenadeii nHpopManuy (Hapumep, d. TexHOOTHYECKHE CXeMBI 00paboTKH
CpeJICTBA PETUCTPALIMH JaHHBIX, CPEACTBA BBOAA M T.1I.), | JAHHBIX
U BCTIOMOTaTesbHbIE (HAaIpuMep, CPeICTBa €. BHEIHsIs cpena
JNIEKTPONNTAHNS, KOHAWIIMOHUPOBAHUS U T.11.).
94. PaccmarprBasi HICTOUYHUKH YTPO3, KaK OIPEENsSIoT a. Jronn
IPyIIy HCTOYHHKOB NONAJAIOLIUX MO ClIeNyIoIIee b. TexHHYECKHE CpeCTBa
OTIMCaHMUE: 3Ty IPYIILy HCTOYHUKOB PACCMaTpHUBAIOT KaK | €. MOAEJIH, AJTOPUTMBbI H IPOTPaAMMBI
HEJIOCTAaTKU IPOEKTHPOBAHUS, pealn3aliy 1 d. TexHONOTHUECKHE CXEMBI 00pabOTKH
KOH(UTYpaIuH (SKCILTyaTalnH). JTaHHBIX
€. BHEIIHSIA cperia
95. PaccMarpuBas HICTOYHMKY YIPO3, KaK ONPEAECIISAIOT a. JIonu
TPYIITy HCTOYHHKOB NONAJAlOLINX MO CIIEIYIoIIee b. TexHHYEeCKne cpeacTBa
OITMCaHUe: BBIJCISIIOT PyYHbIC, HHTEPAKTHBHBIE, C. MOZIENN, aJITOPUTMBI U TIPOTrPAMMBI
BHYTPHMAIIMHHBIC U CETEBBIC TEXHOJIOTHIECKUE CXEMBbI d. TexHo/TOTrNYecKHe cXeMbl 00pPadOTKH
00paboTKH. JAHHBIX
€. BHEIIHsIA cpeia
96. PaccmarprBasi HCTOUYHHUKH YTPO3, KaK ONPEeNsSoT a. Jronu
IPyIILy HCTOYHUKOB MOMAJAIOLINX MO CIIENYIOIIee b. TeXHHUYECKUe CPEeACTBa
OTIMICaHNe: BBIJICNSIOT COCTOSHHUE Cpelibl (BO3MOKHOCTh C. MOZIENH, aJITOPUTMBI U TPOTPAMMBI
T0JKapOB, 3eMJIETPSICEHUH U T.11.), TOOOYHBIE IITYMBI d. TeXHOIOTMYECKHE CXEMbI 00pabOTKH
(ocobeHHO Oma-cHBIE TIPH Tepenade JaHHbBIX) ’ TaHHBIX
O0OOYHBIE CUTHAJIBI (HAITPUMEp, AEKTPOMAarHUTHOE e. BHELIHSA cpeaa
M3ITyYCHHE arapaTypol).
97. IlepeuncnnTe OCHOBHBIC TIPHYMHBI YTEUKH a. HecoOJII0JeHNe MEePCOHAIOM HOPM,
nHpOpMAaLUH. TpeOOBaHUI, IPABHJI IKCILTYaTAUHA
b. oIMOKH B IPOEKTHPOBAHHH CHCTEMBbI
U CHCTeM 3alUThI
. BeJleHHe IIPOTUBOCTOsALIEI CTOPOHOI
TeXHHYECKOH M areHTYPHOM pa3BeioK
98. Kakue Buab! yreuku Boaesstor B coorBercTBur ¢ [OCT | a. pa3riamenue

50922-96?

b. Hecamcunonnposaﬂﬂuﬁ A0CTYII K
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HHpopmanuu
. MoJIy4YeHue 3alMiaeMoil nHpopMauuu
pa3BeakamMu

99. YT0 noHMMAaETCs 0/, HECAHKIITUOHUPOBAHHBIM a. Pasramenue ungopmanuu
JIOBEJICHUEM 3alUIacMOi HH()OPMAIIUH JI0 b. HecaHKIIMOHUPOBaHHEKIH JOCTYI K
moTpeOuTeNeH, He UMEIOIINX MPaBa AOCTyIa K HHPOPMAITIT
3amuimaemMoi nHpopmanuu? c. [Tomryuenue 3ammiaeMoit HHGOPMAIIH

pa3BeKaMu

100. YUTO0 noHUMaeTcs NOoA MOJIyYEHUEM 3alUIIAeMOI a. HecaHKIIMOHMPOBAHHBIN JOCTYII
MHpOpPMAaLUH 3aMHTEPECOBAHHBIM CyOBEKTOM C b. Pasrnamenne napopmannu
HapyIIeHHEeM yCTaHOBJICHHBIX MPaBOBLIMHU JoKyMeHTamHu | c. [Tomydenue 3amumaemoit nadopmamn
WM COOCTBCHHUKOM, BJIaCIbIIEM HHGOPMAITUH ITPAB pa3BeikaMu
WK TIpaBUJI JOCTYIA K 3auuiiaeMon nHpopmanuu?

101. Kakvie MOXKHO BBIIEIUTH OCOOEHHOCTH KOPIOPATHBHBIX | 4. NIO0AJBLHOCTH CBsI3eil
CeTel, KOTOPBIC MPEACTABIISIOT MOBBIMICHHYIO OMACHOCTE | b. MacmITraGHOCTH
JUJIs1 BBIITOJIHEHU A UMH CBOUX (byHKI_[I/IOHaJ'H)HbIX 3a,uat1? C. T€TEPOTrC¢HHOCTH

d. U30MMPOBAaHHOCTH

102. C IOMOIIBIO YEro MOXKET OCYIIECTBIIATHCS MOTyYCHUE a. TEXHHYeCKHe CPeCTBA

3anumaeMoil HHQOpMauu pa3BeaKaMu? b. areHTypHBIE METOBI
C. BO3/IyIIHbIE CPE/ICTBA
d. MeTonp! TTyOOKOTO aHANM3a

103. | YTo Ha3BIBAIOT COBOKYNHOCTHIO UCTOUHHKA a. KaHAJI yTe4Kd nHopManuu
WH(pOpPMALINH, MaTEPHATIBHOTO HOCHUTEIIS] WIIHA CPEIIb b. nHpOPMAITMOHHBIH KaHa
pactpocTpaHeHHUs HeCYIIEro YKa3aHHY0 HH()OPMAIIUIO C. YSI3BUMBIH KaHAT
CUIrHaJia U Cp€ACTBA BbIACIICHU A I/IH(I)OpMaLlI/II/I us3
CHTHAJIA WUJIA HOCUTETIS?

104. | Yto moHMMAaeTCs MO «MH(POPMAITHOHHON a. 3alMIeHHOCTh HHpOPMAIIUH U
0e301acHOCTBION? MoIepKUBAIOIIell HHPPACTPYKTYPHI OT

cay4aiHBIX M MPeTHAMePEeHHbIX
BO3/1eiicTBMII eCTECTBEHHOI0 MJIU
HCKYCCTBEHHOT0 XapaKTepa, YpeBaThIxX
HaHeCeHHeM yInep0a BiIageablIaM Uin
MOJIL30BAaTEISIM HH()OPMAIINHA T
noajepKuBameii HHPPaACTPYKTypPHI.
b. MckyccTBO 1 HayKa UCIIONB30BAHHS BCEX
3JIEMEHTOB TOCYAapCTBA B MUPHOE H
BOCHHOE BpeMsI [T 00SCIICUCHUS 3aIIUTHI
HAIIMOHAJIBFHBIX HHTEPECOB.
c. Hayka o xompoptHOM H
TpaBM0OE30MIacCHOM B3aMMOJICHCTBUN
YeNoBeKa CO CPemoil oouTaHms.
d. CocrosiHue 3aMIIEHHOCTH YKU3HEHHO-
Ba)XKHBIX HHTEPECOB JINYHOCTH, OOIIECTBRA,
OpraHU3alUH, TPSATIPHUSITUS OT
MOTEHIIHMAIBHO U PEATHFHO CYIIECTBYIOIINX
YTPO3, W OTCYTCTBHE TaKUX YIpo3.

105. Ha xakux ypoBHSIX JOJKHBI IPUMEHSTHCS MEPBI a. 3aKOHOJaTeJIbHbIA

obecrieueHust 6e30macHOCTH?

b. axMUHUCTPAaTUBHBIH

¢. IPOLeAYPHBIii

d. nporpaMMHO-TeXHUYeCKUH
e. OBITOBOM
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106. | Kakwue 3Tarnsl JOMKHBI BKJIIOYATh B ce0st pabOThI IO a. onpenenenue noautuxku Ub

opraHuzanuu? b. onpenesienue chepsnl (rpaHuir)

ee co3gaHus (JoKyMeHThI,

yiep6a)
d. ynpaBienue puckamu

pe:xxum b (BbiGop KOHTpMep 15T
Ka:kg0ro u3 yposneii, [loctpoenne

HBb)
f. aynut cucremnl ynpasjaenusa Ub

00ecTeYeHnI0 pexMa HHPOPMAMOHHON Oe3omacHOCTH | (JOKyMeHTHI MOJUTHKH 0€30IaCHOCTH)

CHUCTeMbl yIIpaBJIeHUus1 MHPOPMALIUOHHOM
0e30MaCHOCTBLIO M KOHKpeTH3anus nesei

onpeessIoNe FPAHUIBI CHCTEMBI)
. olleHKa puckoB (Onucanue yrpos,
YSI3BUMOCTEIi H OlIEHKA BO3MOKHOT'O

€. BLIOOp KOHTpMep, 00ecreYnBaloImnX

KOMILJIEKCHO# cHCcTeMbI 00ecnedyeHust

107. | HazoBuTe OCHOBHBIE CBOWCTBA OE30MIACHOCTH? a. KOH(pUIeHINAJIBHOCTh
b. nesiocTHOCTH

€. I0CTYNHOCTh

d. mocrosHHOCTB

€. pABHOMEPHOCTh

f. HenpepBIBHOCTH

108. | CaoiicTBO 6e30I1aCHOCTH MPU KOTOPOM HH(OpMaIHs a. KOH(pUIeHINAIBHOCTh
JOCTYTIHA TOJIBKO TEM, KTO aBTOPH30BaH I AOCTyma? b. nemoctaOCTH

C. JOCTYIIHOCTb

d. HeoTkazyemocTh

€. IOJOTYETHOCTD

f. nocroBepHOCTH

g. ayTeHTUYHOCTh

109. CBO#CTBO 0E30ITACHOCTH MPH KOTOPOM rapaHTHPOBaHA a. eJI0CTHOCTh
TOYHOCTB, ITOJTHOTA U METOIBI 00paboTKu nHpopManuu? | b. KOHPHICHIHATHHOCTD
C. TOCTYITHOCTh

d. HeoTKa3zyeMocCTh

€. MOJIOTYETHOCTD

f. nocroBepHOCTH

g. ayTeHTUYHOCTh

110. | CsoiicTBo 6e30MaCHOCTH PU KOTOPOM HH(MOPMAIHS 1 a. 10CTYIHOCTh
aCCOIMHUPOBaHHBIE OOBEKTHI IOCTYIHEI 110 TpeboBaHUIO | b. KOHQUICHIINATEHOCTH
ABTOPH30BaHHBIX TOJIb30BaTENECH? C. IEeTIOCTHOCTb

d. HEeoTKa3yeMoCTh
€. ITOI0TYETHOCTh
f. mocToBepHOCTH
g. ayTCHTUIHOCTH

111. UTO Ha3bIBAIOT IJIAHOM BBICOKOT'O YPOBHS, B KOTOPOM a. [TonnTnka nHGOPMALMOHHOM
OMNMCBIBAIOTCS L€ U 337a4M OPTaHU3ALMH, a TAKXKe 0e30macHOCTH
MeporpusiTHs B cepe obecrieueHus 6e30macHoCcTn? b. Moznensb yrpo3
c. [TomoxeHnne o KOHPpUACHINATEHON
nH(popMaIuH

d. Konuenmus 0e30nacHOCTH
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112.

Kaxk Ha3bIBaIOT J1I00YI0 XapaKTePHCTHKY, UCTIONb30BaHUE
KOTOPO#H HAapyLIMTEIEM MOXKET IIPHBECTH K pean3alii
yrpo3b1?

a. YA3BUMOCTb HH(OPMALMOHHOMI
CHCTeMBI

b. yrpo3a uH(GpOpMaIOHHON CHCTEME

C. pUCK 0e301macHOCTH HH)OPMAITHOHHOM
CUCTEMBI

113.

Kaxkwue pazgensl MOXKET BKITIOUATh B ceOs peabHast
TIOJIUTHKA OE301TaCHOCTH OpraHU3alnn?

a. 001HMe MOJI0KEHU A

b. momMTHKA ynpaBiieHHs HaPOJIAMHA

¢. WAeHTH(UKALMA NM0JIb30BaTeeil

d. mos1HOMoOYMS MOJIb30BaTe el

e. 3a1UTa MH(OPMAIMOHHBIX PeCypPcoB
OpraHu3alui 0T KOMIbIOTEPHBIX
BHPYCOB

f. npaBuJIa yCTAaHOBKH U KOHTPOJIS
ceTeBBIX COeIMHEHMIt

g. MPaBUJIa MOJUTHKHU 0€30MaCHOCTH 1O
padore ¢ cucTemMoii 3JIEKTPOHHOM MOYThHI
h. npaBuna odecneyennst 6e30MACHOCTH
HH(OpPMALIHOHHBIX pecypcoB

i. 00sI3aHHOCTH MOJIL30BaTeJIeH M0
BbITIOJTHEHH 0 PABUJ MOJIUTHKH
0e30macHOCTH

114. Kakue THITBI CeTeBBIX EPUMETPOB MOXKHO BBIJCTUTH? a. BHELIHU I
b. BHyTpeHHu
C. KOJIBLIEBOM
d. dhenepanbHBIA
115. Kaxoii cereBoii nepuMeTp HASHTU(HUIHUPYET TOUKY a. Buenrnmii cereBoii mepumerp
pa3ieneHus Mex1y yCTpOHCTBaMU, KOTOPbIE b. BHyTpeHHHMIi CETEBOH MEpUMETP
KOHTPOJIUPYIOTCA, U TEMU, KOTOPBIE HE c. TeppuropuanbHelil ceTeBON EPUMETP
KOHTPOJIUPYIOTCS? d. Uepapxudeckuii CeTeBOi MEPUMETP
116. Kaxkoit TrIT ceTeBoro nepuMerpa mpencTaBiseT coooi a. BHyTpeHHuii ceTeBoil mepumeTp
JIONIOJTHUTENbHbIE TPAHUIIBI, B KOTOPBIX Pa3MEIatoTCs b. Buemrnuii ceTeBoii nepumMerp
JpyTHEe MEeXaHN3MBbI 0€30IaCHOCTH, Takue kKak MD u c. TeppuropuanbHblil ceTEBON NEPUMETP
(UIBTPYIOIIE MapIIPYTH3aTOPhI? d. Mepapxuueckuii ceTeBOI nepumMerp
117. | Kak Ha3bIBaIOT CETH BHYTPH CETEBOTO MEPUMETPA, HaJl a. IOBepPeHHbIe CeTH
KOTOPBIMH CHENUATUCTHI OPraHU3aIMN UMEIOT TOJITHBIN b. HeTOBEpEHHBIE CETH
aJIMHHUCTPATUBHBIA KOHTPOJIb? C. JEMWJINTApU30BaHHAs 30HA
d. smenoHNpOBaHHBIE CETH
118. Kak Ha3pIBalOTCS CETH, KOTOPHIC HAXOAATCS BHE a. HeJJOBepPEeHHbIe CeTH
YCTaHOBJIEHHOTO CETEBOTO MEPHMETPa U HAXOIAIINECS b. noBepeHHbIE ceTH
BHE KOHTPOJIS? C. IeMHJIUTapU30BaHHAas 30Ha
d. srrenoHMpOBaHHBIE CETH
119. Kax HazpiBaeTcst 001acTh BHEIIHETO [IEPUMETPa B a. JeMHJIUTAPU30BAHHAS 30HA
KOTOPOIi cepBepbl, OTBEYAIOIINE Ha 3alIPOCH] M3 BHEIIHEH | b. HenoBepeHHas CeTh
CETH, OTPaHUYEHBI B IOCTYINE K OCHOBHBIM CETMEHTaM C. IOBEpEHHAs CETh
BHYTPEHHET0 MIEPUMETPA CETH, C LENbIO d. smenonupoBaHHas ceTbh
MHUHHMH3HPOBATh YIIepO, P B3JIOME OHOTO M3
OOIIEIOCTYITHBIX CEPBHCOB?
120. | YT0 moHMMaeTCsl O MPaKTUYECKON CTpaTeruei a. J1IeJIOHMPOBaHHASA 000pPOHA
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JOCTHXEHHsI THPOPMALMOHHOHM IrapaHTHPOBAHHOCTH B
ceTeBOM 000pyaoBaHuU? (9Ta CTPATETHs MIPEICTABIISET
co00# OaaHc MKy CBOHCTBAMU 3AIUTHI U
CTOMMOCTBIO, TIPOU3BOAUTEIBHOCTRIO
(YHKIIMOHATBLHBIMH XapaKTEPUCTHKAMH)

b. TeppuropuanbHas 000poHa
c. TocymapcreenHas 060poHa
d. Bpaxeckast obopoHa

121. Kak Ha3bIBalOT MOTEHITUAIEHO BO3MOKHOE COOBITHE, a. yrpo3a nH¢opMalHOHHOI cucTeMe
JeWCTBHUE, IPOIECC WIH SBICHUE, KOTOPOE MOKET b. ys3BuMOCTs HH(OPMAITMOHHOMN CHCTEMBI
BEI3BaTh HaHECECHHUE yiiepba (MaTepuaIbHOTO, C. pUCK 0€30MMacHOCTH HH)OPMAIIMOHHOM
MOPAJIBLHOTO UM MHOTO) PECYypcaM CUCTEMBI? CHCTEMBI

122. | Kaxoe mpoucXoXJIeHHE YTPpo3 00yCIaBINBaeTCS a. cay4yaiiHoe
CIIOHTAHHBIMHU U HE 3aBUCALIMMU OT BOJIU JIFOEH b. mpenHaMepeHHOe
00CTOATETHCTBAMH, BOSHUKAIOIIUMH B CHCTEME C. CyObEeKTHBHOE
00paboOTKHU NaHHBIX B mporiecce ee pyHkmonuposanus? | d. 0ObEKTUBHOE

123. Hapymenne paboTocrnocoOHOCTH KaKoro-a1muoo a. OTka3
3JIEeMEHTa CHCTEMbI, IPHBOJIAIIEE K HEBO3MOXKHOCTH b. Co6oit
BBINOJIHEHUSI UM OCHOBHBIX CBOUX (DYHKIHH, 3T0? c¢. Ommbka

d. [TobouHOE BIIUSTHITE

124. BpemenHoe HapymeHne paboTococoOHOCTH KaKoro- a. Otkas
100 dIIEMEHTA CHCTEMBI, CIEACTBHEM Yero MoKeT ObITh | b. Cooii
HENPaBUIBHOE BBITIONIHEHUE UM B STOT MOMEHT CBOCH c. Ommbka
¢byHKINH, 3TO? d. [TobounOE BrIUSTHIE

125. HenpasnnbHoe (pa3oBoe Ui CHCTEMaTHIECKOE) a. Orkas
BBITTOJTHEHUE IEMEHTOM OJTHOM M HECKOIBbKHUX b. Cooii
(GYHKIUH, TPOUCXOAIIEE BCICACTBHE crieruduyeckoro | ¢. Ommodka
(TTOCTOSITHHOTO WJIM BPEMEHHOT0) €0 COCTOSIHUS, 3TO? d. [Tobo4yHOE BIUSHHE

126. | Yto opraHm3anus IEHAT U XOUYeT 3alIUTUTH? a. Pecypcsl

b. Yecth
C. YA3BUMOCTH
d. KonTpons 6e3omacHocti

127. | B mpouecce nieHTU(GUKAIMN YSI3BUMOCTEH, Kakue a. pe3yJbTaThl MPEIbIIYIINX OIIeHOK
MOTYT IPUMEHSATHCS JOKYMEHTHPOBAaHHBIC HCTOYHUKH pucka
JAHHBIX 10 YA3BUMOCTAM? b. oruern! aynuta UT cucrembl, 0TYETHI O

CHCTEMHBIX AHOMAJIMAX, OTYETHI €
0030paMu 6e30MACHOCTH, OTYEThI
CHCTEMHBIX TeCTaX U OLeHKaxX
C. CUCKH ySI3BUMOCTeii, Hanpumep, 3
0a3 JaHHBIX YI3BUMOCTeil
d. uH(popManMOHHBbIE OI0JITIETEHH 10
0e30MacHOCTH
e. HHpOpMALMOHHbIE 0K0JJIETeHH
H3rOTOBUTeNIeil
f. koMMepueckHe KOMIAHUH,
BBINOJTHAKOIMNE QYyHKIHH
HHPOPMAIMOHHOTO ayTUTa 6e30MaCHOCTH
g. aHajau3 O6e3omacHocTH cucremuoro IO
h. TecTupoBaHue cucTeMHOMI
Oe3onacHocTH
1. JIuTeparypa

128. JIJTst OTIEHKY peaTbHOTO HAIMYHS YI3BUMOCTEH MOTYT a. CpeJCTBA ABTOMATHYECKOT0
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MPUMECHATHCA MCTOAbl TCCTUPOBAHU A (BKJ’IIO‘-IaH
CHCTEMHOE TECTUPOBAHKE) ISl HACHTH()UKAINN
CUCTCMHBIX yH3BI/IMOCTeI‘/II B 3aBUCUMOCTHU OT
kputuaHoctd UT cucreMsl U JOCTYNIHBIX pecypcoB. Uto
BKJIIOYAIOT B €051 METO/IbI TECTHPOBAHUS?

CKAHUPOBAHUA YA3BUMOCTEi

b. TecThI M o1leHKA 0€30ITACHOCTH
C. TeCThl HA IPOHUKHOBEHUE

d. cpencTBa ymaneHHOTO
aJIMUHUCTPUPOBAHHUS

129. | Yto mcmons3yeTcs A CKAaHUPOBAHUS TPYIIIT XOCTOB a. cpecTBa ABTOMATHYECKOr0
WA CETH HAa M3BECTHBIC YSI3BUMEIC CITY)KOBI? CKAHNPOBAHUS YA3BUMOCTeM
Heo6xomumo 3aMeTHTh, YTO HEKOTOPBIE MMOTCHIIHAIbHBIC | b. TECTBI U OI[CHKA O€30IIaCHOCTH
YSI3BUMOCTH, ONpe/ieIeHHBIE TAKUM aBTOMAaTHIECKUM C. TeCTHI Ha IPOHUKHOBEHHE
Cp€ACTBOM, MOI'YT HE NTPEACTABJIATL PEaJIbHbIX
YS3BUMOCTEH B KOHTEKCTE PEaTHbHOT0 CHCTEMHOTO
000pyIOBaHUs OpTraHU3AIINH.
130. | Yto MOXET OBITH HCIIOIB30BAHO IS HIICHTU(DUKAIIH a. CPEeNICTBAa aBTOMATHYCCKOTO
YSI3BUMOCTEH BO BpeMsI IIporiecca OIEHKN prucKa? CKaHMPOBAHUS YI3BUMOCTEH
b. TecThI U OLleHKA §e30MACHOCTH
C. TCCTbI Ha MPOHUKHOBCHHNE
131. | YTO MOXET HCHOIB30BaThCS IS OICHKH KOHTPOJIS a. CPeCTBa aBTOMATHYECKOTO
0€30IaCHOCTH U YBEPCHHOCTHU B TOM, YTO PA3JIUYHBIC CKaHMPOBAHUS YI3BUMOCTEH
acriekTsl UT cucremsl 3amuineHs? b. TecTEI U O1leHKA O€30TTaACHOCTH
C. TeCThI HA MPOHUKHOBEHHE
132. | Llenpro KaKoro mIara OIEHKH PHUCKA SBIIETCS aHAIIN3 a. XapaKTepUCTUKA CHCTEMBI
MIPUMEHSIEMBIX WIH TUIAHUPYEMBIX K IPUMCHCHHIO b. uaeHTHUKAHAS YTPO3
CPEICTB 3alIUTHI (KOHTPOJIS) B OpraHU3aINH ISt C. uaCHTU(DUKAIMS YSI3BUMOCTEH
MUHUMH3ALNN WA YCTPAHCHUS BEPOITHOCTH d. anHaau3 cpeacTB 3aIUTHI (KOHTPOJISA)
YSI3BUMOCTH, PeaT3yeMOil HCTOYHUKOM YIpo3? €. OIpeJIeIICHNE BEPOATHOCTEH
(pamXupoBaHHNE YaCTOT MOSIBICHHS)
f. aHanu3 BAMsIHUS
g. Olpe/ieNieHHe pUcKa
h. pexoMeHmanMy MO CpeCTBaM 3AIIUTHI
(KOHTpOIIO)
1. pe3yIBTUPYIOMIAs TOKYMECHTAIUS
133. | ILlens xaxoro miara OIeHKH PUCKa COCTOHT B a. XapaKTepUCTUKA CUCTEMBI
OTIpeNIeIIEHNH HeXXeIaTeIbHOTO BIMSHUS YCIIEITHO’ b. uaeHTHOUKANNA YTPO3
pean3a-Iuu ySI3BUMOCTEH yrpo3amMu? C. HICHTA(DUKAIHS YSI3BUMOCTCH
d. aHamu3 cpencTB 3amUTH (KOHTPOIIS)
€. OIpe/IeIICHNue BEepOATHOCTEH
(pamXUpOBaHUE YaCTOT TOSIBIICHUS )
f. aHanu3 BAMSIHUSA
g. Olpe/ieNieHHe pUCKa
h. pexomenmaImy 1Mo cpeacTBaM 3aIIUTHI
(koHTpOITIO)
1. pe3yIBTUPYIOMIAs TOKYMEHTAIUS
134. [Ipu npoBeneHuyn aHaiu3a BAUSHUS 1IeJIb COCTOUT B a. MHCCHA cHCTeMBbI (T.e. MPoLecchl,
OIpEIETICHNH HEKEeIaTeIbHOTO BIMSHUS YCTICITHON ocymectBiasemble UT cucremoii)
peanmzanuu ys3BuMocTei yrpozamu. Kakyio b. KPpUTHYHOCTH CHCTEMBI U TaHHBIX (T.e.
nHGOPMALIUIO HEOOXOMMO MOTYUYUTh [T 3TOT0? 3HAYEHHE WM BaKHOCTH CHCTEMBI JJIsl
OpraHu3anum)
C. YYBCTBHTEJILHOCTH CHCTEMBI H JTAHHBIX
d. napOopMaIsa 06 aHAIOTHYHBIX CHCTEMaX
135. | Ha3HayeHWeM KaKOTO IIara OLCHKH PUCKA SBISICTCS a. XapaKTepUCTHUKA CHCTEMBI
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oreHka ypoBHsi pucka UT cucrempr?

b. npentnduxays yrpo3

C. uIeHTH(MUKALHS YSI3BEMOCTEH

d. ananu3z cpencts 3amuUThl (KOHTPOJIS)
e. olpelieJIeHHe BepOITHOCTEH
(paHXUpPOBaHUE YACTOT MOSIBICHHS)

f. ananu3 BAMSTHUA

g. ompe/ie/ieHHe PUCKa

h. pekomMeHAaIK 110 CPEACTBAM 3aIUTHI
(KoHTpOITIO)

1. pe3yJIbTUPYIOIIAs TOKYMEHTAIUS

136. | Ha ocHoBe uero BEIOMPAIOTCS CPEACTBA 3AIIUTHI a. MAaTpPUIIbI YPOBHeli pucka
(KOHTpOJIS), KOTOPBIE MOTYT YMEHBUINTD WM YCTPAHUTh | b. pe3yabTaroB WACHTU(HKAIINH YIPO3
UCHTH(GUIINPOBAHHEII PUCK? C. pe3y/bTaToB UICHTH(PUKALINU

ysI3BUMOCTEN
d. ananuza BIUsHUS

137. Kak Ha3pIBalOT MOTEHUUATBHYIO IPUUUHY a. Yrposa
HEXXENaTeJIbHOTO COOBITHS, KOTOPOE MOXKET HAaHECTH b. Vsa3BuMocTh
ymiep0 opraHu3ayy 1 ee o0beKTam? c. Puck 6e3omacHocTH

d. Pecypc
138. | IlocpeacTBoM MpUMEHEHHS KaKUX OTEPAAi MOKHO a. IpPUHATHE PUCKA
JOCTUTHYTH YMCHBIICHHS pUCKa? b. ykjIoHeHHE OT pHCcKa
C. OrpaHNYeHNe PUCKA
d. n1aHMpoBaHue pucka
€. HCCJIe/IOBAHNSI M TIOATBEP KAEHUSI
f. nepenaua pucka

139. | TlocpeacTBoM 4ero opraHu3alys MOXKET IOIyYUTh a. ylaJeHUsl HEKOTOPBIX CHCTEMHBIX

JIOITyCTUMBIN OCTaTOYHBIN PUCK? ysi3BUMoOCTeill (1epexToB M cjaadocTeii)
NMyTeM YMeHbIIEHHs] YMCIa BO3MOKHBIX
nap MCTOYHHK YIPO3bl—YSI3BUMOCTH
b. n00aBJIeHNA ClIEIHAIBLHBIX
HalleJIEHHBIX CPEICTB JJIsi YMeHbIIeHUsI
€NnocOOHOCTH U MOTHBALIMH MCTOYHHKA
yrpos
€. YMeHbIICHUS BeJUYHHBI
HeKeJIATeJbHOr0 BIMSHHS

140. Kak Ha3bIBalOT CHCTEMHBIH MPOIeCcC MOTYICHUS ’ a. AyauT HH(p)OPMALMOHHOM CUCTEMbI
OIIEHKH OOBEKTHBHBIX JAHHBIX O TEKYIIIEM COCTOSHUH b. TecT Ha MPOHNKHOBEHHE
CHCTEMBI (TEXHOJIOTHIl), AeHCTBUAX U COOBITHSX, c. BHyTpeHHul aynur
MIPOUCXOMAIINX B HEH, KOTOPHIN yCTaHaBIHBaeT ypoBeHb | d. BHemrHuii ayaut
UX COOTBETCTBHS ONPEIEIICHHOMY KPUTEPHIO U
MIPEIOCTABIISICT PE3YABTAThI 3aKA3UHKY 7

141. | Ilepeumncnure OCHOBHBIC HH)OPMAIIHOHHBIEC AaKTHBHI a. uaen
opraHuzauuu? b. 3HaHus

€. MMPOEKTHhI
d. pe3yJabTaThl BHYTPEHHHX
o0cenoBaHuii

142. Ha xakue BUJIbI MOXKHO NOAPA3ACTUTh ayAUT a. BHELLIHU I ayIuT

Oe3omacHOCTH MH()OPMAIIMOHHBIX CHCTEM?

b. BHyTpeHHU# ayauT
C. KBapTAJIbHBIN ayuT
d. ce3oHHBI ayuT
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143. Kaxkoit Bz ayauTa UCTIONb3yeTCs AT IPOBEICHHS BHE a. BHCIIHUI ayquT
OpraHU3alny 1, KaK TIPaBHIIO, CIICHAIN3UPOBAHHBIMH b. BHyTpeHHHU ayauT
OpraHU3aIUsIMHU, 3aHUMAIOIIMIMUCS ayTUTOM C. KBapTaJIbHBIN ayTUT
nH(POPMAINOHHON Oe30macHOCTH? d. ce30HHEI ayauT
144. UTo OTHOCUTCA K OCHOBHBIM KOMIIOHEHTaM a. MeKCeTeBbIe JKPAHBI
6e30macHOCTH, KOMOWHAIHS KOTOPBIX 00eCIIeanBaeT b. cucTeMbl 00HAPYKEHUS BTOPKEHU
3aIIUTY OT aTaK Ha IeJIOCTHOCTh, KOH(PHUICHIINAIBHOCTE | €. CPEACTBA KOHTPOJISI 1eJIOCTHOCTH
U JOCTYIHOCTH? d. cpeacTBa NPOBEPKH COAEPKMMOTO
e. CKaHepbl
f. cpencTBa KOHTPOJS KOHGUTypanmii
g. CPeICTBA KOHTPOJISA 10CTYNA U
ayTeHTHUKAIT
h. BUpTyabHBIE YaCTHBIC CETH
145. Kakue Buabl yrpo3 MOKHO BBLAECTUTH? a. eCTeCTBEHHbIE
b. npexHamepeHHbIE
¢. cIyyaiiHble
d. mapanopmaibHbIe
146. | CmabocTH, acCOIMMPOBAHHBIC C peCypcaMu a. Y3BHUMOCTH
OpraHu3aluu, 3707 b. Yrpoza
c. Puck 6e3onacHocTH
d. Ymep0o
147. Kak Ha3piBaeTCs BOBMOXKHOCTH JAHHOW yTPO3bI a. Puck 6e3onmacHocTu
peann30BaTh YS3BUMOCTH JUIS TOTO, YTOOBI BHI3BATh b. Kontpons 6e3omacHocti
ymepO Wi pa3pyllieHHe pecypca Wi Ipynisl pecypcos, | c. Pecype
YTO IPSIMO MJIM KOCBEHHO BO3JEICTBYET Ha d. Vsa3Bumocts
opraiuszanuio?
148. Kaxkwue miaru Brimouaer B ce0s 001ast OleHKa pucka? 2. XapaKTEePUCTUKA CHCTEMBbI
b. uaenTudukanms yrpos
¢. HIeHTH(UKaNNs YA3BAMOCTeil
d. aHaJIu3 cpecTB 3alUThI (KOHTPOJISA)
e. onpejieJieHUe BEPOSITHOCTEH
(paH:KMpOBaHMe YACTOT MOSBJICHHA)
f. ananu3 BIMAHUSA
g. onpeJeaeHue PUCKA
h. pexoMeHaUM N0 CPeACTBAM 3AILUTHI
(KOHTPOJI10)
i. pe3yJbTHPYIOIIasi JOKYMEHTALMA
j- BBISIBIICHHE pecypcHOTo (oHma
149. Tunel ya3BUMOCTEN U METOJIOJIOTMH UX OIpeNeIeHUs a. [louck ya3BuMocTell KOHIEHTPUPYETCS

0OBIYHO 3aBHUCAT OT MPUPOABI HH(OPMAITHOHHBIX
TEXHOJIOTHI CUCTEMBI U (pa3bl €€ KUIHCHHOTO IIHKJIIA.
Kakas merononorus ucnonssyercs, eciau UT cuctema
elle He CIPOEeKTUpOoBaHa?

HA OPraHN3aIHOHHOM MOJHTHKE
0e30MacHOCTH, IVIAHUPYEMBIX NPO-
neaypax 0e30MacHOCTH, OnpeeJeHuU
CHCTEMHBIX TPeOOBAHUI U aHAJIM3e
JOKYMEHTOB IOCTABIIMKOB NNPOIYKTOB
0e3omacHOCTH.

b. Unentnduxaiys ys3BUMOCTEH T0KHA
OBITH pacIIUpeHa TS BKIFOYCHHS
JIONIOJIHUTENEHON HH(pOPMAIINH, TAKOH,
Hanpumep, Kak COOTBETCTBUE CBOICTB
0€3011acCHOCTH, OIIMCAHHBIX B

© ®I'bOY BO «Uenl'V»




MUHOBPHAYKHN POCCUN

@” DenepaibHOE TOCYIapCTBEHHOE OI0KETHOE

o0pazoBaTensHOe YIpexkKICHHE BHICIIIEro 00pa30oBaHus
«HensOunckuii rocynapctBeHHslil yausepcute» (PI'EOY BO «Yenl'Vy)

®DOH/I OLIEHOYHBIX CPEACTB IS MPOMEKYTOUHON aTTeCTalluy 10 JUCHUILIHHE (Moyi0) « MHbOopMannoHHas

6e3omacHocTh)» 10 HanpasieHuto moarorosku 09.03.03 «IIpuknaguas nHpopMarTHkay HampasiaeHHOCTH «T- cTp. 29

pelIeHNs ¥ TeXHOIOTuM 00paboTKH JaHHBIX B 3koHOMUKe» PI'BOY BO «Henl'Y»

JIOKYMEHTAI[UHU TI0 0e30MMacHOCTH,
pe3yabTaraM CepTH(QHUKAITHOHHBIX TECTOB U
HUCIIBITAHUH.

c. [Ipoutecc upenTHMKAINA yI3BEMOCTEH
JIOJDKEH BKJIFOUATh B ce0s aHAIU3 CBOMCTB
6e3omacaoctu UT cucTeMbl 1 KOHTPOIS
0e30MacHOCTH (TEXHHYECKOTO U
MPOLIEAYPHOTO), HCTIOIB3YEMOTO ISt
3aIIATEI CHCTEMBL.

150. Tunel ya3BUMOCTEN U METOJIOJIOTMH UX OIpENeIeHUs
0OBIYHO 3aBHUCAT OT MPUPOABI HH(POPMATMOHHBIX
TEXHOJIOTHI CUCTEMBI U (pa3bl €€ KUIHCHHOTO ITHKJIIA.
Kakas merononorus ncnonssyercsi, eciau UT cuctema
YK€ IPUMEHSIETCS?

a. UnenTndukanus yss3BUMocTel
J0JIKHA ObITh pacIIMpeHa I
BKJIIOYEHHS JOTOTHUTEIBHOM
uHopManuM, TaKoil, HAIpUMep, KaK
COOTBETCTBHE CBOWMCTB 0€30MACHOCTH,
ONHUCAHHBIX B JOKYMEHTALMH 1O
Oe3omacHocTH, pe3yJbTaram
cepTHGUKANUOHHBIX TECTOB U
HMCHBITAHMIA.

b. ITounck ysi3BUMOCTEH KOHIIEHTPHPYETCS
Ha OPTaHU3ALMOHHON MOJIUTHKE
6€3011acHOCTH, IIAHUPYEMBbIX TPO-IIeAypax
0€30MacHOCTH, OIPENIETICHUN CHCTEMHBIX
TpeOoBaHMi 1 aHAIN3e TOKYMEHTOB
MOCTABILUKOB MTPOIYKTOB O€30MaCHOCTH.
c. [Ipontecc naenTnUKaIMK yI3BEMOCTEH
JIOJDKEH BKJIIOYATh B ce0s1 aHAJIN3 CBOMCTB
6e3omacHoctn UT cucTeMbl U KOHTPOJIS
6e301macHOCTH (TEXHHYECKOTO 1
MIPOIIEYPHOT0), HCTIOIb3yEMOT0 s
3aIIUTHI CHCTEMBI.

151. Tunel ya3BUMOCTEN U METOJIOJIOTMH UX OIpENeIeHUs
0OBIYHO 3aBHUCAT OT MPUPOABI HH(POPMATMOHHBIX
TEXHOJIOTHH CUCTEMBI U (pa3bl e¢ KUIHCHHOTO IIHKJIIA.
Kakas merononorus ucnonssyercs, eciau UT cuctema
($byHKIHOHUPYET?

a. [Ipouece naenTHUKaIN
YA3BUMOCTEH J10JI7KeH BKJIIOYATh B ce0s
aHaJm3 cBoiicTB 6e3onacHoctu UT
CHCTeMBbl U KOHTPOJIsI 6e30I1aCHOCTH
(TEeXHUYEeCKOr0 ¥ MPOLEXYPHOI0),
HCIO/Ib3YeMOro JJIsl 3alMThI CHCTEMBI.
b. ITowck ys3BUMOCTEH KOHIIEHTPUPYETCS
Ha OPraHU3alMOHHON MOJUTUKE
6€301acHOCTH, IIAHUPYEMBIX MPO-IIEAypax
0€30I11acCHOCTH, OPEJIEICHUH CUCTEMHBIX
TpeboBaHUil 1 aHAIN3€e JOKYMEHTOB
MOCTABILUKOB MTPOIYKTOB O€30MacHOCTH.

c. Unentnduxanus ys3BUMOCTEH T0KHA
OBITH pacIIMpeHa TS BKIFOYCHHS
JIOTIOJTHUTENEHON MH(pOPMAIINH, TAaKOH,
HalpuMep, Kak COOTBETCTBUE CBOICTB
0€e30MacHOCTH, OIUCAHHBIX B
JOKYMEHTAIIUU 110 0e30MacCHOCTH,
pe3ynbraraM cepTU(QHKALMOHHBIX TECTOB U
WCTIBITAHUM.
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4. Ilopsiiok NpoBeAeHNsI M KPUTEPUM OLIEHUBAHUS MPOMEKYTOYHOM aTTeCTAMU

4.1.

HOpﬂ)]OK NMpOBEACHUA HpOMeH(yTOqHOﬁ arTeCcTalumn

OK3aMeH MNpOBOAUTCS B BUAE TecTupoBaHHA. CTyIEeHT AOIKEH OTBETUTh Ha BOMPOCHI
3aKpBITOrO TUIA, KOTOPHIE IPEIOIaraloT BHIOOP BapuaHTOB oTBETa. Beero 20 TecTOBBIX BOIIPOCOB.

[TponomKUTETLHOCTD TECTA — 35 MUHYT.

4.2.

CpeICTB.

4.2.1. Kpurepum olleHUBAaHMA TecTa

Tect hopmupyetcst B cucreme smekrporHoro ooyuenus MOODLE.
MaxkcumanesHsbl 0aiut 3a TecT — 100 6auios.

KpnTeplm OLICHUBAHUA l'[pOMe)KyTO‘lHOi/’I arrecranum 1o BUJIaM OICHOYHBIX

Ornenka OTrmuno/ Xoporo/ VYnosnerBoputeins | HeynosnerBoputenbHO/
3auTeHo 3a4TEHO HO/3a4TEHO HE3auTEeHO
banner 100-90 6annmoB | 89-75 6annoB 74-60 6amnoB 59-0 6annos
YpoBeHb BBICOKHUI CpenHuii 0a30BBIN HEJIOCTaTOYHbIN
OCBOCHUSA
MIPOBEPSIEMBIX
KOMITETCHIU N
4.3. Pe3yabTarbl NPOMEKYTOYHOH AaTTECTAMH M YPOBHH C(OPMHPOBAHHOCTH
KOMIIeTeH Uil

HpI/I MOABCACHUHN UTOT'OB YUHUTBHIBAKOTCA PE3YJIbTATHI TOJIBKO HpOMe)KYTOLIHOfI aTTCCTAallMM:

0-59 GayoB — HEYIOBIETBOPUTEIIHEHO/HE3aYTCHO;
60-74 6amnoB — yIOBIETBOPUTEIIBHO/3a4TEHO;
75-89 6amIoB — XOPOIIO/3a4TECHO;

90-100 6aJJTOB — OTIAUYHO/3aYTEHO;

Oco0OeHHOCTH MPOBEACHUN MPOIICAYPhl OIICHUBAHUS PE3YJIbTaTOB 00ydYEHUS WHBAJIUIOB H
JUI] C OrPAaHUYCHHBIMH BO3MOXKHOCTSMH 3JI0pPOBbsS O0O3HA4YeHBI B paboueil mporpamme
JUCIUTUTAHBI (MOITYJIS ).

YpoBHU cHOPMUPOBAHHOCTH KOMIIETEHIMN ONpPEAEISAEeTCs CIEAYIOINUM 00pa3oM:
I. Bricokuii ypoBeHb C(HOPMHPOBAHHOCTH KOMIIETCHLUH COOTBETCTBYET OILICHKE OT-

JIMYHO:
- npearnonaraetT GopMUPOBaHNE KOMIIETCHIINI Ha BBICOKOM YPOBHE;

- 3HaHHUC TCOPECTUUYCCKUX Pa3aciIOB 1/13yqaeM0171 AUCHOUIINIMHBI Ha YPOBHC HE HWXC
OLICHKH OTJIMYHO,
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- CTYJICHT YMEET MPUMEHITh Ha MPAKTUKE 3HAHMS, TOJYyUYCHHBIE B paMKaX H3y4CHHs
JMCIUILINHEI

- (bOpMHPYIOTCS HaBBIKA HCTIOJIB30BAaHUS TEOPETHUECKUX W MPAKTHUUECKUX Pa3/IeiioB
JTVCHIUTUTAHBI JIJIs1 PEIICHUS 3a7a49 TPo(eCCHOHAIBHON AeTEIbHOCTH;

2. Cpennuii ypoBE€Hb COOTBETCTBYET OLIEHKE XOPOIIO:

- npesnonaraetT (GoOpMUPOBaHNE KOMIICTCHIIMN HA CPEIHEM YPOBHE;

- 3HaHUE TEOPETUYECKUX pa3/Ie]OB M3ydaeMOW IUCUUILIMHBI Ha YpPOBHE HE HUKE
OIICHKH XOPOIIIO;

- CTYICHT YMEET MPUMEHSITh 3HAHUS, TIOJyUYCHHBIE B paMKaX W3YUYEHUS JTUCITUTUIHHEI,

JUI pelIeHMs 3a1a4 Mpo(eCcCUOHAIBHON eI TeIbHOCTH;
3. ba30BbIil ypOBEHb COOTBETCTBYET OLIEHKE YIOBIETBOPUTEIBHO:

- npeanonaraet GopMUpoOBaHUE KOMIETEHIMI Ha 0a30BOM YPOBHE;
- 3HAaHUE TEOPETHUYECKUX PAa3JeOB HM3y4aeMOM IUCLMIUIMHBI Ha YPOBHE HE HIDKE

OLIEHKHU YZIOBJIETBOPHUTEIBHO;
4. HenocraTouHblil ypoBeHb COOTBETCTBYET OLIEHKE HEY/IOBJIETBOPUTEIHHO.
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