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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
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«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pabouas nporpamma nucuumnuasl TecTHpoBaHIE KOMIBIOTEPHBIX CUCTEM HA IPOHUKHOBEHHSA'' MO HANPABICHUIO
noxaroroBk (creuansrocty) 10.05.01 "KommnbrotepHast 6e30macHOCTh' HAaPaBICHHOCTH (PODIIIIO) CHeHaTH3aHs cTp. 2
N 1 "Anamus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Uen'Y»

Conep:xanue

1. [len OCBOEHUSI AUCITUTIIIUHBI

2. Mecto muctmmuinabl B ctpykType OITOIT

3. Komnerenmuu obyyarorierocs, GopMupyeMble B pe3yiabTaTe OCBOCHHUS UCIUILTAHBI
(Momyst)

4. O0beM JUCIHUILIAHBI (MOJTYJIS)

5. CtpykTypa U cofiepKaHie AUCIUTUIAHBI (MOTYJIs)

6. ®oH11 OIIEHOUHBIX CPEACTB

6.1. IlepeueHb BUIOB OLICHOYHBIX CPE/ICTB

6.2. TunoBbie KOHTPOJIBHBIC 3aJaHUS U HHBIC MAaTEePUAJIbI JJI TEKYIIEH aTTecTalluu
6.3. TunoBble KOHTPOJILHBIE BOIIPOCHI U 3a/IaHUS JJIs1 TPOMEKYTOUHOM aTTeCTaIlH

6.4. Kputepun onieHuBaHus

7. YdeOHO-MeToInIecKoe U HHPOPMAITMOHHOE 00CCIICUeHUE TUCITUTUTHHBI (MOTYJIs)
7.1. PexomeHayemas nureparypa

7.2. Ilepeuenp pecypcoB HHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn ""MHTepHeT"
7.3. Ilepedenp HHPOPMAITMOHHBIX TEXHOIOTHIA

8. MaTepuraabHO-TEXHHYECKOE 00€CIIeUYeHUE TUCITUTUTMHBI (MOTYJIs)

9. Meroanyeckue yka3zaHust ist 00y4JarOIMXCs 0 OCBOCHUIO AUCIUTUTHHBI (MOYJIS)
10. CriennanpHbIe YCIOBHS OCBOCHHUSI TUCIUILTAHBI O0YUYaIOMIUMHUCS C HHBATUIHOCTBIO U
OTPaHUYECHHBIMH BO3MOKHOCTSIMH 3/I0POBBS
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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pabouas nporpamma nucuumnuasl TecTHpoBaHIE KOMIBIOTEPHBIX CUCTEM HA IPOHUKHOBEHHSA'' MO HANPABICHUIO
noxaroroBk (crenuansroctr) 10.05.01 "KommbroTepHas 6€30MacHOCTD' HAaPaBIeHHOCTH (IPO(HIIIO) CreIHAH3aIUs ctp. 3
N 1 "Anammus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Yen'Y»

1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

HCJ'IL npernogaBaHus JUCIHUIIINHBI — (1)OpMI/Ip0BaHI/Ie Yy CTYACHTOB KOMHCTCHHHﬁ, HCO6XO,£[I/IMI>IX JUISL IpOBEACHUA TECTUPOBAHUA
KOMITBIOTCPHBIX CUCTEM Ha IIPOHUKHOBCHUE.

3agadell IUCHUIUIMHBI ABIsIeTCS GOPMUPOBAHKE Y CTYACHTOB 3HAHHUH O MPUHLHUIIAX U aITOPUTMaX MPOBEICHUS TECTUPOBAHUS
KOMITBIOTEPHBIX CUCTEM Ha MPOHUKHOBEHHUE, (POPMUPOBAHHUS IPAKTHYECKUX HABBIKOB HUCCIIEIOBAHUS 3alUILIEHHOCTH
UH()OPMALIOHHO-KOMMYHHKAIIHOHHBIX CHCTEM, BBISIBIICHHS yrpo3 HH)OPMAIMOHHOH 6€30I1acCHOCTH U BBIPAO0TKE pEKOMEHAAINH 110
UX JIOKQJIN3AIHH.

Pe3yHbTaTBI O6y‘-IeHI/IH 110 JUCLHUIUIMHE HAIIPaBJICHBI HA JTOCTHM)KCHUE MHIUKATOPOB!

ITK-2.1. ObnaaeT 3HAHUSAMH O MIPUHIAIIAX TOCTPOCHHUS CHCTEM OOHAPYKCHUSI KOMITBIOTEPHBIX aTaK; O METOAaX 00pabOTKH JaHHBIX
MOHHTOPHHTA 0€30aCHOCTH KOMITBIOTEPHBIX CHCTEM H CeTeil; 0 MOpAAKEe CO3MaHUs U CTPYKTypa OTHUETa, CO3aBaeMOTO I10
pe3yspTaTaM IPOBEPOK; O crocodax oOHapyKeHUs U HeUTpalu3aliy IOCIEeICTBUM BTOPKEHUH B KOMIIBIOTEPHbIE CUCTEMBI; O
HOPMATHBHBIX PABOBBIX aKTaX B 00JIACTH 3aMIUTH HH(GOPMAINH; O PYKOBOIAIINX W METOINIECKNX JOKYMEHTaX YIIOITHOMOYEHHBIX
(enepanbHBIX OPraHOB UCIIOIHUTEIBHON BIACTH 110 3alUTe HHGOPMaLUY.

I1K-2.2. leMoHCTpUpyeT yMeHHUs: (opMann30BbIBaTh 33a41y YIPABICHUs 0€3011aCHOCTBIO KOMIIBIOTEPHBIX CUCTEM; IPUMEHSATh
HMHCTpYMEHTAJIbHBIE CPEJCTBA IPOBEJEHUSI MOHUTOPHHTA 3aLIUIIEHHOCTH KOMIBIOTEPHBIX CUCTEM; [IpUMEHATh MEeTOIbI aHAIK3a
3aIIUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM U CeTeH; CTPYKTYypUPOBATh AHATUTUYECKYIO HHPOPMALIUIO IS BKIFOUCHUS B OTYET.

ITK-2.3. imMeeT npakTHIECKHiA OTBIT (HABBIKH): BBIMOJHEHHE aHANIN3a 3aIIUIIEHHOCTH KOMIBIOTEPHBIX CHCTEM C HCIOIb30BaHHEM
CKaHepoB 0E30ITaCHOCTH; BHIIIOJHEHNE aHAJI3a 3AIHIICHHOCTH CETEBBIX CEPBHUCOB C UCIIOJIF30BAaHHEM CPENICTB aBTOMAaTHIECKOTO
pearupoBaHus Ha TIONBITKH HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K pecypcaM KOMIIbIOTEPHBIX CUCTEM U CETEH; COCTaBJIEHHE OTYETOB I10
pe3yabpTaTaM MpoBEepOK.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OIIOII

Ik (pazmen) OITOIT: b1.B.01

2.1 TpeGoBaHus K NpeJBapUTeIbHOI NOAT0TOBKE 00y4aIOLIErocs:

Wndopmaruka

Mopenu 6e301aCHOCTH KOMITBIOTEPHBIX CUCTEM

Anrebpa

AHHapaTHLIe CpeacCTBa BBIYMCITUTEILHONW TEXHUKHU

Mertobl TporpaMMHpOBaHUS

KOMHLIOTepHLIe CETH

3amuTa NporpaMM U AaHHBIX

3amyra B ONEeparMOHHBIX CUCTEMAaX

BecnipoBoanbie cetn

2.2 INCUMIITMHBI M MPAKTHKH, IJ151 KOTOPHIX OCBOEHHE TAHHON TUCHHILIMHBI (MOIYJIsI) HEOOX0AMMO KaK MpeIIlecTBYLIee:

IloaroroBka k ciade v ciada rocyJapCTBEHHOI'O SK3aMCHa

[ToaroroBka K mporeaype 3aiyThl U 3alIUTa BEITYCKHON KBATU(MUKAIIMOHHOW paboOThI

3. KOMIIETEHIINY OBYYAIOIIETOCSI, ®°OPMHUPYEMBIE B PE3YJIbTATE OCBOEHUSI ANCLIUIIAHBI
(MOJTYJIST)

TIK-2: Cnocoben NMPOBOIUTH MOHUTOPHUHT 3AIMUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM

3HaTh.

— 3Tamnbl IPOBEACHUS TECTUPOBAaHHU KOMIIBIOTEPHBIX CUCTEM HAa NPOHUKHOBEHUE;

— TEOPETUYECKUE OCHOBBI KOMITBIOTEPHBIX aTaK, MOJEIMPYEMBIX B paMKaXx IIPOBEIEHH dKCIIEPUMEHTOB I10 TPOHUKHOBEHHIO B
KOMIIBIOTEPHBIE CHCTEMBI,

— NIPUHIOUIBI Pa0OTHI CKAaHEPOB OE30IIACHOCTH U METOAUKY IIPOBEPKH MOTYIaEMbIX UMH CBEICHHH;

— NpaBHJIa JOKYMEHTUPOBAHUS M TOCTPOEHUSI OTYETOB IO PE3YJIHTATaM IIPOBOJAHUMBIX TECTOB HA IIPOHUKHOBEHHE.

YMmern.

— HCTIOJIb30BaTh CKaHEePhl MHPOPMAIIMOHHOH 0€30IIaCHOCTH U MIPOBOJNUTH OLEHKY, OTYYaeMBIX UMU CBEACHHH;
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KOMIIBIOTEPHBIX CUCTEM,

MIPOTOKOJIOB, IPUMEHAEMBIX JJIS 3alMThI KOMIIBIOTCPHBIX CUCTEM,

— MOACIUPOBATHL COBPEMCHHBIC KOMIIBIOTEPHBIC aTaKH, MPEACTABIIAIOINE aKTYaJIbHBIC YIPO3bI HH(i)OpM&L[HOHHOIZ 0€30IacHOCTH JJIsL

— IETEKTHPOBATh CPECTBA OOHAPYKEHHUST KOMITBIOTEPHBIX BTOPIKCHUH U MPEIOTBPAIleHUs yTedeK HHHOpMAIIHY;
— HCIob30Bath npreMsl 00xoxa IDS, IPS, DLP-cucteM, aHTHBHPYCHOTO IPOTPaMMHOT0O 00eCeUeHHs U KpUNTorpadguyeckux

— IpOBOAUTH OLCHKY KOH(I)I/IpraIlI/II/I CpEACTB 3allIUThI I/IH(i)OpMaIlI/II/I U 1aBaTb pCKOMCHAAIUH 110 €€ KOPPEKTUPOBKE.

Baagers:

pe3yinbTaTaM COOTBETCTBYIOIIUX OTYETOB.

— NPAKTUYCCKUMU HaBbIKaMH IIPOBCACHUA TCCTUPOBAHUA KOMIIBIOTCPHBIX CUCTEM HAa MPOHUKHOBECHUE U IIOATOTOBKH I10 X

B pe3yabTaTe OCBOCHUA TUCHUIJIMHBI 06ylla|01um”10ﬂ HOJIZKEH

3.1|3narth:

3.1.1|- coBpeMeHHbIC POCCUHCKUE U MEKAYHAPOIHBIC CTAHIAPTHI B 00JacTH HHPOPMALIMOHHOW 0€30T1aCHOCTH;

3.1.2|—- sramsl IMPOBEACHUS TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha MIPOHUKHOBCHUE.

3.2|Ymern:

3a[UIIEHHOCTH;

3.2.1|- MPUMCHATH METOBI BBIABJIICHUA yﬂSBI/IMOCTeﬁ I/IH(i)OpMaLII/IOHHLIX CHUCTEM U IPOBOAUTH OLICHKY PIH(bOpMaL[PIOHHOﬁ

0e30IacHOCTH JJ1 KOMIIBYIOTCPHBIX CUCTEM,

3.2.2|- MozmenupoBaTh COBpEMEHHBIE KOMITBIOTEPHBIE aTaKH, IPEACTABIIONINE aKTyaIbHbIE YIPO3bl HH)OPMAIIHOHHON

3.2.3|— neTekTUpoBaTh CPeCTBA OOHAPYKEHUS KOMIBIOTEPHBIX BTOPXKEHUH U NPEIOTBPALICHNs yTeuek HHPOpMaIUH.

3.3|Baanern:

HX pe3yjibTaTaM COOTBECTCTBYIOIIUX OTUCTOB.

3.3.1]- IMPAKTUYCCKUMH HaBbIKaAMU ITPOBCIACHUA TECTUPOBAHNUA KOMIBIOTCPHBIX CUCTEM HAa IPOHUKHOBCHUE U ITIOATOTOBKH ITO

4. OBPBEM JUCHUIIJIMHBI (MOAYJIS)

O6uwas TpyaoeMKoCTb

53ET

4acoB Ha KOHTPOJIb 27

KOHTaKTHas pabota: 79

Yacos o yueOHOMY any : 180 Buyibl KOHTPOJIS B ceMecTpax:
B TOM 4YMCIIC :

ayTUTOpHBIC 3aHsThsA . 68 9K3aMeHbI 9

caMmocTosiTenbHas pabora : 74

HKP: 11
5. CTPYKTYPA U COAEPKAHUE JUCIHUIIJIUHBI (MOIYJIS)
Kon HanmeHoBaHue pa3ieioB u TeM /BUJ 3aHATHs/ Cemectp | Yacos Jlutepatypa
| saHaTHS [ Kvoe
Pa3nen 1. 1. MeToauka npoBeieHUsI TECTHPOBAHMUS KOMIBIOTEPHBIX
cucTeM
11 OO0u11e NOHATHSA TECTUPOBAHUS KOMITBIOTEPHBIX CHCTEM Ha IIPOHUKHOBEHUE 9 2 JI1.1J11.2J12.1 J12.2
[JTex/ J12.3
1.2 IIpaBoBoe perynupoBaHue TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha 9 2 J11.2]12.1 J12.2
npoHukHoBenue /JIex/
1.3 OCHOBBI IPOBEJICHUS TECTUPOBAHUS KOMIIBIOTEPHBIX CHCTEM. 9 12 JI1.2J12.1 J12.2
IIpopabotka nexunoHHOrO Marepuana. /Cp/
Paznen 2. 2. Coop unpopmanun
2.1  |llonstue u Ha3HaueHnue «Open source intelligence». /Jlex/ 9 2 J11.2J12.1 J12.2
2.2 Meranannbie  /Jlex/ 9 2 J11.2J12.1 J12.2
2.3 C6op nH(MOpMALK B OTKPHITHIX TEJICKOMMYHHKAIIMOHHBIX ceTsX /J1ab/ 9 4 J11.2J12.1 J12.2
2.4 CkaHHpOBaHHE KOMITbIOTEPHBIX cucteM /J1ab/ 9 2 J11.2]12.1 J12.2
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N 1 "Anamus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Uen'Y»
2.5 Coop napopmamyn. OSINT. KonkypeHTHas pa3Beska. 9 12 J11.2J12.1 J12.2
ITpopaboTKa TEKIHOHHOTO MaTepuana. 3aKperyieHHe IPaKTHIeCKOro
matepuana. /Cp/
Pa3znen 3. 3. CkaHupoBaHHe KOMNbIOTEPHBIX CHCTEM
31 MeTo/1bI CKAHUPOBAHHSI CETEBBIX TTOPTOB /JIex/ 9 4 J11.2J12.1 J12.2
3.2 O0xo0x cpeAcTB 0OHAPYKEHUS BTOPKEHUH IPH CKAHUPOBAaHUU CETEBBIX IIOPTOB 9 2 J11.2J712.1 J12.2
[JTex/
3.3 Hcnonb3oBanue OMOIHMOTEKH "SCAPY" IS IPOBEICHUS Pa3IMYHBIX BUIOB 9 4 JI1.2712.1 J12.2
CKaHMPOBAHMs CETEBBIX MOPTOB. /J1ab/
3.4 CkanupoBanue koMnbroTepHbIX cucteM. NMAP. OpenVAS. 9 12 J11.2J12.1 J12.2
ITpopaboTKa JTEKIHOHHOTO MaTepuana. 3aKperyieHHe IPaKTHIEeCKOTo
Mmarepuana. /Cp/
Pa3znen 4. 4. DxenayaTanus ysi3BUMOCTel MPOrpaMMHOI0 odecrieyeHust
41 OorienoctymnHbie 0a3bl IKCIUTONTOB /JIek/ 9 2 JI11.2J12.1 J12.2
4.2 Metasploit Framework /JTex/ 9 2 J11.2J12.1 J12.2
4.3 O0X011 ¥ TECTUPOBAHUE CPENICTB AHTUBUPYCHOMU 3anuThl /JIek/ 9 2 JI1.2J12.1 J12.2
4.4  |Mcnons3oBaHue nporpaMmHoro obecreuenus «Metasploit Framework» /JTa6/ 9 2 J11.2J12.1 J12.2
45 Hcnonp3oBanne JOMONHUTENBHBIX Moyteit «Metasploit Framework» /J1a6/ 9 2 J11.2J12.1 J12.2
4.6 DKcIuyaTamus ya3BUMOCTeH mporpaMMHoro obecreuenus. Metasploit 9 12 JI1.2J12.1 J12.2
Framework.
TIpopaboTka JEKIHOHHOTO MaTepHana. 3aKperieHHe MPaKTUIeCKOro
marepuaia. /Cp/
Pa3nen 5. 5. IlpoBenenne 3IKCNepUMEHTOB MO OlleHKeE 3aIUIIIEHHOCTH
BBIYHCIUTEILHBIX CHCTEM.
5.1 Knaccudukanus ceTeBbIX KOMIIBIOTEPHBIX aTak. /JIek/ 9 2 JI1.2J12.1 J12.2
5.2 VSI3BUMOCTH CETEBBIX MPOTOKOJIOB. /JIek/ 9 2 JI1.2J12.1 J12.2
5.3 ARP-cny¢wunr. IP-ciydunr. /Jlex/ 9 2 JI1.2J12.1 J12.2
5.4  |TlomaBnenne DHCP-cepsepa. /JTek/ 9 2 J11.2J12.1 J12.2
55 DNS-crrydunr. Strip SSL. /JTex/ 9 2 J11.2J12.1 J12.2
5.6 TpocaymuBanue 1 MoaupuKanus cereBoro Tpaduka. /J1ad/ 9 3 JI1.2J12.1 J12.2
5.7 Tlonasnenue B cetu DHCP-cepBepa. /J1ab/ 9 3 J11.2J12.1 J12.2
5.8 ATaka Ha KIIHeHTCKoe npuoxenwe /J1a6/ 9 2 JI1.2J12.1 J12.2
5.9 ArTaka «stripssl» ma mporoxon HTTPS /JTa6/ 9 2 J11.2J12.1 J12.2
5.10 |Awuanu3s cereBoro Tpaduka nporpammoii Intercepter-NG /J1a6/ 9 2 JI1.2J12.1 J12.2
5.11 |Araka Ha GecripoBoaHYO ceTb /JTab/ 9 2 J11.2J12.1 J12.2
5.12 |TectupoBaHue CPEICTB AHTUBUPYCHOM 3aIUTHI. 9 12 JI1.2J12.1 J12.2
IIpopadoTka JEeKLHOHHOTO MaTepHuana. 3aKpeIUICHUe MPAaKTHIECKOro
marepuana. /Cp/
Pa3znen 6. 6. OueHka 3alMIIEHHOCTH KOMIBIOTEPHBIX CHCTEM, BLIPA0OTKA
pexoMeHanuin
6.1 OreHka 3alUIEHHOCTH KOMITBIOTEPHBIX CHCTEM, BBIPA00OTKa peKOMEH/TaIni. 9 4 J11.2J12.1 J12.2
[JTex/
6.2 OT4eT 0 MpoBeIEHUH TECTUPOBAHMS KOMITBIOTEPHON CUCTEMBI Ha 9 6 JI1.2J12.1 J12.2
npoHukHoBeHue /J1a6/
6.3 CereBbie KomIbroTepHBIC ataku. /Cp/ 9 6 J11.2J12.1 J12.2
6.4 O1ieHKa 3alIMIIEHHOCTH KOMITBIOTEPHBIX CUCTEM, BBIPA0OTKA PEKOMEHIAIMN 9 8 JI1.2J12.1 J12.2
/Cp/
Paznen 7. UKP
7.1 Muas koHTaKkTHas paboTa: MHIUBHUyaIbHbIE KOHCYJIbTALUH, TEKYIHHA 9 11

KOHTPOJIb. /UKP/
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cTp. 6

6. ®OHJ OIIEHOYHBIX CPEJICTB

6.1. IlepedeHs BH/IOB OIEHOYHBIX CPEICTB

YcTHBIl ompoc.

JlaboparopHas pabora.
CamocrosiTenpHas pabora.

IepedeHs BOIPOCOB K IK3aMEHY.

6.2. TunoBbIe KOHTPOJbHbIC 3aJaHUA U UHbIC MaTePHUaAJIbI 1JIs1 TEKyHleﬁ aTTreCTaluu

BOHpOCI)I JUIsL YCTHOT'O ompoca JJisd TeKyIJ.IefI aTTeCTalunu

1. Dramsl TeCTHPOBaHUS KOMITBIOTEPHBIX CHCTEM HA IPOHUKHOBEHHE.

2. Bugp! 1 K1accU(pUKAIINKA TECTUPOBAHMIA KOMIBIOTEPHBIX CUCTEM HAa MPOHUKHOBEHHE.
3. Black box, White box, Black hat, White hat.

4. TIoHsITHE 3TUYHOTO B3JIOMA.

5. IIpaBoBbIe OCHOBBI MPOBEJCHUS TECTa Ha IPOHHUKHOBEHHE.

6. [TousiTre u Ha3Hauenue «Open source intelligence».

7. Lo-tech OSINT.

8. Hi-tech OSINT.

9. O01ee noHsATHE QPYTIPHHTHHTA.

10. TIpunnunel Texuomoruu «google hacking database».

11. Meroas! aHaIM3a METAJAHHBIX.

12. Meroap! CKaHUPOBAHUS IOPTOB.

13. SYN-ckanupoBaHue.

14. ACK-cxaHupoBaHue.

15. XMAS-ckaHupoBaHue.

16. FIN-cxanupoBanue.

17. UDP-ckanupoBaHnmue.

18. Window-ckanupoBaHue.

19. Cnoco0bl naeHTH(OUKAINH TPIIOKEHHH, IETEKTUPOBAHIE YI3BUMOCTEM.
20. Anroput™mbl GYHKIIMOHUPOBAHHS AaHTHBHPYCHBIX CPENCTB.

21. TIlpoaxTuBHas 3aluTa.

22. PeakTHBHAs 3aI0UTA.

23. Buptyanuzauus oKpy>KeHUsl.

24, Dwmynsums Koja.

25. TlomuMopdHBI MPOrpaMMHBII KOJI.

26. MetamMopdHBIi TPOrpaMMHBIH KOJI.

27. IludposaHue NporpaMMHOro Koza.

28. Mertonsl 00X0a CPEICTB aHTHBUPYCHOM 3aIlIUTHI, CETEBBIX SKPaHOB, CUCTEM OOHAPYKEHUH BTOPKESHUH.
29. DKCIUIOWT.

30. Kiaccugukalys KOMIBIOTEPHBIX aTak.

31. CereBble aTaky Ha KaHAJIBHBIN ypoBEHb cTeka mpoTokosioB TCP/IP.
32. CereBble aTaky Ha CETEBOM YpOBEHB cTeka mpoTokooB TCP/IP.

33. CereBble aTaku Ha TPAHCIIOPTHBIH YPOBEHB CTEKa MpoTOKonoB TCP/IP.
34. Araxu Ha IPOTOKOJIBI MaPLIPYTU3AIHNH.

35. Iporoxon DHCP.

36. Hcromenne DHCP-cepBepa.

37. DNS.

38. DNS-cnydumr.

39. Iltopm noxueix DNS-3ampocos.

40. MeToABI ENEBOrO BHEAPECHUS CIIEIHAIBHOTO IPOrPaMMHOTO 00ECTICUEHHSI.
41. Araxka Strip-SSL.

42. Mexannsm 3ammutel HSTS.

43. HSTS cnydumr.

44. Anroputm pabotsr WPA2.

45. Araxka neayrentudukannun WPA2.

46. JlokymeHTaIbHOEe 0(pOpMIICHHE TeCTa Ha TPOHUKHOBEHUE

ITepeyeHb CaMOCTOSITENBHBIX PA0OT
1. Pa3paboTka ceTeBoro ckaHepa.
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2. Ucnons3osanue texuoaoruu OSINT B OTKPBITHIX TCJICKOMMYHUKAIUOHHBIX CETAX.

ITepeuens 1abOpaTOpHBIX PabOT

. C6op nHbOpPMAINH B OTKPHITBHIX TEIEKOMMYHHKAIMOHHBIX CETSX.

. Ucnonb3oBanue Oubnuorexu "scapy” [uis NpoBeeHNs pa3IMYHbIX BUIOB CKAHUPOBAHHUS CETEBBIX ITOPTOB.
. Ucrosnp3oBanue mporpamMmmuoro obecreuenns «Metasploit Framework».
Hcnosp30BaHre JONOMHUTEIBHBIX MOayJIeit «Metasploit Framework».
[IpocnymuBanue 1 MOAU(MUKAIUS CETEBOTO TpaduKa.

ITonasnenue B cetn DHCP-ceprepa.

. Ataka Ha KIIMEHTCKOE IPHIIOKEHHE.

. Araxka «stripssl» va nporokox HTTPS.

. AHanmu3 ceteBoro Tpaduka nporpammoii Intercepter-NG.

10. Araxa Ha OeclIpOBOAHYIO CETb.

11. Otuer o NIPOBENCHNHU TECTUPOBAHUS KOMITBIOTEPHON CHCTEMBI Ha TPOHUKHOBEHUE.

©CONOoOUsWNRE

ITosHbIe TEKCTHI TabOPATOPHBIX PabOT ¥ 3a1aHMsI BBITOKCHBI HA CETEBOM JIHCKe Kahenphl KOMIBIOTEPHON 6e30MacHOCTH U
npukiagHoi anreopsr DC1\doc\.

6.3. TunoBbIe KOHTPOJBbHbIC BOIPOCHI M 3aIaHUA JIAA HpOMeﬂCyTO‘lHOﬁ arrecranuu

[IepeueHs BOIPOCOB K HK3aMEHY

. DTamsl TECTUPOBAHMS KOMIBIOTEPHBIX CHCTEM Ha MPOHHUKHOBEHHE.

. Bune! 1 knaccuukanuy TeCTUPOBaHUH KOMIIBIOTEPHBIX CUCTEM Ha IPOHUKHOBEHHUE.
. Black box, White box, Black hat, White hat.

. [ToHsiTHE 3TUYHOTO B3JIOMA.

. [IpaBOBBIE OCHOBBI IIPOBE/ICHHUS TECTA HA MPOHUKHOBEHUE.

. [Tonsitue u nasnauenue «Open source intelligence».

. Obmiee nousaTHE QYTHPUHTHUHTA.

. Ipunrrmsr Texunonoruu «google hacking database».

. MeTonb! aHanu3a MeTagaHHBIX.

0. Metoxsl CKAaHUPOBAHUS ITOPTOB.

1. Cnoco6b! uaeHTHGUKALMY TPUI0KEHUH, JETEKTUPOBAHHUE YS3BUMOCTEH.
12. Anroput™bl GYHKIMOHHPOBAHHUS aHTUBUPYCHBIX CPEICTB.

13. Meroas! 00x0/1a CpeaCcTB aHTUBHPYCHOM 3aILIUTHI, CETEBLIX YKPAHOB, CUCTEM OOHApYXKEHUH BTOP KEHUH.
14. OOmias cxemMa MPUMEHEHUS IKCILIOHNTA.

15. Knaccudukanust KOMIBIOTEPHBIX aTak.

16. CereBble aTaku Ha KaHAJIBHBIN YPOBEHD cTeKa mpoTtokosnos TCP/IP.

17. CereBble aTaku Ha CeTEBOIT ypoBeHb cTeka npotokonos TCP/IP.

18. CereBble aTaku Ha TPAHCIIOPTHEIM YPOBEHB cTeka mpoTokoioB TCP/IP.

19. Ataku Ha IPOTOKOJIBI MapIIPyTU3ALUY.

20. VYsazsumoctu DHCP-nmpoTokona.

21. Araxu Ha ciyx0y DNS.

22. Metopl IeNeBOro BHEIPEHHS CIIEIAAIBFHOTO POrPaMMHOTO 00ecTieueHus].
23. Araka Strip-SSL.

24. JlokymeHTanpHOE opopMIIeHHE TeCTa HA IPOHUKHOBEHHUE.

PP OO0O~NOOUOITE, WN B

6.4. Kputepuu oneHUBaHUS

[Topsnox mpoBeaeHNs IPOMEKYTOUHOM aTTeCTAlluU

B Teuenne cemecTpa CTYJEHT JOJKEH BBIIOJIHUTH OJIMHHAIATH J1Ja00OPAaTOPHBIX paboT, KaXJast U3 KOTOPBIX OLICHUBAeTCs B 5 OaioB.
MaxkcuManbHbIi 0ast 3a 1abopatopHyro paboty — 5 Gayuios.

MaxkcumanbHblii 6asut 3a 1abopaTtopHble paboThl B cemecTpe — 55 0anios.

Taxke He0OXOAMMO BBITIOJIHUTH JIBE CAMOCTOSTEIBHBIC PA0OTHI.

MaxkcuManbHbIi 04T 332 CAaMOCTOATENIFHYI0  PaboTy — 5 6asuIoB.

JlomyckoMm 10 MPOBEICHUS DK3aMEHa SIBIISTIOTCS CIAHHBIE CTYIEHTOM J1a00paTOPHBIE U CAMOCTOSTEIIbHBIC pAa0OTHI B TCUCHHE CEMECTPA.
DK3aMeH NMPOBOJMTCS B OJMH JTall, HA KOTOPOM CTYJECHT OTBEUYAET Ha JJBa TEOPETHUECKUX Bompoca. [IporomkurensHocTs — 30 MUHYT.
MaxkcuManbHbIi 04l 32 OTBET Ha TEOPETUYECKUil Bonpoc — 15 Gamnos.

Ceoanas Tabnuna peiiTunra ycrnesaemoctH (8 cemectp)
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Ne HepequL KOHTPOJIBbHBIX Meponpmm/n?l B CEMECTpPEC MakcuMaabHO€e KOJI-BO 0allJIOB

1 JTaGoparopuass pabota Nel-11 11x5=55
2 CamocrosTensHas padbora Ne 1,2 2x5=10
3 IMocemaeMocTs (Bce 3aHSTHS) 5

4 Dx3ameH (TeOpeTHYECKHUii BOIPOC) 2x15=30
HUroro 100

Kputepun oneHnBaHUSA TEOPETHUECKOTO BOIIPOCA

MakcuManbHbIi 6ajibl 32 OTBET Ha TEOPETUUECKUI Bompoc — 15 6amos.

OTtimruno/3autreno/13-15 6amros - CTyaeHTOM JIaH TOJIHBIH, B IOTHYECKOM MMOCIIEA0BATEIFHOCTH Pa3BEPHYTHIN OTBET HA
HOCTaBJICHHBII BOIPOC, B KOTOPOM OH IIPOAEMOHCTPUPOBAJ 3HAHHS IIPEAMETA B IOJTHOM 00beMe y4eOHOM MPOrpaMMEI, JOCTATOYHO
ITyOOKO OCMBICIHBAET JUCIUIIINHY, CAMOCTOSATENBHO, H HCUEPIBIBAIONIE OTBEYAET Ha JOIOIHUTEIBHBIC BOIPOCH], IIPUBOIUT
COOCTBEHHBIC IIPUMEPBI 110 POOIEMaTHKE TOCTABICHHOIO BOIIPOCA.

Xoporo/3aureHo/9-12 6amnos - CTyeHTOM AaH pa3BepHYTHIil OTBET HA MOCTABICHHBIII BOIIPOC, B KOTOPOM CTYJEHT JEMOHCTPHPYET
3HaHMS, IPHOOPETECHHBIC HA JICKIIMOHHBIX U CCMUHAPCKHX 3aHATHSX, a TAKXKE MOJTYYCHHBIC TOCPEICTBOM H3YUCHUS 0053aTeIIbHBIX
y4eOHBIX MaTePHAJIOB 0 Kypcy, JaeT apryMEHTHPOBAaHHBIE OTBETHI, IPUBOAUT IIPUMEPHI, B OTBETE IPUCYTCTBYET JIOTHIHOCTh U
HocJenoBaTensHoCTh. OHAKO JOIyCKAeTCsl HSTOYHOCTh B OTBETE.

V noBneTBOpUTENIEHO/3auTeHO/6-8 Oaiu1oB - CTyIEHTOM JaH OTBET, CBUACTEIBCTBYIONINIT B OCHOBHOM O 3HAHHH IIPOLIECCOB H3Y4aeMOii
JUCIUTIIMHEL, OTIHYAOIIUHACS HeIOCTATOYHON TIIyOMHON 1 MOJTHOTOMH PAacKPBITHS TEMBI, 3HAaHHEM OCHOBHBIX BOIPOCOB TEOPHH, Cl1abo
c(hopMHUPOBAHHBIMU HABBIKAMH aHAJIN3a SIBJICHUH, IPOLIECCOB, HEIOCTATOYHEIM YMEHHUEM JIaBaTh apI'yMEHTHPOBAHHBIC OTBETHI U
HIPUBOJUTH IPUMEPEI, HEIOCTATOYHON JIOTHYHOCTHIO M ITOCIIEI0BAaTEIBHOCTHIO OTBETA.

HeynosnerBopurensHo/He 3auteHo/0-5 0ama - CTyIeHTOM JaH OTBET, KOTOPBIH COJEPIKHUT PS CEPhE3HBIX HETOYHOCTEH,
00HAPYKUBAIOIIHI HE3HAHHE IPOIECCOB M3ydaeMOH IPpeAMETHON 00IACTH, OTINYAIOIINICS HETITyOOKHM PAaCKPBITHEM TEMBI,
HE3HAHHEM OCHOBHBIX BOIIPOCOB TEOPHH, HEC(HOPMHUPOBAHHEIMH HAaBHIKAMH aHAIIM3a SIBJICHHUIT, IIPOLIECCOB, HEYMEHHEM 1aBaTh
apryMEHTHPOBAHHEIE OTBETHI, OTCYTCTBHEM JIOTHIHOCTH U MOCIEA0BAaTENFHOCTH. BEIBOIBI TOBEpXHOCTHBI. CTYIEHT He clocoOeH
OTBETHUTH Ha BOIPOCHI AAKE MPH JTOMOJIHUTENBHBIX HABOIAIINX BOIIPOCAX MPEIoJaBaTels.

Kpurepun onieHkn 1a60paTOpHON paboTHI

MaxkcumManbHbIi 0asut 3a 1abopaTtopHsie padoThI 3a cemecTp — 55 6asoB.

5 GaioB - mabopaTopHasi paboTa BBIITOJHEHA ITOJIHO U MPABHIBLHO B COOTBETCTBUU C 33/IaHUEM, BBIBOJI CIIEJIaH CAMOCTOSTENBHO,
TEXHUYECKH MPaBUILHBIM SI3BIKOM, TAHBI BEPHBIE OTBETH Ha KOHTPOJIGHBIE BOIIPOCHI, 110 33aHHI0 TPETIojaBaTels
IIPOICMOHCTPUPOBAHBI JJOTOJIHUTENLHbBIE ICHCTBUS B pAMKaX TEMAaTUKH paboThI,

4 Ganna — maboparopHasi paboTa BBIIIOIHEHA ITOJTHO M IPABUIIEHO B COOTBETCTBHH C 3aIaHHEM, BBIBOJ C/IEJIAH CAMOCTOSTEIBHO,
TCXHUYCCKHU IPABUJIIBHBIM A3BIKOM, JaHbI HE ITOJIHBIC OTBETHI Ha KOHTPOJIbHBIC BOIIPOCHI, IO 3alaHUIO ITPETIOAaBaTCIIA
MIPOJIEMOHCTPUPOBAHEI JOTIOIHUTEIBHBIE IEHCTBHS B PAMKaX TEMAaTHKH padOTHI;

3 bamta — tabopaTopHast paboTa BBIIOJHEHA TIOJIHO U MPABHIIBHO B COOTBETCTBUH C 33JaHUEM, BBIBOJI ClIEJIaH CAMOCTOSTEIBHO,
TEXHUYECKH MPAaBUIILHBIM SI3BIKOM, TAHBI HE TIOJTHBIE OTBETHI HA KOHTPOJIBHBIE BOIIPOCK, TI0 3aJaHHIO IIPETIOJaBaTelsl He
IIPOICMOHCTPUPOBAHBI JJOTIOJHUTENLHBIE ICHCTBUS B pAMKaX TEMAaTUKH paboThI,

2 6ayta — maboparopHas pad0oTa BBITIOJIHEHA MTOJHO U MPAaBHIIBHO B COOTBETCTBHY C 3aJIaHUEM, BHIBOJ HE CIIeNIaH, JTaHbI He TIOJTHBIE
OTBCTBI HAa KOHTPOJIBHBIC BOIIPOCHI, IO 3aJaHUIO MIPETriogaBaTeyIsl HE MPOACMOHCTPUPOBAHBI JOITOJTHUTEIIbHBIC ﬂCﬁCTBHﬂ B paMKax
TEMaTHKH paboTH;

1 ©ayn — Ipu BEINONHEHUH 1a00paTOPHOIl pabOoTh! 00YYAIOIMMCS JOMYIIEHbI CYIIIECTBEHHbIE OMUOKHU 110 COAEPKAHUIO yueOHOTO
Marepuana, paboTa BEIOJHEHA C HAPYIICHUEM, TOMYIIeHBI rpyOble OMIMOKH, Ha KOHTPOJILHBIE BOIIPOCHI JaHbI HE BEPHBIE OTBETHI.
0 6anoB — He BBINOIHEHA JabopaTopHas padora.

Kpurepuu orieHKH caMOCTOSATEIbHON paboThI

MakcuManbHbIH 6aiu 3a caMOCTOsATENbHBIE Pa0dOTHI 3a cemecTp —10 GaoB.

5 6anyoB — caMocTOsATebHAs PAd0Ta BBHIIIOJIIHEHA [IOJTHO U IIPABHIIBHO B COOTBETCTBHH C 3aJJaHUEM, BBIBOJ CHEJIAH CAMOCTOSTEINIBHO,
TEXHUYECKH MPABWILHBIM S3bIKOM, JaHbl BEPHBIE OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI, 110 3aIaHHIO MIPENoJaBaTes
IIPOJIEMOHCTPUPOBAHbI AOMOIHUTEIbHBIC IEHCTBUS B paMKaX TEMAaTHKH pabOTHI;

4 Gayuta — caMoCTOsITebHAs pa00Ta BHINOJIHEHA TIOJIHO U IPaBUJIBHO B COOTBETCTBUY C 33/IaHUEM, BBIBOJI ClIEJIaH CAMOCTOSATEIIBHO,
TEeXHUYECKH MIPABUILHBIM SI3BIKOM, TaHBI HE TIOJHBIE OTBETHI HA KOHTPOJIBHBIE BOIIPOCH, 10 3aJaHHUIO PEIo1aBaTells
IIPOIEMOHCTPUPOBAHBI JIOMOJIHUTENBHBIE ISHCTBUS B paMKax TeMaTUKU paboThl,

3 Gana — caMocTOsTeNbHas paboTa BBIIOJHEHA MOITHO M MPaBHIBHO B COOTBETCTBUH C 33[JaHUEM, BBIBOJI CIETIaH CAMOCTOSTENBHO,
TEXHUYECKH NPABUILHBIM S3bIKOM, JaHbl HE TIOJIHbBIE OTBETHI HA KOHTPOJIbHBIE BONIPOCH, 110 3aJIaHUI0 IIPENoAaBaTelis He
IIPOJEMOHCTPUPOBAHBI JOMOIHUTEIbHBIC JEHCTBHS B paMKaxX TEMAaTHKH paboTHI;

2 Gayuia — caMOCTOsATeNbHAS Pab0Ta BBITOJHEHA OJHO U IIPaBUIILHO B COOTBETCTBHU C 33J]aHUEM, BBIBOJ] HE C/ICJIaH, TAaHbI HE TIOJTHBIE
OTBETHI Ha KOHTPOJIbHBIE BOIIPOCH], IO 3aJaHUIO IIPENOAABATENs HE IPOAEMOHCTPUPOBAHBI JOIIOJHUTEIbHbIE
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JIEWCTBUS B paMKaX TEMAaTUKH PaOOTEHI;

1 6asn — pH BBIMOJIHEHUN CAMOCTOSITEIIBHOM PabOThl 00YYAOIIMMCS TOTYIIEHBI CYIIECTBEHHBIC OLIMOKH MO COJCPKAHUIO YIeOHOTO
Marepuana, paboTa BHINOJHEHA C HAPYIICHUEM, JOMYIICHBI TPyObIe OMIMOKH, HA KOHTPOJIbHBIC BOTIPOCHI JaHbI HE BEPHBIC OTBETHI.

0 Gay1OB — HE BBIMIOJIHEHA CAMOCTOATENIbHAS paboTa.

IMpu MO/BEICHNM HTOTOB YUMTBIBAIOTCS PE3YJIbTATHI TEKYIIEH arrecTannn. [[oydeHHbIe 38 TEKYIYIO aTTECTAINIO OalIbl
CYMMUPYIOTCSI C 0aJlTaMH, OJyYEHHBIMHU 33 KaXIbIi 3Tall IPU MPOXO0K ICHUH IPOMEKYTOYHON aTTECTaIlUH.

Jlns1 sx3ameHa.

0-59 GannoB — HEeyIOBJIETBOPUTEIBHO (2);

60-74 6aymutoB — YIOBAETBOPUTEIBHHO (3);

75-90 6ayutoB — xoporo (4);

91-100 6amtoB — orsimyHO (5).

7. YYEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIHIEYEHUE JUCHUIIJIMHBI (MOYJIS)
7.1. PexoMeHayeMas JINTepaTypa

7.1.1. OcHoBHas1 IUTEpPaTypa

ABTODBI, COCTABUTEITH 3ariaBue WsnarenscTBo, rox | Pecypc

JI1.1 (lanbrus B. ©. 3amuTa HHGOPMAIUU B KOMIIBIOTEPHBIX CUCTEMAX U CETIX Mocksa : JJMK 3BC
(http://e.lanbook.com/books/element.php? pl1_cid=25&pl1_id=3032) [IIpecc, 2012

JI1.2 |Nmeiinos B. f. WNudopmanmonHas 6e30nacHOCTD U 3auura HHpopManuu: Teopusi 1 (Mocksa, bepiun : 3BC
MpaKTHKa: yaeOHoe mocodue Hupexr-Menna,
(https://biblioclub.ru/index.php?page=book&id=571485) 2020

7.1.2. lono/IHUTe/IbHAS JIMTEpaTypa
ABTOpBI, COCTaBUTEIH 3arnaBue WzparensctBo, ron| Pecypc
J12.1 |llIuddman, Yaiika U. [3amura ot xakepoB. Ananu3s 20 clieHapreB B3lioMa M.: Bunbsimc, 2002

B., Bopucenko A. A.

J12.2 {Mensnukos B. I1., nox |MadopmanonHas 6e30macHOCTh: yueOHUK Mocksa : KHoPyc, 3BC
pen., Kynmpusros A. U. |(https://book.ru/book/932059) 2020

JI2.3 |bapanosa E.K., babam [AkTyaipHble BOIPOCH 3alUThI HHOPMALMU: MOHOTpadus Mockaa : 3BC
A.B. (http://znanium.com/catalog/document?id=375285) Wznarenbckuit

Hentp PMOP, 2021

7.3 Tlepevyennb HHPOPMALUOHHBIX TEXHOJIOTHIi

7.3.1 TIporpammHoe oGecneyeHue

MS Office365
NetBeans
Notepad++
VirtualBox
Ubuntu Linux

7.3.2 IlpodeccnonanbHbie 6a3bl AAHHBIX H HH(POPMAIHMOHHO-CIIPABOYHBIE CHCTEMBI

1. DnekrpoHHsIii KaTanor HayyHoi 6nbnnoTexku Yenl'Y [DnexTporHsIit pecype] : 6a3a nanubix / Yeinsi0. roc. yH-T. — YenmsiOnuck, 1992.

2. Koncynbrant Ilntoc [DnekTpoHHSIi pecypc] : cripaBo4YHO-NpaBoBas cuctema : 6asa faHHbIX / PernoH. neHTp npaBoBoit HHPOPM.
Nudopmmpaso.

3. eLIBRARY.RU [3nexrponHsblii pecypc] : HaydHas 2IeKTpOHHAs OMOIMOTeKa [HayIHOM NepHOIUKH Ha PYCCKOM sI3bIKE |. —
Mockaa, [1999-]. - locTym K moJNHBIM TekcTaM mociie perucrpamuun u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnextpoHHsIii pecypc]: cucTeMa AUCTAHIMOHHOTO 00ydeHwus | [6a3a manubix] / Yenst6. roc. yH-T. — Yensibunck, [6.r.]. —
JHoctyn u3 cetr Yenl'Y wity, mocse perucTpaiyy U3 CeTH yH-Ta, U3 Jr000H TOYKH, UMeLIel goctyn B uHTepHer. — URL:
http://moodle.uio.csu.ru/login/index.php.
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5. Hayunast Gubnuorexa YenstOMHCKOro rocyIapcTBEHHOTO YHUBepcHTeTa [DnekTpoHHsii pecype] : [caiit] / Yens6. roc. yH-T. —
Yensounck, [2001-]. — Pexxum moctyma: http://www.lib.csu.ru/ , cBoboamsIif. — 3ari. ¢ sKpaHa.

6. MHTepHeT yHUBepCcUTET HHOOPMALIMOHHBIX TEXHOJIOT Ui [DneKTpoHHbIH pecypc]. — DnekTpoH. aaH. — Pexum nocrymna !
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIIMHBI (MO Y JIS)

Jlns peanuzanyu AMCUUIUTAHBI HCIIOJIB3YIOTCS YUeOHbIE ayJUTOPUH JUIsl IIPOBEACHUS 3aHATUH JIEKIIMOHHOTO THIIA, 3aHATUI
CEeMHMHApPCKOro TUIIA, TPYNIOBBIX U HHAUBUAYAIbHBIX KOHCYIbTALUH, TEKYIIEr0o KOHTPOJISA U IPOMEKYTOUHOM aTTeCTalllH, a TaKkxkKe
MTOMEIICHHS [UIsSl CAMOCTOSITEIbHOW PabOTHI.

VYueGHble ayANTOPUH YKOMIUIEKTOBAHBI CIIEHHATN3UPOBAHHON MEOETbI0 M TEXHUYECKHMH CPEACTBAMH 00yUIEHUsI: HPOSKTOPOM,
9KpPaHOM, MarHUTHO-MapKEPHOH JOCKOH, MapKepOM; C BOBMOYKHOCTBIO JIEMOHCTPAIMH AJICKTPOHHBIX MPE3CHTAUN IIPU YPOBHE
OCBEILEHHUS, JOCTATOYHOM JUISl pabOTHI ¢ KOHCTIEKTOM.

ILJ'I?[ MpOBCACHUA 3aHATUH JISKIIMOHHOI'O THUIIA UMEETCS JACMOHCTPAlMOHHOC 060pyZ[OBaHI/Ie: IIPOCKTOP, IKpPaH.

JlaGopaTopHBIe 3aHSATHS TPOXOIAT B YUEOHBIX TaOOPATOPHSIX TEXHUUECKHUX CPECTB 3aIlnThl HHpopMaryu i "CeTeBoit monuron" (ay.
421, 423, yueOnslit kopiyc Nel). MaTepHanbHO-TEXHHYECKOE 00ECIIeYCHUE IIPUBEICHO B ACIIOPTaX JlabopaTopuil.

[TomernieHust U1l CAMOCTOSITENBHON PadOTHl 00YYaIOUIMXCsI OCHAIIEHBI KOMITBIOTEPHON TEXHUKOH € MOAKIIIOYEHHEM K CETH
«HTepHeT» U obecrieueHneM J0CTYyIa B JIEKTPOHHYIO0 HHHOPMAIIHOHHO-00pa30BaTENbHYIO CPEy YHUBEPCUTETA.

9. METOANYECKUE YKA3AHUS JJIS1 OBYYAIOLIUXCS IO OCBOEHUIO JUCHUIIIMHBI (MO Y JISI)

IMpu u3yueHuN AaHHOW AUCIUILIMHBI UCHIONB3YIOTCS JIEKLIUOHHBIE, Ta00paTOPHBIE 3aHATUS U caMOCTOsTeNIbHAs padoTa cTyneHTa. Ha
JIEKI[HOHHBIX 3aHATHAX IIPEII0JaBaTellb H3JIaraeT OCHOBHOE COIEpKaHue TeM ImporpaMMsl. [IpopaboTky IeKIIOHHOTO MaTepraia
CTYZEHTY >KeJIaTeIbHO IPOBOJUTH KaK MOCIE KaX/I0T0 3aHATHUS, TaK U [0 3aBEPIICHUIO TEMbL. DTO I103BOJIUT CBSI3aTh BOESJUHO
HOJTy94eHHBIC CBEACHNS U COCTABUTH IETbHYIO KapTHHY.

Ha HaﬁOpaTOprIX 3aHATUAX paCcCMaTPUBAIOTCA METOABI IIPOBECACHUSA TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha MPOHUKHOBCHUE.
Pexomenmyercs mepes KaxXIbIM J1a00paTOPHBIM 3aHATHEM BEIIONHHUTH JOMAIIHEE 3aJaHHE, YTO TTI03BOJIHTH JIydIle YCBOUTD
IpebIAYIUI MaTepuall, ¥ U3y4UTh JIEKHUOHHBII MaTepual 1o npeacrosieil reme. CTyIeHTy KelaTelnbHO MPOsBIIATh AKTUBHOE
ydacTre Ha 1JabOpaTOPHBIX U JISKIMOHHBIX 3aHATHUSX, 331aBaTh BOIIPOCH, TOCKOJIBKY YMEHHE 000CHOBBIBATh CBOIO TOUKY 3PEHHS,
HaXO0XJACHUEC KOMIIPOMHUCCHOI'O PEIICHUSA B 9 TUYCCKH Bbl[lep)KaHHOf/’I JAUCKYCCHUH HE TOJIBKO BaXXHO JJIA JIy4IIEro YCBOCHHA MaTepHralla,
HO W IICHUTCS B peabHON JKH3HHU.

Ba)kHBIM MOMEHTOM NIPU U3Y4EHUU 000 TUCHUILIMHBI IBISETCS OPraHU3alus CaMOCTOSTENbHOM padoThl. IIpu ocBoeHHU
MaTepHalna He clIeayeT CTPEMUTHCS K MEXaHHIECKOMY 3alIOMUHAHHIO IIPUBEACHHBIX OTpeNeeHnH, GopMyIHpOBOK U TOI0XKCHNUH,
ecir TpeOOBaHUS IPSIMO HE YKA3BIBAIOT Ha 3T0. Brionxe 3¢ eKTHBHOI MOXKET 0Ka3aThCs MOTBITKA IIOHATH CYTh SBICHHS, BEIpabOTaTh
CBOE OTHOLIECHNE K HEMY, OIIMPasCh Ha MAaTePUall, COAECPIKAIUICS B PEKOMEHJOBaHHOMU uTeparype. CkazaHHOE OCOOEHHO

3¢ heKTHBHO, KOTa pedb HAET O TAKNX TPeOOBAHUAX, KAK IIOHIMAeT» MM «HMeeT npecTapIeHne». HampoTus, ecian cTyIeHT nMeere
JECJI0 C TpC6OBaHI/ICM K ACATCIIBHOCTU «JOJKCH YMETH», TO PCKOMCHAYCTCA NNOYNPAXKHATHCA B COOTBETCTBYIOIIEM BUIAC ACATCIBHOCTH.
Bce 3T0 mMeeT HeMoCpeACTBEHHOE OTHOMIEHHE K ITOJTOTOBKE K MPAKTUUSCKUM 3aHATHSIM.

B ciyuae npuMeHeHHs PH 00YYESHUH TUCIUAILIMHBI DJIEKTPOHHOTO 00Yy4eHHUs, AMCTAHIIMOHHBIX 00Pa30BaTENbHbBIX TEXHOIOT Ui
obmieHre 00yYaroIUXCsl ¥ IPEToAaBaTelist OCYIIECTBISIETCS B PEKUME PealbHOr0 BpeMeHH (OHIaiiH-eKud (BeOUHApHI), YaThl,
BUJIEO-KOH(EPEHIMHU U JIP.) WM OTIIOKEHHOIO BpeMEHH (CHCTEMa QUCTAaHIIMOHHOTo 00ydyenus Moodle, hopyMmsl, s51eKTpoHHAs ToYTa
u ap.).

BoJIbIIyI0 YacTh BpEMEHH 00YUAOIIUECs CAMOCTOATENLHO PaboTaroOT ¢ y4eOHO-METOMMYECKMMH MaTepuanaMu. CTYAEHTH UMEIOT
BO3MOXKHOCTH KOHCYJIBTUPOBATBCS C TIPEIIOJaBATENIEM I10 BCEM BOIIPOCAM, BOHHUKAIOLIMM B XOJI€ CAMOCTOSITEIbHOM paboThI
MOCPEICTBOM 3JIEKTPOHHOM MOYTHI, MECCCHIKEPOB, COL[MAIIBHBIX CETEH U T.II.

JocTymn 00y4aronerocs K y4eOHbIM PecypcaM B PEXXHME OTII0KEHHOTO BPEMEHH, CAMOCTOSTEIbHOM pabOoThl OCYLIECTBISIETCS Yepe3
ceth MHTEpHET B yJJOOHOM [UISl HETO MECTE, BPEMEHH H TEMIIC.

ITpu o0y4enun Ui ¢ OrpaHUIEHHBIMU BO3MOXKHOCTSIMU 3JI0POBbS DJIEKTPOHHOE 00YyUeHHUE, AUCTAaHIMOHHbBIE 00pa3oBaTeNbHbIE
TEXHOJIOTHH ITPeyCMaTPHBAIOT BO3MOXKHOCTB IIpHeMa-Tiepeiadll HHGOPMAIUU B JOCTYITHEIX I HUX (opMax.

Peanu3anys TUCHMIUTHHBI C TPUMEHEHUEM 3JIEKTPOHHOTO 00YUYCHUS, JUCTAHIMOHHBIX 00pa30BaTebHbIX TeXHOTOrHH (Hanee — D0,
JIOT) ocyruecTBisiercs: Ha OCHOBaHHH «[10JT0XKEHHUsI O pean3ali OCHOBHBIX M JIOMOJHHUTENBHBIX 00pa30BaTeIbHbIX IPOrPamMM ¢
IIPUMEHEHUEM 3JIEKTPOHHOTO 00yUYEeHUsI M TUCTAHIIMOHHBIX 00pa30BaTeNbHBIX TEXHONOTHH B eaepanbHOM roCyAapCTBEHHOM
OFOKETHOM 00pa30BaTEIBEHOM yUpEXKICHHH BEICIIIEro 00pa3oBaHus «UensOMHCKHIT roCyJapCTBEHHBIH yHUBEpcHTeT», «IlomoxeHus
0 MOpsiIKe 3a4eTa 00YYarOIIMMHUCS 10 OCHOBHBIM MPO(ECCHOHANBHBIM 00pa30BaTeIbHBIM
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nporpamMMmam Beiciero oopazoBanus B ®I'BOY BO «Uenl'Y» pe3ynbTaToB OCBOCHUS B OPraHU3AIMSX, OCYILECTBISIOMINX
00pa30BaTeNpHYO ACSITEIBHOCTD, YICOHBIX IPEAMETOB, KypPCOB, IUCUUILTHH (MOIyJI€ii), IPAKTHK, AOMOTHHTEILHBIX
00pa3oBaTeIbHBIX IPOrpaMM» IIOCPEICTBOM 3JIEKTPOHHOI nHpopManuoHHo-006pa3oBarenbHoi cpenpl PITBOY BO «Uenl'V». B
HCKITIOUNTENBHBIX Cydasx (Gopc-Maxop H T.I1.) TP pearn3anny oopa3oBaTenbHOi nesitensHocTh ¢ mpuMenerrem 30, JIOT moryr
MIPUMEHSTH KOMIIOHEHTHI, HE BXO/ISIIUE B MIEpeUeHb 3JIEKTPOHHON HH()OPMALIMOHHO-00pa30BaTeIbHOM Cpepl.

10. CHEIIUAJIBHBIE YCJIOBUS OCBOEHUS JUCIUIIJIMHBI OBYYAIOIIIUMHUCS C UHBAJIMJAHOCTBIO
OI'PAHUYEHHBIMHA BO3MOXHOCTSAMMU 3/10POBbA

OcBoeHUE TUCIMILTHHBI MHBATHIAMH W JIMIIAMH C OTPaHUYCHHBIMI BO3MOXKHOCTSIMH 3/I0POBBS OCYIIECTBISICTCS C UCIIONB30BAaHUEM
CHeLHaTbHBIX TEXHHIECKUX CPEICTB U IoJI0 HHPOPMAMOHHBIX TEXHOJIOTHH, IPpeA0oCcTaBIsieMbIX PecypcHBIM yueOHO-METOANIECKIM
LEHTPOM 110 00YYEHHIO HHBAIUIOB U JIMII C OTPaHUYEHHBIMH BO3MOXHOCTSIMHU 310poBbst Uenl'Y 1o 3ampocy oOydaronierocs.

1. Mo6uibHBIC CTICNUATIBHBIC TEXHUYECKUE CPEICTBA AJIS JIUIL] C HAPYLICHUSIMU 3PSHHUS: IIOPTATHBHBIN KOMIIBIOTEP C BBOJIOM/BBIBOIOM
mpudTom Bpaiiss ¢ curresaropom peun «ElBraile-W14J) G2»; HoyrOyku ¢ mporpammHuoii sxkpartoro goctyrna NVDA; aeKTpoHHbIe
YBEJIMUYUTENH VIS YIAICHHOTO IPOCMOTPA; BUICOYBEINYUTENH IOPTATUBHEIE; TH(IIOIIeep; HU(POBBIE TUKTO(OHBL

2. MoOunpHBIe CrienuanbHble TEXHUUECKHe CPEACTBa Ul JIMI ¢ HAPYLIICHUSMH CIIyXa: CHCTeMa CBOOOJHOTO 3BYKOBOTO HOJIS CO
BCTPOCHHOH coBMecTUMOCTBEI0 ¢ FM-ycrpoiictBamu; paguoxnaccel «CoHer-PCM» ¢ mepemaTYMKoM, 3ayIIHBIM HHIYKTOPOM MU
WHIYKIHNOHHOU TIeTNiel; cucteMa MH(OpMaIoHHas sl cradocibplmamuX nepeHocHass «Mcrtok» A2 co BCTPOSHHBIM IIIEEPOM —
3BYKOBBIM HH(OPMATOPOM; TOKyMEHT-KaMepa; IporpaMMHUpyeMbIe CIIyXOBBIE alapaThl HHIUBHIYaJBHOTO TOJIb30BAHMS.

3. AccuctuBHble WHPOPMAIMOHHBIC TEXHOJIOTHH: MPOTpaMMHOE OOecleYeHHe 3KpaHHOro goctyma ¢ cuHTe3oM peun NVDA,;
HPOTrPaMMBI 3KPaHHOTO YBEIHYCHUS; IIPOrPAaMMBbI PEYEBOT0 CHHTE3a JUIsi KOMIBIOTEPOB M HOYTOYKOB; IIPOTPaMMbl PEYEBOT0 CHHTE3a
JUTS MOOHJTBHBIX YCTPOMCTB; DKpaHHAasl KIIaBUATypa; SKpaHHas JIyTa.

Ilpn HeoOXOAMMOCTH Ui OOYYaroIIMXCs C HApYLICHHWSMU 3pCHMS Ha pabOuMX MecTax Ul IPOBEICHMS NPAKTHYCCKUX WIIH
1abOpaTOPHBIX 3aHATHI YCTaHABIUBAETCS CIENHAIbHOE TporpaMMHOe obecreuenne (mporpamMma pedeBoit Hauramuu NVDA,
pedeBBIe CHHTE3aTOPEI, 9KPaHHBIC JIYIIbI).

B yueOHble aymuTopuu oOecreuMBaeTCsl OCCIPENATCTBEHHBIA JOCTYH S OOYYAIONIMXCS HMHBAIHMIAOB M OOy4arolUXCs C
OIr'paHUYCHHBIMU BO3MOXXHOCTSIMHU 300POBbA. B Ka)KZLOIjI ayauTopuu, rac O6y‘{aI-OTC$I HUHBAJIUAbl W JiMa € OTrpaHU4YCHHBIMH
BO3MOKHOCTSIMH 3I0POBBSI, IPEAYCMATPHBAETCSI COOTBETCTBYIOIIEE KOIMUYECTBO MECT ISl OOYJAIOIIUXCSI ¢ YUE€TOM HapyIIeHUH nx
3JI0POBbSI.

J151st OCBOSHMS AMCIMIUTMHBI HHBAJMIAM U JIUIaM C OTPAaHUYEHHBIMHU BO3MOKHOCTSIMH 30POBbSI IPEIOCTABIISIETCS JOCTYII K IIEYaTHBIM
HCTOYHUKAM, UMEIOLIMMCS B Hay4HOU Oubmmoteke YenlVY, ¢ HOMOLIBIO CHIEHMANIBHBIX TEXHUYECKUX CPECTB; AOCTYII K 3JICKTPOHHBIM
WCTOYHMKAM, TMPEACTaBICHHBIM B (OpME DIEKTPOHHOTO JOKYMeHTa B (oHIe Hay4yHoi Oubmmorekn Yenl'Y wim
3HCKTpOHHO-6I/I6HI/IOTC‘{HbIX CHUCTEMAX, C MNOMOLIBIO CICHUAJIBHBIX TCXHUYCCKUX W MNPOrpaMMHBIX CPEACTB (pa60qee MECTO IJid
HE3psAYero IOJIb30BaTels C MPOrpaMMHBIM oOecHedeHHeM SKpaHHOro poctyna c¢ cuHTesoM peun NVDA, pabouee mecto ¢
KOMITHIOTEPHBIM POJIIEpOM U KinaBuatypoit Clevy ¢ 60pimmmMe KHOTIKAMHU U ¢ Pa3aessiioieil KIaBUIIH HAKITaAKOM).
Y4eOHO-MeTOIMUeCKHe MaTepHaibl Uil 00YYAIOIIUXCS M3 YHCIIA WHBAIUIOB M JIMI C OTPaHHYCHHBIMUA BO3MOYKHOCTSIMH 37I0POBbBS
IIPEAOCTABIIOTCS B hOpMax, aalTUPOBAHHBIX K OTPAaHUYEHHSIM HX 3JJ0pPOBbsl U BOCIPHUATHS HH(OpMAIIH:

Jlnst min ¢ HapyIIeHUSIMH 3pEHHS:

- B Ie4aTHON (OopMe yBEIUUEHHBIM IIPUPTOM,

- B (JopMe DIIEKTPOHHOTO TOKYMEHTa,

- B opme aynuodaiina,

- B meyaTHO! opme mpudrom Bpaiins.

Jnist i ¢ HapyIIeHUsIMH CITyXa:

- B Ie4aTHOH dopme,

- B (popMe DIIEKTPOHHOTO TOKYMEHTA.

JIJT?I JIMI C HAPYIICHUAMHA OIIOPHO-ABUT'ATCIIBHOTO annapaTa:

- B IeyaTHoi opme,

- B ()opMe HIIEKTPOHHOTO TOKYMEHTA,

- B popme ayauodaiina.

HaHHBIﬁ MEPEYCHDb MOXKET 6BITB KOHKPETHU3UPOBAH B 3aBUCUMOCTHU OT KOHTUHI'CHTA o6y'{a}oumxcsl.

J11s1 ’HBAJIMIOB | JIAI ¢ OTPAHUYEHHBIMH BO3MOYKHOCTSIMH 3I0POBbSI OCBOCHUE AUCIIMIUIMHBI MOXKET OBITh YACTHYHO WITH MOJHOCTHIO
OCYIIECTBIICHO C HCIIOIb30BaHHEM AUCTAHIIMOHHBIX 00pa3oBarensHbIX TexHomorui (Moodle, Adobe Connect Pro u mp.).

B 0oCBOCHMH IUCHUILIMHBI WHBAJIHIAMH U JIUIAMH C OTPAHUYSHHBIMH BO3MOXKHOCTSIMH 3JI0POBbSI HCIIONIB3YETCs WHIVUBHIYaTbHAS
pabota. ITox mHANBUYaNnbHOM paboToil MoapasymeBaeTcs ase HOPMBI B3aUMOJCHCTBUS C
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npernojiaBareyeM: UHANBHUIyalbHas ydeOHas paboTa (KOHCYJIbTAIMH), T.C. IOIMOJHUTEIBHOE PasbsiCHEHHE y4eOHOro Marephana u
yriryOIIeHHOE W3ydeHHe MaTepralia ¢ TeMH 00yJaloIUMHUCs, KOTOPBIE B 9TOM 3aMHTEPECOBAHBI, M HHANBHIYyaJIbHAsl BOCIHTATEIbHAS
pabota. VHIuBHAYyaIbHBIE KOHCYJIbTAIMM HATPABICHBI HA WHMBUAYaIH3alMI0 OOYYCHHS M YCTAHOBICHHUIO BOCIUTATEIBLHOTO
KOHTaKTa MEX.Iy IPenoAaBaTeIeM 1 00yJarolMCs HHBATHIOM WIIH 00YJalOIUMCs C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3JJ0POBBSI.
[Tpu npoBeieHUH POLIETY Pl OLICHUBAHUS PE3yIbTATOB 00 YUCHHUS MHBAIUJIOB H JIUII C OTPaHHYCHHBIMU BO3MOXKHOCTSIMH 3/I0POBBSI IO
CIUIUIAHE O00ECHEeYNBACTCsl BBIIIOJIHCHUE CIICMYIOMIUX JOTIONHUTEIBHBIX TPEOOBAHUIA B 3aBHCHMOCTH OT WH/MBHIYaJTbHBIX
0CcOOEHHOCTEH, 00YJaIOIIUXCS:

a) MHCTPYKIMSI 1O TMOPSIIKY TPOBEICHUS IPOLEIYPhl OLCHHBAHHUS MPEIOCTABISIETCS. B JOCTYNHOW (opme (YCTHO, B MHCHMEHHON
¢dopme, B ucbMeHHON Gopme mpupToM Bpaiisist, YCTHO ¢ HCIOIb30BAHHEM YCIYT CYPIAOTIEPEBOIINKA);

6) mocrynHas Qopma mpenocTaBieHHs 3aJaHUil OLECHOYHBIX cpelcTB (B mevaTHoi Qopme, B medaTHOH (opMme yBenMdeHHBIM
mpudTom, B nedatHolt popme mpudrom Bpaiiis, B hopMe 21eKTPOHHOTO JOKYMEHTA, 3aJaHHs 3aUUTHIBAIOTCS aCCHCTEHTOM, 3a/IaHUs
MPEIOCTABIISIOTCS C HCIONB30BAHUEM CYPIOIEPEBOIA);

B) IOCTymHasl (popMa MpEIOCTaBICHHS OTBETOB Ha 3amaHus (IIMCbMEHHO Ha Oymare, HaOOp OTBETOB HA KOMIIBIOTEpE, HHCHMEHHO
mpudroM Bpaiins, ¢ UCIOIB30BaHUEM YCIYT aCCHCTEHTA, YCTHO).

[pu npoBexeHHH MPOLEAYPHI OLICHUBAHUS PE3YIBTaTOB O0YUYEHHs MHBAIUIOB H JIHI C OTPAaHMYSHHBIMIA BO3MOKHOCTSIMH 30POBbS
HpeIyCMaTPUBACTCs UCIIOJIB30BAHHE TEXHUYECKUX CPEJICTB, HEOOXOMUMBIX MM B CBSI3H C MX HHAUBAAYAIBHBIMH OCOOCHHOCTSIMU. DTH
cpezcTBa MOTYT OBITh IpeocTaBieHsl Yenl'yY mimm MOTYT HCIOJIB30BaThCsl COOCTBEHHBIE TEXHIUECKHE CpencTBa. [Ipr He0OX0AUMOCTH
MHBAJIHIAM ¥ JIMLIAaM C OTPaHHYEHHBIMH BO3MOKHOCTSIMHU 370POBbS ITPEIOCTABIISCTCS JOIOIHUTEIBHOE BPEMs ISl TOATOTOBKH OTBETa
Ha 33J1aHus, IPOIIEAYpa OLIEHUBAHUS Pe3yIbTaToB 00YUIEHHS 110 TUCHUIUTNHE MOXKET IPOBOAUTHCS B HECKOJIBKO JTAIIOB.

ITpoBeneHne HPOLEAYPHl OLICHUBAHUS PE3yJIbTATOB OOYYCHHS WHBAIMIOB M JIMI[ C OTPAaHUYCHHBIMH BO3MOXHOCTSMH 37I0POBBS
JIOIYCKAeTCs C UCTIOJIb30BAHNEM JHCTAHIIHOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHH.
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