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PaGouas nporpamMmma TUCHMILIMHBI (MOXYJIs)™
3amura uHopmanuu

HamnpasieHnue moaroToBku (CrenuanbHOCTD)

09.03.04 IIporpamMMHast MHKEHEPUS

HanpasnenHocts (mpoduiib)

I/IHd)ODMaI_II/IOHHI)Ie CHUCTCMBI M MHTCJIJIICKTYAJIbHBIC TCXHOJIOTHH

[IpucBauBaemas kBanudukanus (CTENEHb)

OakajaB

®opma 00yueHus

O4Hasn

['on(s1) HAOOpa

*Pabouast mporpaMMa IUCIHUIUIMHBI (MOYJIS) aJanTHPOBaHa JIJisi MHKIIFO3UBHOTO 00yUYeHHUs WHBAIUIOB U
JIUIL C OTPAHUYEHHBIMH BO3MOKHOCTSMH 37J0POBbS

Yemsounack 2024 .
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09.03.04 IIporpamMmHasi HHKeHepH, Nudopmanuonnsie CHCTEeMBbI "
HHTEJVIEKTYaJIbHbIE TEXHOJI0TUH, OaKagaBp, 3auwuma unghopmayuu, 2025, ounast

[TpopexTop no yuebHoit padbore yrBepxaeHo 24.02.2025 A.A. CanamaToB
Y4eHbIM COBETOM HHCTUTYTa HH(GOPMAIIMOHHBIX TEXHOJIOTUH

[Tporoxon 3acenanus Ne 6 ot 20.02.2025

[Ipencenarens YdeHoro cosera

WHCTHUTYTa HH(POPMAITMOHHBIX
TEXHOJIOTUH COIJJaCOBAHO IO. B. Ilerpuuenko

3acenanuem kKadeapsl HHPOPMANMOHHBIX TEXHOJOTHMA M  JIKOHOMHYECKON
HHpopMaTHKH

ITporoxon 3acenanus Ne 6 ot 20.02.2025
H. o. 3aBenyromiero kadeapoit COTJIaCOBaHO C.A. Ckpumnos

ABTOD (COCTaBUTEb) A.B. MutsgnuHa

Crpykrypa paGoyeii mporpaMmsbl cOOTBeTCTBYeT npuka3sy pekropa ®I'bOY BO
«Heal'¥V» ot «13» anpess 2021 r. Ne 247-1



MIMHOBPHAYKU POCCUN
\)} DenepanbHOE roCyJapcTBEHHOE OI0/DKETHOE 00pa3oBaTebHOE
@ YUPEXACHUE BbICIIETO 00pa3oBaHuUs

«Yenabunckuii rocynapctseHHbii yHusepcuret» (PI'bOY BO «Henl'Vy»)

yas IporpamMMa JUCIUILTHHBI "3ainura nHpopmamu' Mo HarpaBIeHUIO TOATOTOBKH (cneruansHocTh) 09.03.
Pabouvas nporpamma auc "3amura OpMaryu' 10 HaIPaBICHUIO MOATOTO cnerransHocTH) 09.03.04
"TIporpaMmHast HEXeHepHs1" HanpasieHHOCTH (Ipoduito) MHpopMamoHHbIe CHCTEMBI U HHTEIIEKTYaJIbHbIe cTp. 2
texHonoruu ®I'bOY BO «Henl'Y»

Conepxanue

1. Henn ocBOEHMS TUCLIUILIAHBI

2. Mecrto aucuumnnsl B ctpykrype OITOIT

3. Komnerenuuu oby4aromerocs, GopMUpyeMble B pe3yJIbTaTe OCBOSHUS TUCHUTITHHBI
(Mofty1is)

4. O0beM TUCIUTUTUHBI (MOTYJIS)

5. CtpyKTypa u coJiepKaHue AUCHUIUIMHBI (MOIYJIs)

6. @OH/1 OLICHOYHBIX CPEICTB

6.1. IlepeueHpb BUIOB OILICHOYHBIX CPEACTB

6.2. TunoBble KOHTPOJBHBIE 33JaHUS U UHBIE MAaTE€pUAIbI U TEKYILEH aTTECTalun
6.3. TuIoBbIE KOHTPOJIBHBIE BOIIPOCHI U 3a4aHUS U1l POMEKYTOUYHON aTTECTALNHU

6.4. Kputepun onieHUBaHUS

7. YueOHO-MeTOaUYECKOE U UH(POPMAITMOHHOE 00€CTICUCHUE AUCITUTLITUHBI (MOTYJIs)
7.1. PekomeHyemast aureparypa

7.2. Ilepeuenb pecypcoB HH()OPMAIIMOHHO-TEIEKOMMYHUKAIMOHHOM ceTu "MuTepHer"
7.3. Ilepeuenb HHPOPMALMOHHBIX TEXHOJIOTUI

8. MaTepuanbHO-TEXHUUYECKOE 00ecTieueHrne JUCIUIUTMHBI (MOTYJIS)

9. Meroaunueckue ykazaHus JIJIsi OOy4arOIIMXCS 10 OCBOCHUIO TUCIMIUIMHBI (MOTYJIs)
10. CnenuaibHble yCIOBUS OCBOCHUS AUCLUILIIMHBI 00YyUaIOIIMMUCS C UHBAJIMAHOCTBIO U
OrpaHUYECHHBIMHA BO3MOKHOCTSIMHU 3/10POBbSI

© ®I'BOY BO «Henl'V»




MHMNHOBPHAYKU POCCUN
\,} DenepanbHOE rocyJapCcTBEHHOE OI0DKETHOE 00pa3oBaTeIbHOe
@ YUpEXIECHHUE BBICIIETO 00pa3oBaHUs

«UensOunckuit rocynapcrsenHsiil yausepeurer» (PI'bOY BO «Henl'Y»)

Pabouas nporpamma aucuuminHbl "3ammra HHGopManuu' Mo HapaBJIeHHIO MOAr0TOBKH (crenuaibHoctu) 09.03.04
"TIporpammHast HEXeHepHs1" HanpasieHHOCTH (poduito) VHdopMamoHHbIe CHCTEMBI U HHTEIUIEKTYaIbHBIE cTp. 3
texHonoruu ®I'bOY BO «Henl'Y»

1. HEJIX OCBOEHUMA TUCHUTIINHBI

Lenbro penoiaBaHust AUCIUTUTHHBL SBIISETCS 03HAKOMIICHHE CTY/ICHTOB C COBPEMEHHBIMU CUCTEMaMH HH(OPMAIOHHON
6€301aCHOCTH, OPTaHU3aMOHHBIMHI U TEXHHYECKHIMH MEPAMHU 3aIUTHl HHQOPMALNK, SKOHOMUYCCKUMH U [IPABOBBIMHU IPHHIIAIIAMH
¥X (QYHKIMOHUPOBAHUS, & TAKKE BO3ZMOKHOCTSIMHU HUCTIOIH30BAHUS METOJIOB 3aIIUThHI HH(GOPMAIMHU B paboTe ¢ MHPOPMAUOHHBIMU
pecypcamu B pa3IMuHbIX 00JIACTIX 3KOHOMHUKH U OM3HEca;

321)18.‘{3MI/I U3YUCHUS TUCHUIUIMHBI SIBJIAIOTCA:

1. MO3HAKOMHTH CTYACHTOB C OIIPEACIICHUEM, Knaccmbm(auneﬁ 1 XapaKTEepUCTUKaAMU PIH(bOpMaI.[PIOHHOﬁ 6630HaCHOCTI/I;

2. IO3HAKOMUTD C OPTaHU3AIMOHHBIMH H YKOHOMHYECKUMH aclieKTaMH PaboTHI ¢ HHPOPMALMOHHBIMHI PECYpPCAMH H METOJaMHU
o1eHKH 3()(hEeKTUBHOCTH UX 0E30I1aCHOCTH;

3. nath npencrabieHue 00 0COOCHHOCTIX HH(POPMALMOHHOW 0€30IaCHOCTH, CETMEHTaX U y4acTHUKaX HH(OPMAIIMOHHOTO PHIHKA,
0COOEHHOCTSIX POpMHUpOBaHUs Oe30macHOCTH HH(POPMALINH;

4. paccMOTPETh OCHOBHBIE TEXHOJIOTHUECKUE TIPUHITAIIEI O€30TTACHOCTH MHPOBBIX HH()OPMAIIMOHHBIX PECYPCOB HA OCHOBE
no6ansHOU ceTH Internet;

5. paccMOTpeTh OCHOBHBIC MEXaHU3MbI 00eCTIeueHUs1 0€30ITacCHOCTH pecypcoB Internet;

PeSyJ'[I)TaTI;I O6y’{eHI/I$[ 110 JUCHUIITIMHE HAaIlIPaBJICHBI HA JOCTHKCHUE NHAUKATOPOB!:

YK-4.1 Nmeer npencrapieHre o NpaBuiiax U MPUHIHUIAX JI€JIOBON YCTHOW U MUCBMEHHON KOMMYHHUKAIIUKM HAa TOCYJAPCTBEHHOM SI3bIKE
Poccwuiickoit @enepanny 1 THOCTPaHHOM(BIX) SI3BIKE(AX)

YK-4.2 JIeMOHCTpHPYET YMEHHE OCYIIECTBIISATH JICIOBYI0 KOMMYHHKAIIHIO B YCTHON U MUCBMEHHOM (hopMax, UCTI0JIb30BATh METO/IBI 1
HaBBIKH JIEJIOBOTO OOIEHHS

VK-4.3 VImeeT HaBbIKU J1€JI0BOTO OOIEHUS Ha TOCYIapCTBEHHOM si3bIke Poccuiickoii denepanuy 1 THOCTPAHHOM(BIX) SI3bIKE (aX)

ITK-1.1. [leMOHCTpUpYeT 3HAHNE OCHOB ONEPAIIMOHHBIX CHCTEM, CETEBBIX TEXHOJIOTHH, SI3BIKOB IPOTPAMMHPOBAHUS, 043 TaHHBIX U
TEXHOJIOTHH 00padOTKH AaHHBIX, OCHOB IPOEKTUPOBAHUS UHTEP(EHCOB, A3BIKOB U METOI0B (hOPMATIBHBIX CHEeLU(UKALINI

ITK-1.2. [leMoHCTpUpYET yMEHUs pa3padaThiBaTh CUCTEMHOE U IIPUKIAJAHOE IPOrPAMMHOI0 00eCIIeYeHHE C UCTIOIb30BAHUEM SI3BIKOB
U TEXHOJIOTHIf IPOTPaMMHUPOBAHUS, 6a3 JaHHBIX, CETEBBIX TEXHOJIOTUH U ONEPAIIMOHHBIX CHCTEM, SI3BIKOB M METOIOB (DOPMAITbHBIX
cneunpuKanun

[TK-1.3. MeeT npakTUIECKHi OTBIT UCIOIB30BaHMS ONEPAlMOHHBIX CHCTEM, COBPEMEHHBIX SI3BIKOB MIPOTPAMMHUP OBAHUS, CHCTEM
ynpalieHHs 0a3aMU TaHHBIX ¥ TEXHOJOTHH 00paOdOTKH JaHHBIX, CPEICTB pa3pabOTKU MPOrpaMMHOTO HHTepdeiica

2. MECTO JUCHUIITMHBI B CTPYKTYPE OIIOII

Huxn (pazgen) OIIOIT: K.M.03.06

2.1 TpeOoBaHus K NpeABaAPUTEIbHOH NOATOTOBKE 00y4Yalomierocs:

OcCHOBa TUCLUIIIIMHBI COCTOUT M3 0a30BBIX 3HAHUI MONTYyYESHHBIX U3 CIEAYIOMNX AUCIUILIHH: «[IporpaMmupoBanue»;
«OmnepanoHHble cUCTEMbI»; «ba3bl U XpaHWIUILA JAHHBIX»; « BEIYUCIUTENbHBIE CHCTEMBL, CETU U TEIEKOMMYHUKALIUIY.

OHepaHI/IOHHHG CUCTEMBI

bassl u xpanunuima JaHHBIX

BeruuciaurenabHbie CUCTEMBI, CETH U TCICKOMMYHUKAIIUN

[IporpammupoBanue

2.2 IucuMIIMHbI U NPAKTUKH, JUIS1 KOTOPbIX 0CBOCHHE IAHHOM U CHUILUIMHBI (MOIYJIs1) HE00X0AMMO KaK NpealiecTByloIIee:

3HaHI/I$[, TOJIY4YCHHBIC B )]aHHOI‘/’I JAUCHUIUIMHE, MOT'YT OBITh HCIIOJIB30BaHbI JJIA HanmuCaHus BbIHyCKHOI‘/’I KBaJ'IH(l)HKaHHOHHOf;I pa6OTI)I.

BrinoaHeHye U 3al1uTa BbITYCKHON KBanu(UKaMOHHON paboTh

3. KOMIETEHIMY OBYYAIOIETOCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHMSI JUCLIMILIUHBI
(MOJYJIS)

YK-4: Cnioco0eH ocylecTBJISITh 1eJI0BYI0 KOMMYHHKAIUIO B YCTHOI M NUCbMEHHOIi ¢opMax Ha rocyJapcTBEeHHOM sI3bIKe
Poccuiickoii @eaepannu U ”HOCTPAaHHOM(bIX) sI3bIKe(aX)

3HaTh:

© ®I'bOY BO «Yenl Yy




MHMNHOBPHAYKU POCCUN
\,} DenepanbHOE rocyJapCcTBEHHOE OI0DKETHOE 00pa3oBaTeIbHOe
@ YUpEKIECHHUE BBICIIETO 00pa3oBaHUsL

«Hensabunckuii rocynapctBeHHbliil yausepeurer» (PI'bOY BO «Henl'Vy»)

yask MporpamMma JIUCHUILINHEI "3a1uTa uH Manuu'" o HalpaBJICHHIO OATOTOBKH (crennanbHocTr) 09.03.
Paboua. orpaMma Juc "3a a opma " [10 HAIIPABJICHUIO ITOATOTO crnennanbHocTH) 09.03.04
"[IporpaMmHas HHXEHepUs" HalpaBiIeHHOCTH (Ipo¢ o) MHPpOpMaIIMOHHBIE CHCTEMBI M HHTEIUICKTYlIbHBIC cTp. 4
texHogorud ®I'BOY BO «Uenl'Yy»

MOHSTHE UHPOPMALOHHBIX YIPO3 U UX BHIBI, MOAXObI K OI[CHKE HH(POPMAIIMOHHBIX PHUCKOB; OCHOBHBIC TIPHHIIHITBI
(YHKIMOHUPOBAHUS CETEi U METOIbI 00eCTICUeHUs UX Oe30MacHOCTH; TPEOOBAHUS K ITOJATOTOBKE MPE3CHTAIUH, 0()OPMIICHHIO
HAYYHO-TEXHHYECKUX OTUCTOB.

YMeTh:

MIPUMEHSTH METO/IbI OLIEHKH PUCKOB MH(POPMAIIMOHHOM 6€30MacCHOCTH, TPUMEHSTH KOMITBIOTEP JJIsl TPOU3BOJCTBA paboT B 001acTH
3aIUTH HH)OPMAIK; HACTPaUBaTh OCHOBHEIE CPECTBA 00ECIIEUSHHSI CETEBOM 0€30MaCHOCTH; IPEICTABIIATE PE3YIbTAaTh Pa0OTHI B
BUJIE CTATEH U TOKJIAI0B.

Baagern:

HaBbikamu orncaHus BbISIBICHHBIX y5[3BI/IMOCTeI71 u peKOMeHZ[aI_[I/Iﬁ 10 UX yCTPpaHCHHUIO

IIK-1: Bragenne HaBbIKaMH HCIIOJIb30BAHNS ONMEPANMOHHBIX CHCTEM, CETEBBIX TEXHOJIOTHIi, COBPEMEHHBIX A3BIKOB
NMPOrpaMMUpPOBaHNs, TEXHOJIOTHI 00pPadOTKH TaHHBIX, CPEACTB pPa3padoTKU NPOrpaMMHOI0 UHTep(eiica, MpUMeHeHus
SI3BIKOB U MeTO0B (hopMaTbHBIX cienuUKALUii, CHCTEM YNpaBJeHHs 0a3aMH JaHHBIX

3HaTh:

9TaIbl IOCTPOCHUSA CUCTEMBI 3AIIUTHI I/IHCbOpMaL[I/II/I, [TOHATHE ITOJIMTUKU 0€30I1aCHOCTH.

YMmeTn:

MNPUMECHATH OCHOBHBIC METOJBI U CPEACTBA obOecneueHns 6€30MaCHOCTH.

Baagers:

HaBBIKAMU HACTpOWKHU Oe3omacHocTH B Windows cucreme.

B pe3yabTaTe ocBOeHHS TMCHUILIAHBI 00yYaIOLIUICS 0/KeH

3.1|3naTn:

3.1.1|{nonsarue nHGHOPMAIIMOHHBIX YIPO3 ¥ UX BHIBI, METOIBI o0ecrieueHus 0e30IIacHOCTH

3.2|Ymerh:

3.2.1|{npuMeHATh OCHOBHBIE METOJIBI U CPEJICTBA OOecTeueHHsl 0€30acHOCTH

3.3|Baanern:

3.3.1|HaBbIKaMU HCITOJIL30BAHUS CPENCTB OOecedeHns1 HHQOPMAIIMOHHOM O€3011aCHOCTH

4. OFBEM JJUCIIMITJIMHBI (MOAY JI51)

O6was TpyaoeMKoCTb 6 3ET

Yacos o yueOHOMY Tiany : 216 Busel KOHTPOIS B ceMecTpax:
B TOM YHCJIC
ayIMTOPHBIE 3aHATHS : 48 9K3aMeHbI 7
caMmocTosTenbHas padoTa : 141
4acoB Ha KOHTPONb : 18
KOHTaKTHas pabora: 57

UKP: 9

5. CTPYKTYPA U COAEPKAHUE JUCHUIIIMHBI (MOLY JIS)

Kon HaumenoBaHue pa3iesioB u TeM /BUA 3aHATHUS/ Cemectp | Yacos Jlutepatypa
| 3aHATHSA [ Kvpc
Pa3nen 1. Unas koHTaKkTHasi padoTa
11 WnpuBuayansHble KOHCYIbTAMH, TEKYIUil KoHTpoJb /UKP/ 7 9 JIL.1JI1.2J12.1 J12.2
J2.3
24 55 26

Paznen 2. Pazaest 1. OcHoBbI 6e30n1acHOCTH HH(POPMALHOHHBIX
TEeXHOJIOT Ui

© ®I'BOY BO «Henl'V»



MHWHOBPHAYKHN POCCHU

\,} ®denepanbHOE rocyJapcTBEHHOE OI0KETHOE 00pa3oBaTeIbHOE
YUPEXAEHUE BbICIIET0 00pa3oBaHuUs

«Yenabunckuii rocynapctBeHHbii yHusepcuret» (PI'bOY BO «Henl'Vy»)

Pabouas nporpamma nucuuIuinHbl "3amuTa nHGopManuu'" M0 HaIpaBIeHHIO MOAr0TOBKH (crenuaibHocti) 09.03.04

"[IporpaMmHast HHXKeHepHs" HalpaBIeHHOCTH (TTpodwio) MH)opMamoHHbIe CHCTEMBI U HHTEIUIEKTYalIbHbIe

texHogorud ®I'BOY BO «Uenl'Yy»

cTp. 5

2.1 AKTyanbHOCTb IIpoOIIeMbl 00ecieyeHue 6e301acCHOCTH HH(POPMAIIOHHBIX 4 JI1.1J11.2J12.1 J12.2
TexHosoruii. OCHOBHBIC OHATHS HHPOPMAITHOHHOH 0€30MaCHOCTH. YTPO3bl J12.3
nHdopmanonHoit 6ezonacHocT B AC. Busibl Mep U OCHOBHBIE IPUHIIUIIBI D4 35 326
obecneyenns nHGOpMaIMOHHOH 6e30nacHoCTH. [IpaBoBbIE OCHOBBI
obecneyeHns: HHGOpMaIMOHHON Oe3onacHocTH. OCHOBHBIE 3aIIUTHBIC
MEXaHU3Mbl, Ucnoab3yemsle B C31 /Jlex/

2.2 W3yueHue crienuanbHON TEPMUHOJIOTHH, UCTIONB3YEMOH B Kypce 4 JIL.1J11.2J12.1 J12.2
«MudpopmanmonHas 6e3onacHocThy. Co3aHue JIMYHOTO TEPMHHOJIOTHYECKOTO J2.3
cnosaps.  /IIp/ 24 55 D56

2.3 TpeboBaHHS K CHCTEMaM U CPEJICTBaM 3allUThl HH)OPMAIIUU OT 32 [JI1.1J11.2712.1 J12.2
HECaHKIIMOHUPOBaHHOro gocryna. /Cp/ J2.3

24 35 36
Paznen 3. Pa3nen 2. O6ecneuenne 6e30nacHoCTH HHGPOPMATMOHHBIX
TeXHOJIOTHIl

3.1 OpraHu3alioHHas CTPYKTypa CHCTEMBI 00ecrieueHrs HHPOPMAIIHOHHOH 2 JIL.1J11.2J12.1 J12.2
6e3onacHocT. O0I3aHHOCTH KOHEUHBIX II0JIb30BaTeIeH U OTBETCTBEHHBIX 32 J2.3
OUB B moxapazaenenusx. MTHCTPyKIuM 1Mo opraHu3alii HapoIbHON 1 24 35 D6
aHTUBUPYCHOH 3auThl. OnpeneneHue TpeOoBaHUH K 3aIUTe PECYPCOB.

OCHOBHBIE 3aJJa4H TIO/Ipa3ieIeHus o0ecriedyeHns] HHPOPMauOHHON
6e3onacHocty. Konuenuus napopmanuoHHOM 6€3011aCHOCTH OpraHu3aluy
/JTex/

3.2 Amnanu3 crioco0OB XpaHeHHs apoJjiel Ha caiitax. M3ydyeHre MeTo10B XpaHeHHS 2 JI.1J11.2J12.1 J12.2

napouieit. [Touck nmoteHManbHO Hebe3onacHsIx caiiTos /TIp/ J12.3
D4 35 36

3.3 BezonacHocTh HH(pOpMALIMU B KOPIIOPATHBHBIX HHPOPMALIMOHHBIX CUCTEMAX. 2 JIT.1J11.2J12.1 J12.2

Buyrpennue yrpossr.  /TIp/ J12.3
D4 35 36

3.4 3aKOHOIATENBCTBO B chepe NHPOPMALMOHHOHN 6€30MacHOCTH. AHAIN3 2 JI1.1 J11.2J12.1 J12.2

npeneaeHTos. /IIp/ J2.3
24 35 36

35 Pa3paboTka Mojienu pa3rpaHUyueHHs JOCTyIa K HHPOPMAIUK. YTIpaBlicHHE 29 JIT.1 JI1.2J12.1 JI12.2
JOCTYIIOM B KOMITBIOTEPHBIX CHUCTEMax. 3a7ady KOHTPOJIS U 00eCIeYeHHs J12.3
6e3onacHocTH nHpopManuK. Paspyiaromiye nporpaMMHbIe BO3ICHCTBUS U 24 35 D6
3ammra oT HuX. Obecnevyenue uenoctHocty napopmanun /Cp/

Pasnen 4. Pa3nen 3. Cpencra 3amuthl HHPOPMAIMHU OT
HeCAHKIMOHMPOBAHHOTO J0CTYyNAa
4.1 Haznauenwue u Bozamoxxnoctu C311 HCJI. PexoMeHnnaimu o BIOOPY CPeCTB 3 JI1.1 J11.2J12.1 J12.2
sanmtel oT HCJI. Anmapathsie cpeacrsa C3U HCJI.  /Jlex/ J2.3
D4 35 36
4.2 CucTeMbl aBTOPHU3ALIUH OTIEPallMOHHBIX cucteM. /TIp/ 2 JI1.1 J11.2J12.1 J12.2
J2.3
D4 35 36

4.3 U3yunth padoTy mmppoBaHHOH (aiinoBoit cuctembl EFS: ocodeHHOCTH 2 JIL.1JI1.2J12.1 J12.2
mumbpoBanus, GaiiyioB U Manok, NpegHa3HauYeHue U paboTa areHTa J12.3
BOCCTAaHOBJICHHSI, CIOCOOBI XpaHeHus KitoueBoit nadopmanum. /Ilp/ 24 55 26

4.4 IIporpamMMHO-amnmapaTHbIe cpeacTBa MH(GPOBaHHS. METOIBI pacipeaeICHAs H 26 JIT.1 JI1.2J12.1 J12.2
XpaHeHHMs KIII0UEBOH 1 mapoabHoi nupopmarmu /Cp/ J2.3

D4 3536
Pazgen 5. Paznen 4. O6ecneyenne 6e30nacHOCTH KOMIbIOTEPHBIX CHCTEM U
cereil
5.1 Yrpos3sl, yA3BUMOCTHU U aTaky B ceTsix. CeTeBble cpeAcTBa 3amuThl. /JIex/ 3 JI1.1J11.2J12.1 J12.2

123
94 55 D6

© ®I'bOY BO «Henl'V»




MIMHOBPHAYKU POCCUN
\)} DenepanbHOE roCyJapcTBEHHOE OI0/KETHOE 00pa3oBaTeIbHOEe
@ Y4PEXACHUE BbICIIET0 00pa3oBaHus

«Yenabunckuii rocynapctseHHbii yHusepcuret» (PI'bOY BO «Henl'Vy)

yasi IporpamMMa JUCIUILTHHBI "3a1ura nHpopmarmu" Mo HarpaBJIeHUIO TOATOTOBKH (crienuanbHocTr) 09.03.
Pabouvas nporpamma auc "3amura OpMaryu' 10 HaIPaBICHUIO MOATOTO criernansHoctH) 09.03.04
"TIporpammHast HEXeHepHs1" HanpasieHHOCTH (poduito) VHdopMamoHHbIe CHCTEMBI U HHTEIUIEKTYaIbHBIE cTp. 6
texHonoruu ®I'bOY BO «Henl'Y»

5.2 ObecnieueHne 6€30I1aCHOCTH MEXKCETEBOTr0 B3aUMOJICHCTBUS. Y aJIeHHbIS 7 6 JIL.1JI1.2J12.1 J12.2
ceTeBbIe aTaky. TEeXHOJIOTHH MEXKCETEBBIX 3KpaHOB. CHCTEMBI OOHAPYKEHUS J12.3
aTak ¥ BTopxeHU. Bupryansusle uacthble cetu  /IIp/ D4 35 326
Pa3gen 6. O6ecneuenue 6e30MacHOCTH Bed-pecypcoB.
6.1 VYsa3zBumocTu BeO-pecypcoB. /Jlex/ 7 4 JIL.1JI1.2J12.1 J12.2
J2.3
D4 35 326
6.2 OO6HapykeHHe, IKCIUTyaTalus U MpeoTBpalieHue Bed-ys3sumocted (SQL 7 12 | JI1.1J11.2J12.1 J12.2
Injection: Types of SQL Injection, Different, DBMSs, Blind SQL Injection, 2.3
Cross-Site Scripting (XSS) Attacks, Cross-Site Request Forgery (CSRF) D4 35 36
Attack, Command Injection Attacks, File Injection Attacks, Session Injection
Attacks, Weak authentication and session management, Security
Misconfiguration, Insufficient Transport Layer Protection). /IIp/
6.3 Ob6ecneuenne 6e3onacHocty BeG-pecypcos /Cp/ 7 54 | JI1.1 J11.2J12.1 JI2.2
J12.3
33 D4 25 26

6. POHJI OHEHOYHBIX CPEJICTB

6.1. ITepeyeHb BHIOB OLICHOYHBIX CPEACTB

ITpoBepka MpakTHIECKOH pabOTEI
TectupoBanue

6.2. TunoBbie KOHTPOJIbHBIE 32JaHNS M MHbIE MaTepHAJIbI VISl TEKYLIeH aTTecTaluu

[Ipumep TecTOBOTO 3aJaHUSL:

1. Kakoe cBoiicTBO KoMnoHeHTa (pecypca) AC 3aKII04aeTCsl B TOM, UTO OH JOCTYIEH TOJIBKO TeM CyObeKTaM (II0Ib30BaTEIsIM,
porpamMmMam, poreccaM), KOTOPBIM IIPEJOCTaBICHBI HA TO COOTBETCTBYIOIINE TOTHOMOYHS?

a KOH(UICHIINAJIBHOCTD

b memocTHOCTH

C IOCTYIHOCTb

d HEeoTKa3yeMoCTh

€ TIOJI0TYETHOCTh

f mocroBepHOCTD

£ ayTeHTHYHOCTh

2. Kaxoe cBolicTBo koMIOHEHTa (pecypca) AC mpeArnonaraer, 4To OH MOXET OBbITh MOAU(PUIIMPOBAH TOJIBKO CYOBEKTOM, UMEIOIINUM
JUTSL 9TOTO COOTBETCTBYIOIIHE TpaBa’?

a LIeJIOCTHOCTh

b koH(UAECHINATHLHOCTH

C IOCTYIHOCTb

d HeoTKa3yeMocTh

€ IIOJIOTYETHOCTD

f nocroBepHOCTD

g ayTeHTUIHOCTh

3. Kaxoe cBoiicTBO KoMItoHeHTa (pecypca) AC 03Ha4yaeT, YTO UMEIOLIUI COOTBETCTBYIOIUE TOJTHOMOYHS CYOBEKT MOXKET 0e3 0COOBIX
po0JIeM HOTyYUTh CBOEBPEMEHHBIH HOCTYI K HEOOXOANMOMY KOMIIOHEHTY CUCTEMBI?

a IOCTYITHOCTb

b KOH(UIEHIIMATBHOCTh

C LIEJIOCTHOCTh

d HEoTKa3yeMoCThb

€ MOJOTIETHOCTh

f nocToBepHOCTH

£ ayTeHTHYHOCTh

B xozne o0y4eHus tucuuIuiiHe 00y4arolmuiicst JOJKEeH BhINOJHUTE Ha0op 1a00paTOpHBIX/IPaKTHYECKUX PadoT.

1. H3ydeHue crieruaabHON TEPMUHOJIOTHH, UCTIONB3YeMoi B kypce «Hpopmarimonnas 6e3onacHocTh». Co3jaHne THYHOTO
TEPMUHOJIOTUYECKOTO CIOBApsI.

2. Amnanu3 criocoOOB XpaHEeHHs MapoJiei Ha caiitax. M3ydeHue MeToA0B XpaHeHus napoJsieid. [IoMck noTeHuanbHo HeOe30macHbIX
CalTOB.

3. bBesonacHocTh nHGOpPMALMK B KOPHOPATHBHEIX MHOOPMAIIMOHHBIX CHCTeMax. BHyTpeHHIE yrpo3Bl.
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4. 3akoHOAATENbCTBO B chepe HHHOPMAIMOHHOM 6€30I1aCHOCTU. AHANIU3 NIPELE/ICHTOB.

5. CucreMbl aBTOPU3ALNHU ONIEPAITMOHHBIX CHCTEM.

6. Wzyuuts paboty mudpposanHoil paiinosoil cucremsl EFS: ocobennocTu mudposanus, (GailyioB u Nanok, npeaHasHadeHue U
paboTa areHTa BOCCTaHOBIICHHS, CIIOCOOBI XpaHEHHS KIIOYCBON HH(OpMAIIHH.

7. OOHapyxenue u sxcruryatanus ysazsumoctu SQL Injection: Types of SQL Injection, Different DBMSs, Blind SQL Injection
8. OGHapyxenue u 3kciutyaranus yszsumoctu Cross-Site Scripting (XSS) Attacks

9. OG6Huapyxenwue u skcmuryaranus ys3sumoctu Cross-Site Request Forgery (CSRF) Attack

10. OGHapyxeHue u 3KcILTyatanus ys3suMmoctd Command Injection Attacks

11. OGnapyxenue u 3kcrutyaraius ys3sumoctu File Injection Attacks

12. OGHapyxeHue U SKCILIyaTalus ysI3BUMOCTH Session Injection Attacks

13. OOGHapyxeHue u 3KcIUTyaraius ys3sumoctn Weak authentication and session management

14. OOGHapyxeHHe U SKCIuTyaTalus ys3BUMocTH Security Misconfiguration

15. OGnapyxenue u 3kciutyaraius ys3sumoctu Insufficient Transport Layer Protection

6.3. TunoBble KOHTPOJIbHbIE BONPOCHI U 3aJaHUs IS MPOMEKYTOYHOI aTTecTaAllNK

ITpumepHBIe BOIPOCH! TECTOBOTO 3a/laHUsL:

Yro U3 mepeurciIeHHoro He JOHKHO OTPaKaThes B TIOJNUTHKE HHPOPMAaMOHHON 0€30MaCHOCTH MPEIIPHSTHS?
LEJU 3alIUThl THPOPMALIUI

KaK{e pecypchl IOJUIEKAT 3alUTe

OT KaKuX yrpo3 3alllUILal0TCs PECYPChI

KTO HECET OTBETCTBEHHOCTh 3 3aIUIIEHHOCTh PECYPCOB
CTOMMOCTD 3aIHIIAEMBIX PECYPCOB

cdepa neiicTBUS TOTUTUKA

MOPSIIOK HH(POPMHUPOBAHKS 00 MHIIHIEHTAaX

KaKnue€ JOKYMCHTBI JOIIOJHAIOT ITOJIUTUKY 6C3OHaCHOCTI/I
OpraHu3alys B3auMOICHCTBUS 3aLIUIAEMbIX PECYPCOB
j. Huuero u3 npeacTaBieHHOTO

@ e Bo oP

KoMmruieke anmapaTHbIX HIH HIPOrPAMMHBIX CPEJICTB, OCYIIECTBISIOINNA KOHTPOJIb U QHIBTPALMIO IPOXOISAIINX Yepe3 HEro CETEeBbIX
TMaKETOB B COOTBCTCTBUHU C 3alaHHBIMU IIpaBUJIaMH, 310?

a. MEXKCETeBOH IKpaH

b. cuctema oOHapyKeHHs aTak

C. aHTHBHPYCHOE CPEJICTBO

d. cpeacTBa KOHTPOIIS KOCTYNA U ayTeHTH(HUKALUN

Kakue MexceTeBble SKpaHbl IPOBEPSIOT (AKT, UTO MaKeT sBiseTcs 6o 3ampocoM Ha TCP-coenunenue, mubo npeacTaBiseT JaHHbIE,
OTHOCSILIMECS K YK€ YCTaHOBJIEHHOMY COEIUHEHHIO, TMO0 OTHOCUTCA K BUPTYaJlbHOMY COSIMHEHUIO MEKAY ABYMsSI TPAaHCIOPTHBIMU
YPOBHSAMU?

. MEJKCETEBbIE KPAHBl YPOBHS COEJUHEHUS

. MEKCETEBbIE IKPaHbl PUKIIAJHOTO YPOBHS

. MEXKCETeBbIe 9KPaHbI ¢ JUHAMUYCCKON (QMIbTpanue makeToB

. MEKCETEBbIE IKPaHbl MHCIEKIIUH COCTOSHUN

. MEJKCETEBbIE SKPaHbl YPOBHS Spa

o0 o

6.4. Kputepuu oneHuBanus

HpI/I CO6€C€)10B3.HI/II/I BBIJICIIAOTCA KPUTEPUH, IO KOTOPBIM OLICHUBAIOTCA 3HAHUA yUallluXcCs.

OTMeTKa «OTIMYHO» CTABUTCS B TOM CIIy4ae, €CJIM 0 ABYM U3 TPEX KPUTEPHUEB OTBET OLIEHUBAETCS «OTIIMYHOY» U [0 OTHOMY — Ha
«XOPOLIOY.

OTMeTKa «XOPOILO» — €CIIH 0 JABYM KPUTEPHUSIM — HE HIKE «XOPOLIO» U 10 OJTHOMY «YIOBJIETBOPUTEIHLHOY.
OtMeTKa «YAOBJICTBOPHUTCIBHO» — €CJIU 110 IBYM KPHUTCPHUAM HE HUKEC «YIOBJICTBOPUTECIILHO» U 110 OAHOMY —
«HEYIOBIETBOPUTEIILHON.

OTMeTKa «HEYJOBJIETBOPUTEIHHOY» — €CIIU 110 JBYM U 00JIee KPUTEPUSIM «HEYIOBIECTBOPUTEILHOY.
Kpurepun:

Brnanenue NOHATHHHBIM anmnapaToM

Brnanenue dakTHuecKkuM MaTepHAIOM 110 TEMe

JlornuHOCTH M3JI0KEHUS MaTepHaa.

Kaxayro npakTudeckyto paboTy MOXKHO 3a4€CTh, ECIIHU:
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1 - OGyuaromuiicsi: cBOOOAHO OPUEHTUPYETCS B TEPMUHOIOTUM; CIIOCOOEH IPUBECTU IIPUMEPHI; CBOOOIHO MOXKET OTBETUTH Ha
JIONOJIHUTEIIbHBIE BOIPOCHL.

2-15 - Ob6yywaronuiics: cBOOOIHO OPHEHTHPYETCS B MaTepuaje TEMAaTHKH; BlIaJjeeT HaBBIKAMHU HACTPOMKN 0e30M1aCHOCTH; MOXKET
aHAIN3UPOBATh HH(GOPMAIIHIO U IPUHAMATH PEIICHNUS; CBOOOIHO MOXKET OTBETHTh Ha JOMOIHUTEIbHBIE BOIIPOCHL.

OreHka Tecra:

Habpannas cymma 6aiioB - olleHKa
Menee 60 - HEYZOBIETBOPUTEIHHO;
60-75 - yOBICTBOPHUTENEHO;

76-90 - xoporto;

91-100 - oTau4HO.

Wrorosas onenka 3a 7 ceMectp poOpMUpPYETCs CIeNyIOIIM 00pa3om:
Kaxnas npaktudeckas padora ¢ 1 o 6 oueHuBaeTcs B 8 6ajia HTOroBo#t oleHKH. VITOroBelil TecT 1aeT 52 6ajuia HTOrOBO# OIICHKH.
Makcumym MoxHO HaOpaTh 100 GayuioB 3a cemecTp.

Htoropas oneHka 3a 8 ceMecTp GopMUPYETCsl ClIeAYIOMUM 00pa3oM:
Kaxnas npakruueckas pabora ¢ 7 o 15oueHuBaercs B 6 6aiia uTOroBoit oneHKH. ITOTroBbIi TecT naet 46 6auI0OB HTOrOBOM OIICHKH.
Makcumym MoxHO HaOpaTh 100 GayuioB 3a cemecTp.

Hrorosas orieHKa KOHBEPTUPYETCS B 5 OAIBHYIO CUCTEMY:

HaGpannas cymma 0aiioB - olleHKa
Memnee 60 — HEYZOBIETBOPUTEIHHO;
60-75 — y10BIETBOPUTENLHO (3a4ET);
76-89 — xoporo (3auer);

90-100 — oTimuHO (3auer).

TpebGoBaHus (KpUTEpHATIbHBIE [TOKA3aTENN) K YPOBHIM OCBOCHUS IPOTPaMMBbI JUCLUIIIIMHBI BO BTOPOM CEMECTPE U3YUEHHUS
JUCIAIUIAHBI

«OTimmaHOY (5) — CTYAEHT TIIYOOKO M TIOJTHO BIIAJIEET COJEpIKaHNEM y4eOHOTO MaTepHaia; yMeeT CBSI3BIBATh TEOPHIO C IPAKTHKOM,
pelaeT MUKpO3KOHOMHYECKHUE 33/]auH, TEOPETUUIECKUE BBIBOBI MOATBEPKIAET MpUMEpaMH, (paKTaMu, JTAHHBIMU HayYHbBIX
HCCIIeIOBAaHNH; OCYIIECTBIIET MEXKIIPEIMETHBIC CBSI3H, NPEAOKeHUs. [lenaeT BBIBOIBI JOTHYHO, YETKO. SICHO M KpaTKO U3j1araer
OTBETHI Ha MTOCTABJICHHBIC BOMPOCHL; yMeeT 000CHOBBIBATH CBOU CYXKICHUS U MPOGECCUOHANBHO- JINYHOCTHYIO TO3UIUIO 110
nznaraeMomy Bonpocy. OTBET HOCUT CaMOCTOSITEIIbHBIA XapakTep.

«Xopo1o» (4) — OTBET CTYJEHTAa COOTBETCTBYET YKa3aHHBIM BBIIIE KPUTEPUS, HO COJEP>KaHUE OTBETA UMEET OT/AE/IbHbIE HETOYHOCTH
(HecyIeCTBEHHBIE OLTMOKH) B U3I0KEHUH TEOPETUIECKOTO U MPAKTUUECKOTO MaTepHania, OTINYAeTCs MEHbLIEH 00CTOsATENIFHOCTEIO,
II1yOUHOH, 060CHOBAaHHOCTBIO U IOJHOTOM; AOMYIIEHHbIE OIMINOKU HUCIPABIISAIOTCS CTYAEHTOM I0CIE AONOJHUTEIBHBIX BOIIPOCOB
9K3aMeHarTopa.

((y,HOBJ'ICTBOpI/ITeJ'ILHO» (3) — CTYACHT 06Hapy)KI/IBa€T 3HAHKWE U IOHUMaHHUE OCHOBHBIX ITOJIOKEHUH y‘I66HOFO Marepuaia, HO Uu3jiara€t
€T0 HETIOJIHO, HEMOCICAOBATCIIbHO, JOMMYCKA€T HETOYHOCTHU U CYILICCTBCHHBIC OIMOKH B OIpEACIICHUN HOHHTHﬁ, (bOpMyJ'IPIpOBKe
HOHO)KGHHﬁ, HC IIPUBJICKACT MJI apTYMEHTAIUU OTBETA OCHOBHBIC ITOJIOKCHHUSA UCCICA0BATCIBCKUX, KOHUCIITYAJIbHBIX U
HOPMATHUBHBIX JOKYMCHTOB, HC YMCCT 000CHOBATh CBOU CYXKOCHUA, Ha6n}0naeTca HapyHICHUE JIOTUKU U3JIOKCHU . OTBET OTJIMYaeTCS
HU3KUM YPOBHEM CaAMOCTOATCIBHOCTH, HC COACPIKUT COOCTBEHHOM l'[pO(beCCI/IOHaJ'[BHO- JIMYHOCTHOM TIO3HUIIHUH.

«HeynosnerBopurenbHO» (2) — CTYICHT UMeeT pa3pO3HCHHbBIE, 0ECCHCTEMHbIC 3HAHUS: HE YMEET BBIICISTH IJIaBHOE U
BTOPOCTETIEHHOE; IOMYCKAaeT OIIMOKH B ONIPEEICHIH TOHATHH, (HOPMYIHPOBKE TEOPETUIECKHUX HOJIOKEHHUH, NCKaXKaeT X CMBICIT; HE
OpPUEHTUPYETCS B HOPMATUBHO-KOHLIENTYAJIbHBIX, IPOrPAMMHO-METOJUUECKHX, UCCIIEI0BATEIBCKUX MaTepHaliax, OecIops104HO U
HEYBEPEHHO M3J1araeT MaTepuall; He yMEeT COEUHATh TEOPETUYECKUE MTOJIOKEHHUS C IPAKTUKOM; HE yMEeT IPUMEHATh 3HAHUS U1
000CHOBaHUS U 00BICHEHHS (PAKTOB, HE YCTAHABIMBAET MEXKIIPEIMETHBIE CBSI3H.

7. YYEBHO-METOAUYECKOE 1 HTH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI (MOAY JIs)

7.1. PexoMeHnyemas 1uTepaTypa
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crp. 9

7.1.1. OcHoBHas auTEpaTypa

ABTOpBI, COCTABUTEIH 3arnaBue WznarensctBo, Ton| Pecypc

JI1.1 |lanerun B.®. KomruiekcHas 3amuTa HHQOpMaIK B KOPIOPATUBHBIX CHCTEMAX: Mockaa : 9BC
yuebHoe nocobue Wznarenbckuit
(https://znanium.com/catalog/document?id=389857) Jlom "®OPYM",

2022
JI1.2 |Xopes II. b. [IporpammMHo-annapartHas 3anmra nHbpopManuu: yaeonoe mocobue [Mocksa : OO0 3BC
(https://znanium.com/catalog/document?id=397282) "HayuHo-
U3JaTeNbCKUN
uentp MHOPA-
M", 2022
7.1.2. lonoJIHUTeIbHAS JIUTEPaTypa
ABTOpBI, COCTaBUTEIH 3arnaBue WzparensctBo, ron| Pecypc

JI2.1 |T'onukos A. M. Konuposanue u mugpposanue uapopmanuu B cucremax csi3u. Yacts[Mocksa : TYCVP, 9BC
2. llludporanue: yueOHOE MOCOOHUE IS CIICIATUTETA: 2016
210601.65paaroseKTpOHHBIE CUCTEMbI U KOMIUIEKCHI. KypC JIEKIHUH,

KOMITBIOTEPHBIN MPaKTHKyM, 3aJaHHe Ha CaMOCTOSTEIBHYIO
paboty
(https://e.lanbook.com/book/110225)

JI12.2 |TonukoB A. M. Koauposanue u munppoBanue napopmanuu B cucremMax cBszu. Yacts[Mocksa : TYCVYP, 9BC
1. Koauposanue.: yueOGHOe mocobue I CreluaIuTeTeTa: 2016
210601.65 pamnosIeKTpOHHBIE CHCTEMBI U KOMIUIEKCHI. KYPC JICKITHA,

KOMIBIOTEPBIH MPAaKTUKYM, 3a/IaHHE Ha CaMOCTOSTEIIbHYIO paboTy.
(https://e.lanbook.com/book/110240)

JI2.3 |Bepmxecc D. HcKycCTBeHHBIH HHTEIICKT - JIJIsSL BAIlIero OM3Heca: pyKoBOACTBO Mo [Mockea : 9BC
OLICHKE U IIPUMCHCHUIO I/IHTenneKTyaana
(https://znanium.com/catalog/document?id=387328) st JIutepatypa,

2021
7.2. Ilepeyenn pecypcoB HHPOPMANHMOHHO-TEJIEKOMMYHMKAIMOHHOM ceTH ""UHTepHeT"

31 |Hayunas snekrponnas 6ubmuoreka eLIBRARY.RU» - paznen "XypHanbl oTkpeiToro gocryna
(https://elibrary.ru/projects/subscription/rus_titles_free.asp)

32 |ExuHoe OKHO HocTyma K 00pa3oBaTeNbHBIM pecypcam - heaepansHas HHGOPMAIMOHHAsI CHCTEMa OTKPBITOTO J0CTYIA K
HWHTETPAILHOMY KaTaJlory o0pa3oBaTeIbHBIX HHTEPHET-PECYPCOB U K JIEKTPOHHOI OMOIMoTeKe y4eOHO- METOMYECKIX
MaTepuaoB JUIs BceX ypOBHEH 00pa3oBaHHs: TOUIKOJIBHOE, o01Iee, cpeaHee NpodecCHOHaIbHOE, BEICIIEE,
JonosHUTENnbHOE http://window.edu.ru

93 |JIeKTOpHYM - IPOCBETUTELCKHUI MMPOSKT: MACCOBBIE OTKPBITHIE OHJIANH-KYPChI, OTKPBITHIA BHICOAPXUB JIEKIHi By30B Poccnu
https://www.lektorium.tv

D4  |Jlasb [DneKTpOHHBIH pecypc] : anekTpoHHO-0nbmoTeynas cuctema (ObC) / u3natenscto Jlans http://e.lanbook.com

35 |IOpaiit [DnekTpoHHbIH pecypc] : anekTpoHHo-0ubmmoreuHas cuctema (OBC) / u3narensctBo FOpaiit.  https://urait.ru/

D6 |Znanium.com [DneKTpoHHBIN pecypc] : 31eKTpoHHO-O0ubanoTeuHas cucrema (ObC) / Hayu. anektpon. 6-xa
http://znanium.com/

7.3 llepeuenb HHGPOPMAIMOHHBIX TEXHOJIOT U
7.3.1 IIporpammHoe oGecneyeHue
LMS Moodle
1O Kaspersky

7.3.2 IIpodeccuonarbHbIe 6a3bI JAHHBIX 1 HH(POPMAIIHOHHO-CIIPABOYHbBIE CHCTEMBI

1. Hayunas snexrponnas 6ubnuoreka eLIBRARY.RU (https://elibrary.ru/defaultx.asp?) eLIBRARY.RU : HayuHast 31eKTpOHHAs
6ubmroTeka : caift. — Mocksa, 2000 — . — URL: https://elibrary.ru. — Pesxxum moctyma: st 3aperiuctpup. mojp3oBareineit. — Tekcr :
JJIEKTPOHHBIM.

2. HaumonanbHas snexkrponHas 6ubnuoreka (HIB) (https://rusneb.ru/) HaunonansHas snekrponHas 6ubnmorexa (HOB) :

00BEANHEHHBII DJIEKTPOHHBIH KaTajor (oHA0B poccuiickux 6ubmorek : caidt. — URL: http://u36.pd. — Pexxum mocryna: n3

YUTANBHBIX 3a70B OuOmoreku Yenl'V. — TekcT : 3eKTPOHHBIN.
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3. Ilpesnnentckast 6udmmorexa (hitps://www.prlib.ru/) Ilpesunentckas 6ubauoTeKa : 3ICKTPOHHAs HALMOHAIbHAS OUOINOTEKA © CaiiT
/ ®I'BY Ilpesunéurckas 6ubmmoréka imenn b. H. Enpruna. — CankrllerepOypr, 2009 — . — URL: https://www.prlib.ru/. — Tekcr :
JJIEKTPOHHBIM.

4. CrpaBouHo-tipaBoBas cucrema «KoncynerantlImoc» (http://www.consultant.ru/) KorcynbsranTILimtoc : cripaBOYHO- paBoBas
cucremMa : 6a3a aHHbIX / PernonanbHsblii 1eHTp npaBoBoit nuHGopmanuu Mudopmmpaso. — Mocksa, 1992 — . — Pexxum nocryna: u3
YUTAIBHBIX 3aJI0B OMOJIMOTEKH. — TEKCT : 3JIEKTPOHHBIM.

8. MATEPUAJIbHO-TEXHUYECKOE OBECIHHEYEHHME JUCITUIIJIMHBI (MO JIs1)

Jnist peanu3anyy JUCHUILTAHBI HCTIONB3YIOTCS YIeOHBIE ayJUTOPHH IS IPOBEACHUS 3aHATHI JIEKIIHOHHOTO TUIIA, 3aHATHI
CEMHHAPCKOTO THUIIA, TPYIIIOBBIX U UHJIUBUYaJIbHBIX KOHCYJIbTALIUH, TEKYIIEro KOHTPOJIS U IPOMEXKYTOYHOH aTTeCTalllH, a TAKKE
MIOMEICHUS ISl CAMOCTOSTETBHON paboThl. YueOHbIe ayIMTOPUH YKOMIUIEKTOBAHBI CTICIIHATN3UPOBAHHON MEOEIBI0 1
TEXHUYECKUMH CPEJICTBaMU 00yUEHHS: JOCKA, MAPThl, MyJIbTUMEIUIHHOE U ayauoobopynoBanue. Jlis npoBeieHMs 3aHATHIA
JIEKIMOHHOTO THIIA NIpeIaraloTcs HaOOpBI IEMOHCTPAMOHHOTO 000PYIOBAHUS U YIeOHO- HATJSITHBIX MMOCOOHHI: IU(pPOBEIE
00pazoBaTeIbHBIC PECYPCHI, @ TAKXKE HCIONb3YeTCs IEPEHOCHOE U / WU CTAlMOHAPHOE MYJIbTUMEIUHHOE 000pyi0BaHUE (IKpaH,
HOYTOYK, IPOEKTOP, KOJIOHKH). 17151 cCeMUHAPCKUX 3aHATHI HCIONB3YIOTCS ayAUTOPHUHI OCHAIICHHBIE OOBIYHOM JOCKOM, TapTamy,
MIEPEHOCHBIM MYJIBTHMEIMUHBIM U ayJH0000pYyA0BaHHEM (B citydae HeoOxonumocTH). [ToMeneHus s caMoCTOsTEIbHOM paboThI
00y4aroIUXCsl OCHAIICHBI KOMITBIOTEPHON TEXHUKOMH C MOIKIIOUeHHEM K ceTr "MHTepHeT" u o0ecrnedeHrneM JOCTyIa B 3JICKTPOHHYIO
nH(OPMALOHHO-00pa30BaTeNIbHYIO CPEAY YHUBEPCUTETA.

9. METOAUYECKHUE YKA3ZAHUA JJIA OBYYAIOIIIAXCA 11O OCBOEHUIO JUCHUIIVIMHBI (MOY JIS)

VYcnenrHoe u3ydeHue Kypca TpeOyeT 0T 00y4aroIuxcs HOCELIeHHs JIEKIUN, aKTUBHON paboThl Ha CeMUHApax, BHIIIOJIHEHUS BCEX
y4eOHBIX 3a/IaHHi PENO/aBaTelNs, 03HAKOMJICHHUS ¢ 0a30BbIMU YUeOHMKAMHU, OCHOBHOM M JIOTIOJIHUTEIBHOM JTUTEpaTypoi. 3arnuch
JIEKIIMK — OJTHA U3 ()OPM aKTUBHON pabOTHI CTYJICHTOB, TPEOYIOIIasi HABBIKOB U YMEHHUS KPATKO, CXEMATUYHO, OCIICAOBATEIBHO 1
JIOTUYHO (PUKCUPOBATH OCHOBHBIE TIOJIOKEHUSI, BBIBOABI, 00001IeH s, hopMynrpoBky. [Tocnenyromas paboTa Ha TEKCTOM JIEKIIUH
BOCKpEIIAET B IIaMSATU €€ COJlep KaHKe, TI03BOJISET pa3BUBAaTh 3KOHOMUYECKOE MBIIIUICHHE. B KOHIIe TIeKIUY penoiaBaTelb OCTaBIsIeT
BpeMsl (5 MUHYT) JUTS TOTO, YTOOBI CTYJCHTHI HMETH BO3MOXHOCTD 331aTh YTOYHSIOIINE BOIIPOCHI 110 H3y4aeMOMY MaTepHaIy.
OCHOBHBIM METOZIOM 00YUEHUS ABJIIETCA CaMOCTOsTENIbHAsl pab0Ta CTYAEHTOB C yueOHO-METOANYECKMMU MaTepUallaMy, Hay4HOH
nateparypoil. [Ipy n3ydeHun AUCUUIUTMHBI HEOOXOJUMO H3YYHTh BOIIPOCKI, KOTOPBIE IPETOaBaTeNb BHIHEC HA CAMOCTOSTENILHOE
H3yuYeHHE, OBITh TOTOBBIM K 00CYXICHHIO STHX BOMPOCOB. JJUCKyCCHSI — KOJUIEKTUBHAs ()OpMa YCTHOTO MPECTABICHUS HHPOPMAIHH.
OOBIYHO IHMCKYCCHIO TOTOBUT OJIMH HJIH HECKOJBKO YENIOBEK, MPEACTABIIIOIINX OCHOBHBIE BOIIPOCH TEMBI X TOYKH 3PEHHUSL.
OCTaJ'IbeIC Y4aCTHUKU JUCKYCCHHU BBICKA3bIBalOT CBOU MHCHUS U CYKIACHUS. I[I/ICKyCCI/IlO OpraHusyeTt BCZLyIJ_lI/lﬁ (qame
MPEToIaBaTellb) B 00s3aHHOCTh KOTOPOTO BXOAUT NPEIOCTAaBICHHE CJIOBA Pa3HBIM YUaCTHHKAM, CICPKHBaHHE SMOLHOHAIBHBIX
peakuuii y9acTHUKOB U MOJBEACHNE UTOTOB O6Cy)!<)16HIdH.

K mpomexyTo4HOIi aTTecTali He0OXO0 MO TOTOBUTHCS II€IEHANIPABICHHO, PETYIISPHO, CHCTEMATHIECKH 1 C IEPBBIX AHEH 00ydeHus
o nanHou auctmiuinHe. [locse aToro y oOyuaromerocst JOKHO COPMHUPOBATHCS YETKOE MPECTaBlIeHue 00 00beMe U XapaKkTepe
3HaHUI U YMEHHH, KOTOPBIMH HaZo OyIeT OBIaJeTh Mo AucuuIuinHe. CHCTeMAaTHYeCKOe BHITOJTHEHHE YaeOHOH paboThI Ha JEKIHUIX U
CEMUHAPCKUX 3aHATUAX ITO3BOJIUT YCIICIITHO OCBOUTH JUCHHUIIINHY.

B ciydae mpuMeHeHus pu 00yYeHUH AUCIMIUINHEL QJIEKTPOHHOTO O0YYeHUs, AUCTAHIMOHHBIX 00Pa30BaTEbHBIX TEXHOIOTHI
oO1ieHre 00yJaroIUXCs ¥ MPEoIaBaTelis OCYIIECTBIISCTCS B PEXKUME PeabHOTO BpeMeHH (OHIaiH-JIeKIK (BeOUHAPBI), YaThI,
BUJIC0-KOH(EPEHIINH U JIP.) HIIH OTJIIOKEHHOTO BpEMEHH (CUcTeMa TUCTaHIMOHHOr0 00ydenus Moodle, hopymel, aekTpoHHas TouTa
u 1p.).

Bonbyio yacTh BpeMeHH 00yJaronecs CaMOCTOSITEIHO paboTaloT ¢ yIeOHO-MeToqMYeCKUMH MaTepranaMu. CTyJeHTHl HMEIOT
BO3MO>KHOCTh KOHCYJIBTUPOBATHCS C IPENOJaBaTesieM 110 BCEM BOIPOCaM, BO3HHUKAIOIIUM B X0/ CAMOCTOSTENbHON paboThI
MOCPE/ICTBOM DJIEKTPOHHOM MOYTHI, COIMABHBIX CETEH U T.I1.

Joctyn obyuaronierocst K y4eOHbIM pecypcaM B PeXXUMe OTJIOKEHHOTO BPEMEHH, CaMOCTOSITENEHOM PaboThI OCYLIECTBISIETCS Yepes3
ceTh VIHTepHET B YIOOHOM IJIsl HETO MECTe, BPEMEHHU H TeMIIE.

ITpu 0Oy4enun U ¢ OrpaHUIEHHBIMUA BO3MOKHOCTSIMU 3JI0POBbBsSI DJIEKTPOHHOE 00YyUeHUE, AUCTAaHIMOHHbIE 00pa3oBaTe/IbHbIe
TEXHOJIOIMHU NPEAYCMATPUBAIOT BO3MOKHOCTDb IPpUEMA-TICPEaaun I/IH(I)OpMaL[I/II/I B JOCTYIHBIX IJI HUX (bopmax.

Peanuzanust AMCUUILTHHBI C IPUMEHEHUEM 3JIEKTPOHHOTO 00yYeHHs, TUCTAHIIMOHHBIX 00pa3oBaTeNbHBIX TeXHONOTHH (nanee — D0,
J1OT) ocymecTBiseTcs Ha ocHOBaHUH «I10I0KEeHUS 0 peanu3anuy OCHOBHBIX U JOTIOJHUTEIBHBIX 00pa30BaTeNbHBIX IPOTPaMM ¢
MIPUMEHEHUEM BJIEKTPOHHOTO 00y4YeHHUs M JUCTAaHIIMOHHBIX 00pa30BaTeNbHBIX TEXHOJIOTUH B (heaepabHOM rocy1apCTBEHHOM
OIO/DKETHOM 00pa30BaTEILHOM YUPEKICHUH BEICIIET0 00pa3oBaHus « HeIsIOMHCKHI TOCyJapCTBEHHBIN YHUBEPCUTETY, «I10MI0KeHUS
0 MOpsAKE 3a4eTa 00YyJaloIUMHUCS [0 OCHOBHBIM PO(ECCHOHAIBHBIM 00pa30BaTeNIbHBIM NIPOrpaMMaM BBICIIEr0 00pa30BaHUs B
OI'BOY BO «Uenl'Vy» pe3yabTaToB OCBOCHHUSI B OPraHU3aLIUsX, OCYIIECTBISIONINX 00pa30BaTeNIbHYIO ACATEILHOCTD, yU4eOHBIX
[IPEeMETOB, KypCOB, TUCUUIUIMH (MOIyJel), NPAKTHK, JOMOJHUTEIBbHBIX 00pa30BaTeIbHbIX IPOTPaMM» IIOCPEACTBOM 3JIEKTPOHHON
nHPOpPMaIMOHHO-00pa3oBarensHol cpeast PT'BOY BO
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«Uenl'V». B uCKIIOYHTENBHBIX CiIydasx (popc-Makop H T.I1.) P peau3alui 00pa3oBaTeIbHOM JeaTeNbHOCTH ¢ TpuMeHeHneM D0,
JOT MoryT npuMeHSTh KOMIIOHEHTBI, HE BXOJISIIUE B MIEPEUYCHb 3JICKTPOHHON MH(OPMAIIMOHHO- 00pa30BaTeIbHON CpeIbl.

10. CHEIIMAJIBHBIE YCJIOBHUA OCBOEHUA JUCHUIIIMHBI OBYYAIONIUMUCAHA C HHBAJIMJHOCTBIO
OI'PAHUYEHHBIMHA BO3MOXHOCTSIMMU 310POBbA

OcBoeHne TUCIUINIMHBI HHBATHAAMA U JIHIAMH C OTPaHUYEHHBIMH BO3MOXXHOCTAMH 37I0POBBsSI OCYIIECTBIISICTCS C UCHONB30BAHIEM
CHEUUATIbHBIX TEXHUYECKHX CPEACTB M UH(OPMAIMOHHBIX TEXHOJOIUIl, MpeloCcTaBIgeMbIX PecypcHbIM yueOHO-METOAUYECKUM
IEHTPOM IO OOYYeHHIO WHBAIHIOB ¥ JIUIl C OTPAaHHYCHHBIMH BO3MOXKHOCTSAMHU 370poBbs Uenl'V mo 3ampocy oOydaromierocs
(MOOMITBHBIC CHEIHANbHBIC TEXHHYECKHE CPEACTBA JUIA JIMI C HAPYNICHHAMH 3PCHHS M C HApyIICHHEM CIyXa, aCCHCTHUBHBIC
UH(OPMAILIOHHBIE TEXHOJIOTHH).

Ilp HeoOXommMoOCTH AT OOYJAIOMMXCA C HAPYIICHHAMH 3pEHHS Ha pabouMX MecTaxX Ui NPOBENCHMS NPaKTUUCCKUX HIH
J1a00PaTOPHBIX 3aHATUI ycTaHaBIMBAaeTCs CIELUalbHOE MporpaMMHOE obecredeHue (IporpamMMa peueBOd HaBUTallUH, pedeBble
CHHTE3aTOPbI, SKPaHHBIE JIYIIHI).

B yueGHble ayquropuu oOecredrBaeTcsi OSCIpesITCTBEHHBIH JOCTYI sl 0Oy4alomMXCsl ¢ WHBAIUAHOCTBIO U C OTPAaHUYCHHBIMU
BO3MOXKHOCTSIMH 3JI0pOBbs. B kax0if aynuropun, Tae 00y9aroTcss HHBAIUBI U JINIA C OTPAHWICHHBIMU BO3MOXKHOCTSMH 310POBb,
IIpelycCMaTpUBAETCsl COOTBETCTBYIOLIEE KOTUUECTBO MECT JUIsl OOYUAIOMIUXCS ¢ YU€TOM HapyIIEHUH UX 3710pOBbS.

Jlnst oCBOCHWS AWCIUWIUIMHBI WHBAIMAAM M JHI[AM C OTPAaHWYCHHBIMH BO3MOXHOCTAMH 3I0POBBS IPEIOCTABIAECTCS JOCTYN K
HeYaTHBIM UCTOYHUKAM, UMEIOUIMMCS B HaydHOU OubnuoTreke Uenl'V, ¢ MOMOIIBIO ClIELUAIbHBIX TEXHUYECKUX CPEICTB; AOCTYI C
MOMOIIBIO CHEIUANBHBIX TEXHHYECKHX M MPOTPAMMHBIX CPEICTB K JIEKTPOHHBIM HCTOYHHMKAM, IPEICTaBICHHBIM B (opme
AJIEKTPOHHOTO JJOKYMEHTa B (hoHe Hay4yHO# Onbnmmorexku Yenl'Y uinu 351eKTpOHHO-OMOIHMOTEYHBIX CHCTEMAX.
V4eOHO-MeTOJUIeCKHe MaTepHAaNbl I 00yJaloUXCs U3 YHCIa HHBAINAOB H JIUI] C OTPAaHHYCHHBIMH BO3MOXKHOCTSIMHU 3JI0POBBS
IPEOCTABILIIOTCS B OpMax, alallTUPOBAHHBIX K OTPAHUUECHUSM UX 310POBbSI U OCOOEHHOCTSIM BOCIIPUATHS HH(POPMALIUY.

JInst MHBAIHIOB ¥ JIUI C OTPAaHWIEHHBIMU BO3MOXKHOCTSIMHU 3[J0POBBSI OCBOCHHE JUCIUIIINHEI MOKET OBITh YACTUYHO HITH TIOJTHOCTEIO
OCYIIECTBIICHO C UCMOIb30BAaHUEM AUCTAHIIMOHHBIX 00PAa30BaTENbHBIX TEXHOIOTHH.

Ilpr mpoBeeHWH IPOMEXKYTOYHON aTTeCTallid IO MAUCIHHUIUIMHE OOYYaroIMMCS C WHBAIMAHOCTBIO M C OTPaHHYCHHBIMH
BO3MOKHOCTSIMH 3JIOPOBbsI OOecleunBaeTcs MO UX 3asBICHHUIO IPENOCTAaBICHUE B JOCTYHNHOW (hopMe B 3aBUCUMOCTH OT HX
WHIWBHIYaIbHBIX OCOOCHHOCTEH HHCTPYKIHH O MOpPSAAKE MPOBEICHHUS INPOMEKYTOYHON aTTECTAallM, OIEHOYHBIX CPEICTB U
BO3MOKHOCTU OTBETOB Ha 3aJaHus (IMCbMEHHO Ha Oymare, Ha0Op OTBETOB Ha KOMIIbIOTEpE, MUCbMEHHO HipupToMm bpaiinsd, c
HCIIONIB30BAHUEM YCITYT aCCHCTEHTA, YCTHO).

ITpu npoBeseHMYU NPOLETYPHI OLIEHUBAHUS PE3YNbTaTOB 00YUEHHUs] MHBAIUJIOB U JIUI] C OTPAHUYEHHBIMH BO3MOXKHOCTSIMU 310POBbS
IpeIycMaTpUBASTCs HCIOIb30BaHME IpenocTaBiIeHHbIX Yenl'yY uimm coOCTBEHHBIX TEXHHUECKUX CPEIICTB, HEOOXOANMBIX M B CBS3H C
UX MHIUBUAYAIbHBIMH OCOOCHHOCTAMH. IIpy HEOOXOAMMOCTH MHBAIMJIAM U JIMLAM C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMH 37I0POBbS
IPEIOCTaBIACTCS AOMONTHATETBHOE BpeMs I MOATOTOBKM OTBETa HA 33/IaHUS, MIPOIEAypa OIEHHBAHUS Pe3yIbTaTOB OOYICHHUS 110
JUICIUIUIMHE MOXKET [IPOBOJUTHCS B HECKOJIBKO JTAIIOB.
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