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38.03.05 busHec-unpopmatuka, UHPpopMannoHHbIe CHCTEMbl M TEeXHOJIOTHMM OHM3Hec-
aHAJMTHKH, 0akajaaBp, Hugopmayuonnan d6ezonacnocms, 2025, ounas

DoH/1 OLIEHOYHBIX CPeACTB JUCHUNIUHBI (MOIYJIs1) 0100PeH U PpeKOMEH10BaH

[IpopexTop no yuebHoit pabote yTBepxkaeHo 24.02.2025 A.A. CaiamaroB

Y4YeHBIM COBETOM HHCTUTYTA I/IH(l)OpMaI_II/IOHHBIX TEXHOJIOT UM

[Tpotokon 3aceqanus Ne 6 ot 20.02.2025

IIpencenarens YyeHoro coera

HMHCTUTYTa MH(GOPMAIIMOHHBIX
TEXHOJIOTUH COIJIaCOBaHO 1O. B. Ilerpuuenko

3acenanuem kadeapsl UHMPOPMANHOHHBIX TEXHOJOTHHA M JIKOHOMHUYECKON
MH(POPMATHKHA

ITporoxoi 3acenanus Ne 6 ot 20.02.2025
W. o. 3aBenyromero kadenpoit COIJIACOBAaHO C.A. Ckpunos

ABTOD (COCTaBUTEID) A.B. MutgauHa

Crpykrypa padodeii nmporpaMmMbl COOTBETCTBYeT mpukasy pekropa ®I'bOY BO
«YHeal'¥» ot «13» anpest 2021 r. Ne 247-1



MUWHOBPHAYKHU POCCHUU
\‘)} denepalibHOE TOCYIAPCTBEHHOE OIOIKETHOE
@ 06pa3oBarelibHOE YUPEXKICHHE BHICIIEro 00pa3oBaHusI

«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
0e30macHOCThY 10 HanpasieHHo noarotosku 38.03.05 «busnec-undopmarukay HamnpasieHHocTH «HpOD- cTp. 2
MAalMOHHBIE CUCTEMBI M TEXHOJIOTUH On3Hec-aHamuTHkn»y GI'BOY BO «Uenl'V»

Conep:xkanue

1. ITacnopT hOHIA OLEHOYHBIX CPEICTB ...vverveerrianrerieereannns Ommobka! 3akaaaka He onpeaesieHa.

2. IlepedueHb GOPMHUPYEMBIX KOMITETCHITHH ...vevvvvveeiveeinieenns Oummbka! 3akinaaka He onpeaeseHa.

3. ConepxaHue OIIEHOYHBIX CPEACTB MO TUCHUTIINHE ......... Oummoka! 3akinaaka He onpeaeseHa.
3.1. BUIBI OLIEHOYHBIX CPEIICTB ....veenvvearreerireaeeesseeesaeeans Ommuobka! 3akiagka He onpeeneHa.
3.2. ConeprKaHUE OLEHOYHBIX CPEICTB ...vvvvvrvveerrvreennenns Oummoka! 3akinaaka He onpeaeseHa.

4. Tlopanok MpoBeACHUS U KPUTEPUU OLICHUBAHUS MTPOMEKYTOUHOM ATTECTAIHH «..covveerevenvenene 28
4.1. IlopsaoK NPOBENEHUS TPOMEKYTOUHOM ATTECTALIMM +...vvvvveseeesnreereensreesneesnreesnneeneesnneanns 28

4.2. Kputepuu OLleHUBaHUS IPOMEXYTOUHOM aTTECTAIMU 10 BHIaM OLICHOYHBIX CPEJICTB ...28

4.3. PesynbraThl IPOMEKYTOYHOU aTTecTaluu U ypPOBHHU c(hOpMHUPOBAHHOCTH
X0 )Y 8 (SN 15080507 QR 28
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MUHOBPHAVYKHI POCCUUA
\‘)} DenepanpHOE rocyJapcTBEHHOE OI0HKETHOE
@ o0pa3oBaTesIbHOE YUIpEeXKCHHE BHICIIEro 00pa3oBaHuUs
«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
0e30macHOCThY 10 HanpasieHHo noarotosku 38.03.05 «busnec-undopmarukay HamnpasieHHocTH «HpOD- crp. 3
MAalMOHHBIE CUCTEMBI M TEXHOJIOTUH On3Hec-aHamuTHkn»y GI'BOY BO «Uenl'V»

1. IMMacnopTt ¢GoHIa OLIEHOYHBIX CPEICTB

Hampasnenue noarorosku: 38.03.05 busnec-undopmarnka

Hanpasnennocts: MHpOpMaIMOHHBIC CUCTEMBI ¥ TEXHOJIOTHH OM3HEC-aHATUTHKU
Jucnunnuna: Madopmaimonnas 6e30mMacHOCTh

Cemectp (cemecTpbl) u3yueHus: /

®dopma (hopMbl) MPOMEKYTOUHOHN aTTecTaluu: dk3ameH (7 ceMmecTp).

Jist onleHMBaHMS Pe3yIbTaTOB 00yUEHHS UCIOIB3yeTCs OaTbHO-PEUTHHTOBast CUCTEMA.
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MUHOBPHAVYKHI POCCUUA

DenepanpHOE rocyJapcTBEHHOE OI0HKETHOE
o0pa3oBaTesIbHOE YUIpEeXKCHHE BHICIIEro 00pa3oBaHuUs
«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

®DOH/1 OLIEHOYHBIX CPEACTB UI1 IPOMEKYTOUHON aTTecTalluy 1o JUcHUILIHHE (Moayio) «HpopMamoHHas

0e30macHOCThY 10 HanpasieHHo noarotosku 38.03.05 «busnec-undopmarukay HamnpasieHHocTH «HpOD- cTp. 4
MAalMOHHBIE CUCTEMBI M TEXHOJIOTUH On3Hec-aHamuTHkn»y GI'BOY BO «Uenl'V»
2. [lepeuens popMuUpyeMbIX KOMIIETEH U
2.1. KomnereHunu, 3aKpeniéHHbIE 32 TUCHIUILIHHOM
Wzyuenne  mucrumuHbel  «MHQOpManmuonHas — Ge30mMacHOCTh» — HAmpaBleHO  Ha

dbopMupoBaHue CIEAYIOIUX KOMIIETEHIIUHN, MPUBEAEHHBIX B 1.

Tabmuua 1. Pe3ynaprarel 00yueHUs 110 TUCIUILUIHHE.

Konab! koM-
IIETCHIUU Copep:xaHne KOMIETEH- WNHpukatopsl noctu- IIepedyens miaHupyeMbIX
COTJIaCHO uuit cornacHo ®I'OC JKEHUS KOMIIETCHLIUU pe3ynbTaToB 00yUEHUS 110
droc (OITOIT BO) coriacuo OITOII JUCITUTLINHE
(OIIOI1 BO)
1 2 3 4
[K-1 Crioco6eH pa3pabaTsiBaTh [IK-1.1. lemoncTpupyer | 3HaTh: OCHOBHBIE TPEOOBAHUS
KOHTEHT WH(POPMALMOHHBIX | 3HAHHE OCHOBHBIX UHQOPMAIIMOHHOM
pecypcoB, aHAIN3UPOBATh MeToI0B cOopa 6e30macHOCTH
WH(POPMAIMOHHBIE TOTPeD- | TpeOOBaHUI K CalTy, YMeTh: BBIOUpAaTh
HOCTHU TIOTpeOuTenei aHaJIM3Y NMpeIMeTHON UHQOPMAIIMOHHO-
obnactu; KOMMYHHKallMOHHBIE

TIK-1.2. BrisgBnster u
aHAM3HUPYET CTPYKTYPY
caiiTa, KOHTEHTa;
TIK-1.3. meeT ombIT 110
MOJATOTOBKE OTYETHOCTH
10 CauTy.

TEXHOJIOTHH JUIS aHAJIu3a U
obecreueHus
UHQOPMAIIMOHHOH
0€301aCHOCTH

BrnaysieTh: HaBbIKAMU pEIICHUS
3a7a4 00ecIeueHus
UHQOPMAIIMOHHOH
0€30I1aCHOCTH

© ®I'BOY BO «Ueal Y»




MHWHOBPHAYKHM POCCHUU

@” DenepanbHOE rocyIapCTBEHHOE OIOKETHOES

o0pa3oBaTesIbHOE YUIpEeXKCHHE BHICIIEro 00pa3oBaHuUs
«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
0e30macHOCThY 10 HanpasieHHo noarotosku 38.03.05 «busnec-undopmarukay HamnpasieHHocTH «HpOD- cTp. 5
MAalMOHHBIE CUCTEMBI M TEXHOJIOTUH On3Hec-aHamuTHkn»y GI'BOY BO «Uenl'V»

3. ConepxxaHmne OLEHOYHBIX CPEACTB MO AUCUUIIJIMHE

3.1 Buabl O1lIeHOYHBIX CPeICTB

Tabnuua 2. Bujbl OIIEeHOYHBIX CPE/ICTB.

Kon xommeTeHmu/ KoHnTponupyembie TeMbl/
Ne o/mt IUTAHUPYEMBIC PE3YIbTaThI pasmensl
o0yueHust

HaumenoBanue HaumenoBanue

OLICHOYHOI'O CpEeACTBa OILICHOYHOI'O CpEeACTBa

JUTSL TEKYIETO Ha TIPOMEKYTOUHOM
KOHTPOJIS arrecranuu/Ne 3aaHus

IIK-1.1. AemoHcTpHpyeT OCHOBBI Oe3omacHOCTU
3HAaHHE OCHOBHBIX METO/IOB HH(pOPMATTMOHHBIX

cOopa TpeboBaHMIA K CalTy, TEXHOJIOTMH

1 aHaIM3y MpeIMeTHON o0nacTu;
3HaTh: OCHOBHBIE TPEOOBAHUS
HHPOPMAITHOHHOH
6e3omacHoOCTH

Tect 3amanns tecra Ne 1-151

[1K-1.2. BeigBisier u OCHOBHI 0€30IMacHOCTH
aHAIIU3UPYET CTPYKTYPY UHPOPMAIIHOHHBIX

caiiTa, KOHTEHTa; TEXHOJIOTHH

YMmeTh: BEIOUpaTh

2 nH(OpMAaITMOHHO-
KOMMYHHUKAI[MOHHBIC
TEXHOJIOTMH JIJISl aHATIN3a U
obecrnieueHus
HHPOPMAITHOHHOH
0E30IMaCHOCTH

Tect 3ananus tecra Ne 22-48

TIK-1.3. IMeeT ombIT IO OCHOBEI 0e30macHOCTH
ITOArOTOBKE OTYETHOCTH I10 MH()OPMAIMOHHBIX

caiury. TEXHOJIOTUi

3 Bnaners: HaBbIKaMM pelCHHs
3a7a4 o0ecreyeHust
MHPOPMAITMOHHON
0e30macHOCTH

Tect 3amanns tecra No 49-

151

Tumnossie 3alaHus, KPUTCPHUU W I10Ka3aTCJIM OLICHUBAHUS B paMKaX TCKYLICTO KOHTPOJIA
MMpEaACTaBJICHBI B pa60qel71 mnporpamMme JUCHUIIIINHBI. IlonHbIEe KOMIIJIEKTHI OIICHOYHEBIX CPEACTB U
KOHTPOJIbHO-U3MCPUTCIIbHBIX MATCPUAJIOB XPAHATCA HA Ka(bez[pe.

3.2 Coaep:xaHue OLIeHOYHBIX CPEICTB
baza TecToBBIX BOIIPOCOB

Ne BapuanTs! 0TBETOB

i DopMynupoBKa BoIpoca (TToTy>XupHBIM WPH(TOM — BEpHEIE

BapHaHTHI)

1. Kak Ha3pIBaeTCs MOAKIIOUEHHE, YCTAHOBIEHHOE 10 a. BupryaJibHble YacTHBIE CETH
CYIIECTBYIOIIEH OOIIEIOCTYITHOW HHPPACTPYKTYpE H b. YnaneHHOE NOAKITIOYCHUE
HCTIONIb3YyIolee MN(ppPOBaHNE U ayTEHTH(UKALUIO JUIs c. [lupunrossie cetn
obecrieueHnst 6e30MacHOCTH coziepskanus nepenaBaeMbix | d. PaiinooOMeHHas ceTh
MaKEeTOB?

2. Kaxk Ha3pIBaeTCs peXXUM MOAKIIOYEHUS 110 IPOTOKOITY a. TPAHCTIOPTHBIN PesKAM
IPSec, nmpu xotopom ncnonb3yercst popma CBSI3M THIIA b. TyHHENBHBIN
y3eJ-y3el, Tie NIPUMEHsIeTCsI IU(PPOBAHUE TOIBKO C. CTaTMYHBIN
coneprkaTesibHO# yacTu makera? I1oT pesxknm VPN d. TMHAMHYHBIHA

© ®I'BOY BO «Ueal Y»




MHWHOBPHAYKHM POCCHUU
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DeneparbHOE TOCYIAPCTBEHHOE OIOKETHOE
o0pa3oBaTesIbHOE YUIpEeXKCHHE BHICIIEro 00pa3oBaHuUs

«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
0e30macHOCThY 10 HanpasieHHo noarotosku 38.03.05 «busnec-undopmarukay HamnpasieHHocTH «HpOD-
MAalMOHHBIE CUCTEMBI M TEXHOJIOTUH On3Hec-aHamuTHkn»y GI'BOY BO «Uenl'V»

ctp. 6

y7100HO MCHOJIB30BATh AJIsl 3aIM(POBAHHOMN CBS3U
MEXJy y3JIaMU OTHOM CETH.

€. MOHOJIUTHBIN

3. Kaxk Ha3pIBaeTCs peXXuM MOAKIIIOYEHUS 110 POTOKOITY a. pexXuM TYHHEJTUPOBAHMS
IPSec, koTopblii TpUMEHSIETCSI IPU CO3IaHUU b. TpaHCTIOPTHBII peKUM
6onpmrHcTBa VPN, OTOMY 4TO OH IIM(PYET BECh C. CTaTUYHBIN
OpUTHHANBHBINA TTakeT? JJaHHBIN PeKUM MOXKET d. TMHAMIYHBIH
NPUMEHATHCS UL OPTaHNU3aLUK CBSA3HU THIIA y3el-y3ell, €. MOHOJIUTHBI
Y3€I-IIUTI03 MM [IUTI03-TITI03.

4, Kak Ha3piBaeTCs cTanapTHbIH npotokoi IPSec, a. IKE (Internet Key Exchange)
HCTONB3YeMbIi JUts 0OecriedeHus: 6e30MacHOCTH b. SPD (Security Policy Database)
B3aUMOJICHCTBHS B BUPTYAIbHBIX YaCTHBIX ceTax? Ero c. SAD (Security Association Database)
npeiHa3HaYeHHEe — 3aIUIIEHHOE COMIACOBAHUE U d. SPI (Security Parameter Index)
JOCTaBKa MJICHTU(PHULIUPOBAHHOTO MaTepHaa Juis
accormanuu 6e3omacHocTH (SA).

5. YcranoBneHne 6e30MaCHOTO COCAMHEHUS HAYMHACTCS C | . B 0a3e JaHHBIX MOJIUTHKH
bopmupoBaHus acconuaiu obecredeHus 6e3onacHocti | GesomacuocTu (Security Policy Database,
(Security Association, SA) Mexay aByMs SPD)
cooOmaromumMucs croponamu. [Ipexie yem b. B 6a3e maHHBIX acconuanuyu 00ECIECUCHUSI
JIOrOBapUBaThCst 00 acCOIMAIMU 00eCIeYeH s 6e3omacHoctu (Security Association
0e30MIacHOCTH, HEOOXOAUMO JTOKAJIBHOE Database, SAD)

KOH(UTypHpoBaHHe IIEMEHTOB IpoTokona IPSec, C. B BUJIC YHUKAJBGHOTO MHACKCA TapameTpa
KOTOpbIC JAHHBI HapTHEp COOMpaeTcs MOAICPIKUBATh. obecreueHus 6ezomacHocTH (Security
I'me xpaHATCS 3TH MapaMeTpbl HACTPONKHU? Parameter Index, SPI)

6. Ha xakoii ¢aze nporoxona IKE ynanennsrit a. Ha mepBoii ¢aze
M0JIb30BaTeNlb HAUMHAET CEAHC CO MUTF30BBIM b. Ha BTOpOIi (haze
yerporicteoM VPN? Dta (asa BeimonHser aBe QYHKIUMU: | C. Ha TpeThei dase
ayTeHTU(UKAIMIO yIAJIEHHOTO T10JIb30BaTelisi 1 0OMEH d. Ha uerBeproii daze
nHpopmaiment 00 OTKPHITHIX KIIHOYaX.

7. B niepBoii daze npu oOMeHe ayTeHTUHUKATUOHHOM a. OCHOBHOIi
nHpopmalmel 1 napaMeTpamMu 0€30MaCHOCTH MOTYT b. arpeccuBHbIii
HCIIOJIb30BaTHCSI HECKOJIBKO PEXKHUMOB. Pa3nuuus Mexay | C. TpPaHCHOPTHBIH
HUMH 3aKJTI0YAI0TCS B KOJIMYECTBE CETEBBIX TAKETOB, d. TYHHeNBHBIN
KOTOPHIMH OOMEHHBAKOTCS CTOPOHBI, M BO BPEMEHH, 32
KOTOpOE FeHepUpyeTcsi OTKPBITHIHA Kimtod. HazoBute atH
PEKHMBI.

8. Ha xaxoit ¢aze nporokona |IKE cormacoBeiBaroTcst a. Ha TIepBoH daze
KOHKpETHBIE apaMeTphl aCCOLUALIMN 00eCIIeYeH S b. Ha BTOpOIi daze
6e3omacHoctu IPSec? [Nocne 3aBepuieHus 310 paszsl c. Ha TpeTbel daze
(dhopmupyeTcs accoruaus odecreueHus: 6€30MacHOCTH d. Ha yeTBepTOH daze
(SA) u mosp3oBarens mojaydaer nojakiodeHue Kk VPN,

9. Kakoii mpoTokos1 MOKHO OTHECTH K TipoTokony VPN a. SSL/TLS (Secure Socket
TPAHCIIOPTHOTO YPOBHs? Layer/Transport Layer Security)

b. IPSec (IPSec Protocol Suite)

c. PPTP (Point-to-point Tunneling Protocol)

d. L2TP (Layer Two Tunneling Protocol)
10. Jlnist opraHu3anuy 3alinIeHHBIX CBA3eil HeoOX0MMMOo a. reHepanuIo

IpUMeHeHne ndpoBaHus, KOTOPOe, B CBOIO O4YEpEb,
TpeOyeT Hanu4us y 1oJIb30BaTells Kiltoya Mr(ppoBaHUsL.
[Tpu 3TOM BO3HHKaeET MpobiIeMa yrpaBiIeH!s! KIF0YaMHu.
Kakue 3agaun Britouaercst B ceOst jaHHast npobiema?

b. npoBepky

€. pacipocTpaHeHHne

d. ucnosb3oBanue

e. XpaHeHHe

f. pesepBupoBanue

g. O0HOBJIEHHE

h. ynnurtokenune kiaroueit

i. ycTaHOB/IeHHe BpeMeHH KM3HM KJII04a

© ®I'BOY BO «Ueal Y»
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MaIlOHHBIE CHCTEMBI M TeXHOJIOTHH On3Hec-aHanuTukuy ®I'BOY BO «Uenl'V»

11.

Kak na3piBacTcs BLIHyHIeHHbIﬁ YAOCTOBEPAOLIUM
LHECHTPOM 3J'IeKTpOHHI)II‘/‘I WJIM TIC€UaTHBIN JOKYMCHT,
noz[TBepmaannmﬁ MPpUHAAJICI)KHOCTD BJIAACIIbILY
OTKPBITOI'O KJItOYa UJIN KakHX-1100 anI/[6yTOB?

a. nudposoii ceprupukar
b. kirou mmdpposaHus

C. OTKPBITHIN KITFOY

d. 3aKpBITHIH KITFOY

12.

Ha xaxue OCHOBHBIX THITa MOYKHO TTOAPA3AEIUTD 10
xoH(puryparun VPN?

a. yseuar-y3ea (host-to-host)
b. yzen-maro3 (host-to-gateway)
C. muIo3-uLI3 (gateway-to-gateway)

13.

Kaxoit tTur VPN M0XHO HCIIOIB30BaTh IS
OpTraHW3aIH KaHaJla CBS3U IMPOXOJAIIETO Yepes
Wurepuer?

a. yzeq-y3sex (host-to-host)
b. yzea-uaio3 (host-to-gateway)
C. nuTI03- 103 (gateway-to-gateway)

14.

Kaxk Ha3pIBaeTCs IpoIiecc HHKANCYISLINUN OHOTO THIIA
MIaKeTOB BHYTPHU APYTOTrO B IEJISX HOTYIEeHUS
HEKOTOPOTO MPEUMYIIECTBA IIPU TPAaHCIIOPTHPOBKE?

a. TYHHeJIUpOBaHue
b. mmdposanue

C. ayTeHTU(HUKALHS

d. mporecc coenuHeHus

15.

Kaxue moxxHo orMeTuTh Hepoctarku VPN?

a. HaKJIaJHbIe pacxoabl 00padoTKN
JAHHBIX

b. nakeTHbIe HAKIaJHbIE PACXOJbI

¢. po0JieMbl peajin3alii, CBA3aHHbIE ¢
NpHMEHEHHEM TPAHCJISAIUHU CeTeBbIX
aapecoB ajst VPN, ¢ pasmepom
MAaKCHMAJIbHOIO0 0JI0KA Nepenavn
JAHHBIX

d. npo0sieMbl ynpaBieHUs! U NOMCKA
KOH(INKTOB

e. podJieMbl ¢ GyHKIHNOHUPOBAHUEM
ceTeBbIX CHCTeM 00HapY:KeHUSs

BTOP KEHUH

f. HapyIeHHe KOHPUIECHIIHATEHOCTH
HHPOPMALTUT

16.

Kakwue nporoxonsr peamm3annu VPN cymiecTByror Ha
KaHAJIbHOM YpOBHE?

a. MPOTOKOJI TYHHeJIMPOBAHUS THIA
«rouka-touka» (Point-to-point Tunneling
Protocol, PPTP)

b. MpoTOK0J TYHHEJUPOBAHUSI BTOPOTO
ypoBHus (Layer Two Tunneling Protocol,
L2TP)

C. HabOp MPOTOKOJIOB JJIsl 00ECTICYSHHSI
3alIMUTHI JAHHBIX, IEPEAaBaACMBbIX MO
MexceTeBomy nporoxoiy IP (IP Security,
IPSec)

d. Kpunrorpaduiecknii mpoToKoi, KOTOPHIi
obecrieyrBaeT ycTaHOBJICHHE OE30acHOTO
COE/IMHEHUSI MEXKY KIIMEHTOM U CEpPBEPOM
(Secure Sockets Layer, SSL)

17.

B kakwue 3Tamsl NpouCcXoauT (OPMHUPOBAHUE
3aIMIEHHOTO KaHaa?

a. YCTAHOBJIEHHE COeINHEHUs KJIMEeHTAa ¢
cepBepoM yIaaeHHOTO J0CTyna

b. ayrenTudUKaALNS 0Jb30BATENSA

¢. KoH(purypupoBanue 3allMILEHHOTO
TYHHeJI sl

d. ornerka () pEeKTHBHOCTH 3aNTUIIIEHHOTO
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TYHHECJISL
€. aHaJIu3 00BEKTOB 3alIUThI

18. Kak Ha3biBaeTCs HAG0p MPOTOKOJIOB JJIs1 0OECIIeueH s a. IPSec (IPSec Protocol Suite)
3aIUTHI JAHHBIX, IEPEAaBACMBIX 10 MEKCETEBOMY b. PPTP (Point-to-point Tunneling Protocol)
npotokoiy IP? OH mo3BoJIsIeT OCYIIECTBIATH c. L2TP (Layer Two Tunneling Protocol)
TIOATBEPXKICHIE TTOITMHHOCTH W/ mupposanue |P- d. SSL (Secure Sockets Layer)

[IAKETOB, a TAK)KE BKIIFOYAET B CeOSI IPOTOKOIBI TS
3aIMIIEHHOro oOMeHa KIIIoYaMH B ceTH MHTepHeT.

19. Kaxue 0CHOBHBIE PEXXUMBI IMEET MOAKIIOYCHUE IO a. TPAHCIOPTHBIN
nportoxoiy IPSec? b. TyHHeIbHBIH

C. CTaTUYHBII
d. nuHaMUYHBIH
€. MOHOJIUTHBIN

20. KoMmuiekc anmaparHbix WIIH MIPOTPAMMHBIX CPEIICTB, a. MeXKCeTeBOIi IKpaH
OCYIIECTBIISAOIINA KOHTPOJIb U (PUITBTPAIHIO b. cucrema 0OHapyKEHHS aTak
MPOXOIANIMX YEPE3 HETO CETEBBIX MTAKETOB B C. aHTUBHPYCHOE CPEACTBO
COOTBETCTBHH C 3aJaHHBIMHU MPABHIAMH, 3TO? d. cpencTBa KOHTPOJISI AOCTYMA U

ayTeHTH(UKALIA

21. Kaxue MexxceTeBbIe 9KpaHbI IPOBEPSIOT (aKT, YTO IAKET | a. MeMKCeTeBbIie IKPAHBI YPOBHS
siBIsieTes 6o 3anpocoM Ha TCP-coenuaenue, 1160 COeINHEeHU
NpeCTaBIsIeT JaHHbIE, OTHOCAIINECS K yiKe b. MexceTeBble 3KpaHbI MPUKIIATHOTO
YCTaHOBJICHHOMY COSIMHEHHIO, TUOO0 OTHOCUTCS K YPOBHS
BHPTYAIbHOMY COCJIMHEHHIO MEXKIY IBYMSI C. MEXKCETEBbIC IKPaHbI C TMHAMHYECCKON
TPaHCIOPTHBIMH YPOBHAMU? GbuIpTpanieil maxkeTos

d. MexkceTeBbIe IKpaHbl HHCTICKITUH
COCTOSIHUI
€. MEXKCETEeBbIC SKPaHbl YPOBHS sipa

22. B ciydae MCHONTB30BaHMS MEKCETEBOTO SKpaHa YPOBHSL | a. MAEHTH(HUKATOP ceanca
COCIMHEeHUs], Kakasi nHHOpMaLust OOBIYHO XPAHHUTCS B b. cocrosinmne coequHeHust
TaOJIMLE COCTOSHUMI MMOCIIE YCTAaHOBJICHHS COSANHEHHA? | €. mocJjieqoBaTeJbHast HH(popMaust

d. IP-agpec ucrounuka u IP-aapec
Ha3HAYEHUS
€. HOMepa NMOPTOB, YYACTBYIOLIHUX B
ceaHce
f. pusuuecknii nnrepdeiic, kKyna npuodbLI
naKer
g. huznuecknii MHTEpdeiic, Kyaa
nepeaaercs naker
h. BpeMeHHbIe METKH HAYAaJIa OTKPbITHS
ceaHca
1. KOHTPOJBHYIO CYMMY

23. [NepeuncnuTe JOCTOMHCTBA MEKCETEBOTO 3KpaHa a. Bo3amo:kHOCTD 3anpeuieHust

YPOBHSA COCANHCHUS.

COCIMHEHHUI ¢ onpeeTeHHbIMA X0CTAMH
b. ITpu ucnons3oBannu NAT — ckpeiTHE
BHyTpennnx IP-aapecos

c. PaGora ¢ mpoTokomamMu BEICIIIETO YPOBHS
(HTTP, FTP)

d. Bo3MOXHOCTB XpaHEHHS YaCTUIHON
nH(pOpPMALUK O COCTOSIHUH, TIOITHON
nH(pOpPMALINK COCTOSHNS IPUIOKECHUS U
YaCTHYHOUW MH(OPMAIINY O CeaHce
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e. Bo3MOXHOCTB OrpaHUYeHUs AOCTyIa K
OIIpE/IEIIEHHBIM CETEBBIM CIIYyK0aM

f. BO3MOXHOCTH ONIEPUPOBAHUS C
nH}opManuen JaHHbBIX MMaKeTa

24,

HEOOCTATKN MEKCETEBOTO SKpaHa YPOBHA COCANHECHUA

a. He MoryT orpanu4uThb g10cTyn
NMPOTOKOJ0B, OTINYHBIX 0T TCP

b. He ocymecTB/IsIIOT IPOBEPKHU A5
NMPOTOKOJIOB BLICIIHX YPOBHEMH

¢. OrpannyeHHblii aynur (cjaadasi cBs3b €
BBICIIMMH YPOBHSIMH IPOTOKO.JI0B)

d. He no3Bo/i10T J0N0THEHUS (PyHKIUH
— HTTP-x3munpoBanus oTBeTOB,
¢uabrpannu URL, ayrenTudukanmnio

e. TpynHOCTh TeCTHPOBAHMS NPABHUJI

f. He nonnepxuBaer NAT

g. He mosker 3anperuaTs coeluHEHHE C
OIpeEIEHHBIMH XOCTaMH

25.

Kakne mexceTeBble SKpaHbI OLICHUBAIOT CETEBbIC
MTAKETHl Ha COOTBETCTBHE ONPEJICIICHHOMY IPHKJIaHOMY
YPOBHIO Il€pes yCTAaHOBKOM coennnenus? OHM xe
HCCIEAYIOT JaHHbBIE BCEX CETEBBIX MMAKETOB Ha
MIPUKIJIaHOM YPOBHE M yCTaHABIMBAIOT COCTOSTHHE
IIOJTHOTO (3aBEPILIEHHOT0) COEANHEHNS U
nocJea0BaTeNbHOi nHopMaLuH.

a. MesKceTeBble IKPaHbl NPUKJIATHOTO
YPOBHA

b. MexceTeBBIe KpaHbl YPOBHS COCIHHEHIUS
C. MEXKCETEBBIE IKPaHbI C TUHAMUYECKON
(uIbTpaIye IakeToB

d. MEKCECTECBBIC 3KpaHI)I HUHCIICKIIUU
COCTOSIHUH

€. MEXCETEBbIE 3KpaHbl YPOBHS SApa

26.

Ilepeuncinre 1OCTOMHCTBA MEXKCETEBBIX IKPAHOB
IIPUKJIATHOTO YPOBHSI.

a. Pa0oTa ¢ npoTokoJiaMu BbICIIEro
ypoeus (HTTP, FTP)

b. Bo3M0KHOCTH XpaHeHUS] YACTHYHOM
HH(OPMALMHU O COCTOSTHUM, IIOJHOMI
HHGOPMALMH COCTOSIHUSA NPHUJI0KEHUS U
YacTUYHOW MH(OpPMALMHU 0 ceaHce

¢. Bo3Mo:kHOCTB OrpaHUYeHHs A0CTYyNA K
onpeeIeHHBIM CEeTEBBIM CJIy:K0aM

d. Bo3M0:KHOCTb OIIePHPOBAHMS C
uH(popManMeil JaHHBIX NAKeTa

e. 3anpenieHne NpsiMoro coeAHHEHNs ¢
BHELIHMMH cepBepaMu

f. IIpo3pauHocTh proxy

g. Bo3MokHOCTB peann3anum
JONOJHHUTEIbHBIX CBOHCTB (puabTpannn
URL, ayTeHTH(HKAINH, KILIHPOBAHUSA
HTTP)

h. Xopomwuii aynur

27.

[lepeuncanre HEAOCTATKU MEXKCETEBBIX IKPAHOB
MIPUKIAIHOTO YPOBHS.

a. Cryx0a proxy Tpe0yeT 3aMeHbI
ceTeBOro cTeka Ha cepsepe M3

b. Cay:x0a proxy ciaymaer mopt (Kak
ceTeBOii cepBep, T.e. MD He MOXKeT ero
HCIO0JIb30BATh)

c. BpemenHnas 3aaep:xka (BX0qHOMH makeT
o0padaTbIBaeTCs IBaKAbI —
NPHJI0KEHHEeM U Proxy)

d. HoBblii proxy 10J:keH ObITh 100aBJI€H
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JJ1S1 Ka3KA0T0 KOHTPOJIMPYEMOTo
MPOTOKOJIA

e. Ci1y:k0bl1 proxy o0bI4HO TPedyIOT
Mo UKAIMT MPOLeTypP KJINEHTOB

f. Cay:x0b1 proxy ysi3BUMbI K OLIHOKAM
OC u 1O npuKIaAHOTO YPOBHA

g. He ocymecTBasiercst npoBepka
HH(pOpPMALMHU AKETA, CO/lep:KaLLeiicsa B
HU3IINX YPOBHAX

h. Cy:x0a proxy mosxker TpedGoBaTh
JOTIOTHUTEIBHBIX MapoJiel nin
NpoueaAyp ayTeHTH(PUKATUA

i. He obecnieunBaeT xopourero ayaura

j. He mogiep:xuBaeT BO3MOXKHOCTH
OIepUPOBaHMsI ¢ HHpOpMaLUel TaHHBIX
nakera

28. Kakue mexceTeBble S5KpaHbl MO3BOMAIOT OCYIIECTBIAATh | a. MeKCEeTeBbIe IKPAHBI ¢ THHAMHYECKOI
MozauduKanuro 6a3sl MpaB «Ha Jety» (on fly)? ¢puabTpanmeii nakeron
b. MexxceTeBbIe SKpaHbl YPOBHS COCIMHCHHUS
C. MEKCETEBbIC IKpaHbI IPUKIATHOTO
YPOBHS
d. MexceTeBbIe 3KpaHbl HHCIIEKIINT
COCTOSIHUI
€. MeXCeTeBBIC SKpaHbl YPOBHS S1pa
29. Kakne mexceTeBble SKpaHbl UMEIOT BO3MOXKHOCTh a. MeskceTeBbIe IKPaHbl HHCIEKIMH
OTCJIEKUBAThH TEKYIINE COSIUHEHHS U MPOITyCKaTh COCTOSTHU M
TOJIBKO TaKHe MAaKEThl, KOTOPHIEC YAOBIETBOPSIOT JIOTHUKE b. MexxceTeBbIe S3KpaHbl YPOBHS COCIMHEHUS
U aJITOpUTMaM pabOTHl COOTBETCTBYIOIINX IPOTOKOJIOB M | C. MEKCETEBbIE SKPaHbI IPUKIATHOTO
MIPUIOKEHUH? YpOBHS
d. MexceTeBbIE 3KpaHbl C TUHAMHYECKON
¢$ubTpaIyen makeTos
€. MEeKCETeBbIEC IKpaHbI YPOBHS siIpa
30. YCTpoHCTBO MHCIIEKIIUH COCTOSIHAM OCYIIECTBISIET a. MPOTOKOJI, HCIIOJIb3yeMbIii 1JIl
aHaJIN3 TTAKeTOB U OPMUPOBAHHE JAHHBIX O «COCTOSHUH | COeTUHEHHS
BHPTYaJbHOTO COeTUHEHUNY. Bes mabopmanus, b. IP-anpeca ucrounnka u Ha3HAYEHUS
CBSI3aHHASI C COCTOSHIEM JaHHOTO BUPTYaIbHOTO €. HOMEepa NMOPTOB UCTOYHUKA U
COCTUHEHUS, XPAaHUTCA B TAOJIUIE TUHAMUYIECKIX Ha3HAYeHHus
COCTOSIHUH, C TIOMOIIBI0 KOTOPOH OIEHUBACTCS d. TMCTHHT ¢ o0palleHHBIMH aJipecaMu U
JATbHEUITUI OOMEH B paMKaxX 3TOTO BUPTYAILHOTO HOMepaMH NOPTOB
coequHeHus. Korna coequHeHne HaunHaeTcs ¢ e. BpeMsl, 110 HCTeYCHHIO KOTOPOro
HCIIONB30BAaHUEM OTCIIS)KHBACMOTO MPOTOKONa, IP-tables | coenmnenue Gyaer ynaaeno
JNO0aBISCT 3aMTUCH B TAOJIHUITy COCTOSIHUI BCErO f. cocrosinue TCP-coennnenus (ToJibKO
coeanHenus. Kakyio nHpOpManuio BKIIIOYaeT B ceds aas TCP)
3anucy B TalJINIIEe COCTOSHUM? g. COCTOSIHHE OTCJICKHBAEMOI0
coeIMHeHHUs
h. KoHTpONBEHYIO CYyMMY
31. Jy1s BBITTOJTHEHNS KaKUX 3a7a9 MOTYT OBITh a. JIois1 3a1UTHI U U30IAUU

HCIIOJIB30BAHBI MCXKCECTCBEBIC 3KpaHBI?

NPUJI0KEeHUH, CepBUCOB U MAIIMH BO
BHYTPEHHeIl ceTH 0T He:KeJIaTeIbHOro
Tpaduka, NpUXOASIEro U3 BHELIHEH
CeTH MHTEPHET.

b. /s orpaHnYeHNs] WJIH 3anpelieHns
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J0CTYyNAa XOCTOB BHYTPEHHeEIi ceTH K
cepBHCaM BHeIIHel ceTH HHTepPHET.

¢. /s noaaep:kku npeodpa3oBaHus
CeTeBbIX a/IPECOB.

d. I oOHApYKeHHS B peaIbHOM MaciuTabde
BPEMEHHU CETEBBIX aTak Ha CETEBOM ypOBHE.
e. [l oGHapyKeHus ysI3BUMOCTEH,
TIO3BOJISIFOIINX PEATTM30BaTh aTaKY.

32. [pu orleHKe MPAKTHYSCKUX PeaTH3aIHii MEXKCETEBBIX a. Me;KceTeBbIe IKPaHbI YPOBHS siipa
9KPaHOB B KaU€CTBE OJIHOTO M3 TIIABHBIX [APaMETPOB b. MexceTeBbIe IKpaHbl YPOBHS COCTUHEHHUS
BhICTyIaeT OpicTpoaeiicTBre. CIIOXKHOCTh MPOBEPOK, C. MEKCETEBbIE IKPAHbI TPUKIIAHOTO
OCYIIECTBIIIEMBIX MEKCETEBBIMU KPaHAMHU, OOBIYHO YPOBH:

HpI/IBO,Z[I/IT K CH2KCHHUIO €TI0 HpOI/ISBOI[I/ITeHI)HOCTI/I. d MECKCCTECBBIC E)KpaHI:I C ﬂHHaMH’-IeCKOfI

Kakue mexcereBble SKpaHbl CTau pa3padaTeiBaThes Uil | (UIBTpALMEi TaKeTOB

YCTPaHEHHs! 3TOTO CYIIECTBEHHOTO HEA0CTaTKa? €. MEKCETEBbIE IKPAHbl HHCTIEKIHH
COCTOSTHHI

33. OnuH U3 OCHOBHBIX MOJYIIEH MEKCETEBBIX IKPAHOB a. nepexBaTYMK MaKeTOB
YPOBHS sipa siBIsieTcst sapo Oe3omnacuoctu. Kakue b. aHaM3aTOp NaKeTOB
KOMITOHEHTBI, COCTABJISIOLINE CYTh TEXHOJIOTHH C. MOAYJIb BepuduKanuun
(GYHKIIMOHUPOBAHKS HAa YPOBHE AP, COAEPIKUT AP0 d. TMHAMHYECKHE CTEeKH
Ge3omacHOCTH? €. MOJIYJIb YIPABICHUSI XOCTOB

f. areHT perucrparu BXo10B

34. Sapo 6e30MacHOCTH, SBISIOIICECS OJJHAM M3 OCHOBHBIX | a. MEPEXBATYHK MAKETOB
MOJIyJIeH MEXKCETEBBIX SKPAHOB YPOBHS S/IPa, COAEPIKUT | b. aHANIU3aTOP MAKETOB
‘-IeTI:-Ipe KOMIIOHCHTA, COCTAaBJIAOIINX CyTI) TEXHOJIOTUU C. MOI[yJ'Ib BepI/I(bI/IKaI_[I/II/I
(YHKIIMOHUPOBaHHS MEKCETEBBIX SKPAHOB HAa YPOBHE d. TMHamMHYecK1e CTeKn
smpa. KaKafI 13 3TUX KOMIIOHCHT HepeXBaTI)IBaeT ITaKCThI,

MOCTYIAIONINE HA MEXKCETEBOM IKpaH, U Mepe/IaeT ux Ha
00paboTky?

35. Snpo 6e30nacHOCTH, SIBISIFOIIEECS OJHUM U3 OCHOBHBIX | a. IIEPEeXBaTYHK MaKeTOB
MOJIYJIeH MEXCETEBBIX IKPAHOB YPOBHS Apa, COACPXKUT | b. aHaaM3aTOp MaKeToB
YeThIPe KOMIIOHEHTA, COCTABISIFOIIUX CYTh TEXHOJIOTHU C. MOAYJb BepUUKAIU
(YHKIIMOHUPOBAHUS MEKCETEBBIX IKPAHOB HA YPOBHE d. TMHAMHMYECKHE CTEKH
sapa. Kakast U3 9THX KOMIIOHEHT 10 HH()OpMAIHK
3aroJIoBKa MaKeTa MOATrOTaBINBAET AKET U
COOTBETCTBYIOIIUE JJaHHBIE JIsl JAJIbHENIIeH
00paboTku?

36. Snpo 6e30macHOCTH, SIBJISIOIICECs OJHAM M3 OCHOBHBIX | a. IEPEXBaTYHK IAKETOB
MOJIyJIEH MEXCETEBBIX SKPAHOB YPOBHS SA/Pa, COAEPKUT | b. aHANIM3aTOP MAKETOB
YeTBIPEe KOMITIOHEHTA, COCTABJISIONIMX CYTh TEXHOJIOTHH ¢. MOAYJIb BepudHKAIMH
(YHKIIMOHNPOBAHMS MEXCETEBBIX IKPaHOB Ha YPOBHE d. aMHAMIYECKHE CTEeKH
sapa. Kakast u3 9THX KOMIIOHEHT MPUMEHSIET 3aaHHY IO
MOJIUTHKY 0€30MaCHOCTH (3arpy’aemMyro B spo
aJIMHHUCTPATHUBHBIM areHTOM), UHUIIHATU3UPYET U
OTCJIC)KUBAET CEAHCHI BCEX Pa3pEelICHHBIX COCAMHEHUI?

37. Snpo 6e30nacHOCTH, SIBISIFOIIEECS OJHUM U3 OCHOBHBIX | a. IIEPEXBATYMK MaKETOB
MOJIyJIel MEKCETEBbIX SKPAHOB YPOBHS S/Ipa, COMEPIKUT | b. aHANIMU3aTOpP MAKETOB
quHpe KOMITIOHCHTA, COCTAaBJISAOIINX CyTB TEXHOJIOTUHU C. MO}]yJ'lB BepI/I(l)I/IKaI_II/II/I
(YHKIIMOHUPOBAHKS ME)KCETEBBIX IKPAHOB Ha YPOBHE d. TMHAMHYECKHE CTEeKH
simpa. Kakast 3 9THX KOMITOHEHT 3aBHCUT OT
KOHKPETHOTO MPOTOKOJIA COCAUHCHHUS?

38. BhIAEISIOT HECKOJIBKO OCHOBHBIX MTOAXOM0B K 00XOIY a. MoCTeneHHbI mMoaxoq

MEXCETeBBIX dKpaHoB. Kakue?

b. TyHHeMpOBaHuUe

© ®I'BOY BO «Ueal Y»




MHWHOBPHAYKHM POCCHUU

D

DeneparbHOE TOCYIAPCTBEHHOE OIOKETHOE
o0pa3oBaTesIbHOE YUIpEeXKCHHE BHICIIEro 00pa3oBaHuUs

«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
0e30macHOCThY 10 HanpasieHHo noarotosku 38.03.05 «busnec-undopmarukay HamnpasieHHocTH «HpOD-
MAalMOHHBIE CUCTEMBI M TEXHOJIOTUH On3Hec-aHamuTHkn»y GI'BOY BO «Uenl'V»

ctp. 12

C. CHCTEMHBIH ITOJXO0/,
d. umKeHepHBII MOIX0

39. ITonm KaKUM MOJXOIOM K 00XOAY MEKCETEBBIX SKPAHOB a. OCTeNeHHbIi MOIX0/
MMOHUMAECTCS METOIUKa cOopa uHpOpMALIUU 00 b. TyHHENUpOBaHKE
YOaJICHHOH CeTH, 3alIUIEHHON MEXCETEBBIM 3KpaHOM? C. CHCTEMHBIH ITOIXO0[,
OTOT METOA UCTIONB3YeT NOCHUTKY 1 aHamm3 |P-maketos d. MEKeHepHBIH MOIX0
JUTSL OTIpeZIeNICHIS BO3SMOKHOCTH OIIPEIEIICHHOTO MaKeTa
MIPOWTHU Ha XOCT HA3HAUCHHUS YePE3 YCTPONCTBO
¢mrpTpanyy nakeToB. MeTo ] MO3BOJAET ONPEISIUTh
OTKPBITBIC TIOPTHI JAHHOTO YCTPOHCTBA, BOSMOYKHOCTh
MIPOXOXKICHHS TTAKSTOB IS PA3JIMYHBIX CIYX0 uepe3
JTAHHBIN NOPT U T.A.
40. ITon kakuM TIOAXOIOM K 00XOIy MEKCETEBBIX IKPAHOB a. MOCTETICHHBIH MOX0/
MMOHUMAETCs 00IIAast TEXHOJIOTHS MepeIadr MPOTOKOIIa b. TyHHeTMpPOBaHME
yepes O0IIyI0 CeTh C UCTIONB30BaHUEM JIPYTOTO C. CUCTEMHBIN TIOAXOT
IIpoToKoNa? d. MHKEeHEepHBIN TTOIX0
41. [TpuMeHEeHHE TAKOBO MOAX0a K 00X0Y MEKCETEBBIX a. HeCyIHii MPOTOKOJI
9KPaHOB KaK TYHHEJIMPOBAHUE, O3HAYAET UCIIONB30BaHNE | b. MpoTOKoJI-macca)up
HMHKAIICYJISIIAN TIPOTOKOJIOB TIPY MEKCETEBOM C. MPOTOKOJI HHKAMCYJISIIHH
B3aMMOJICHCTBIH. B mporiecce HHKAICYIAINT d. IpOTOKOI-KOHIYKTOP
MIPUMEHSIOTCS TPH THIIA TIPOTOKONIOB. Kakue 310 THITBI? €. MPOTOKOJIBI MapIIPyTH3AIIHI
42. [Ipn MexceTeBOM SKpaHUPOBAHUN Kax bl |P-TiakeT a. pusnyeckmii maTEepdeiic, oTKyna
HCCIICYETCsl Ha COOTBETCTBHE MHOXECTBY MPABUIL. DTH TPUIIE]T MaKeT
[paBUJIa YCTAHABIMBAIOT Pa3pPEIICHUE CBA3H 110 b. IP-agpec ucrounuka
COJICPKAHHUIO 3aT0JIOBKOB CETEBOIO M TPAHCIIOPTHOTO C. IP-agpec HazHaueHuUst
yposueit momermu TCP/IP, ananusupyercs u HanpaeieHue | d. Tun Tpancnoprroro yposus (TCP,
nepenBwkeHus makera. Kakue mosys KOHTpOTUPYIOT UDP, ICMP)
(GWIBTPBI TAKETOB? €. TPAHCHOPTHBIE MOPTHI HCTOYHUKA U
HA3HAYEeHHUS
f. KOHTPONBHYIO CYMMY
43. OTMeThTe TIPaBUIIO OOIIEH CXeMBI UCCICIOBAHUS a. eCJIU MPABHJIO pa3pemiaeT, TO MaKeT
MAKETOB TIPH (QUIBTPALIUH: JOMYyCKAETCs
b. ecim mpaBmIIO 3ampenIaeT, TO MaKeT
yaaasieTcst
C. €CJIM HHM OJJHO MPABUJIO He MPUMEHEHO,
TO MAKeT yAaJsieTcst
d. ecnu mpaBMIIO pa3pemniaeT, To MakeT
yaansercs
€. €CJIM MPaBUJIO 3aMpPEIacT, TO MaKeT
JIOTTyCKAETCSI
f. ecyi HE OJTHO TIPABMIIO HE TIPUMEHEHO, TO
MAKET OTIPABISCTCS B OYEPEIb JUIS
OTJIOXKEHHOH 00paboTKH
44, MesxceTeBoit SKpaH, PIIBTPYIOLIHIA MAKEeThI, YaCTO a. cXeMa TPAHCISIHHA a/IPecoB
nepeagpecyeT CETeBbIe MAKEThI TaK, YTO BRIXOAHOM b. MapmpyTuzanus
TpaduK OCYIIECTBISIETCS C IPYyTUMHE aapecamu. Kak C. KOMMYTAITHsI
Ha3bIBaeTCs Takas cxema? d. cxema TpaHchopmanuu aapecon
45, Yro no3BossieT npumenenne cxembl NAT? a. CMPATATH TOMOJIOTHIO U CXEMY

ajpecanuu I[OBepeHHOﬁ CeTH
b. ucnosn3oBarn BHYTPH OpraHv3anmmn
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nya IP-agpecoB MeHblIEr0 pasMepa
c. obecrieynBaTh paboTy IPOTOKOJIOB
MapHIpyTU3aLHUN
d. oOHapyXMBaTh MOMBITKN BTOPKECHUS B
CHCTEMY
46. Kakue paznugaroT BB TPAHCIAIMN apecoB? a. cTaTU4yecKas
b. tmHaMu4yecKas
C. IMCKpEeTHas
d. KoHLIEHTpHYEeCcKas
47. [epeuncanTe npenMymiecTBa GpuIbTpanum. a. beicTpora pa6oTsI (110 cCpABHEHMIO €
JAPYTMMH TexXHoJorussMu M3)
b. M3 MoskeT ObITh peaau30BaH
annapaTrHo
c. He Tpedyercs kondurypnposanmne
XOCTOB M0JIL30BaTeJIs
d. Cxema NAT «npsiuer» BHyTpeHHue IP-
ajpeca
e. Pabora ¢ mpoTokonamMu BBICIIIETO YPOBHS
(HTTP, FTP)
f. Xopomrmii ayaur
48. [epeuncanre HenocTaTKN GUITBTPAINN. a. He «nonumaer» npukjaagHbie
NPOTOKOJIbI
b. He MoskeT OrpaHU4UTh AOCTYII
NMOAMHOKEeCTBY MPOTOKOJIOB JaxKe 1JIsl
OCHOBHBIX CJIYKO0
c. He orciiexxuBaer coenuHeHus (He
cofiep:kuT nHGopMaLUIO 0 ceaHce)
d. C1a0ble BO3MOKHOCTH 00padoTKHU
nHpopManuu BHYTPH MaKeTa
e. He Mmoxxet orpannuuth nungopmaunuio ¢
BHYTPEHHHX KOMIbIOTEPOB K CJIy:K0am
MD cepBepa
f. [IpakTHYeCcKH He UMeeT ayIuTa
g. TpyaHo TecTupoBarh npasuja (u3-3a
CJI0KHOCTH BHYTPEHHHX ceTeil, HaJu4us
Pa3JIHYHBIX CJIYKO)
h. He moxeT OBITh peasin3oBaH anmapaTHo
i. He momnepxuBaet NAT
49. Kak Ha3pIBatOT KOMIIIEKC (almapaTypa U IpOrpaMMHOE | a. CUCTeMa OOHApYKEHUsI BTOP:KeHHii
oOecrieueHne), KOTOPBIH 10 pe3yNnbTaTaM aHajin3a b. MexxceTeBoit sKpaH
KOHTPOJIUPYEMBIX 1 COOMPAaEMBIX JaHHBIX TPUHUMAET C. aHTUBHPYCHOE CPE/ICTBO
pelIeHHE O HAJIMYMK aTaKy WIN BTOP>KEHUS? d. cpencTBa KOHTPOJIA AOCTYyTIA U
ayTeHTU(UKALIIH
50. Kakue cucremMbl 00Hapy>KeHHsI BTOP>KEHUH a. CeTeBbIE
OCYIIECTBIIIIOT aHAJIN3 AKTHBHOCTH OTAEIHHOTO b. xocToBBIE
KOMITbIOTEpa? C. THOpHIHbIE
d. MmoOuTEHBIE
51. Kaxkue cucreMbl 00HApYKEHHS BTOP)KEHUH BBHITIONHSAIOT | a. CETEBbIC
(hYHKITMH XOCTOBBIX CHCTEM OOHAPYKCHHUS BTOPKEHHUH U | b. XOCTOBBIE
IIPU 5TOM HCTIOJIB3YIOT M aHAJIM3 CETEBBIX MAKETOB, ¢. THOpUAHbBIE
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MPUXOJAIINX HA TAHHBIH XOCT?

d. MOOUIBHEIE

52. Ha kakue cucteMbl OOHapy>KeHUS aTak MMOAPA3JEIIIOTCS | a. eHTPAJIH30BaAHHbIE
0 CTPYKType? b. neneHTpaIN30BaHHBIE
C. IEMUINTApU30BaHHbIE
d. mepapxmdaeckue
53. Kakue paznugaror cuctemMsl 0OHapyKEHHS BTOP)KCHHH a. aKTHBHbIE
10 XapakTepy peaknuu? b. naccuBHbIe
C. IEpMaHECHTHbIE
d. He3ameIUTEIbHBIE
54, Kakue moaxoas! MOTYT HCHOJIB30BATHCS LTS a. CoBnajeHue ¢ madJ0HOM
oOHapy>xeHusi curHaryp? b. CoBnaaenue ¢ ma6I0HOM COCTOSTHUS
c. AHaJIM3 HAa OCHOBE MIAdJ0HA
HCI0JIb3yeMOro MPOTOKOJIa
d. DBpuCcTHYECKHI TOAX0]
55. B kakom ciyuae oOHapykeHue curHaryp 6aszupyercs Ha | a. CoBnajaeHue ¢ madI10HOM
noucke (MKCUPOBaHHOM NoceaoBaTeabHOCTH OaiiToB B | b. CoBnazeHue ¢ mabioHOM COCTOSHHS
paccMaTpuBaeMOM JJIEMEHTE AaHHBIX (HarpuMmep, B c. AHanM3 Ha OCHOBE IabIOHA
eIMHUYHOM TaKere)? HCTIONIb3YEMOTO IIPOTOKOJIA
d. OBpuCcTHYECKHIT TTOAXOT
56. B kakoMm ciryqae oOHapyXeHHe CUTHATyp IPOUCXOIANT a. CoBrniajieHne ¢ M1abJI0HOM
CIIEYIONIMM 00pa3oM: M0 OHOMY TaKeTy b. CoBnagenne ¢ ma6J0HOM COCTOSTHHS
yCTaHaBJIMBAETCS COCTOSTHHUE TTOTOKA JIAHHBIX, NOSIBJICHUE | C. AHAJIN3 Ha OCHOBE IIabJioHa
JPYroro rnakera (WIn MakeToB), KOTOPBIH COOTBETCTBYET | HCIIOJIBb3YEMOIO IIPOTOKOJIA
JIAHHBIM COCTOSIHMS, CAMTAETCS aTaKon? d. OBpHCcTHYECKHIA TIOAXOT
57. B xaxoMm ciryuae oOHapy>KeHHE CUTHATYP MPOUCXOAUT a. CoBmnajieHue ¢ M1a0JI0HOM
TakuM 00pa3zoM, YTo Jisi POPMHUPOBAHUS COCTOSTHHS b. CoBnasieHue ¢ mabIo0HOM COCTOSHHS
UCTIONIb3YETCs IEKOJMPOBAHUE PA3IUUHBIX JIEMEHTOB ¢. AHaJIM3 HAa OCHOBE MIadJI0HA
nporokona? B aToM ciydae npu 1eKoIupoBaHUN HCIO0JIb3yeMOro MPOTOKOJIa
nporokosia COB npumensieT npaBuia, OnpeaesieHHbIe d. OBpuCcTHYECKHIT TTOAXOT
RFC nns HapymieHuil. B HEKOTOpPBIX cirydasx 3Tu
HapyIIEHUS MOTYT HAXOJHUTHCS B OIIPEACIEHHBIX MOJISIX
IIPOTOKOJIA, YTO TpedyeT OoJiee AeTaJIbHOTO aHaJIN3a.
58. Kaxkoit moaxon oOHapyXeHHsI CHTHATYp MCHOJIB3YeT a. CoBrniajieHue ¢ M1a0JI0HOM
JIOTHYECKHUe MPaBUIIA, OITyYCHHbIE 3BPUCTHIECKH? b. CoBniaseHue ¢ 1mabI0HOM COCTOSIHUS
c. AHayIM3 Ha OCHOBE IabIo0Ha
HCIIOJIb3YeMOT0 TIPOTOKOJIA
d. DBpucTHYECKHIi TOAX0]
59. Kaxkue paznuqarot BuIbI curHaryp? a. CUrHaTypsl 3KCIJI0iTa
b. Curnaryps! yi3BHMOCTH
¢. CUrHaTypbI aHOMAJINI TPOTOKOJIOB
d. Curnarypsl anamanui
60. JEUCTBHS, MPEANTPUHIMAEMBIE 37I0YMBIIIJIEHHUKOM, a. aTaka
IIPOTUB KOMIIbIOTEpa (MJIM CETH) NMOTEHIUAIBHON b. BTOp>)CHUE
JKEPTBBI, 3TO? C. yrposa
d. ys3BuUMOCTB
61. Kakue curHatypsl onuparoTcsi Ha XapakKTepPUCTHKN a. CHrHaTypblI 3KCILIO0NTA

ATaKW, KOTOPBIC MO3BOJIAIOT OMTHO3HAYHO

b. CurHatypsl yI3BUMOCTH
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UAeHTH(UINPOBATH aTaKy?

C. CI/IFHaTypI)I aHOMAaJINH IIPOTOKOJIOB

62. Kakue curHarypsl onmuparoTcsi Ha 0COOCHHOCTH a. CurHarypsl dKcIuioiira
KOHKPETHOH ysI3BUMOCTH, T.€. Ha T€ apaMeTphl HIIH b. CurHatypsl ysi3BUMOCTH
JEUCTBHUS, KOTOPbIe HEOOXOIMMO BBINOJIHUTD IS c. CurHarypbl aHOMaJIMi IPOTOKOJIOB
WCIIONIb30BaHMS JTAHHOH YSI3BUMOCTH?

63. Kakwne curHatypsl HHOT/Ia TPAKTYIOTCS KaK a. Cur"arypsl 3KCIUIOiTa
oOHapy)XeHHEe aHOMaJIH poTokona? Jins pa3paboTKi b. Curnarypsl y13BUMOCTH
TaKUX CUTHATyp HEOOXOAMMO MPOBECTH aHANIN3 ¢. CurHatypsl aHOMaJIMii IPOTOKOJI0B
peanr3anuy paccMaTpuBaeMOro IIPOTOKOJIA Ha
cootBerctBue RFC.

64. Hexotopsle coBpemennsie COB Henb3s OTHECTH HU K a. Meroabl Data Mining
cucTeMaM 0OHapy)XeHHSI CHTHATyp, HH K CHCTEMaM b. MeTOABI TEXHOJIOTMH MOOUJIBLHBIX
oOHapyxeHus: anomanuid. OHU ONUPAIOTCsl HA HOBBIE areHTOB
(MHOTIa X HA3BIBAIOT AJILTEPHATHBHBIE) MTOAXObI K €. METOABI MOCTPOEHUSI HMMYHHBIX
oOHapyxeHunto. Kakue moaxo/ipl MOXXHO OTHECTH K YHCITYy | CHCTEM
QJIBTEPHATUBHBIX MOJIX0JI0B? d. npuMeHeHHe reHETHYECKHX

AJITOPUTMOB

€. IpUMEHEeHNEe HeHPOHHBIX ceTeil
f. MeTOBI HEWPOTUHI BUCTHYECKOTO
TIPOTPaMMHPOBAHUS

65. Kakyto TeXHOIOTHIO MOXKHO ONPENENNTh KaK MPOLECC a. Texnosorus Data Mining
oOHapyxeHus! B He0OpaOOTaHHBIX JaHHBIX: - paHee b. TexHOMOrMsI MOOHJIBHBIX areéHTOB
HEHM3BECTHBIX; - HETPUBUAIBHBIX; - IIPAKTUIECKH C. METOIbI TOCTPOCHUSI IMMYHHBIX CHCTEM
TIOJIE3HBIX; - TOCTYIHBIX HHTEPIIPETally 3HaHHH, d. mpuMeHeHue reHeTHYECKUX allfTOPUTMOB
HEOOXOAMMBIX JIJISl IPUHSTHSI PELICHHH B Pa3INuHbIX €. IPUMEHEeHHe HEHPOHHBIX ceTei
chepax 4elIoOBeYECCKO AesITeIbHOCTH?

66. KaxoBbI 0CHOBHBIE METO/IBI 00X0/1a CETEBBIX CUCTEM a. cOuBaHuUe ¢ TOJIKY
0OHApYKECHHUST BTOPKCHUI? b. pparmentanus

c. mudpoBanue
d. meperpy3ka
€. COIMaJbHasi HHKeHEPUs

67. Kaxkoit MmeTon 06xoza ceTeBbIX cucTeM 0OHapyKeHHS a. cOMBaHHeE C TOJKY
BTOpPXKEHHH 3aKJIIOYAETCSl B MAHUITYJIMPOBAaHNH JaHHBIME | b. pparmeHTaus
TakuM 00pa3zom, 4ToOwl curHarypa COB He c. mudpoBaHue
COOTBETCTBOBAJIA ITPOXOJISIIEMY MTAKETY, KOTOPBIH OBl d. meperpy3ska
HHTEPIIPETHPOBAJICS MPUEMHON CTOPOHOH (Hanpumep,

ITOCBUTKA MTAKETa, UCIOIB3YIONIETO KOANPOBAHHE, HITH
n00aBJIeHHE BCIIOMOTATeIbHBIX CHMBOJIOB)?

68. Kakoii MmeTon 06x0/1a CETEBBIX CHCTEM OOHAPYKEHHUS a. cOMBaHMUE C TOJNKY
BTOPKEHHH 3aKJII0YaeTCs B pa30MBKe MakeTa JaHHBIX HA | b. (pparMeHTanmus
(bparMeHTbl, KOTOPbIE MOXXHO MOCIATh B PA3IMIHOM c. mudpoBaHue
nopsiake (M ¢ pa3inuyHbIMA BPEMEHHBIMH HHTEpBAJIaMU d. meperpyska
MEXAY HUMH)?

69. Kaxkoit MeTon 06xoz1a ceTeBbIX cucTeM 0OHapyXeHHs a. cOMBaHHUE C TOJKY
BTOPKEHHH 3aKJIIOYAeTCs B AEHCTBUSX HAPYIIUTEIS C b. dparmenrarms
LEITBIO TPOTHBOAEHCTBOBATh CETEBBIM CUCTEMaM c. mupposanue
0oOHapy>KeHHs! aTak UCCIIe0BaTh MOJIE3HYIO HAarpy3Ky d. meperpy3ska
nakera?

70. Kakoit MeTon 00xoz1a ceTeBbIX cUCTEM 0OHapYKEHHs a. cOMBaHUE C TOJKY

BTOPKCHHY 3aKJIFOYACTCS B IIEPEIIOIHCHUH CETEBOM
CHCTEMBI OOHAPYKECHUST BTOPKCHHIA?

b. pparmenranus
c. muppoBaHue
d. meperpy3ka
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71. HecankiroHnpoBaHHbIH BX0/] B MH()OPMALIMOHHYTO a. BTOp:KeHHe
cucreMy (B pe3ynbrare IeHCTBHA, HapyIIalOIIUX b. araka
MOJIUTUKY OC30MACHOCTH HITH OOXOISIIUX CHCTEMY C. yrposa
3aIUThI), 3TO? d. ysa3BUMOCTB
72. J1J151 XOCTOBBIX CHCTEM OOHapY)KEHHS BTOPIKCHUH a. KOHTPOJIb PACIOJIOKEHUS 1
OOBITHO MCTIONB3YETCSI KOMOMHANNS OOHAPY KEHHS LeJIOCTHOCTH (aiiioB
aHoManuii 1 oOHapyXeHus curHatyp. OXHUM U3 b. cOouBaHue ¢ TOIKY
OCHOBHBIX [u1s1 X0cToBBIX COB sBIA€TCS BOTIpOC: ecnu €. BCTABKA HYJIEBOI0 3HAKA B 3aMpoc
XOCT OyJIeT CKOMIPOMETHPOBAH, TO KaK yIEpXkKaTh nocJjie yKa3aHusi MeToa
HapyIINTEIs OT MaHUITyIupoBaHus ¢ eMeHTaMu COB | d. mepexBart npuiio:keHus
JUIs IPEAOTBpalleHust oOHapyxeHus ataku? Kakue €. COlMaJbHas HHKCHEPUs
METOJIbI JUIsl 3TOTO SIBJISIIOTCS OCHOBHBIMH?
73. Kaxk Ha3bIBaIOT reHepanuio curnana o0 oOHapyKeHUH a. JIO)KHAsI TPeBOra
aTaku (BTOp>KEHUs ), KOTOpoil He Ob110? b. mpormyck
C. aTaka
d. BrOop>xeHue
74. Kak Ha3BIBaIOT MPOMYCK aTaKH WA BTOPXKEHUSA a. IPoIycK
(OTCYTCTBHE CHTHAJIA TPEBOTH NPH HATHIHN b. noxxHas TpeBora
BTOpPXKEHHSA)? C. yA3BUMOCTb
d. BTOp)KCHUE
75. J1s mocTpoeHnst TAKCOHOMHH CUCTEM OOHapy KEeHHS a. MOAX0/A K 00HAPYKEHHIO
arak HeoOXOIMMO BBIOpaTh KPUTEPHH, COTIIACHO b. 3amumaemas cucrema
KOTOPBIM OyaeT MpoBoAUThECS Knaccudukanusa. OquH u3 | ¢. crpykrypa COB
MOAXOJ0B BEIOOpA KPUTEPUEB — 3TO MOJXOJ, B KOTOPOM B | d. MCTOYHMK AAHHBIX (ISl MPUHATHUS
Ka4eCTBE TAaKUX KPUTEPHEB BEIOPAHBI TUITHYHBIC pelienus)
(GYHKIMU ¥ 0COOEHHOCTH MPOESKTUPOBAHHUS e. BpeMs aHaJIM3a
peanuzauu cucteM oOHapyx eHus arak. Kakue 31o f. xapakTep peakuun
¢byukIun? g. bmokupoBKa Tpaduka
76. Kakue BBIIENSIOT TOIXOABI K OOHAPYKEHHUIO aTak? a. 00Hapy:KeHHe CUTHATYP
b. oOHapy:xeHue aHOMAaJIM i
¢. THOPUAHBIN NMOIXO0/
d. oOHapyXeHHEe BTOPKEHHIA
77. Kakue BBIIENSIOT BHJIBI CHCTEM OOHApyKeHHs aTak? a. XOCTOBBIEe
b. cereBbIe
c. rTHOpUAHDbIE
d. MmoOuITEHBIE
78. Kaxkue crcteMbl 00HApYKEHHS BTOPIKEHUIA a. ceTeBble
OCYIIECTBIIIOT COOp M aHAIN3 CETEBBIX MTAKETOB, HA b. XxocToBBIE
OCHOBaHHMH KOTOPBIX IIPOBOAUTCS 0OHApyxkeHHe? C. THOpHIHEIE
d. MmoOnEHBIE
79. Kak Ha3bIBalOT CeTh Ha ypOBHE KOMIIAHUH, B KOTOPOH a. Kopnoparusnas cers (MHTpaHeT)
UCTIONIB3YIOTCSl IPOTPaMMHBIE CPE/ICTBA, OCHOBAaHHBIE Ha | b. DKcTpaHeT-ceTh
cteke npotokonos TCP/IP? c. [TomHO-CBsI3HAA CETh
d. I'mobanpHast ceth
80. HeraruBHoe Bo3/eiicTBIE HAa CUCTEMY B 1I€JIOM WU a. OTKa3
OTAEIBHBIE €€ DJIEMEHTHI, OKa3bIBAEMOE KAKUMHU-THOO0 b. Cooit
SIBTICHUSIMU, IPOUCXOAAIIINMHE BHYTPU CHCTEMBI HIIH BO c. Omnoka

BHEITHEH cpene, 3T0?

d. ITooouHoe BAMSHUE
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81. Kakoe mpoucxoxaeHue yrpo3bl 00yCIOBIHBACTCS a. ciyvaitHoe
3JI0yMBIIUIEHHBIMU JIEUCTBUSAMH JIFONIEH, b. npennamepennoe
OCYILIECTBIISIEMBIMU B 1IEJIAX peaju3aluy OAHOTO HIN C. CyOBEKTHBHOE
HECKOJILKHX BHJIIOB yrpo3? d. oObekTHUBHOE

82. Kakwue BBIIENISIOT pa3HOBHIHOCTH MIPEAIOCHIIOK a. CIyJaifHbIe
MIOSIBIICHUS yTPO3? b. npenHamepenHsie

¢. cy0beKTUBHbIE
d. o0beKTUBHBIE

83. OTMEYaroT IBe Pa3HOBUIHOCTH MPEIIOCHUIOK a. KOJIMYeCTBEeHHAs] HEIOCTATOYHOCTH
TIOSIBJICHUS YTPO3: OOBEKTHBHEIEC (KOIHICCTBEHHAS HIIH b. KauecTBEeHHAsT HEOCTATOYHOCTD
Ka4eCTBEHHAasI HEZJOCTaTOYHOCTh DIIEMEHTOB CUCTEMBI) U | C. AESITEIHLHOCTh Pa3Be/IbIBATENbHBIX CITYkKO
CyOBCKTHBHBIC (IEATEIEHOCTD PAa3BEBIBATCIBHBIX WHOCTPAHHBIX TOCYIapCTB
CTy0 WHOCTPaHHBIX TOCYNAPCTB, MPOMBIIIJIEHHBIN d. IpOMBINUTIEHHBIN MITHOHAXK
LIMHUOHAXK, NEATENbHOCTh KPpUMUHAIIBHBIX U €. IeHCTBUSI KpUMUHAJIBHBIX U
XYJIUTaHCTBYIOIIUX 3JIEMEHTOB, 3JI0YMBIIIJICHHbIE XYJIUTaHCTBYIOIIUX 3JIEMEHTOB
JICHCTBUS HEZOOPOCOBECTHBIX COTPYAHUKOB CUCTEMBI). f. 3MOyMBIIIICHHBIC EHCTBUSA
[epeuncienHbIe pa3HOBUIHOCTH MPEIIOCHUIOK HETOOPOCOBECTHBIX COTPYIHUKOB
HHTEPIPETHPYIOTCS pa3HBIM 00pa3zoM. Kak Ha3pIBarOT
CIEIYIONIYI0 HHTepIpeTanuio: Ou3ndeckas HeXBaTKa
OITHOTO HJIM HECKOJNBKHX JIEMEHTOB CHCTEMEI 00paboTKH
JTAHHBIX, BEI3BIBAIOMIAS HAPYIICHHUS TEXHOJIOTHYECKOTO
nporiecca 00paboTKU U (W) IEPETPY3KY UMEIOITUXCS
JJIEMEHTOB.

84. OTMeuaroT ABe pa3HOBUIAHOCTH TPENOCHUIOK a. KOJIMYECTBEHHAs] HEJJOCTATOYHOCTh
TIOSIBJICHUS YTPO3: OObEKTUBHBIE (KOJIMYECTBEHHAS MU b. kauecTBeHHAs] HEJOCTATOYHOCTH
Ka4eCTBEHHAsI HEJIOCTaTOYHOCTD DIIEMEHTOB CUCTEMBI) U | C. ACITEIHLHOCTh Pa3Be/IbIBATENILHBIX CITYXO0
CyOBEKTHBHBIC (IEATEIHHOCTD PAa3BEIBIBATEIIBHBIX WHOCTPaHHBIX TOCYIapCTB
CITy0 WHOCTPaHHBIX TOCYNAPCTB, MPOMBIIIIJICHHBIH d. IpOMBIIIIEHHBIN MITHOHAX
IIITAOHAXK, NEeSITEIPHOCTh KPUMHHATIBHBIX U €. ICHCTBUS KpUMUHAIBHBIX U
XYJIUTAaHCTBYIOIINX 3JIEMEHTOB, 3JIOYMBIIIIIICHHBIC XYJIUTAaHCTBYIOIINX 3JIEMEHTOB
JEHCTBHUS HEIOOPOCOBECTHRIX COTPYIHUKOB CUCTEMEI). f. 3MOyMBIIIIICHHBIE EHCTBUS
[epeuncieHHbIe pa3HOBHIHOCTH MPEIIOCHUIOK HETOOPOCOBECTHBIX COTPYIHUKOB
HHTEPIPETHPYIOTCS pa3HbIM 00pazoM. Kak Ha3pIBarOT
CIEIYIONIYI0 HHTEpIIpeTanuio: HecoBepmeHcTBO
KOHCTPYKITUH (OpTaHU3aI[H) JJIEMEHTOB CHCTEMBI, B
CHJTY YeTO MOTYT MOSIBISATHCS BOZMOXKHOCTH TSI
CIy4JaiiHOTO WJIM TIPEeTHAMEPEHHOTO HETaTUBHOTO
BO3/ICHCTBHS Ha 00pabaThIBACMYIO HITH XPaHUMYIO
nHOPMAITHIO.

85. OTMedaroT ABe Pa3HOBUIAHOCTH TPEAOCHUIOK a. KOJIMYeCTBEHHAs] HEJJOCTATOYHOCTh

MOSIBJICHHS] YTPO3: OOBEKTUBHBIE (KOTMYECTBEHHAS WIIN
KaueCTBEHHAs! HEJIOCTaTOYHOCTD 3JIEMEHTOB CHCTEMBI) U
CyOBbEKTUBHBIE (JI€SITEILHOCTD Pa3BEAbIBATEIbHBIX
Ci1y’k0 MHOCTPaHHBIX TOCYIapCTB, IPOMBIIUICHHBINA
LIMTHOHAX, AEATEILHOCTh KPUMHHAIBHBIX 1
XyJIUT@HCTBYIOIINX 3JIEMEHTOB, 3JI0yMBIIIJICHHbIC
JeHCTBUS HEIOOPOCOBECTHRIX COTPYAHUKOB CHCTEMBI).
INepeurcieHHble Pa3HOBUAHOCTH MIPEANOCHLIOK
HMHTEPIPETUPYIOTCS pa3HbIM 00pa3oM. Kak Ha3pIBatoT
CIIeAyOUIyI0 HHTepnpeTanuio: CrenuanbHo
opraHuzyemast A€ TEIbHOCTb TOCYIapCTBEHHBIX OPraHOB,
npodeccruoHanbHO OPUESHTHUPOBAHHBIX Ha JOOBIBAHUE
HEeo0X0AMMO# HH(pOpMaLUK BCEMH JIOCTYITHBIMH

b. KayecTBeHHas HEJJOCTATOYHOCTh

C. IeITeTbHOCTh Pa3BebIBATeIbLHbBIX
CJTy’K0 HHOCTPAHHBIX TOCYIApCTB

d. IPOMBINUIEHHBIN MITTHOHAX

€. IeUCTBUS KpUMUHAJIBHBIX 1
XyJIUTaHCTBYIOIINX 3JIEMEHTOB

f. 3MOyMBITIIIEHHBIE EHCTBYS
HEeT0OPOCOBECTHBIX COTPYIHUKOB
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croco0aMu U CpeCTBaMH.

86. OTMeyaroT /1B€ pa3sHOBHJHOCTH MPEIIOCHUIOK a. KOJIMYECTBEHHAs] HEAOCTATOYHOCTh
TIOSIBJICHHS YTPO3: OOBEKTUBHBIE (KOTMYECTBCHHAS WIIN b. KauecTBeHHas! HEIOCTATOYHOCTh
KaueCTBEHHAs! HEJIOCTaTOYHOCTD 3JIEMEHTOB CHCTEMBI) U | C. AEATEIBHOCTh Pa3BeIbIBATEIILHBIX CIYXKO
CyOBbEKTUBHBIE (JESITEILHOCTD Pa3BeAbIBaTEIbHBIX WHOCTPaHHBIX TOCYAapCTB
CITy’0 MHOCTPaHHBIX TOCYIapCTB, MPOMBIIUICHHBINA d. mpoMBILITEeHHBbII IMHOHANK
IIMTHOHAX, AEATETLHOCTh KPUMHHAIBHBIX 1 €. AeHCTBUSI KpUMUHAIIBHBIX 1
XyJIUT@HCTBYIOIINX 3JIEMEHTOB, 3JI0yMBIIIJICHHbIC XyJIUTaHCTBYIOIINX 3JIEMEHTOB
JEHCTBUS HETOOPOCOBECTHBIX COTPYIHUKOB CHCTEMBI). f. 3MOyMBIIITICHHBIE JEHCTBHS
[epeuncnennble pa3HOBUAHOCTH MPEAIIOCHIIOK HEeI0OPOCOBECTHBIX COTPYIHUKOB
MHTEPIIPETHPYIOTCS pa3HbIM 00pa3oM. Kak Ha3pBatoT
CIIEIyIOLIYI0 MHTEpIIpeTannio: HernacHas nesiTenbHOCTb
opranu3aiu (ee mpeacTaBuTelicii) Mo J0ObIBAHUIO
nHpopMaLuH, CrielUaNTbHO OXPAHIEMOW OT
HECaHKIMOHUPOBAHHOMN €€ YTCUKH MJIU MOXUILEHHUS, a
TaKXKe 110 CO3JaHUI0 IS ce0st OJIaronpHuaTHBIX YCIOBUH
B 1IEJISIX MOJTY4EHHS MAKCUMaJIbHOW BBITOMBIL.

87. OTMeuaroT J1B€ pa3HOBHJHOCTH MPEIIIOCHUIOK a. KOJIMYECTBEHHAs] HEZOCTATOYHOCTh
TIOSIBJICHHS YTPO3: OOBEKTUBHBIE (KOTMYECTBCHHAS HIIH b. KauecTBeHHas! HEIOCTATOYHOCTh
KaueCTBEHHAs HEJIOCTATOYHOCTD 3JIEMEHTOB CHCTEMBI) U | C. AEATEIBHOCTh Pa3BEbIBATEIILHBIX CIYXKO
CyOBEKTHUBHBIE (JESITEILHOCTD PA3BEIBIBATECIBHBIX MHOCTPaHHBIX TOCYAAPCTB
CITy’0 MHOCTPaHHBIX TOCYapCTB, IPOMBIIUICHHBINA d. IPOMBINUICHHBIN MITTHOHAX
IIMTHOHAX, AEATEILHOCTh KPUMHHAIBHBIX 1 e. 1eliCTBUSI KPUMUHAIBHBIX H
XyJIUT@HCTBYIOIINX 3JIEMEHTOB, 3JI0yMBIIIJICHHbIC XyJUTAHCTBYIOLINX 3J1€MEHTOB
JISUCTBHUSI HEZIOOPOCOBECTHBIX COTPYIHUKOB CHCTEMBI). f. 3MOyMBINIICHHBIE JEUCTBHS
[NepeuncieHHble Pa3HOBUAHOCTH IIPEANIOCHUIOK HEJI00POCOBECTHBIX COTPYAHUKOB
MHTEPIPETUPYIOTCS pa3HbIM 00pa3zoMm. Kak Ha3bIBatoT
CJIEIYIOLIYIO MHTEpIpeTaluio: XumieHrne nahopManim
WJIN KOMIIBIOTEPHBIX MPOrPaMM B LIEJISIX HaXKMBbI HIIU UX
paspylieHHe B HHTepecax KOHKYPEHTOB.

88. OTMeuaroT /1B€ pa3sHOBHJHOCTH MPEIIIOCHUIOK a. KOJIMYECTBEHHAs] HEOCTATOYHOCTD
TIOSIBJICHHS YTPO3: OOBEKTUBHBIE (KOTMYECTBCHHAS MIIN b. kauecTBeHHAs HEOCTATOYHOCTD
KaueCTBEHHAs! HEJIOCTaTOYHOCTD 3JIEMEHTOB CHCTEMBI) U | C. AEATEIBHOCTh Pa3Be/IbIBATEIILHBIX CIYXKO
CyOBEKTHUBHBIE (JIESITEILHOCTD PA3BEAbIBATEIEHBIX MHOCTPaHHBIX TOCYAapCTB
CiTy’0 MHOCTPaHHBIX TOCYIapCTB, MPOMBIIUICHHBINA d. IPOMBINUICHHBIN MITTHOHAX
LIMTHOHAX, AEATETbHOCTh KPUMHUHAIBHBIX 1 €. IeHCTBUSI KpUMUHAJIBHBIX 1
XyJIUT@HCTBYIOIIUX 3JIEMEHTOB, 3JI0YMBIIIJICHHbIC XyJIUTaHCTBYIOIINX 3JIEMEHTOB
JISUCTBHUSI HEZIOOPOCOBECTHBIX COTPYIHUKOB CHCTEMBI). f. 3;0yMbILIeHHBIE AeiicTBUS
[NepeurcieHHble Pa3HOBUAHOCTH MIPEANIOCHUIOK He00pPOCOBECTHBIX COTPYIHUKOB
HHTEPIPETUPYIOTCS pa3HbIM 00pa3om. Kak Ha3biBatoT
CIIEIYIONIYIO0 HHTEPIPETAMIO: XUIEeHUE (KOTTUPOBAHUE)

WA YHUYTOXEHNE HH)OPMAITMOHHBIX MaCCHUBOB U (WJIN)
IIPOTPaMM MO 3TOMCTHYECKUM HIIH KOPHICTHBIM
MOTHBaM.
89. Kakue npuHInme! nHGOpManoOHHOH a. IPUMEHEHHUe 3alUThI BO

TrapaHTUPOBAHHOCTU PEKOMCHAYET CTPATCT UL
3IH€HOHHpOBaHHOﬁ 060pOHLII

MHOKeCTBeHHBIX MecTax. Ilockonbky
3J10yMBILNIJICHHHKH MOTYT aTaKOBATh
CHCTEMY M3 MHOKEeCTBAa MeCT, BK/II04ast
BHeILIIHME M BHYTPEHHHE, OPraHU3anus
J0JZKHA MPUMEHATDH 3alllMTHbIE
MeXaHU3MBbI B Pa3JIMYHBIX TOYKAX,
KOTOpPbIe A0KHbI 00eceYHBaTh 3aIHUTY
ceTeil 1 UHPPACTPYKTYPHI, 3AIUUTY
TPAHHUI CETH H TEPPUTOPHH, 2 TAKIKe
3aIUTYy KOMIBIOTEPHOI0 000PY10BAHNS ;
b. npuMeHeHne YPOBHEBOMH 3aIIUTHI
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NPeANnoJaraeT yCTaHOBKY 3alIUTHBIX
MEXaHU3MOB MeKIy NMOTEHIHMAILHBIM
3J10yMBILIIJICHHHKOM H LeJbI0;

€. ompe/eJieHHe YCTOHYHBOCTH
0e30MaCHOCTH J0OCTHIaeTCsl OLIEHKO
3aIIUTHBIX BO3MOKHOCTEH Ka:K10T0
KOMIIOHEHTAa UH(OPMALMOHHOMI
rapaHTHPOBAHHOCTH;

d. npuMeHeHUue HHPPACTPYKTYPbI
00HApYy)KeHHUsl aTaK U BTOP:KeHU,
HCNOJIb30BaHNEe METO/I0B M CPeCTB
AHAJIN32 M KOPPeJSAUH MoJTy4YaeMbIX
JaHHOH MH(PaACTPYKTYpPOil pe3yJbTaToB.

90. Kak Ha3pIBalOT HHTPAHET-CETh, MOJKIIOYCHHYIO K a. JKcTpaHeT-ceTh
WHrtepHeTy, T.€. CeTh THIIa UHTPAHET, HO CAHKIMOHH- b. ['mobanbHas ceTh
pyolas JOCTYI K ee pecypcaM OIpeieleHHOM c. UnnuBuayanbpHas ceth
KaTeTOPHH T0JIb30BaTeel, HaJeIeHHOM’ d. KopmiopaTtuBHas cets
COOTBETCTBYIOIIMMH TIOJTHOMOUHUSMH?
91. UTo W3 HIDKETIEPEYUCICHHOTO SIBISETCS ICTOYHUKOM a. JIoau
yrpo3? b. TexHu4eckue cpeacrea
€. MOJIeJIH, AJITOPUTMBI U POTPaAMMBI
d. TexHoJIOrMYecKHe cXeMbl 00padoTKHu
JAHHBIX
€. BHENIHSS cpea
f. MHOTUTAHETHBIH pa3ym
92, PaccmarpuBas HCTOYHMKH yTpo3, KaK ONPEAEIISIOT a. JIoIu
IPYIITy HICTOYHHUKOB ITOTAAI0NIMX MO/ ClIeyIoIIee b. TEXHUYECKHUE CPE/ICTBA
OIMCaHUe: NepCOHaJI, O0JIb30BATEIN U TOCTOPOHHUE C. MOJIEJIY, aJITOPUTMBI U ITPOTrPAMMBbI
JIUIIa, KOTOPbIe MOTYT B3aUMOJICHCTBOBATH C pecypcaMu | d. TEXHOJIOTHUYECKHE CXeMBI 00padOTKH
1 TaHHBIMH OPTaHHU3AlUU HEMTOCPEICTBECHHO C PabovImnx JTAaHHBIX
MECT H yIaJCHHO, UCTIONB3YS CETEBOE B3aMMOJICHCTBHE. | €. BHEIIHI cpeaa
93. PaccmarpuBast HICTOYHHKH yTPO3, KaK ONPEACIIIOT a. oI
TPYIITy HCTOYHUKOB ITOTAAIOIINX O] CICTYIOIIee b. TexHn4eckue cpeacraa
OTHCaHUE: HEMOCPEICTBEHHO CBA3aHHBIE ¢ 00pa0OTKOHM, | C. MOAENH, AITOPUTMEI H IPOT PAMMEI
XpaHEHUEM U Tepenadelt nHbopMaIuu (HampuMmep, d. TexHOIIOTHYECKHE CXEMBI 00pa0OTKH
CpelcTBa perucTpalliy JaHHbIX, CPEACTBa BBOAA U T.1.), JTaHHBIX
W BCIIOMOTaTeJbHbIE (HAIIPUMeEp, CPEACTBA €. BHELIHSS cpelia
ANIEKTPONUTAHUS, KOHIUIIMOHUPOBAHMS U T.11.).
94, PaccMarpuBasi HICTOYHHUKH YTPO3, KaK ONPEACIISIOT a. JIIo/I
IPYIIy KICTOYHHUKOB TOTAAI0NIMX MO/ CleIyoIIee b. TEXHUYECKHUE CPE/ICTBA
OIMCaHUE: ATy IPYIITY HCTOYHUKOB PACCMATPUBAIOT KaK | €. MOJEJIH, AJArOPUTMbBI H IPOrPAMMBbI
HEIOCTATKU IPOCKTUPOBAHHUS, PEATH3AINN 1 d. TexHONMOTrMUECKHME CXEMBI 00pabOTKH
KOH(UTYparun (IKCILTyaTaIuH). JTAHHBIX
€. BHEIIHSA cpefa
95. PaccmarpuBast HICTOYHHKH yTPo3, KaK OMPEACIISIFOT a. JIroan
TPYIITy HCTOYHUKOB IMOTAAIOIINX TO]] CICTYIOMICe b. TexHHUecKUe cpeacTBa
OITMCAHUEC: BBIACIIAIOT PYUYHBIC, HHTCPAKTUBHBIC, C. MOJZICJIH, AJITOPUTMBI U ITPOTPaMMBbI
BHYTPUMAIIHHHBIC ¥ CETEBBIE TEXHOJIOTHIECKHUE CXEMBI d. TexHOJIOTHYECKHE CXeMbI 00PadOTKH
00paboTKH. JaHHBIX
€. BHEIIHsA cpena
96. PaccmarpuBasi HCTOYHHKH yTPO3, KaK ONPEACIISIIOT a. JIFOIH
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IPYNITy HCTOYHHMKOB ITOTIAAI0NINX MO/ CIIeIyIoIIee
OIMCaHUE: BBIJCISIIOT COCTOSIHUE CpeJibl (BO3MOXKHOCTD
MOXKapOoB, 3eMJICTPSICEHHH U T.I1.), HOOOYHBIE IIyMBI
(ocoOeHHO oma-CcHbIE IIpH Nepeiadye JaHHBIX) U
MOOOYHEIE CUTHAJEI (HAIIPUMED, SIEKTPOMAarHUTHOE
W3JIy9ICHUE alapaTypsl).

b. TexHHYeCKue cpeacTBa

C. MOJIEJIH, aJITOPUTMBI U IIPOTrPAMMBbI
d. TexHONMOrNMUECKUE CXEMBI 00pabOTKH
JIAHHBIX

€. BHELIHSsA cpela

97. [lepeuncinte OCHOBHBIC IPUIMHBI YTEUKH a. HecoOII0IeHNe TIEPCOHATIOM HOPM,
nHpopmarum. TpeGOBaHU, MPABMJI IKCILIIYaTAIIUH
b. omiu0KM B IPOEKTHPOBAHUM CHCTEMbI
H CHUCTEM 3aIIHThI
. BeJleHHe POTUBOCTOsIIEel CTOPOHOI
TEXHUYECKOI U areHTYPHOU pa3BeioK
98. Kakue Buns! yreuxu Boiiensor B coorBeTcTBuu ¢ [OCT | a. pasriamenne
50922-96? b. HeCAaHKIIMOHUPOBAHHBIN TOCTYI K
uHpopManuu
¢. HoJIy4eHHue 3amuuiaemMoi nHgopmanuu
pa3BeaxkamMu
99. UYro moHMMaeTCs IO HECAaHKITMOHIPOBAHHBIM a. Pazrnamenne nadpopmanun
JOBEZICHUEM 3alIiIacMoil HHPOPMALIIH 10 b. HecaHKIIMOHMNPOBAHHBINA JOCTYII K
moTpeOuTeNeH, He MEIOIIUX MpaBa JOCTYIA K HHPOPMALTUT
3amumaeMoi napopManun? c. [lomy4yenne 3amumaemoit mHGOpMaHN
pa3BeaKaMu
100. | Yro moHMMAETCS MO MOJIYYCHHUEM 3alUIACMOM a. HecaHKIIMOHUPOBAHHBIH 10CTYNI
HH(POPMAITUH 3aMHTEPECOBAHHBIM CYOBEKTOM C b. Pasrnanienue uapopmamu
HapylIeHHEeM YCTaHOBJICHHBIX MPABOBBIMU JOKyMeHTamMu | c¢. [lomyueHue 3amuiiaeMoi nHGOpMaIuu
WA COOCTBEHHUKOM, BJIAJICIIbIICM HH(POPMAIIUH [TPaB pasBenkaMu
WJIM TIPABWJT JIOCTYIIA K 3anuinaeMoi nadopmarmn?
101. Kakuie MOXHO BBIIENUTH OCOOEHHOCTH KOPTIOPATUBHBIX | a. IJ100aJbHOCTH CBS3EH
ceTel, KOTOpbIe MPEACTABISIOT MOBBIIIEHHYIO OMACHOCTh | b. MacIITaGHOCTD
JUTSL BBITTOTHCHUSI UIMH CBOUX (DYHKIIMOHATBHBIX 3a7a9? C. reTepOreHHOCTh
d. u3omIpoOBaHHOCTH
102. C nmoMOoUIbI0 YEr0 MOXKET OCYIECTBIATHCS MOJyYeHHUE a. TEXHHYeCKHE CPeACTBa
3amuIaeMoi HHPOPMAaIUH pa3BeIKaMu? b. areHTypHBIE METOIBI
C. BO3IYILIHBIE CPE/ICTBA
d. MeToeI ITyOOKOTO aHAIH3a
103. | Yro Ha3bIBAIOT COBOKYITHOCTHIO HCTOYHHKA a. KaHaJ yTedyku nHpopManumn
nHOPMAIIH, MAaTEPHATHHOTO HOCHUTEIIS MIIH CPEJIbI b. nHGOPMAITMOHHBIN KaHAT
pacnpoCcTpaHeHHs HECYIIETo YKa3aHHYI0 HH(OPMAITHIO C. YSI3BUMBIH KaHaI
CHTHAJIAa ¥ CPEJICTBA BhIIeTIeHMs HHpOopManun u3
CHTHAJIA WJIX HOCHUTES?
104. Urto moHuMaeTcs oA «MHPOPMAITMOHHOM a. 3anuneHHoCcTh HH(pOPMAINHU U

0€30IacHOCTBION?

noj/ep;kuBaoneil HHGPacTPyKTyphI OT
CJIy4aifHBIX ¥ MpeAHAMEePeHHBIX
BO3/1eICTBHII €CTECTBEHHOTO UJIH
HCKYCCTBEHHOT0 XapaKTepa, YpeBaThbIX
HaHeceHHEeM yliep0a BiajeabuamM uin
MOJIL30BATEIAM HHPOPMALNT 1
nojJep:kuBaoeii HHPPaCTPyKTyphl.

b. MckyccTBO 1 HayKa HCIOJIB30BAHHS BCEX
3NIEMEHTOB IOCYJapcTBa B MUPHOE U
BOEGHHOE BpeMs AJIsl 00eCIICUCHHUS 3alUTHI
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HAI[MOHAJILHBIX HHTEPECOB.
c. Hayka o kom¢popTHOM 1
TpaBMOOE30IIaCHOM B3aUMOJCHCTBUH
YEIIOBEKA CO CPEIOi OOUTaHMUS.

d. CocrosHue 3aMUIIEHHOCTH JKU3HEHHO-
Ba)KHBIX HHTEPECOB JINUHOCTH, OOIIECTBa,
OpraHM3aIH, MPEANPUITHS OT
MOTEHIMAIBHO U PEalIbHO CYIIECTBYIOIIHX
yrpo3, WK OTCYTCTBUE TAKUX YIPO3.

105.

Ha kakux ypoBHSX JIOJDKHBI TIPUMEHSTHCS MEPBI
obecnieueHus 6e30MacHOCTH?

a. 3aKOHOAATeJbHbII

b. agMuHMCTpAaTHUBHBIH

. IPOLEYPHBIH

d. nporpaMMHO-TeXHHYECKU I
€. OBITOBOIT

106.

Kakue 3tarnbl TOHKHBI BKITIOUATh B ¢e0s1 pabOTHI 110
00eCIeYCHHIO PeKUMa HHPOPMAI[HOHHOH 0€30MacHOCTH
opraHuzanuu?

a. onpenenenue noantuku Ub
(JoxkyMeHTBbI MOJIUTHKH 0€301IACHOCTH)
b. onpenenenue cepnl (rpaHui)
CHUCTeMBbI yIpaBJjieHUus HH(POPMALMOHHOM
0e30I1aCHOCTBHI0O U KOHKPeTH3alusl neJiei
ee co3gaHus (JlokyMeHTbI,
onpegensonHe rpaHuIbl CHCTEMBbI)

c. oueHka puckoB (Onucanue yrpos,
YSI3BUMOCTEi M OLleHKAa BO3MOKHOI'0
yuep6a)

d. ynpasiieHne puckamu

€. BBIOOp KOHTpMep, 00ecneunBaIOIMNX
pesxxum UB (Bp16op KoHTpMep 1J1s1
KaX10ro u3 yposHeii, [locrpoenue
KOMILIEKCHOM cucTeMbl o0ecnedeHust
Hb)

f. aynut cucremsnl ynpapiaenus Ub

107.

HazoBure ocHOBHEBIE cBOMCTBA 0€3011aCHOCTH?

a. KOHQUIEHIIHAIBHOCTD
b. mejocTHOCTH

€. 1OCTYNMHOCTh

d. mOCTOSITHHOCTH

€. paBHOMEPHOCTh

f. HeTpepBIBHOCTH

108.

CBoiicTBO 0€301MacHOCTH NP KOTOPOM HH(pOpMAans
JOCTYITHA TOJIBKO TEM, KTO aBTOPH30BaH IS JocTyna?

a. KOHQUIEHUHMATBHOCTh
b. menocTHOCTH

C. IOCTYITHOCTb

d. HEOTKa3yeMOCTh

€. MOI0TUYETHOCTD

f. mocToBepHOCTH

g. ayTEHTHYHOCTh

109.

CBo#cTBO 0€301MaCHOCTH MPH KOTOPOM TapaHTHPOBaHA
TOYHOCTb, MTOJTHOTA U METO/IBI 00paboTKH HHMOpMAaITUn?

a. eJIOCTHOCTh
b. KoHGUAEHIINATHHOCTD
C. IOCTYITHOCTh

d. HeoTKa3yeMOoCTh

€. MOJOTYETHOCTD

f. mocToBepHOCTH

g. ayTEHTUYHOCTh
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110.

CBolicTBO 6€30MaCHOCTH NPU KOTOPOM HH(OpMAIHS 1
ACCOLIMMPOBaHHBIE 0OBEKTHI IOCTYITHBI 110 TPEOOBAHHIO
aBTOPU30BAHHBIX NOJIb30BATENEH?

a. J0CTYITHOCTh
b. KoH(pHUICHIINATEHOCTD
C. EJIOCTHOCTh

d. HEeOTKa3yeMOCTh

€. IOJOTYETHOCTD

f. mocToBepHOCTH

g. ayTeHTHYHOCTh

111.

YT0 Ha3BIBAIOT IIAHOM BBICOKOTO YPOBHSI, B KOTOPOM
OIMCHIBAIOTCS 1ICNU U 33]1a4¥ OPTaHU3aLHH, a TAKKe
MeponpusaTHA B cepe odecredeHus 6e30macHOCTH?

a. [losmmTuka nHGoOopMaLUOHHOK
0e30macHOCTH

b. Mogens yrpos

c. [Tonoxenue o KoHpUACHIMATEHON
uH(popMau

d. Konmenus 6e30macHOCTH

112,

Kaxk Ha3pIBaIOT 10010 XapaKTepUCTUKY, UCTIOIb30BAHUE
KOTOpOH HAapYIIUTEJIEM MOXKET MMPUBECTHU K peann3alui
yrpo3bI?

a. yA3BUMOCTb HH(OpMaLMOHHOM
CHCTEMBI

b. yrpo3a nH(MpOPMAIIMOHHON CUCTEME

C. puck Ge3omacHOCTH HHPOPMATMOHHON
CHCTEMBI

113.

Kakue pa3acybl MOKET BKIIKOYATh B cebst pcajibHasa
MOJIMTHKA 0€30I1aCHOCTHU OpFaHI/ISaI_[I/II/I?

a. 00IIHE M0JI0KEeHUS

b. nosiuTHKa ynpaBjieHUus1 NAPOIAMHU

¢. nAeHTU(pUKALUA N0JIb30BaTelel

d. mostHOMOYMSI MOJIb30BaTeE el

e. 3a1UTa MHPOPMAIHOHHBIX PeCYpPCOB
OPraHu3alu OT KOMIBIOTEPHBIX
BHPYCOB

f. npaBuJIa yCTAHOBKH U KOHTPOJISI
CeTeBbIX COeIMHEHU

g. IPaBMJIA MOJMTHKHU 0€30I1aCHOCTH 10
padore ¢ cucTeMOii 3JIeKTPOHHOM MOYTHI
h. npaBuia o0ecneyennst 6e30MaCHOCTH
HH(OPMALMOHHBIX pecypcoB

i. 00s13aHHOCTH MOJIL30BaTEJIEH MO
BbINOJIHEHHM IO NPABUJ NOJIUTHKH
0e30macHOCTH

114.

Kakwne Tumnl ceTeBBIX NIEPUMETPOB MOKHO BBI)IGJ'[I/ITI)?

a. BHEIIHU I
b. BHyTpeHHU#
C. KOJIBIIEBOM
d. benepanbHbIi

115.

Kakoii ceteBoif mepumeTp HASHTHPHUIHPYET TOUKY
paszaeneHust Mexay yCTpoiicTBaMH, KOTOPbIE
KOHTPOJIUPYIOTCS, U TEMH, KOTOPHIE HE
KOHTPOJIUPYIOTCA?

a. BHelnHui ceTeBoii nepumMerp

b. BHyTpeHHuit cereBoii nepumMeTp

c. TepputopuanbHbIi CETEBOI epUMeTp
d. Mepapxuueckuii ceTeBoii mepumerp

116.

Kakoii THIT ceTeBoOTo nepuMeTpa IpeICTaBIsIeT co00i
JIOTIOJTHUTEIEHBIC TPAHHIIBI, B KOTOPBIX Pa3MEIIat0TCs
JIpyTHe MeXaHU3MbI 0€30MTacCHOCTH, Takue Kak MO u
(UIBTpYIONIE MaPIIPYTH3ATOPHI?

a. BHyTpeHHuii ceTeBoil mepuMerp

b. Buemrnuii ceTeBoii nepumeTp

c. TepputopuanbHbIil CETEBOI IEPUMET]
d. Nepapxudeckuii ceTeBol mepuMeTp

117.

Kak Ha3pIBalOT CeTH BHYTPH CETEBOTO NIEpUMETpPa, HaI
KOTOPBIMH CITEIHAJIFICTHI OPTaHNU3AIIH UMEIOT OJTHBIH

a. I0BepeHHbIE CETH
b. HeJOBEepEHHBIC CETH
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aJIMHHUCTPATHUBHBIA KOHTPOJIB?

C. ACMUJIMTAaprU30BaHHasA 30Ha
d. OIICJIOHUPOBAHHBIC CETU

118. | Kak Ha3bIBaIOTCsI CETH, KOTOPHIE HAXOATCS BHE a. HeJl0BepeHHbIE CeTH
YCTaHOBJICHHOTO CETEBOTO IIEPUMETPa U HAXOISIINECS b. noBepeHHBIE ceTH
BHE KOHTPOJIA? C. IEMUIUTAPHU30BaHHAS 30HA

d. smIeroHUpOBaHHEIE CETH

119. | Kak Ha3bIBaeTCst 00J1aCTh BHEIIHETO IIEPUMETPA B a. IeMUJIUTAPU30BAHHAS 30HA
KOTOPOM CepBepHl, OTBEUAOIIHE Ha 3alIpOCHl U3 BHENTHEH | b. HemoBepeHHas ceTh
CEeTH, OTPAHMYCHBI B TOCTYIIC K OCHOBHBIM CEIMEHTaM C. JOBEpCHHAsI CETh
BHYTPEHHETO MEPUMETPA CETH, C LEIBIO d. smenoHnpoBaHHAs CETh
MHUHHAMH3HPOBATH YIEpO, MPH B3JIOME OJHOTO U3
00IIeIOCTYITHBIX CEPBHCOB?

120. | Yro moHMMAETCs MO MPAKTUYCCKON CTpaTeruei a. JuIeJIOHMPOBaHHAs 000pOHA
JOCTHXEHHS NHOOPMAIIMOHHOW TapaHTUPOBAHHOCTH B b. Teppuropuanbaas o60poHa
ceTeBOM 000pynoBaHuu? (3Ta CTpATErus MpeJCTaBIseT c. [ocynapcTBenHast 000poHa
co00#i basaHc MeX/y CBOMCTBAMU 3aIUTHI U d. Bpaxeckast o6opoHa
CTOMMOCTBIO, IPOU3BOJUTEILHOCTHIO U
(YHKIMOHAJIbHBIMH XapaKTEPUCTHKAMM)

121. | Kak Ha3pIBalOT MOTCHIMAIBHO BO3MOXKHOE COOBITHE, a. yrpo3a uHgopMalnMoHHOii cucTeme
JEHCTBHE, MPOLIECC WU SBJICHUE, KOTOPOE MOXKET b. ys3BuMOCTh HH)OPMATMOHHON CHCTEMBI
BBI3BaTh HAHECCHHUE yIepOa (MaTepuaabHOTO, C. puck Oe30macHOCTH HHPOPMATMOHHOH
MOPaJIbHOTO WM MHOTO) PECYypCaM CUCTEMBI? CHCTEMBI

122. | Kakoe npoucxox/ieHHne yrpo3 00ycIaBIuBaeTCs a. crydaiiHoe
CHOHT@HHBIMU M HE 3aBUCSALIMMH OT BOJIU JIFOACH b. npenHaMepeHHOE
00CTOSITEILCTBAMH, BO3HUKAIOIIUMHU B CUCTEME C. CyObEKTHUBHOE
00paboTKH JaHHBIX B mpoliecce ee pyHkuuoHupoBanusi? | d. 0ObEKTUBHOE

123. Hapymenne paboTocnocoOHOCTH KaKOTO-TH00 a. OTka3
2JIEMEHTa CUCTEMBI, PUBOJIAIIEE K HEBOZMOXKHOCTH b. Cooii
BBINIOJTHEHHSI UM OCHOBHBIX CBOMX (YHKIIH#L, 3TO? c. Ommbka

d. [To6ouHoOE BIHsIHUE

124. | BpemeHHOE HapymIeHHE PabOTOCIIOCOOHOCTH KaKOTO- a. Otka3
1100 3JIEMEHTA CUCTEMBI, CIIEICTBHUEM YEr0 MOXKET ObITh | b. COoit
HENpaBUIEHOE BBHIIIOJIHEHUE UM B 9TOT MOMEHT CBOCH c. Ommbka
¢byHKuMH, 3107 d. [Tobouynoe BnustHNE

125. | HenpaBunbHoe (pa3oBoe WM CHCTEMAaTHYECKOE) a. OTka3
BBITNIOJTHEHUE JIEMEHTOM OHOM MJIM HECKOJIBKHUX b. Cooit
(hyHKITHIA, TPOUCXOIAIIEE BCIEACTBHE CIIEITUPUIECKOTO ¢. Omuoka
(TTOCTOSITHHOTO WJTH BPEMEHHOTO) €T0 COCTOSHHSI, 3TO? d. [TobouHoe BiIMsIHNIE

126. | Yro opraHm3alus LEHUT U XOYET 3ALUTUTD? a. Pecypcsi

b. Yects
c. Ya3Bumoctu
d. KonTpomns 6e3omacHOCTH
127. | B mpouecce naeHTHUKANY yI3BUMOCTEH, KaKue a. pe3yJIbTaThI MPeIbIIYIIHX OIeHOK

MOTYT INPUMCHATHCA JOKYMCHTUPOBAHHBIC UICTOYHUKU
JAaHHBIX I10 yﬂSBI/IMOCTHM?

pucka
b. otuersl aynuta UT cucremMsl, 0TYETHI O
CHCTEMHBIX aHOMAJIMSAX, OTYETHI ¢
0030pamMu 6e30MACHOCTH, OTYETHI
CHCTEMHBIX TeCTax W OleHKaX
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€. CIIUCKH ySI3BUMOCTeIi, Hanpumep, u3
0a3 JaHHBIX YA3BUMOCTEM

d. ungopMaHOHHbIE 0KJJIETEHH O
0e30nmacHOCTH

e. nHGopMaLHOHHBIE 0I0/1JIeTeHH
HU3roTOBUTENeH

f. koMmMepueckue KOMIAHUH,
BbINOJIHAIOIHE PYHKIMHU
HH(OPMALMOHHOIO0 ayAuTa 0e30MACHOCTH
g. aHasu3 OezonacHoctu cucremuoro IO
h. TecTupoBanue cucreMHOI
06e30MmacHOCTH

1. mUTEeparypa

128. | [lns OLCHKHM peabHOTO HAaJIM4Hsl YI3BUMOCTEH MOTYT a. cpeICcTBa AaBTOMAaTH4Y€eCKOro
MIPUMEHSATHCA METOJIbI TECTUPOBAHUS (BKIIIOUast CKaHUPOBaHMS ySI3BUMOCTEMH
CHUCTEMHOE TeCTHPOBaHHKE) AJISl UACHTU(UKALUH b. TecThI M olleHKa §e30MACHOCTH
CHCTEMHBIX ySI3BUMOCTEH B 3aBUCHMOCTH OT C. TeCThI Ha MPOHHUKHOBEHHE
kputuaHocTH UT cucteMsl 1 JOCTYNHBIX pecypcoB. Uto | d. cpencTa ynaneHHOTO
BKJIFOYAIOT B c€0S1 METOBI TECTHPOBAHNUA? aJIMUHUCTPHPOBAHHUS

129. | Yro ucmonb3yercs Ui CKAHUPOBAHMUS TPYIII XOCTOB a. CpeCTBAa AaBTOMATHYECKOI0
WJIN CETH Ha U3BECTHBIC YSI3BUMBIC CITY>KOBI? CKAHMPOBAHUS YA3BUMOCTeI
Heo06xoanmo 3aMeTHTh, YTO HEKOTOPbIE HOTEHIIMANBHBIE | b. TECTHI M OIIEHKa 0e30MacHOCTH
YA3BUMOCTH, OIIpe/e/ICHHbIE TAKUM aBTOMaTH4E€CKIM C. TECTHI Ha IPOHUKHOBEHHE
CPEICTBOM, MOT'YT HE IIPE/ICTABIATh PeaTbHBIX
YA3BUMOCTEH B KOHTEKCTE PEabHOTO CHCTEMHOTO
000pyI0BaHUS OpraHU3aIIH.

130. | Yro MOXeT ObITh HCHONB30BAHO /IS UACHTU(DHKAIIUH a. CpeACTBa aBTOMaTHYECKOTO
yA3BUMOCTEH BO BpeMsI IIpoIiecca OIEHKH prucKka? CKaHMPOBAHUS YSI3BUMOCTEH

b. TecTnl M oLeHKA Oe30MaCHOCTH
C. TECTBI Ha IPOHUKHOBEHHE

131. | Yro MOXET UCTIOIB30BATHCS AJISI OLIEHKH KOHTPOJIA a. CPe/ICTBa aBTOMAaTHIECKOTO
0€301acCHOCTH M YBEPEHHOCTH B TOM, UTO Pa3INIHbIC CKaHUPOBAHUS yS3BUMOCTEH
acriektsl T cucTeMsl 3amuineHsl? b. TecTsl u oneHKa 6e30MacHOCTH

€. TECThI HA MPOHNKHOBEHHE

132. | Ilenbto Kakoro miara OLEHKH PUCKA SBIISETCS aHAJIN3 a. XapaKTepPHCTHUKA CHCTEMBI
MPUMEHSEMBIX WIH TUIAHUPYEMbIX K TPUMEHEHHIO b. naeHTHGUKAINSA yTPO3
CPEICTB 3alIUTH (KOHTPOJIS) B OPTaHU3AIIHA IS C. HACHTUUKAINS YI3BIMOCTEH
MUHUMH3ALUHI WM yCTPAHEHUS BEPOSATHOCTH d. aHau3 cpeacTB 3alUTHI (KOHTPOJISA)
YSI3BUMOCTH, pean3yeMoi HICTOYHUKOM yrpo3? €. OTIpe/ieIeHNe BePOsSTHOCTEH

(pamxupoBaHHUE YACTOT MOSBIICHNS)
f. ananu3 BIMsHUA
g. OIpeeNICHUEe PUCKa
h. pexoMeHaIMK 110 CPEACTBAM 3alUThI
(KoHTpOITIO)
1. pe3yIbTHpYIOIIast JOKYMEHTAIHs
133. | Ilenp kaxoro miara OLEHKH PUCKa COCTOUT B a. XapaKTepPHCTHKA CHCTEMBI

OTIpeNIeIeHUH HEXKEIaTeIbHOTO BIUSHHS yCIICITHOM
peanu3a-nnu ysa3BUMOCTEH yrpo3amu?

b. uaeHTHGUKAIUSA YTPO3

C. WIeHTU(HUKALUS YI3BUMOCTEH

d. aHanm3 cpeAcTB 3amuUThI (KOHTPOJIS)
€. OTpe/ieieHIe BEPOsITHOCTEH
(pamXupoBaHUE YACTOT TOSBICHIS)
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f. ananu3 BaMsiHUS

g. OIIpe/ieNICHUE PUCKa

h. pexoMeHaIMK 110 CPEACTBAM 3aIUThI
(xoHTpOIIO)

1. pe3ynbTHPYIOLIask JOKYMEHTAIHs

134.

[Ipn nmpoBeneHNY aHATM3a BIUSHUSA 11T COCTOHT B
OTIpEZICTICHUH HEKETATEIIHHOTO BIUSHHUS YCTICITHOM
peanuzanuu ys3BuUMocTel yrpozamu. Kakyro
nH(pOpMaIHIO HEOOXOANMO TTOIYIHUTH IS 3TOTO?

a. MHCCHSI CHCTeMBI (T.e. MPoIecChl,
ocymecrpiasiembie UT cucremoii)

b. KpUTHYHOCTH CHCTEMBI U IAHHBIX (T.e.
3HAYeHHEe MM BaKHOCTh CHCTEMBbI JJIfl
OpraHu3aumnu)

C. YYBCTBUTEJIBbHOCTH CUCTEMBI M TAHHBIX
d. uadopmaryst 00 aHATOTHYHBIX CUCTEMAX

135.

HasnaueHnuem kakoro 1mara OLIEHKH pUCKa SIBIISETCS
oneHka ypoBHsa pucka UT cucrempi?

. XapaKTepPHUCTUKA CHCTEMBI
. ueHTH(HKAIUSA yIpo3

. UICHTU(PUKAIMS YI3BUMOCTEMN

. @HAJIU3 CPE/ICTB 3aIUTHI (KOHTPOJIA)
€. OTIpe/IeiieHIe BEPOsSTHOCTEH
(pamXUpOBaHUE YACTOT MOSBICHU)

f. ananu3 BnusIHUA

g. onpe/ejieHne pucKa

h. pexoMeHaIMH 110 CPEACTBAM 3AIUTHI
(KoHTpOITIO)

1. pe3yNIBTUPYIONIAs JOKYMEHTAIHSI

oo o

136.

Ha ocHOBe dero BEIOMPAIOTCS CPEACTBA 3ALUTHI

(KOHTpPOJIST), KOTOPBIE MOTYT YMEHBIIUTD W YCTPAHUTh

HUACHTUGHUIUPOBAHHBIN PUCK?

a. MaTpUIIbI YPOBHEH pucKa

b. pe3ynbraToB nACHTH(UKALNHN YTPO3
C. pe3yNIbTaTOB UACHTH()UKAINU
YSI3BUMOCTEM

d. ananm3a BAMAHUS

137.

Kax Ha3pIBalOT MOTEHIHATBHYIO IPUYHHY
HEXEJATENIbHOTO COOBITHS, KOTOPOE MOXKET HAHECTH
ymep0 opraHu3amnuy u ee oobeKTam?

a. Yrposa

b. Ysa3BuUMOCTB

c. Puck 6e3omacHocTH
d. Pecypc

138.

IMocpeacTBoM npuMeHEHUs KaKUX ONepaIi MOXKHO
JOCTUTHYTh YMEHBIICHHUS PHCKa?

a. NPUHATHE PUCKA

b. yKk/IOHeHHE OT pHCcKa

€. OTpaHMYeHHUe PUCKa

d. nuIaHMpoBaHMe pUCKa

€. MCCJIeIOBAHMS U MOATBEPKICHUS
f. nepenaua pucka

139.

ITocpencTBoM dero opraHu3anusi MOXXET ITOTyYUTh
JIOITyCTUMBIN OCTaTOYHBII pUCK?

a. ynajJieHusl HEKOTOPbIX CHCTEMHBIX
ysasBumocreii (nedekToB u ciaadocrei)
MyTeM YMeHbIIEHUS YUCJIa BO3MOKHBIX
nMap NCTOYHHUK YIPO3bI—YI3BUMOCTH

b. 1o6aBeHNs cIeNHAIBHBIX
HAIleJIEHHBIX CPEACTB ISl yMEHbIIEHUS
CIOCOOHOCTH M MOTHBAIIMU MCTOYHHKA
yrpos

C. YMeHbIIEHHUsI BeJTUYUHbI
HeKeJIaTeJbHOT0 BJIMSIHUS

140.

Kaxk Ha3bIBatOT CHCTEMHBIN MTPOLIECC TIOMYUCHHS 1

a. AyTuT HH(OPMALIMOHHOI CHCTEMBbI
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OIICHKH OOBCKTUBHBIX JAHHBIX O TEKYIIEM COCTOSHHUU
CUCTEMBI (TEXHOJIOTHIT), IEHCTBUAX U COOBITHSIX,
MIPOUCXOJISIINX B HEM, KOTOPBII YCTaHABIMBAET YPOBEHD
HX COOTBETCTBUS ONPEACIICHHOMY KPUTEPHUIO U
MIPEIOCTABISICT PE3yNbTATHl 3aKa3UHKY?

b. Tect Ha MPOHUKHOBEHHE
c. Buyrpennuii aynur
d. BHemnmit ayaut

141. | Ilepeunciaure OCHOBHbBIC HH()OPMALMOHHBIE AKTHBBI a. uaen
opraHuzann’? b. 3HaHuA
€. IPOEKTHhI
d. pe3y1bTaThl BHYTPEHHHX
o0cCJIe10BaHUI
142. | Ha xaxue BHIBI MOXHO MOAPA3AEIHUTH AYTUT a. BHeIHMI ayTuT
0€30MacHOCTH HH(POPMAIMOHHBIX CHCTEM? b. BHyTpeHHUii ayauT
C. KBapTaJlbHbIN ayJuT
d. ce30HHBIH ayquT
143. Kaxkoit Buz aynura HCIONIB3yeTCs I IPOBEICHNUS BHE a. BHCLIHHMI ayIuT
OpraHHU3aliK U, KaK MMPaBUIIo, CIIEIHATN3UPOBaHHBIMU b. BHYTpEHHUI ayauT
OpraHU3aLUsIMH, 3aHUMAIOIUMUCS ayAHTOM C. KBapTaJIbHBIN aynuT
nHPOPMAMOHHON Oe30macHOCTH? d. ce30HHBIN ayauT
144. | Yro oTHOCHTCS K OCHOBHBIM KOMIIOHCHTaM a. MexKceTeBble IKPAHBI
0e301acHOCTH, KOMOMHAIMSI KOTOPBIX 00eCIIeunBaeT b. cucTeMbl 00HApY KeHUsT BTOPKeHHI
3aIIUTY OT aTak Ha IIeJIOCTHOCTh, KOHPHUICHINAIBHOCTE | C. CPEACTBA KOHTPOJISI 1[eJIOCTHOCTH
U IOCTYIHOCTbB? d. cpeacTBa NpPoBepKH COAEP:KMMOI0
€. CKaHephI
f. cpencTBa KOHTpPOJIA KOHUTypanmii
g. CpencTBa KOHTPOJIS A0CTYNA U
ayTeHTHUKAINT
h. BUpTya/IbHbBIE YaCTHBIE CETH
145. Kakue BUIBI yTPO3 MOXKHO BBIACTHUTH? a. eCTECTBEHHbIE
b. npexnamepennbie
¢. ciIy4aiiHble
d. mapanopmanbsHble
146. | CnaboctH, accOnMMPOBAHHBIE C PECypcaMu a. YA3BUMOCTH
OpraHu3anu, 3T0? b. Yrposa
c. Puck 6e3omacnoctu
d. Ymep6
147. Kaxk Ha3biBaeTCs BOSMOXKHOCTH AAHHOUW YIpO3bl a. Puck Ge3omacHocTH
pea30Barh YSI3BUMOCTH JUISl TOTO, YTOOBI BHI3BATH b. Konrpous Ge3onacHocTH
ymep0 win paspyLieHHe pecypca Wi IPYIIBL pecypcos, | c. Pecypc
YTO MPSIMO MM KOCBEHHO BO3JICUCTBYET HA d. Ys3BumocTb
opraHuzanuio?
148. | Kakwe miaru BkiIrogaeT B ce0st 00mmas oneHka pucka? 4. XapaKTepPHCTHKA CHCTeMbI

b. naenTudukanus yrpos

€. HIeHTH(UKANNA yA3BUMOCTeil

d. ananu3 cpeacTs 3aIUTHI (KOHTPOJIS)
e. ompe/eeHHe BepOATHOCTell
(paHIKHPOBAHHE YACTOT MOSIBJICHHSA)

f. ananu3 BaMsiHMA

g. onpeje/eHne pucKa

h. pekoMeHIaIUHU MO CPEACTBAM 3aLIUTHI
(KOHTPOJII0)
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i. pe3y1bTHpYIOIIAsl JOKYMEHT AU
J- BBISIBIIEHUE pecypcHOTO (GoHIa

149.

Tumnsl ya3BUMOCTEH U METOIOJIOTUU UX ONPEIeIICHUS
0OBIYHO 3aBUCST OT MPUPOJBI HHPOPMAITUOHHBIX
TEXHOJIOTHI CUCTEMBI U (a3bl ee KU3HEHHOTO ITHKIIA.
Kakas merononorus ucnonssyercs, ecnu UT cucrema
ele He CIIPOeKTHpoBaHa?

a. [lonck ysa3BUMoOCTell KOHIEHTPUPYETCS
HA OPTraHU3aIUOHHOI MOJUTHKE
0e30MacHOCTH, IVIAHUPYEMBIX MPO-
nexypax 0e30macHOCTH, oNpeneJeHun
CHCTEMHBIX TPeOOBaHU U aHAJIM3e
JOKYMEHTOB NMOCTABUINKOB MPOAYKTOB
0€30MacHOCTH.

b. UnerTtndukanys ya3BUMOCTEH JOIDKHA
OBITh pacUIMPEeHA IS BKIFOYCHUS
JIONIOJIHUTENEHON MH(pOPMAIINH, TaKOH,
HanpuMep, Kak COOTBETCTBUE CBOMCTB
0€e301MacHOCTH, OITUCAHHEBIX B
JIOKYMEHTAI[MH 110 O€30MacHOCTH,
pe3yibTaraM cepTU(HUKAIHOHHBIX TECTOB U
HCITBITAHHIA.

c. [Ipomiecc naeHTHPUKANNN YI3BUMOCTEH
JIOJDKEH BKJIIOYATh B ce0s aHAJIM3 CBOMCTB
6e3omacaocTH UT cuCTEMBI U KOHTPOJIS
0€30MacHOCTH (TEXHUIECKOTO U
MIPOIETYPHOTO), HCIIOIB3YEMOTO IS
3aIIUTEl CHCTEMBI.

150.

Tunel ys13BUMOCTEN U METOJIOJIOTHH UX ONpeIeTICHUs
0OBIYHO 3aBUCST OT IPUPOILI HHPOPMAITHOHHBIX
TEXHOJIOTHI CUCTEMBI U (Pa3bl €€ KU3HEHHOTO IHKJIIA.
Kakast metonmonorus ucnomns3yercs, ecinu UT cucrema
yKe TIPUMEHSCTCS?

a. UnenTudukanus ysssBumocrei
J0JI7KHA ObITH paclIdpeHa Jjis
BKJIIOYEHHS ONOJHUTETbLHOMT
uHopManum, TAKOH, HapuMep, Kak
COOTBETCTBHE CBOMCTB 0€30IACHOCTH,
ONUCAHHBIX B JOKYMEHTAIIUH 110
0e30macHOCTH, pe3ybTaTam
cepTU(PUKALMOHHBIX TECTOB U
HCIBITAHU.

b. ITouck ysS3BUMOCTEH KOHIICHTPUPYETCS
Ha OpraHMU3allMOHHON MOJTUTHKE
0€30MacHOCTH, MIAHUPYEMBIX MPO-TIEAYpax
0€30MacCHOCTH, ONPEICIICHNN CUCTEMHBIX
TpeOOBaHUH 1 aHATN3e TOKYMEHTOB
MTOCTABIIMKOB MPOAYKTOB 0€30MaCHOCTH.
c. [Iponecc naeHTUPUKAIIUY YA3BUMOCTEH
JIOJDKEH BKITIOUATh B ce0s1 aHAIN3 CBOMCTB
6e3omacHoctu T cucremsl 1 KOHTpOIIS
0€30MacHOCTH (TEXHUYECKOTO U
MPOIETYPHOTO), UCIIOIB3YEMOTO JIIS
3aIlUThl CUCTEMBI.

151.

Tunsl y13BUMOCTEN U METOIOJIOTUU UX ONPEACICHUS
0OBIYHO 3aBUCST OT IPUPOIBI HHPOPMAITMOHHBIX
TEXHOJIOTHH CUCTEMBI U (a3sl ee KU3HEHHOTO UK.
Kaxkas merononorust ucnons3yercs, ecinu UT cucrema
(GyHKIIMOHUPYET?

a. IIpouecc npeHTupuKranun
YA3BUMOCTEH 10JI:KeH BKJIIOYATDH B ce0sl
aHaju3 cBoiicTB 0e3onacHoctu UT
CHCTEMBI U KOHTPOJISA 0€30MaCHOCTH
(TeXHMYECKOT0 U MPOLEeYPHOIO),
HCII0JIb3YeMOro0 VISl 3AIUTHI CUCTEMBbI.
b. ITouck ys3BUMOCTEH KOHIICHTPUPYETCS
Ha OpraHU3alMIOHHON MMOJIUTUKE
0€30MaCHOCTH, TUNIAHUPYEMBIX IIPO-IIEypPax
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0€30MacHOCTH, ONPEACICHUN CHCTEMHBIX
TpeOOBaHUIl U aHATTH3E TOKYMCHTOB
MMOCTABIIUKOB MPOIAYKTOB OC30MaCHOCTH.

c. Unentudukanus ya3BUMOCTEH JT0JIKHA
OBITh pacIIMpeHa ISl BKIFOUCHHUS
JOTIOJTHUTEIEHON HH(POPMAIINH, TaKo,
HaIpUMep, KaK COOTBETCTBHE CBOICTB
0€301IacHOCTH, OMMMCAHHBIX B
JOKYMEHTAIIIH 10 Oe30MacHOCTH,
pe3ynbTaTtaM cepTH(HUKAIOHHBIX TECTOB H

HUCITBITAaHUH.

4. HOpﬂIlOK NMPOBEACHUA U KPUTECPUHU OLICHUBAHUSA HpOMe)ICYTOqHOﬁ aTTeCTallum

4.1.

HOpﬂIlOK MPOBEACHUA l'[pOMC)KyTO‘lHOifI arrecranuun

OK3aMeH MpOBOAUTCA B BUAe TecTupoBaHMsA. CTylEeHT JOJDKEH OTBETUTh Ha BOIPOCHI
3aKpbITOrO TUIIA, KOTOPBIE IPEANOAraloT BIOOP BapuaHToB oTBeTa. Beero 20 TecTOBBIX BOPOCOB.

HpOI[OJ'DKI/ITeJ'IBHOCTL Tecra — 35 MHHYT.

4.2. Kpurepun oneHMBAHHS NPOMEXKYTOYHOH ATTECTAIMH 10 BHIAM OIEHOYHBIX

CpencTB.

4.2.1. Kpurepuu olleHUBAHUS TeCTa

Tect popmupyercs B cucteme sekrpoHHoro ooydenuss MOODLE.
MaxkcumaisHbIl 0asut 3a Tect — 100 0aJuIoB.

Orenka Otinnuno/ Xoporo/ VYnosnerBopurens | HeynosneTBoputensHo/
3aureHo 3a4TEHO HO/3a4TEHO HE3aYTEHO
bamner 100-90 6ammoB 89-75 GaimioB 74-60 GamoB 59-0 6amoB
YpoBeHb BBICOKM I cpeaHui 0a30BbIi HEJIOCTATOYHbIN
OCBOEHUS
MIPOBEPSIEMBIX
KOMIIETCHIIU I
4.3. PesyabTarbl NPOMEXKYTOYHON AaTTECTAMH M YPOBHH cOPMHPOBAHHOCTH
KOMIIeTEeHII i

[Ipu nosBeneHNM UTOTOB YYUTHIBAKOTCSA PE3YIbTAThl TOJIBKO IPOMEKYTOUYHON aTTECTALUU:

0-59 GanmoB — HEYAOBICTBOPUTEIIHLHO/HE3aYTEHO;

60-74 6anioB — yAOBIETBOPUTEIILHO/3a4TEHO;

75-89 6anioB — XOpoOI10/3a4TEHO;

90-100 6ayIOB — OTIINYHO/3aYTEHO;
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Oco0eHHOCTH TPOBEICHUN MPOIEAYPhl OLICHUBAHUS PE3yJAbTaTOB OOy4YEHUS WHBAJIHIOB H
JUI] C OrPaHWYCHHBIMH BO3MOXHOCTSMHU 3[0pOBbSi 0003HaueHbl B paboyeil mporpamme
JTUCUHUTITUHBI (MOTYIIS).

YpoBHU chOPMUPOBAHHOCTU KOMIETEHIIUN ONPEAEIAETCS CIEAYIOIIM 00pa3oM:
1. Bricokuii ypoBeHb C(OPMHPOBAHHOCTH KOMIIETEHIIMH COOTBETCTBYET OIICHKE OT-

JIMYHO:

- npeznonaraetr GpopMUpPOBaHUE KOMIIETEHLIMH Ha BEICOKOM YPOBHE;

- 3HaHUE TEOPETHUYECKUX DPA3JEeIOB M3y4aeMOW IUCLHUIUIMHBI Ha YPOBHE HE HIDKE
OLICHKH OTJINYHO;

- CTYACHT yMeeT MPUMEHSTh Ha NPAKTUKE 3HAHMsI, [TOJYYCHHbIE B paMKaX H3ydeHHs
JUCLIUIIAHBI

- (OpMHPYIOTCSI HAaBBIKM HMCIIOJIb30BaHUS TEOPETHUUYECKUX M MPAKTHUECKUX Pa3/IeioB
JUCLUIUIMHBI IS pelIeHus 3a/1a4 Ipo(hecCuOHaIbHOM 1€ATEIbHOCTH;

2. CpenHuii ypoBeHb COOTBETCTBYET OLIEHKE XOPOUIO:

- npeznonaraetT GopMUpPOBaHHE KOMIIETCHIIUI Ha CpPEIHEM YPOBHE;

- 3HAHUE TEOPETHMYECKUX pPa3AeiOB M3y4yacMOW IUCLMIUIMHBI HAa YpOBHE HE HMKE
OLIEHKH XOpOLIO;

- CTYAEHT yMEET IPUMEHATh 3HAHUs, ITOJIyYEHHbIE B PAMKAX U3y4YEHUS TUCLUIUINHBI,
JUIs pelleHus 3a1a4 NpoecCUOHAIBHON NEeSTeIbHOCTH;

3. ba30BbIil ypOBEHb COOTBETCTBYET OLIEHKE YIOBIETBOPUTEIBHO:

- npenmnoaaraer (opMupoBaHUE KOMIETEHIIMNA Ha 0a30BOM YPOBHE;

- 3HAHHWE TEOPETHMYECKUX pa3lesioB M3yyaeMoW IUCHUIUIMHBI Ha yYpOBHE HE HMKE
OLICHKH YJIOBJIETBOPUTENBHO;

4. HenocraTouHblil ypOBEHb COOTBETCTBYET OLIEHKE HEYIOBJIETBOPUTEIBHO.
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