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1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

HeﬂﬂMI/I U3YYCHHUS NUCHUILIMHBI SBJISIFOTCS:

- 03HAKOMJIEHHE CTYZEHTOB C IPUHLUIIAMHU IIOCTPOEHUS U apXUTEKTYPOH COBPEMEHHBIX CETEBBIX ONEPAIIMOHHBIX CUCTEM,
MIPUHIHUIIAMH aJMUHUCTPUPOBAHUS KOPIIOPATHBHBIX CETEBBIX MHPOPMALMOHHBIX CHCTEM, C IPUHLIUIIAMU O00ECIIeUeHHs peaan3aluu
TUIIMYHBIX OU3HEC-TIPOIIECCOB, XapaKTePHBIX IS OOIBIINHCTBA COBPEMEHHBIX MPEANPHUSITHI;

- OCBOCHUEC CTYACHTaMHU OCHOB a/IMUHUCTPUPOBAHUA KOPIIOPATHBHBIX CETEBBIX ONEPALIMOHHBIX CUCTEM.

33)18.‘{3MI/I U3YYCHUS NUCUUILINHBI SBJISAIOTCA:

- hopMHpOBaHKE U PA3BUTHE KOMIICTCHIMH, 3HAHUIT, TPAKTUYECKUX HABBIKOB M YMCHHIA 10 BOIPOCAM apXUTEKTYPhI COBPEMEHHBIX
CETEBBIX OMEPAIMOHHBIX CUCTEM, HACTPOIKH KOHKPETHOW ONEPAlMOHHON CHCTEMBI JUIsl BBHITTOJIHEHUS OM3HeC- 3a/1a4, 0COOCHHOCTEH
obecrieueHns1 6€30TKa3HOTO pesKUMa paboThl cucteMbl 24/7.

PeSyJ’ILTaTLI O6y‘IeHI/I$I 0 JUCLHUIIJIMHE HAIIPaBJICHbI HA JOCTUKCHUE HHIUKATOPOB:

VK-4.1. O6nagaet 3HaHUAMU OCOOCHHOCTEN U MPABMII JINYHON ¥ TIPO(YECCHOHAIBHON YCTHOU M IIMCbMEHHON KOMMYHUKAIIUH, B TOM
9HCITe Ha HHOCTPaHHOM(BIX) sI3bIKe(ax).

VK-4.2. [leMOHCTpUpYET yMEHHE NPUMEHATH COBPEMEHHBIE KOMMYHUKATHBHBIE TEXHOJIOTUH  JIJIsSl aKaJIEMUYECKOTO 1
npoheCCHOHATILHOTO B3aUMOJICHCTBHS B CUTYAllMK YCTHOM M IIMCHbMEHHOM KOMMYHHKAIIUK, B TOM YUCJIE HA HHOCTPAHHOM (BIX)
s13bIKe(ax)

VK-4.3. ImMeeT HaBbIKU aKaJeMHYECKOr0 1 MPO(heCcCHOHATHHOIO B3aUMOICHCTBYSI, B TOM YHCIIe Ha HHOCTpAaHHOM(BIX) s3bIKe (ax).

OIIK-12.1 3HaeT NPUHIMIIBI IOCTPOSHHST COBPEMEHHBIX OIIEPAIIMOHHBIX CHCTEM U OCOOEHHOCTH MX IPUMEHEHHS; TIPHHIIHITBI
pa3paboTKH CIIEIHaIbHOTO IPOrPAMMHOI0 00eCTIeYeH U, IPeHA3HAYEHHOT0 JUIS IPEOI0JICHUS 3aIUTh COBPEMEHHBIX
OTIEPAIIMOHHBIX CUCTEM C HCIOIB30BaHHEM HX HEJOKYMEHTHPOBAHHBIX BO3MOYKHOCTEH; OCHOBHBIE IPHHIIUITEI KOH(MHUTYPUPOBAHHS U
aJMUHUCTPUPOBAHUS OINEPALUOHHBIX CHCTEM.

OIIK-12.2 Ymeer pa3pabaThIBaTh CHCTEMHOE M IPUKIIATHOE IPOrpaMMHOE 0OecTieueHne sl MHOT03aJauHbIX,
MHOTOIIOJIb30BAaTENILCKUX U MHOTOIIPOLIECCOPHBIX CPell, a Takxke JUIs cpell ¢ uHTepdeiicoM, yIpaBisieMbIM COOOIEHUAMH; IPUMEHATh
OCHOBHBIE METOJIBI POTPAMMHUPOBAHUS B BEIOpAaHHOW ONEpalMOHHON cpene.

OIIK-12.3 BnaneeTr HaBbIKaMU CUCTEMHOTO IPOTPaMMUPOBAHYS; HABBIKAMH Pa3pad0TKU CUCTEMHBIX U MPHUKIIaJHBIX IPOTPaMM,
oOparmaronmxcs K ONepanoHHON CHCTeMe C IOMOIIBIO CHCTEMHBIX BBI30BOB.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OIIOIT

Luk (pazaem) OITOIT: [K.M.03.05

2.1 TpeGoBaHus K NpeJBapUTeIbHOI NOAT0TOBKE 00y4aIOLIErocs:

OHepaHI/IOHHHe CUCTEMBI

CeTH M cHCTeMBI Tiepenadr HHHOpMaIu

KOMHLIOTepHLIe CETH

2.2 IMCUMNJIMHDBI U MPAKTHKH, IJIsl KOTOPBIX OCBOEHUE JAHHOM JUCHHILTHHBI (MOAYJI51) HE0GX0MMO KaK MpeaiecTBYIOHIee:

3aHII/ITa B OIICPAITMOHHBIX CUCTEMAX

3. KOMIIETEHLINY OBYYAIOIIETOCSI, ®°OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI ANCLIUILIAHBI
(MOJTYJIST)

VYK-4: CniocofeH npuMeHsITh COBPeMeHHbIe KOMMYHHKATHBHBIE TEXHOJIOTMH, B TOM YHC/Ie HA HHOCTPAaHHOM(bIX) s3bIKe(aXx),
JJIS1 aKa/IeMUYeCKoro 1 npogeccHoHAIBLHOI0 B3aUMO/ielcTBHS

3HaTh.

— OCHOBHBIE TEPMHHBI U pe4eBbIe 000POTHI, yHOTpeOsiomuecs B chepe KOMIbIOTEPHBIX TEXHOJIOTHH.

YMerTh:

— COCTaBJIATH TCKCThI U COO6HI€HI/I$[ C OMMCAHUEM TEXHOJIOTHYCCKUX U NIPOrpaMMHBIX XapaKTCPUCTUK paSpa6aTI)IBaCMI>IX OPpOAYKTOB.

Baagertsn:
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— UMCTbh HaBBIKH Bep6am)H0171 KOMMYHUKAalIUM Ha TCXHUYCCKOM MHOCTPAHHOM S3bIKC.

OIIK-12: Cnoco6eH aAMIHHCTPHPOBATH ONIEPANMOHHEBIEC CHCTEMBI M BBITOJHATE PA0OTHI 0 BOCCTAHOBJICHHIO
PaboToCIOCOOHOCTH MPHKJIAJHOTO U CHCTEMHOI0 POrpaMMHOTI0 ofecleYeHH s ;

3HaTh.

— OCHOBHBIE TTOHSTHUS 3aIUICHHBIX ONEPAllMOHHBIX CUCTEM, 0a3 JaHHBIX U KOMIIBIOTEPHBIX CETEH;

— MOHATHE 3alIUTH HHPOPMALIUH, CUCTEMBI 3aIIUTHI;

— OCHOBHBIE BUJIbI YIPpo3 0e30MacHOCTH UHGOPMAIMU U UX KIacCH(UKALUIO;

— OCHOBHBIE ITOHSATHS, OCHOBHBIE AJITOPUTMBI XpaHeHHs 1 00padoTku nanHbx OC;

— OCHOBHBIE CTAH/IapThI U aJITOPUTMBI NIEpeIady JaHHBIX;

— OCHOBHbIE aKTYyaJIbHbIE MOJICJIN aTaK;

— almnapaTHO-IPOrpaMMHbIE CPEICTBA 3aLUThHl MHGOPMAIUU: CpPeACTBa oOecrnedeHNs KOHGUICHINANbHOCTH JaHHBIX;
— cpezcTBa ayTeHTH(DUKAIUK JIEKTPOHHBIX JaHHBIX M CPECTBA YIIPABICHHS KII0YEBOH HH(POPMAIHEH;

— TpeboBaHuUs K KpUITOrpaUIeCKUM CUCTEMaM 3alllUThl HHYOPMALHY,;

— MOHATHAMYA KOMITBIOTEPHOH 0E30MaCHOCTH B PAMKaX a{MUHHUCTPUPOBAHUS M 3AIUTHI MyOInaHbIX ciryx0 Windows.

YMerTn:

— HCIIOJIb30BATh AJITOPUTMBI T€HEPALIUH, XPAHEHHUSI U PacIIpe/IeIeHus KIII0Yel;

— MPOEKTUPOBATH U UCIOJIB30BATh CUCTEMBI JIEKTPOHHOU IIM(POBOH MOIHCH;

— MIPUMEHATH Ha MPAKTUKE AJITOPUTMBI YIIPABICHUS OTKPHITHIMU KITIOUaMH;

— pa3pabarbiBaTh 1 KOH(HUTYpHPOBATh MPOrPAMMHO-ANIApPaTHBIE CPEICTBA 3aLIUTHI HHPOPMAIMH, CHCTEMBI YIIPaBJICHUs Oa3amMu
JIAHHBIX, KOMITBIOTEPHBIE CETH, CHCTEMbI aHTUBHPYCHOMN 3aLIUTHI, CPEACTBA KPpUITOrpadHIecKON 3alIUTH HH(POPMAIIHH.

Baagerts:

— OCHOBHBIMH METOJIaMH aAMUHUCTpUpOBaHus u HacTpoiiku OC u cetell nepenauy;

— anropuT™MaMu (pOpMHUPOBAHHUS XEII-PYHKIUH;

— UHCTpYMEHTaMHU obecredeHus 6e30nacHoi paboThl B CETH UHTEPHET;

— METOZOJIOoT el MPUMEHEHHUsI 0€30MaCHBIX ITYOIMIHBIX CIYXKO;

— METO/IaMH YIPABJICHUS KIIOUYaMU B CHCTEMAaX C OTKPBITHIM KIIIOUOM,;

— HHCTPYMEHTaMH 00ecTieueHNsI 0e30IacHON pabOTHI B CETH HHTEPHET,

— OCHOBaMH KOH(GHUTYPUPOBAHUS U Pa3pabOTKH NPOrpaMMHO-AMNAPATHBIX CPEACTB 3aIUTHI HH(OPMALMY, CUCTEMBI YIIPABICHHS
0a3aMH TaHHBIX; KOMITBIOTEPHBIX CeTel, CHCTEeMBI aHTHBHPYCHOH 3aIlIUTHI, CPEICTB KPUNTOrpaUIeCKON 3aMUTH HH(POPMAIIHH B
paMKax aIMHHHACTPUPOBAHUS M 3AIUTHI IyOInUHbIX ciryx6 Windows.

B pe3yabTaTe OCBOCHUA TUCHUIIJIMHBI Oﬁy'{aIOI[IHﬁCH JOJIZKEH

3.1|3narth:

3.1.1|- nouarue nHpOpPMAIUY, CIIOCOOBI €€ IPEICTABICHUS, OCHOBHBIC ITPUEMBI IIOJIyYEHUs, XpaHEeHUs], 00pabOTKU
HHPOPMAITUH;

3.1.2|— ocHOBHBIE MOHSTHUS 3aAlUILEHHBIX ONEPAIIMOHHBIX CHCTEM, 0a3 JAHHBIX U KOMITBIOTEPHBIX CETEH;

3.1.3|- noHATHAMU KOMIBIOTEPHO# 0E30MaCHOCTH B paMKaX aJMHHUACTPUPOBAHUS M 3ALIUTHI ITyOIuaHbIX ciryx0 Windows.

3.2|Ymern:

3.2.1|- nonp30BaTHCS MPOrPAMMHBIMH CPEACTBAMH, PEATU3YIONIMMHI OCHOBHBIC KpHIITOrpaduueckue GpyHKINH;

3.2.2|- pa3pabaTbIBaTh MPOTPaMMHO-ANMAPaTHBIX CPEACTB 3aUIUTHl HHPOPMAIIUHL.

3.3|Banangern:

3.3.1|- HaBbIKamMu oOecriedeHust Oe30MmacHOi padoTHl Ha KOMIBIOTEPE;

3.3.2|- cpencrBamu kpunrorpaduIecKoi 3anTHl HHPOPMALUH B paMKaX aIMHHUCTPUPOBAHUS U 3aIIUThI ITyOIMIHBIX
ciyx6 Windows.

© ®I'BOY BO «Henl'V»
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4. OFBbEM JUCHUIIJIMHBI (MOAY JIS)
O6wasn TpyooeMKoCcTb 23ET
Yacos o yueOHOMY IUIaHy © 72 Bupl KOHTPOIIT B ceMecTpax:
B TOM YHCIIC :
aynuTopHbIe 3aHsThsA ;. 50 3a4eThl 7
camocrosTensHas padora @ 16,9
KOHTaKTHas pabora: 55,1
HKP: 5,1
5. CTPYKTYPA U COAEPKAHUE NUCIHUIIJINHBI (MOIYJISI)
Kon HanmeHoBaHue pa3ieioB H TeM /BU] 3aHATHs/ Cemectp | Yacos Jlutepatypa
| 3aHATHS [ Kvoe
Paznen 1. Paznen 1. OcHOBHbBIE MOHSITUSI U ONPeIeIeHUS .
1.1 OCHOBHBIE TTOHATHS U onpeaesieHust. /Jlex/ 7 1 JI1.1J11.2 J11.3J12.1
J12.2J12.3
1.2 JlokanbHbIe TOTUTUKHU Oe3omacHocTH /JIek/ 7 1 JI1.1J11.2 J11.3J12.1
J12.2712.3
1.3 Taposbhas 3amura Windows /JTex/ 7 2 JI1.1J11.2 J11.3J12.1
J12.2712.3
1.4 Hcnonp3oBaHue CpeACTB 3anuThl HHGOPMALIUU OT HECAHKIIMOHUPOBAHHOTO 7 2 JI1.1J11.2 J11.3712.1
JIOCTyTIa TSl YCUJIeHus maposbHoit 3amutet Windows /JTex/ J12.2 J12.3
1.5 JlaGopatopnas padora Ne 1 - TlaponsHas 3ammra B Windows /JT1a6/ 7 4 JI1.1J11.2 J11.3J12.1
J12.2J12.3
1.6 OcHOBHBIE TOHATHS 1 onpenesienns. [TaponsHas 3amura Windows /Cp/ 7 3 JI1.1 J11.2 J11.3J12.1
J12.2J712.3
Pasnen 2. Pasaen 2. AyauT B onepanuoHHbIX cucremax \Windows
2.1 Aynut B orrepannoHHbIx cucremax Windows /JTex/ 7 2 JI1.1 J11.2 J11.3J12.1
J12.2J712.3
2.2 JlabopatopHas pabota Ne 2 - Ayaut B onepaiiioHHbIX ciuctemax Windows 7 6 JI1.1J11.2 J11.3J12.1
[J1a6/ J12.2712.3
2.3 Aynut B oneparmonnsix cucremax Windows /Cp/ 7 3 JI1.1J11.2 J11.3J12.1
J12.2J12.3
Pa3gen 3. Pa3nen 3. Microsoft Active Directory
3.1 Microsoft Active Directory /JTex/ 7 1 JI1.1J11.2 J11.3J12.1
J12.2J12.3
3.2 Jlabopatopnas padora Ne 3 - Microsoft Active Directory /JTa6/ 7 4 JI1.1J11.2 J11.3J12.1
J12.2J12.3
3.3 Microsoft Active Directory. KomrtekTop sxypHanos /Jlex/ 7 1 JI1.1J11.2 J11.3J12.1
J12.2J712.3
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3.4 |JlaGoparopuas padora Ne 4 - Microsoft Active Directory. Kosutektop sxypHaiioB 7 6 JI1.1J11.2 J11.3712.1
JTa6/ J12.2 J12.3
3.5 Microsoft Active Directory /Cp/ 7 5 JI1.1J11.2 J11.3J12.1
J12.2 J12.3
Pasgeun 4. Pasnen 4. Positive Technologies MP SIEM
4.1 Positive Technologies MP SIEM. AxtuBarusi, OCHOBHBIE (DYHKIIHH, COOD 7 2 JI1.1 J11.2 J11.3J12.1
coObrTHii /Jlex/ J12.2J12.3
4.2 JlaGopatopnas pabora Ne 5 - Positive Technologies MP SIEM. Akrusanusi, 7 4 JI1.1J11.2 J11.3J12.1
OCHOBHbIE (DYHKIIMH, cOOp cobbIThii /J1ad/ J12.2 J12.3
4.3 Positive Technologies MP SIEM. Auanus samumiensocty /JIex/ 7 2 JI1.1J11.2 J11.3J12.1
J12.2J12.3
4.4  |JlabopaTopnas padora Ne 6 - Positive Technologies MP SIEM. Ananu3 7 4 JI1.1J11.2 J11.3712.1
samumensocty  /J1a6/ J12.2 J12.3
45 Positive Technologies MP SIEM. O6pa6otka cobbituii /JIex/ 7 2 JI1.1J11.2 J11.3J12.1
J12.2 J12.3
4.6 JlaGopatopnas padora Ne 7 - Positive Technologies MP SIEM. O6pa6otka 7 6 JI1.1J11.2 J11.3J12.1
coOwITHit /JTab/ J12.2J12.3
4.7 Positive Technologies MP SIEM. /Cp/ 7 59 |J1.1J11.2J11.3/12.1
J12.2J712.3
Paznen 5. UKP
51 WHuas xoHTakTHAs paboTa: HHIUBUAYATbHBIE KOHCYIBTAIINH, TEKYIIIHA 7 51
koHTpouib. /IKP/

6. ®OHJ OIIEHOYHBbIX CPEJICTB

6.1. l'[epeqel-lb BU/10B OLICHOYHBIX CPEACTB

JlaGoparopHas pabora.
IMepeuens BOIPOCOB K 3a4eTYy.

6.2. TunoBbIe KOHTPOJBbHBbIC 3aIaHUA U HHbIC MaTCPHUAJIbI 1]l TeKyI]_leﬁ aTrrecranuu

Jla6opaTopuast pabora Ne 1 - TlaponbHas 3amura B Windows

B BUpTYyaIbHON MaIllliHE YCTAHOBUTD KIIMEHTCKYIO ONeparontyio cucremy Windows.

C HCMOJIb30BaHUEM JIOKAJIBHBIX TIOJIUTHK 0€30MACHOCTH YCTAHOBUTD OTPAHHUCHHS:

- MHHHUMAaJIbHas JJIMHA maposs nosis3osatesns Windows — 14 cumBoIioB;

- TpeOOBaHHUE CIIOKHOCTH MapOJIs;

- OJIOKMPOBKA YYETHOM 3alucH Mojb3oBaTelis Ha 30 MUHYT MOCIIE MATH HEYIauHBIX MOMBITOK aBTOPU3AIIHH.

Co3zath yU4eTHYIO 3aKch mojb3oBarenst Windows ¢ maposieM, yIoBIeTBOPSIIONIMM YCTaHOBIEHHBIM TPEOOBaHUSIM.
CO6pocuts mapoib mojb3oBaress Windows ¢ Uemoab30BaHHEM TPEIOCTABICHHOTO CIICIHATH3HPOBAHHOTO TPOTPAMMHOTO
o0ecreyeHus.

Y CTaHOBUTH MPEIOCTABICHHOE CPEJICTBO 3aAIUTHI OT HECAHKIIMOHUPOBAHHOTO AOCTYIIA.

CO6pocuTh mapoits mojb3oBareist Windows Ha BUPTYabHOM MAllIMHE ¢ YCTAHOBJIEHHBIM CPEICTBOM 3aIUTHI OT
HECaHKLIMOHUPOBAHHOTO JOCTYyIA.

HactpouTh cpecTBO 3alUThl OT HECAHKIIMOHUPOBAHHOTO AOCTYIA 115 OJIOKUPOBKH MOMBITOK COpOca Mapois CreHaIu3uPOBAHHBIM
I10.

* JIucTprOYTHRBBI, JTUIICH3UH U CHCIHATM3UPOBAHHOE MTPOTPAMMHOE 00€CIIeUEeHHE MPEAOCTABISIOTCS TIPEOAaBaTEelIeM.

JlaGoparopHast pabota Ne 2 - Ayaut B orepanioHHbIx ciucremax Windows
HacrpouTts xypHanupoBanue coosrtuii Windows — co3naTh cucTeMy pa3rpaHu¥eHus J0CTyna (MHHEMYM aBa moss3oBaterns Windows
C pa3HBIM YPOBHEM IOJIHOMOYHIA: MOJHBIH JOCTYII U JJOCTYII TOJIBKO VISl YTCHHUSI) U HACTPOUTH ayJIUT

© OI'BOY BO «Yenl'V»




MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pa6ouast nporpamMma quCHUILTHHBL A qMuHucTpupoBanre Windows" mo HanpaBIeHHIO MOATOTOBKH (CHEIUATBHOCTH)
10.05.01 "KommbroTepHasi 6e3omacHoCTh” HanpaBieHHOCTH (mpoduiio) cnenpanu3anust N 1 "Ananu3 6e3omnacHocTr ctp. 7
koMnbioTepHEIX cucteM” PI'BOY BO «Henl'Y»

WCIIONIb30BAHMUS MIPUBHIICTHIA /IS KaTajIora Ha JIOKAIBHOM JIMCKE U BIIOXKEHHBIX B HETO (aillioB, 00€CIEUHBAIONINN PETHCTPAIINIO
CBE/ICHHH:

- METOJ] IOCTYTA K KOHTPOJIHPYEMBIM (haiiiaM U KaTaJory;

- pe3ynbTar (ycmex, 0TKa3) MOMBITKH HCIIOIb30BaHMS [IPUBHIICTHIA;

- yYETHasl 3aMUCh MOTB30BATENS, UCTIONB3YIOIIETO PUBUIICTHY;

- BpeMs COOBITHS;

- perucTpanus cBeJeHi 00 ynaiéHHbIX (aitnax.

Bocco3aathk CTPYKTYpY CETH, CLICHAPUH HCIIOIb30BaHMsI KOMITBIOTEPOB B JIOKAJIBHON CETH MO pe3yyibTaTaM aHAINu3a MPEJOCTABICHHBIX
KYpHAJIOB 0€30MaCHOCTH, COACPKAIIYIO CICTYIOUIYI0 HHQOPMAIIHIO:

- CeTeBbIC UMEHA KOMITBIOTEPOB, BXO/ISIIHX B JIOKATHHYIO CETh;

- y4E€THBIC 3aIIHCH MMOJIB30BATENICH M MX COOTBETCTBUE CETEBBIM HMEHAM KOMITBIOTEPOB, HA KOTOPBIX 3TH YYCHBIC 3AIIUCH
UCTIONB3YIOTCS;

- PEKHUM SKCIUTyaTauu (Bpemsl, THU HEeIeIH) KOMITBIOTEPOB;

- HAJTMYKE CETEBOrO MPOrPAMMHOT0 00eCICUeHHS;

- OIpejieNieHre HAIMYMSA U THIIa KOHTposutepa aomena Windows;

- UCTIONIb3YEeMbIE CETEBbIC TIPOTOKOJIBI;

- ICIOJIb3yeMOe MPUKIIAJHOE MPOrPAMMHOE 00ECIIEUCHHUE;

- NpUONU3UTENbHAS CXeMa JIOKATbHOMN CeTH.

*CIEIHaIbHO II0rOTOBICHHBIC KYPHAJIbI, COACPIKAIIE HCXOAHBIC COOBITHS, IIPEAOCTABIISIOTCS [IPEIOIaBaTe/IeM

Jla6opaTopnas pabora Ne 3 - Microsoft Active Directory

Ha ByX BUpTyaJbHBIX MalIMHAX YCTAHOBUTH COOTBETCTBEHHO cepBepHyro (Windows 2008 Server munu 0osee HOBas) U KIMEHTCKYIO
(Windows 7 wim 6ostee HOBast) OTIEPAIIMOHHEBIE CHCTEMBI.

KITOHHpOBAaTh BUPTYAIbHYIO MAIIMHY C CEPBEPHOI ONEpaIMoHHOi cucTeMoi, n3MeHuB uaeHtudukarop (SID) onepaunonHoi
CHCTEMBI U CETEBOE UM

Mexay CO3aHHBIMH BUPTYaJIbHBIMU MaIllIMHAMU HACTPOUTBH BUPTYAIBHYIO CETh, COOTBETCTBYIOIIYIO TPEOOBAHMUSAM:

- BCe BUPTYyaJbHbIE MAaIIMHBI HaxosTcst B oxHoM Virtual lan;

- BCE BUPTYyaJbHbIC MAIIMHBI MIMEIOT Pa3INYHbIC CETCBBIC IMCHA U ip-aapeca;

- BCE BUPTYaJIbHBIC MAIIMHBI JOCTYITHBI IPYT APYTY IO IIHPOKOBEIIATEIEHBIM PACChIIKaM (HaXOAATCS B OXHOI MO/CETH);

- OCHOBHBIM IIUTFO30M H CEPBEPOM MMEH SIBISIETCS BUPTYalIbHAS MAIIMHA C HCXOAHOM (110 OTHOIICHHIO K KIIOHWPOBAHHOMN BUPTYaJIBHOI
MallIMHE C CePBEPHOI ONEPaHOHHO CHCTEMON).

CepBepHO# OIepalMoHHON cucTeMe 100aBUTh poJib KOHTpoIutepa foMmeHa Active Directory.

CkoH(HUTrypHpOBaTh KOHTPOJUIEP JOMEHA C HACTPOMKAaMHU 10 YMOJIYaHHUIO, BBECTH KIHCHTCKYIO ONEPAllHOHHYIO CHCTEMY B COCTaB
KOHTpOJIIepa JoMeHa (MoKa3aTelb YCeUHOCTH HACTPOHKH — Ha KITMEHTCKOM MAIlIMHE MOSIBISETCS BO3MOXKHOCTh aBTOPH30BATHCS €
JIOMEHHOH y4EeTHOM 3aITHChIO).

Ha kj10HMpOBaHHON BUPTYaJIbHOM MaIlHHE C CEPBEPHON ONEPALIMOHHOM CHCTEMOI HACTPOUTH POJIb PE3EPBHOTO KOHTPOJLIEpA JOMEHA
(rmokasaresp YCICNTHOCTH HACTPONKH — M3MEHEHHe cTpyKTyphl Active Directory Ha ocHOBHOM KOHTpoJIIepe JoMeHa (1o0aBneHne
HOJIb30BaTeIei, KOMIIBIOTEPOB | T.J1.) BIEYET H3MeHeHne cTpyKTypsl Active Directory Ha pe3epBHOM KOHTpOJIIEpE 1OMEHA.

Jla6opatopnas padota Ne 4 - Microsoft Active Directory. KomtexTop sxypHaioB

Ha ByX BUpTYyaJIbHBIX MAIlIMHAX YCTAHOBHUTH COOTBETCTBEHHO cepBepHyro (Windows 2008 Server unu 0osee HOBas) U KJIMEHTCKYIO
(Windows 7 witi Gosiee HOBast) ONEpPaIIOHHbBIE CHCTEMBI.

Hacrpouts xxypHaiupoBarue coobrtuii Windows — co3nath cucteMy pasrpaHudeHus Aoctymna (MUHUMYM JiBa ronbs3oBaresst Windows
C Pa3HbIM yPOBHEM ITOJHOMOYHIA: MOJHBII IOCTYII M ZOCTYII TOJIBKO [UISl YTEHHS) U HACTPOUTH ay/UT UCTIONB30BaAHMS TIPUBMIIETHIT ISt
KaTaJiora Ha JIOKaJbHOM JMCKE W BIOXXCHHBIX B HETO (hailiioB, 00ECIICUHBAIONINI PETUCTPALIUIO CBEACHMIL:

- METOJ I0CTYIIa K KOHTPOJIMPYEMBIM (hailiiaM 1 KaTauory;

- pe3ynbTar (ycmex, 0TKa3) MOMBITKH HCIIOIb30BaHNs [TPUBHIICTHI;

- y4eTHas 3aIKCh I10JIb30BATENs, HCIIOJB3YIOIEro MPHUBUICTUH;

- BpeMsl coObITHS;

- perucTpanus cBeJeHuit 00 ynanéHHbIX ¢aiinax.

MexIy CO3aHHBIMU BUPTYaIbHBIMH MaIlllMHAMH HACTPOUTH BUPTYAIBHYIO CETh, COOTBETCTBYIOILYIO TPEOOBAHUSIM:

- BCe BUPTYyaJIbHbIE MAIINHBI HAXOSITCsI B ofHOoM Virtual lan;

- BCE BUPTYaJIbHbIC MAIIMHBI HIMCIOT Pa3JINYHbIC CETCBBIC MMCHA U IP-ajpeca;

- BCE BUPTYaJIbHbBIC MAIIMHBI JOCTYITHBI IPYT APYTY IO IIHPOKOBELIATEIbHBIM PACCHIIKaM (HaXOAATCS B OXHOM MO/ICETH);
- OCHOBHBIM IIITIO30M U CEPBEPOM HMEH SIBIISIETCS] BUPTYalIbHASI MalllMHA C CEPBEPHON ONEPAlMOHHON CHCTEMOM.
CepBepHO# OTIepaIlOHHON CHCTeMe 100aBHUTh POJTb KOHTpouTepa qomena Active Directory.
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CKOH(HUTYypHPOBATh KOHTPOJUIEP JOMEHA C HACTPOHKAMH IT0-YMOJIYaHHIO, BBECTH KIHEHTCKYIO ONEPAI[IOHHYIO CUCTEMY B COCTaB
KOHTpOJUIepa AoMeHa (T0Ka3aTesb yCIEHOCTH HACTPONKH — Ha KIIMEHTCKOM MAILIMHE HOSIBISICTCS BO3MOXKHOCTh aBTOPH30BATHCSI C
JIOMEHHOH y4YETHOH 3aIIHChI0).

HacrtpouTs KoyutekTop (COOPINHUK) )KypHAIOB O€30ITACHOCTH B CEPBEPHOMN OIIEPAIMOHHON CHCTEME s COOopa COOBITHIA M3 JKypHaIa
6€301MacHOCTH KJIMEHTCKOM OMepaloHHOM CHCTEMBI ([I0Ka3aTelb YCIEIHOCTH BBITOJIHEHHMS 3aJaHUs - COOBITHS 110 pe3yJIbTaTaM
aynuTa (B KIMEHTCKOW ONMEepallMoOHHOM CHCTeMe, B )KypHaie 6e30I1aCHOCTH) I0CTYIIa K KaTajlory, Ha OCHOBE CO3aHHOM CHCTEMBI
pasrpaHHYEHHs JOCTYIIA, MOSBISIOTCS B CEPBEPHOI ONEPAIIMOHHON CHCTEME, B )KypHase KouiekTopa (cOopIIrKa) )KypHaoB).

JlaGoparopHast padora Ne 5 - Positive Technologies MP SIEM. Akruarus, oCHOBHBIE (QYHKI[MHU, COOp COOBITHIT
ToAKTIOYUTECS K yAAIEHHOMY CTEHIY ¢ ycTaHoBIeHHBIM Positive Technologies MP SIEM. AKTUBHpPOBATH MPEIOCTABICHHYIO
JIMIEH3HIO, B COOTBETCTBHUH C TIPEIOCTABIICHHOM JoKyMeHTaiei Ha Positive Technologies MP SIEM.

Cosnars 3a1a9y 10 c60py JKypHAIOB U3 KosuiekTopa (cGoprmka) xypaaizos Windows.

Cosnate 3a1a4y 1o c6opy coObITuii u3 6a3sl manubix Kaspersky Security Center.

Cosnars 3a1auy 1o c6opy cobbIThit o ctanaapty Syslog.

Jla6opaTopmast pabota Ne 6 - Positive Technologies MP SIEM. Ananu3 3anuinieHHOCTH

IMoxKMIOYUTECS K yIaIEHHOMY CTEHAy ¢ ycTaHoBIeHHEIM Positive Technologies MP SIEM.

ITpoBecTH MOUCK JOCTYIHBIX XOCTOB B CETH. BBIIOIHUTS 3a/1a4y 110 CKAHUPOBAHHIO JOCTYITHBIX XOCTOB Ha HAIMYUE YSI3BUMOCTEH B
pexume PenTest (mokasarelsb yCHEIIHOCTH — OOHAPY)KCHHBIE YSI3BUMOCTH B Pe3yJIbTaTaX CKAHMPOBAHHS JOCTYIHBEIX XOCTOB).
ITpoaHaM3uPOBATH BBIBICHHBIE YSI3BUMOCTH PACCMOTPETH, OMMCATh U HPHHSTH MEPBI [0 UX YCTPAHEHHIO CTaHAAPTHBIMU
cpencreamu Windows (3akpbiTHe TOPTOB, YCTAHOBKA OOHOBJICHUH H T.1.).

JlabopatopHast padota Ne 7 - Positive Technologies MP SIEM. O6pa6oTka coObITHI
TMoaKIIOUUTECS K YAAIEHHOMY CTEHAY ¢ ycTaHoBiIeHHBIM Positive Technologies MP SIEM.
Hanwucars npou3BoJIbHOE MPABHUIIO HOPMAJIU3AIHH.

Hanucars npou3BoIIbHOE PABHIIO arperainm.

Hanwvcarh npou3BOJIbHOE MPABHIIO 00OTAIIEHHS.

Hanucars npou3BOIIbHOE MPABHIO KOPPEISIHH.

Hanwmcarh npou3BoJIbHOE MPABUIIO JIOKATH3AIHH.

6.3. TunoBbie KOHTPOJbHBIE BOMPOCHI U 3aJaHUSI /IS IPOMEKYTOUHOM aTTecTALMM

Bomnpocs! k 3auéty

. Mogens OSI

. Mogens TCP/IP

. Apxurektypa DNS

. [Iporoxon LDAP

. MS Windows Server. Ponu

. MS Active Directory. Apxurektypa

. MS Active Directory. Cpezncrsa yrpaBieHus

. Komnexrop xypranos coosrruii Windows Server

. IMoctpoenne VPN cetu cpencrBamu MS Windows Server
0. Hactpoiika cepBepa ynanéHHbIx pabouux ctoioB RDP
11. Maposnbras 3amura Windows (jokanbHas)

12. Cucrema aynura Windows

13. RAID

14. UEFI/Legacy pexumsl 3arpy3ku Windows

15. SIEM-cuctemsl. [IprHIATIBI TOCTPOCHHS 1 Ha3HAUCHHE
16. SIEM-cuctemsl. @opMupoBaHUe HHIUACHTOB U YIPaBICHUE UMU
17. SIEM-cuctemsl. O6paboTka coObITHIt

18. SIEM-cucremsl. Hactpoiika copa coObITHiA

POooo~NOoO O, WNE

6.4. Kputepuu oneHUBaHUS

[Topsinox mpoBeaeHNs TPOMEKYTOUHOM aTTeCTALUU

Ha 3auére cTynenT nomyuaer 6uner. B 6unere 1Ba Teopernyeckux Bonpoca. Ha Hanncanue otBera gaetcs 1 yac. Ilocne aroro
IIPOUCXOMT OLIEHKa 0TBeTa. [IpernoaaBaTens MOXKET 3a1aBaTh BOIPOCH! 1O TEKCTy oTBeTa. CTYAEHT HOJDKEH Ha HUX OTBETUTb.
MaxkcuManbHbIi 0aJlT 32 OTBET Ha TeOpeTHIecKuit Borpoc - 10.

MaxkcumanbeHbIi 6armt 3a 1abopatopHyto padory - 10.

© ®I'BOY BO «Henl'V»




MHMNHOBPHAYKHU POCCUN
\,} DenepanbHOE roCyJapCTBEHHOE OI0/KETHOE 00pa3oBaTebHOE
@ YUYpEeKIEHUE BICLIET0 00pa3oBaHus

«YenstOuHckuil rocyaapcrBenHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pabouast nporpamMma qUCHUILTHHBL ' A MuHEcTpupoBanre Windows" mo HanpaBieHHIO MOATOTOBKH (CHEIUATBHOCTH)
10.05.01 "KommsrotepHas Ge3omacHocTh” HanpasieHHOCTH (mpodmo) cnenpanu3anust N 1 "Ananu3 6e3omacHocTr ctp. 9
xommbioTepHbIX cucteM” @I'BOY BO «Uenl'V»

CBojiHas TaOJIUIA PEUTHHTA YCIIEBAEMOCTH
Ne TlepedeHb KOHTPOJIBHBIX MEPOTIPUATHI B ceMecTpe MakcuManbHOe KOJI-BO 0aijioB

1 JlaGopatopnas pabora Nel-7 7x10=70
2 3ader (TEOpETHUYECKHUIT BOIPOC) 2x10=20
Hroro 90

Kpurepun orlieHHBaHHUS TEOPETUYECKOr0 BOMIPOCa U T1ab0paTopHOil paboThI

OrnnyHo/3auteH0/9-10 6asioB - O6y4YaOUHiCs OTIHYHO 3HAET MaTeprall, MOHUMAET TEPMHUHOJIOTHIO Ha S3bIKE TPOrPaMMHPOBAHUS
PERL wn Python . O6yuarormuiicst IpakTHYECKH He TOTYCKAET OITHOO0K.

Xoporo/3aureHo/7-8 Gamios - OGy4aronmiics: XOpoLIO 3HAeT MaTepHall, IOHUMAET TEPMHUHOJIOTHIO Ha SI3bIKE IPOrpaMMHUPOBAHHSI
PERL wn Python. O6yuaromuiicst JOIMyCKaeT He3HAYUTEIbHBIE OIUOKH.

V noBnetTBOpUTENIbHO/3auTeHO/5-6 6amToB - OOyUarOMmUIics 3HAKOM C MaTepHaJIoM, BiIajieeT TEPMUHOJIOTHEI 00BEKTHO-
OPHEHTHPOBAHHOTO POrpaMMHUpoBanust. OOyJarommiics qomycKkaeT pakTHIEeCKUe OLINOKHL.

HeynosnerBopurensHo/He 3auteno/0-4 6ama - O6ydarolmuiicst He 3HaCT OCHOBHBIX MTOJIOXKEHHIT BOIIPOCa, HE OPHEHTHPYETCS B
OCHOBHBIX MOHSATHSIX, H3JaracT MATEPHA C TPYAOM, C IPYObIMU (paKTHICCKUMHU OMIMOKaMH, JTHOO OTKA3bIBAETCS OT OTBETOB Ha
BOIIPOCHI.

ITpu noaBeJeHUM UTOTOB YUUTBIBAIOTCS Pe3yIbTaThl TeKyIleH artecranuy. IIpoMexyTouHas aTTecTalus B II€JI0M BBICTABISETCS 110
pe3yabTatam JabopaTopHBIX paboT M OTBETA Ha OMIIET Ha 3a4eTe.

Kpurepuii oneHuBaHus pe3ynbTaToB 3a4eTa!

0 - 55 famioB — He3ayerT;

56 — 90 Gasu1oB — 3auer.

7. YYEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECHHEYEHUE JUCHUIIJIUNHBI (MOAY.JIS)

7.1. PexoMeHayeMas JINTepaTypa

7.1.1. OcHoBHas JUTEpaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue WzparensctBo, ron| Pecypc

JI1.1 |Bnacos 1O. B., AIMUHHCTpHpOBaHHUE ceTei Ha iardpopme MS Windows Server: Mocksa : 9BC
Punkosa T. H. yueOHOe mocobue Wutepuer-
(https://biblioclub.ru/index.php?page=book&id=233291) YHuBepcurer
HudopmarioHHs!
x TexHomnoruit
(MHTYUT)
|BrrrOM.
JlaGopatopust
3ganuii, 2008

JI1.2 |AiiBenc K. Anvunauctpuposanne Microsoft Windows Server 2003: Mocksa : BBC
IpaKTUIeCcKoe nocodue HnrepHer-
(https://biblioclub.ru/index.php?page=book&id=233685) YHuBepcurer
HudopmarioHHs!
x TexHonoruit
(MHTYUT), 2008

JI1.3 |Oncennutep P., Bent |Aamunuctpuposanue cereir Microsoft Windows XP Professional Mockaa : OBC
Tobu Jx. (https://biblioclub.ru/index.php?page=book&id=428821) HaunonanbHbIi
OTKpBITBIN
YHuBepcurer

«MHTYUT», 2016

7.1.2. lonotHUTEIbHAS JIUTEPATYpa

ABTOPEBI, COCTaBUTEIN 3arnaBue WsparensctBO, TOa | Pecypce
J12.1 |Xopyxuukos C. 3., Anmuuncrpuposanue cereit Windows: ygebHoe mocobue Cankrt- [TetepOypr | OBC
Ipeiryn B. B. (http://e.lanbook.com/books/element.php?pll_id=40727) : HUY UTMO,
2012
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ABTOpBI, COCTABUTEIH 3arnaBue WznarensctBo, ron| Pecypc
JI2.2 |AtiBenc K. BHenpenue, ynpaBieHUe U MOJIepKKa ceTeBol nHdpacTpykTypbl MS{Mocksa : 3BC
Windows Server 2003: npaktiuueckoe mocooue WurepHer-
(https://biblioclub.ru/index.php?page=book&id=233686) VYuusepcurer
MNHupopMannoHHBI

x TexHomoruit
(MHTYUT), 2008

JI2.3 |Tanenbaym 0., CoBpeMeHHBIE ONEPAIIMOHHBIE CUCTEMBI CIIG. : ITurep, 2005
JleonTheEB A.

7.3 Tlepevyennb nHPOPMALHOHHBIX TEXHOJIOTHii

7.3.1 IlporpaMMHoe o0ecnieyeHue

Adobe Reader

Notepad++

VirtualBox

MS Office365

7.3.2 TIpodeccuoHaibHbIE 0a3bI JAHHBIX M HH)OPMAIIMOHHO-CIIPABOYHBIE CHCTEMBI

1. DnexrpoHHEIit kKaTanor HayyHoi 6nbmoTexu Yenl'Y [DnexTpoHHEIH pecypc] : 6a3a nanHbIX / Yens6. roc. yH-T. — YensiOuuck, 1992.

2. Koncynsrant [Tmroc [DaekTpoHHBIH pecypc] : cipaBoYHO-TIpaBoOBast CHCTeMa : 6a3a TaHHBIX / PernoH. 1eHTp nmpaBoBoit HHGOPM.
Wudopmmpaso.

3. eLIBRARY.RU [DsekTpoHHBI# pecypc] : HaydHas 2eKTpOHHAsE OMOInoTeKa [Hay4HOW ePUOJUKH Ha PYCCKOM SI3bIKE |. —
Mocksa, [1999-]. - locTyn K ONHBIM TekcTaM Tocie peructparuu u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTponHbIif pecypc]: cucTeMa IUCTaHIIMOHHOTO 00yueHwus : [6a3a manubix] / Yens6. roc. yH-T. — YenstOunck, [6.1.]. —
Hoctyn u3 cetn Yenl'Y wiy, mmocsie perucTpaiyy U3 CeTH yH-Ta, U3 Jr000H TOYKH, UMeoLIel foctyn B uHtepuer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6ubnnotexa YenstOMHCKOro rocy1apcTBEHHOTO YHUBEpcHTeTa [ DiekTpoHHEI pecypce] : [caiit] / Yens6. roc. yH-T. —
Yenaodunck, [2001-]. — Pexxum noctyma: http://www.lib.csu.ru/ , cBoGoausrii. — 3ari. ¢ sxpana.

6. nTepHeT yHUBEPCUTET HHPOPMAIMOHHBIX TEXHOIOTHH [DIeKTpOHHBIN pecypc]. — DIeKTpoH. AaH. — Pexxum JocTyma |
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHHUE JNUCHUIIJINHBI (MOAY JISI)

Jlns peanuzanyu AMCUUIUTUHBI HCIIONB3YIOTCS YUeOHbIC Ay JUTOPUH JUIsl IPOBEACHUS 3aHATHH JICKIIMOHHOTO THUIIA, 3aHATUI
CEeMHHApPCKOT0 TUIA, TPYINIIOBBIX U HHAUBUAYAJIbHBIX KOHCYJIBTAIMHI, TEKYILIETO KOHTPOJIS U IPOMEXKYTOYHOH aTTecTalliy, a TaKxKe
MTOMEIICHHS [Tl CAMOCTOSITEIBHONW PaOOTHI.

VYueOHble ayAUTOPUH YKOMIUIEKTOBAHBI CIIEHATN3UPOBAHHON MEOETIbI0 U TEXHUYECKHMU CPEACTBAMU 00yUEHUsI: IPOSKTOPOM,
9KPAaHOM, MArHUTHO-MAapPKEPHOM JOCKOM, MaPKEPOM; C BOZMOKHOCTBIO JEMOHCTPAIIUH JJIEKTPOHHBIX IIPE3CHTALMI IIPH YPOBHE
OCBEILEHUS, JOCTATOYHOM UL pabOThI C KOHCIIEKTOM.

I[J'If[ MMPOBEACHUA 3aHITUI JICKHUOHHOTO TUIIa UMECTCA IEMOHCTPAlMOHHOC 060pyz[013aHI/Ie: IMPOCKTOP, SKpaH.

[Tomerienust U1 CaMOCTOSITENBHON PadOTHI 00YHAIONIMXCS OCHAIIEHBI KOMITBIOTEPHOIN TEXHHUKOH € MOAKIIOYEHHUEM K CETH
«HTepHeT» U obecrieueHneM A0CTyIa B SJIEKTPOHHYIO HHOPMAIIMOHHO-00pa30BaTENbHYIO CPEy YHUBEPCUTETA.

9. METOANWYECKHUE YKA3AHUS JJIS1 OBYYAIOLIUXCS IO OCBOEHUIO JUCHUIIIMHBI (MO Y JIS)

[Ipu u3yyeHnn NaHHOM JUCHUIUIMHBI HCIIOIBb3YIOTCS JIEKIIMOHHBIE, JTa0OpaTOpHBIE 3aHATHS U caMocTosTeNbHas pabora crynenTa. Ha
JICKIIMOHHBIX 3aHITUSAX MPENOJIaBaTelb U3JIaraeT OCHOBHOE COZICpPKaHKe TeM NporpaMmbl. [IpopaboTKy JEKIIMOHHOTO MaTepHraia
CTYICHTY JK€JIaTeJIbHO MPOBOJUTD KaK MOCIIE KAXK/OT0 3aHATHS, TaK U [0 3aBEPUICHUIO TEMBbI. DTO MO3BOJIUT CBA3ATh BOEAUHO
MOJIyYCHHBIC CBEJICHUS  COCTABUTD IEIbHYIO KapTHHY.

Ha naGopaTopHbIX 3aHATHIX pacCMaTPUBAIOTCS YCTaHOBKA M HACTpOWKa ciryk0 U 6a30BbIX mapamMeTpoB. Pekomenayercs nepen
KaX/IbIM JTa0OPaTOPHBIM 3aHATHEM BBIITOJIHHUTH JIOMAITHEE 3a/IaHUE, YTO MO3BOJIMTS JIyYIlle YCBOUTH NMPEIBIAYIINNA MaTepual, 1
W3YYUTh JEKIIMOHHBIA MaTepual 1o npeacrosuieid teme. CTyAEHTY JKenaTelbHO IPOSBIATh aKTHBHOE y4acTHe Ha J1adOpaTOPHBIX U
JICKIIMOHHBIX 3aHSTHUSX, 33/1aBaTh BOIPOCHI, MOCKOJILKY YMEHHE 000CHOBBIBATh CBOK TOUYKY 3PCHUS, HAXOKACHHUE KOMIIPOMHUCCHOTO
pEILIeHHs B 3TUYECKH BBLAEPKAHHOM TUCKYCCHH HE TOJIBKO BaXKHO JUIS JIyYILIEro YCBOSHHS MaTepualia, HO U LIEHUTCS B pealibHOM
KU3HU.
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B ciyuyae mpuMeHeHHs PH 00YYEHUH JUCIUILUIMHBI JJIEKTPOHHOTO 00y4€eHH s, AUCTAHIMOHHBIX 00pa30BaTeIbHbIX TEXHOIOT Uit
o01eHre 00YYarOIIUXCSL ¥ IPETIOAaBaTelist OCYIIECTBISETCS B PEKUME PealbHOro BpeMenu (OHiaifH-eKuu (BeOUHAapHI), YaThl,
BUJIE0-KOH(EPEHIMHU U JIP.) MM OTJIOKEHHOIO BpeMEHH (CHCTEMa QUCTaHIIMOHHOro 00y4yenus Moodle, hopymel, sexTpoHHas modra
u 1p.).

BoJIbIIyI0 YacTh BpeMEHH 00YYaOIIUECs CAMOCTOATEILHO PaboTalOT ¢ y4eOHO-METOMIECKMMH MaTepuaaaMu. CTYIEHTH HMEIOT
BO3MOXKHOCTH KOHCYJIBTHPOBATBCS C MPEIO[aBATENIEM T10 BCEM BOIIPOCAM, BOSHHUKAIONIMM B XOJI€ CAMOCTOSITEIbHOM paboThI
MOCPENCTBOM 3JIEKTPOHHOM MOYTHI, MECCEHIXKEPOB, COLMAILHBIX CETEH U T.II.

Joctyn 00y4arommerocst K yueGHbIM PecypcaM B PEKUMe OTIIOKEHHOTO BPEMEHH, CAMOCTOSTEIILHON padoThl OCYIIECTRIISCTCS Yepes
ceth MHTEpHET B yJOOHOM Ul HETO MECTE, BPEMEHH M TEMIIE,

Ipu 06y4yeHny U1 ¢ OTPaHUYEHHBIME BO3MOXKHOCTSIMH 37I0POBBS 2TIEKTPOHHOE 00yUeHNe, TUCTaHI[OHHBIE 00pa30BaTeIbHbIC
TEXHOJIOTHH TIPeJyCMaTpUBAIOT BO3MOXKHOCTb IIpHeMa-fiepejaul HH(OpMaIy B JOCTYIHBIX A1 HUX (hopMax.

Peanu3anus JUCUUIUTHHBI C IPUMEHEHHEM DJIEKTPOHHOT0 00y4eHHs, AUCTAHIMOHHBIX 00pa30oBaTe/bHbIX TeXHoIoruit (nanee — D0,
JIOT) ocymecTBisieTcss Ha OCHOBaHHH «I10JIOXKEHHMS O peayu3alii OCHOBHBIX M JIOIOJHUTEIBHEIX 00pa30BaTeIbHBIX IIPOrPaMM C
HIPHMEHCHUEM JIIEKTPOHHOTO 00yTIeHHS U JUCTAHI[HOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHIA B (heIepalbHOM roCcy1apCTBEHHOM
610/DKETHOM 00pa30BaTeIbHOM YUPEXKAECHUU BhICIIEro o0pa3zoBanus «HensOuHCKUM rocyaapcTBeHHbINH yHUBEpcUTeT», «IlonoxeHus
0 TOpsJIKe 3aUeTa 00yJaoIUMICS IT0 OCHOBHBIM NTPO(ecCHOHAIBHBIM 00pa30BaTENbHEIM IIPOTPaMMaM BBICIIIETO 00pa30BaHHUS B
OI'BOY BO «Yenl V» pe3ylbTaToB OCBOCHUS B OPraHU3alUsIX, OCYILECTBIIIONUX 00pa30BaTeIbHYIO AEATEIbHOCTD, YIeOHBIX
HPEAMETOB, KYPCOB, JUCUUIUIHH (MO/IyJIeii), IPAaKTHK, JOTIOIHUTEIBHBIX 00Pa30BaTEIbHBIX IPOIPAMM» [OCPEICTBOM JIEKTPOHHOM
nH(OpMaIOHHO-00pa3oBaTensHoi cpensl PIBOY BO «Yenl'Y». B HCKITIOUUTENBHBIX ciTydasx (hopc-Maskop | T.I1.) IpH
peanu3zanuu o0pa3oBatelbHON AesTensHocTH ¢ puMeneHreM D0, JIOT MOryT NpUMEHSTh KOMIIOHEHTHI, HE BXOJISIIHE B TIEpeUCHb
3JIEKTPOHHON MH(POPMAIIMOHHO-00Pa30BaTEILHON CPeIbl.

10. CHEIJUAJIBHBIE YCJIOBHUS OCBOEHUMS JVCIUITIJIMHBI OBYYAIOIIIUMHUCS C UTHBAJIMJAHOCTBIO
OI'PAHUYEHHBIMHA BO3MOXHOCTSAMMU 3/10POBbA

OcBoeHUE NUCLUIIMHBI MHBAIMJAMU U JUI[AMHU C OTPaHUYEHHBIMU BO3MOXKHOCTSIMH 30POBbSI OCYLIECTBIISETCS C UCIOIb30BaHUEM
CTICIMANBHBIX TEXHHIECKUX CPECTB U ToJI0 HH()OPMAMOHHBIX TEXHOJIOTHH, MPeOCTaBIIeMbIX PecypcHBIM yaeOHO-METOTHIECKIM
LIEHTPOM 110 O0YUEHHIO HHBAIUIOB M JIMII C OTPAaHUYEHHBIMH BO3MOXHOCTSIMHU 310poBbs Uenl'Y o 3ampocy oOyuatomierocs.

1. MoGuibHBIE ClIeLUAIbHbIC TEXHUYECKNE CPEICTBA IS JIULI C HAPYILICHUSMHU 3PEHHUS. IOPTATUBHBIA KOMITBIOTED C BBOJOM/BBIBOJIOM
mipudrom Bpaiiss ¢ cunresaropom peun «ElBraile-W14J G2»; HoytOyku ¢ mporpammuoii skparnoro goctyna NVDA; anekTpoHHbIe
YBEJMUHUTENH IS YIaJIeHHOTO IPOCMOTPA; BUICOYBEINIUTENN OPTATHBHEIC;, TH(IOMmIeep; IH(pPOBbIC TUKTO(OHBIL.

2. MoOunpHble CrielManbHble TEXHUUECKUE CPEACTBA JUIL JIMILl ¢ HAPYLICHUSIMHU CllyXa: CHUCTéMa CBOOOJHOIO 3BYKOBOTO IOJS CO
BCTPOEHHOU COBMeCTUMOCTbI0 ¢ FM-ycTpoiictBamu; paauokiaccel «CoHer-PCM» ¢ mepenaTyukoM, 3ayIIHBIM HHIYKTOPOM MU
UHIYKIHOHHON NeTiel; cucreMa MH(OpMAIMOHHAs Al cradociblmamux nepeHocHas «Mcrok» A2 co BCTPOEHHBIM IIIIEEPOM —
3BYKOBBIM HH()OPMATOPOM; TOKyMEHT-KaMepa; IIporpaMMHpyeMbIe CITyXOBBIE alapaThl HHANBHIYaIbHOTO ITOJb30BAHHS.

3. AccuctuBHble HH(GOPMAIMOHHBIE TEXHOJOTHH. NpOrpaMMHOEe o0ecnedeHue dKpaHHOro npocryma c¢ cuHre3oM peun NVDA,;
IPOTPaMMBI 3KPaHHOTO YBEIHUUYCHUS,; IIPOTPAMMBI PEYEBOTO CHHTE3a IS KOMIBIOTEPOB M HOYTOYKOB; IIPOTPaMMbI PEIEBOTO CHHTE3a
JUIst MOOMJIBHBIX YCTPOMCTB; KpaHHasl KIIaBUATypa; SKpaHHas JIyTa.

ITpu HeoOxoguMocTH Ul OOY4YalOIIUXCS C HapyLIEHMAMH 3peHHs Ha pabodyMx MecTax Ul IpPOBEACHMs NPAaKTHYECKUX WU
1abopaTOPHBIX 3aHITHH YCTAHABIMBACTCS CICLMAIbHOE MporpammHoe obecredenue (mporpamma peueBoid HaBurammu NVDA,
peYeBBIC CHHTE3aTOPBI, IKPAHHBIC JIYIIbI).

B y4ebuble ayauTopuu obecreuuBaeTcs OECHPENATCTBEHHBIH IOCTYN Ui OOydarolMXCs HHBAJIUAOB U OOydaroluxXcs ¢
OTPaHWYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbS. B Kakmol aymuropuu, rae oOydaroTCsl WHBAJIMAbI M JIMIA C OTPaHWYCHHBIMU
BO3MOKHOCTSIMH 370pPOBbS, IPEAYCMATPUBAETCSI COOTBETCTBYIOIIEE KOJIMYECTBO MECT Al 00YYaIOIIUXCs ¢ YU4€TOM HapylleHui ux
30POBBS.

JIi1s 0CBO€HHUS AUCLIMILIMHBI MHBAIMIAM U JIUIAM C OFPAHUYEHHBIMHU BO3MOXKHOCTSIMU 340POBbsl IPEIOCTABISETCS JOCTYII K I€4aTHBIM
HCTOYHMKAM, UMEIONMCs B HaydHOH 6ubmrotexe Yenl'V, ¢ HOMOIIBIO CHIEHATBHBIX TEXHHYECKHUX CPEICTB; JOCTYI K DJIEKTPOHHBIM
UCTOYHUKAM, MPEACTABICHHBIM B (OpPME DBIEKTPOHHOIO JOKYMEeHTa B (¢GoHIe HayyHodl Oubnuorexku Yenl'Y wmim
9NIEKTPOHHO-OMOIMOTEYHBIX CHCTEMaxX, C MOMOLIBIO CICHUATIBbHBIX TEXHHYECKHX W IPOTPAMMHBIX cpeacTB (pabouee MecTo s
HE3psAYero I0JIb30BaTels C IpOrpaMMHBIM oOOecIedeHHeM SKpaHHOro poctyna c cunresoM peun NVDA, pabouee mecto ¢
KOMIIBIOTEPHBIM POJIIepOM 1 KiiaBuatypoil Clevy ¢ 00ibIHNMI KHONKaMK | C Pa3eIIsIONIeH KIIaBUIIH HAKIIaAKOM).
VYueOHO-MeToIuueCKHEe MaTepUalbl A1 00Y4arOIUXCsl U3 YKCIa HHBAIUIOB U JHI C OTPAHUYEHHBIMH BO3MOKHOCTSIMH
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3I0POBbS TIPEIOCTABIISIOTCS B OpMax, alanTHPOBAHHBIX K O'PAHUYCHHUSM UX 3I0POBbS U BOCTIPUATHS HH)OPMAIIHH:

Jlns i ¢ HapyIIeHUsIMH 3peHHS:

- B IIEYaTHOM (hOpPME YBEITMICHHBIM IIPUPTOM,

- B ()opMe DIIEKTPOHHOTO TOKYMEHTA,

- B hopme aynuodaiina,

- B IeyaTHOH popme mpudrom bpaiins.

JIns nun ¢ HapyIIeHUsIMH CITyXa:

- B leyaTHOil opme,

- B ()opMe DIIEKTPOHHOTO TOKYMEHTA.

JIist v ¢ HapYIICHUSIMH OTIOPHO-/IBUTATEFHOTO amapaTa:

- B mieyaTHO# opme,

- B (hopMe IIIEKTPOHHOTO JOKYMEHTA,

- B hopme aynuoaiina.

JlaHHBIIT IepedeHb MOXKET ObITh KOHKPETH3UPOBAH B 3aBUCHMOCTH OT KOHTHHI'€HTA 00YYarOIIMXCS.

JI51s1 ’HBAJMIOB | JIAII ¢ OTPAaHUYEHHBIMH BO3MOYKHOCTSIMH 310POBbSI OCBOSHUE AUCIUIUIMHBI MOXKET OBITh YAaCTHYHO HITH MOJTHOCTHIO
OCYIIECTBIICHO C UCIOIB30BaHUEM JUCTAHIIMOHHBIX 00pa3oBaTenbHbIx TexHomoruii (Moodle, Adobe Connect Pro u mp.).

B ocBoeHMH MUCHUIUIMHBI WHBAJHAAMH U JIMIAMH C OTPAaHHYSHHBIMH BO3MOXKHOCTSIMH 37I0POBbSI HCIIONB3YeTCs WHIVBHIYaTbHAS
pabora. ITon MHIMBHIyanbHOH paboToOi moapasymeBaeTcs ABE ()OPMBI B3aMMOACHCTBHS C IIpEIOJaBaTeIeM: HHAMBHAyaJIbHAS
yueGnast pabora (KOHCYIbTAlUK), T.C. AOMOJHUTEIBHOEC Pa3bsICHEHHE yIeOHOTO MaTepHata u YriyOJIeHHOe M3ydCHHE MaTepHaia C
TEeMH OOYYAIOIIMMUCS, KOTOpHIC B 3TOM 3aHMHTEPECOBAaHbI, W WHIMBHIyajbHas BOCHMTATeNbHas paboTa. VHAMBHAYyalbHEIC
KOHCYJIbTalli¥ HAaIIPABJICHbI Ha MHAWBUIYaIN3alnIo 00ydeHNs M yCTaHOBJIEHHIO BOCIIUTATENLHOTO KOHTAKTa MEXIy IIperoaaBaTeieM
1 00Y4YarOIIMMCs] HHBATHJIOM HIIH O0YYAIOIMMCS C OTPAaHHMYCHHBIMH BO3MOXKHOCTSIMH 3/I0POBBSI.

[Tpu npoBeeHNH POLIE Ty P OLIEHUBAHUS PE3yIbTATOB 00YUESHHUS MHBAIUIOB H JIUILI C OTPaHHICHHBIMI BO3MOKHOCTSIMH 3I0POBBSI 10
JMCIUIUIMHE 00eCIeYrBaeTCsS BBINOJIHCHHE CICAYIOIINX OIOJHUTENBHEIX TPeOOBaHWI B 3aBUCHMOCTH OT WHIMBHUIYaJIbHBIX
0COOEHHOCTEH, 00YYaIOIIHXCS:

a) MHCTPYKIMS MO HOPSIKY NMPOBEACHUS IPOLETYPHl OLICHUBAHUS MPEIOCTABISCTCS B JOCTYIHOH (hopMme (YCTHO, B NMHCHMEHHOI
¢bopme, B muceMeHHOH hopme mpudToM Bpaiins, yCTHO ¢ HCOIb30BaHUEM YCIYT CYPAOIIEPEBOIYHKA);

6) nmocrynHas (opMa NPEIOCTABICHUS 3aJaHUi OLICHOYHBIX cpeacTB (B mevyatHod Qopme, B medatHol (opme yBeTHYCHHBIM
mpudTom, B medatHolt popme mpudrom Bpaiiis, B hopMe 2IeKTPOHHOTO JOKYMEHTA, 3aaHHsI 3a9UTHIBAIOTCS aCCHCTEHTOM, 3a/IaHUs
MPEIOCTaBIISIOTCS C HCIIOJIb30BaHUEM CYPIONICPEBOA);

B) IOCTyIHAsI (popMa MpEIOCTaBICHHS OTBETOB Ha 3amaHus (IIMCbMEHHO Ha Oymare, HaOOp OTBETOB HA KOMIIBIOTEpE, IHCHMEHHO
nipudTom Bpaiins, ¢ HCMONB30BaHHEM YCIYT aCCHCTEHTa, YCTHO).

[pu npoBexeHUH MPOLEAYPHI OLICHUBAHUS PE3YJIbTaTOB 00yUYEHHs MHBAIUIOB H JIHI C OTPAaHMYCHHBIMUA BO3MOKHOCTSIMH 310POBbS
npeaycMaTpmuBacTCsd UCIOJIBb30BAHUC TEXHUYECKUX CPCACTB, HCO6XOIII/IMI)IX UM B CBS3U C UX UHAUBUAYAJIbHBIMU OCO6CHHOCT$1MI/I. Ot
cpeacTBa MOTYT OBITh IpefocTaBieHsl Yenl'Y mim MOTYT HCIOJIB30BaThCsl COOCTBEHHBIE TEXHIHUECKHE CpecTBa. [Ipr HE0OXOAMMOCTH
WHBAJIHAAM U JIAIAM C OTPaHIIEHHBIMH BO3MOYKHOCTSIMH 3I0POBbS IPEIOCTABISIETCS JOTIOIHUTEIHHOE BPEMs ISl HOATOTOBKH OTBETA
Ha 3alaHus, npoueaypa O€HuBaHus pe3yJibTaTOB 06y‘lCHI/IH 0 JUCHUIIIIMHE MOKET IMMPOBOJAUTHCA B HCCKOJIBKO 3TAIlOB.

[IpoBeneHne mpoueaypsl OLEHHWBAHUS PE3yJAbTATOB OOYYEHHS WHBAIMIOB W JIMI C OTPAHMYSHHBIMH BO3MOXKHOCTSMH 310pPOBBS
JOITYCKACTCs C UCIIOJIb30BAHUCM AMCTAaHIIMOHHBIX O6pa3OB3.TCJ'IbeIX TEXHOJIOTHH.
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