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@v} YUPEXAEHUE BBICIIET0 00pa30BaHuUs
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Maremarudeckuii paKyasTeT
Kadenpa xomnbroTepHOii 6€30M1aCHOCTH U NPUKIATHON anreOpsl

@DoHJ] OLIEHOYHBIX CPEJICTB 0 AUCHHUIUINHE «3aIlUTa POTPaMM U JaHHBIX»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnenmaym3armu Ne 6 «MHpopMalmOHHO-aHATMTHYCCKAsT U TEXHUYECKAs OKCIIEPTHU3a KOMIIBIOTEPHBIX CHCTEM

Bepcus noxymenra - 1 cTp. 2 IlepBelii 3x3eMILLAP KOITHA Ne

Conep:xanue

1. ITactiopT doHAA OIEHOYHBIX CPEICTB
2. [lepeyern GpopMHUpPyEeMbIX KOMITETEHIUI
2.1. KomnieTeH1MH, 3aKperuI€HHBIC 3a JUCITUTIIIMHON
3. ConeprkaHue OLIEHOYHBIX CPEJICTB IO AUCIUTUIMHE
3.1. Bujpl O11eHOYHBIX CPEICTB
3.2. ConepkaHue OLIEHOYHBIX CPEICTB
4. TTopsiiok MpOBEJICHUS U KPUTEPUH OLICHUBAHUS MPOMEKYTOUYHOM arTecTaliu
4.1. Tlopsimok MpoOBeNEeHUsI MPOMEKYTOYHOM aTTeCTalluu
4.2. Kputepun OIICHWBAHUS TPOMEKYTOYHOM aTTeCTallikl TIO0  BHUAAM
OIICHOYHBIX CPEJICTB
4.3. Pe3ynbTaThl IPOMEXYTOUHON aTTECTAIlMd M YPOBHU C(HOPMUPOBAHHOCTH
KOMIIETCHIIAMN
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denepanbHOE rocyIapcTBeHHOE OIOKETHOE 00pa30BaTeIbHOE

YUPEXKACHUE BHICILEr0 00pa30OBaHMs
«YenssOunHckui rocyaapcrBennbiil yausepeuter» (OI'BOY BO «Uenl'Y»)

Maremarudeckuii paKyasTeT
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@DoHJ] OLIEHOYHBIX CPEJICTB 0 AUCHHUIUINHE «3aIlUTa POTPaMM U JaHHBIX»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh

crieuain3anun Ne 6 «Mu OpMallMOHHO-aHAJIUTUYCCKAA U TCXHUYCCKAs DKCIIEPTU3a KOMIIBIOTCPHBIX CUCTEM»

Bepcus noxymenra - 1 cTp. 3 IlepBelii 3x3eMILLAP KOIIMANe
1. HACITIOPT ®OHIAA OHEHOYHbLIX CPEACTB
Crnemmansaocth 10.05.01 KommbrorepHast 6€301acHOCTb.
Crnemmanmzarust Ne 6 «MH(DOpManMOHHO-aHATUTHYECKAsT W TEXHUYECKas

IKCIIEPTH3a KOMIIBIOTEPHBIX CHCTEMY.
JlucuuiuinHa: 3alMTa MPOrpamMM | JaHHBIX.
CemecTtp (cemecTpsbl) H3yUYCHHUS: 7 CEMECTP.
dopma (popMbl) IPOMEKYTOUHOM aTTeCTAUuU: K3aMeH (7 ceMecTp).
Hcnonb3yercs 6aIbHO-PEHTHHIOBAS CHCTEMa ISl OLICHUBAHUSI PE3yJIbTATOB.

2. HIEPEYEHb ®OPMUPYEMbIX KOMIIETEHIIUIA

2.1. KomnereHuuH, 3aKperuiéHHbIE 32 TUCIUTIUHOM
N3yyenne nUCUMIUIMHBI «3aliuTa NpOrpaMM W JAHHBIX» HANpaBlI€HO Ha
(hopMHpOBaHUE CIEYIOIIUX KOMIETEHIUN:

Konnbt
KOMIIEeTe Coaepxanue
HIMH KOMIICTeHIUH
HNHauKaTopsl 10CTHKEHHUS ITepedens m1aHUpPYeMBbIX pe3yJbTaTOB
COIJIACH COIIACHO
0 ®BrOC ®roC komnerenunu cornacuo OIOII 00y4eHHs 110 JHCHHILIHHE
(oo (omo1 BO)
BO)
1 2 3 4
OIIK-13 | Cmocoben OIlK-13.1.2 3HAET OCHOBHEIC 3HaTh:
paspabarbiBaTh | CpeIcTBa M METOJIbI 3alUTHI — 0COOEHHOCTH IIPOTPaMMHUPOBAHHS
KOMIIOHEHTHI MPOTrPaMMHOT0 00€CIIeYEeHHS OT IIEJTKO/IOB,;
MPOTPAMMHBIX U | aHAJIH3a, — METOJBI HCCIIEIOBAHUS TPOrPAMMHOTO
MIPOrpaMMHO- OIIK-13.1.3 3HAET OCHOBHBIE TUITBI | oOecredeHus 0€3 UCXOIHBIX KOIOB.
amnmnapaTHbIX YSI3BUMOCTEN IIPOrPaMMHOIO YMers!
CPEICTB obecrieyeHus,; — CO3/1aBaTh LIEJUTKOBI [T
3aILUTHL OIlK-13.2.1 YMEET UCI0JIb30BaTh COBPEMEHHBIX OIIEPALMOHHBIX CUCTEMBI
uH(popMaMu B | MpOrpaMMHBIE CPEJICTBA aHAIIM3a TI0/] pa3HBbIE alllapaTHbIE TIaT(OPMBI;
KOMITBIOTEPHBIX | 3aIIUTHI KOMITBIOTEPHBIX CUCTEM, — Hccaeq0BaTh IPOrpaMMHOE
cucreMax u OIlK-13.2.2 yMeeT pa3padarbIBaTh obecrieyeHne 6e3 NCXOIHBIX KOJIOB.
MPOBOAUTH KOMITOHEHTHI CPE/ICTB 3aIHUTHI Bnanets:
aHaJIM3 UX nHpopManum. — HaBBIKAMH CO3/IaHUS HIEJIJIKOJIOB C
6e3omacHoCTH YUYETOM CIICIM(DUKH PA3TUIHBIX
CIICHapHEB UCTIOJIE30BAHNS,
— HAaBBIKAMH HCIIOJIb30BaHUS
COBPEMEHHBIX CPEJICTB UCCIICTOBAHHS
MporpaMMHOTo obecriedeHus 6e3
HCXOIHBIX KOJOB.
OIIK-16: | CniocobeH OIlK-16.1.1 3HAET CPeJICTBA 3HaTh:
MPOBOAUTH MOHHTOPHHTIa pab0TOCIIOCOOHOCTH — 0a3oBbIe METO/BI (DYHKIIMOHUPOBAHHS
MOHHUTOPHHT CPEJICTB 3aIIUTHl HHPOPMALUH B BPEIOHOCHOTO MPOrPaMMHOI0
paboTOCIIOCOOH | KOMIIBIOTEPHBIX CHCTEMax M CETsX obecrieueHus,
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OCTH ¥ aHAJIU3
3¢ heKTHBHOCTH
CpencTB
3aIIUTEI
uHpopmau B
KOMITBIOTEPHBIX
cucTeMax
ceTsx;

OIlK-16.2.1 3HAET METOAUKH
aHanmm3a 3QPeKTUBHOCTH CPEICTB
3aIIUTHl HHPOPMAIMH B KOMIIBIOTEPHBIX
CHCTEMaX U CeTsAX

OIlK-16.2.2 yMeeT UCHOJIb30BaTh
CpencTBa MOHUTOPHHTA
paboTOCIIOCOOHOCTH CPEACTB 3aUTHI
UH(MOPMALUK B KOMITBFOTECPHBIX
CHCTEMaXx U CeTsX

— METO/IbI 3aIUThI IPOrPAMMHOTO
o0ecredeHns OT UCCIEN0BAHMNS,
KOITUPOBaHHUsI, MOJH(DUKAIINH.

YMeTh.:

— peanu30BbIBaTh 0a30BEIC
(YHKIIMOHAIbHBIE KOMITIOHEHTHI
BPEIOHOCHOTO MPOrPaMMHOTO
obecIieueHus;

— pealHM30BBIBATH METOIBI 3AIUTHI
[IPOrPaMMHOTO 00eCHeYeHUsI OT
HCCIIEJIOBAHUS C YUETOM CrelU(DUKH
OTIEPAIIMOHHBIX CHCTEM, alllapaTHOH
wiaTGopMBbl, UCTIONB3YeMOU
APXUTEKTYPBI.

Bnanets:

— HaBBIKAMH MCCJIEOBAHMUS
BPEIOHOCHOTO MTPOrPAaMMHOTO
o0ecreueH s C UCIOIb30BaHNEM
COBPEMEHHBIX HHCTPYMEHTOB aHAJIH3a U
COOCTBEHHBIX yTUJINT,

— HaBBIKAMH Peaji3alii METOIOB
3alIUTHI IPOrPAMMHOTO 00ECIICUCHHUS OT
HCCIIeNOBaHusA U 00X0a STUX METOIOB.
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3. COAEP) KAHUE OLEHOYHBIX CPEJCTB I10 JUCHUIIJIMHE

3.1 Buibl OIeHOYHBIX CPeICTB

Kon
KOMITETEHII
um / HanmenoBanue
HaumeHnoBanue
Ne IJIaHUpYe Kontposiupyembie Tembl/ OIICHOYHOIO CPeACTBa Ha
OIIEHOYHOTO CPeICTBA IS .
n/n MbIe pa3nebl MPOMEKYTOTHOI
TeKyIIero KOHTPOoJIs
pe3yJabrar arrecrauun/Ne 3aganus
bl
o0yueHus
OIlK-1.1 Pasnen 1. VccnenoBanne 3aueTHBIE 3aJaHU. Bormpocs! Ha ak3ameHe.
OIIK-1.2 HpOrpaMMHOTO 00eCTIeYeH s Jomaiinue 3agaHus. 3aiaHus Ha dK3aMeHe.
0€3 UCXOAHBIX KOJIOB Ay[[PITOpHI;Ie 3aJaHusl.
OIIK-1.1 Paszen 2. 3amura xoja B 3aueTHbIE 3a0aHuU. Bomnpocs! Ha 3x3ameHe.
OIlIK-1.2 Windows JlomalHue 3a1aHus. 3ajaHus Ha 3K3aMeHe.
AynUTOpHBIE 3aJIaHUSI.
OIIK-1.1 Paszen 3. 3amura Koja B 3aueTHbIE 3a0aHHU. Bomnpocs! Ha 3x3ameHe.
OIIK-1.2 Linux JloMaiiiaue 3a1aHus. 3amanus Ha K3aMeHe.
AyIUTOpHBIC 3aTaHUS.

TEKYIIEr0 KOHTPOJIS TPEACTABJICHBI
(Momyis).

TurnoBsle 3aJaHus, KPUTEPUU U II0KA3aTeIM OLCHWBAHHWS B pPaMKax
B paboueil mnporpamMme JTUCIUTIIUHBI

IlomHbie

KOMIIJIICKTHI

OLCHOYHBIX

M3MEpUTETHHBIX MaTEepUANIOB XpaHITCs Ha Kadeape.

© ®I'BOY BO «Ueal Y»
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3.2 Conep:xaHue OLIEHOYHBIX CPEICTB

3.2.1 Tembl Il JOMAIHUX, ayTIMTOPHBIX, 3a4€THBIX 3aJlaHUil U 3aJaHuii HA
IK3aMeHe

1. Craruueckoe ucciaeioBaHrue MporpaMMHOTO Kojia.

2. JluHamMu4ecKoe MCClieIOBaHNE TIPOTPaMMHOTO Koja.

3. Hcnonusemblie haubl.

4. BpenoHOCHOE mporpaMmMHOe 0OecIrieueHHe.

5. Iennxomsl

3.2.2 TlpuMepbl 3a4eTHBIX 3aIaHUI

I. C ucnone3oBanuem unTepdeiica Windows Debug APl u Gubnuoreku
udis86 peanm3oBarh oTIamuUUK npwiIokeHud mox WINdOWS ¢ BO3MOKHOCTBIO
JM3acceMOIupOBaHHUSI.

bazoBas QyHKIMOHANEHOCTh (K CJade HE MPUHUMAIOTCS 3alaHus ¢
(YHKIIMOHATBHOCTBIO MEeHBIIE 0a30B0#), 10 OaoB.

TpebGoBanus:

1) UnTepdetic monb30BaTesst JOIKEH MO3BOJISATS:

- IM3acceMOIMpOBaTh MHCTPYKIIMU MO YKa3aHHOMY aJIpecy;

- BBICTABJISITH MPOTPAMMHBIE TOYKH OCTAHOBA M0 YKa3aHHOMY ajpecy;

- BBIBOJMTH/U3MEHSATh PETUCTPHI;

- BBIBOAMTH/U3MEHSATH MTaMSTh,

- TpaccUpoBaTh 1o miaram (depe3 ¢uiar TpacCUPOBKH).

2) JloctaTouHo moaaep:Kkku oaHoi u3 cpen: Win32 wim Wint4.,

[Tomrast pyHKIIMOHATEHOCTD, 20 OAIITOB.

TpeboBanus (IOMOIHUTEIHLHO K 0A30BBIM):

1) UnTepdetic momxkeH ObITh TpaduIeCKIM.

2) JlomxHa OBITH MOJICPIKKA alllapaTHBIX TOYEK OCTaHOBA (BCEX YETHIPEX).

3) CooTBeTCTBYIOIINE COOPKH OTIATYMKA JODKHBI YMETh OTIaKUBATh 32-X
U 64-x OuTHBIC HporpaMMmbl (MOXKHO HamKMcaTh JBa OTJIaJYUKa, HO JIOTHYHEH
Oy/ieT mucaTh eIMHBIN KO/ C UCIIOIh30BAHUEM JTUPEKTUB YCIOBHOM KOMITHIISAIINK).

Ecnu onna cOopka otnagunka OyneT OMHOBPEMEHHO MOIJICPKUBATh 32-X U
64-x OWTHBIE MPOTPAMMBI, CAMOCTOSITEILHO OIPENENsis Pa3psSAHOCTh, TO +5
OaIIoB.

4)  JlomkHa  ObITh  BO3MOXHOCTh  yKa3plBaTh B KOMaHJax
(m3accebaupoBaHMs, TOYCK OCTAaHOBA W JIPYTMX) BMECTO aJIpecoB HMEHa,
KOTOpbIE JOCTYIHBI B TaONMIIax SKCIOpTa 3arpyXEHHBIX B OTIAKWBAEMBIH
nporecc Moaynen. +5 6aos.
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Il. PeamuzoBars IIe/UIKOA C (YHKIHOHAIBHOCTBIO O3KI0pa W PYTKUTA
MIOJI30BAaTENLCKOTO YpoBHs 1ox Windows.

BaszoBast ¢yukunoHaapbHOCTh (K cAade HE NPUHUMAIOTCS 3aJaHus C
(bYHKIMOHATBHOCTHIO MeHbIIIe 0a30B0i1), 10 0amios.

TpebGoBanus:

1) BHeApsATHCS B CYNIECTBYIOIINE IPOIECCHI (JIF0OBIM CITOCOOOM).

2) IIpenocTaBiaTh MO CETH BO3MOXXHOCTh UCIIOJTHEHUS KOMAH/I:

- 3arpy3Ka/BeIrpy3ka ¢aitios;

- JMCTUHT KaTaJIOTOB;

- 3aIyCK MPOrpamM.

[MonHast GyHKIMOHATBEHOCTb.

TpeGoBanus (IONOTHUTEIHLHO K 0A30BBIM):

1) Buenpenue 6e3 BoiieneHus mamsTa (5 6aios).

2) BHeapenue 0e3 mopoxkieHus notoka (5 6amios).

3) KoppekrHoe BHEIpPEHHE B MMOPOXKIAEMbIC MPOIECCHl. 3aluTa OT
noBTopHOTO BHEApeHus. (10 10 6aios)

4) Ckpsoite nporeccoB (5 0aioB), momaep:kka ymaaéHHOW KOMaHIBI IS
ckpbITHs mporiecca 1o PID'y/umenu (+5 0amios).

5) Ckpeitue ¢aiinos (5 0amioB), momfepkka YIalEHHOW KOMAHIbI IS
ckpbITHs (aiinos (+5 O6amioB).

6) CkpeiTne cereBbIX coeauHeHuil (5 OannoB), mMomaepKKa yaanIEHHON
KOMaHJIbI /IS CKPBITHS CETEBBIX coeanHeHui (+5 6aios).

[1l. Peanu3oBars (aiimoBblii BHPYC, OCYIISCTBISIONIMNA 3apakeHue 32-X
n/vim 64-x paspsanabix PE-daiinos.

bazoBass QyHknHoOHaNBHOCTH, (K cllaue HE MNPUHUMAIOTCS 3aJaHus C
(YHKIMOHATBHOCTBIO MEeHBIIIE 0a30B0i), 10 O6amioB.

TpebGoBanus:

1) Peanmu3oBarh IICIIKOA, OCYIICCTBISIONINN BHeApeHue koma B PE-daiin
(32-x wm 64-x OuTHBIN) Oe3 HapylIeHHs ero padoTocnocooHocTH. [Ipu 3amycke
3apa)XEHHOW MPOTpaMMBbl CHavYasIa JOJKEH OTpabaThIBaTh BHEAPEHHBIN KO, KaK-
TO CUTHAJIM3UPOBATH O CBOEM BBINOJIHEHUU (IMYNISALHUSA TOJE3HOW HArpy3KH) H
niepeiaBarh yIpaBJICHUE OPUTUHATILHOMY KOJY.

[TonHast GyHKIMOHATBHOCTb.

TpeOoBanus (IOMOIHUTEILHO K Oa30BbIM):

1) JomxeH OBITh NMPEIyCMOTPEH MEXaHHU3M camopachpoctpaHeHus (T.e.
3alyLIEHHBIA U3 3apaXEHHOU MPOrpamMMbl BHEAPEHHBIN KOJ JIOJDKEH BHEIPATH

© ®I'BOY BO «Ueal Y»
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ceOst B APYroi MCIOIHIEMBIH (DaiiiT) ¥ 3ammTa oT MOBTOpHOTO 3apaxkeHus (mo 10
0aioB).

2) 3apakeHHEe JTOJDKHO OBITh MAKCHMAJIbHO He3aMETHBIM (CM. yKa3aHus) (110
10 6amtoB).

3) Bo3mokHOCTH 3apaxkeHuss 32-Xx U 64-x paspsasbix (aitnoB (mocie
NICPEKOMITHIISAIINY TT0]T HY)KHY0 pa3psiHOCTh) (5 0amios).

4) KoppekTHO 00pabarsiBaTh pesioku (10 5 6ayuioBs).

5) B kadecTBe TECTOBOH IMOJIC3HOW HArpy3KH Pean30BaTh OOpalllcHUE IO
CeTH K KakoMy-100 y3iy (5 0asios).

IV. Peanu3oBare miemwikog ¢ (PyHKIMOHAIBHOCTBIO O3KIAOpa U PYTKUTA
TI0JTb30BATENILCKOTO YPOBHs 1o Linux.

baszoBas (QyHKIMOHAILHOCTh (K caade HE MPUHAMAIOTCS 3aJaHus ¢
(YHKIIMOHATBHOCTBIO MEHBIIIE 0a30B0O#), 15 OaoB.

TpebGoBanus:

1) BHenpsIThCs B CYIIECTBYIOIINAE TPOLIECCHI.

2) TlpemocTaBisiTh MO CETH BO3MOXKHOCTh MCIIOJTHEHHSI KOMAH/T;

- 3arpy3Ka/BeIrpy3ka ¢aitios;

- JMCTUHT KaTaJlOTOB;

- 3aIyCK MPOTrpamM.

[TomnHast PyHKITMOHAIBHOCTb.

TpebOoBanus (IOMOIHUTEIBHO K Oa30BbIM):

1) Tlouck ampecoB OMOMMOTEYHBIX (YHKIUH (CKAaHMPOBAHUEM AJPECHOTO
NPOCTPAHCTBA WK ¢ TIOMOIIbI0 aHanu3a (aiina cat /proc/self/maps naiitu anpec
3arpy3ku libc u npoananmusuposats Tabmmiyy sxcnopra) (10 6amior). be3 atoro
nyHKTa azpeca (GyHKumMid 1jisi mepexBara (Ui CIICAYIOIIUX MYHKTOB) MOXHO
3a7aBaTh CTAaTHYECKW (CUMTaeM, YTO paHIOMHU3aIMs OTKIro4YeHa: SySctl
kernel.randomize_va_space=0).

2) KoppekTHoe BHEOpEHHE B IMOPOKIAeMbIe IpoIecchl (CM. yKa3aHHs).
3amuTa oT moBTOpHOTrO BHeApeHus. (1o 10 6amion)

3) CkpeiTre mporeccoB (5 0amioB), MOAIEPKKA YAATEHHON KOMAHIbI IS
ckpbITHs mporiecca o PID'y/umenn (+5 0amios).

4) Ckpoitre (aiinoB (5 0amioB), momaepka ymad€HHOW KOMAHIbI IS
ckpbITHs (aiinos (+5 OamioB).

5) CkpsiTe ceTeBbIX coefuHeHui (5 OamioB), MOAAEp)KKa YAATEHHOM
KOMaHIbI /TSI CKPBITHS CETEBBIX coeanHeHui (+5 6anios).

V. C wucnone3oBanuem mutepderica Windows Debug APl u GubGarorteku
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udis86 peanmuzoBaTh WHCTPYMEHT IMHAMUYECKOTO WCCIENOBaHUS OWHAPHOTO
koza. COOTBETCTBYIOLINE COOPKH MPOTPaMMbl JOJKHBI MTOEPKUBATh 32-X U 64-
X OUTHOE OKPYKEHHUE,

Hexotopeie 3amaHusi mpeanonaraloT jJorupoBaHue B (aiin. g kaxaoro
3aJlaHusl HEoOXOIMMO 3aBOJUTh OTACNIbHBIA (paill, UM KOTOPOTO JOJKHO
dbopMupoBaTbcsi M3 UMEHM MpOrpamMMbl, HJEHTU(UKATOpa  Mpollecca,
ujeHTU(UKATOpa MOTOKA U BPEMEHH Havalia JOTUPOBAHMUS.

Bo3MoxkHO, uTO 3amanus OyqyT Mewarb Jpyr Apyry, IO3TOMY HEOOXOAMMO
UMETh BO3MOXXHOCTH IPOU3BOJBHO BKJIFOYATH/BBIKIOUATh (DYHKIIMOHAIBHOCTh
OT/EJIbHBIX 3aJJaHUMH.

Jlis TecTUpOBaHMS HAWTH WM HAMKUCATh MPOTPAMMBI, KOTOPHIE MO3BOJSAT
IPOIEMOHCTPUPOBATH BECh PEATM30BAHHBINA (DYHKITHOHAT,

N - HOMEpP CTYJIEHTA B CIIHCKE.

a=19

b=11

bazoBas ¢yHKIMOHANBHOCTH (K CHa4e HE NPUHUMAIOTCS 3aJaHusl C
(YHKIIMOHATHLHOCTHIO MEHBIIIE 0a30BOM).

15 Ganos.

TpebGoBanwus:

1. JlomxHa OBITH BO3MOXKHOCTH 3allyCKaTh YKa3aHHYIO HpPOrpaMMy O]
OTJIaJIKOW U TPUCOEANHATHCA K YKa3aHHOMY IIPOLIECCY.

2. 32-x OuTHas cOOpKa MPOrpaMMbl JOJKHA OTIAXUBATh 32-X pa3psiaHbIC
nporpamMmbl. 64-x OuTHass cOopka MPOTpaMMbl JIOJDKHA OTIaXUBaTh 64-x
pazpsiaabie mporpaMMbl. COOTBETCTBEHHO Be3Je, Ilie 3TO HEOOXOAMMO, TOJDKHA
obecrieunBaThCsl (CKOpee BCETro C MOMOIIBI0 JIUPEKTHB YCIOBHOW KOMITHIISIIH)
NOJICpKKa ABYX Pa3psATHOCTEH: A KOJa, JJIsi PETHCTPOBOTO KOHTEKCTA, IS
PE-dpopmara u T.11.

3. JlomkHa OBITh MOAACPKKAa MHOTOMOTOYHBIX MPOTPAMM: BCSI peain3yemast
(YHKIIMOHATHHOCTD JTOJDKHA BBHIMIONMHITHCA JJIS BCEX CYLIECTBYIOIIUX M BHOBH
MOPOXKIAEMBIX TOTOKOB.

4. C moMmouIpl0 OTIaJ04HOr0 MHTep(deiica peanr3oBarh TPACCHUPOBKY (c
UCIIONIb30BaHUEM (pllara TPACCHPOBKH) HCCIIEAYEMOW MpPOrpaMMbl Ha YPOBHE
OTAENBHBIX MHCTPYKUUH. HeoOXoauMo OTCieKHUBATh OTAENbHbIE HHCTPYKIIHH.
HeobOxomumo BBIOpaTh W3 TPUBEACHHBIX HIKE HAOOPOB WHCTPYKIUN OIIMH C
Homepom (N*a+b)%18. B moxkymeHTanuu HEOOXOAUMO HAWTH BCE MHCTPYKIIUH,
OTHOCSIIIMECS] K HaOopy, AJsi BCEX BO3MOXHBIX pa3psaHocTeil. B motoke Bcex
TPACCUPYEMbIX HMHCTPYKIUHA HEOOXOAMMO HAaXOAUTh (MPUAyMaTh KakK 3TO
cleiarh) BCE WHCTPYKIMM H3 Habopa (OCTaJbHBIC WHCTPYKIMH JOJDKHBI
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UTHOPUPOBATHCs). JIJs KaXK 10 HalJICHHOW MHCTPYKIIUU COXPaHSTh B JoT-(aiine
3allUCh CO CleAyIolel HHpopMaIen: au3acceMONUpOBaHHAsS WHCTPYKIIHS,
PETUCTPOBBIN KOHTEKCT.

Habopbl HHCTpyKLINA:

0) Bce uncTpyKInya MOV.

1) Bce cTpokoBbIe HHCTPYKIIMK: MOVS, CMpS, scas, lods, stos.

2) Bce uncTpykiuu call 6mwkHero Bbi3oBa GyHKIMH. Bee MHCTpyKInu jmp
0€3yCII0OBHOTO Mepexo/a.

3) Bce uHCTpYKIMH YCIOBHOTO MEPEX0/a.

4) Bce uHCcTpyKIUH ret, retn Bo3para u3 OIMKHETO BhI30BA (DYHKITUH.

5) Bce unctpykiuu sub/add.

6) Bce urctpykimu mul/imul.

7) Bece uactpykiuu div/idiv.

8) Bce nncTpyknuu Xor/or/and.

9) Bce uncTpykiuu cmp/test.

10) Bce unctpyknuu int/sysenter/syscall.

11) Bce uncTpykiuu push/pop.

12) Bce unctpykiuu pusha/popal/pushf/popf.

13) Bce uncTpyKituu rcl/rer.

14) Bce uncTpyKiuu rol/ror.

15) Bce unCTpyKIMu Sal/sar.

16) Bce unctpykiuu shi/shr.

17) Bce unctpykiuu xadd/xchg.

JlonoaHUTEeNIbHBIC 3aJJaHUS.

1. B caywae peanmuzauuu (yHKIHOHAIBHOCTH TOMHMO 0a30BOM 3TO
JIOTIOTHUTEIHHOE 33aJJaHue 00S3aTeIBbHO TSI UCTIOTHEHUSI.

W3 crincka Huke HeoOX0MMO BBEIOpaTh OMH HA0op ¢ nHaekcoM (N*a+0b)%9.
C momomipl0 IPOrpaMMHBIX TOYEK OCTaHOBA HEOOXOIMMO TEPEXBaThIBAaTh BCE
¢byHkuuu u3 Habopa. HeoOXoaMMo BBICTaBUTH TOYKM OCTAaHOBA HAa HYXKHbBIE
(GyHKIMK, OTIABIMBATH MX cpabarbiBaHuEe, MNpHU CcpadaThIBAHUU MPABUIHHO
oOpabarbiBaTh. HeoOxomuMo mpuaymMarh KOPPEKTHBINM CTHOCOO BBITOJHEHUS
MHCTPYKLIMHM, TMEPETEPTOM TOUKOM OCTAHOBA. DBBINIOMHEHWE MEpeTEPTOn
UHCTPYKIMU MOXHO 3MyIupoBarh. JInGO MOXHO OCTaHaBIMBaTh BCE IMOTOKH,
BOCCTaHABJIMBATh MEPETEPTYI0 MHCTPYKILHIO, JIeJaTh OJMH ILIar TPacCHUPOBKH,
BOCCTaHaBJIMBATh TOUKY OCTAHOBA, 3aIyCKaTh MOTOKH.

OyHkuMM I TepexBara HaxoUATCSd B CHCTEMHBIX OMOIMOTEKax
kernel32.dll, ntdll.dll. Dtu GubMMOTEKN 3arpyKE€HBI BO BCE MPOIECCHI TIO0 OAHUM
anpecam. [losToMy anmpeca GyHKIHMIA MOXKHO MOJIydaTh B MPOIECCE OTIAIIUKA C
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nomomisio GetProcAddress u stu ampeca OymyT KOPPEKTHBI B OTIaKHBACMBIX
npoiieccax.

HeoOxoauMo npuaymarh croco0 MOMydYeHUsT YIpPaBICHHs MOCEe BO3Bpara
u3 ¢(yHknuu (Ui TONYyYeHHs BO3BPAIACMOTO 3HAYCHHS M BBIXOTHBIX
apryMEHTOB).

Heobxomumo aHanu3upoBath (JUTs BBIBOAA) apryMEHThI (YHKIMU: BXOTHbIC
npu cpabaThIBAHUM TOYKU OCTAHOBA, BBIXOJHBIC - TIOCJE BO3BpaTa U3 (DYHKIIUWU.
AHanmu3 apryMeHTOB JIOJDKEH OBITh DIyOOKHUM (T.e. C pPa3bIMCHOBaHUEM
yKazarelnei, pa30opoM CTPYKTyp, YUETOM THIIOB). HANpPHUMEp, JJIs yKazaTels Ha
CTPOKY JIOJDKHA OBITh BBIBEJCHA CTPOKa, JJIsi MaccuBa (yKas3arellsi Ha MAcCHB) -

BCE OJJIEMEHTHI JTOrO0 MaccuBa, sl Habopa OWTOBBIX (haroB - HMMEHA
BBICTABJICHHBIX ()UI1aroB, JJIs MOCJEA0BATEILHOCTH CTPYKTYP - BCE CTPYKTYPHI B
MMOCJICAOBATCILHOCTH, IS XCHIAJOB - wWMeHa ® T.J. JlomkeH OBITh

HAacTpauBaeMbIi TpeAe] MAKCUMAJIbHOTO KOJWYECTBA BBIBOAUMBIX CHMBOJIOB
CTPOKH U 3JIEMEHTOB MACCHBA.

Ecim kakoii-To aprymeHT (WM COBOKYITHOCTH apTryMEHTOB) OIpEACIIeT
UHTCPIIPETAIMIO ~ JPYIMX  apryMeHToB  (HampuMmep,  KaKk  apryMeHT
FileInformationClass B ¢yukuuun ZwQuerylnformationFile), To neodxoaumo B
3aBUCUMOCTH OT 3HAYEHUsS 3TOTO apryMEHTa OCYIIECTBISATh Pa3IMYHBIN pa3z0op
3aBUCHUMBIX apryMeHTOB (B COOTBETCTBMHM C OIMCAHMEM B JOKYMCHTAllMH -
HEIOKYMEHTHPOBAHHBIC KOJIbI U CTPYKTYPbI He 00pabaThIBaTh).

Pazbop cTpyKTyp AOMKEH OCYIIECTBIISITHCS Ha JIBa YPOBHS BIIOKEHHOCTH:
€CIIM apTryMEHT SIBJISIETCS YKa3aTelIeM Ha CTPYKTYPY, TO BBIBOJIUTH BCE IO ATON
CTPYKTYPbI B COOTBETCTBUHM C WX THIIOM, €CJIM B 3TOM CTPYKType €CTh Apyras
CTpyKTypa (Kak MOJACTPYKTypa MU yKa3areib Ha CTPYKTYPY), TO BBIBOIUTH M €€
MOJIsI B COOTBETCTBUU C X THUIIOM.

T.e. HEoOXOAUMO  BBIBOJUTH MAaKCUMaJIbHO TOJHYK  JOCTYIHYIO
uH(popMalMioo o mpousouienimeM Bbi3oBe. Ho amg  yopoieHuss 1miyOuHa
BJIO)KCHHOCTH OIpaHWYCHA JIBYMs (TOJBKO 3TO MOXKET SIBJISATHCS OrpaHUYCHHEM
JUTS TTOJTYYCHUS TIOJTHOW HH(GOPMAITUH).

BeiBomute B sor-daiin  ciemyronryro WHGOpMANUo: UM (QyHKIINH,
apryMeHTbl (QyHKIuM (pa30OpaHHBIC KaK CKa3aHO BBIIIE), BO3BpAIIaEMOE
3HaU€HHE, ajpec Bo3Bpara. lIpemiokuTs ©W peanu3oBaTb MAaKCUMAJIbLHO
HATJISAHBIA BapuaHT (GOpMaTHPOBAHMS 3TON MHGOPMAIIUH.

HaGops! GpyHKIHIA:

0) CreateFileA/CreateFileW, OpenFileA/OpenFileW,
CreateFileMappingA/CreateFileMappingW, CloseHandle.

1) MapViewOfFile, MapViewOfFileEx, UnmapViewOfFile, ReadFile,
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WriteFile.

2) VirtualAlloc, VirtualAllocEx, VirtualFree, VirtualFreeEx, VirtualQuery,
VirtualQueryEx, VirtualProtect, VirtualProtectEx.

3) HeapCreate, HeapDestroy, HeapAlloc, HeapFree, HeapSize,
HeapReAlloc, HeapQuerylInformation.

4) ZwQueryInformationFile

5) ZwQuerySystemInformation

6) ZwQueryDirectoryFile

7) CreateProcessA/CreateProcessW,
CreateProcessAsUserA/CreateProcessAsUserW, ExitProcess, TerminateProcess.

8) CreateThread, ExitThread, CreateRemoteThread, OpenThread,
GetThreadContext, SetThreadContext, SuspendThread, ResumeThread.

Jlo 10 6aoB.

+5 0aioB 3a yHU(UUMPOBaHHBIN (hopMar XpaHeHHs UH(OPMALMKU O THUITAX
U QyHKIUAX W 00pabOTKy aprymMeHToB B OAHOW oOmed QyHkuun 0e3
OTpaHUYCHUS YPOBHSI BIIO)KEHHOCTH.

N3 crnenyromux JOMOJHUTENbHBIX 3aJaHUi HE0OXOIUMO BBIOpaTh HEe OoJiee
JBYX 3aaHuii (HeIb3s OMHOBPEMEHHO BBIOMpaTh 2 U 3 3a1aHuA).

2. Craruueckoe ompeseneHre (QyHKIUH TporpaMmbl. TpaccupoBka Ha
ypoBHE (YHKIHHA (C TOMOIIBI0 TOYEK OCTAHOBA).

[Ipugymarb aiaropuT™M, KOTOPBIA TMO3BOJIUT MPH HWHULHAIW3ALAA C
MIOMOIIBIO  JM3aCCeMOMPOBaHKMs HaWTH Bce (M0 BO3MOXKHOCTH) (DYHKITUH
nporpamMmbl (B KomoBbIX cekuusax PE-¢aitna nporpammer). ITocTaBuTh TOYKH
OCTaHOBa Ha Bce (QYHKIMM M BCE€ TOYKM BbIXojAa W3 (QyHkumil. [Ipumymars
BPUCTUUECKUM aJTOPUTM TIOMCKA MHCTPYKIMU BbI30BA (YHKIMKU TMpHU
cpabaTbIBaHMU TOYKHU OCTaHOBA B €€ Hayase. [Ipu 3axoe B PyHKIMIO BEIBOIUTH B
jor-paiin creayrolryo WHPOPMAIUIO: UHCTPYKIIUMIO BhI30BA M €€ ajapec, aapec
¢yukuuu. Ilpu BbIXome M3 (QYHKIMU BBIBOAUTH B JOr-(aill CIeAyIOLIyIo
nH(popMaIIo: BO3BpaIaeMoe 3HaUCHHE, aipeCc BO3Bpara.

Jlo 10 Gamos.

3. TpaccupoBka (c momoIpi0 (ara TPaCCHMPOBKH) C JAMHAMHUYECKHM
ornpeeeHneM (PYHKIIHI MpOrpaMMBbl.

OYHKIIMM HAXOAWTh IBPUCTUYECKU: TPACCUPOBATh BCE MHCTPYKIUH, IO
unctpykiuu Call Haxogute Havano ¢yakium (B PE-daitie nmporpammer), mo
MHCTPYKUMHU ret - koHen. [Ipuaymars 3BpUCTHYECKUN AJITOPUTM, MO3BOJISIOIINN
OIPEICIIUTh KOJIMYECTBO apryMeHTOB (yHKIMHU (mpeanosnarark Hotaruu cdecl,
stdcall, fastcall mnst x64). Ilpu 3axone B (DyHKIMIO BBIBOOUTH B JIOT-(haiin
clenyoiyr uHbopMaIMio: UHCTPYKIIMIO BbI30Ba U €€ aapec, aapec (PyHKIUH,
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aprymenTsl (Qynkuuu. Ilpu Bbixoge U3 (QYHKIMM BBIBOAUTH B JOr-(aiin
CJICAYIOIYI0 HH(POPMAIIHIO: BO3BpaIllaeMoe 3HAYCHHUE, aJpec BO3BpaTa.

Jlo 10 6aoB.

4. TpaccupoBka (C TOMOIIBIO0 TOYEK OCTAHOBA) OMOIMOTEUHBIX (PYHKITHIA.

Haiitu Bce 3arpyXeHHbIE B OTJIaXHWBacMbld Tporiecc OMOMHMOTEKH (3Ta
UH(pOpPMALIUA TPEAOCTABISIETCA dYepe3 OTIalouHble CcooOmmeHus). Pa3o0parh
TaOMUIBl 3KCIIOPTAa 3TUX OUOJIMOTEK M HAWTU BCE SKCIOPTUPYEMblE (DYHKIUU.
[TocTaBuTh TOYKHM OCTaHOBa Ha Bce AKcHopTHpyemble ¢(yHkiuu. I[Ipunymars
IBPUCTUYCCKHUI AITOPUTM pACKpyYMBaHUS CTeKa Juisi moiydeHus Stack trace
(mpenmonarars HoTtaruu cdecl, stdcall, fastcall st X64) ¢ agpecamu Bo3Bpara,
BO3MOXXHBIMH ~apTyYMEHTaMH U  COAEPKUMBIM cTekoBoro ¢peima. I[lpu
cpaOaThlBAHMM TOYKH OCTAaHOBAa BBIBOAWTH B JIOr-(aill  CIEIYIOLIYIO
UHQPOPMAIINIO: UMs OUOIHOTEeKH, UMs PyHKINH, aapec GyHKimH, stack trace.

Jlo 10 6amos.

5. I[IpoBepka KOPPEKTHOCTH pabOThI C TMHAMUYECKON MaMSIThIO.

[epexBatbiBaTh (hyHKIMH pabOTHI ¢ AuHaMu4eckor namsateio (malloc, free,
VirtualAlloc, HeapAlloc u np.) ¢ moMoImp0 MPOrpaMMHBIX TOYEK OCTAHOBA.
[Ipuaymarh u peanu3oBaTh TEXHUKU (C TIOMOIIBIO MepexBaTa 3TUX (QyHKIUH W,
BO3MO)KHO, MOIU(UKAIIMK MX TOBEACHHUS) JCTCKTUPOBAHUS OIINOOK PadOThI C
NaMAThIO!

- OTCYTCTBHUE MPOBEPKH BO3BPALAEMOTO 3HAYECHHUS IIPU BbIACICHUU MaMSITH;

- HEMIpaBWJIbHBIN YKa3areib IPU OCBOOOKACHUN NaMSITH;

- oOparlreHre K IaMsTH IoCJie OCBOOOKICHUS;

- IBOMHOE OCBOOOXKICHUE MTaMSITH,

- oOpareHue 3a mpeaesaMy BBIICICHHOTO 0J1oKa (Tiepel HUM U TIOCIIE Hero);

- yTe4YKa MaMsTH.

Jlo 10 6amos.

[Tpumep Koma uIst onpeIesieHrs HOMEPOB:

a=19

b=11

for nin range(1, 18):

print str(n) + "' + str((n*a+b)%18) + ' ' + str((n*a+b)%9)

VI. PeasiuzoBarh (aitioBblii BHPYC, OCYIICCTBISIONUN 3apakeHue 32-X |
64-x paspsAHBIX HCIOJHAEMBIX W Oubmuoreunsix PE-daitmo w/mmum ELF-
daiinos.

[Ipu 3apakeHnu HE JOJIKHA HApyIaTbesi paboTOCIOCOOHOCTD (aiina.

Best hyHKIIMOHATBRHOCTE JOJDKHA pacroiararbCsl BO BHeIpsieMoM kojae. He
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JIOTTYCKAETCsl MCMOJIb30BaHUE JOIMOIHUTENBHBIX (ailyioB, mporpaMM U OMOINOTEK
BHpYCA.

Heobxoammo MIPOJIEMOHCTPHUPOBATH BCIO peaTn30BaHHYIO
(GYHKITMOHATHHOCTh HA MPAKTHKE. (75 3TOro HaWTH WM CO31aTh TOIXOSIINE
(haitiibl.

N - HOMEp CTYJIEHTAa B CIIHCKE.

a=19

b=11

Tam, rie He cKa3aHO OTACIILHO, OIKCaHKe moapasymeBaetr oba ¢opmara (PE,
ELF). [ns ympomienus onucanue Benéres B TepmuHax  PE-dopmara
(moapazymeBaeTCsl, 9TO COOTBETCTBYIOIINE CYyITHOCTH ecTh B ELF, HO ¢ npyrumu
UMEHAMH).

bazoBas QyHkmHOHANBHOCT, (K cllade HE MNPUHUMAIOTCS 3aJaHus C
(YHKIIMOHATHLHOCTHIO MEHBIIIE 0A30BOM).

20 6amnos.

TpeOoBanus:

1. Peanu3oBarh IMICIUTKOMA, OCYIIECTBISIOMINNA MPOCTOE BHEAPEHHE KOJA B
PE- unu ELF-daiin 6e3 Hapymienus ero paboTocrocoOHOCTH.

Pacuimputh mocienHow CeKiuio, 100aBUTh €l MpaBoO Ha HCHoJHeHue. B
HOBOE MECTO ITOMECTUTh BECh IIE/UIKOJ (HMKAaKHe JaHHBbIC MPOTPaMMbI HE
JIOJDKHBI U3MEHUTHCS). [lepeHanpaBuTh TOYKY BXojaa Ha mreuikoid. [Ipu 3amycke
3apa)X€HHOW TMporpaMMbl CHadajlia JOJDKEH OTpadarbiBaTh BHEAPEHHBIN KO/,
MOKa3bIBaTh HEKOTOPOE COOOIIeHHEe (AMYNALMSA IOJIC3HOM HArpy3ku) W
TiepenaBarh yIpaBJICHHE OPUTUHAIEHOMY KOJY.

2. Bo3moxHOCTh 3apaxkeHuss 32-X W 64-x paspsaubix (aiino (mocie
NIEPEKOMITHJIAIINH TIO HY)KHYIO Pa3psTHOCT).

JlonoaHUTEeIbHbBIC 3aJaHUs.

HekoTopoe momoaHUTENbHBIC 3aJaHUSI MECTaMH HE COBMECTHMBI C 0a30BOM
(GYHKIIMOHANBHOCTBIO. TOorga TpU BBIOOPE TAKOTO JOTIOJHUTEIBHOTO 3aJaHUs
COOTBETCTBYIOUIUNA MYHKT U3 0a30BOM (DYHKIIMOHAJIIBHOCTH HE Jenarh, a JiejiaTh
Oosiee CIOXKHYIO (YHKIIMOHAIBLHOCTh M3 JOMOJIHUTEIbHOTO (Oasiel 3a 3agaHue
CYMMUPYIOTCS C OaJiilaMu 3a 0a30BYI0).

HekoTopsie 3a1anusi HE COBMECTHUMBI MEKTy COOOM.

Jlnst BpIOOpa JOCTYNHBI  TOJIBKO — CIEAYIOIIME TOCJENOBATEIIbHOCTH
JOTIOTHUTEIHHBIX 3aJTAHUN.

1->2->4

1->2->5

1 -> 3(nom3ananus 0, 1) -> 6
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1 -> 3(mom3amanus 2, 3) -> 4

1 -> 3(mom3amanus 2, 3) -> 5

T.e. cHawasla MOXXHO BbIOparh Tosbko 3ananue 1. Ilocie Hero MOXHO
BbIOparh TONBKO 3amanus 2 win 3. llocrme 3aganust 2 MOXHO BBIOpaTh
(mpou3BonbHO) ToNBbKO 3amanust 4 wiu 5. [Tocne 3amanus 3 MOXKHO BBIOpaTh (B
3aBUMOCTH OT IOJ3aJJaHus1) TOJIbKO 3aaanus 4, 5 niu 6.

1. JlomkeH OBITH MPETyCMOTPEH MEXaHU3M CaMOpPaclpOCTpaHEHHUs, T.C.
3allyHICHHBIM W3 3apaXEHHOM MporpaMMbl BHEAPEHHBINA IIEIUIKOZ JIOJKEH
BHEJIPATH CeOsl B IPYTON UCTIONHIEMBIN (aii.

JlomxHa OBITH TPETyCMOTPEHA 3aIIUTA OT IIOBTOPHOTO 3aPaKECHHUSI.

CriocoObl TOMETUTh 3aPaXKCHHBIN (aiin (pu 3apakeHUU B ONpEICICHHBIC
MECTa 3aIHUChIBACTCS MPENONPEICIEHHAS CUTHATYPA):

0) Curnarypa B HeHCTIONb3yeMbIX ToJisix DOS-3arosoBka.

1) Curnarypa B DOS-stub.

2) CurHatypa B HEHCIOIb3yeMbIX mouisix (aiiimoBoro NT-3arosoBka.

3) CurHarypa B HEHCIIOIB3YEMBIX MOJISIX oniuoHasHoro NT-3aromnoBka.

4) CurHatrypa B UMeHaX CEKIIHH

5) CurHatypa B HEHCIIOIb3yEMOW aMSITH B KOHIIE CEKIIHH.

Heob6xonnmo BbIOpath criocob ¢ HomepoM (a*n+b)%6.

Jlo 5 6amnos.

2. BMecTo npocToro BHeIpeHUs Koaa U3 0a30BOM YacTH.

Pacnosiarate Bech BHEAPSIEMBbIH MICIUIKO (SAMHBIM OJIOKOM) IO CMEIICHHIO
(317*(n+b))%100 or Hauyana cexkuumu koma. OpHUTrHHAIBHBIA KOJ, Ha MECTO
KOTOPOTO BHENPSETCS WISIUTKOM, HEOOXOAMMO Kyaa-To mepeHect. s 3toro
HY’)KHO 0O0OecrneyuTb HOBOE MecTo B ¢aiie. B 3TOM HOBOM MecTe CTOUT
pacronararh TOJIBKO MIEPEHOCUMBIE HCXOIHbIE TaHHBIC (aiina.

MeTobI BBIICICHHSI TOTIOJTHUTEILHON MTaMSITH:

0) PacmpuTs (B (paiiie B ONICpaTUBHOM MaMSTH) MOCISIHIOK CEKITHUIO.

1) J1o0aBHTh HOBYIO CEKIIHIO.

2) JoGaBuTh B (a1 MoCie TEpPBOW CEKIUH JOMOJHUTEIBHOE MECTO
(pa3mMep HUKAKOW CEKIIMU MPH ITOM HE MEHSIETCS), CABUHYB BCE JICIKAIIHME MTOCIIe
JAaHHBIE W TOMPaBUB COOTBETCTBYIOIIME (pailioBbie cMenieHus. JlaHHbIe U3 dToH
MaMATH MOXKHO TIOJTYYHTh TOJIBKO YTEHHEM 13 (haiiia C TUCKa.

3) Jlo6aBuTH B (haiis OCIe BTOPOH CEKIIUHU TOMOIHUTEIbHOE MecTO (pa3Mep
HUKAKON CEKIIMU MPH 3TOM HE MEHSETCS), CABHHYB BCE JIC)KAIUE TOCIE JaHHbIC
¥ TIONIPABUB COOTBETCTBYIOIME (DailyioBbIe cMenieHus. J[aHHbIe U3 3TON MamMsaTh
MOYKHO TTOJIYYUTh TOJBKO YTeHHEM U3 (haiiia ¢ Aucka.

4) JloOaButh B (halia moClie TPEThEH CEKIUH JIOMOJHUTEIBHOE MECTO
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(pa3Mep HUKAKOW CEKIIMU MPH ATOM HE MEHSIETCS), CIIBUHYB BCE JICIKAIIHME MTOCIIEe
JaHHBIC U TOMPABUB COOTBETCTBYIONINE (paiiioBbie cMmerieHus. J[aHHbIe U3 3TOM
HaMSITH MOYKHO TIOJIYYHTh TOJLKO YTEHUEM U3 (haiiia ¢ TucKa.

Heobxoaumo BEIOpaTh MeTo] ¢ HoMepoM (a*N+0)%5.

Jlo 7 6annos.

3. BMecTo mpocToro BHeIpeHUs Kosa U3 0a30BOM YaCTH.

OOecnieunTh MECTO [JIsl BHEAPEHHs IICJUIKOJA OJHUM U3 CIEIyHOIINX
METOJIOB:

0) Pacuuputs mepByro cekiuio (JI0KHA OBITh KOOBOM) BHH3 IO aapecaM
(n3MeHUTCST aOCOJIOTHBIM aapec ee Havajla W yBEJIMYuTCs pasmep). [lpu stom
a0COJTIOTHBIE ajjpeca BCEX CYMIECTBYIONIMX B MPOTPaMMe JaHHBIX HE M3MEHSTCS,
HO ImageBase ymeHbmuTcs. 3HAUUT HEOOXOAMMO COOTBETCTBYIOIIUM OOpa3oM
TIONIPAaBUTH BCE I'Va-aapeca.

1) Pacummputs nepByro cekiuio (JomkHa OBITH KOJAOBO) BBEPX IO aJpecaM:
e¢ abcomroTHBIN aapec Havana (u ImageBase) He MEHsETCs, HO YBEIIMYUBACTCS
pasmep. COOTBETCTBEHHO HEOOXOIMMO MOJBUHYTH TaHHBIC TIOCIIE CeKIMH. Takxke
HEOOXOIMMO TOMPABUTh COOTBETCTBYIOIIUE OTHOCHUTEIIEHBIE U aOCOJIOTHEIC
anpeca. JIJis mpaBKU aOCOJIFOTHBIX aJPeCOB MCIOJb30BaTh PEJIOKU (HE 3apakaTh
(aitiel, 1711 KOTOPBIX 3TO CEIaTh HEBO3MOXKHO).

Crnenyromme MyHKTBI —00ECIIEUMBAIOT  JIOTIOJIHUTENFHOE MecTo  0e3
yBEJIUYCHHUS pa3Mmepa (aiina (1 pasmepa Kakoi-11u00 CEKIMH), CKUMAsT HCXOTHBIC
JaHHbIC TIpOrpaMMbl (B OJHOW MJIM HECKOJNBKHX CeKIusx). [ cxaTus MOXKHO
UCIIONB30BaTh, Hanpumep, oudmuoteky aPLib uau dpyukiuo RtlICompressBuffer.
Ecnu nmocne cxxarus 0cBOOOXKIaETCsSl HEAOCTATOYHO MECTa, TO HE 3apakaTh TaKOH
(aitn.

2) Cxumarb JaHHble B cekinuu konma (OymyT COKUMAaTrbCs OTHOCUTEIBHO
10x0). B ocBOOOAMBIIIEECS MTOCIIE CKATHUSI MECTO TOMECTUTH IISIUTKO/.

3) Cxxumarh JJaHHBIC B CEKIMHM JaHHBIX (JOJDKHBI XOPOIIO CXXHUMarhes). B
0CBOOOMBIIIEECS ITOCIIE CHKATHSI MECTO MMOMECTUTh OPTUHAIILHBINA KOJT U3 KOJOBOM
CEKITMH, KOTOPBIN Oy/IET 3aMEHEH IIIEIUTKOIOM.

Heob6xonnmo BbIOpaTh MeTo] ¢ HOMepoM (a*n+b)%d4.

Jlo 15 6amos.

4. ITpu pa3MeleHny meuTkoaa B ¢aiiie HeoOXOAMMO TaK €ro pacioliarars,
4TOOBI HE TiepeTrepeTh MeTanaHHbie PE-(aiina, HeoOXoammbie TpU 3arpyske.
HabGopb!l Taknx MeTaJaHHBIX:

0) JlupekTopuu: 3KCIOpTa, MMIIOpPTA, JOKaIbHOW mamsTh motokoB (TLS),
KOH(UTYpaluu 3arpy3Ku.

1) JIupekTopuu: pEJIOKOB, OTJIOKEHHOTO HMIIOPTA, OTIAIAKH, TalJmIa
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00pabOTKH MCKITIOUCHH.

2) HWadopmamus wuMIOpTa: MACCHB JECKPHUIITOPOB HMIIOPTA, HMEHA
OubnMoTeK, UMeHa (PYHKITHI.

3) Undopmanus uMIiopta: MacCHB JCCKPUIITOPOB UMIOPTA, MacCUBhI |AT
(import address table) u INT (import name table).

4) PenmoKW: JTUPEKTOPHUS PEIIOKOB, aapeca, IO KOTOPBIM  PEIIOKH
OCYIIECTBIISAIOT ONPABKH.

5) Hupexropust KOH(pUTYypaIuu 3arpy3Ku
(IMAGE_LOAD_CONFIG_DIRECTORY), Tabauia 6e30macHbIX 00padOTIMKOB
VICKJIFOUCHU .

6) Hdupexropus mokampHOW mamsath moTokoB (TLS), maccuB anmpecos
callback-¢pynkuuit B mupexkropun TLS.

HeoOxomumo BbeIOpath HaOop ¢ HoMmepom (a*n+b)%7. JlomKHBI OBITH
MIPOBEPKHU TOJBKO METaIaHHBIX U3 BEIOpAaHHOTO Habopa.

o 7 6amios.

5. Ilpu pasmemenun memwikona B (Qaiige HE0OXOAUMO KOPPEKTHO
oOpabaTpiBaTh BO3MOXKHYIO CHUTYallMIO TIEPETHPAHUsS MICIIKOAOM METaJaHHBIX
PE-daitna, HyxHBIX 1151 3arpy3Kku. [Ipu 3apakeHUH MISIUIKO JOJIKEH KOPPEKTHO
nepetuparh (MOXeT OBITh OOHY/IATH) WIM MOAU(PHUIMPOBATH (MOXET OBITH
NEPCHOCUTh) JTH METaJaHHble. A TOCJIe HCIOJHCHUS ICJUTKOI JOJDKCH
BOCCTaHABIIMBATh B ONEPATHBHON MAMSTH BCE MEepPeTEPTHIC JaHHBIC (B TOM YHCIIC
U METaJ[aHHbIC) U MPH HEOOXOAMMOCTH UX 00padaThIBaTh.

Bo3MoxHBIE THITBI METaaHHBIX (M CITOCOOOB UX 00pPabOTKH):

0) Wmmoptr. OOHynsaTh aupekTopuio uMiopra. I[lociae BOCCTaHOBICHUS
OpUTMHAIBHBIX JaHHBIX 00padaThIBaTh €€ CaMOCTOSTENBHO.

o 15 Gamos.

1) Wwmmopt. IlepeHocuth Bclo uHpOpMaNUO uMNOpTa (IUPEKTOPHIO,
MaCCHBBI, IMEHa (YHKIUH ¥ T.J.) B JOMOJHUTEIHHO BBIIEICHHYIO MaMsATh. Bce
a0COJTIOTHBIE CCBUIKH Ha 3JIEMEHTHI Ta0nmuIpl aapecoB ummnopTta (IAT) HaxomuTh ¢
TIOMOIIBI0 PEJIOKOB (€CJIM 3TO HEBO3MOXKHO, TO HE 3apa)karth Takou (aiii) u
MIpaBUTH HA HOBBIE aJipeca.

Jlo 25 6amos.

2) DOkcnopt. [lepeHocuts BCIO HHGMOPMANHUIO JKCIOPTa (JAUPEKTOPHIO,
MacCCHBBI, UMeHa (PYHKIUH U T.11.) B JOMOJHUTEIBHO BBIACICHHYIO aAMSITh.

o 20 6amos.

3) Penoku. IlepeHecTH OHUPEKTOPUIO PEIIOKOB B  JIOMOJHUTEIBHO
BBIJICTICHHYIO MTaMSTh.

Jlo 7 6amos.
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4) Pemoku. OOHYIATH IUPEKTOPHIO pPEJIOKOB. [lociae BOCCTaHOBICHUS
OpPUTHHAJIBHBIX TaHHBIX 00padaThIBaTh €€ CaMOCTOATEIBHO.

Jlo 12 6amos.

Heo0xoaumo BEIOpaTh MeTo] ¢ HoMepoM (a*(n+0))%5.

6. IlogmpexxuBarh OJHOBpeMEHHO (0€3 TEPEKOMIMIISAIMK) B  OJHOM
HIeJUIKO/IC 3apakeHue 32-X W 64-x OuTHbIX Bepcuit (aitioB. COOTBETCTBEHHO
HISJJIKOJ] JODKeH yMeTh paboTtarh B 32-X U 64-x OWUTHOM MpPOrpaMMHOM
OKpY>KEHUH.

Jlo 15 Gamos.

VYKka3aHus 1 peKOMEHaluH.

[Tpu 3apakeHMH NPOUCXOMUT MoAU(UKAIMS HAHHBIX Tporpammsbl. Ecmu
MoAM(HUIIMPOBAHHBIE JIaHHBIC HYXHBI T[OCIe WHHUIHAIM3auu (BO BpeMms
UCTIOJIHEHUS KOJ1a), TO BHSAPEHHBIH IIEJUTKOI MOXKET 3TH JJaHHBIE BOCCTAHOBHTB -
TOTJIa X MOAM(PHUKAIIUIO HUKTO HE 3aMeTHT. Eciau naHHbIe HY)XHBI CUCTEMHOMY
3arpy34uKy BO BpeMsl MHUIMATN3AIMH (HalpuMep, JaHHbBIC Il UMIIOPTa), TO UX
nopya NpuBen€T K ommnoOKke 3arpy3ku (paitna. Hekontponupyemas monuduxanus
TaKUX JAHHBIX He kenarenbHa. [loaToMy nmMOO HAZO HAXOMUTH PACIIONOKEHHE
ATUX JAHHBIX U UX HE 3aTparuBarh, JM00 MOAU(GUIUPOBATH ATH JAHHBIE OCOOBIM
obpazom.

[ennkon mocie BHIMOJHEHUS TMOJE3HOM HArpy3Ku JJOJDKEH 3arpy3uTh
peasbHbIN KO IO MpaBWJIBHOMY aJpecy U NepefaTh yNpaBiIeHHE HacCTOSIIeH
touke Bxona (OEP).

Penoku, koTopble MpaBsAT JaHHbIE B CEKIHH, B KOTOPYIO BHEIPSETCS
HISJUTKOJT, HE JJOJDKHBI €T0 TIOPTUTH MpH 3arpy3ke. T.e. 11ubo yOoupath Bce penoKH,
a100 TOJNBKO T€, KOTOPhIE MOTYT HCHOPTHTH KOJ. COOTBETCTBEHHO BO BpeMs
UCTIOJTHEHHS IIEJUTKOAA W BOCCTAHABICHUS PEATbHOTO COMAEPKUMOTO CEKIIHH
HEOOXOMMO 00paboTaTh PEJIOKM CaMOCTOSTEIbHO (T.€. YOpaHHBIC PEIOKH
HEOOXOIMMO COXPAaHUTh B KAKOW-TO BHYTPEHHEH Ta0IHIIE).

[Tomumo mennkoga HEOOXOAMMO XPaHHUTh AOTMOJHUTENIBHBIC ITaHHBIE O
3apaxxeHHOM (paitie:

- aJI]peC OPUTMHAIBHON TOUKH BXOJA;

- aJpec, TJe COXpaHeHbI JaHHbIE CEKIUH,;

- aJipec, Te pacloI0KeHbI IEpEMEIICHHbIEC TaHHBIE.

WX MOXHO pacmoyioxuTh mepen meiakoaoM. COOTBETCTBEHHO IIEIUIKO[
JIOJKEH 3HATh, KaK 0 HUX JOTSHYThHCA.

Bo Bpems 3amycka 3apaXeHHOW TporpamMmbl (M, COOTBETCTBEHHO,
IIEJUIKO/IA) JTOJDKHO MPOUCXOAUTH 3apakKeHUE APYrHX HCIOIHSAEMbIX (aiiioB (B
TEKYIIEH TUPEKTOPUN WM B KAKOH-TO CHCTEMHOW JHUpeKTOpuu). T.e. HOBBIN
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UCTIONHSEMBIA (Paill TOMKEH MEHSTHCS COOTBETCTBYIOUIMM 00pa3oM M B HETO
JIOJKEH KOITMPOBATHC MIEIUIKO U3 TEKYILETO.

®aiinel HEe AOJDKHBI 3apa)kaTbCsl MOBTOPHO. {7151 3TOro 3apa)xeHHbIN (aiiibl
HaJ0 Kak-To ToMedarh (MMS  CEKIWH, ONpEJCICHHBIC 3HAYCHUS B
HEHCIOIb3YEMBIX IOJISIX 3aT0JIOBKOB).

UtoObl HE BbI3BaTh MOA03PEHUH, (Pailiibl HE TOJDKHBI 3apa)kaTbCsl CIUILIKOM
aKTUBHO.

[TepBhiii 3amyck LIEUIKOJA, KOTJa HUKAKUX 3apaKeHHbIX (aiiIoB €lle HET,
IPOU3BOAUTH C TIOMOILBIO TPOTPAMMBI €XECSC2.

[lennkon oTIaXUBaeTCss OOBIYHBIM 00pa3oM (Hampumep, € TOMOIIBIO
OllyDbg), nHaunHas ¢ ToukH BX0J1a 3apakeHHOTO (aiina.

[IpumMep Koza st ONpeesIeHHs] HOMEPOB:

n=1
a=11
b=13

for n in range(1,10):
print 'student ' + str(n)
print ‘\textra task1'
print \t\tsignature method: ' + str((a*n+b)%6)
print ‘\textra task 2'
print \t\toffset: ' + str((317*(n+b))%100)
print \t\tmethod: ' + str((a*n+b)%5)
print ‘\textra task 3'
print \t\tmethod: ' + str((a*n+b)%4)
print \textra task 4'
print \t\tset: ' + str((a*n+b)%?7)
print ‘\textra task 5'
print \t\tmethod: ' + str((a*(n+b))%5)

VIl.  Peanu3zoBath mewikoa ¢ (yHKIIMOHATBHOCTBIO O3KI0pa U PYTKUTA
TI0JIB30BATENILCKOTO ypoBHs nox Windows.

Mennkon MOoMKeH BHEAPSATHCS B Ipolecchl 0e3 HapyleHHs UX
paboTOCOCOOHOCTH U BBHIOIHATH HEKOTOPYIO MOJIE3HYIO Harpys3Ky.

N - HOMEp CTy/IEHTA B CIUCKe (OPHEHTHPOBATHCS HA CITHCOK C OLEHKAMHU).

a=29

b=17

bazoBas ¢yHKIMOHATBHOCTH (K CJa4e HE NPUHUMAIOTCS 3allaHUs C
(YHKIIMOHATBLHOCTBIO MEHBIIIE 0A30BOM).
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20 6amnoB + GasTbl 32 BEIOpAHHBIC 33a4H.

Besi peanusyemast GyHKIIMOHATBHOCTh JTOJDKHA TOMIEPKUBATHCS IS 32-X
paspsabix OC Windows XP, Windows 7, Windows 10 6e3 mepeKkoMITHISIIIAH
(T.e. BO BpeMsl HCIOJIHEHUS HEOOXOTUMO OIPENCNATh BEPCHIO CHUCTEMBI H
HOZICTPAMBAThLCS MOJ HEE).

BHeapsAThCSI B CYIIECTBYOIINE MPOLECChl (BBIACIATh MaMATh, KOITMPOBAThH
IIEJUIKOJI, TOPOXKIATh IMOTOK).

[IpenocTaBisiTh MO CETH BO3MOKHOCTH MCITOJHCHHMS KOMaH[ (B KaIblif
MOMEHT BPEMEHH JTO JeJlaeT OJWH IMICIUIKOA B OJHOM U3 3apaXEHHBIX
IPOIIECCOB) :

0) 3arpy3ka (haiiJioB Ha CUCTEMY C HISIUIKOJIOM,;

1) BBITpY3Ka (HAHIIOB C CUCTEMBI C IISIUIKOJIOM;

2) BBIBOJI CITHCKA Beex nporeccoB (umeHa, PID'sr);

3) mucTHHT (aiiyioB B yKa3aHHOM KaTaJIOTOB;

4) 3amyCcK yKa3aHHOU MPOTPaMMBI;

5) BBIBOI IMOJKITIOYCH YKA3aHHOTO KJTF0Ya peecTpa;

6) BBIBO/ MMapamMeTpoB (MMEHA) YKa3aHHOTO KITIOYa PeecTpa;

7) BeiBom 3Hauenus (tuma REG_DWORD, REG_SZ) yka3zaHHOTO
napaMmerpa yKa3aHHOTO KJIioua peecTpa,

8) BbIBOA criMicka OMOMMoTeK (MM, aapec 3arpy3ku) ykasaHaoro (o PID'y)
npoiiecca.

HeoOxomuMo peann3oBarth JBEe KOMaHAbl ¢ HoMmepamu (a*n+b)%9 wu
(((a+Nn)%13)*n+b*n)%9.

PyTKUT-QyHKIMOHATBHOCTS.

Ocy1iecTBIATh Mmepexpar (C MOMOIIBIO CIUIAHCHHTA) CHCTEMHBIX BBI30BOB (B
oubmuoreke ntdll.dll) u mogudunmposare Bo3BpamaeMyro uMu HHGOPMAIIHIO.

Hwxke mnpencrasnensl 4 Buma 3anmad. is KaXIoro BUAa TEPEUUCIICHBI
KOHKpeTHbIe 3amaun. Heobxomumo BeiOpaTh oT O 10 2 3amay (He OOJIbIIe OHOM
u3 Kaxjaoro Buaa). Jloctymuas s Beioopa 3amava g i-ro (i or 0 go 3) Buaa
OIPEIEIISICTCS CICAYIOIIMM 00Pa3oM.

[Tycte N - gucio 3aga4 3Toro Buja.

3amaya - (a*n+b*i)%N.

3a kaxayro 3anaday 10 6amios.

Bunsbr 3amau:

0. Moaudukalus Criucka mpoIeccoB, BO3BPAIIaeMOT0 CHCTEMHBIM BEI30BOM
ZwQuerySystemInformation

3amaun.

0) Ckpsitue npouecca (o PID'y u mo umenn).
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1) JToGaBiieHre B CITUCOK (HECYIIECTBYIOIIETO) MpoIiecca ¢ yKa3aHHBIMH
umeneM u PID'om.

2) N3smenenue y ykazanHoro (mo PID'y m mo mMeHun) mporiecca UMCHH
Ha yKa3aHHOE.

3) BMecTOo OpUTHMHAIBHOTO CITMCKa IMPOIIECCOB BO3BpAIIATh CIHUCOK
nporieccoB ¢ ykazanHbIMH PlD'amMu u umenamm.

1. Momudukanus cnucka ceTeBbIx coeauHeHuil IPv4, Bo3Bpaiaemoro
CETEeBBIM JpaiiBepoM depe3 cucteMHbli Bei3oB ZWDeviceloControlFile.

3amaun:

0) CxkpbITh ceTeBOe coeauHeHUe (IO HOMEPY JIOKAJIBLHOTO TMOPTa, IO
HOMEpY yIaJeHHOTO MOPTa, 0 HOMEPaM JIOKAJIbHOTO M YAaJICHHOTO MTOPTOB).

1) JIoO6aBHThH B CITUCOK CETEBOE COCIMHEHHUE C YKA3aHHBIMU JIAHHBIMH.

2) W3MeHHWTh Yy YKa3aHHOTO CETEBOTO COCAMHEHHS (110 HOMEpY
JIOKAJIPHOTO TIOPTa, TI0 HOMEPY YAAJICHHOTO IOPTa, MO HOMEpaM JIOKAJILHOTO U
yAAJICHHOTO ITOPTOB) JIOKAJIBbHBIC U YIAJIEHHBIC apeca U MOPThI Ha YKa3aHHbBIC.

3) BMecTo OpUTHHAIBLHOTO CIMCKA CETEBBIX COCIMHEHUH BO3BpAIATh
CIIUCOK C YKa3aHHBIMU JaHHBIMH.

2. Mogudukanus crnucka (aityioB, BO3BpaIiaeMoro CUCTEMHBIM BBI30BOM
ZwQueryDirectoryFile (B mpumepe npaiiBepa 00pabaThiBaJuCh BCE BO3MOKHBIC
snauenus FileInformationClass, mist koTopsIx Bo3palnaanch KIMEHa, 31€Ch MOKHO
00pabarbIBaTh TOJBKO T€ 3HAYCHHUS, KOTOPBIE UCTIONB3YIOTCS TPOBOIHUKOM).

3agauu:

0) CkpsiTh daiin (1o UMeHH).

1) 1o6aBuUTh B CIIUCOK I YKa3aHHOW AMPEKTOPHH (ailsl ¢ yKa3aHHBIM
UMCHEM.

2) NI3MeHuTh B CIIMCKE JUTS YKa3aHHOM TUPEKTOPHH UMs (aiia.

3) BmecTo opurnHabHOTO criucka (haiioB Ui YKa3aHHOW TUPEKTOPUH
BO3BpAIATh CIUCOK C YKa3aHHBIMU JTaHHBIMH.

3. Monmudukarus crnucka KITOYEH peecTpa, BO3BPAIaeMOTO CHCTEMHBIM
BbI30BOM ZWENnumerateKey.

3amaun:

0) CkpsITh KITFOY peecTpa (110 UMEHH, T10 MyTH).

1) JIo0aBUTh B CIHMCOK JI YKa3aHHOTO KJIFOYA MOIKJIIOY C YKa3aHHBIM
UMEHEM.

2) I3MeHUTH B CIIHMCKE [T YKA3aHHOTO KJIF0Ya UM TTOIKITIOYA.

3) BMecTO OpUTrHHAIBHOTO CITUCKA MOAKIIOUEH IS YKa3aHHOTO KJIro4a
BO3BPAIATh CIUCOK C YKa3aHHBIMU JTAaHHBIMH.
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JlonoaHUTENIbHBIC 3aJaHUS.

BriOpats He 6oJiee 1BYyX JTOMOJIHUTENIBHBIX 3aJaHUN.

1. Brenpenue miemikoga 0€3 BBIACICHUS MaMSITH B yTaJIEHHOM IIpoliecce
BHEAPSIONIUM KOJIOM (Te. oe3 HCTI0JIb30BAHUS
Virtual AllocEx/ZwAllocateVirtualMemory).

MeToibl pacnoioKeHUs IEJUIKOAA!

0) PacmonokuTh OCHOBHOH MICIIKOA B O0JacTH HyaeH cekmuii (He
00s13aTeIbHO MCITOJHICMBIX) OMOMHOTEK ynajaéHHOTo mpoliecca. B obnactu Hysei
ucrnonHsgeMblx  ceknuid  (OomOmmotexk  kernel32.dll, ntdll.dll) pacnonoxuTs
HEOOJBIION IIEJUIKOM, KOTOpBIM OyaeT coOupaTh OCHOBHOW IIEJUIKOA U
nepeaaBarb eMy yIpaBJeHUE.

10 6amnos.
1) PacmonoxuTh OCHOBHOM meikox B ¢aiine. B oOmactn Hynen
ucnoiaHseMblx  cekiuit  (omOnmorexk  kKernel32.dll, ntdll.dll) pacmonoxuth

HEOOJIBITION TIEIIKOZl, KOTOPHIA OyleT CUYWTHIBATH OCHOBHOHM INEIUIKO U
nepenaBarh €My yIpaBlICHHUE.

10 Ganos.

2) PacnonoxuTh OCHOBHOMW IICIUIKOJ B JUPEKTOPHIX IKCIOPTa HEKOTOPHIX
3arpyKeHHbIX OuONMuoTek. B 00gacTu Hyiel MCHOJHIEMBIX CeKIUil (OMONMMoTeK
kernel32.dll, ntdll.dll) pacnonoxuTe HEOONBIIONH IIEIIKOA, KOTOPBIA Oymer
coOupaTh OCHOBHOHM INEJUIKOJ W TepelaBaTh €My yrnpasieHue. B ocHOBHOM
MICJJIKOJIE  HEOOXOJUMO  BOCCTAaHABIMBATh  OPUTHHAIBHOE  COJAEPKUMOE
NEePETEPTHIX TUPEKTOPUN IKCITOPTA.

15 Ganos.

3) PacmonoxuTh OCHOBHOHM WICIUIKOJ BMECTO WH(MOpMAIMM HUMIIOPTA
(meckpunTopsl, MeHa QyHKIHA 1 OnOmrorek, Taduna INT, Ho He Tabnuia IAT)
HEKOTOPBIX 3arpyKeHHbIX OuOnuorek. B obmactu Hynel MCHOMHSIEMBIX CEKIUM
(6ubmmorex kernel32.dll, ntdll.dll) pacrionoxuth HEOOMBIION IIEIIKOI, KOTOPBIH
Oyznet cobuparh OCHOBHOM IIEIJIKO/ U TIepeaBaTh eMy yrpaBjieHue. B ocHOBHOM
MISJJTKOJIE, PU HEOOXOIUMOCTH, BOCCTAHABIMBATH OPUTHMHAIILHOE COJEPKUMOE
nepeTépToit HHPpOpPMAITUU UMIIOPTA.

15 Ganos.

4) PacroloKUTh OCHOBHOHM IMICIIKOJ BMECTO HE HCIOJIBb3YEMbIX IOCTE
3arpy3ku naHHbIX (penoku, DOS-3aronoBok, DOS-Stub u T.1.) HEKOTOPHIX
3arpyKeHHbIX OHOMUoTeK. B 00nacTi Hynel ucmoyHsIeMbIX cekimii (Oudnmmorex
kernel32.dll, ntdll.dll) pacnonokute HEOONBIION IIEIIKOA, KOTOPBIA Oymer
coOupaTh OCHOBHOM IIEJIKOJ] ¥ TIepelaBaTh €My YIIpaBJICHHUE.
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10 6amnsos.

5) PacnonoxuTh OCHOBHOW IIEJUIKOA BMECTO PECYpPCOB HEKOTOPBIX
3arpyXeHHBIX OnOmuorek. B obnacTu Hyiel MCHOIHAEMBIX CeKIuil (OmOmmoTex
kernel32.dll, ntdll.dll) pacmonoxuTh HEOONBIION IIEIUIKOM, KOTOPBIA OyaeT
coOuparb OCHOBHOM IIEJUIKOJ W MepelaBaTb €My yrpapieHue. B ocHOBHOM
HICJJIKOJIE  HEOOXOJMMO  BOCCTaHABIMBAThb  OPUTHHAIBHOE  COJAEPKUMOE
nepeTEPThIX 00JacTel MaMsITH.

15 Ganos.

Heob6xonnumo BbIOpaTh MeTo] ¢ HoMepoM (a*N+b)%6.

2. BHenpenue miemkona 0e3 BbIIEICHUS NMaMATH B yAAJIEHHOM Ipoliecce
BHEJIPSIONIMM KOIOM (HECOBMECTHMO C MPEIBITYIUM 33 JaHUEM).

Pacnonarate BHeApsSEMBI IIEIKOA B OO0NAcCTH HYyJIEH HCHOTHSIEMBIX
cekiuil. He cobupare menikoJ B €AUHBIN OJIOK, a BBINOIHATH TaK, KaK OH ObLI
BHEAPEH - pa30UTHIM Ha OTAETbHBIC OJOKH B KOHIIE HCTIOTHAEMBIX CEKITHH.

HeoOxonuMo MpeiokuTh U peann3oBaTh CHOCOO TakoWl oOpraHu3anuu
mesikoaa. Kakaplii OpUrHHaIbHBIA CIOCOO OyAeT HPHUHAT TOJIBKO Y OJHOTO
CIAIOIETO.

20 6amnos.

3. Ilpu BHeapeHUM TepenaBaTh YNpapiIeHUE HA MICIUIKOJ 0€3 MOpOXKIeHUs
notoka (T.e. 0e3 Bb13oBa ¢ynkuuu CreateRemoteThread).

CriocoObI Tiepenavyu yrpaBieHHUs

0) C mnomompl CIUTAWCHHTAa MepexBaTuTh (YHKIMIO BO3Bpara U3
CUCTEMHOIO BbI30Ba (anpec KOTOpOU B IIEPEMEHHOU
SharedUserData!SystemCallStubRet (0x7ffe0304)). [1epenanpaBuTh yrpasicHue
Ha BHEAPEHHBIN IEIUIKO, KOTOPBIN JOIDKEH Cpasy K€ CHITH MEePEXBar.

5 Gaos.

1) [IprocTaHOBUTH HEKOTOPHIA MOTOK. VI3MEHUTHh €ro KOHTEKCT TaK, YTOOBI
perucTp eip crajx ykaspiBaTh Ha BHeApEHHBIN 1mewtkoa. [llemmkom momkeH
BOCCTaHOBHTH OPUTHHAJIBHBIN KOHTEKCT.

7 Gaos.

2) IlommeHHTDh aapec BO3BpaTa B TEKYIIEM CTEKOBOM (peiiMe HEKOTOpPOTro
MOTOKA.

7 GaoB.

3) [TonmeHUTH azpec EPBOTo VEH-06pabotunka B
ntdll'LdrpVectorHandlerList u cipoBoIipoBaTh HCKITIOUYEHHE.

10 Ganos.

Heo0xoaumo BeIOpaTh MeTo] ¢ HoMepoM (a*n+0)%4.
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4. KoppekTHOE BHEAPEHUE B HOBBIE MPOIIECCHI IIPU UX CO3IaHUMU.

[lepexBarbiBaTh (pyHKIMHU co3gaHust mporecca. [lopoknaTe mporecc B
MPUOCTAHOBJIICHHOM COCTOSIHUM, BHEIPSATH B HErO MICJJIKOJ, MEepeXBaThbiBaTh
yIpaBIIEHHE, MTOCJIE YET0 3aIyCKaTh MOTOK.

Jlo 15 Gamos.

5. PeaninzoBarh uHTEpPEIC, KOTOPHIM MO CETU MO3BOJIUT YIPABIATH BCEMU
napaMeTpamMu  peaJM30BaHHOM (bYHKIIMOHATBHOCTH. COOTBETCTBEHHO,
HEO0OXOIUMO TPHUAYMaTh CMOCO0 MepenaBaTh 3Ty YNPAaBISIONIYI0 WH(OpMAIUio
OT OJTHOTO IIEJUTKOIa (KOTOPBIH 0OIASTCS IO CETH) BCEM OCTATBHBIM.

Jo 15 Gamos.

VYKkazaHus 1 peKOMaHJalnu

[To awmamorm ¢ upumepom hooklib w3 lab/9  peammsyemyro
(YHKIMOHANBHOCTh CHavalla MOXHO CJelarb M IpPOTECTHPOBaTh B BHUJE
OnOIMOTEKH, BHEIPSEMOM B IIpOLIECC.

JInst mosydeHHsl KOMaH/ HIEJUIKOJ BCEra MpOCIyIIMBAeT HEKOTOPBIA MOPT.
HNcnonHsaTh KOMaHIbl JIOJKEH TOJBKO OJWUH Ipouecc. ToT, KTO MmpOCIyIINBaeT
nopT. OcTanbHble MEPUOANYECKH NBITAIOTCS HA4yaTh MPOCIYUIMBAaTh 3TOT MOPT,
4YTOOBI 3aXBATUTh €T0 B CIy4yae 3aBEPIICHUS TEKYILEro OOIIAI0IIerocs mpolecca.

Jns w3bexxanuss KOHGIIMKTOB BHEAPATH INEUIKOA B  TOPOXKIAEMBbIC
IPOLECChl JIOJDKEH OAMH Mpolecc. DTO MOXKET ObITh TOT HPOLECC, KOTOPBIH
3aXBaTHJI JJIs1 TPOCITYLIMBAHUS TIOPT.

bubmuoreku kernel32.dll u ntdll.dll rpysstcs Bo Bce mporiecchl Mo ogHOMY
azpecy. OTUM MOXXHO MOJb30Barhbes. Jpyrue OMOMMOTEKU Tpy3aTCs HE BO BCE
MPOLIECCHl U MOTYT OBITh 3arpyK€Hbl B pa3HbI€ MPOLECCHI IO Pa3HbIM AJIPECaM.
[TosTomy niis ux pazdopa HEOOXOAUMO YUTATh MaMsTh MPOIECcca, B KOTOPHIA OHU
3arpyeHsbl.

[Tonyunts uHpOpMaHO O cTeke MOoToka MOkHO U3 ero TEB'a. Tlomyuuts
anpec TEB'a moxxHO ¢ momonisio BeizoBa ZWQuerylnformationThread.

[Ipumep kona Jj1s onpeesieHuss HOMEPOB:

n=1
a=29
b=17

for n in range(1,20):
print 'student ' + str(n)
print ~ ‘\tcommands: ' + str((@*n+b)%9) + ' ' +
str((((a+n)%213)*n+b*n)%9)
for i in range(0,4):
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print \ttype '+str(i)+" ' + 'task '+str((a*n+b*i)%4)
print \textra task 1: ' + str((a*n+b)%6)
print \textra task 3: ' + str((a*n+b)%4)

VIIl. PeanuzoBath memwikoa ¢ GyHKIIMOHATBLHOCTBIO O3KI0pa W PYTKUTA
H0JIb30BATENILCKOTO YPOBHs o LinuX mis 32-x paspsaHbix npoieccopos Intel.

[lemikon MODKEH BHEOPSITHCS B MpoOIEcChl 0e3 HapylleHHs HUX
paboTOCTIOCOOHOCTH U BBIMIOIHATH HEKOTOPYIO TOJIE3HYIO HATrPY3KY.

N - HOMEp CTYJICHTA B CITUCKE (OPUCHTUPOBATHCS Ha CITUCOK C OIICHKAMHU).

a=23

b=13

bazoBas ¢yHKkIMOHANBHOCTH (K CHa4e HE NPUHUMAIOTCS 3aJaHusi C
(YHKIIMOHATHLHOCTHIO MEHBIIIE 0A30BOM).

20 6amnoB + GaysTel 32 BEIOpAaHHBIC 33]1a4H.

Hlennkox MOMDKEH OTpadaThiBaTh KaK MUHHMYM Ha BBIIAaHHOW CHCTEME
VulnLinux ¢ ssapom 3.2.

BHeApsATHCS B CYIIECTBYIONIUE MPOIECCH (111 KOTOPBIX XBAaTHUT Ipas). Jliis
3TOTO MOJKITIOYATHCS K MPOIIECCY B KAYECTBE OTIAUUKA, TOTy4aTh PErUCTPOBBINA
KOHTEKCT, 3aMEHATh Ko (ITpeaBapUTEeIbHO COXPAHUB) IO aapecy perucrpa eip Ha
mesuikoz. Illennkon orpabaThiBaeT ( CTABUT MEpeXBaThl, HACTPAMBAET CBOE
nanpHelniee (YHKIMOHHUPOBAHWE) W  OIMOBEHIACT BHEIPSIONIMIA MPOIece
(HanpuMmep, TeHepaled HWCKIIYCHHS), IMOCJIe Yero Ha MECTO perucrpa eip
BO3BpAIllaeTCs OPWUTHHAIBHBIA KOX W  BOCCTaHABJIMBACT COXPAHEHHBIN
PETUCTPOBBIN KOHTEKCT.

Bce HeoOXoaumble aapeca MOXKHO 3aJaBaTh CTAaTHMYECKU (CUMTAEM, 4TO
panmomu3aius otkiodeHa: Sysctl kernel.randomize_va_space=0).

[IpegocTaBisiTh MO CETH BO3MOXKHOCTH HCIIOJNHEHHSI KOMaHJ (B KaIblif
MOMEHT BPEMEHH JTO JeNlaeT OAMH WICIJIKOA B OJHOM U3 3apaXEHHBIX
IPOIIECCOB) '

0) 3arpy3ka (haiijioB Ha CUCTEMY C IIEJUIKOOM;

1) BeITpy3Ka (HaHIOB C CUCTEMBI C IIEIUIKOIOM;

2) BBIBOJ CIHMCKA BeeX mpoiieccoB (nMeHa, PID'sI);

3) nmucTHHT (aiiyioB B yKa3aHHOM KaTaJIOTOB;

4) 3amyCcK yKa3aHHOMN MPOrPaMMBbl;

5) BbIBOA criMicka OuOmuoTek (MM, aapec 3arpy3ku) ykazaHHoro (o PID'y)
nporecca,

6) peammsoBars ananor meroma CONNECT mporokosna SOCKS4 (t.e.
CO3/1aBaTh COKET COCAMHEHHEM C YKa3aHHBIMU aJPEeCcOM U MOPTOM M TMeperaBaTh
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JTAHHBIE MEXJTy STUM COKETOM U COKETOM BXOJSIIETO COCTUHCHHS);

7) mpenocTaBiATh yAANEHHYI0 0005I0uKy (NEpeHamnpaBisSTh CTaHAAPTHHIC
JIECKPHIITOPBI B COKET U TMTOPOXKIATh 000JIOUKY);

HeoOxomumo peanm3oBaTh JBe KOMaHabl ¢ Homepamu (a*n+b)%8 wu
(((a+Nn)%19)*n+b*n)%8.

PyTKuT-QyHKIINOHATEHOCTD.

Ocyl1ecTBIATh nepexsar (C IOMOIIBIO CIUIAHCHHTa) CHCTEMHBIX BBI30BOB (B
oubnuoreke libc) u MmogudurpoBarh Bo3BpaacMyo UMH HHGOPMAIIHIO.

Hwxe mpencrasiensl 4 Buma 3amad. JJis KaXaoro BUa IEPEUUCIICHBI
KOHKpeTHbIC 3amaun. HeoOxoaumo BeIOpaTh oT 0 10 2 3amau (He OoJibllie OAHOM
u3 Kaxjaoro Buaa). JloctymHas s BeiOopa 3amava s i-ro (i ot 0 go 3) Buma
OTIpENIETISIETCS CIEAYIOIIUM 00pa3oM.

[Tycte N - yncio 3aja4 3TOro BUA.

3amaua - (@*n+b*i)%N.

3a kaxayro 3amaqy 10 6amios.

Bunrer 3amauy:

0. Moaudukanus ciucka ¢aiyioB, BO3BPAIIaeMOT0 CHCTEMHBIMU BBI30BAMHU
readdir, getdents, getdents64.

3agauu:

0) CkpsITh daitn (1o UMeHH).

1) 106aBUTh B CIIMCOK I YKa3aHHOW AMPEKTOPHUH (aisl ¢ yKa3aHHBIM
UMEHEM.

2) VI3MeHUTh B CIIKMCKE [Tl YKa3aHHOW TUPEKTOpUHU uMs (haiina.

3) Bmecto opurnHabHOTO criMcka (haiioB Ui YKa3aHHOW TUPEKTOPUH
BO3BpAIaTh CIIHUCOK C YKa3aHHBIMU ITOJIb30BaTEIeM JaHHBIMH.

1. Mogudukanus uHbopMalMK O MPOLECcCax: CIHCOK BO3BpallaeTcs MpHU
JMCTUHTE Karajora /proc, wH(opMamus O Tpolecce IMOoMydaeTcs YTCHUEM
daiinos B moakaraiore nporecca (¢ umeneM paBabiM PID'y) B karamore /proc.

3amaun.

0) Ckpsitue nporuecca (o PID'y, mo umenn).

1) U3menenune y ykazannoro (o PID'y, mo uMeHH) mporiecca UMCHH Ha
yKa3aHHOE IMoJib30BaresieM (MOAU(HUKAIMS COACPKUMOTO IMPH 4YTEeHUH (aiiia
cmdline).

2. Monudukamnmsi CriucKa CeTeBBIX COCTUHEHUH, BO3BPAIaeMOI0 CETEBBIM
npaiiBepoM mpu uTeHuu u3 (aiina /proc/net/tep.

3agauu:

0) CxkpsITh ceTeBoe coeauHeHue (M0 HOMEPY JIOKAJILHOTO TOPTa, IO
HOMEPY YAAJIEHHOTO IOPTa, [0 HOMEpaM JIOKAJILHOTO ¥ YAAJICHHOTO ITOPTOB).
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1) Jo6aBuUTh B CHHCOK CETCBOEC COCIUHCHHE C YyKa3aHHBIMH
MI0JIB30BATEJIEM JTAHHBIMH.

2) W3MeHHWTH Yy YKa3aHHOTO CETEBOTO COCAMHCHHS (110 HOMEpy
JIOKaJIbHOTO TOPTa, M0 HOMEPY YAAJEHHOTO MOpTa, M0 HOMEpPaM JIOKAJIbHOTO H
YIJICHHOTO MOPTOB) JIOKAJIbHBIC W YIAIEHHBIC ajipeca W MOPThl Ha yKa3aHHBIC
MIOJTE30BATEIIEM.

3) BMecTo OpUTMHAIBHOTO CIUCKA CETEBBIX COCAMHEHWH BO3BpAIIATh
CIIUCOK C YKa3aHHBIMU T0JIb30BaTEJIEM JIAaHHBIMHU.

3. Moaudukarusi criMcka MOAYJIEH s/pa, BO3BpAlIAeMOro MpPU YTCHUU U3
daiina /proc/modules.

3amaun.

0) CkpbITh MOIYIH sapa (IO UMEHH).

1) JloGaBUTh B CHOUCOK MOAYJAb C YKa3aHHBIMU II0JIb30BaTejieM
JTAHHBIMHU.

2) I3MeHUTh B CIHCKE T YKa3aHHOTO MOJYJIS (110 IMCHH) UMSI.

3) BMecTo OpHMIHMHAIIBHOTO CIMCKAa MOJIYJICH BO3BpalllaTh CIHCOK C
yKa3aHHBIMH TT0JIH30BATEIICM JTaHHBIMH.

JlomoHUTENbHBIC 3aJaHNA.

BriOpats He OoJiee 1ByX JOMOJHUTEIBHBIX 3aJaHUM.

1. ITonck Bcex HEOOXOAMMBIX aJIPECOB.

CxaHupOBaHUEM aJPECHOTO MPOCTPAHCTBA WM C TIOMOIIIBIO0 aHaMKu3a (aiiia
/proc/self/maps waiit ampeca 3arpy3kd BCeX HYKHBIX OHMOIHMOTEK M oOjacTei
namstu (cTek, Kyda, Vdso).

[Ipoananu3upoBaB 3arpykeHHble OMOJUOTEKH, HAUTH ajapeca HYKHBIX
byHKIMA.

Jlo 20 6anos.

2. He mepetuparh OpUrHHAIBHBINA KOJ B YIAJIEHHOM MPOIIECCE.

HeoOxoqumMo HaWTH/BBIACIUTE CBOOOAHOE MECTO, B KOTOPOE MOYKHO
MOMECTHUTH MIECIUTKO. [1py M3MEHEHHH pEerucTPOBOrO KOHTEKCTA OCTAHOBICHHOTO
nporiecca B perUCTp eip 3arpyxarb aipec MEIUIKO/IA.

Mertozsl obecriedeHrst CBOOOTHOM MaMSITH s MIeJIKoaa (BeIOparh OuH):

1) BeiaenuTh maMsTh AU IISJUTKOA ¢ MTOMOIIBIO YAaAEHHOTO BEI30Ba MMap
(cM. ykazaHwus).

10 6anos.

1) PacrnonoxuTh OCHOBHOW INEUIKOA B 00NacTH Hyned cekuuid (He
00s13aTeNIbHO MCIIOTHAEMBIX) OMOIHOTEK yIaIéHHOTO nporecca. B obnactu Hynei
UCITOJTHIEMBIX CEKIIMA PaCIHOJIOKUTh HEOOJBIIOW IIEIUIKOM, KOTOPBIM Oymer
coOMpaTh OCHOBHOM HIEIUIKOJ] ¥ TIEpEIaBaTh €My YIIpaBICHHE.
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15 6amnos.

3. [IpennoxxuTh U pearn3oBaTh CIOCOO Mepenayn ynpaBieHUs] HAa HICITKOA
0e3 U3MEHEHUs! PETUCTPOBOr0 KOHTEKCTa. Kaxaplii OpUrHHANIBHBIN crloco0 OyaeT
IIPUHAT TOJIBKO Y OJTHOTO CIIAFOLIETO.

Jlo 15 Ganos.

4. KoppekTHOe BHEIPCHHE B HOBBIC MPOICCCHI MPU HMX CO3JaHUU (CM.
yKa3aHHs).

o 20 6amos.

5. PeanuzoBarh mHTEpQEHC, KOTOPBINA MO CETH MO3BOJIUT YIPABIATH BCEMHU
napamMeTpaMH  peaJu30BaHHOMN (YHKIIMOHATBHOCTH. COOTBETCTBEHHO,

HEOOXOJMMO TIPUAYMaTh CHOCOO MepenaBarh ATy YNPABISIOUIYI0 HUHPOPMAIUIO
OT OJTHOTO MIEIJUTKoIa (KOTOPBIH OOIIAETCsI IO CETH) BCEM OCTaIbHBIM.

Jlo 15 Gamos.

VYKkazaHus U1 peKOMEHJALNH.

CIUCOK MPOIECCOB CIIGAYET MOJTydyarh Yepe3 JINCTUHT Karaiora /proc.

Nudopmaruio o 3arpyK€HHbIX OMOIMOTEKaX MOXXHO MOJYy4YuTh W3 (pailia
/proc/<pid>/maps. B atom ¢aitite xpaHutcs wHPOpMALKS O BCEX BBIICICHHBIX
JIUana3oHax BHUPTYalbHOTO  aJIPECHOTO MPOCTpPaHCTBA B  yAOOHOM s
porpaMmmMHOTO pazbopa gopmare.

JIns1 BBI30Ba CUCTEMHBIX BBI30BOB B UY’KOM MPOLIECCE MOYKHO MCIIOJIb30BaTh
Cleayromi crieHapuii. J{isi mpuocTaHOBICHHOTO mpoiiecca (Hampumep, cpasy
TOCJIe MOIKTFOUCHHS OTIIAYMKOM) MOJYYUTh PErUCTPOBBINA KOHTEKCT. [ToMeHSTh
3HAUCHUS PETUCTPOB: B perucTpbl ehX-eDp momecTuTs apryMeHThI, B €aX - HOMep,
B eIp - aapec MHCTPYKIMH BBI30BA CHUCTEMHOTO BbI3oBa (Sysenter, int 0x80).
Hy»Hble HHCTPYKIIMU MOXKHO HaiTH B VUSO:

__kernel_vsyscall:

push ecx
push edx
push ebp
mov  ebp,esp
sysenter
nop

nop

nop

nop

nop

nop

nop
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int  0x80
pop ebp
pop edx
pop ecx
ret

Jlyume ucnonb3oBath iNt 0x80, Tak kak npu ¢€ UCIOIB30BAaHUK BO3BPAT M3
sapa OylaeT MPOUCXOANTH 10 CIEAYIONIEMY 3a HEel azpecy, a mpu Sysenter - mo
HEKOTOpOMY (DUKCHpOBaHHOMY (CKOpee BCEro Ha HWHCTPYKIMIO POP ebp 3a
uHctpykuuent int 0x80 B gpynkiuu ___Kernel_vsyscall).

[To angpecy Bo3Bpara M3 CHCTEMHOTO BBI30BA MOXHO TOCTaBUTH TOUYKY
octaHoBa. [lociie Yero BOCCTAaHOBUTH PETUCTPOBBIN KOHTEKCT.

Takum oOpa3om 0e3 BBINOJHCHHS IICJUIKOAA MOXKHO  BBIITOJHUTH
3HAYUTEIbHYIO0 (DYHKIIMOHAILHOCTD B YIAIEHHOM IPOIIECCe

JUIs  BBIACIICHUS TAaMSITH MOXKHO BOCIIOJIB30BaTh OIMMCAHHBIM METOJOM
BBI30Ba CHCTEMHBIX BBI30BOB (1 Mmap). Takke MOXHO TpacCHpOBaTh
cucremubie BbI30BBI (PTRACE_SYSCALL), noxknaarbes BbI30BA MMap u
YBEIIMYUTH pa3Mep U MpaBa BBIACIICMON MaMsITH (3Ty AOMOJHUATEIBHYIO TaMSTh
MOYKHO MCIIOJIb30BATh JIJIsl CBOUX IICIICH).

Yrenue/3anuch MaMaTH yIaJIEHHOTO MPOIECcCa MOKHO OCYIIECTBIIATh Yyepes3
ptrace (PFTRACE_PEEKTEXT, PTRACE_POKETEXT), c¢aiia /proc/<pid>/mem
(BupTyasbHBIC ajpeca - CMEIIeHUsT B 3ToM (paiiie), BbI30BBI Process_vm readv,
process_vm_writev.

J1i1st TOpOXKICHHS TIOTOKAa HEOOXOMMO BBI3BAaTh CHCTEMHBIN BbI30B clone (c
¢maramu CLONE_FILES | CLONE_FS | CLONE_IO | CLONE_SIGHAND |
CLONE_SYSVSEM | CLONE_THREAD | CLONE_VM). Ilpome 3T0 aenarthb
yepe3 OWOMMOTEUHBIH BBI30OB, YEeM 4Yepe3 CHCTEMHBIH (CHCTEMHBIA BBI3OB
peaymzoBaH B arch/x86/kernel/process.c).

J1J1s1 BHEIPEHHSI B HOBBIC MTPOIIECCHI HEOOXOIMMO IePEXBATUTh BHI30B EXECVE
(mubo cemericTBo exec*). B mepexBardrke NOPOAWTH HOBBIM mporecc. B
POIUTEIICKOM IPOIIeCCe HayaTh OTIAAKY JOYEPHEr0, B KOTOPOM IMPOHM3OUIAET
3allyCK HOBOM Mporpammbl. PomuTensCckuid mporecc ¢ NOMOLIbl  ptrace
(SYSCALL, ..) noxumaercs 3arpy3ku ouoimoreku libc (libc_fd = open (libc),
mmap (..., libc_fd,..)) u BHempser Kkoa, KOTOPBIH OCYIIECTBISIET IMEPEXBaT
¢byukui B libc,

Monyns Oe3omacHOCTH Yama BBOAWT OTpaHUYCHHWE Ha BO3MOXKHOCTH
JIocTyna K APYyraM mporeccam depe3 ptrace. CumraeM, 9TO JOMOJHUTCIHHBIC
orpaHuveHus He akTuBHpoBaHbl (T.e. /proc/sys/kernel/yama/ptrace_scope=0). B
J1000M ClTydae BHEAPATHCS HAZ0 BO BCE MPOIIECCHI, B KOTOPBIE MOTYYUTCS.
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[Ipumep xoma i1 OnpeesIeHuss HOMEPOB:

n=1
a=23
b=13

for n in range(1,20):

print 'student ' + str(n)
print  ‘\tcommands: ‘' + str((@*n+b)%8) + " ' +

str((((a+n)%219)*n+b*n)%8)

type_sizes = [4, 2, 4, 4]
for i in range(0,4):
print \ttype '+str(i)+" ' + 'task '+str((a*n+b*i)%type_sizes[i])

3.2.3 IlpuMepbl JOMAIIHUX, AYTUTOPHBIX 3aJaHMIl U 3aJaHUI HA IK3aMeHe

1.
apoJb.

2.
KOJI.

O N ORW

9

HuzaccemMOnupoBaTh MpOrpaMMbl U HAWTH TPABUIBHBIA JIOTHH U
C nomolpio au3acceMONIepOBaHUsl U OTIIAJIKU HAUTH MpPaBUIIBLHBIN

Peanu3oBarb oTIa14HUK.

Peanu3oBark CKpUIIT /11 OTIIATUHKA.

PeanuzoBare maruH s oTIaIuMKA.

PeanuzoBare ckpurt jist tu3accemonepa.

PeanuzoBare miarux s au3acceMonepa.

PeanuzoBats au3accemOnep PE-daiina.

PeanuzoBate  (yHKIHIO, BO3BpAIAIOIIYI0  aIpec  3arpy3Ku

GubmmoTex kernel32.dll.

10.
MOJYJISL.
11.
12,
13.

Peanm3oBarh MouCK ajapeca 3arpy3Ku Mo aJipecy BHYTPH HEKOTOPOTO

Hanucarp mesmikoas!.
PeanmzoBarb TpaccupoBiuk mox Linux.
Peanu3zoBarpk nepexsar GyHKIIUH B mporeccax mos Linux.

3.2.4 IIpumepbl BONPOCOB HA IK3aMeHe

1. HuzaccembnupoBanme. JluzaccemOnepbl. CKpUNTHI W TUIATUHBI IS
JM3acceMOIepoB.

2. Tlpuemsbl aHTHIU3aCCEMOTUPOBAHMS.

3. Otnaaka mporpaMm 0e3 UCXOMHBIX KOJI0B. OTIa 9K,

4. Tlpuembl aHTUOTIAKH.

5. Hcnonp3oanue Windows Debuging API.
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6. Momudukauus PE-daitnoB. WuHcTpymeHThl M1 MoaupUKaUUd |
npocmotpa PE-daiinos.

7. IlporekTopbl. YIaKOBIIKKH.

8. Coszmanue memikonoB moa Windows. TexHuka co3gaHus MO3ULHOHHO-
HE3aBUCUMOTO Koja. J[MHaMHIeCKuil TOMCK OMOMMOTEYHBIX (DYHKITUH.

9. Mertopl 3apaKCHUS UCIIOTHSACMBIX (DailiIoB.

10. BHenpenue koa B 4y0oM mpoliecc.

11. UuTepdeiic cucteMubix BeI30BOB B Linux. Ilesikoasr mox Linux.

3.2.5 llpumep Ousera
1. Peanu3oBarh IUTaruH AJS OTJIATIHKA.
2. Ilpuembl aHTHOTIIAIKU.

4. NMOPAAOK MPOBEJEHWSI W KPATEPUN OIEHWBAHUSI
IMPOMEXYTOYHOU ATTECTAIIUA

4.1. Tlopsinok npoBeaeHHs MPOMEKYTOUHOI aTTecTAlNU

3a CBOEBPEMEHHOE M CaMOCTOSITENIbHO BBINOJIHEHHE Y4E€OHBIX PabOT B
TEUEHHE ceMecTpa CTYASHT TMOoJy4aeT pedTuHroBeie Oamnbl. Cymma 3a
BEITIOJITHEHWE OCHOBHBIX 3aJaHwii B TodHOM 00bEMe - 100. Caepx »aToH
CYMMBI MOTYT HAYHUCIISTHCS OAIJIBI 32 BHIMIOJIHEHUE JOTIOHUTENBHBIX 3a/1aHUH.

OcHoBHBIE OayTbl BBICTABISIOTCS 3a BBHIMOTHEHHE OOBEMHBIX 3aJaHUN
(Oynem Ha3bIBaTh WX 3aU€THBIMHU), KOTOPBIC BBITIOJHSIFOTCS JIOMa U CHAIOTCS B
teuerre cemectpa. Cymma B 100 6anmioB genuTcs MeXIy 3a4ETHBIMA 3aaHUSMA
(e oOs3arenbHO paBHOMEpHO). [Ipu BbIgaue 3a4€THOTO 3aJaHHS OIPEICIICHO
CKOJIBKO 0ayuioB  BBICTABJISIETCSl 32 peallu3alluio ornpeneaeHHON
¢dyHkuMoHanbHOCTH. 11 3a4€THBIX 3alaHUM  MOXET ObIThb OIpeJeseHa
(YHKIIMOHAIBHOCTh TOBBIIIEHHON CIIO)KHOCTH, 3@ BBIIOJIHEHHE KOTOPOM
BBICTABJIAIOTCA JIOTIOJIHUTENbHBIE Oauibl. Takyke JTOMOJHUTEIbHBIE Ol MOTYT
OBITh BBICTABICHBI IO YCMOTPEHUIO MpernojaBaress 3a 0c000 MPUMEUaTENIbHYIO
peanuzaluio.

[Io mnpolineHHOMY Marepually BbIIAIOTCS HEOOJbIINE 3aJaHus IS
BBITTOJIHEHMSI JIOMa W/WJIM BO BpEeMs CEMUHAPCKUX 3aHIATHUA. 3a 3TH 3aJaHusl
BBICTABIIAIOTCS HEOONBINE JOTOHUTENbHBIE Oaibl. CaaBaTh UX MOXKHO JHOO B
JIEHb BBIJIauM JINOO Ha CIEAYIONIEM 3aHATHH.

[Iponyck 1o HEyBaXUTENbHOM MPUYMHE OJHOM Maphl BieyeT BblYeT 1
Oalia U3 UTOTOBOM CYMMBI 32 CEMECTP.

[Ipn HexBaTke Oa/UIOB MpENOIaBaTeieM MOXET ObITh MPEAOCTaBICHO
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JIONIOJIHUTEIBHOE 33JaHNE WIIM BO3MOKHOCTD JJOZI€NIaTh 33aJJaHKe, B KOTOPOM ObLIa
OlLleHEHa He BCs (PYyHKIIMOHAIBHOCTb.

HtoroBass olleHKa 3a JUCHUIUIMHY BBICTABISETCA IO pe3yiabraraM
BBITMIOJIHEHUS 3aJaHUN TeKyliero KoHTpoiisi. [lpu HeoOGxomuMocTu BO Bpems
’K3aMeHa  MOXET  ObITh  MpPEeJOCTaBIeHa  BO3MOXKHOCTH  IOJIYYUTh
JIONOJTHUTENbHBIC 0autbl (He Oonee 20), BBITIOIHUB OMOTHUTEIBHBIC 3aJaHUS U
OTBETUB (B yCTHOM ()OpME) Ha BOTIPOCHI.

4.2. Kpurepuu oueHMBAHHMS MPOMEXKYTOYHOW aTrTrecTallMM MO BHAAM
OLICHOYHBIX CPECTB.

4.2.1 Kputepum olleHUBAHMS 3a4ETHBIX 3aaHUI

BrimonHenne  3amaHMM  NpPEANONIAraeT  HEKOTOPYK  MPOTPAMMHYIO
peanuzaiuio, K KOTOPOU MNPEIbIBISIIOTCS OOBIYHBIE TPEOOBAHUS MO Kaue€CTBY
koga. Kox pomkeH OBITh yA0OOYMTAaEMbIM, XOPOLIO CTPYKTYpPHUPOBAHHBIM,
paciImpsieMbIM, YIOOHBIM B COMPOBOXKICHWW, HAIMCAHHBIM B €IUHOM CTHJIC.
JlomkHa OBITH TPOBeICHA (DYHKITMOHAIbHAS JICKOMITO3HIINA (Ha ITOAIPOrpaMMEI,
MOJIYJH, TIAKETHI U T.JI.), pean30BaHbl HCOOXOIUMbIC IPOTPAMMHBIC a0CTPAKIINH.
Peanuzanuu anropuTMOB JTOJDKHBI OBITH JIOTUYHBIMU W TIOHSATHBIMHU. HHaue
BO3MOXKHa cOaBKa /10 5 OamuioB. 3a mporpaMMHbIE OIIMOKH, MPUBOJIAIINE K
HEpabOTOCTIOCOOHOCTH KoJa JJIsI HEKOTOPBIX BO3MOXKHBIX CIIy4aeB, BO3MOXKHA
coaBka 1m0 10 OamioB (B 3aBHCHMOCTH OT KPUTHYHOCTH OIIHMOKH). 3a
IpOrpaMMHBIE  OIIMOKM, TPHUBOMAIIME K  aBAPUMHOMY  HEKOPPEKTHOMY
3aBEpIICHUIO TTPOrpaMMBbI, Bo3MOkHa cOaBka 10 10 OamioB (B 3aBHCHMOCTH OT
KPUTHYHOCTH OIIHOKH).

[Ipu cmade 3a4€THOTO 3aJaHMS TPOW3BOIUTCS OMPOC MO TEXHUUCCKUM
JeTaIsIM pean3allii M 10 TCOPHH, MCTIOIh3yeMOU TPH BBIMOTHCHUH 3aaHUM.
HeynoBneTBopuTeNnbHBIE  OTBET OymeT O3HauyaTh  HECAMOCTOSTEIHLHOCTH
BBITIOJTHEHUS 3aJIaHKs, YTO BIEYET BhicTaBieHUe 0 OajioB 32 COOTBETCTBYIONIYIO
byHKIMOHANBHOCTL. Ecnu i1 0iHOTO 3aaHus 3TO MOBTOpsieTcs Oojee 2 pas, To
3a Bc€ 3aanue BoicTapiseTcs 0 6amioB 6e3 BO3MOXXHOCTH ITOBTOPHOM CJIa4H.

4.2.2 Kputepuu olleHUBAHHUS TOMAIIHUX H AYTUTOPHBIX 32 aHHIi

JloMaIniHue U ayTuTOPHBIC 3aJaHHs — 3TO HEOOJIBIIHNE 3aJaHMsl, 32 KOTOPBIC
00bIyHO BBICTaBIsAeTCS 1-2 Oamna. OHM OIEHHBAIOTCS aTOMAapHO. JTHOO 3adaHue
BBIMOJIHEHO (BBICTABISCTCS YKa3aHHOE NPH BbIAaYe 3a7aHUsA  KOJUYECTBO
0amtoB), 160 He BhioaHEeHO (0 6ayIoB).
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4.2.3 Kputepum olleHMBAaHMS 3aJaHUIl HA IK3aMeHe

I[OHOJ'IHI/ITGJIBHBIC 3aJaHus1, BblAaBACMbIC HaA 3a4€TEC U DK3AMCHE SIBIISIFOTCS

OTHOCUTEITFHO 00BbEMHBIMH, 32 HUX BhICTaBIseTcs 1m0 10-15 6amnos. [TosTomy K
HUM TPUMEHUMBI ONMCAHHBIC BBINIC KPUTCPHUH OIICHUBAHUS 3a4€THBIX 3aJJaHUN C
COOTBETCTBYIOIIEH KOPPEKTUPOBKOW OaljioB: cOaBKa 3a HEKOPPEKTHYIO padoTy
710 5 0aJIoB, 3a aBapUitHOE 3aBEPIICHUE — 10 S 0aJIJIOB.

4.2.4 Kputepum olleHUBAHNS OTBETAa B YCTHOMH (hopme

OTBeT oLIeHUBAETCS MO TPEM MapameTpam:
1) mnoctpoenue orBeta (CTpyKTypa OTBETa, TI'PaAMOTHOCTh

MIOCJIEIOBATCIBHOCTD U T.10.);

2) daxTUdeckas MoJHOTa OTBETA,
3) COOCTBEHHBIN aHAIM3 M3JIaraeMOro MaTepraa, ero OleHKa B KOHTEKCTE

BSaHMOHCﬁCTBHH C ApyrumMu O6J'IaCTHMI/I, YMCHHC ITPUMCHATH Ha ITPAKTHUKCE.

peuH,

ITapamerp
bl
Kputepuu oueHuBanust Basuibt
OLEHUBAH
us
CTyIEHT CaMOCTOSTENLHO MIPABUILHO BHICTPAUBAET CTPYKTYPY OTBETA, HU3JIOKEHUE 9
HOCIIEIOBATENBHOE, PEYb IPAMOTHAsS Ge3 OTOBOPOK.
1.TToctpoe | U3noxkeHHUe CTyEHTa HEMOCIEN0BATENRHOE U OOPLIBOYHOE, B3aMMOCBSI3U YaCTENW OTBETA HE 1
HH€ OTBETA | BCETJIA TPOCIEKUBAIOTCS. PACKPBITHE CYTH OTBETa HEBO3MOKHO 6€3 YTOUHSIOIIMX BOMPOCOB.
CTyHEHT UCTIBITHIBAET CYLIECTBEHHBIE TPYAHOCTH MPU CAMOCTOSTEILHOM MMOCTPOEHUU OTBETA, 0
COCOOEH TONBKO JaBATH KPATKUE OTBETHI HA KOHKPETHBIE BOIPOCHIL.
CTyleHT TpPaBUIBHO OTBETHJI Ha TEOPETHUECKUH Bompoc Omiera. [lokasan OTIMYHBIE 3HAHUS 4
B paMKax YCBOEHHOTO yueOGHOro mMarepuana. OTBETWI HA BCE JOMOIHHUTENBHBIE BOIPOCHL.
CTymEeHT OTBETWJI Ha TEOPETHYECKUA BOMPOC OwWieTa ¢ HeQONBIIMMHE  HETOYHOCTSIMH.
IMokasan Xopomme 3HAHMS B pPAMKaxX YCBOGHHOro ydeGHoro Marepuana. OrtBetwn wma| 3
GONBIIMHCTBO TOMOJHUTENBHEIX BOMPOCOB.
2.0akruue
ckas | CTymeHT OTBETHJI HAa TEOPETUYECKHM BOMPOC OHMJIETA C CYIIECTBEHHBIMH HETOYHOCTSMH.
nonHora |[lokasanm  ynOBJIETBOPHTENBHBIE 3HAHMS B PAMKAaX YCBOEHHOTO ydeOHOro Marepmana. llpum| 2
OTBETA | OTBETAX HA JIOMOJHUTEILHBIE BOMPOCH OBLIO AOMYLIIEHO MHOTO HETOYHOCTEH.
Ilpu  OTBETe HA TEOPETHYECKUH  BOMPOC  OWIETa  CTYIEHT  MPOAEMOHCTPHPOBA
HEIOCTATOUHBIH ypOBeHb 3HaHWid. [Ipu OTBETax Ha [OMONHUTENBHBIE BOMPOCH Obuto | 1
JIOMYLIEHO MHOXXECTBO HETPABUILHBIX OTBETOB.
CTyIEHT HE OTBETHII HA BOTIPOC. 0
3.Coberpe | CTYOGHT  SICHO  OCO3HAET MECTO  M3IaraeMoro Marepuama B  OOLIEH  CTPYKType
HHei | TPOdECCHOHANBHOTO 3HAHUS, 3HAET CTAHJaPTHBIC IIPHUMEPBI UCIOIB30BAHNS U IIpejuIaraeT ceou, | 4
anamus | AT COOCTBEHHBIC KOMIICTCHTHBIC OLICHKH.
M3JIaAracMoO | CryneHT 0CO3HAET B3aMMOCBS3M M 3HAET CTAHAAPTHBIE NPUMEPHI MCIOJIL30BaHUs. JlomycKaer 3
O

HETOYHOCTH ITPU CaMOCTOATECIIBHOM aHAJIU3E.
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Marepuaia CTy):[eHT B 06IIII/IX qgepTax OCO3HAéT B3aHMMOCBSA3U U 3HAET CTaHAApTHBIC TMPUMCPLI

HCIIOJIb30BaHMA. HpI/I MPOBEACHUUN CAaMOCTOATCIIBHOTO aHaliu3a HYXKAACTCA B YTOUYHSAIOIIUX 2
BOIIpocax, Npu 3TOM JOMYCKACT CYHICCTBCHHbBIC HETOYHOCTH.

CTyneHT 3HaeT OCHOBHbBIE CTaHAAPTHBIE IPUMEpPHI UCTIONIb30BaHU. He 0co3HaéT B3amMoCBs3el

1
¢ IPYTHMH O0NacTAMHU.
CTyneHT He 0CO3HAET B3aMMOCBS3EH 1 MPAaKTHIECKOE MPHUIIOKEHIE N3IaraeMoTo MaTepHara. 0
4.3. Pe3syabTarsl NMPOMEKYTOYHOM arrecTalum u YPOBHH

chopMHUPOBAHHOCTH KOMIIETEHIU

bamnpl, monmydeHHBIE 3a BBITIOJIHEHWE 3aJaHWA TEKYIIETo KOHTPOJIS WU
IIPOMEKYTOYHON aTTeCTaIllud, IEePEBOAATCS B OICHKHA 3a 9K3aMEH M 3a4eT
CJIEIYIOIINM 00pa3oM:

91 u 607ee 60aLIOB — OTIIMYHO,

76 - 90 GanmIoB — XOPOIIIO;

61 - 75 6amnoB — yIOBIECTBOPHUTEIHHO;

60 1 MeHee 6aNI0B — HEYAOBIECTBOPUTEIBHO.

OcoOeHHOCTH  TPOBEACHUU  TPOLEAYPbl  OIICHUBAHUS  PE3YJIbTaTOB
OoOyuYeHUsS WHBAJIMJOB M JIUI[ C OrPAHMYCHHBIMH BO3MOXKHOCTSIMU 3I0POBbBS
0003Ha4YeHbI B paboyei mporpaMme TUCIUITIMHBI (MOIYIIs).

YpoBHU cPOPMUPOBAHHOCTH KOMMETEHIIUN OMPEACISIOTCS CICAYIOIINM
o0pazom:

Ouerka OO Xopormo VYnosnerBoputensH|Heynosnersopuren
0 BHO
Banner ooitee 90 OatoB 76-90 6amtoB 61-75 OannoB 0-60 6amioB
YpoBeHb OCBOEHHUS BBICOKHM cpenHun 0a30BbIi HEJIOCTATOUHBIN
MIPOBEPSIEMBIX
KOMIETEHINH
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CneuuansHocts 10.05.01 KomnblorepHas 0e30nacHOCTh

Cneuuanuzanus Ne6 «HMHpoOpMALMOHHO-aHAJUTHYECKAsI U TeXHHYECKAs IKCIepTH3a
KOMIILIOTEPHBIX CHCTEM»

@®oH/1 OLIECHOYHBIX CPEICTB N0 JUCHUILVINHE «3alUTa NPOrPaMM U AAHHBIX»

2025 rox Habopa, ouHasi popma o0yueHust

@oH/I OLIEHOYHBIX CPEACTB TUCHUILIUHBI (MOAYJIs) 0100PEH U PeKOMEHI0BAH:

ITpopekTop o yueOHOH paboTte yTBepxkaeHo 24.02.25 A.A. CanamaToB
Y4eHBIM COBETOM MaTeMaTHYeCcKoro (pakyipreTa

[Tporokon 3aceqanust Ne 6 ot 20.02.2025

[Ipencenarens YdeHoro coBera

MareMaTH4ecKoro (akynpTeTa COIJIaCOBAHO E.A. CoponoBa
3acenanuem kadgeapbl KOMIbIOTEPHOH 0€30MACHOCTH M NPHUKJIAAHOM anredpbl

[Tporokon 3aceqanus Ne 8 ot 01.02.2025

3aBenyromui kapenpoi COITIaCOBaHO A. H. Pyuaii

ABTOD (COCTaBUTEIIH) H. A. Markun

CTpykTypa pa6oueii mporpaMMmbl cO0OTBeTCTBYeT mpukasy pekropa ®I'bOY BO «Ueal'¥» ot «13»
anpeas 2021 r. Ne 247-1



