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[TpopexTop no yuebHoit padbore yrBepxaeHo 24.02.2025 A.A. CanamaToB
Y4eHbIM COBETOM HHCTUTYTa HH(GOPMAIIMOHHBIX TEXHOJIOTUH

[Tporoxon 3acenanus Ne 6 ot 20.02.2025

[Ipencenarens YdeHoro cosera

WHCTHUTYTa HH(POPMAITMOHHBIX
TEXHOJIOTUH COIJJaCOBAHO IO. B. Ilerpuuenko

3acenanuem kKadeapsl HHPOPMANMOHHBIX TEXHOJOTHMA M  JIKOHOMHYECKON
HHpopMaTHKH

ITporoxon 3acenanus Ne 6 ot 20.02.2025
H. o. 3aBenyromiero kadeapoit COTJIaCOBaHO C.A. Ckpumnos

ABTOD (COCTaBUTEb) A.B. MutsgnuHa
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«Heal'¥V» ot «13» anpess 2021 r. Ne 247-1



MIMHOBPHAYKU POCCUN
\)} DenepanbHOE roCyJapcTBEHHOE OI0/KETHOE 00pa3oBaTeIbHOE
@ YUPEXACHUE BbICIIETO 00pa3oBaHuUs

«Yenabunckuii rocynapctseHHbii yHusepcuret» (PI'bOY BO «Henl'Vy»)

Pabouas nporpamma aucuuminasl "3ammra nHGopManuu' Mo HapaBJICHUIO NOATOTOBKH (crenuanbHocTH) 09.03.04
"[IporpamMmHuas nmkeHepus" HanpasiaeHHOCTH (Tpodmto) PaspadoTka nporpaMmuo-uHpOpMannoHHEIX cucteM OTBOY cTp. 2
BO «Henl'V»

Conepxanue

1. Henn ocBOEHMS TUCLIUILIAHBI

2. Mecrto aucuumnnsl B ctpykrype OITOIT

3. Komnerenuuu oby4aromerocs, GopMUpyeMble B pe3yJIbTaTe OCBOSHUS TUCHUTITHHBI
(Mofty1is)

4. O0beM TUCIUTUTUHBI (MOTYJIs)

5. CtpyKTypa u coJiepKaHue AUCHUIUIMHBI (MOIYJIs)

6. @OH/1 OLICHOYHBIX CPEICTB

6.1. IlepeueHpb BUIOB OILICHOYHBIX CPEACTB

6.2. TunoBble KOHTPOJBHBIE 33JaHUS U UHBIE MAaTE€pUAIbI U TEKYILEH aTTECTalun
6.3. TuIoBbIE KOHTPOJIBHBIE BONIPOCHI U 3a4aHUs JUIsl TPOMEKYTOYHOM aTTeCTalluN

6.4. Kputepun onieHUBaHUS

7. YueOHO-MeTOaUYECKOE U UH(POPMAITMOHHOE 00€CTICUCHUE AUCITUTLITUHBI (MOTYJIs)
7.1. PekomeHyemast aureparypa

7.2. Ilepeuenb pecypcoB HH()OPMAIIMOHHO-TEIEKOMMYHUKAIMOHHOM ceTu "MuTepHer"
7.3. IlepeueHb nHPOPMALTMOHHBIX TEXHOJIOTUH

8. MaTepuanbHO-TEXHUYECKOE 00ecTieueHrne JUCIUIUTMHBI (MOTYJIS)

9. Meroaunueckue ykazaHus JIJIsi OOy4arOIIMXCS 10 OCBOCHUIO TUCIMIUIMHBI (MOTYJIs)
10. CnenuaibHble yCIOBUS OCBOCHUS AUCLUILIIMHBI 00YyUaIOIIMMUCS C UHBAJIMAHOCTBIO U
OrpaHUYECHHBIMHA BO3MOKHOCTSIMHU 3/10POBbSI
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1. HEJIX OCBOEHUMA TUCHUTIINHBI

Lenbro penoiaBaHust AUCIUTUTHHBL SBIISETCS 03HAKOMIICHHE CTYJICHTOB C COBPEMEHHBIMH CUCTEMaMHU HH()OPMAITMOHHOM
6€301aCHOCTH, OPTaHU3aMOHHBIMHI U TEXHHYECKHIMH MEPAMHU 3aIUTHl HHQOPMALNK, SKOHOMUYCCKUMH U [IPABOBBIMHU IPHHIIAIIAMH
¥X (QYHKIHOHUPOBAHUS, & TAKKE BO3ZMOKHOCTSIMHU HUCTIOIH30BAHUS METOJIOB 3aIIUThI HH(GOPMAIMHU B paboTe ¢ MHHOPMAIIMOHHBIMHU
pecypcamu B pa3IMuHbIX 00JIACTIX 3KOHOMHUKH U OM3HEca;

321)18.‘{3MI/I U3YUCHUS TUCHUIUIMHBI SIBJIAIOTCA:

1. MO3HAKOMHTH CTYACHTOB C OIIPEACIICHUEM, Knaccmbm(auneﬁ 1 XapaKTEepUCTUKaAMU PIH(bOpMaI.[PIOHHOﬁ 6630HaCHOCTI/I;

2. IO3HAKOMUTD C OPTaHU3AIMOHHBIMH H 9KOHOMHYECKUMH acIIeKTaMH paboThl ¢ HHPOPMALMOHHBIMHU PECYpCaMH 1 METOJaMHU
o1eHKH 3()(hEeKTUBHOCTH UX 0E30I1aCHOCTH;

3. nath npencrabieHue 00 0COOCHHOCTIX HH(POPMALMOHHOW 0€30IaCHOCTH, CETMEHTaX U y4acTHUKaX HH(OPMAIIMOHHOTO PHIHKA,
0COOEHHOCTSIX POpPMHUpPOBaHUS 0€30MaCHOCTH HHPOPMAIINHY;

4. paccMOTPETh OCHOBHBIE TEXHOJIOTHUECKUE TIPUHITAIIEI O€30TTACHOCTH MHPOBBIX HH()OPMAIIMOHHBIX PECYPCOB HA OCHOBE
no6ansHOU ceTH Internet;

5. paccMOTpeTh OCHOBHBIC MEXaHU3MbI 00eCTIeueHUs1 0€30ITacCHOCTH pecypcoB Internet;

PeSyJ'[I)TaTI;I O6y’{eHI/I$[ 10 JUCHUILUIMHE HAaIIPaBJICHBI HA JOCTHKCHUEC NHAUKATOPOB!:

YK-4.1 Nmeer npencrapieHre o NpaBuiiax U MPUHIHUIAX JI€JIOBON YCTHOW U MUCBMEHHON KOMMYHHUKAIIUKM HAa TOCYJAPCTBEHHOM SI3bIKE
Poccwuiickoit @enepanny 1 THOCTPaHHOM(BIX) SI3BIKE(AX)

YK-4.2 JIeMOHCTpHPYET yMEHHE OCYIIECTBIIATh JEI0BYI0 KOMMYHHKAIIUIO B YCTHON U MUCBMEHHOM (hopMax, UCTI0JIb30BATh METO/IBI 1
HaBBIKH JIEJIOBOTO OOIEHHS

VK-4.3 VImeeT HaBbIKU J1€JI0BOTO OOIEHUS Ha TOCYIapCTBEHHOM si3bIke Poccuiickoii denepanuy 1 THOCTPAHHOM(BIX) SI3bIKE (aX)

ITK-1.1. leMOHCTpUpYeT 3HAHNE OCHOB ONEPAIIMOHHBIX CHCTEM, CETEBBIX TEXHOJOTHH, I3BIKOB IPOTPAMMHPOBAHUS, 643 TaHHBIX H
TEXHOJIOTHH 00padOTKH AaHHBIX, OCHOB IPOEKTUPOBAHUS UHTEP(EHCOB, A3BIKOB U METOI0B (hOPMATIBHBIX CHEeLU(UKALINI

ITK-1.2. [leMoHCTpUpYET yMEHUs pa3padaThiBaTh CUCTEMHOE U IIPUKIAJAHOE IPOrPAMMHOI0 00ECIIeUeHHE C UCTIOIb30BAaHUEM SI3BIKOB
U TEXHOJIOTHIf IPOTPaMMHUPOBAHUS, 6a3 JaHHBIX, CETEBBIX TEXHOJIOTUH U ONEPAIIMOHHBIX CHCTEM, SI3BIKOB M METOIOB (DOPMAITbHBIX
cneunpuKanun

ITK-1.3. MeeT npakTUIECKHi OTBIT UCIOIB30BaHMS ONEPAlMOHHBIX CHCTEM, COBPEMEHHBIX SI3BIKOB MIPOTPAMMHUPOBAHHMSI, CHCTEM
ynpalieHHs 0a3aMU TaHHBIX ¥ TEXHOJOTHH 00paOdOTKH JaHHBIX, CPEICTB pa3pabOTKU MPOrpaMMHOTO HHTepdeiica

2. MECTO JUCHUIIITUHBI B CTPYKTYPE OIIOII

Huxn (pazgen) OIIOIT: K.M.03.06

2.1 TpedoBaHus K NpeABAPUTEIbHOI MOATOTOBKE 00y4YarolIerocs:

OcCHOBa TUCLUIIIIMHBI COCTOUT M3 0a30BBIX 3HAHUII MOTYyYEHHBIX U3 CIEAYIOMMX AUCIUIUINH: «[IporpaMMupoBanue»;
«OmnepanoHHble cUCTEMbI»; «ba3bl U XpaHWIUILA JAHHBIX»; « BEIYUCIUTENbHBIE CUCTEMBL, CETU U TEIEKOMMYHUKALIUIY.

OHepaHI/IOHHHG CUCTEMBI

basbl u XpaHuIMIa JaHHBIX

BeruuciaureabHbie CUCTEMBI, CETH U TCICKOMMYHUKAIIUN

[IporpammupoBanue

2.2 IucuMIIMHbI U NPAKTUKH, JUIS1 KOTOPBIX 0CBOCHHE IAHHOM U CHUILUIMHBI (MOIYJIs1) HE00X0AMMO KaK NpealiecTByloIIee:

3HaHI/I$I, TOJIY4YCHHBIC B JIaHHOM JUCHUIIIIMHE, MOTYT OBITh HCIIOJB30BAHBI JJIA HallhuCaHus BLIHyCKHOﬁ KBaJ'IPI(bHKaHPIOHHOﬁ pa60TI)I.

BrinonaHeHye U 3al1uTa BbITyCKHON KBanu(UKalMOHHON paboThl

3. KOMIIETEHIIMHX OBYYAIOIIEI'OCA, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSA JTUCITUITIJINHBI
MOoAyJisl)

YK-4: Cnoco0eH ocylecTBJISITh 1eJIOBYI0 KOMMYHHKAIUIO B YCTHOI M NUCbMEHHOI ¢opMax Ha rocyJapcTBEHHOM sI3bIKe
Poccuiickoii @eaepannu U ”HOCTPAaHHOM(bIX) sI3bIKe(aX)

© ®I'bOY BO «Yenl Yy
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3HaTh:

MOHSTHE HHPOPMALIMOHHBIX YIPO3 U UX BHIIBI, MOAXObI K OICHKE HH(POPMAIIMOHHBIX PHCKOB; OCHOBHBIC TIPHHIIHITBI
(YHKIMOHUPOBAHUS CETEi U METOIbI 00eCTICUeHUs UX OE30MacHOCTH; TPEOOBAHUS K ITOJITOTOBKE TPE3CHTAIUH, 0()OPMIICHHIO
HAYYHO-TEXHHYECKUX OTYCTOB.

YMeThb:

MIPUMEHSTH METO/IbI OLIEHKH PUCKOB HH(POPMAIIOHHOI 6€3011acHOCTH, IPUMEHSTh KOMITBIOTEP AJIs TPOU3BOJICTBA pabOT B 001acTH
3aIUTHl HH)OPMAIMK; HACTPAaHUBaTh OCHOBHEIE CPECTBA 00ECIIEUSHHSI CETEBOM 0€30MaCHOCTH; IPEACTABIIATE PE3YIbTAaThl PA0OTHI B
BUJIE CTATEH U TOKJIAI0B.

Baagers:

Hapsikamu omvicaHus BBIIBICHHBIX y}IBBHMOCTEﬁ u peKOMeHHaHI/Iﬁ 110 UX YCTPaHCHUIO

IIK-1: Bragenue HaBbIKAMH HCMOJIb30BAHUSA ONEPALMOHHBIX CHCTEM, CETEBbIX TEXHOJIOTH, COBPEMEHHBIX SI3bIKOB
NPOrpaMMHPOBaHMS, TEXHOJIOTHIi 00pPa00OTKH IaHHBIX, CPEACTB Pa3padoTKH NPOrpaMMHOro uHTepdeiica, npUMeHeHUs
SI3LIKOB U MeTOA0B (opMaNTbHBIX clenH(PUKALUIA, CHCTEeM yNpaBJeHUs: 6a3aMH JaHHBIX

3HaTb:

9TaIbl IOCTPOCHUSA CUCTEMBI 3AIIUTHI I/IHCbOpMaL[I/II/I, [TOHATHE ITOJIMTUKU 0€30I1aCHOCTH.

YMeTb:

NPUMECHATH OCHOBHBIC METOJBI U CPEACTBA obecrieueHus 0€30MaCHOCTH.

Baanern:

HaBbIKaMU HacTpoiiku 6e3onacHocTu B Windows cucreme.

B pe3yabTaTe 0CBOCHUA IUCHUIIIMHBI oﬁyqamumﬁcsl JOJIZKCH

3.1|3narth:

3.1.1|nonarue nHGOPMAIIMOHHBIX YIPO3 ¥ UX BUIBL, METOAbI 00ecHeueHus 0€30aCHOCTH

3.2|Ymern:

3.2.1|npuMeHATh OCHOBHBIE METOJIBI U CPEJICTBA OOecreueHHs: 0€30MacHOCTH

3.3|Baagern:

3.3.1|HaBbIKaMU HCITOJIL30BAHUS CPENCTB OOeciedeHns1 HHQOPMAIIMOHHOM O€3011aCHOCTH

4. OBPBEM JJUCIIMITJIMHBI (MOAY JISI)

O6wasn TpygoemMKocTb 6 3ET

YacoB o yueOHOMY Tany : 216 Buabl KOHTPOJISL B ceMecTpax:
B TOM 4HCJIC :
ayIUTOpHBIC 3aHATHSA : 12 9K3aMEeHBbI 7
caMmocTosTenbHas padora : 182
4acoB Ha KOHTPONb : 18
KOHTaKTHas pabora: 16

UKP: 4

5. CTPYKTYPA U COAEPKAHUE JUCHUIIIMHBI (MOAY JIS)

Kon HaumeHoBaHue pa3/iesioB U TeM /BUA 3aHATHS/ Cemectp | Yacos JlutepaTypa
3aHATHS [ Kvpc
Pa3nen 1. Unas konTakTHast padoTa
11 MuauBuayalbHbIe KOHCYIBTAIMH, TEKYIUi KOHTPOJb /FIKP/ 7 4 JIT.1 JI1.2J12.1 J12.2
J2.3
D4 3536
Paznen 2. Paznen 1. OcHoBbI 0e30nacHOCTH HHGOPMALMOHHBIX
TeXHOJIOT Uil
2.1 W3yuenue crienuaibHON TEPMUHOJIOTHH, UCTIOIB3YEMOH B Kypce 7 2 JIL.1J11.2J12.1 J12.2
«MupopmannonHas 6e3onacHocThy. Co3/laHrue JMYHOTO TEPMUHOIOTHIECKOTO J12.3
cnoBapsi. /Ip/ 24 55 56

© ®I'bOY BO «Henl V»
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2.2 TpeboBaHUs K CUCTEMaM U CPECTBAM 3allUThl HHYOPMAIUU OT 29 |JI1.1J11.2J12.1 J12.2

HECaHKIMOHUpPOBaHHOTO aoctyna. /Cp/ J12.3
24 35 26

Paznen 3. Pazges 2. O6ecnieyeHue 6e30nacHOCTH MH(POPMALHOHHBIX

TeXHOJIOT Ui

31 OpraHu3anuoHHas CTPYKTYpa CUCTEMbI o0ecrieueHust HHPOPMalluOHHOM 1 JI1.1J11.2J12.1 J12.2
6e3onacHocTH. O0S3aHHOCTH KOHEUHBIX MOJIb30BaTeIel M OTBETCTBEHHBIX 32 J12.3
OUB B noxpazaeneHusx. MHCTPYKIMY 10 OpraHU3aluu NapoabHON U 24 35 26
aHTHBUPYCHOM 3aumThl. OnpeneneHue TpeOOBaHUH K 3alUTe PECYPCOB.

OcHOBHBIE 3aJjaul IO/pa3/ieleHus odecreueHus! HHGOpMaLMOHHON
6e3onacHoct. Konuenius nHPOpMAIIHOHHOH 6€30MaCHOCTH OpraHU3aIluK
/JTex/

3.2 Amnanu3 crioco0OB XpaHeHHs MapoJjiel Ha caiitax. M3ydeHne MeToI0B XpaHeHHS 2 JIL.1J11.2J12.1 J12.2
naposei. I[Touck noTeHnMaILHO HeOe30MmacHbIX caliToB. be3onacHoCTh J2.3
MHPOPMAITUH B KOPIOPATUBHBIX HHPOPMAIIHOHHBIX CHCTeMax. BHyTpeHHHE 24 35 D6
yrpo3bl. 3aKOHOAATEIBCTBO B chepe HHHOPMAIIMOHHOHN 6€30I1aCHOCTH. AHAIN3
npeueaeatoB /TIp/

3.3 PazpaboTka Moaenu pa3rpaHuueHHs JOCTyIa K HHPOPMAaLUK. YTIpaBiieHHE 34 JIT.1 J11.2J12.1 J12.2
JOCTYTIOM B KOMIIBIOTEPHBIX CHCTEMaX. 3aauil KOHTPOJISI U 00ecTieueHHs J12.3
6e3onacHocTH HHpopManuK. Pa3zpymaromue nporpaMMHbIe BO3IEHCTBUS U 34 35 26
3ammra oT HuxX. Obecnedyenue nenoctnoctd napopmanuu /Cp/

Paznen 4. Paznen 3. CpencrBa 3amuthl HHpOPMAIUHU OT
HeCAHKIMOHMPOBAHHOIO J0CTYyIA

4.1 CucreMbl aBTOpU3ALNH ONIEPANIMOHHBIX cucTeM. 3ydanTs paboTy 2 JI1.1 JI11.2J12.1 J12.2
mudposaHHOH daitnosoii cucremsl EFS: ocobennoctu mudposanus, ¢ainos J12.3
1 TIAIOK, TpeIHa3HauYCHHE U paboTa areHTa BOCCTAHOBIICHHUS, CIIOCOOBI 24 35 D6
XpaHeHus Kio4eBoit nnpopmanun. /Tlp/

4.2 IIporpamMmmMHo-anmapaTHbie cpeacTBa muppoBaHus. MeTo bl pactpeiesieHus 1 30 JIT.1 JI1.2J12.1 JI2.2
XpaHEeHHUs KIII0UeBOH U naposabHoi nupopmarmu /Cp/ J2.3

24 35 36
Paznen 5. Paznen 4. O6ecnieueHue 6e30MacHOCTH KOMIBIOTEPHBIX CHCTEM U
cereit
51 YTpo3bl, yI3BUMOCTH 1 aTaku B ceTsX. CeTeBble cpecTBa 3amuThl.  /JIex/ 1 JIT.1 JI1.2J12.1 JI2.2
J2.3
24 35 36

5.2 OO0ecrieueHre 0€30IaCHOCTH MEKCETCBOT0 B3aUMOJICHCTBHS. Y JaJICHHBIC 34 JI1.1 J11.2J12.1 J12.2
CeTeBbIC aTaku. TEXHOJIOTHH MEXCETEBBIX 3KpaHOB. CHCTEMBI OOHAPYKEHHS J12.3
aTak 1 BTOpeHui. BupryanpHblie yactHble cetd  /Cp/ 24 55 26
Paznen 6. O0ecnieyeHne 6e30I1aCHOCTH BeG-pecypcoB.

6.1 OO6HapyxeHHe, KCITyaTalus 1 npeaoTBpalieHue Bed-ys3sumocteid (SQL 4 JIL.1JI1.2J12.1 J12.2
Injection: Types of SQL Injection, Different, DBMSs, Blind SQL Injection, 2.3
Cross-Site Scripting (XSS) Attacks, Cross-Site Request Forgery (CSRF) 24 35 36
Attack, Command Injection Attacks, File Injection Attacks, Session Injection
Attacks, Weak authentication and session management, Security
Misconfiguration, Insufficient Transport Layer Protection). /IIp/

6.2 Obecneuenne 6ezonmacHocTH BeO-pecypcos /Cp/ 55 |JI1.1J11.2J12.1 J12.2

J2.3
0334 3536

6. POHJ1 OHEHOYHbBIX CPEJICTB

6.1. IlepeyeHb BHI0OB OLCHOYHBIX CPeJCTB

ITpoBepka npakTUUECKOi paboTh
TectupoBanue

6.2. TunoBbIe KOHTPOJbHBIC 3a1aHUA U HHBIC MaTePUAJIbI 1JIl TeKymeﬁ aTrecranmuu

© ®I'bOY BO «Henl'V»
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[Tpumep TecToBOTO 3a1aHMUS:

1. Kakoe cBoiicTBO KoMItoHeHTa (pecypca) AC 3aKiIr0UaeTcs B TOM, YTO OH JIOCTYIICH TOJIBKO TeM CyOBhEeKTaM (TI0JIb30BATEIISM,
IporpaMMam, rporeccam), KOTOPBIM IIPEIOCTaBICHBI HA TO COOTBETCTBYIOLINE NOTHOMOYHS?

a KOH(UICHIATBHOCTD

b nenoctHoCTH

C IOCTYITHOCTb

d HeoTkazyeMocCTh

€ IOJJOTYETHOCTh

f mocroBepHOCTH

g ayTeHTUYHOCTD

2. Kakoe cBoiicTBo komroHeHTa (pecypca) AC npemnoaraer, 4To OH MOXKET ObITh MOAUMHUIIMPOBAH TOJHLKO CYyOBEKTOM, HUMEIOIIHM
JUISL 3TOTO COOTBETCTBYIOLIME IIpaBa?

a [eJIOCTHOCTh

b KOoH(UIEHIIHATBHOCTh

C IOCTYITHOCTD

d HEOTKa3yeMOCThb

€ IOJJOTYETHOCTD

f nocroBepHOCTD

g ayTeHTHIHOCTh

3. Kakoe cBoiicTBo koMIOHEHTa (pecypca) AC 03Ha4aeT, YTO UMEIOIIUI COOTBETCTBYIOLINE OTHOMOYHS CyOBEKT MOXKET 0€3 0COOBIX
po06JIeM MOIyYHTh CBOEBPEMEHHBIH JOCTYI K HEOOXOIUMOMY KOMITIOHEHTY CHCTEMBI?

a JIOCTYIHOCTb

b KOoH(UIECHIIMATBHOCTh

C LIEJIOCTHOCTh

d HEeoTKa3yeMoCTh

€ OAO0TYETHOCTh

f mocroBepHOCTD

£ ayTEeHTUYHOCTh

B xozne o0y4eHus: TucuuIuIMHe 00y4aroIuiicst JOJDKEH BBINOIHUTE HA0Op 1a00paTOPHBIX/MPaKTHYECKUX PadoT.

1. H3ydeHue cnenuaibHON TEPMHHOJIOTHH, HCIIONB3yeMo# B Kypce « H(bopMarmonHas 6e3onmacHoCcThy. Co3naHue JIMYHOTO
TEPMHHOJIOTUYECKOTO CIIOBapsI.

2. Amnanm3 crioco0oB XpaHeHHs mapojeil Ha caifrax. M3ydeHue MeToJ0B XpaHeHHs Tapoiieid. [Ionck moTeHnuaabHO HeOe30ITacHbIX
caiiTos.

3. bBe3omacHocTh HHGOpPMALMK B KOPHOPAaTHBHBIX HH(POPMAIIMOHHBIX CUCTEMax. BHYTpeHHUE yrpo3blL.

4. 3axkoHOJATeNnbCTBO B chepe nHPOopMaIMOHHOM Oe30MacHOCTH. AHAIIN3 TIPEIECICHTOB.

5. CucTeMBl aBTOpU3AIUH ONEPAIIMOHHBIX CHCTEM.

6. Usyuuts paboty mudpoBanHoH QaiinoBoii cucrembl EFS: ocobennoctu mudpopanus, (ailyioB 1 nanok, npejHa3HadYeH1e U
paboTa areHTa BOCCTaHOBJICHHS, CIIOCOOBI XpaHEHHUs! KITIOUEBOH HHPOPMALIUH.

7. OOHapyxenue u dkcruryatanus ysspumoctd SQL Injection: Types of SQL Injection, Different DBMSs, Blind SQL Injection
8. OGHapyxenue u 3kciutyaranus yszsumoctu Cross-Site Scripting (XSS) Attacks

9. O6HapyxeHune u dKkcIuTyarauus ys3sumoctu Cross-Site Request Forgery (CSRF) Attack

10. OGnapyxeHue u dkcruTyaranus ys3sumoctd Command Injection Attacks

11. O6napyxenue u skciuryaraus ys3sumoctH File Injection Attacks

12. OGHapyxeHHe U SKCILTyaTalus ysa3BUMocTH Session Injection Attacks

13. OGHapyxeHue U 9KCIUTyatanus ys3suMmoctd Weak authentication and session management

14. OOGHapyxeHHE U dKCIuTyaTaius ys3BUMocTH Security Misconfiguration

15. O6uapyxeHue u sKciutyararus ys3sumoctu Insufficient Transport Layer Protection

6.3. TunoBbie KOHTPOJIbHBbIC BONIPOCHI U 3alaHUA JIsA l'lpOMe?l(yTO‘-lHOif'l aTreCTaluu

ITpumepHBIE BONPOCH! TECTOBOTO 3alaHUsL:

UTo U3 epeyrcIeHHOro He JOHKHO OTPaskKaThesl B TIOJIUTHKE HHGOPMALMOHHON 0€30IIaCHOCTH NPEaIPHATHSA?
a. ey 3aIuThl “HGOopMalru

b. Kakue pecypcsl OUIEKAT 3aIUTe

C. OT KaKHX YIpo3 3allHIAI0TCs PECypChI

d. KTO HECET OTBETCTBEHHOCT 3a 3ALUIIEHHOCTh PECYPCOB

€. CTOUMOCTb 3alUIAEMBIX PECYPCOB

f. chepa neficTBUS MONMUTHKH
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g. TIOpsI0K HHGOPMHUPOBaHUS 00 HHIIUACHTAX

h. Kakue JOKYMEHTHI JOMOJHSIOT IOJUTHKY O€30IIaCHOCTH
i. OpraHU3aIys B3aUMO/ICHCTBHUS 3alIHIIAEMbIX PECYPCOB
j. Huuero u3 npeicTaBieHHOTO

KoMmruteke anmapaTHBIX WM MIPOTPAMMHBIX CPEICTB, OCYLIECTBILIFOIINN KOHTPOJIb U (QHIBTPALMIO IPOXOIAMIINX Yepe3 HEro CeTEBBIX
MIAKETOB B COOTBETCTBUH C 33JaHHBIMH NIPAaBUIIAMH, 3TO?

a. MeXKCeTEeBOU IKpaH

b. cucrema oOHapyXeHHUs aTak

C. aHTUBHPYCHOE CPEJICTBO

d. cpencTBa KOHTPOJIS OCTYMA U AYyTEHTU(PUKAIIHN

Kakue MexceTeBble SKpaHbl IPOBEPSIOT (AKT, UTO MakeT sBisgeTcs 6o 3anpocoM Ha TCP-coenunenue, mubo npeacTaBiiseT JaHHbIE,
OTHOCSIINECS K Y’KE YCTAaHOBICHHOMY COSIMHEHHUIO, TH00 OTHOCUTCS K BUPTYaTbHOMY COCIHHEHHUIO MEKIY ABYMS TPAHCHOPTHBIMHA
YPOBHIMU?

a. MeXKCeTeBbIe YKPaHbl YPOBHS COCANHEHHS

b. MexkceTeBble 3KpaHbl IPUKIAJHOTO YPOBHS

C. MeXKCeTeBbIe YKPaHbl ¢ JHHAMUUECKON (QUIbTpanuel maKkeToB

d. MexceTeBble SKpaHbl HHCIEKIIUU COCTOSHUI

€. MeXKCeTeBbIe YKPaHbl YPOBHS spa

6.4. Kputepuu oneHuBaHus

ITpu cobecenoBaHNM BEIAEIIAIOTCS KPUTEPHH, IO KOTOPBIM OIIEHHBAIOTCS 3HAHUS yJAIIIXCS.

OTMeTKa «OTJIIMYHO)» CTaBUTCS B TOM CIIydae, €CJ [0 ABYM U3 TPeX KPUTEPUEB OTBET OLICHUBAETCS «OTIMYHO» U I10 OJHOMY — Ha
«XOPOLIOM.

OTMeTKa «XOPOLIO» — €CIU N0 ABYM KPUTEPUSAM — HE HIKE «XOPOILO» U [0 OJJHOMY «yIOBIETBOPUTEILHOY.
OTMeTKa «yJOBJIETBOPUTENIBHO» — €CIIH 110 JBYM KPHUTEPHUIM HE HIXKE «YAOBIETBOPUTEILHO» U II0 OAHOMY —
«HEYJIOBJIETBOPUTEIILHO.

OTMeTKa «HEYIOBIETBOPUTEIBHO» — E€CIIH IO IBYM U 00JI€€ KPUTEPUAM «HEYHOBICTBOPUTEIHLHON.
Kpurepun:

BrnaneHue NOHATHHHBIM alapaToM

Brnanenue dakTuueckuM MaTepHaIOM 110 TEMe

Jloru4HOCTb U3JI0KEHHUS MaTepUaa.

Kaxayro mpakTadeckyto padoTy MOKHO 3a4eCTh, eCIIH:

1 - O6yuaromuiicst: cBOOOTHO OPHEHTHPYETCS B TEPMHUHOJIOTHH; CIIOCOOEH PUBECTH MPUMEPHI; CBOOOIHO MOXKET OTBETUTH HA
JIOTIOJTHUTENEHBIE BOIIPOCHI.

2-15 - O0yyarommuiics: CBOOOJHO OPUSHTHPYETCS B MaTepHalle TEMAaTHKH; BIIaJIeeT HaBBIKaMH HACTPOHKH O€30MaCHOCTH; MOXKET
aHAITM3UPOBATh MH(QOPMAIIMIO U IPHHUMATD PEIICHUS; CBOOOTHO MOXKET OTBETHTH Ha JOTIOJIHUTEIBHBIC BOTIPOCHI.

Orenka Tecra:

HaGpanHnast cymMa 0aiuioB - OlleHKa
Menee 60 - HeyJOBJIETBOPUTEILHO;
60-75 - yIOBIETBOPUTEIHHO;

76-90 - xopomo;

91-100 - oTyin4HO.

HTorosas orieHKa KOHBEPTUPYETCS B 5 OAIBHYIO CUCTEMY:

HaGpanHnast cymMa 0aiuioB - OlleHKa
Menee 60 — HEyJOBIETBOPUTEIHHO;
60-75 — y10BJI€TBOPUTEIIBHO (3a4€T);
76-89 — xopomio (3auer);

90-100 — oTnimuHO (3auer).

TpeboBanus (KpUTepHAIbHBIE TOKA3aTENN) K YPOBHAM OCBOCHUS MPOTPaMMBbI TUCLUIIIIMHBI BO BTOPOM CEMECTPE M3YUSHHUS
JIUCLIUTUINHBI
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«OTIHYHOY (5) — CTYACHT l"J'IyGOKO 1 IIOJIHO BJIAaACCT COACPIKAHUEM yIIC6H01"0 MaTepurajia; yMECT CBA3bIBATh TCOPUIO C HpaKTHKOﬁ,
pemacT MUKPOIKOHOMHUYCCKUE 3a1a9r, TCOPECTHICCKUE BBIBOAbI IIOATBEPKAACT IIPUMEPAMHU, (baKTaMI/I, JaHHBIMU HAaYYHBIX
HCCHC}IOBaHHﬁ; OCYHIECTBIIACT MEKIIPEAMETHBIC CBA3H, ITPCIOKCHUS. I[enaeT BBIBO/JIBI JIOTUYHO, YETKO. ScHo n KpaTKO u3jiaract
OTBCTHI Ha ITOCTAaBJICHHBIC BOIIPOCHI; YMECT 000CHOBBIBATh CBOH CYXICHUA U HpO(I)eCCI/IOHa.IIBHO' JIMYHOCTHYIO IMO3UIUIO 110
nu3jlara€Momy BOIIPOCY. OTBET HOCHUT CaMOCTOSITCIIBHBIMN XapakTep.

«Xopoio» (4) — OTBET CTY/ICHTa COOTBETCTBYET YKa3aHHBIM BBILIE KPUTEPHUS, HO COJIEPKAHUE OTBETA NMEET OT/IeNIbHbIE HETOYHOCTH
(HecyIecTBEeHHbBIE OLTHOKK) B U3JI0KEHUH TEOPETUIECKOTO U MPAKTHYECKOTO MaTepHana, OTIINYaeTCsl MEHbIIEH 00CTOSTEBHOCTRIO,
rI1yOHMHOM, 000CHOBaHHOCTBIO U TIOJIHOTOM; IOMYIIEHHbIE OMINOKHM UCIPABIISIOTCS CTYJEHTOM MOCIIE JIOTIOJHUTEIbHBIX BOIIPOCOB
9K3aMeHaTopa.

«Y I0BJIETBOPUTEIHHOY (3) — CTYJCHT OOHAPYKHUBACT 3HAHUE U MIOHUMaHHE OCHOBHBIX TIOJIOKEHHI y4eOHOro MaTepHaia, Ho u3jaraer
€ro HEMOJIHO, HEMOCIIEI0BATENbHO, JOMYCKAET HETOYHOCTH U CYILIECTBEHHBIE OIIMOKY B ONpeJIeICHUH OHATHH, (OPMYITHPOBKE
TIOJIO’KEHHUH, He TIPUBJIEKAeT JJIs apryMEHTAIMH OTBETa OCHOBHBIE TIOJIOKEHHUS HCCIIEJOBATENbCKIX, KOHIETITYalIbHBIX U
HOPMATUBHBIX JIOKyMEHTOB, HE yMeeT 000CHOBATH CBOM CY)XJCHHS; HAOJII0JaeTCsl HApYILIEHHUE JIOTHKH U3J10KeHust. OTBET OTIINYaeTCs
HU3KHM YPOBHEM CaMOCTOSITETIEHOCTH, HE COJEPIKUT COOCTBEHHOM MPO(eCcCHOHANBEHO- IMYHOCTHOH MO3UIIHH.

«HeynoBneTBopuTensHO» (2) — CTYASHT UMEET pa3pO3HEHHEIE, OeCCHCTEMHBIC 3HAHUS: HE YMEET BBIACISTh TJIaBHOE U
BTOPOCTEIIEHHOE; OITyCKAeT OIIMOKU B OTPEIEICHIH OHATHH, POPMYITHPOBKE TEOPETHUECKHX MTOJIOKEHUH, UCKaXKACT UX CMBICT; HE
OpPHEHTHPYETCS B HOPMAaTHBHO-KOHIIETITYaJIbHBIX, IPOrPAMMHO-METOINUECKIX, HCCIEI0BATEIbCKIX MaTepraliax, 0eCIIOpsI09HO 1
HEYBEPEHHO M3JIaraeT MaTepuall; He yMEeT COCMHATh TEOPETUUYECKUE MTOJIOKEHHUS C IPAKTUKOM; HE YMEET IPUMEHSTh 3HAHUS JUIs
000CHOBaHUS U 00BICHCHHS (HAKTOB, HE YCTAHABIMBACT MEXKIIPEIMETHBIC CBS3H.

7. YHEBHO-METO/JMYECKOE H HHOOPMAIIMOHHOE OBECIIEYEHUWE JTUCHUIIJIMHbBI (MOLY JIS)

7.1. PexoMeHnyemasi 1utepaTtypa

7.1.1. OcHoBHas aUTEpaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue WzparensctBo, ron| Pecypc
JI1.1 |llaserun B.O. KomrekcHas 3aimuTa HHPOPMAIMK B KOPIOPATUBHBIX CHCTEMAX: Mockaa : 9BC
yueOHoe ocobue Wznarenbckuii
(https://znanium.com/catalog/document?id=389857) Jlom "®OPYM",
2022
JI1.2 |Xopes II. b. IIporpammMHo-annaparHas 3anmra vHbpopManuu: yaeonoe mocobue [Mocksa : OO0 9BC
(https://znanium.com/catalog/document?id=397282) "HayuHo-
H30aTENbCKUHU
uentp MHOPA-
M", 2022
7.1.2. lonoHuTEIbHAS TUTEPATypa
ABTOpBI, COCTaBUTEIH 3arnaBue WzparensctBo, ron| Pecypc
JI2.1 |T'onukos A. M. Konuposanne n mm¢pposanue napopmanuu B cucremax cssizu. Yacts[Mocksa : TYCVP, OBC
2. Hludpposanue: yaeOHOE MOCOOHE IS CIICIHAIUTETA: 2016

210601.65paarosneKTpOHHBIE CUCTEMBI U KOMIUIEKCHI. KypC JEKLHUH,
KOMIIBIOTEPHBII NpPaKTUKyM, 3aJaHH€ Ha CaMOCTOSATEIbHYIO

paboty
(https://e.lanbook.com/book/110225)

JI2.2 |TonukoB A. M. Konmuposanwe n mmpposanue nHPopMaImu B cucremax cBs3u. Yacts|Mocksa : TYCVYP, 3BC
1. Koguposanue.: yueGHOe mocobue s CreuaInTeTeTa: 2016

210601.65 panno3neKTpoHHbIE CHCTEMBI U KOMIUIEKCHL. KYpC JIEKLIUA,
KOMIBIOTEPBIH MPAaKTUKYM, 3a/IaHHE Ha CAMOCTOSTEIIbHYIO paboTy.
(https://e.lanbook.com/book/110240)

J12.3 |Bbepmxecc O. HckyccTBEHHBLI HHTEIUIEKT - I Ballero Ou3Heca: pyKoBoACTBO 1o [Mocksaa : 9bC
OLICHKE U IPHMEHEHUIO HaTennexTyanpHa
(https://znanium.com/catalog/document?id=387328) st Jlutepatypa,

2021

7.2. Ilepeyens pecypcoB HH(POPMALMOHHO-TeJIeKOMMYHHKAIUOHHOM ceTH ""UHTepHeT"
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01 |Hayunas snexrponHas 6u6auorexka eLIBRARY.RU» - pazaen "XKypHaisl OTKpbITOro gocTyna"
(https://elibrary.ru/projects/subscription/rus_titles_free.asp)

32 |ExuHOe OKHO J0CTyMa K 00pa3oBaTeNbHbIM pecypcaMm - denepanbHas HHPOPMAIMOHHAS CUCTEMA OTKPBITOTO JIOCTYIIA K
HMHTErPAIbHOMY KaTaJloTy 00pa30BaTeIbHBIX HHTEPHET-PECYPCOB M K AJIEKTPOHHOM OMOJIMOTEKE YUeOHO- METOAMYECKUX
MaTepuasoB Ui BCceX YpOBHEil 00pa3oBaHHUs: TOMIKOIBHOE, 001IIee, CpeHee MPodheCcCHOHANTBEHOE, BBICIIEE,
nononHuTenbHoe. http://window.edu.ru

93 HeKTOpI/IYM - HpOCBeTI/ITeHLCKI/IfI IIPOCKT: MAaCCOBBIC OTKPLITHIC OHHaﬁH-KprLI, OTKpLITBIﬁ BHUJICOAPXUB J'IeKI_II/Iﬁ BY30B Poccun
https://www.lektorium.tv

94 |JTanb [DnekTpoHHbIH pecypc] : anekTporHo-0nbmmoreunas cuctema (OBC) / uznarenscto Jlans http://e.lanbook.com

35 [IOpaiiT [DnexTpoHHbI pecypc] : anekTpoHHo-0ubmmoreunas cuctema (ObC) / uznarensctBo FOpaiit.  https://urait.ru/

D6 |Znanium.com [DnekTpoHHBIN pecypce] : AneKTpoHHO-O0ndIHoTeuHas cucrema (ObC) / Hayd. anekTpoH. 6-ka
http://znanium.com/

7.3 Ilepeuenb HHGPOPMALIMOHHBIX TEXHOJIOTHIA

7.3.1 [IporpaMmmHoOe oGecnieueHue

LMS Moodle

1O Kaspersky

7.3.2 IIpodeccnonaibubie 62361 JTAHHBIX U HHGOPMALHOHHO-CIPABOYHbIE CHCTEMbI

1. Hayunas snexrponnas 6ubimorexka eLIBRARY.RU (https://elibrary.ru/defaultx.asp?) eLIBRARY.RU : HayuHast s5eKTpoHHAs
6ubnmoTeka : caift. — Mocksa, 2000 — . — URL: https://elibrary.ru. — Pexxum goctyma: s 3apeructpup. noiab3osateneii. — Texer :
3JIEKTPOHHBIN.

2. HaumonanbHas snexkrponHas 6ubnuoreka (HOB) (https://rusneb.ru/) HaunonansHas snekrponHas 6ubnmorexa (HOB) :
00BEeTMHEHHBIHN JICKTPOHHBII KaTanor (oHI0B poccuiickux 6nbmuoTek : caiit. — URL: http://H36.pd. — Pexxum noctyna: u3
YUTAIbHBIX 3a710B Oubanorexyu Yenl'Y. — TekcT : 21eKTpOHHBIH.

3. Ilpesunentckas 6ubnuoreka (https://www.prlib.ru/) TIpesnnentckas 6nbimoTexa : 3leKTPOHHas HALMOHANbHAS OHOIHOTEKA : CaliT
/ ®I'BY Ilpesunénrckas 6udnmoréka nmern b. H. Enprpna. — CankrllerepOypr, 2009 — . — URL: https://www.prlib.ru/. — Texer :
3JIEKTPOHHBIN.

4. CnpaBouHo-npaBoBas cucreMa «KoncynprantIlmocy (http://www.consultant.ru/) Koncynsrantllntoc : cipaBouHO- paBoBast
cucTeMa : 6a3a maHHBIX / PerroHambHBIHN eHTp npaBoBoit nHopManun MHopMIpaBo. — Mocksa, 1992 — . — Pexxum nocryma: n3
YUTAIBHBIX 3a7I0B ONOIMOTEKH. — TEKCT : 3JICKTPOHHBIH.

8. MATEPHAJIbHO-TEXHUYECKOE OBECIIEYEHHME JUCHUIIJIMHBI (MOAY JIs1)

Jlns peanuzanvy JUCHUIUIMHBI HCTIONB3YIOTCS y4eOHbIE ayIUTOPHH ISl IPOBEICHUS 3aHATUH JEKIMOHHOTO TUIIA, 3aHATHH
CEMUHAPCKOr0 THUIA, TPYNIOBBIX U HHAUBUIYaIbHBIX KOHCYIbTAlUH, TEKYLLIETO KOHTPOJIL U IPOMEKYTOUHOM aTTECTAlUU, a TAKKe
MIOMENICHUS AJIsl CAMOCTOSATENbHON paboThl. YueOHbIe ayANTOPUH YKOMIUIEKTOBAHbI CIIEIUATN3UPOBAHHON MEOEIbIO U
TEeXHUYECKUMU CPEJCTBAMU O0yUEeHUS: JOCKa, IapThl, MyIbTUMEAUIHOE U ayanoobopynoBanue. s NpoBeAeH s 3aHATUI
JIEKLIMOHHOTO THIIa IpeIaraloTcss Habophl IEMOHCTPAMOHHOTO 000PYIOBaHUS U Y4eOHO- HAaTTSIIHBIX TOCOOMH: u(pOBLIe
o0pa3oBaTenbHEIE PECYPCHI, a TAKXKE UCTIONB3YeTCs MIEPEHOCHOE 1 / WM CTAaIl[IOHApHOE MYyIbTHMEUITHOE 000pyIoBaHHe (3KpaH,
HOYTOYK, IPOEKTOP, KOJIOHKH). [l CeMUHAPCKUX 3aHATHH MCIONB3YIOTCS ayAUTOPUH OCHAIIEHHbBIE 0OBIYHOI JOCKOM, mapTamy,
HEPEHOCHBIM MYJIbTUMEAUMHBIM U ay1H0000pyI0BaHUEM (B caydae HeoOxoaumocTH). [lomenenus sl caMoCTOATENbHON paboTh
00y4JaroIuXCsl OCHAIIEHB! KOMITBIOTEPHON TEXHUKON ¢ MOAKIIOUeHHeM K ceTd "MHTepHeT" 1 o0ecriedeHreM JOCTya B 3JIEKTPOHHYIO
MH(POPMAOHHO-00pa30BaTENbHYIO CPEy YHUBEPCHTETA.

9. METOAUYECKHUE YKA3ZAHUSA IJIAA OBYYAIOIIIUXCA ITO OCBOEHUIO JUCHUIIIMHBI (MOY JIS)

VYcmenrHoe u3yveHne Kypca TpedyeT oT 00yJaronixcst MOCEIEHHS JIEKIUi, aKTHBHON pabOoThI Ha CeMUHAPaX, BBITIOJHEHHUSI BCEX
yueOHBIX 3aJaHuil PEnoIaBaTelis, 03HAKOMIICHHS ¢ 0a30BBIMU YUCOHUKAMU, OCHOBHOM U JIOTIOJTHUTENBHOM JUTepaTypoil. 3anuch
JIeKIMU — OJ1HA U3 (hOPM aKTHBHOH pabOTHI CTYICHTOB, TPeOYIOIIast HABBIKOB H YMEHHS KPATKO, CXeMAaTHYHO, II0CIICIOBATEILHO H
JIOTHYHO (PMKCHPOBATh OCHOBHBIE MTOJIOKEHUS, BEIBOIBI, 0000111eHMsI, hopMmynupoBku. [Tocaenyroiias pabota Hajl TEKCTOM JICKIIUN
BOCKpELIACT B IAMSTH €€ COJIepIKaHKe, TIO3BOJISICT PAa3BUBATh IKOHOMUYECKOE MBIIIUICHHE. B KOHIIE TEKIUK NPENoAaBaTeb OCTABIISET
Bpemst (5 MUHYT) AJIsL TOTO, 9TOOBI CTYACHTHI HMEJIH BO3MOXKHOCTD 33/1aTh YTOYHSIOLINE BOIPOCHI 10 H3y4aeMOMY MaTepHaiy.
OCHOBHBIM METOJIOM OOYUYCHHUS SBJISETCS CAMOCTOSTENbHAs pa0d0Ta CTYACHTOB ¢ Y4eOHO-METOAMYSCKUMHU MaTepUallaMy, HAyIHOH
nuTepatypoil. [Ipu n3y4eHnn ANCHHUIUTHHBI HEOOX0JMMO H3yIHTh BOIPOCHI, KOTOPBIE MIPEI0JaBaTelb BBIHEC HA CAMOCTOSTEIIEHOES
n3ydeHue, ObITh TOTOBBIM K OOCYXICHUIO 9THX BOIIPOCOB. JIUCKyCCHsI — KOJUTEKTHBHAs (hopMa YCTHOTO
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npeacrasieHus nHpopmanuu. OObIYHO AUCKYCCUIO TOTOBHUT OJMH WJIM HECKOJIBKO YEJIOBEK, MPEICTABISIONINX OCHOBHBIE BOIPOCHI
TeMbI ¥ TOUKH 3peHus. OcTalbHble Y4aCTHUKH AUCKYCCUU BBICKA3bIBAIOT CBOM MHEHHUS U CYXKAEHUs. JIUCKYCCHUIO OPTaHU3yeT
BeAYIIMH (Jalie npenoaBareib) B 0053aHHOCTh KOTOPOTO BXOIMT IPEIOCTABICHHUE CIIOBA Pa3HBIM YYaCTHUKAM, CACPKUBaHUE
SMOIMOHANIBHBIX PEAKIMH YIaCTHUKOB H IO/IBEICHHE UTOTOB 00CYKACHHS.

K npomexxyrouHo# aTTecTanuu He0OX0JMMO TOTOBUTHCS LIEJICHANPABICHHO, PETYIISPHO, CHCTEMAaTHYECKH U C TIEPBBIX THEH 00y4eHUs
o nanHoi nuctmiuinHe. [Tocse aToro y oOyuaromerocst JODKHO COPMHUPOBATHCS YETKOE MpeJCTaBlIeHrue 00 00beMe U XapaKkTepe
3HaHUI U YMEHHH, KOTOPBIMH Hago OyIeT OBIaJeTh Mo AucuumuinHe. CHCTeMAaTHIeCKOe BHIOTHEHHE YUeOHOH padoThI Ha JEKIHUAX U
CEMHMHAPCKUX 3aHATHSIX ITO3BOJIUT YCIIEIIHO OCBOUTH JIUCIMILIUHY.

B cnyvae mpumeHeHus mpu 00y4eHUH AUCIUIUINHEI QIEKTPOHHOTO O0YYeHHs, AUCTAHIMOHHBIX 00pa30BaTEeNbHBIX TEXHOIOT U
oOuieHue 00yJaromuxcs 1 NperojaBaTeis OCYIECTBISIETCS B PEKUME peabHOro BpeMeHH (OHIaiH-JIeKIH (BeOUHApHI), YaThl,
BUICO-KOH(EPEHIINH U JIP.) WK OTIO0KEHHOTO BPEMEHH (CHCTEMa AUCTAaHIIMOHHOTO 00ydeHust Moodle, hopymbl, 31eKTpOHHAS TIOYTA
u 1p.).

Bonpryio yacTh BpeMeHH 00yJaromuecs CaMOCTOSTEIEHO paboTaloT ¢ yIeOHO-MeTOqMIeCKUMH MaTeprainaMi. CTyJeHTHl HMEIOT
BO3MOXHOCTh KOHCYJIbTHPOBAThCA C MPENOIaBaTesIeM 0 BCEM BONPOCaM, BOSHUKAIOIIMM B X0OJI€ CAMOCTOSATENLHOM PabOThI
IIOCPEJICTBOM 3JIEKTPOHHOM ITOYTHI, COUAIBHBIX CETEH U T.II.

Joctyn obyuaromerocst K yaeOHbIM pecypcaM B PeXXUMeE OTJIOKEHHOTO BPEMEHH, CAMOCTOSTENbHON PaboThl OCYLIECTBISIETCS Yepes3
ceTb MIHTEepHET B yIOOHOM IJIsl HETO MECTe, BPEMEHHU H TeMIIE.

[Tpu 0Gy4eHun 1Ll C OTPAHUYECHHBIMH BO3MOXKHOCTSIMU 37I0POBBSI SJIEKTPOHHOE 00yUeHHe, TUCTaHIIMOHHbIE 00pa30BaTeIbHbIC
TEXHOJIOTHH TIPEIyCMaTPUBAIOT BO3MOXKHOCTD IpHeMa-niepead MHGOPMAIK B JOCTYITHBIX I HUX (hopMax.

Peanm3zanust JUCUUILTUHEI C IPUMEHEHUEM DJIEKTPOHHOTO 00y4YeHUs, TUCTAaHIIMOHHBIX 00pa30BaTeNbHBIX TeXHOJIOTHH (nanee — D0,
JOT) ocyriecTBisieTcs Ha OCHOBaHUH «I10JI0KEHHS O peati3aii OCHOBHBIX U JIOTIOJHUTEIBHBIX 00pa30BaTEIbHBIX IPOTPAMM C
MIPUMEHEHUEM DJIEKTPOHHOTO 00yUYEeHHUs M JUCTAaHIIMOHHBIX 00pa30BaTeNIbHBIX TEXHOJIOTHH B (heaepabHOM rocy1apCTBEHHOM
OIO/DKETHOM 00pa30BaTEIbHOM YUPEKICHUH BEICIIET0 00pa3oBaHusl « HeIsIOMHCKHUI TocyJapCTBEHHBIN YHUBEpCHTETY, «IlomokeHus
0 MOps/IKE 3a4eTa 00YJaIOIIUMHUCS [0 OCHOBHBIM PO(ECCHOHAIBEHBIM 00pa30BaTeNIbHBIM IPOrpaMMaM BBICILIEr0 00pa30BaHUs B
OI'BOY BO «Uenl'Y» pe3yabTaToB OCBOCHHUS B OPTaHU3AIUAX, OCYIICCTBIISIONINX 00pa30BaTeIbHYIO IEATEIBbHOCTD, YIEOHBIX
MPEMETOB, KypCOB, TUCIUIUIMH (MOIYJel), NPAKTHK, JOMOJHUTEILHBIX 00pa30BaTEIbHBIX MPOTPAMM IIOCPEACTBOM IEKTPOHHON
uHpOpMaIMoHHO-00pa3oBarenbHol cpeibl PTBOY BO «Uenl'Vy». B uckimountenbHbIX ciydasx (hopc-Makop | T.I1.) MpH
peanu3zanuu 00pa3oBaTesibHOU AesaTenbHOCTH ¢ npuMeHeHneM D0, JIOT MoryT npuMeHsTh KOMIIOHEHTBI, HE BXOISIINE B IEPEYCHb
ANIEKTPOHHON MH(POPMAIIMOHHO- 00pa30BaTeIbHON CPEIbl.

10. CHEIIMAJIBHBIE YCJIOBUA OCBOEHUA JUCHUIIIMHBI OBYYAIOIIUMHUCSH C THBAJIMJIHOCTBIO 1
OI'PAHMYEHHBIMHA BO3MOXHOCTSIMHU 31I0POBbSA

OcBoeHHe TUCHUILIMHBI MHBAIMAAMH H JIMLIAMU C OTPAaHUIEHHBIMH BO3MOXKHOCTSIMU 3JJOPOBBSI OCYLIECTBISIETCS C HCIOIb30BaHIEM
CHELHATbHBIX TEXHUYECKUX CPEACTB M HH(OPMAIMOHHBIX TEXHOJOIUl, MPEeNOCTaBIIeMbIX PecypcHBIM y4eOHO-METOAUIECKUM
LEHTPOM II0 OOYYSHHIO WHBAJIHIOB M JIUI C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 310poBbs Yenl'V mo 3ampocy oOydaromerocs
(MO6I/IJ'IBHBIG CIICIUAJIBHBIC TEXHUYCCKHUEC CPEACTBA [JId JIML C HApPYUWCHUAMU 3PCHUSA U C HAPYIICHUEM CJyXa, aCCUCTHBHBIC
HH(GOPMALMOHHBIE TEXHOIOTHH).

IMpu HeoOXomuMOCTH Iy OOYYAalOLUIMXCSA C HapyLICHUSIMU 3peHHs Ha padodyuMx MecTaxX OISl NMPOBEACHUS NMPAKTHYECKUX WU
NabOpaTOPHBIX 3aHATHI yCTaHABIMBAETCS CIENUaJbHOE MPOrpaMMHOe obecriedeHHe (MporpamMMa pedeBOd HaBUTAIMHU, pPeUYeBbIC
CHHTE3aTOPbI, SKPaHHBIE JIYIIBI).

B yueOHbIe ayquTopun o0ecredrBaeTCsl OSCIPEISITCTBEHHBIA JOCTYI ISl OOYYarONIMXCsl ¢ MHBATUIHOCTBIO M C OTpaHHMYCHHBIMU
BO3MOXHOCTAMH 310POBbA. B Ka)K}IOﬁ ayaIuTopuu, rac O6y‘{a}OTCH WHBAJIUABI U JIMa ¢ OTPaAaHUYCHHBIMH BO3MOXXHOCTAMM 310POBbBA,
MPEyCMaTPUBAETCSI COOTBETCTBYIOIIEE KOJTUIECTBO MECT JUTS O0YUAIONIUXCS C YIETOM HAPYIISHHH UX 310POBbSL.

Jnst ocBOGHWS TUCUUILIMHBI MHBATUIAM W JIMIAM C OTPAaHWYECHHBIMH BO3MOXKHOCTSMH 3IOPOBBSI MPEIOCTABILIETCSl JOCTYI K
MeYaTHBIM HCTOYHUKAM, UMEIOIMMCS B Hay4yHOH Oubnmnoreke Yenl'Y, ¢ MOMOLIBIO CHEHUATBHBIX TEXHHYECKHX CPEJICTB; JOCTYI C
MOMOIIBIO CMENUATBHBIX TEXHHYECKUX M MPOTPAMMHBIX CPEINCTB K 3JEKTPOHHBIM HCTOYHHMKAM, TPEICTaBICHHBIM B (opme
3JIEKTPOHHOTO JJOKYMEHTa B (hoHe Hay4yHOI Onbnnorexku Yenl'Y unu 351eKTpOHHO-OMOIHMOTEYHBIX CHCTEMAX.
Y4eOHO-MeTOIMUeCKHEe MaTepHabl ISl 00yJaronIuXcsl U3 YKCIa UHBAIUAOB U JIUI C OTPAHUYCHHBIMH BO3MOXKHOCTSIMH 37I0POBbS
NPpeaOCTaBJIAIOTCA B cbopMax, aJalTUPOBAaHHBIX K OI'PAaHUYCHUAM UX 3J0POBbs U OCO6CHHOCT${M BOCTIpUATUSA I/IH(i)OpMaLU/II/I.

J11s1 THBAJIMIIOB M JIUII C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3710POBbSl OCBOCHUE IUCHUILTHHBI MOXKET OBITh YaCTUYHO KU MOJTHOCTHIO
OCYIIECTBIICHO C UCIIOIb30BaHNEM AUCTAHIMOHHBIX 00Pa30BaTENbHBIX TEXHOIOTHH.

Ilpu mnpoBeneHWH MPOMEKYTOYHOW AaTTECTAIMU MO JHMCLMIUIMHE OOYYAIOIIMMCS C WHBAIUIHOCTHIO W C OTPaHUYCHHBIMHU
BO3MOKHOCTSIMH 3JIOPOBbsI OOEclieuMBaeTCs 10 WX 3asiBICHHUIO NPEIOCTABICHHWE B AOCTYIHOH (opMme B 3aBHCHMOCTH OT HX
WHIUBHUAYaJIbHBIX OCOOCHHOCTEH WHCTPYKIMH O MOPSIKES MPOBEACHHS MPOMEXYTOYHOM aTTECTAllMd, OLUCHOYHBIX CPEICTB U
BO3MOXXHOCTH OTBETOB Ha 331aHus (MMCbMEHHO Ha Oymare, HAa0Op OTBETOB Ha KOMITbIOTEpE, MUCbMEHHO mpudTom bpaiins, ¢
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HCTIOJIb30BaHUEM YCIIYT aCCUCTEHTA, YCTHO).

ITpu npoBeeHNN NPOLETYPHI OLICHUBAHUS PE3YIbTATOB 00YYESHHUSI HHBAJIMIOB U JIUI] C OTPAHUYEHHBIMH BO3MOXXHOCTSIMHU 310POBbS
MIpeyCMaTpHUBaETCs KCIIONIb30BaHue NpeaocTaBieHHbIX Yenl'Y nim coOCTBEHHBIX TEXHUYECKHX CPEJCTB, HEOOXOIUMBIX UM B CBSI3H C
WX MHIUBUAYAILHBIMH 0COOEHHOCTAMH. IIpy HEOOXOMAMMOCTH MHBAJIUIAM U JIMIAM C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3[JOPOBbBS
MIPEJOCTABISIETCS TOTIOJHUTENBHOE BpeMs JUIsl MTOATOTOBKM OTBETA Ha 3a/laHMsl, IIPOLEeaypa OLIEHUBAHUS Pe3yJbTaTOB 00y4YEHHUSs 110
JIUCHUIUIMHE MOKET MTPOBOJUTHCS B HECKOJIBKO ATAIOB.
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