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Kagenpa xomnbroTepHOii 6€30MaCHOCTH U IPUKJIAAHON aireOpsl

DU

DOH/T OIIEHOYHBIX CPEICTB 110 AUCIHUILTHHE «AIMHHHCTPHpOBaHUe LiNUX  3amuTa myOIMIHBIX CITYKO»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnenpamm3anuy Ne 1 «Ananu3 6e301acHOCTH KOMITBIOTEPHBIX CHCTEM»

Bepcust noxymenra - 1

cTp. 3

IlepBelii 3x3eMILIAP

KOITHA Ne

1. MACHOPT ®OHJIA OHEHOYHbBIX CPEJACTB

Crnemmansaocth 10.05.01 KommbrorepHast 6€301acHOCTb.

Crneunanuzanus Ne 1 «Anann3 6€300aCHOCTH KOMITBIOTEPHBIX CUCTEM.
JlucuuminHa: AIMAHACTPApPoBaHue LiNUX | 3ammTa MyoJJHIHBIX CJIYKO
Cemectp (cemectpsl) u3yuenus: 8,9 cemecTpsl.
dopma (popMbl) IPOMEKYTOUHOM ATTECTAIINN:
3a4eT 8 ceMecTp, 3a4eT ¢ OLeHKON 9 cemecTp.
Hcnonp3yercs 6anipHO-pEHTHHIOBAS CUCTEMA ISl OLIEHUBAHUS PE3YJIbTAaTOB.

2. HIEPEYEHb ®OPMUPYEMbIX KOMIIETEHIIUI
2.1. KomnereHMH, 3aKpeIUIéHHbIE 32 THCIUTIUHOM

N3yuenne

U CIUTUINHBI

«AZIMUHHACTPUPOBAHUE

Linux wu 3ammura

MyOJUYHBIX CITY>KO0» HaIpaBleHO Ha (POPMUPOBAHUE CIIEAYIOIIUX KOMIIETEHIIUN:

Koabl
KOMIIeTe Coaep:xanue
HIUH KOMIIeTeH Ui
HNHanKaTopsI JOCTHKEHUS Ilepeyens MIAHHPYEMBIX Pe3yJbTATOB
cOorJIacH COTJIACHO
0 DrOC ®roC koMnetreHuuu corjiacio OINOII 00y4YeHHsl N0 JUCHUILIUHE
(oon (omor11 BO)
BO)
1 2 3 4
VK-4 Cnocoben VK-4.1. Obnanaer 3HaHUIMA 3HaTh:
MPUMEHSTh 0COOEHHOCTEH U MPaBHII JINIHOH U — OCHOBHBIEC TCPMHHBI K PEUYCBBIC
COBPEMEHHBIE npodeCCHOHATIBHOMN YCTHOM U 000pOTHI, yrioTpeossiromuecs B chepe
KOMMYHHKATHB | MHCbMEHHON KOMMYHHUKAIIUH, B TOM KOMITBIOTEPHBIX TEXHOJIOTHH.
HbIE JrcIie Ha HHOCTPaHHOM (bIX) s3bIKe(ax). Ymers:
TEXHOJIOTUH, B YK-4.2. lemoHCTpHpYET yMEHHE — COCTaBJISITh TEKCTHI M COOOIICHUS C
TOM YHCJIC Ha MPUMEHSTh COBPEMECHHBIC OMUCAHUEM TEXHOJIOTMICCKHUX U
MHOCTPaHHOM(bI | KOMMYHUKATUBHBIC TEXHOJIOTHH JUIs MIPOTPAMMHBIX XapaKTEPUCTHK
x) si3p1ke(ax), aKaJeMI9IeCKOTO B MPOPECCHOHATBHOTO | pa3pabaThIBaeMBIX MIPOIAYKTOB.
IS B3aUMOJECICTBUS B CUTYallul YCTHOU U Bnaners:
aKaJeMUYeCKOT | MICEMEHHON KOMMYHHKAIIUH, B TOM — IMETh HAaBBIKU BepOaIbHOM
ou YKCIIe Ha MHOCTPaHHOM (bIX) si3bIKe(ax) KOMMYHUKAIIH HA TEXHUIECKOM
npodeccronansy | YK-4.3. FiMeeT HaBBIKHM aKaJeMAYSCKOTO | HHOCTPAHHOM SI3BIKE.
HOTO 1 PO(heCCHOHAILHOTO B3aNMOICHCTBUS,
B3aMMOJICICTBY | B TOM YHCJIE HA HHOCTPAHHOM(BIX)
51 s3pIKe(ax).
OIIK-12 | CnocobeH OIIK-12.1 3HaeT NpUHIMIBI TOCTPOSHUST | 3HATS!
AJIMUHUCTPUPOB | COBPEMEHHBIX OIEPAIIMOHHBIX CHCTEM M | — OCHOBHBIC ITOHSATHS OIICPAI[HOHHBIX
aTh 0COOEHHOCTH UX MTPUMEHCHHS, CHCTEM M UX 3aIHTHI;
OIEpallMOHHBIC | MPUHIIMITEI Pa3pa0dOTKH CIICIUATEHOTO — OCHOBHBIC TIOHSTHS, OCHOBHEIC
CUCTEMBI U MPOTPAaMMHOTO 00ECTICUCHHH, AITOPUTMBI XpaHEHUS U 00pabOTKH
BBINOJTHATH MPEIHA3HAYCHHOTO IS IPEOIOTICHHUS nmanHbix OC;
paboTHI MO 3alIUTHl COBPEMEHHBIX OMEPAI[IOHHBIX — OCHOBHBIC CTaHJAPTHI M aITOPUTMEI
BOCCTAHOBJICHH | CHCTEM C UCIIOJIb30BAaHHEM UX repeavu TaHHbIX,
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Maremaruueckuii Gpakynsrer

Kagenpa xomnbroTepHOii 6€30MaCHOCTH U IPUKJIAAHON aireOpsl

DOH/T OIIEHOYHBIX CPEICTB 110 AUCIHUILTHHE «AIMHHHCTPHpOBaHUe LiNUX  3amuTa myOIMIHBIX CITYKO»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnenpamm3anuy Ne 1 «Ananu3 6e301acHOCTH KOMITBIOTEPHBIX CHCTEM»

Bepcust noxymenra - 1

cTp. 4

IlepBelii 3x3eMILIAP

KOITHA Ne

10
pabdoTocnioco6H
OCTH
NPHUKIAIHOTO U
CHCTEMHOTO
OPOrpaMMHOTO
obecrieueHus

HEJIOKyMEHTHPOBAHHBIX BO3MOKHOCTEH;
OCHOBHBIC TTPHHIIHIIBI
KOH(QHUTYPHPOBAHUS I
aJIMUHNACTPHPOBAHHS OIEPAMOHHBIX
CHCTEM.

OIIK-12.2 Ymeer pa3pabaTbiBaTh
CHCTEMHOE M NPUKJIJHOE IIPOrpaMMHOE
obecrieueHne s MHOT033/1a4HBIX,
MHOTOIIOJIb30BATEIbCKUX U
MHOTOIIPOIIECCOPHBIX CPEJ, a TAKXKE IS
cpex ¢ nHTEpdEcoM, YIpaBIIeMbIM
COOOIICHNAMHY; IPUMEHSITh OCHOBHBIC
METOJIBI IIPOrPAMMHUPOBAHHS B
BEIOpaHHOH OTIEpallHOHHOU Cpeje.
OI1K-12.3 Bianeer HaBBIKAMU
CHCTEMHOT'0 IIPOTPaMMHUPOBAHHS;
HaBBIKAMU Pa3pabOTKH CUCTEMHBIX U
MPUKJIAIHBIX IPOTPaMM,
oOpamnaromuxcs K oneparuoHHON
CHCTEME C IOMOIIBI0 CUCTEMHBIX
BBI30BOB.

— OCHOBHBIC aKTyaJbHbIE MOJICNH aTaK.
YMmeTs:

— MCIOJIb30BATh ATOPUTMBI T€HEPAIHH,
XpaHEHU U PACHpPEICICHUS KITIOUCH;
— IIPOEKTUPOBATh U HCIIOIb30BaTh
CHCTEMBI JJIEKTPOHHOI 1T poBoii
MIOJIITHCH;

— IPUMEHATH Ha MPAKTUKE aJlTOPUTMBI
yIpaBIEHUs] OTKPHITHIMU KITIOYaMU.
Bnanets:

— OCHOBHBIMH METOAAMHU
aAMUHHUCTpUpoBaHus U HacTpoiiku OC u
ceTell mepenauu;

— anropuTMamMu (HOpMHUPOBAHHMS XeIl-
(GyHKUIHH,;

— MHCTPYMEHTaMU 00ecreyeHust
0e301acHoi paboTHI B CETH HHTECPHET;
— METOJ0JIOTUE IPUMEHEHUS
0e30IMacHbIX IMyOIUYHBIX CITYXKO;

— METO/IaMH yIpaBJICHUS KII0OYaMH B
CHCTEMax C OTKPBITHIM KIIOYOM,;

— HHCTPYMEHTaMU 00eCTIeUeHUS
0e30macHO paboThI B CETH HHTEPHET.
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DOH/T OIIEHOYHBIX CPEICTB 110 AUCIHUILTHHE «AIMHHHCTPHpOBaHUe LiNUX  3amuTa myOIMIHBIX CITYKO»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnenpamm3anuy Ne 1 «Ananu3 6e301acHOCTH KOMITBIOTEPHBIX CHCTEM»

Bepcust noxymenra - 1 cTp. 5 IlepBelii 3x3eMILIAP KOITHA Ne

3. COAEP) KAHUE OLEHOYHBIX CPEJCTB I10 JUCHUIIJIMHE

3.1 Bubl OleHOYHBIX CPEICTB

Kon
KOMIIeTeHI]
uu / HaumeHoBaHue
HaunmeHoBaHnue
Ne JIaHupye Kontposiupyembie Tembl/ OILIEHOYHOTO CPeJICTBA Ha
OLIEHOYHOTO CPeICTBA JIIsI N
n/n Mble pa3iennl MPOMEKYTOUHO M
TEeKYyIIero KOHTPOoJIs
pe3yJabTar arrecrauuu/Ne 3a1anus
bl
o0yueHus
OIIK-12 Pazmen 1. JlaboparopHas padora Ne 1-4 | BamaHus g 3adera
YK-4 AMHUHUCTpPUpPOBaHUE
omneparonubix cucrem (OC)
OIlIK-12 Paznen 2. JlaboparopHas padora Ne 5-8 | Bompoch k 3a4ety ¢
YK-4 AJIMUHUCTPUPOBaHUE U OLIEHKOM
3aIuTa NyOJIUYHBIX CITYKO

TunoBple 3aJaHWs, KPUTEPUM M IIOKA3areld OLECHWBAaHUS B pPaMKax
TEKyUIEr0 KOHTPOJIA TMpPEACTaBICHbl B pabodeil mnporpamMMe JUCHUILIUHBI
(Momyns). TlomHBIE KOMIUIEKTBI ~ OIICHOYHBIX CPEACTB W KOHTPOJBHO-
M3MEpPUTEIBHBIX MAaTEPUATIOB XpaHATCS Ha Kadeape.
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Bepcust noxymenra - 1 cTp. 6 IlepBelii 3x3eMILIAP KOITHA Ne

3.2. Coz[epmanne OLICHOYHBIX CPECIACTB

3.2.1. Cnucok J1a00paTopHbIX padoT:

1 Hamwmcare ckpunt Ha s3eike Python2, koTopeiii Oyaer mapcuTh JIOTH
aBropuzanmu  cMm. (¢aiin /var/log/auth, Ha mTOMBITKM HATUYKUS OMIKUOOYHBIX IOIBITOK
aBTopM3anuu. 3amuceiBarh B (aiin /var/log/auth2.log monyueHHble maHHBIE B (opmare:
UMsI_TI0JIb30BaTeNs - ipajgpecc. P.S. UCTOIb3yeM PEryJsIpHbIC BHIPAKCHHS.

2 C nomorisio logrotate HacTPOUTH POTAIHUIO JIOTOB, JIOTH JOKHBI POTHPOBATHCSI
pa3 B JICHb WJIH [IpU MpeBbIleHne pa3mepa ¢aitna 1Mb, cwm. /etc/logrotate.conf
3 Hanwmcarp ckpunt Ha s3eike Python, kortopeiii Ha ocmoBe Xml-gaiina c

OIMCAaHUEM 30H, OyZeT co3laBarh (aibl 30H s aeMoHa bind9, u nobasisaTe uHGOPMAIHIO O
30He B KoHpwuryparuoHubiii ¢aiin /etc/bind/named.conf.local [lns ympomiennss MOXHO
obpabarbiBath 3anucu tumna: SOA, A, CNAME, MX, NS. Crpykrypy xml ¢aiina npomxymars
camum. [locie co3maHusi 30HBI, HEOOXOIUMO MPOBEPUTH MPHIOJHOCTh KOH(UIYpaIMOHHBIX
(¢aiisioB, HampuMmep, ¢ moMoulbl0 Komauabl '‘'named-checkconf -z", ckpunrt nomkeHn eé
BBIIIOJIHUTB CaM, U BBIBECTH WH(OPMAIHMIO O YCIHEHMIHOM/HEYCIICIIHOM BBIMOJHEHUH 3arpy3KH
UHPOPMALIUH.

4 MoaudunupoBars ckpunt echo_Server2.py, CKpUOT JO/DKEH: 3alpalinBarh
JIOTHH | 1apoJib (1Mo aHamoruu ¢ SSh); mucarh BCe COOBITUS YCIEIIHBIX/HEYCIICITHBIX TOMBITOK
asropusanuu B l0g-daiin, /var/log/script.log, B mor ¢aiin K0KHBI HCATHCS JOTHH, Hapojb U
Ip-azipec KIMEHTa, KOTOPBIA MpoOoBan moakmounThes. Hactpouts fail2ban, utoObr on
obpabareiBan /var/log/script.log, u mpu AOCTHXEHUM 5 HEYAaYHBIX MOIMBITOK ABTOPHU3AIUH,
fail2ban nomxen 3abanuTh Ip-agpec MOAKITIOUABIIETOCS KIHEHTA.

5 Yeranoska DNS cepsepa BIND9 1 BcmomoratenbHbIX YTHITUT.

6 Asterisk. MySQL. YcranoButs Asterisk, namicars mian Habopa. [1pu 3BoHKe Ha
7700110. J[lomkHa TPOMCXOIUTH MpPOBEPKAa HAIWYMA 3apETUCTPUPOBAHHBIX HOMEPOB,
YCIIOBHBIX ormepatopoB (Homepa wumeroT mnpedukc 9, Hampumep 901, 910). Ecnmm Her
3aperuCTPUPOBAHHBIX ONEPAaTOPOB, TO 3amuchiBaeM B MYysQl coObiTHE O TOM 4YTO KJIHMEHT
3BoHWI. B BJl JODKHBI comepkaThes: AaTa 3BOHKA, KTO 3BOHMWI. Eciim ecTh XOTS Obl OJHMH
CBOOOJIHBIN OMeparop, TO HEOOXOAMMO MMOMECTHTh BBI30OB B oueperb. (cM. komanay Queue),
JUIL  3BOHSIIETO JIOJDKHA BOCHPOM3BOAMTHCS My3bika (music on hold), u crparerus
pacnpesieneH s BEI30BOB 0 OIlEepaTopam J0DKHA OBITh - 3BOHUTH BCEM.

7 Apache + DNS. VYcranoButs Apache u Bind9, ckondurypuposars 30HY
kb.localnet. O6si3atensHO Hanmuuue nomena Www.kb.localnet - mpu mombiTke g0oCTymNa Ha 3TOT
xocTeiiM depe3 Opaysep, AopkeH oTBedarh Apache, Apache moskeH 3anmpoCcHTh aBTOPU3AIUIO
nonp3oBarens. Jloctyn k http - nmomken orpanmumBarbcs cpexnctBamu iptables, mroObie
noneiTkr goctynma kK 80 m 53 mopry momkHBI JtorupoBarbes (cpeactBamu iptables). Redis,
Python. Ha nByx MmammnHax yctaHoBHTh RediS, HacTpOWTH pEIIMKALMUIO TaHHBIX MEXITY
cepBepamu, IOCTYNl K TOPTY pearca JO0JDKEH OBbITh TOJBKO Y COCEIHEro cepBepa WU
localhost'a. C momomipro Python, Hanucars CKpUNT, KOTOPBIH MO3BOJUT MPOTECTUPOBATH BPEMSI
3anick B redis, N - Koi-Ba JaHHBIX. HANPHMEp, YHUKAIBHBIN_KJIHOY -> ciydaiiHas CTpOKa.
Hamucare ckpwur, KOTOpbId OyaeT MPOW3BOAMTH aBTOpPHU3AIMIO Mojb3oBareneil. T.e. Oymer
CIyIIaTh COCJMHEHUS, TPH KOHHEKTE K HEeMy, MepefaeTcs JOTMH W Mapojb, CKPHIIT
oOpaimaercs B redis, eciii HAXOIUT BEPHYIO Mapy JIOTHH M Mapoiib, TO BO3BPAIIAET COOOLICHUE
success, ecnu He HaxoauT - 1o failed.
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Bepcust noxymenra - 1 cTp. 7 IlepBelii 3x3eMILIAP KOITHA Ne

8 Asterisk, Redis. YcranoButp Asterisk, Redis. PeamusoBarh 1uian Habopa,
KOTOPBIH TO3BOJIMT OCYILIECTBIIATh BBI30BbI BHYTpH arc (Hampumep, ¢ Homepa 901, momkHa
ObITh BO3MOXKHOCTh 1M03BOHMTh Ha 904). [lpu 3BOHKE JOKHA OCYIIECTBISITHCS 3aIHCh
pa3roBopoB. JOMKHBI OBITH OTAEIBHBIC SKCTCHBI, KOTOPBIC MO3BOJIAT 3BOHUTH HA YCIIOBHBIC
MEKIyTOpOHIE HOMEpA, COTOBBIC, 4Yepe3 pasiu4yHble aruTHUKU(SIP-mupel). MHbopMamo o
TOM 4epe3 Kakoi Sip-mup. HeoOxomumo ocymiecTBIsITh 3BOHOK, HY)KHO XpaHuTh B Redis, u
OCYyIIECTBIATh K HUM JocTyn ¢ nomouibto AGI/FastAGI ckpunra. Hanpumep, ¢ Homepa 901
X0THUM 103BOHUTH Ha 83512250000, ans Toro 4toObl y3HATH Yepe3 KaKO arjHUK 3BOHUTH,
Bei3biBaeM AGI ckpunrt, kotopslii oOpamiaercs B Redis, B koropom Oyaem HaxoauThes htable, B
KOTOpOM OyaeT HamucaH koj ropoaa 351 u annmHuk, Hanpumep gatewayl.

3.2.2. Cnincok 3a1anmii k 3auety (8 cemectp):

Hactpoutb MexceTeBoi 9kpaH (MHIMBUIyalbHbIC BADHAHTHI HACTPOUKH).
Hacrpowuts cepBep HT TP (uuauBuIyanbHbIC BADHAHTBI HACTPOUKH).

Hactpouts cepsep DNS (vHauBHya IbHbBIC BAPUAHTBI HACTPOIKH).

Hactpouts orpannuenue nocryna no |IP-agpecam.

Hactpouts nocrossnHoe VPN-coenunenne Mexay cepBepamu.
3apeructpupoBath B karamore LDAP  00BekT, HaWTH  OOBEKTHI
YZIOBJIETBOPSIOIINE 33AHHBIM KPUTEPHUSIM.

OO, WN

3.2.3. Cnucok TeopeTHYeCcKNX BOMPOCOB K 3a4eTy ¢ oleHKoii (9 cemectp):

1 OcHoBbl IP-cTeka (uHTepdeiic, MapmpyT u TaOIUIAa MapUIpyTH3alUH,
COCIUHEHUS).

2 DNS-nacrpoiika u ynpasienue cepepom DNS, peanuzarms 3o DNS.

3 SMTP - Hactpoiika u ympasineHue cepBepoM SMTP, n3yueHue mnporokona
SMTP.

4 HTTP — mnactpoiika u ympaBieHnue cepsepomM HTTP, konTpons nocryma,
usyuenue npotokosa HT TP, m3yduenne u ocBoerne CGl u SUEXEC, BUPTYaTbHBIC KaTaJIOTH.

5 [Tpuniuns! pyHkmonupoBanust VPN-pemenmii

6 PasseprriBanue PKI (co3nanue u padora CA, *KU3HEHHBIH UK cepTuduKara)

7 Hactpoiika MexCceTeBbIX JKPaHOB

8 Vropasnenne  HTTP-cepBepom  (OCHOBHBIE — XapaKTEPUCTHKH,  METOIbBI

ayTeHTH(UKAIMU 1 00ecTieYeH s KPUIITOrpagpuIecKon 3aIuThl)
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4. MMOPAJOK NMPOBEIEHUA U KPUTEPUU OLEHUWBAHUA
MMPOMEXYTOYHOU ATTECTAIIUUN

4.1.

HOpﬂIlOK IMPOBECACHUA l'[pOMe)KyTO‘IHOﬁ arrecranmumu

B paMKax 3a4€Ta CTYIACHT MpcAyIarac€rCd BbIIIOJIHUTL 3aJaHHuC, OLICHHBACMOC B

20 0am10B.

B pamkax 3aueTa ¢ OIIEHKOH CTyA€HTaM MpeajaraeTcs 2 BoIpoca, KaKIbli U3 KOTOPBIX
oneHuBaercs B 15 0ayuios.
Jlig moaBeieHNs UTOra CyMMUpYIOTCs Oajlibl ceMecTpa U 3ayeTta. B TeueHun cemectpa
npoBouTcs 1o 4 nadbopaTopHble pabOTHI 10 OJHOMY U3 PacCMaTPUBAEMBbIX Pa3/leoB, KOTOphIE

OCYILECTBJISIIOT CPE€3 3HAHUWA 10 OCHOBHBIM IOHATHSM,

OIpCACIICHUAM M 3aJjadaM.

MakcumanbHOE KOJIMYECTBO OallsIoOB 3a jabopaTopHble paboThl B omgHoM cemectpe — 20.
JIOTIOJIHUTEIPHO OIICHMBACTCS aKTHBHAs paboTa Ha JIa0OpaTOPHOM 3aHITUU (MakCUMyM 5

6aJIoB 3a cemecTp).

CBojHasi Ta0uIMIA peliTHHIA yenieBaeMocTH (8 cemectp)

Ne | TlepeyeHb KOHTPOJIBHBIX MEPONIPUATHIA MakcumanbHOe KoJI-BO 0aJ1710B
B ceMecTpe
1 | JJaboparopHas padota (8 cemectp) 4x5=20
2 | AkTuBHas paboTa Ha JaOOPaTOPHBIX 5
3aHATUAX
3 | 3auer 20
Uroro: 45
Caonnas Tabumia peiiTunra ycnesaemoctu (9 cemecrp)
Ne | TlepeyeHb KOHTPOJIBHBIX MEPONIPUATHIA MakcumanbHoOe KoJI-BO 0217108
B cemMecTpe
1 | JJaboparopHast padota (9 cemectp) 4x5=20
2 | AkTuBHas paboTa Ha JJabOPaTOPHBIX 5
3aHATUSIX
3 | 3auer c oneHKoU 2x15=30
Uroro: 55

4.2. Kpurepuu OnleHUBAHUS MPOMEKYTOYHOMH aTTeCTAIUHN N0 BUIAM
OLIEHOYHBIX CPEICTB.

4.2.1 Kputepun oueHMBAHUSA 3a1aHUA VIS 3a4eTa
MaxkcumaiibHbIN 0aJu1 3a 3amadue i 3adera — 20 0asuios.

Or1auuHo/3aureno/17-20
0aJ1J10B

Xopomuro/3aureno/13-16
0aJ110B

VI0B/IETBOPUTEILHO/324T
eno/10-12 6ajiioB

HeynoBaersopureabuo/ne
3a4yTeno/0-9 6ay10B

OOy4Jaromuiicss OTIIMYHO
3HAET MaTepHall, MIOHUMAET
TEPMHUHOJIOTHIO
aJIMAHUCTPUPOBAHUS

OO0yJaromuiicst XopoIo
3HAET MaTepHall, IOHUMACT
TEPMHUHOJIOTHIO
aJIMUHUCTPUPOBAHUS

OO0yJaromuiics 3HaKOM ¢
MaTepHajoM, BIaJieeT
TE€PMUHOJIOTUEH
aJIMUHUCTPUPOBAHHUS

OOy4Jaromuiics He 3HaeT
OCHOBHBIX MOJIOKEHUH
BOIIpOCA, HE
OpUEHTHUPYETCS B
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Linux. O6y4arornuiics
NPAKTHYECKU HE JIOMyCKaeT
OLIHOOK.

Linux.
OOyuaromuiics 1omycKaer
HC3HAYUTCIIbHBIC 0HII/I6KI/I.

Linux.
OO0yuaromuiicst omyckaeT
(akTHYCCKUE OMIHOKH.

OCHOBHBIX MTOHATHSIX,
U3JaracT MaTepua ¢
TPYAOM, C TPYOBIMU
(haKTHYECKAMH OMINOKaMH,
100 OTKA3bIBAETCS OT
OTBETOB Ha BOMPOCHI.

Bricokuii ypoBeHb
OCBOEHHSI IPOBEPSIEMBIX
KOMIIETEHIUI

CpemHmii ypoBeHBb
OCBOEHHSI TPOBEPSIEMBIX
KOMIIETEHIIUH

ba3oBrlii ypoBeHb
OCBOEHHSI TPOBEPSIEMBIX
KOMIIETEHIUI

Henocratounslii ypoBeHb
OCBOEHUSI IPOBEPSIEMBIX
KOMIETEHIUH

4.2.2 Kputepuu olileHUBAHUSA TEOPETHYECKOT0 BONPOCA /ISl 3a4eTa ¢ OleHKOi
MakcumanbHbIN 0ajul 3a OTBET HA TEOPETUYECKUI Bonpoc — 15 6aos.

Oriauuno/3aureno/13-15
0aJ1J10B

Xopomo/3aureno/10-12
0aJ1i10B

YioBJI€TBOPUTEIBHO/324T
eHo/7-9 6annoB

HeynoBierBopurenbHo/H
e 3auteno/0-8 6ayioB

OO6yyaromuiicst OTIITHIHO
3HAET MaTepHall, IOHUMAeT
TEPMUHOJIOTHIO
aJMUHUCTPUPOBAHUS
Linux. O6y4atomuiicst
MIPaKTUYECKH HE JOMYCKaeT
OLINOOK.

OO0yuaromuiicss XopoIIo
3HAET MaTepHall, TIOHUMAeT
TEPMHHOJIOTHIO
aJIMUHUCTPUPOBAHHUS
Linux.

OO6yuaromuiics 1oImycKaeT
HEe3HAYUTENbHbIC OIIUOKH.

OO6yuaromuiicst 3HaKOM C
MaTepHasoM, BIasieeT
TEPMUHOJIOTHEN
aJIMAHUCTPUPOBAHUS
Linux.

OOyuaromuiics 1omyckaer
(bakTHYECKUE OIIHOKH.

OO0yuarommuiics He 3HaeT
OCHOBHBIX MOJIOKCHUH
BOIIpOCa, HE
OpPHEHTHPYETCS B
OCHOBHBIX MOHSITHSIX,
n3jaraeT Marepual ¢
TPYAOM, C TPYOBIMU
(haKTHYECKUMU OIIMOKAMH,
100 OTKa3bIBAETCS OT
OTBETOB Ha BOIIPOCHI.

Bricokuil ypoBeHb
OCBOCHHSI IPOBEPSAEMBIX
KOMIIETEHITUH

Cpennuii ypoBeHb
OCBOEHUSI TPOBEPSEMBIX
KOMITETEHIIUH

ba3zoBrlii ypoBeHb
OCBOCHHUSI ITPOBEPSIEMBIX
KOMIIETEHITUHA

Henocratounslii ypoBeHb
OCBOCHHSI IPOBEPSAEMBIX
KOMIIETEHITUH

4.2.3. Kpurepum oueHUBaHUs J1a00opaTopHoii padoThl

JlaGopatopHasi paOOTHI BBINOJHIETCS Ha JIOOOM JOCTYIHOM CTYAEHTY S3bIKE
IIPOrpaMMHUPOBAHUSL.
Ouenka OTanvHo/3a4TeHO Xopomio/3auteno | YnosierBopureibHo | HeynosierBopuresb
[3auTeHo HO/He 3a4TeHO
Banasl 5 famioB 4 panna 3 dasa 0-2 panna
Kpurtepuu Pa6ora BemonueHa B | Pabora BrimonHeHa B | Pabota BeimonHeHa u | PaboTa He

CPOK, O0yYaromuncs
OTJIMYHO 3HAET
Marepual, yMeer
aHATM3UPOBATH
podIIeMy B MOXET
rpamMoOTHO
ITPOKOMMEHTHUPOBATH
BBITIOJIHEHHYIO

pabory.

CPOK, 00yJaroIuics
XOPOIIO 3HAeT
Marepual, yMeeT
aHaTM3UPOBATH
po0JIeMy 1 MOXKET
MPOKOMMEHTHPOBATh
BBINOJHEHHY IO
pabory.
OO6yuaromuiics
JIOIyCKaeT
HE3HA4YUTEIbHbIC
OIIINOKH.

c/1aHa IO3/IHee, YeM
MIPEAIONaraioch,
oOy4Jaronuiics 3HaeT
Marepuai, yMmeer
aHaJIM3UPOBATh
npoOnemy, HO
JIOIyCKaeT
(baxTHUeCKue
OIIHNOKH.

BBINOJIHEHA, JTHOO
oOyyJaromuiics He
MOJKET OTBETHThH Ha
KOHTPOJIEHBIC
BOIIPOCEHI, HE
OpUCHTUPYETCS B
OCHOBHBIX MTOHSTHSX,
u3JIaracT Marepua ¢
TPYIOM, C TPYOBIMH
(akTHIeCKUMU
omnoOKaMH, JIHOO
OTKa3bIBACTCS OT
OTBETOB Ha BOIPOCHI.
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KOMIETEHIIUI

4.3. Pe3yabTarbl = NPOMEKYTOYHOW  aTTecTAlMM M  YPOBHHU
chOopMHUPOBAHHOCTH KOMIIETCHIIU A

[Ipy mMoOABENCHMHM WTOTOB  YYHMTBIBAIOTCSA PE3yJbTaThl TEKyIIEH aTTECTAI[WH.
[Tony4yeHHBIE 3a TEKYIIYIO aTTECTAIMIO OaJUIbl CyMMHUPYIOTCS ¢ OajulaMu, MOJIYYCHHBIMH 32
KaX/IbIi ATAll IPU IPOXOKIACHUU MPOMEXYTOYHON aTTECTAIINH.

J1s 3avera.

0-22 6aIoB — BBICTABJISACTCS HE 3aYTCHO»

oT 23 0aJUIOB M BBIIIE — BBICTABIIACTCS «3aY4TECHO»
Jluist 3adera ¢ OIEHKOM:

0-27 6am1oB — HEYAOBJIECTBOPUTEIHHO (2);

28-35 6a/mioB — yI0BACTBOPUTENIBHO (3);

36-45 6amtos — xopomio (4);

46-55 6amnoB — otiinuno (5).

OCoOEHHOCTH TIPOBEJCHUH MPOIIEIYPhl OIIEHUBAHUS PE3YIbTaTOB 00YUCHHS HHBAIH/IOB
U JIMIl ¢ OTPaHMYEHHBIMH BO3MOKHOCTSMH 3I0POBbS 0003HA4YeHbI B paboueil mporpaMme
JIMCITUTLTHHBI (MOTYIIsN).

YpoBHU chOPMUPOBAHHOCTH KOMIETEHIINH OMpeNesIeTcs CIeayoIUM 00pa3oMm:
1. Bsicokuil ypoBeHb c(pOPMUPOBAHHOCTH KOMIIETEHIIUI COOTBETCTBYET OLIEHKE OTIIMYHO!
- mpeanonaraeT (GOpMHUpPOBaHME KOMIIETEHIMH Ha BBICOKOM YpPOBHE, T'OTOBHOCTh K
CaMOCTOATENILHON MPOECCUOHABHON JeSITEIbHOCTH;
- CTYIEHT CHOCOOCH 3aHMMAThCsl aMUHKCTpUpOBaHueM Linux.
2. CpenHuit ypoBE€Hb COOTBETCTBYET OLIEHKE XOPOILIO:
- npeanosaraet GpopMUPOBaHNE KOMIIETEHIMI Ha 060jee BBICOKOM YpOBHE: (hopMUpYeETCs
KOMILJICKCHOE 3HAHUE OCHOB aIMHHUCTPHpOBaHus Linux;
- CTYOGHT CIOCOOEH /JaBaThb pa3BEpHYTbIE OTBETHI HA TEOPETUYECKHE BOMIPOCHI
JUCLUIIJIMHBI HA YPOBHE HE HMXKE OLIEHKH «XOPOILIO».
3. ba3oBblif ypoBeHb COOTBETCTBYET OLICHKE YIOBJIETBOPUTEIHHO:
- mnpeanonaraet GopMUPOBaHUE KOMIIETEHIIUI HA HA4YaJIbHOM YpOBHE: 3HAHHE OCHOBHBIX
TIOJIOXKCHU I a]MUHUCTpUpOBaHUs Linux;
- CTYIGHT CIOCOOEH JaBaTb OTBETbl HAa TEOPETHUECKHE U TPAKTHUYECKHUE BOIPOCHI
JUCLHUIIJIMHBI HA YPOBHE HE HUXKE OLIEHKH <y OBJIETBOPUTEIBHO.
4. Hu3skuii ypoBeHb COOTBETCTBYET OIICHKE HEYIOBIETBOPUTEIHHO.
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CneuuansHocts 10.05.01 KomnblorepHas 0e30nacHOCTh

Cnenuanuzanus Ne 1 «AHaau3 0€30MaACHOCTH KOMIIBIOTEPHBIX CHCTEM)

@oH/1 OLIECHOYHBIX CPEACTB M0 JUCHHUILINHE «AIMUHUCTpUpoBaHue Linux u 3amuTa nyoIM4HbIX
CILYKO»

2026 rox Habopa, ouHasi popma o0yueHus

@oH/I OLIEHOYHBIX CPEACTB TUCHUILIUHBI (MOAYJIs) 0100PEH U PeKOMEHI0BAH:

ITpopekTop o yueOHOH paboTte yTBepxkaeHo 27.02.26 A.A. CanamaToB
Y4eHBIM COBETOM MaTeMaTHYeCcKoro (pakyipreTa

ITporoxon 3aceqanus Ne 8 ot 19.02.2026

[Ipencenarens YdeHoro coBera

MareMaTH4ecKoro (akynpTeTa COIJIaCOBAHO A. C. CxopblHUH
3acenanuem kadgeapbl KOMIbIOTEPHOH 0€30MACHOCTH M NPHUKJIAAHOM anredpbl

ITporokon 3acenanust Ne 08 ot 14.02.2026

3aBenyromui kapenpoi COITIaCOBaHO A. H. Pyuaii

ABTOD (COCTaBUTEIIH) A. H. Pyuaii

CTpykTrypa ¢oHI0B OLIEHOYHBIX CPEICTB COOTBETCTBYET npukasy pekropa @®I'BOY BO «Heal ¥V» ot
27 centsiops 2022 Ne573-1



