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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pa6ouast porpamMma JUCHUILTHHBL " A IMUHECTpUpOoBanue LinuX u 3amura nyGaudHbIX ciryk6" [0 HAMpPaBICHHUIO
noxaroroBk (creuansrocty) 10.05.01 "KommnbrotepHast 6e30macHOCTh' HAaPaBICHHOCTH (PODIIIIO) CHeHaTH3aHs cTp. 2
N 1 "Anammus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Uen'V»

Conep:xanue

1. Ilenun 0cBOEHUS TUCUUTLINHBI

2. Mecto muctmmuinabl B ctpykType OITOIT

3. Komnerenmuu obyyarorierocs, GopMupyeMble B pe3yiabTaTe OCBOCHHUS UCIUILTAHBI
(Momyst)

4. O0beM JUCIHUILIAHBI (MOJTYJIS)

5. CTpykTypa u copepikaHue UCIHUILTHHBI (MOTYJIs)

6. ®OoHJ OLIEHOUHBIX CPEJCTB

6.1. [lepedueHpb BUIOB OLIECHOYHBIX CPECTB

6.2. TunoBble KOHTPOJILHBIE 3a/1aHUS U UHBIE MaTepUabl IJIsl TEKYIIEH aTTecTaluu
6.3. TunoBble KOHTPOJILHBIE BOIIPOCHI U 3a/IaHUS JJIs1 TPOMEKYTOUHOM aTTeCTaIlH

6.4. Kputepun onieHuBaHus

7. YueOHO-MeTOIMYeCcKOe U HHPOPMAIIMOHHOE 00ECIICYCHUE TUCIUILTHHBI (MOTYJIs)
7.1. PexomeHayemas nureparypa

7.2. Ilepeuenp pecypcoB HHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn ""MHTepHeT"
7.3. Ilepedenp HHPOPMAITMOHHBIX TEXHOIOTHIA

8. MaTepuraabHO-TEXHHYECKOE 00eCIIeUYeHUE TUCIIUTUTHHBI (MOTyJIs)

9. MeToaunueckue ykazaHusl Ui 00YYarOIMXCsl IO OCBOCHUIO TUCIIMIUTHHBI (MOTYJIs)
10. CneunanbHble yCIOBUS OCBOEHUS TUCHUILIIMHBI O0YUYaIOLUMUCS C UHBAJIUIHOCTBIO U
OrpaHUYEHHBIMHA BO3MOKHOCTSIMHU 3/10POBbS
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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

PaGouast mporpaMma JUCIHILTHHB " A IMUHECTpUpOoBanue LinuX u 3amura myGaudHbIX ciy06" 10 HAPaBICHUIO
noxaroroBkH (crenuansrocty) 10.05.01 "KommnbroTrepHast 6€30macHOCTh' HAaPaBICHHOCTH (IPOMHIIIO) CHCIHATH3aIUs ctp. 3
N 1 "Anammus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Yen'Y»

1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

Llenbro MUCIUILINHBL ABISETCS PUOOPETEHHE CHCTEMATH3UPOBAHHBIX 3HAHKN B 001acTu aamuuaucTpupoBanus OC Linux u 3amuTer
MyOJIMYHBIX CITYXO.

3aga4n TACIUTIINHEI

— W3YYUTh OCHOBBI ()yHKIIMOHHPOBAHHKS OCHOBHBIX CIIyKO (cepBucoB) cetit IHTEpHET 1 KOPIOPATHBHBIX CETEH;

— O3HAKOMHUTH CTYJICHTOB C OCHOBHBIMHU TE€XHOJIOTHSIMU M ITPOTOKOJIAMH, UCIIOJIb3YEMbIMH JIJISl TOCTPOSHHS MaclITaOUPyeMbIX
TeTepOreHHBIX HHPPACTPYKTYP, B KOTOPHIX Pa3BEPTHIBAIOTCS U (QYHKIHOHUPYIOT OCHOBHBIE KOMMYHHKAIIHOHHBIE CEPBHCHI,

— U3Y4YUTHb OCHOBBI NOCTPOCHUS 1 3allIUThI l'[y6J'II/I‘{HI>IX CJ'Iy)KG.

Pe3yHbTaTBI O6y‘-IeHI/IH 110 JUCLHUIUIMHE HAIIPaBJICHBI HA JTOCTH)KCHUE MHIAMKATOPOB!

YK-4.1. O6nagaetr 3HaHUSAMH 0COOCHHOCTEH M MPABMII JIMYHOM U POECCHOHAFHON YCTHOM U MUChbMEHHOW KOMMYHHKAITUH, B TOM
YHCIIe HA UHOCTPaHHOM(BIX) si3bIKe(ax).

VK-4.2. JIleMOHCTpUPYET YMEHUE IPUMEHSTH COBPEMEHHBIC KOMMYHUKATHBHBIE TEXHOJIOTUH  JUIS aKaJEMUIECKOTO U
npoQeCcCHOHANBHOTO B3aUMOJIEUCTBHS B CHTYAI[MH YCTHOW W MUCHMEHHON KOMMYHHKAIWH, B TOM YHCIIE HA HHOCTPAHHOM (BIX)
s13bIKe(ax)

VK-4.3. ImMeeT HaBBIKK aKaJeMHIECKOT0 M IPOPECCHOHATPHOTO B3aUMOICHCTBHS, B TOM YHCIIC Ha HHOCTPaHHOM(BIX) s3bIKE (aX).

OI1K-12.1 3HaeT NpyHIUIIBI IOCTPOSHUST COBPEMEHHBIX OIIEPAIlHIOHHBIX CHCTEM U OCOOCHHOCTH MX MPHUMEHEHHUS; TIPUHIIMITBI
pa3paboTKH CHEIUATEHOTO TPOTPaMMHOT0 00ECTIeUeHH s, IPeTHa3HAUEHHOTO IS IPEOI0JICHUS 3aIIUThl COBPEMEHHBIX
OTIEPALIMOHHBIX CUCTEM C UCIOJIB30BAaHHEM MX HEOKYMEHTHPOBAHHBIX BO3MOKHOCTEH; OCHOBHBIE IPHUHLIUIIBI KOH()UTYPUPOBAHHUS 1
aJMUHUCTPUPOBAHUS OIEPALMOHHBIX CHCTEM.

OI1K-12.2 Ymeer pa3pabaTbiBaTh CHCTEMHOE U TIPHKJIATHOE IPOrPaMMHOE 00eCIieueH e ISl MHOT033JauHbIX,
MHOTOIOJIB30BATEILCKUX U MHOTOTIPOIIECCOPHBIX CPel, & TakKe JUIs cpell ¢ MHTepdeficoM, YIpaBIsieMbIM COOOIICHUSAMHE; IPHMEHSTh
OCHOBHBIC METO/IBI IPOTPAMMHPOBAHHsI B BEIOPAHHOU OIEPALIMOHHOM Cpere.

OIIK-12.3 BnageeT HaBBIKAMU CUCTEMHOTO TPOrPaMMHUPOBAHS; HABBIKAMH Pa3paOOTKH CHCTEMHBIX M TIPUKIIATHBIX IPOTPaMM,
00palIaIKXcs K ONEPAllMOHHON CHCTEME C MIOMOIIBI0 CHCTEMHBIX BHI30BOB.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OIIOIT

uxx (pazaen) OITOIL: K.M.03.06

2.1 TpeGoBaHus K NpeJBapUTeIbHOI IOAT0TOBKE 00y4aIOLIErocs:

KomnbrorepHsie cetu

Mertozbl TporpaMMHpOBaHUS

OHepaHI/IOHHHe CUCTEMBI

HNudopmaruka

2.2 IMCUMNJIMHDBI U MPAKTHKH, IJIsl KOTOPBIX OCBOEHUE JAHHOM JUCHHILTHHBI (MOIYJIs1) HE0GX0MMO KAaK NMpeIIecTBYIONIee:

[ToaroroBka K MpoIeAype 3aMIUTHI U 3aIIUTa BHITYCKHON KBAITM(UKAIIMOHHON pabOThI

3. KOMIIETEHILINU OBYYAIOIIETOCSI, ®°OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI ANCLAIIIAHBI
(MOJTYJIST)

VYK-4: CniocofeH npuMeHsITh COBPeMeHHbIe KOMMYHUKATHBHBIE TEXHOJIOTMH, B TOM YHC/Ie HA HHOCTPAaHHOM(bIX) s3bIKe(aXx),
JJIS1 aKa/IeMUYeCKoro 1 npogeccHoHAIBLHOI0 B3aUMO/ielcTBHS

3HaTh.

— OCHOBHBIE TEPMHUHBI U peueBble 000POTHI, yrnoTpebistoniecs B cepe KOMIBIOTEPHBIX TEXHOJIOTHH.

YMerTh:

— COCTaBJIATH TCKCThI U COO6HI€HI/I$[ C OMMCAHUEM TEXHOJIOTHYCCKUX U NIPOrpaMMHBIX XapaKTCPUCTUK paSpa6aTI)IBaCMI>IX OPpOAYKTOB.

Baaners:

— UMCTb HAaBBIKH BCp6aJ'IbHOI>i KOMMYHUKaIIUU Ha TCXHUYCCKOM MHOCTPAHHOM A3BIKC.

© OI'BOY BO «Uenl'V»




MIMHOBPHAYKU POCCUUN
\)} denepanbHOE rocyIapCTBEHHOE OI0DKETHOE 00pa30BaTeIbHOe
@ YUPEXACHUE BBICIIETO 00pa30BaHUs

«YenssOuHcKui rocyaapcrenubiil yausepeuter» (PTBOY BO «Uenl'Y»)

Pabouast porpamMma JUCHUILTHHBL " A IMUHECTpUpOoBanue LinNUX u 3amura nyGaudHbIX ci1yk6" [0 HAMPaBICHHIO
noxaroroBku (crenuansroctr) 10.05.01 "KommbrorepHas 6€30MacHOCTh' HaIPaBICHHOCTH (IIPOQHUITIO) CrieHHaIn3aiis cTp. 4
N 1 "Anamus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Uen'V»

OIIK-12: CnocoGeH aAMHHHCTPHPOBATH ONEPALHOHHBIE CHCTEMbI H BBINOJHATH PA0OTHI M0 BOCCTAHOBJICHHIO
padoToCcnoCcOOHOCTH NPHKJIAJHOIO U CHCTEMHOT0 IPOrPaMMHOI0 o0ecleyeHus ;

3HaTh.

— OCHOBHBIC IIOHATHSA ONCPAIMOHHBIX CUCTEM U UX 3AIUTHI,

— OCHOBHBIC IIOHATHS, OCHOBHBIC aJITOPUTMBI XPaHCHUS U O6pa6OTKI/I JAaHHBIX OC,
— OCHOBHBIC CTaHAPThI M AJITOPUTMBI IICPEAAYU JaHHBIX;

— OCHOBHBIC aKTyaJIbHBIC MOJCJIN aTakK.

YMerTh:

— HMCIIOJIb30BATh AJITOPUTMBI F'€HEPALlUH, XPAaHEHHsI U paclpe/ieeHus KItoYel;
— MPOEKTUPOBATH U UCIOJIH30BATh CUCTEMBI 3JIEKTPOHHON IM(POBOI MoaNHCH;
— MPUMEHATH Ha MPAKTUKE AJITOPUTMBI YIPABJIEHUS OTKPHITHIMU KITFOUaMH.

Baaners:

— OCHOBHBIMH METOJIaMH aAMUHUCTpUpOBaHus u HacTpoiiku OC u cerell nepenauy;
— anropuT™MaMu (pOpMHUPOBAHHUS XEII-PYHKIUH;

— UHCTpYMEHTaMHU oOecredeHus 6e30MacHOi paboThl B CETH HHTEPHET;

— METO/0JI0Tuel NpUMEHEHHs 0€30MacHBIX IYOIUYHBIX CIIyXO;

— METOAaMH YIPABJICHUS KIII0YaMH B CHCTEMAaX C OTKPBITHIM KITIOUOM;

— MHCTpYMEHTaMHU obecredeHus 6e30nacHoi pabOThl B CETH UHTEPHET.

B pe3yabTaTe OCBOCHUA TUCHUIIJIMHBI oﬁyqalomniicsl JOJIZKCH

3.1|3narth:

3.1.1|- nonsrue nHpopManuu, cnocoObl ee MPeCTaBICHNUs, OCHOBHBIEC ITPUEMBI ITOJIYUEHHs, XpaHEHHsI, 00pabOTKH
nHPOPMALIUH;

3.1.2|- oCHOBHBIC MOHSTHS ONIEPAIIMOHHBIX CHCTEM U MX 3aI[HTHI;

3.1.3|— ocHOBHbIE IOHATHS, OCHOBHBIE aJITOPUTMBI XpaHeHus ¥ 06padoTku gaHHbIX OC.

3.2|Ymerh:

3.2.1|- ucnonp30BaTh 3alUIIECHHBIC COBPEMEHHBIC HH()OPMAIIMOHHBIC TEXHOJIOTHH B CBOEH TPOdeCcCHOHATBLHOMN
JIESITENLHOCTH,

3.2.2|- AHAJIM3UPOBATH I/IHq)OpMaHI/IOHHyIO 0€30IMacHOCTh MHOTOIIOJIb30BATEIbCKUX CHCTEM;

3.2.3|- ucmonp30BaTh MPOTOKOJIBL TS 3aIIUTHl HHPOPMAIMH U 00ecTieueHus 6e30MaCHOCTH KaK JIOKAIbHBIX, TaK U
PAacCIpeaC/ICHHBIX CHCTEM.

3.3|Baanern:

3.3.1|— HaBbIKaMH OOecHeYeHUs 3aIUTHI HHPOPMALIUH OT BHEIIHUX YIPO3;

3.3.2|— HaBBIKaMH MPUMEHEHUsI METOJI0JIOTUH 3alUThl B 001acT! MH(OPMALIMOHHOI 6e30macHoCTy;

3.3.3|— OCHOBHBIMU METO/aMU aIMUHHUCTpUpoBaHus 1 HacTpoiiku OC u cereil nepenauy;

3.3.4|- merogonorueit npUMeHeHUs 0€30IaCHBIX MyOINYHBIX CIYXO.

4. OBPbEM JUCHUIIJIMHBI (MOYJIST)

O6wwasa TpyaoeMKoCTb 73ET

Yacos o yuebHOMY IuiaHy : 252 Buibl KOHTPOJIS B CEMECTpax:
B TOM YMCIIC :

ayIUTOpHBIC 3aHaThs © 136 3a4eThl 8

camocTosTeNbHas pabora : 115,6 3a4eThl C OLECHKOH 9

KOHTaKTHas pabora: 136,4

UKP: 0,4
5. CTPYKTYPA U COAEP KAHUE JUCIHUIIJINHBI (MOZYJIST)
Kon HaunmeHoBaHue pa3ieioB u TeM /BuJI 3aHATHs/ Cemectp | Yacos Jlutepatypa
| saHaTHS [ Kvoe
Pasnen 1. AxMunucTpupoBanue onepaunonubix cucrem (OC)

© OI'BOY BO «Yenl'V»



MHWHOBPHAYKI POCCHUA

\,} DenepanbHOE TOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE
YUpEeKIEHUE BICLIET0 00pa3oBaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pabouast porpamMma JUCHUILTHHBL " A IMUHECTpUpOoBanue LinNUX u 3amura nyGaudHbIX ci1yk6" [0 HAMPaBICHHIO

noxaroroBku (crenuansroctr) 10.05.01 "KommbrorepHas 6€30MacHOCTh' HaIPaBICHHOCTH (IIPOQHUITIO) CrieHHaIn3aiis cTp. 5

N 1 "Anamus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Uenl'Y»

1.1 Beoanast uadopmarus. /JIex/ 8 JI1.1 J11.2 J11.3]712.1
J12.2712.3
1.2 |Ocuosuble nonoxenus /JIex/ 8 J11.1J11.2 J11.3712.1
J12.2J12.3
1.3 Opomorms OC /Jlex/ 8 J11.1J11.2 J11.3712.1
J12.2J12.3
1.4 |Apxurekrypusie ocobennoctu OC /Jlex/ 8 JI1.1J11.2 J11.3712.1
J12.2712.3
15 Krnaccuduranus OC Unix /JTex/ 8 JI1.1J11.2 J11.3712.1
J12.2J712.3
1.6 Cospemennoe cocrosinue /JIex/ 8 JI1.1J11.2 J11.3712.1
J12.2J712.3
1.7 @aiinoeie cuctemsl /JIex/ 8 J11.1J11.2 J11.3712.1
J12.2712.3
1.8 IpuHIUne mocTpoeHus daitnosoii cucrems! /Jlek/ 8 JI1.1J11.2 J11.3]712.1
J12.2J12.3
1.9 ITpumeps! daitnossix cucteM /JIek/ 8 JI1.1J11.2 J11.3J12.1
J12.2J712.3
1.10 |MynstunporpammupoBanue /JIex/ 8 JI1.1J11.2 J11.3]12.1
J12.2J12.3
1.11 |[ImarupoBaHME MPOIECCOB U MOTOKOB /JIek/ 8 JI1.1J11.2 J11.3J12.1
J12.2J12.3
1.12  [3amaum ynpaBieHHs TaMSTBIO, TUIIBI a{pECallii, CXEMbI paclpeeICHUs 8 JI1.1J11.2 J11.3J12.1
namsita /JIex/ J12.2 J12.3
1.13  |TIprMeps! HCIIONB30BAHKS BUPTYaabHOM mamsTu /JIex/ 8 JI1.1J11.2 J11.3J12.1
J12.2J12.3
1.14  |KsmmpoBanue naHHbIX /JTex/ 8 JI1.1 J11.2 J11.3J12.1
J12.2J12.3
1.15 |Apxwurekrtypa cereBoii moacucremsl Linux. Ctpykrypa haiinoBoii cucteMmsl 8 JI1.1J11.2 J11.3]12.1
Linux. OcHOBHBIE CeTeBbIe YTUIIUTHI M CPEACTBA qUarHocTHky /J1a6/ J12.2 J12.3
1.16 |Cepsuc DNS/Domain. O6sekT, noMeH, nHdopmarus 06 06bekre. OCHOBHEIE 8 JI1.1 J11.2 J11.3J12.1
THIBI 3aricell. PeKypCHBHBIN U HEPEKYPCHUBHBIN PeXUMBI paboThl. /J1ad/ J2.2712.3
1.17  |Cepsuc DNS/Domain Hacrpoiika cepepa DNS. IIpakrudeckast pabora ¢ 8 JI1.1J11.2 J11.3]12.1
JIAHHBIMH JOMEHOB. Perunkanus JOMEHHbBIX NaHHbIX. /J1a6/ J12.2 J12.3
1.18 |VPN-pemenws. [Ipunanunst ¢pyaknunornposanus VPN. Bupryansasre 8 JI1.1J11.2 J11.3712.1
uHTEepQeichl U 0COOEHHOCTH MapuIpyTu3anuu. KiineHt-cepBepHas J12.2 J12.3
apxurektypa VPN u apxurektypa VPN touka-Touka. [Ipaktiueckoe VPN
-COEIMHECHUSI TOYKA-TOYKA [0 CXEME KKK ¢ Kaxapim» /J1a6/

© OI'BOY BO «Yenl'V»
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MIMHOBPHAYKU POCCUUN
denepanbHOE rocyIapCTBEHHOE OI0DKETHOE 00pa30BaTeIbHOe
YUPEXACHUE BBICIIETO 00pa30BaHUs

«YenssOuHcKui rocyaapcrenubiil yausepeuter» (PTBOY BO «Uenl'Y»)

Pabouast porpamMma JUCHUILTHHBL " A IMUHECTpUpOoBanue LinNUX u 3amura nyGaudHbIX ci1yk6" [0 HAMPaBICHHIO

noxaroroBku (crenuansroctr) 10.05.01 "KommbrorepHas 6€30MacHOCTh' HaIPaBICHHOCTH (IIPOQHUITIO) CrieHHaIn3aiis cTp. 6

N 1 "Anamus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Uenl'Y»

1.19 |MexcereBble SkpaHbl. [IpHHINTEI (YHKIHOHUPOBAHUS. TaOIHIbI, IETTOYKH 8 J11.1J11.2 J11.3712.1
MPaBWII U MIPaBHJIA. J12.2 J12.3
[MoHsTHE AEMUIUTAPH30BAHHON 30HBI. [IOHSTHS COCTOSIHUS COCMHECHUS U
BUPTYaJIBHOTO coequHeHUs. [[pakTidyeckast HaCTpOHKa MEKCETEBOTO dKpaHa
JUTSL pSKUMOB KJIMEHTA, CepBepa U MaplIpyTu3aropa
1J1a6/

1.20 [Cepsuc LDAP (ciyx06a karanora). OCHOBHbIE IPHUHIMIIBI (YHKIHOHUPOBAHHS, 4 JI1.1J11.2 J11.3712.1
pas3BepthiBaHue. Cxema karanora. [Touck B katanore. OOHOBICHUE J12.2 J12.3
coyiepskumMoro karaiora /J1a6/

1.21  |Cepguc ayrenruduxanuu Kerberos. [puHiuie: paboThl, MOHATHS IPHHIIATIANA 2 JI1.1J11.2 J11.3712.1
U THKeTa. Pa3BepThiBaHue, ynpasienue cepsucom. /J1ab/ J12.2712.3

1.22 |WnTrerpanus koMIbioTepa B CiIyk0y kaTanora. HacTpoiika moacucTeMbl 4 JI1.1J11.2 J11.3J12.1
ayTeHTU(UKALUY, TTOICUCTEMb] UICHTU(DUKAIINY. J2.2712.3
OTKa30yCTOHYNBOCTD, KPUNTOrpadriecKas 3aIuTa.

[JTa6/

1.23 |CamocTtosTenbHas mpopaboTKa U3y4EHHOTO JCKIIMOHHOTO MaTepHuara, 39,8 |JI1.1J11.2 J11.3J12.1
PEKOMEHI0BaHHOM JINTEPATYPHI. J12.2 J12.3
3akperuieHne MpakTHIeCKOro MaTepHaa.

IToaroroBka K mpomexyTodHoil arrecraruu. /Cp/
Paznen 2. Unast koHTaKTHasi padoTa
2.1 Muas koHTaKkTHas paboTa: UHIUBHyaIbHbIE KOHCYJIbTALUH, TEKYIHHA 0,2 JI1.1 J11.2 J11.3J12.1
kouTpois. /[MKP/ J12.2J712.3
Pa3nen 3. ATMHHHCTPHPOBaHNE H 3aIIIUTA MMYOJUIHBIX CIYKO
3.1 Certn, ceTeBbie cpenicTBa. I[IpoTokosns /JIex/ 2 JI1.1J11.2 J11.3J12.1
J12.2J12.3

3.2 Cetesblie ciyx0b1 /JTex/ 4 JI1.1J11.2 J11.3712.1
J12.2712.3

3.3 Mexceressie okpanst 1 VPN /Jlex/ 6 J11.1 J11.2 J11.3712.1
J2.2712.3

3.4  |Pacmpenenennsie cucremsr /Jlex/ 4 JI1.1J11.2 J11.3J712.1
J2.2712.3

35 Oo6ecneuenne 6ezonacHocTh /Jex/ 18 | J11.1J11.2J11.3712.1
J12.2J12.3

3.6 MNudpactpykrypa PKI. Kopresoii ceprudukar, ceprudukar, 3anpoc Ha 6 JI1.1J11.2 J11.3J12.1
cepTU(HUKAT, KITF0Y CepTU(PUKATA, IIeTTOYKa cepTUHUKAIIMN, CITUCOK OTO3BAHBIX J12.2 J12.3
CepTHU(HKATOB.

PazBepThIBaHUS COOCTBEHHOTO LIEHTPA cepTH(QUKAINT
JTa6/

3.7 Iporoxon HTTP. ITpuniums: paboter HTTP-cepsepa. MoaynbHas 4 JI1.1J11.2 J11.3712.1
pacmmpsiemast apxutekrypa HT TP-cepBepa. OcHOBHbIE XapaKTEepUCTUKU J12.2J12.3
(mapamerpsr) HTTP-cepsepa /J1a6/

3.8 Hactpoiika HT TP-cepBepa. B3aumozelicTBrie U B3aMMOBIIUSIHUE NIPAB JI0CTYIIA 4 JI1.1J11.2 J11.3J12.1
Ha (aiinoBoii cucTeMe Ha IepeBO JOKyMEHTOB. JIMuHbIE pecypchl J12.2J12.3
nose3oBareseit /J1a6/

3.9 Ayrentudukarust B HTTP. Metos! ayrenTudukanuu. Hacrpoiika 4 JI1.1J11.2 J11.3J12.1
ayTeHTH(UKALUN Ha N30JMPOBAHHOM cepBepe. Pasnuuus ayTeHTHUKaLs J2.2712.3
cpencreamu HTTP u cpencrBamu npusioxenst /J1a6/

3.10 |Ayreurudukanus HTTP-cepBepa uepes ciyx0y katanora. /JTab/ 4 J11.1J11.2 J11.3712.1

J2.2]12.3
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3.11 |MuTerpanus MHCTPYMEHTOB Kpunrorpapudeckoii 3ammrsl B HTTP- cepsep. 9 4 JI1.1J11.2 J11.3712.1
TpeboBanus, orpannyenns. OcCOOEHHOCTH. YTIpaBJIeHUE PACIIPOCTPAaHEHUEM J12.2 J12.3
KOPHEBbIX cepTudukaros. /J1ab/

3.12  |[InanupoBaHue pacUIMPsIeMOi HHPPACTPYKTYpPbI BHYTPEHHEH CETH. 9 4 JI1.1J11.2 J11.3J12.1
PasyienieHre BHENIHUX U BHYTPEHHUX pecypcoB. DUIbTpanust BXOAIIIUX U J12.2J12.3
HCXOMSAIINX HHPOPMAIIMOHHBIX TTOTOKOB. /J1ab/

3.13  |TpeOoBaHMs K BHYTPEHHHUM CETSM, MOJIKIFOUCHHBIM K VIHTEpHET. 9 4 JI1.1J11.2 J11.3J12.1
KommyHnukannonHste cepsucsl VOIP u Instant Messaging, ux texHuueckue J12.2712.3

XapaKTEPUCTUKHU M OCOOEHHOCTH HHTErPALUU B KOPIIOPATHBHYIO
uH(pactpykTypy (0630pHO). /JTab/

3.14  |CamocrosTenbHas MpopaboTKa M3YUYEHHOTO JICKIIHOHHOTO MaTepUaa, 9 75,8 |[J11.1J11.2 J11.3J12.1
PEKOMEHI0BaHHOM JINTEPATYPHI. J12.2 J12.3
3akperuieHne MpakTHIeCKOro MaTepHaa.
ToaroroBka K mpomexyTodHoii arrecrarmu. /Cp/

Pa3znen 4. NHas koHTaKTHAs paboTa

4.1 MHast koHTaKTHAs paboTa: HHIUBHYaIbHbIC KOHCYJIbTAUH, TEKYIIHA 9 0,2 [JI1.1J11.2 J11.3]12.1
KoHTpoIb. /IKP/ J2.2712.3

6. ®OH OIEHOYHBIX CPE/ICTB

6.1. [lepeyeHb BUIOB OLIEHOYHBIX CPEACTB

JlaboparopHas pabora.
[lepeueHr BOIPOCOB K 3a4eTy.
[IepeueHs BOIPOCOB K 3a4ETy C OI[EHKOM.

6.2. TunoBbIe KOHTPOJIbHBIE 32JaHHS U MHbIE MATEPHANBI 115 TEKYIIeH aTTecTALUM

Crucok 1abopaTopHBIX paboT:

1 Hanucats ckpunt Ha si3sike Python2, xoTopsiii OyaeT mapcuth Jgoru apropusaiuu cM. daitn /var/log/auth, na noneitky Hanuaws
OIMOOYHBIX MOIBITOK aBTOpU3aLUH. 3anuceiBaTh B (haiin /var/log/auth2.log mony4ennsie nannbie B popmaTe: HMSL_IOIB30BATEIS -
ipaapecc. P.S. HCIOIB3yeM PEryJIIpPHBIC BHIPAIKCHHS.

2 C momomipto logrotate HacTpouTh POTALWIO JIOTOB, JIOTH AODKHBI POTHPOBATHCSI Pa3 B ICHb WITH IIPH TIPEBHIIICHIE pa3Mepa (aiina
1Mb, cwm. /etc/logrotate.conf

3 Hanwmcars ckpunt Ha si3bike Python, kotopsrit Ha ocaoBe XMl-daiina ¢ onmcanmem 30H, Oyaet co3aaBars (aiiibl 30H AT IeMOHA
bind9, u no6asnsiTe HHPpOPMaNHIO O 30HE B KOH(UTYypannoHHbIA (aiin /etc/bind/named.conf.local Tnst ympomeHust MoxHO
obpabateiBath 3amucu tuna: SOA, A, CNAME, MX, NS. Crpykrypy xml ¢aiina mpoxymaTts camum. TTocie co3manust 30HH,
HE00XOANMO HMPOBEPUTH IIPUTOTHOCT KOH(GUTYPAIIMOHHBIX (hailyIoB, HapUMep, ¢ HOMoLIbl0 kKoMaH sl 'named- checkconf —z",
CKPHIIT ZOJDKCH €€ BBIIIOJIHUTH CaM, ¥ BRIBECTH HH()OPMAILIMIO O YCIICIIHOM/HEYCIICIIIHOM BBIIIOJIHEHUH 3arpy3Kn HH(OpMaIuH.

4 MoaubuiupoBath CKpUIT €Ch0_Server2.py, CKpHIIT J0/DKEH: 3alpalliBaTh JIOTHH U apoib (o aHaixoruu ¢ Ssh); mucate Bce
COOBITHS YCHCIIHBIX/HEYCIICIITHBIX TIONBITOK aBTopH3aimu B 10g-taiin, /var/log/script.log, B or daitn qoypKHBI IHCAaThCs JIOTHH,
mapoJib ¥ ip-aapec KJIMeHTa, KOTOpBIi mpobosain moakimountees. Hacrpours fail2ban, uro6sr on o6pabarsisan /var/log/script.log, u
[PH JOCTIKEHUH 5 HEeyIauHbIX MOMBITOK aBTopusaiuy, fail2ban nomken 3abanuts ip- axpec moaKIOYaBLIIEroCs KINCHTA.

5 YcranoBka DNS cepsepa BIND9 u BcrioMoraTeIbHBIX YTHITHT.

6 Asterisk. MySQL. Ycranoeuts Asterisk, namucars mian zHadopa. I1pu 38oHke Ha 7700110. [ToypkHa TPOUCXOANUTD IPOBEPKA HATMYUS
3aperuCTPUPOBAHHBIX HOMEPOB, YCIOBHBIX OnepaTopoB (Homepa uMerot npedukc 9, nanpumep 901, 910). Ecnu wer
3aperiuCTPUPOBAHHBIX OIIEPATOPOB, TO 3anuchbiBacM B MYSql cobbITHE 0 TOM YTO KIMEHT 3BOHWII. B BJ] OJDKHBI cofiepkaThes: 1ata
3BOHKA, KTO 3BOHIJI. Eciu ecTb X0Tst ObI OIMH CBOGOHBII OMEpaTop, To HEOOXO0JUMO IIOMECTUTH BBI30B B 04Yepe/ib. (CM. KOMaHy
Queue), 151 3BOHSIIIETO TOJDKHA BOCIIPOM3BOAUTECS My3bika (Music on hold), u ctparerus pacnpezaesieHUs BBI30BOB 0 OIepaTopam
JIOJDKHA OBITB - 3BOHHUTB BCEM.

7 Apache + DNS. Vcranosuts Apache u Bind9, ckondurypuposats 30ny kb.localnet. O6s3arensro Hamnaue qomexna Www.kb.localnet
- IpY MOMBITKE IOCTYMA Ha ITOT XOCTelM uepe3 Opaysep, noikeH otBedars Apache, Apache moymkeH 3anpocHTh aBTOPH3ALIHIO
none3oBaresst. Jloctyn k http - nomken orpannunBatees cpeactsamu iptables, mobsie monsiTku goctyna k 80 u 53 mopTy 10KHBI
norupoBatbes (cpencramu iptables). Redis, Python. Ha nByx mammnax ycranoButs RediS, HACTPOHUTH PEIUIMKALNIO JTAHHBIX MK LY
cepBepaMu, IOCTYII K MOPTY perca A0JHKEH ObITh TOJBKO y cocemnero cepepa wiu localhost'a. C momomsio Python, nanucars
CKPHIIT, KOTOPBI MO3BOJIMT IPOTECTUPOBATH BpeMs 3arucy B redis, N - KoJ-Ba TaHHBIX. HAIPUMEP, YHUKAJIBHBIH_KJII0Y -> CllydaiHast
ctpoka. HanncaTh ckpuil, KOTOpbI OyIeT NPOU3BOAUTE aBTOPU3AIMIO MoJIb3oBatesei. T.e. OyeT ciylaTh COeqMHEHHS, TPU
KOHHEKTE K HEMY, [IePEHaeTCsl JIOTHH U
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[apoJib, CKPUNT oOparaercs B redis, eciii HaXOIUT BEPHYIO Mapy JIOTHH U [apoJib, TO BO3BpaIaeT cooOmeHne SUCCESS, eciu He
Haxoqut - To failed.

8 Asterisk, Redis. Ycranosuts Asterisk, Redis. Peannzosars ruian Habopa, KOTOPBI MO3BOJIUT OCYLIECTBIISTH BHI30BBI BHYTPH aTC
(mampumep, ¢ Homepa 901, nomkHa OBITH BO3MOXKHOCTE 03BOHUTH Ha 904). ITpu 3BOHKE H0JKHA OCYIECTBIISATHCS 3aITHCh PAa3rOBOPOB.
JloyKHBI OBITH OT/ENBHBIC 9KCTEHBI, KOTOPBIE TI03BOJISAT 3BOHUTH Ha yCIIOBHBIE MEXKyTOPOAHIE HOMEPA, COTOBBIC, Yepe3 pasiniHbIe
arutHEKH(SIP-iupsr). UH)OopMarmio o Tom depe3 kakoit Sip-riup. Heo6X0auMo ocyIecTBIsITh 3BOHOK, HY)XHO XpaHuTh B Redis, n
OCYIIECTBIATH K HUM A0cTyI ¢ iomoinsio AGI/FastAGI ckpunra. Hanpumep, ¢ Homepa 901 xotum mo3souuTts Ha 83512250000, mist
TOro0 YTOOBI Y3HATH Yepe3 KaKoi alulHUK 3BOHUTS, Bbi3biBaeM AGI ckpuIit, koTopslii obparnaercst B Redis, B koTopom Gyaem
Haxoauthes htable, B kotopom 6yner Hammcan ko ropoaa 351 u amHuk, Hanpumep gatewayl.

6.3. TunoBbie KOHTPOJBbHBbIC BONIPOCHI M 3aIaHUA JIA l'lpOMe)l(yTO'll—lOﬁ aTrecTalnuu

Crmcok 3aJjaHuif K 3a9eTy:

1 Hactpouts MexceTeBoii SKkpaH (MHAUBHAYaIbHEIC BAPHAHTEI HACTPOUKH).

2 HactpouTts cepBep HTTP (MHanBHIyabHBIE BAPHAHTHI HACTPOUKH).

3 Hactpowuts cepsep DNS (vuanBuIyansHble BapHaHTHI HACTP OMKH).

4 HacTpouTh OrpaHnyeHue goctymna no IP-axpecam.

5 HactpouTts nocrosinHoe VPN-coeinHeHHE MEXKTY CEPBEPAMH.

6 3apeructpupoBats B kaTanore LDAP 00bekT, HaliTH 00BbEKTHI YI0BIETBOPSIOIINE 3aJaHHBIM KPUTEPHSM.

CHOrcoK TeOPETHIECKUX BOMIPOCOB K 3a4€Ty C OIIEHKOM:

1 OcHogbsl IP-cTeka (uaTepdeiic, MapuIpyT U TabJIUIa MAPUIPYTH3AIIHH, COSAUHECHUS).

2 DNS-nactpoiika u ynpasinerue cepBepom DNS, peanusanus 3ou DNS.

3 SMTP — Hactpotlika u ynpasnenue cepepomM SMTP, usyuenue nporokosna SMTP.

4 HTTP — nactpoiika u ynpasnenue ceppepoM HT TP, koHTposb nocTyna, uzydenue nporokona HTTP, uzyuenue u ocoenune CGl u
Suexec, BUpTyaJlbHbIe KaTaloTru.

5 Ipunnuns! pysxuuonupoBanus VPN-pemenuit

6 PaseepreiBanue PKI (co3manne u pabora CA, )KM3HEHHBIN UK CEpTH(PHUKATA)

7 HacTpolika MEKCETEeBbIX 9KPaHOB

8 Yupasnenne HT TP-cepBepoM (OCHOBHBIC XapaKTEPUCTUKH, METO/IbI AyTeHTH(GUKAMH U 0becTiedeHrst KpHOTOrpadhuIecKoi
3aIUThI)

6.4. Kputepuu oneHUBaHUS

B pamkax 3adeTa CTyIEHT NpeasiaraeTcs BBIIONHUTE 3aJaHue, oleHnuBaemoe B 20 6asos.

B pamkax 3auera ¢ OILEHKOI CTyICHTaM MpeiaraeTest 2 BOIpoca, Kax bl 13 KOTOPBIX olleHnBaeTcs B 15 Gaios.

Jlnst moBeIGHHST MTOTa CYMMHPYIOTCSI OaJUIBI ceMecTpa M 3a4eTa. B TeueHnn cemecTpa npoBoguTcs 1o 4 nabopatopHsie paboThI O
OJJHOMY M3 PACCMATPUBAEMBIX Pa3/IENIOB, KOTOPBIE OCYIIECTBIISIFOT CPE3 3HAHUIA 10 OCHOBHBIM IIOHATHSIM, OMPEICICHHUSAM U 3a1auaM.
MakcuManbHOE KOJIMYECTBO 0aIoB 3a JlabopaTopHble paboThl B 0HOM cemecTpe — 20. JIomoIHUTENEHO OLIEHUBACTCS aKTHBHAS
pabora Ha 1ab0paTOpHOM 3aHSTHH (MakCuMyM 5 OaJUIOB 3a cemMecTp).

CBojnast Tabuuia peiTiHra ycneBaeMocTH (7 ceMecTp)
Ne [TepeueHb KOHTPOJIBHBIX MEPONIPUATHH B ceMecTpe MakcuMalbHOE KOJI-BO 0aioB

1 JTaGoparopuast pabota (7 cemectp) 4x5=20

2 AxTuBHas paboTa Ha 1a0OPATOPHBIX 3AHATUIX 5

3 3ager 20
4 Uroro: 45

CeopHas Tabnuna peiTuHra ycrnesaemoctH (8 cemectp)
Ne TlepeueHb KOHTPOIBHBIX MEPOINPHATHI B ceMecTpe MaKkCHMalbHOE KOJI-BO OA/LIOB

1 JTaboparopuast paboTta (8 cemectp) 4x5=20

2 AxtuBHas paboTa Ha J1a0OPATOPHBIX 3AHATUAX 5

3 3ayeT ¢ OeHKOH 2x15=30
4 Uroro: 55

Kpurepun olleHUBaHUs TEOPETUIECKOTO BOMIPOCa IS IK3aMeHa

MakcuManbHbIi 04l 32 OTBET HAa TEOPETUYECKHit Bonpoc — 15 Gasos.

Omimmuno/3aurero/13-15 6ammos - O6yJaroIUicst OTIIMYHO 3HACT MATEPHal, IOHMMAET TEPMUHOJIOTHIO aJIMUHICTpUpoBaHus Linux.
OO0y4aronuics NpakKTUYECKH He TOMYCKAeT OMIUOOK.

Xopomio/3aureno/10-12 Gamios - OOydvaroniuiicss XOpOLIO 3HAET MaTepuall, IOHMMAET TePMUHOJIOTHIO aIMHHICTPUpOBaHus Linux.
OO0y4aronuics 1OMycKaeT He3HAYUTEIbHBIC OITHOKH.

VY nosnetBoputenbHO/3auTeH0/7-9 6aiioB - O0yYaOMIMIACS 3HAKOM C MaTEPHaJIOM, BiIajIeeT TePMUHOIOTHEH
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anMuHECTpUpoBanus Linux. OGyuarowuiics: 1omyckaet GakTHIecKue OMINOKH.

Heynosnersopurenpro/te 3aurero/0-8 6ammos - O6yJaromuiics He 3HA€T OCHOBHBIX TIOJIOXEHHUI BONPOCa, HE OPUEHTUPYETCS B
OCHOBHBIX ITOHATHUSX, H3JIaracT MaTepHa C TPYAOM, C TPYOBIMU (paKTHIECKUMHU ONIMOKaMH, THOO0 OTKa3bIBACTCS OT OTBETOB Ha
BOIIPOCHI.

Kpurepun onieHUBaHuS 3a1aHAS TS 3a4eTa

MakcumanbHbIi 6ain 3a 3amanue uis 3adeta — 20 0aios.

Otruno/3auteno/17-20 6ammoB - OGyYaroIIUiicss OTIHYHO 3HAET MaTepHall, IOHUMAET TEPMHUHOJIOTHIO aIMIHICTPHUpOBaHus LinuX.
OOyuatomuiics NIpakTUUECKH He JOIyCKaeT OUINOOK.

Xopormo/3aureno/13-16 6amios - O6y4aromuiicss XOpoIIIo 3HAET MaTepHall, IOHUMAET TEPMUHOJIOTHIO aIMHUHHCTPpUpOBanus Linux.
OOyyaromuiicst JOIMycKkaeT He3HAUYUTEIIBHBIC OMIHOKH.

VY nosnerBoputeabHo/3auTero/10-12 6as1oB - OOyYAIONIHIACS 3HAKOM ¢ MaTEPHAIOM, BIIaJIceT TEPMUHOIOTHEH aIMUHUCTPUPOBAHHS
Linux. O6yu4aronumiicss nomyckaet GpakTHUeCcKUe OIIHOKH.

Heynosnersopurensro/ne 3aurero/0-9 6ammos - OOyJaromuiics He 3HA€T OCHOBHBIX TIOJIOXKEHHUM BONPOCca, HE OPUEHTUPYETCS B
OCHOBHBIX NMOHATHUSX, H3JIaracT MaTepHal C TPYAOM, C TPYOBIMU (paKTHUIECKUMHU ONIMOKaMH, JTHOO OTKa3bIBACTCS OT OTBETOB Ha
BOIIPOCHI.

Kputepun orieHuBaHus 1a00paTopHOM paboThI

JlabopaTopHast pabOThI BBIMONHACTCS HA JTFOOOM JJOCTYITHOM CTYACHTY S3bIKE TIPOrPAMMHUPOBAHUSL.

Otnuuno/3aureno/5 6asnos - Pabora BBIMONIHEHA B CPOK, 00YJAIOIIHIACS OTIIMYHO 3HACT MaTePHAIl, yMEEeT aHAIU3UPOBATH IPOOIEMY U
MOYET rPaMOTHO MPOKOMMEHTHUPOBATH BBITIOIIHEHHYIO PaboTy.

Xopormo/3aurero/4 6amra - PaboTa BEIIONHEHA B CPOK, 0OYUATONUIACS XOPOIIIO 3HAET MaTepUall, YMEET aHAIM3UPOBATh IPOOIEMY U
MOXET MPOKOMMEHTHPOBATH BBIMOIHEHHYO padoTy. OOyJaromuiics TOMyCcKaeT He3HAYUTENbHBIC OLTHOKH.

VY noBnerBopuTeapHo/3auTeH0/3 Gamia - PaboTa BEITIONIHEHA U CTaHa TTO3HEE, YE€M MPEIIOarajaoch, 00yJaronIMicst 3HaeT MaTepHall,
yYMEeT aHAJIM3UPOBATh MPOOJIEMy, HO JIOIMyCKaeT (haKTHYECKHE OIIHOKH.

Heynosnersopurensro/ne 3aurero/0-2 6amia - PaboTa He BBINOIHEHA, JTHO0 00yJafOMINiCA He MOKET OTBETUTH Ha KOHTPOJILHEIE
BOIIPOCHI, HE OPUCHTHPYETCS B OCHOBHBIX MOHATHSAX, H3JIAraeT MaTepHal C TPYJOM, C TPyObIMU (PaKTHIECKUMHU OLINOKaMH, JTHOO
OTKa3bIBAETCSl OT OTBETOB Ha BOIIPOCHI.

Ipu moIBEIEHUH UTOTOB YUUTHIBAIOTCS PE3yAbTATHI TEKYINEH arTectanuu. [TomydeHHbIe 3a TEKYIIYIO aTTECTAINI0 GalTbl
CYMMHPYIOTCS ¢ OaJlTaMH, TTOJYYIeHHBIMH 33 KXl 3Tall TPH MPOX0XKICHHN POMEKYTOUHOM aTTeCTaIuu.

Jliist 3auera:

0-22 6as10B — BBICTABIISCTCS «HE 3a4TEHO»

oT 23 OAJIJIOB M BBIIIE — BHICTABJISICTCS «3a4TECHO»

JI71s1 3aueTa ¢ OLEHKO:

0-27 GamtoB — HEYOBIETBOPHUTENHHO (2);

28-35 6a/mtoB — yIOBAETBOPUTEIHHO (3);

36-45 6amtos — xoporto (4);

46-55 6amnos — oTimyaHo (5).

7. YYEBHO-METOANYECKOE U UTH®OPMAIIMOHHOE OBECIHIEYEHUE JUCHUIIJIMHBI (MOAY.JISA)

7.1. PexomMeHayeMasi JuTepaTtypa

7.1.1. OcHoBHasi TUTEpPaTypa

ABTOpBI, COCTaBUTEIHN 3arnaBue W3znarensctBo, ron| Pecypc
JI1.1 |Bpaxyx A. 1. Ceressle cpexcta Linux: kype nexuuii Mocksa : OBC
(https://biblioclub.ru/index.php?page=book&id=428794) HannoHanpHbIi
OTKpBITHIN
YHusepcurer

«MHTYUT», 2016

JI1.2 [Tonuapyk C. B. Anmunanctpuposanue OC Linux: yueOHoe ocobne Mockaa : OBC
(https://biblioclub.ru/index.php?page=book&id=429014) HannoHanbHbIi
OTKpBITHIN
YHusepcurer

«MHTYUT», 2016

JI1.3 |Tusont J. 3anuTa 1 ykpemienue Linux Mocksa : JIMK OBC
(https://e.lanbook.com/book/455324) Ipecc, 2023
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7.1.2. lonoTHUTEIbHAS JIUTEPATypa

ABTOpLI, COCTaBUTCIIN 3ariaBue I/I3I[aTeJ'H>CTBO, roxa Pecypc

J12.1 |Jloxnukos I1. C., ObecnieueHne 0€30MaCHOCTH CETEBOI MHPPACTPYKTYpBI Ha OcHOBe  |MockBa : 3BC
Muxaiinos E. M. orepanroHHbIX cucreM Microsoft: npakrukym Hnrepuer-
(https://biblioclub.ru/index.php?page=book&id=233194) VYuuBepcurer
WHudopMmauoHHsl
x Texnonoruit
(MHTYUT)
|BrrrOM.
Jlab6opatopust
3nanuii, 2008

J12.2 |Jloxuukos I1. C., Cpencrsa 6e3omacHocTr onepannonnoit cuctemsl ROSA Linux: Omck : OMCcKwHi 3BC
IIpoBoropckuii A. O. |yuebHoe mocobue rOCyIapCTBEHHBIN
(https://biblioclub.ru/index.php?page=book&id=493349) TEXHUIECKHUI
YHUBEPCUTET
(OMI'TY), 2017

J12.3 |Kypsumii I'. B., OmeparmonHas cuctema Linux: yaeOHuK Mockaa : 3BC
Macnunckuii K. A. (https://biblioclub.ru/index.php?page=book&id=578058) HarnoHanbHbI#H
OTKpPBITHIN
YHuBepcurer
«MHTYUT», 2016

7.3 Tlepevyenb HHPOPMAMOHHBIX TEXHOJIOTHIt

7.3.1 TlporpammHoe oGecneyeHue

Adobe Reader

Notepad++

WinDjView

LibreOffice

7.3.2 Ilpodeccronaibuble 6a3bl AAHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DnekrpoHHBIit KaTanor HayyHoi 6ubimoTexu Yenl'Y [DnexTponHsIit pecype] : 6a3a nanHbIxX / Yensi6. roc. yH-T. — Yensionuek, 1992.

2. KoncynbranT ITitoc [OnexTpoHHSbIH pecypc] : cripaBo4HO-TIpaBoOBas cucteMa : 6a3a faHHbIX / PErnoH. HeHTp nmpaBoBoi HHGOPM.
Hudopmipaso.

3. eLIBRARY.RU [2sekTpoHHBIi pecypc] : HaydHas 2JIeKTpOHHAs OMOIHOTeKa [HayYHOM TIEPHOJUKH Ha PYCCKOM SI3bIKE |. —
Mockaa, [1999-]. - locTyn k mONHBIM TekcTaM Tocie peructpamun u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTpoHHEIi pecypc]: cucTeMa AUCTaHIIMOHHOTO 00y4eHwus | [6a3a nanubix] / Yens6. roc. yu-T. — YensiouHuck, [6.r.]. —
Hoctyn u3 cern Yenl'Y unm, mocne perucTpaiuu U3 CeTH yH-Ta, U3 000 TOUKH, nMeromeit noctyn B uarepHer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunast 6ubnuorexa YemstOMHCKOro rocyIapcTBEHHOTO YHUBEpcuTeTa [DnekrpoHHsii pecype] : [caiit] / Hensi6. roc. yH-T. —
Yensounck, [2001-]. — Pexxum moctyma: http://www.lib.csu.ru/ , ceobomubIif. — 3ari. ¢ 9KpaHa.

6. VlHTepHeT YHHBEPCUTET HH(POPMALIMOHHBIX TEXHONOTHl [DIeKTpOHHBII pecypc]. — DnekTpoH. aaH. — Pexxum nocryma :
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI (MOAY JISI)

Jlns peanuzanyyl JUCHUIUIMHBI UCTIONB3YIOTCS yU€OHBIE ay TUTOPHUH JUIS IPOBEACHUS 3aHATUI JICKIIMOHHOTO THIIA, 3aHATHH
CEMUHAPCKOr0 THIIA, TPYNIIOBBIX U HHAUBUIYAIbHBIX KOHCYIbTALMN, TEKYILET0 KOHTPOJIS U IPOMEXYTOUHON aTTECTalluY, a TAKKE
MIOMEIICHHS AJIsl CAMOCTOSITENbHON padoTHI.

VYueOHble ayAUTOPUH YKOMIUIEKTOBAHBI CIIEHUAIN3UPOBAHHON MEOENIbI0 U TEXHUYECKHMU CPEACTBAMU O0yUYEHUs: IPOEKTOPOM,
9KPaHOM, MarHUTHO-MAapKEPHOM JOCKOMN, MapKEPOM; C BOZMOKHOCTBIO JEMOHCTPALIUH AJIEKTPOHHBIX NIPE3CHTALMN IIPU YPOBHE
OCBEILEHUS, JOCTATOYHOM UL pabOThI C KOHCIIEKTOM.

Jlns mpoBeaeHNst 3aHATHH JIEKIIMOHHOTO TUIIa MMEETCs IEMOHCTPALIOHHOE 000pyI0BaHUE: IPOEKTOP, IKPaH.

IMomemenus s CaMOCTOSTENBHOI PabOTH! 00YJAFONINXCSI OCHAIIEHBI KOMIBIOTEPHOH TEXHUKOH C MOIKIIIOUSHUEM K CeTH
«HTepHeT» U obecreueHueM J0CTYyIa B IEKTPOHHYI0 HHHOPMALIMOHHO-00pa30BaTENbHYIO CPEly YHUBEPCUTETA.

© ®I'bOY BO «Yenl'V»
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9. METOANYECKHUE YKA3AHUS JJIS1 OBYYAIOIIIUXCS IO OCBOEHUIO JUCHUIIJIMHBI (MOY JIST)

[pu n3yueHNN TaHHOW AWCUMIUIMHEI UCIIONB3YIOTCS IEKINOHHbIE, Ta00paTOpHBIE 3aHATHS U caMOCTOsITeNIbHas paboTa cTyneHTa. Ha
JICKIIMOHHBIX 3aHATUSX MPEIOJaBaTellb U3j1araeT OCHOBHOE COZIep)KaHKie TeM IporpaMmbl. [IpopaboTKy JEKIMOHHOrO MaTepHraja
CTYZCHTY ’K€JIaTeJIbHO MPOBOJUTD KaK MOCIIe KaK/J0T0 3aHATHU, TaK U [0 3aBEPLICHUIO TEMBI. DTO II0O3BOJIUT CBA3aTh BOSIUHO
MOJIyYECHHBIE CBEJICHUS M COCTABUTD LEIbHYIO KapTHHY.

Ha 1aGopaTopHBIX 3aHATHAX PaCCMAaTPHBAIOTCS BOIPOCH! aIMUHUCTPHPOBAHHUS OTIEPALIHIOHHBIX CHCTEM M aIMHHUCTPUPOBAHHS
myOIMYHBIX C1yX0. PexoMennyercs nepes KaxabIM JIaOOpaTOPHBIM 3aHATHEM BBIIIOJIHUTH JOMAIIHEE 3aJIJaHHUe, YTO MTO3BOJIMTS JIydlle
YCBOUTB IIPEAbIAYIINI MaTepuall, U U3y4UTh JIEKLIMOHHBIN MaTepual o npeactosimeit reme. CTyIeHTY KeJlaTelIbHO NPOSBIATH
aKTUBHOE y4acTHe Ha J1a00paTOpHBIX U JIEKIIMOHHBIX 3aHATHUSX, 331aBaTh BOIPOCHI, IOCKOJIBKY YMEHUE 000CHOBHIBATH CBOIO TOUKY
3pEeHHUs, HaX0)KICHUE KOMIIPOMHUCCHOT'O PEIIEHHsI B ATUYECKHU BbIIEPKaHHOM TUCKYCCHH HE TOJIBKO BaXKHO JUIS JIYUIIEr0 YCBOCHUS
MaTepHaia, HO ¥ LEHUTCS B PeaJIbHOM KIU3HH.

B ciyuae npuMeHeHHs PH 00YYCHUH TUCIAILTMHBI DJICKTPOHHOTO 00Y4eHH s, IUCTAHIIMOHHBIX 00pa30BaTEbHbIX TEXHOIOT Uit
00lIeHIEe 00YYAONIMXCS ¥ IPETIONABATENS OCYIECTBISIETCS B PEKUME PEAbHOTO BpeMeHH (OHIaiiH-NeKiun (BeOUHAPDI), YaThl,
BUJICO-KOH(EPEHIMHU U J[P.) WK OTJIIOKEHHOTO BpeMEHH (CHCTeMa TUCTaHIMOHHOTo 00y4yenus Moodle, hopymel, s5ekTpoHHas modra
u 1p.).

Bosbliry o 4acTh BpeMEeHH 00y4JarOIIHecs: CAMOCTOSTENRHO PaboTAIOT ¢ y4eOHO-MeToAnYecKMMH MatepruaiaMi. CTYICHTBI HMEIOT
BO3MOXHOCTH KOHCYJIBTHPOBATKCS C MPEOABATENIEM 10 BCEM BOMPOCAM, BOSHHUKAIOIIMM B XOJI€ CAMOCTOSATEBHOM paboThI
MOCPEICTBOM 3JIEKTPOHHOM MOYTHI, MECCEHIKEPOB, COIMAIIBHBIX CETEH U T.II.

JlocTymn 00y4aronerocs K y4eOHbIM PECYPCaM B PEXKHME OTIIOKEHHOTO BPEMEHH, CAMOCTOSTEIBHOM PabOThl OCYLIECTBISIETCS Yepe3
ceth MHTEpHET B yJJOOHOM Ul HETO MECTE, BPEMEHH M TEMIIE.

[Tpu oGy4eHuu JuI C OTPAHUYEHHBIMH BO3MOKHOCTSIMH 3/I0POBBSI 3JIEKTPOHHOE 00Y4eHUE, TUCTAaHIIMOHHBIE 00pa30BaTeIbHbIC
TEXHOJIOTHH TIPEyCMaTPUBAIOT BOZMOKHOCTh IIpHEeMa-Tiepeadl HHGOPMAIK B JOCTYITHBIX I HUX (hopMax.

Peanuzaiiuist AMCUUIUTHHBI C TPUMEHEHUEM 3JICKTPOHHOTO O0YUYCHUsI, TUCTAaHITIMOHHBIX 00pa30BaTeNbHBIX TeXHONOTHH (nanee — D0,
JOT) ocymectBisiercst Ha ocHOBaHHHU «[10I0XKEHHUS O peanr3alii OCHOBHBIX U IOMOIHUTEIBHBIX 00pa30BaTENbHbBIX IPOrPaMM C
MIPUMEHEHUEM DIIEKTPOHHOTO 00yUeHHS U TUCTAaHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTHI B (pellepaibHOM TOCyAapCTBEHHOM
OIO/DKETHOM 00pa30BaTEIbHOM YUPEIKICHHH BBICIIEro 00pa3zoBaHms «UenssOMHCKUI roCy1apCTBEHHbIH YHHBEpCUTET», «[lomokeHns
0 MopsiAKe 3a4eTa 00YYaOIIMMHUCS 110 OCHOBHBIM MPO(ECCHOHANBHBIM 00pa30BaTeIbHBIM POrpaMMaM BhICIIEr0 00pa30BaHUs B
OI'BOY BO «Uenl'V» pe3yabTaToB OCBOCHHUS B OPraHU3aIUsIX, OCYIICCTBIISIONIMX 00pa30BaTeIbHYIO ACATCILHOCTD, YICOHBIX
MPEIMETOB, KYPCOB, TUCIIUILIMH (MOIYJICH), TPAKTUK, TOMOJIHUTENHHBIX 00Pa30BaTENBHBIX IPOrPAMM» MOCPEACTBOM dIICKTPOHHOM
nHpopMaImoHHo-00paszoBarenbHoi cpeabl PTBOY BO «Uenl'V». B HCKIMOYHTENBHBIX CiTydasx (popc-Maxop U T.11.) TIPH
peanu3anuu o0pa3oBatesibHOU AesTenbHOCTH ¢ npuMeHeHreM D0, JIOT MoryT NpUMEHATh KOMIOHEHTHI, HE BXOASIIHE B TIEpEUCHb
AIIEKTPOHHON MH(POPMAITHOHHO-00Pa30BaTEILHON CPE/IBL.

10. CHEIIUAJIBHBIE YCJIOBHUA OCBOEHUSA JUCIIUIIJIMHBI OBYYAIOIIUMHUCS C UHBAJIMAHOCTBIO U
OI'PAHUMYEHHBIMHA BO3MOXHOCTSMMU 31OPOBbS

OcBoOeHME AUCUUIUIMHBI UHBAJIMIAMH U JIMLIAMH C OTPaHUYEHHBIMH BO3MOXKHOCTSIMHU 3[JOPOBbSI OCYIIECTBIISCTCS C UCIIOJIb30BaHHEM
CHEUUATIbHBIX TEXHUYECKUX CPENCTB W HH(GOPMAIMOHHBIX TEXHOJOTHH, MPEAOCTaBISIeMBIX PecypCHBIM yueOHO-METOANIECKHM
LEHTPOM MO OOYYEHHIO MHBAIMIOB W JIMI C OTPaHHYEHHBIMH BO3MOXKHOCTAMHU 3710poBbs Uenl'Y mo 3ampocy oOydaromierocs
(MOOMITBHBIE CHEHAIBHBIC TEXHHYECKAEC CPEACTBA UL JIMI] C HAPYLUICHUSMU 3PCHUS W C HAPYIICHHEM CIyXa, aCCHCTHUBHBIC
HH()OPMAITHOHHBIE TEXHOIOTHH).

IIpu nHeoOxomuMmoOCTH ajst OOYYAIOUIMXCSl C HApyLICHUSAMH 3pEHUS Ha padO4YMx MecTax [js IpPOBEINEHUS IPAKTUYECKUX MU
1abOpaTOPHBIX 3aHATHN YCTaHABIMBACTCS CIEIHATIBHOE MPOrpaMMHOE obecredeHue (mporpaMma peueBOdl HaBUTAIMH, PEYEBHIC
CHHTE3aTOPbI, SKPAHHBIC JIYIII).

B yueGHble aynuropuu obecrieunBaeTcs OSCIPENSTCTBEHHBIH NOCTYI it 00YYarOIMXCsl ¢ MHBAIMAHOCTHIO MU C OTPAaHMYCHHBIMHU
BO3MOXHOCTSIMHU 3/I0POBbS. B Kax110i ayquTopuy, rae o0yJaroTcs HHBAJIU/IBI U JIMIA ¢ OTPAHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBBS,
MPEyCMaTPUBAETCS COOTBETCTBYIOIIECE KOJMUECTBO MECT JUISl 00YYaIOIIMXCS C YYETOM HAPYIICHUH HX 3/I0POBbSL.

Jlnsg ocBOeHMS TUCIMIUIMHBI HHBAJINMAAM U JIMLIAM C OTpaHUYEHHBIMU BO3MOXXHOCTSIMHU 3JI0POBbS NPENOCTABIISAETCS IOCTYII K IIEYaTHBIM
HCTOYHUKAM, UMEIOIIUMCS B Hay4yHOW Oubnnoreke Yenl'V, ¢ moMOLIbIO CIIEIMATIBHBIX TEXHUYECKUX CPEICTB; JOCTYI C MOMOIIBLIO
CHENHANbHBIX TEXHUYECKHMX W MPOTPAMMHBIX CPEICTB K 3JEKTPOHHBIM HCTOYHMKAM, HPEICTaBICHHBIM B (OpME 3JIEKTPOHHOIO
JIokyMeHTa B poHze HayuHo Oubmuorexn Yenl'yY wim 31eKTpOHHO-OMOIMOTEUHBIX CUCTEMAX.

Y4eOHo-MeToANYeCKHE MaTepHalbl Ui 00yYarOUIUXCsl U3 YMCIIa WHBAIUAOB U JIMI C OrPAaHUYEHHBIMH BO3MOXKHOCTSIMH 370POBBS
IIPEIOCTABISIIOTCS B hOpMax, aIaNTUPOBAHHBIX K OTPAaHUYEHHSAM HX 340POBbS M OCOOEHHOCTSIM BOCHIPHSTHS

© ®I'BOY BO «Henl'V»




MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpEXKIECHUE BHICLIET0 00pa3oBaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pa6ouast porpamMma JUCHUILTHHBL " A IMUHECTpUpOoBanue LinuX u 3amura nyGaudHbIX ciryk6" [0 HAMpPaBICHHUIO
noxaroroBk (creuansrocty) 10.05.01 "KommnbrotepHast 6e30macHOCTh' HAaPaBICHHOCTH (PODIIIIO) CHeHaTH3aHs ctp. 12
N 1 "Anammus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Yen'Y»

uHpopMaLuu.

Jnst MHBATHAOB U JIMII C OTPAHUYEHHBIMH BO3MOKHOCTSIMH 37I0POBBSI OCBOCHHE JUCIUILTHHBI MOKET OBITh YACTUYHO MIIH TIOTHOCTHIO
OCYLIECTBIIEHO C UCIOIb30BAaHUEM JUCTAHIIMOHHBIX 00PAa30BaTENIbHBIX TEXHOIOTHH.

Ilpn mpoBegeHHM TNPOMEKYTOUHOH AaTTECTAIMH IO AUCHHUILIMHE OOYYaromMMCS C WHBAIHIHOCTBIO M C OTPaHHYCHHBIMH
BO3MOXHOCTSIMM 3/I0POBbsI 00ECIIEUMBAETCSl IO UX 3asABJICHUIO IIPEAOCTaBIEHUE B JOCTYIHOH (opMe B 3aBUCUMOCTH OT HUX
UHJUBUIYaIbHBIX OCOOCHHOCTEH MHCTPYKIMU O IIOpSAAKE IPOBEAEHUS IPOMEXKYTOUHOH aTTEeCTAlUM, OLIGHOYHBIX CPEACTB U
BO3MOXKHOCTH OTBETOB Ha 3aJaHus (IHCbMEHHO Ha Oymare, HabOp OTBETOB Ha KOMIIbIOTEpE, NHCbMEHHO wmpudrom bpaitns, ¢
HCIOJIb30BaHUEM YCIIYT aCCUCTEHTa, YCTHO).

Ipu npoBeeHNH MPOLEAYPHI OLICHUBAHKS PE3yIbTaTOB OOYUECHHS WHBAIUIOB U JIUIl C OTPAHNYEHHBIMH BO3MOXHOCTSMH 3J0POBbS
IIpelycMaTpUBaeTCs UCIOIb30BaHUE IPeJOCTaBlIeHHbIX Yenl Y i coOCTBEHHBIX TEXHUYECKUX CPE/ICTB, HEOOXOAUMBIX UM B CBSA3U C
UX MHAUBUAYaNbHBIMH OCOOCHHOCTAMH. [Ipi HE0OXOAMMOCTH WHBANUIaM M JHIAM C OTPAHHICHHBIMH BO3MOJKHOCTSIMH 3J0POBBS
IIpe0CTaBIsIETCS AONOIHUTENBHOE BpeMs JUIs NOJrOTOBKY OTBETAa Ha 3aaHMs, IIPOLEAYpa OLECHUBAHUS PE3ylbTaTOB OOyYEHUs IO
JUCIUTIIMHE MOXET MPOBOAUTHCS B HECKOIBKO 3TAIlOB.

© OI'BOY BO «Uenl'V»
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