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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuii rocyaapcrBerHbiil yuuepeuter» (GI'BOY BO «Yenl'Y»)

PaGouast mporpaMma JUCIHILTHHB " A IMUHECTpUpOoBanue LinuX u 3amura myGaudHbIX ciy06" 10 HAPaBICHUIO
noxaroroBkH (crenuansrocty) 10.05.01 "KommnbroTrepHast 6€30macHOCTh' HAaPaBICHHOCTH (IPOMHIIIO) CHCIHATH3aIUs ctp. 3
N 6 "NuopMamoHHO-aHATNTHYECKAs] U TEXHUUECKast SKCTIepTH3a KoMibioTepHbIX cucteM” ®T'BOY BO «Yenl'V»

1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

Llenbro MUCIUILINHBL ABISETCS PUOOPETEHHE CHCTEMATH3UPOBAHHBIX 3HAHKN B 001acTu aamuuaucTpupoBanus OC Linux u 3amuTer
MyOJIMYHBIX CITYXO.

3aga4n TACIUTIINHEI

— W3YYUTh OCHOBBHI ()yHKIIMOHHPOBAHKS OCHOBHBIX CIIyKO (cepBucoB) cetit IHTEpHET 1 KOPIOPATUBHBIX CETEH;

— O3HAKOMHUTH CTYJICHTOB C OCHOBHBIMHU TE€XHOJIOTHSIMU M ITPOTOKOJIAMH, UCIIOJIb3YEMBIMH JIJISl TOCTPOEHHS MaclITaOUPyeMbIX
TeTepOreHHBIX HHPPACTPYKTYP, B KOTOPHIX Pa3BEPTHIBAIOTCS U (QYHKIHOHUPYIOT OCHOBHBIE KOMMYHHKAIIHOHHBIE CEPBHCHI,

— M3yYHUTH OCHOBBI IOCTPOCHUS U 3aLIUTHI MMyOJUYHBIX CIYXKO.

PeSyJ’ILTaTLI O6y‘IeHI/I$I 0 JUCLHUIIJIMHE HAaIIPaBJICHbI HA JOCTUKCHUE NHIUMKATOPOB:

VK-4.1. O6nanaer 3HaHUAMU 0COOCHHOCTEN U MPABKII JINYHOW ¥ TIPOPECCHOHANBLHON YCTHOU M IIMCbMEHHONW KOMMYHUKALIUH, B TOM
YHCITe Ha HHOCTPaHHOM(BIX) sI3bIKe(ax).

VK-4.2. [leMOHCTpUpYET yMEHHE NPUMEHATH COBPEMEHHBIE KOMMYHHUKATHBHBIE TEXHOIIOTUH  JIJIsSI aKaJIEMUYECKOTO 1
npo¢heCCHOHATILHOTO B3aUMOICHCTBHS B CUTYAllMK YCTHOM M IIMCHbMEHHOM KOMMYHHKAIIUH, B TOM YUCIIE HA HHOCTPAHHOM (BIX)
s13bIKe(ax)

VK-4.3. IMeeT HaBBIKU aKaJAeMHIECKOr0 1 MPO(HECCHOHATHHOIO B3aUMOICHCTBYSI, B TOM YHCIIe Ha HHOCTpAaHHOM(BIX) s3bIKe (ax).

OIIK-12.1 3HaeT NPUHIMITEI IIOCTPOSHHS COBPEMEHHBIX OIIEPALOHHBIX CHCTEM H OCOOEHHOCTH UX PHMEHEHUs; IPHHIIHITBI
pa3paboTKH CIIEIHaIBHOrO MPOTPAMMHOT0 OOecIieueH s, IpeIHa3HAYeHHOTO JUIS PEOI0JICHNUS 3aIUThl COBPEMEHHBIX
OTIEPAIIMOHHBIX CUCTEM C HCIIOIB30BaHHEM HX HEJOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH; OCHOBHBIE IPUHIUITEI KOHQHUTYPUPOBAHUS U
aJMUHUCTPUPOBAHUS OINEPALUOHHBIX CHCTEM.

OIIK-12.2 YMmeer pa3pabaThIBaTh CHCTEMHOE M IPUKIIATHOE IPOrpaMMHOE oOecTieueHne sl MHOT03aJauHbIX,
MHOTOIIOJIb30BAaTENILCKUX U MHOTOIIPOLIECCOPHBIX CPell, a TaKXkKe JUIs cpell ¢ uHTepdeiicoM, yIpaBIsieMbIM COOOIIEHUAMH; IPUMEHSTh
OCHOBHBIE METOJIBI POTPAMMHUPOBAHUS B BEIOPAHHOW ONEpalMOHHON cpene.

OIIK-12.3 BnageeTr HaBbIKaMU CUCTEMHOTO IPOrPaMMUPOBAHYS; HABBIKAMH PAa3padOTKU CUCTEMHBIX U MPUKIIAJHBIX IIPOrpaMM,
oOpamaronmxcst K ONepalnoHHON CHCTEMe C IOMOIIBIO CHCTEMHBIX BBI30BOB.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII

uxx (pazaen) OITOIL: K.M.03.06

2.1 TpeGoBaHus K NpeJBapUTeIbHOI IOAT0TOBKE 00y4aIOLIErocs:

HNudopmaruka

OHepaHI/IOHHHe CUCTEMBI

Mertozbl TporpaMMUpOBaHUS

KomnsrotepHsie cetu

2.2 INCUMIIMHBI M NPAKTHKH, IJ151 KOTOPHIX 0CBOEHHUE JTAHHOIM JHCHUILIHHBI (MOLYJ151) HEOGX0AMMO KAK MPeIIeCTBYOLIEe:

[ToaroroBka K MpoIeAype 3aMIUTHI U 3aIIUTa BHITYCKHON KBAIN(UKAIIMOHHON pabOThI

3. KOMIIETEHIIMY OBYYAIOUIETOCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHMSI TMCLIMTLTAHBI
(MOJY.JIST)

VYK-4: CniocofeH npuMeHsITh COBPeMeHHbIe KOMMYHHUKATHBHbIE TEXHOJIOTMH, B TOM YHC/Ie HA HHOCTPAaHHOM(bIX) s3bIKe(aX),
JJIS1 aKa/IeMUYeCKoro u npogeccHoHaILHOI0 B3aUMO/ielicTBHS

3HaTh:

— OCHOBHBIE TEPMUHBI U peueBble 000POTHI, yrnoTpebisoniecs B cepe KOMIBbIOTEPHBIX TEXHOJIOTHA.

YMerTh:

— COCTaBJIATH TEKCTHI U COOOIIECHUS ¢ ONMCAHNEM TEXHOJIOTMYECKUX M IPOrPaMMHBIX XapaKTEPUCTHUK pa3padaThIBaeMbIX IIPOIYKTOB.

Baagern:

© OI'BOY BO «Uenl'V»




MIMHOBPHAYKU POCCUUN
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«YenssOuHcKui rocyaapcrenubiil yausepeuter» (PTBOY BO «Uenl'Y»)

Pabouast porpamMma JUCHUILTHHBL " A IMUHECTpUpOoBanue LinNUX u 3amura nyGaudHbIX ci1yk6" [0 HAMPaBICHHIO
noxaroroBku (crenuansroctr) 10.05.01 "KommbrorepHas 6€30MacHOCTh' HaIPaBICHHOCTH (IIPOQHUITIO) CrieHHaIn3aiis cTp. 4
N 6 "MupopMannoHHO-aHATUTHYECKAs! M TEXHIHYECKast IKCIIepTr3a KoMibioTepHBIX cucteM” ®I'BOY BO «Yenl'V»

— UMCTbh HaBBIKH Bep6am)H0171 KOMMYHUKAalIUM Ha TCXHUYCCKOM MHOCTPAHHOM S3bIKC.

OIIK-12: Cnoco6eH agMHHHCTPHPOBATH ONIEPAMOHHEBIE CHCTEMBI H BBINOJHATE PA0OTHI 0 BOCCTAHOBJICHHIO
paboTocnocoGHOCTH MPHKJIAJHOIO U CHCTEMHOI0 MPOrPaMMHOT0 o0ecreYeH s,

3HaTh.

— OCHOBHBIE TTOHSTHUS ONEPAIIMOHHBIX CUCTEM U MX 3aIUTHI;

— OCHOBHBIE ITOHSATHS, OCHOBHBIE AJITOPUTMBI XpaHeHHs 1 00padoTku nanHbx OC;
— OCHOBHBIE CTAH/IapThI U aJITOPUTMBI NIEpeiadn JaHHBIX;

— OCHOBHBIE aKTYyaJIbHbIE MOJICJIN aTak.

YMerTn:

— HCIIOJIb30BATh aJITOPUTMBI T'€HEPALIUH, XPAHEHHSI U PaCIIpeIeIeHNs] KITI0YeH;
— NIPOEKTUPOBATH U UCIIOIB30BATH CHCTEMBI JIEKTPOHHOH IU(POBOH MOINCH,;
— MPUMEHSTH Ha MPAKTUKE AJITOPUTMBI YIPABJICHUS OTKPBITHIMU KITFOUaMH.

Baagers:

— OCHOBHBIMH METOJaMH afMUHUCTpupoBaHus 1 HacTpoiku OC u cereil mepenayu;
— ajgropuT™Mamu (OPMHUPOBAHHUS XelI-()yHKIHH;

— HHCTPYMEHTaMH obecrieueHus 6e30MmacHoi paboThl B CETH HHTEPHET;

— METO/IONIOTHEH TIPUMEHEHHS 0€30MaCHBIX MYOIUIHBIX CITYXKO;

— METOJIaMH{ YIPABJICHUS KIFOYaMHU B CHCTEMaX C OTKPBITHIM KITIOUOM,;

— HHCTPYMEHTaMH oOecrieueHus 6e30MacHoi paboThl B CETH HHTEPHET.

B pe3yabTaTe ocBOeHHS AMCHUIIUHBI 00yYAIOLIHIICH T0TAKEH

3.1|3narth:

3.1.1|- nousitue uHMOpPMAIKH, CIIOCOOBI €€ MPECTABICHHUS, OCHOBHBIC TPUEMBI TTOJIYUCHHS, XpaHEHHsI, 00pabOTKH
uHpOpMaLUH;

3.1.2|- ocHOBHBIC MOHSATHS ONEPALIMOHHBIX CHCTEM U MX 3aIl[UTHI;

3.1.3|— ocHOBHbIE IOHATHS, OCHOBHBIE aJITOPUTMBI XpaHeHus U 06padoTku gaHHEIX OC.

3.2|Ymerh:

3.2.1|- ucronp30BaTh 3alUILEHHBIE COBPEMEHHBIE HH()OPMAIIMOHHBIE TEXHOIOTHHU B CBOCH POJECcCHOHATBEHON
NS TeTbHOCTH;

3.2.2|- AHAJIM3UPOBATH I/IHCI)OpMaI_II/IOHHyIO 0€30IMacCHOCTh MHOTOIIOJIB30BATEIbCKUAX CHCTEM;

3.2.3|- ucrnonp30BaTh MPOTOKOJBI I 3aIIUTHI HHQOpMAIMU 1 00ecTiedeHus: 0€30MacHOCTH KaK JOKaJIbHBIX, TaK U
PAacIpEeAe/ICHHBIX CHCTEM.

3.3|Baanern:

3.3.1|— HaBbIKamMK oOecTIeUeHUs 3alUThI HHPOPMAIIUU OT BHEIIHUX YIPO3;

3.3.2|- HaBBIKaMu MPUMEHEHHUA METOAOJIOTUH 3allIUTHI B o0Jractu PIH(I)OpMaHPIOHHOfI 663OHaCHOCTI/I;

3.3.3|— OCHOBHBIMU METOaMU aAMUHHUCTpUpoBaHus 1 HacTpoiiku OC u cereil nepenauy;

3.3.4|- meTononorueit mpuMeHeHUs 0€30aCHBIX MyOINYHBIX CIYXO.

4. OBBEM U CHUIIJIMHBI (MOAYJISI)

O6wwasa TpyaoeMKoCTb 73ET

Yacos 1o yuebHOMY IuiaHy : 252 Buibl KOHTPOJIS B CEMECTpax:
B TOM YMCIIC .

ayIUTOpHBIC 3aHaThs © 136 3a4eThl 8

camocTosiTenpHas padora :  102,2 3a4eThl C OLECHKOH 9

KOHTakTHas pabora: 149,8

HKP: 13,8
5. CTPYKTYPA U COAEP)KAHUE JUCHUIIJINMHBI (MOJYJIS)
Kon HaunmeHoBaHue pa3jiesioB u TeM /Buj 3ausitust/ Cemectp | Yacos JlntepaTtypa
| sansTH [ Kvpe

© ®I'bOY BO «Yenl'V»
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N 6 "MupopMannoHHO-aHATUTHYECKAs! M TEXHIHYECKast IKCIIepTr3a KoMibioTepHBIX cucteM” ®I'BOY BO «Yenl'V»

Pasnea 1. AnMUHHCTPpUpPOBaHHe onepanuoHHbIX cuctem (OC)
1.1  |BBoguas undopmarmst. /JTex/ 8 2 JI1.1J11.2 J11.3712.1
J12.2712.3
1.2 OcHoBHbIe monoxeHus /Jlex/ 8 2 JI1.1J11.2 J11.3712.1
J12.2712.3
1.3 Spomrormst OC /Jlex/ 8 2 J11.1J11.2 J11.3712.1
J12.2J12.3
1.4 |Apxurektyprbie ocobenroctu OC /Jlex/ 8 2 JI1.1J11.2 J11.3J712.1
J12.2712.3
1.5 Knaccudukamus OC Unix /JTex/ 8 2 JI1.1J11.2 J11.3712.1
J12.2J12.3
1.6 CoBpemenHoe cocrosiaue /JIex/ 8 2 JI1.1J11.2 J11.3712.1
J12.2J12.3
1.7 Daiinoeie cuctembl /JIek/ 8 2 JI1.1J11.2 J11.3J12.1
J12.2712.3
1.8 TpuHnumsl mocTpoeHus daitmosoii cucrems /JIek/ 8 4 JI1.1J11.2 J11.3712.1
J12.2712.3
1.9 TIpumeps! daitnossix cucteM /Jex/ 8 2 JI1.1J11.2 J11.3J712.1
J12.2J712.3
1.10 |Mynstunporpammuposanue /JIex/ 8 4 JI1.1J11.2 J11.3]12.1
J12.2J12.3
1.11 |IInaHupoBaHHE MMPOLECCOB U MOTOKOB /JIek/ 8 2 JI1.1J11.2 J11.3]12.1
J12.2J12.3
1.12 3amauy ynpaBiaeHUs MaMAThIO, TUIIBI aipecallii, CXEMbI pacipeeeHus 8 4 JI1.1J11.2 J11.3J12.1
namsiti /Jlex/ J12.2J12.3
1.13  |TIpumMepsl UCITOTB30BAHUS BUPTyadbHOM mamMsTh /JIex/ 8 2 JI1.1J11.2 J11.3J12.1
J12.2J712.3
1.14  |Kommposanue nanubix /Jlex/ 8 2 JI1.1J11.2 J11.3J12.1
J12.2J712.3
1.15 |Apxurexrtypa cereBoii noacucrems! Linux. Ctpykrypa daiioBoii cuctemsl 8 4 JI1.1J11.2 J11.3]12.1
Linux. OcHOBHEIE CETEBBIE YTUIIMTHI U CPECTBA qUardoctuku /J1a6/ J12.2 J12.3
1.16 |Cepsuc DNS/Domain. O6nekt, romMeH, nHpopmanus 06 06bekre. OCHOBHBIE 8 4 JI1.1 J11.2 J11.3J12.1
THIIBI 3aTHCcel. PEKypCHBHBIN U HEPEKYPCUBHBIN peXKUMBI paboThL. /J1a6/ J12.2 J12.3
1.17  |Cepsuc DNS/Domain Hactpoiika cepsepa DNS. Ipaktudeckas paboTta ¢ 8 4 JI1.1 J11.2 J11.3J12.1
JTAaHHBIMH JOMEHOB. Perumkanus qOMeHHbIX JaHHbIX. /J1a0/ J12.2 J12.3
1.18 [VPN-pemenus. [Mpunnumne: pyukiuonuposanus VPN. Bupryanbhbie 8 4 JI1.1J11.2 J11.3J12.1
uHTepeNcH 1 0COOEHHOCTH MapIupyTu3anuu. Knuenr-cepeepHas J2.2712.3
apxutektypa VPN u apxurexrypa VPN Touka-Touka. [Ipakruueckoe VPN
-COEIMHCHUSI TOYKA-TOYKA [0 CXEME KKaXIbIi ¢ Kaxkapim» /J1ab/

© OI'BOY BO «Uenl'V»
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cTp. 6

1.19 |MexcereBble S5kpaHbl. [IpHHINMEL (YHKIIMOHUPOBAHKS. TaOIHIbl, IIETIOYKH 8 8 JI1.1J11.2 J11.3712.1
MPaBWII U MIPaBHJIA. J12.2 J12.3
[MoHsTHE AEMUIUTAPH30BAHHON 30HBI. [IOHSTHS COCTOSIHUS COCMHECHUS U
BUPTYaJIBHOTO coequHeHUs. [[pakTidyeckast HaCTpOHKa MEKCETEBOTO dKpaHa
JUTSL pSKUMOB KIIMEHTA, CepBepa U MaplIpyTU3aTopa
1J1a6/

1.20 [Cepsuc LDAP (ciyx06a karanora). OCHOBHbIE IPHUHIMIIBI (YHKIHOHUPOBAHHS, 8 4 JI1.1J11.2 J11.3712.1
pas3BepthiBaHue. Cxema karanora. [Touck B katanore. OOHOBICHUE J12.2 J12.3
coyiepskumMoro karaiora /J1a6/

1.21  |Cepguc ayrenruduranuu Kerberos. [puHiuib: paboThl, MOHATHS IPHHIIATIANA 8 2 JI1.1J11.2 J11.3712.1
U THKeTa. Pa3BepThiBaHue, ynpasienue cepsucom. /J1ab/ J12.2712.3

1.22 |WnTrerpanus koMIbioTepa B CiIyk0y kaTanora. HacTpoiika moacucTeMbl 8 4 JI1.1J11.2 J11.3J12.1
ayTeHTU(UKALUY, TTOICUCTEMb] UICHTU(DUKAIINY. J2.2712.3
OTKa30yCTOHYNBOCTD, KPUNTOrpadrIecKast 3aIuTa.

[JTa6/
1.23 |AIMHHHCTpHUpPOBAHHE OMEPAMOHHBIX crcteM /Cp/ 8 33,1 |JI1.1J11.2 J11.3J12.1
J12.2712.3
Paznen 2. Unast koHTaKTHasi padoTa
2.1 MHast koHTaKkTHAs paboTa: HHIUBHYaIbHbIC KOHCYJIbTAIUH, TEKYIHA 8 6,9 |JI1.3J12.1J12.2 J12.3
KOHTpOIIb. /IKP/
Pa3nen 3. AAMUHHCTPUPOBAHNE U 3AIUTA MYOJUYHBIX CIYKO
3.1 Certn, ceteBble cpencta. IIpotokosns /Jlex/ 9 2 JI1.1J11.2 J11.3J712.1
J12.2712.3
3.2 Cetesblie ciyx0b1 /JTex/ 9 4 JI1.1J11.2 J11.3J12.1
J12.2712.3
3.3 Mexcetebie 3kpanbl 1 VPN /Jlex/ 9 6 JI1.1J11.2 J11.3J12.1
J12.2J12.3
3.4 Pacnpenenennsie cuctems! /JIex/ 9 4 JI1.1J11.2 J11.3J12.1
J12.2J12.3
35 O6ecneuenune 6e3onacuocTu /Jex/ 9 18 | J11.1J11.2J11.3712.1
J2.2712.3

3.6 Hudpactpykrypa PKI. Kopresoii ceprudukar, ceprudukar, 3anpoc Ha 9 6 JI1.1J11.2 J11.3J12.1
CepTUQHUKAT, KIIFOY CEPTUPUKATA, IIETTOYKa CEPTUPHUKAIINHI, CITUCOK OTO3BAHBIX J12.2 J12.3
cepTU(HKATOB.

PazBepThIBaHUsS COOCTBEHHOTO LIEHTPA CePTHHUKALUH
[J1a6/

3.7 IIporoxon HTTP. IIpunnumns: padotet HT TP-cepsepa. MoxynbHas 9 4 JI1.1J11.2 J11.3]12.1
pacupsiemast apxutektypa HTTP-cepBepa. OCHOBHbBIE XapaKTEpPUCTUKU J12.2 J12.3
(mapametpsr) HTTP-cepsepa /J1a6/

3.8 Hacrpoiika HT TP-cepBepa. B3anmopeiicTBre 1 B3aMMOBIIHSIHUE TIPaB JIOCTYIa 9 4 JI1.1J11.2 J11.3]12.1
Ha (paiiIoBO# cucTeMe Ha AepPEeBO JOKyMEHTOB. JIMUHbBIE pecypChl J12.2 J12.3
nouns3oBareneit /J1a6/

3.9 Ayrentudukarus B HTTP. Metoas! ayrentudukanuu. Hacrpoiika 9 4 JI1.1J11.2 J11.3J12.1
ayTeHTH(UKAIUK Ha U30JIMPOBAHHOM cepBepe. Pa3nuuns ayTeHTHUKAIHS J12.2712.3
cpenctBamu HTTP u cpeactBamu mpunoxenust /J1a6/

3.10 |Ayrentudukanus HTTP-cepBepa uepes ciyx0y karanora. /J1a6/ 9 4 JI1.1J11.2 J11.3J12.1

J12.2J12.3
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3.11 |MuTerpanus MHCTPYMEHTOB Kpunrorpapudeckoii 3ammrsl B HTTP- cepsep. 9 4 JI1.1J11.2 J11.3712.1
TpeboBanus, orpannyenns. OcCOOEHHOCTH. YTIpaBJIeHUE PACIIPOCTPAaHEHUEM J12.2 J12.3
KOPHEBbIX cepTudukaros. /J1ab/

3.12  |[InanupoBaHue pacUIMPsIeMOi HHPPACTPYKTYpPbI BHYTPEHHEH CETH. 9 4 JI1.1J11.2 J11.3J12.1
PasyienieHre BHENIHUX U BHYTPEHHUX pecypcoB. DUIbTpanust BXOAIIIUX U J12.2J12.3
HCXOMSAIINX HHPOPMAIIMOHHBIX TTOTOKOB. /J1ab/

3.13  |TpeOoBaHMs K BHYTPEHHHUM CETSM, MOJIKIFOUCHHBIM K VIHTEpHET. 9 4 JI1.1J11.2 J11.3J12.1
KommyHnukannonHste cepsucsl VOIP u Instant Messaging, ux texHuueckue J12.2712.3

XapaKTEPUCTUKHU M OCOOEHHOCTH HHTErPALUU B KOPIIOPATHBHYIO
uH(pactpykTypy (0630pHO). /JTab/

3.14  |ApmunucrpupoBanue OC. AMHUHUCTPUPOBAHUE U 3aIUTA TyOIMYHBIX CITYXKO. 9 69,1 |[J11.1J11.2 J11.3J12.1
/Cp/ J12.2712.3

Pa3nen 4. Unast koHTaKTHasi padora

4.1 MHast koHTaKkTHAs paboTa: HHIUBHYaIbHbIC KOHCYJIbTANH, TEKYIIHA 9 6,9 |JI1.3J12.1J12.2 J12.3
KOHTpoIb. /IKP/

6. ®OHJ OIIEHOYHBIX CPEJICTB

6.1. Hepeqenb BU/10B OICHOYHBIX CPEACTB

Jlaboparopnas pabora.
[Tepeuens BOpoOCOB K 3a4eTy.
ITepedeHpb BOIIPOCOB K 3a4eTy C OLCHKOIA.

6.2. TunoBbIe KOHTPOJBbHBIC 3aIJaHUA U HHbIC MAaTCPHAJIbI 1]l Te]cymei/i aTrrecranuu

Crcok 1a00paToOpHBIX padoT:

1 Hanmcars ckpunT Ha si3bike Python2, koTopsrit GymeT mapcuTh 0Ty aBTopu3anuu cM. ¢aiin /var/log/auth, na momsrTky Hammaws
OLIMOOYHBIX MOIBITOK aBTOpU3aLMH. 3anuckiBaTh B (haiin /var/log/auth2.l1og mony4ennsie naHHbIe B popMaTe: UMs_IONB30BATEIS -
ipagpecc. P.S. HCIOIB3yEM PEryJISIPHBIC BHIPAKCHHS.

2 C momomipio logrotate HacTPOUTH POTAIMIO JIOTOB, JIOTH JIOJKHBI POTHPOBATHCS pa3 B J€Hb WITH MPH MPEBBIIICHAE pa3Mepa (aitia
1Mb, cm. /etc/logrotate.conf

3 Hanncats ckpunt Ha si3bike Python, kotopsrit Ha ocHoBe Xml-daiina ¢ onmcanuem 30H, OyaeT co3naBath (aiinbl 30H A1 AeMOHA
bind9, n noGasnsaTe HHPOPMaIHIO 0 30He B KOH(UTypannoHHbIi ¢aiin /etc/bind/named.conf.local st ympomeHuss MoxHO
obpabateiBath 3amucu tuna: SOA, A, CNAME, MX, NS. Crpykrypy xml ¢aiina mpoxymats camum. TTocie co3manust 30HB,
HE00XOANMO HMPOBEPUTH IIPUTOTHOCTh KOH(GUTYPAIIMOHHEIX (hailyIoB, HapUMep, ¢ HOMOLIBI0 KoMaH sl "'named- checkconf —z",
CKPHIIT JOJKEH €€ BBIIIOJIHHUTD CaM, M BHIBECTH HH()OPMAILIMIO O YCIICUIHOM/HEYCIICUIHOM BBIIIOIHEHHUH 3arpy3Ku HH()OpPMAIIUHL.

4 MoauuipoBaTh CKpUIT €Ch0_Server2.py, CKpHIT J0DKEH: 3alpalliBaTh JIOTHH ¥ apodb (1o aHaioruu ¢ Ssh); mucaTs Bee
COOBITHS YCIIENTHBIX/HEYCIIENTHBIX TOMBITOK aBTOpH3almu B 10g-daiin, /var/log/script.log, B jtor ¢aiin 10/KHBI THCATHCS JIOTHH,
napoib U ip-aJpec KIueHTa, KoTopblid pobdoBai noakitountscs. Hactpouts fail2ban, uro6sr on obpabatsisan /var/log/script.log, u
TIPH JOCTHKCHUH 5 HEYIauHbIX MOMBITOK aBropusanuy, fail2ban nomken 3abanuts ip- ampec moakirOUaBIIErocs KINCHTA.

5 YcranoBka DNS cepeepa BIND9 u BcriomorarenbHbIX YTUIIHT.

6 Asterisk. MySQL. Ycranosuts Asterisk, namicars mian zabopa. [pu 380uKe Ha 7700110. JToymKHA TIPOUCXOAUTD [IPOBEPKA HATMIUS
3aperiuCTPUPOBAHHBIX HOMEPOB, YCIOBHBIX OnepaTopoB (Homepa umerot npedukce 9, nanpumep 901, 910). Eciu ver
3aperuCTPUPOBAHHBIX OIIEPATOPOB, TO 3amuchiBaeM B Mysql coGbITHE 0 TOM YTO KIMEHT 3BOHMIL. B BJ] IOJDKHBI COftepKaThCs: [ata
3BOHKA, KTO 3BOHMII. ECii €CTh XOTs OBl OIMH CBOOOJHBII OmepaTop, TO HEOOX0IMMO MOMECTHUTD BBI30B B 0Uepe/ib. (CM. KOMaHIy
Queue), utst 3BOHSIIET0 TOJDKHA BOCIIPOU3BOMUTECS My3bika (Music on hold), u crparerus pacmpeienieHus BBI30BOB IO OIlepaTopam
JIOJKHA OBITH - 3BOHUTBH BCEM.

7 Apache + DNS. Ycranosuts Apache u Bind9, ckondurypuposarts 30ny kb.localnet. O6sizarensro Hamnaue nomera Www.kb.localnet
- IIpH TOMBITKE JOCTYMA Ha 3TOT XOCTeiM uepes Opaysep, poinkeH otBedats Apache, Apache nommkeH 3anpocuTh aBTOPU3ALHUIO
nons3oBaresst. Jlocrymn k http - momken orpanmunBarses cpeacrsamu iptables, mo6sie monsiku gocryna k 80 u 53 mopTy KOKHBL
norupoBathes (cpeactBamu iptables). Redis, Python. Ha neyx mammuax yctanoBuTh RediS, HACTPOUTD PETIMKAIIMIO TAHHBIX MEXKITY
cepBepaMu, JOCTYII K OPTY PeJIrca IODKEH ObITh TOJBKO y cocennero cepiepa mwiu localhost'a. C momomsio Python, manucars
CKPHIIT, KOTOPBI IIO3BOJIUT MPOTECTHPOBATH BpeMsi 3anucH B redis, N - KoJ-Ba JaHHBIX. HAIPHMED, YHUKAIbHBIA_KIIFOY -> CllyJaiiHas
cTpoka. Hamucars ckpuil, KOTOpPBIiA OyAeT IPOM3BOIUTH aBTOPU3ALHIO TT0Jb30BaTeseil. T.e. OyAeT Caylars CoeuHEH s, IPH
KOHHEKTE K HEMY, IePEAaeTCst JIOTHH U [apoiib, CKPUIT oOpaiaercs B redis, eciu HaXOAUT BEPHYIO Mapy JIOTUH U IapoJib, TO
BO3BpaIaeT coobIIeHne SUCCESS, eciti He HaxoauT - To failed.
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cTp. 8

8 Asterisk, Redis. Ycranosuts Asterisk, Redis. PeannzoBars ruian Habopa, KOTOPBIH MO3BOJIUT OCYLIECTBIIATH BHI30BBI BHYTPH aTC
(mampumep, ¢ Homepa 901, nomKkHa OBITH BO3MOXHOCTE TI03BOHUTH Ha 904). ITpu 3BOHKE TOKHA OCYIIECTBIIATHCS 3aITHCh Pa3rOBOPOB.
JloiKHBI OBITH OT/ENBHBIC 9KCTEHBI, KOTOPBIE TI03BOJISAT 3BOHUTH Ha yCIIOBHBIE MEXKyTOPOAHIE HOMEPa, COTOBBIC, Yepe3 pasindHbIe
aruTHUKA (SiP-mtipsl). MHbOpMAIHio 0 ToM uepe3 Kakoit Sip-mp. HeoOX0auMo OCyIeCTBIATh 3BOHOK, HY)KHO XpaHuTh B Redis, u
OCYIIECTBILSITh K HUM HocTyI ¢ omorbsio AGI/FastAGI ckpunra. Hanpumep, ¢ Homepa 901 xotum no3soruts Ha 83512250000, st
TOro0 YTOOBI Y3HATH Yepe3 KaKOi aluTHUK 3BOHUTS, Bbi3biBaeM AGI ckpuIit, koTopbiii obparnaercs B Redis, B koTopom Gyaem
Haxoauthes htable, B kotopom 6yner Hanmcan koj ropoaa 351 u ammHuK, HanpuMmep gatewayl.

6.3. THNOBBIe KOHTPOILHEBIE BONPOCHI H 3aIaHHS IS MPOMEKYTOUHOI aTTecTalHu

Crcok 3aaHui K 3a4eTy:

1 Hactpouthb MekceTeBOM 9KpaH (HHAWBUAYATbHBIC BAPHAHTHI HACTPONKH).

2 Hactpouts cepBep HTTP (MHANBHAYaNTBHBIC BAPUAHTHI HACTPOUKH).

3 Hacrpowuts cepsep DNS (vuanBHIyansHble BApHAHTHI HACTP OMKH).

4 HactpouTh orpannueHue foctyna no IP-agpecam.

5 HactpouTts nocrosiiHoe VPN-coeinHeHHE MEXKTY CEpPBEPAMH.

6 3apeructpupoBats B kaTanore LDAP 00bekT, HaliTH 00bEKTHI YIOBIETBOPSIOIINE 3aJaHHBIM KPUTEPUSM.

CHHCOK TEOPETHYECKUX BOIPOCOB K 3aYETy C OLICHKOI:

1 OcHogsl IP-cTexa (naTEp(deiic, MapmIpyT U TabIIAIa MapIIPYTH3AIIHH, COSAUHEHHS).

2 DNS-nactpoiika u ynpasnenue cepsepoM DNS, peanuzanus 305 DNS.

3 SMTP — Hactpoiika u ynpasieHue cepeepomM SMTP, usydenune npotokosna SMTP.

4 HTTP — nactpoiika u ynpasnenue cepsepoM HT TP, koHTposb noctyna, uzydenue nporokona HT TP, nuzyuenue u ocoenune CGl u
SUEXeC, BUPTyaJIbHbIe KaTaloTH.

5 Ipunnuns! pysxuuonupoBanus VPN-pemenuit

6 PaseepreiBanne PKI (co3manne u pabora CA, )KM3HEHHBIN UK cepTH(UKATa)

7 HacTpolika MEKCETeBbIX 3KPaHOB

8 Vpasnenne HTTP-cepBepoM (0OCHOBHBIE XapaKTEPUCTHKH, METOIBI AYyTEHTU(PHUKAIMH ¥ 00eCTIEUEHHUS KPUIITOTPpapHIECKOM
3aIUThI)

6.4. Kpurepum oueHuBaHUs

B pamkax 3auera CTyICHT HpeJIaraeTcs BHIIOIHUTE 3aaHue, oleHnBaeMoe B 20 Oasos.

B pamkax 3adeTa ¢ OLIEHKOH CTyA€HTaM IpeasaraeTcs 2 BOIpoca, Kakablii U3 KOTOPBIX OlleHuBaeTcs B 15 6amios.

Jlnst moBeIeHNst HTOra CyMMHUPYIOTCS OaJLTBI ceMecTpa 1 3a4eTa. B TeueHnn cemectpa nmpoBoauTcs 1o 4 mabopaTtopHsie paboTHI IO
OJITHOMY U3 pacCMaTpUBAEMBIX Pa3JieIoB, KOTOPHIE OCYIIECTBISIOT CPE3 3HAHUI IO OCHOBHBIM IOHATHSM, OIIPEACICHUSAM U 3a/1a4aM.
MaxkcumanbHOe KOMMYeCcTBO OAIIIOB 3a TabopaTopHbIe paboTh B oqHOM cemecTpe — 20. JIOmoITHNTeNBHO OIleHUBaeTCS aKTHBHAS
pabota Ha tabopatopHOM 3aHATHH (MaKCUMyM 5 6atoB 3a cemMecTp).

CBojHas Tabauia peiiTuara ycrnesaemoctn (7 cemectp)
Ne TlepeueHb KOHTPOJIBHBIX MEPONIPHUATHI B ceMecTpe MaKkCHUMAaIbHOE KOJI-BO OAILIOB

1 JTaboparopuast paboTta (7 cemectp) 4x5=20

2 AxTtuBHas paboTa Ha TaOOPATOPHBIX 3aHATHIX 5

3 3auer 20
4 Uroro: 45

Ceojnast Tabnuia peiiTinra ycrnesaeMocts (8 cemectp)
Ne [TepeueHb KOHTPOJIBHBIX MEPONIPUATHH B ceMecTpe MakcuMaabHOE KOJI-BO OasioB

1 JTaGoparopHas paGota (8 cemectp) 4x5=20

2 AxTuBHas paboTa Ha 1a0OPATOPHBIX 3AHATUIX 5

3 3ader ¢ oneHKon 2x15=30
4 Uroro: 55

Kputepun onleHHBaHUS TEOPETHIECKOI0 BOIIPOCa I 3K3aMeHa

MaxkcuManbHbIi 04l 32 OTBET Ha TEOPETUYECKHit Bonpoc — 15 Gasos.

Otnnuno/3auteno/13-15 6amnos - O0yyaromuiicss OTIIMYHO 3HAST MaTepUal, MOHMMAET TEPMUHOJIOTHIO aAMUHICTpUpoBaHus Linux.
OO0yuaromuiicst MPakKTUYECKH He JIOMyCKaeT OMINOOK.

Xopomro/3auteHo/10-12 6asnoB - OOy4yaromuiicss XOpoIIo 3HAET MaTepual, TOHUMAET TEPMHHOIOIHIO aAMHUHHCTPUpOBaHus Linux.
OOyuaromuiicst 1oMycKaeT He3HAYUTeNIbHbIE OIIUOKH.

VY noBnetBoputensHO/3auTeHO/ 7-9 6amtoB - OO0ydarIIniicss 3HAKOM C MaTepUaIoM, BIafeeT TePMHUHOIOTUEH aIMIHUCTPUPOBAHUS
Linux. O6yuaromuiicst qomyckaet GakTHIECKUE OLINOKH.

HeynosnerBoputenbro/te 3aurero/0-8 6amio - O6y4aromuiics He 3HAET OCHOBHBIX ITOJIOXKEHHUI BOIpOCca, He
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OPUCHTHUPYETCA B OCHOBHBIX NOHATHUAX, U3JIara€T MaTepuall ¢ TpyaoMm, C l"py6LIMI/I (I)aKTI/I‘{€CKI/IMI/I OIHI/I6KaMI/I, 00 OTKA3bIBACTCS OT
OTBETOB Ha BOIIPOCHI.

Kpurepun onieHUBaHuS 3a1aHAS TS 3a4eTa

MakcumanbHbI# 6ai 3a 3amanue uis 3adeta — 20 0aios.

Otruno/3auteno/17-20 6ammoB - OGyYaroIIHIACs OTIMYHO 3HAET MaTepHall, IOHUMAET TEPMHUHOJIOTHIO aIMHHICTpUpOBaHus LinuX.
OOyuatomuiics NIpakTUUECKH He JOIyCKaeT OUIUOOK.

Xopoimo/3aureno/13-16 6amnos - O6y4aromuiicss XOpOIIIo 3HAET MaTepHall, IOHUMAET TEPMUHOJIOTHIO aIMHUHHCTPpUpOBanus Linux.
OOyyaromuiicst JOITycKkaeT He3HAUYNTEIIBHBIC OIIHOKH.

VY noenerBoputeabHo/3auTero/10-12 6as1oB - OOyYAIONIHIACS 3HAKOM ¢ MaTEPHAIOM, BIIaJIceT TEPMUHOIOTHEH aIMUHUCTPHUPOBAHS
Linux. O6y4aroruiicst qomyckaet GakTHIECKUE OLINOKH.

Heynosnersopurenpro/te 3aurero/0-9 6ammos - O6yJaromuiics He 3HAET OCHOBHBIX TIOJIOXKEHHUI BOIPOCa, HE OPHUEHTUPYETCS B
OCHOBHBIX NMOHATHUSX, H3JIaracT MaTepHa C TPYAOM, C IPYOBIMU (paKTHIECKUMHU ONIMOKaMH, TNOO0 OTKa3bIBACTCS OT OTBETOB Ha
BOIIPOCHI.

Kputepun orieHuBaHus 1a00paTopHOM paboOThI

JlabopaTopHast pabOThI BBIMONHACTCS HA JTIOOOM JJOCTYITHOM CTYACHTY S3bIKE TIPOrPAMMHUPOBAHUSL.

Otnnuno/3aureno/5 6amnos - Pabora BbINOIHEHA B CPOK, 00YYAOIIHICS OTIIMYHO 3HACT MaTepHall, yMeeT aHAIN3HPOBATh IIPOOIIeMy 1
MOYET rPaMOTHO MPOKOMMEHTHUPOBATH BBHITIOIIHEHHYIO PaboTy.

Xopormo/3aurero/4 6amra - PaboTa BEIIONHEHA B CPOK, 0OYUATONIUIACS XOPOIIIO 3HAET MaTepHal, YMEET aHATU3UPOBATh MIPOOIEMY U
MOXET MPOKOMMEHTHPOBATH BBIMOIHEHHYO padoTy. OOyJaromuiics TOMycKaeT He3HAYUTENIbHbIC OIINOKY.

VY noBnetBopuTeapHO/3auTeH0/3 Gamia - PaboTa BEITIONHEHA U CIaHa TTO3HEE, Y€M MPEIIOIarajaoch, 00yJaronIuicst 3HaeT MaTepHall,
yMeeT aHAJIM3UPOBaTh MPOOIeMy, HO JOMyCcKaeT HaKTHISCKUE ONIHOKH.

Heynosnersopurenso/ne 3aurero/0-2 6amia - PaboTa He BBINOIHEHA, JTHO0 00YJafOMINicCS He MOKET OTBETUTH Ha KOHTPOJILHEIE
BOIIPOCHI, HE OPUCHTHPYETCSI B OCHOBHBIX MOHATHAXK, H3JIAraeT MaTepPUall C TPYAOM, C TPYOBIMHU (paKTHIECKUMHU OIIMOKaMH, THOO
OTKa3bIBAETCS OT OTBETOB Ha BOIIPOCHI.

Ipu moBEIEHUM UTOTOB YUUTHIBAIOTCS PE3YIBTATHI TEKYILEH arTecTanuu. [1orydeHHbIe 3a TEKYIIYIO aTTECTAINI0 GalTbl
CYMMHPYIOTCS ¢ OaJliTaMH, TTOJYIeHHBIMH 33 KXl 3Tall TPH MPOX0XKICHHN POMEKYTOUHOM aTTeCTaIuu.

Jliist 3auera:

0-22 6a10B — BBICTABIISICTCS «HE 3a4TEHO»

0T 23 OAJJIOB M BBIIIE — BHICTABJISICTCS 3aU4TCHO»

JI71s1 3aueTa ¢ OLEHKOI:

0-27 GamtoB — HEYOBIETBOPHUTENHHO (2);

28-35 6a/mtoB — yIOBIETBOPUTEIHHO (3);

36-45 6amtos — xoporto (4);

46-55 6amnos — oTim4aHO (5).

7. YYEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIHIEYEHUE JUCHUIIJIMHBI (MOAY.JISA)

7.1. PexoMenayemasi IuTeparypa

7.1.1. OcHoBHas JUTEpaTypa

ABTOpBI, COCTaBUTEIH 3ariaBue WznarensctBo, ron| Pecypc
JI1.1 |Bpaxyk A. U. Ceresbie cpezctBa Linux: kypc sexumii Mocksa : OBC
(https://biblioclub.ru/index.php?page=book&id=428794) HannonanbHbIi
OTKpBITHIN
YHuBepcuret

«MHTYUT», 2016

JI1.2 [Tonuapyk C. B. Anmunnctpuposanue OC Linux: yue6Hoe mocobue Mocksa : OBC
(https://biblioclub.ru/index.php?page=book&id=429014) HanunonanbHbIi
OTKpBITHIN
YHuBepcurer

«MHTYUT», 2016

JI1.3 |BoiitoB H. M. OcHoBbI paboTsl ¢ Linux. Yue6HsIit kypc Mocksa : JIMK OBC
(http://e.lanbook.com/books/element.php? pl1_cid=25&pl1_id=1198)[IIpecc, 2010

7.1.2. lonoJIHATeILHAS JUTEPaTypa
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ABTOpLI, COCTaBUTCIIN 3araBue I/I3I[aTeJ'H>CTBO, roxa Pecypc

JI2.1 |Jloxnuxos II. C., Obecnieuenne 0€30MacHOCTH CETEBOI HHPPACTPYKTYphl Ha ocHOBe  |MockBsa ! 3BC
Muxaiinos E. M. orepannoHHbIX cucteM Microsoft: mpakTukym Wurepuer-
(https://biblioclub.ru/index.php?page=book&id=233194) VYuusepcurer
MNHupopMannoHHBI
x TexHonoruit
(MHTYUT)
|Brutom.
JlaGoparopwust
3nanuit, 2008

JI12.2 |Jloxuuxos II. C., Cpexctsa 6e3omnacHocTH onepannonHoi cucreMsl ROSA Linux: Omck : OMmckuit 9bC
TIpoBoropckuii A. O. |yuebHOe mocobue rOCYyTapCTBEHHBIN
(https://biblioclub.ru/index.php?page=book&id=493349) TEXHUYECKUI
YHHBEPCHTET
(OMI'TY), 2017

J12.3 |Kypsuuii I'. B., OmneparionHas cucreMa Linux: y4eOHuK Mockaa : 9bC
Macnuucknii K. A. (https://biblioclub.ru/index.php?page=book&id=578058) HannonanbHbIi
OTKpBITHIH
YHuusepcurer
«MHTYUT», 2016

7.3 IlepeyeHb MHGOPMALMOHHBIX TeXHOJIOTHii

7.3.1 TlporpammHoe oGecneyeHue

Adobe Reader

Notepad++

WinDjView

LibreOffice

7.3.2 Ilpodeccronaibuble 6a3bl AAHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DeKTpOHHBIH KaTaaor HaydHoM 6rbinoTekn Yenl'Y [DnekTporHnsiii pecypce] : 6a3a qanubix / Yenso. roc. yH-T. — Yensounck, 1992,

2. KoncynbranT ITitoc [DnexTpoHHSBIH pecypc] : cripaBo4HO-TIpaBoOBas cucteMa : 6a3a faHHbIX / PErnoH. HeHTp MpaBoBoi HHGOPM.
Hudopmmpaso.

3. eLIBRARY.RU [2sekTpoHHBIi pecypc] : HaydHas 2JIeKTpOHHAs OMOIHOTEKa [HaydHOM TIEPHOINKH Ha PYCCKOM SI3BIKE |. —
Mockaa, [1999-]. - locTyn k mONHBIM TekcTaM Tocie peructpamun u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTponHbIif pecypc]: cucTeMa IUCTaHIIMOHHOTO 00yueHus : [6a3a manubix] / Yens6. roc. yH-T. — Yensounck, [6.1.]. —
Hoctyn u3 cetn Yenl'Y wiy, mmocsie perucTpaiyy U3 CeTH yH-Ta, U3 Jr000H TOYKH, UMeoLIel foctyn B uHtepuer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6ubnnotexa YenstOMHCKOro rocy1apcTBEHHOTO YHUBEpcHTeTa [ DiekTpoHHBIt pecype] : [caiit] / Yens6. roc. yH-T. —
Yensbunck, [2001-]. — Pexxum mocryma: http://www.lib.csu.ru/ , ceo6ommbrit. — 3ari. ¢ skpaHa.

6. HTepHET YyHUBEPCUTET HH(POPMAIMOHHBIX TEXHOJIOTH [DIeKTpoHHBIH pecype]. — DnekTpoH. aaH. — Pexxum nocryma :
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI (MOAY JISI)

I[J'If[ p€amm3anu JUCHUIIIMHBI UCTIOJIB3YHOTCA y‘Ie6HI>Ie AYOAUTOPHUU IJId MPOBCACHUA 3aHATUH JICKIIMOHHOI'O THIIA, 3aHATUI
CEMHUHApPCKOT'0 TUIIA, I'PYNIIOBBIX U MHAUBUAYAaJIbHBIX KOHCyHBTaHHﬁ, TCKYLICTO KOHTPOJIA U HpOMC)KyTO‘{HOﬁ aTTeCTaluy, a TaKXKe
NOMCIICHUS 1A CaMOCTOSITEIbHOM pa60TI)I.

VYueGHble ayAUTOPUH YKOMIUIEKTOBAHBI CIIEHATN3UPOBAHHON MEOETIbI0 1 TEXHUYECKHMH CPEACTBAMH 00yUIEHUSI: IPOESKTOPOM,
9KPaHOM, MarHUTHO-MapKEPHOH JOCKOM, MaPKEPOM; C BOZMOXKHOCTBIO JEMOHCTPAIMH 3JIEKTPOHHBIX IIPE3CHTALMI IIPH YPOBHE
OCBEILECHHUS, JOCTATOYHOM UISl PaOOTHI ¢ KOHCTIEKTOM.

I[J'If[ HIPOBCACHUA 3aHITUI JICKHUOHHOTO TUIIa UMECTCA IEMOHCTPAlMOHHOC 060pyz[013aHI/Ie: IMPOCKTOP, SKpaH.

[TomerieHust U1 CAMOCTOSITENBHON PadOTHI 00YHAIONIMXCS OCHAIIEHBI KOMITBIOTEPHON TEXHUKOH € OAKIIOYEHUEM K CETH
«HTepHeT» U obecrieueHneM A0CTYyIa B SJIEKTPOHHYIO HHOPMAIIMOHHO-00pa30BaTENbHYIO CPEy YHUBEPCUTETA.
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9. METOAUYECKHUE YKA3AHUS JJIS1 OBYYAIOIIUXCS IO OCBOEHUIO JUCHUIIIMHBI (MOAY JISI)

[Tpu u3yyeHnn NaHHOM JUCLUILUIMHBI HCIIOIB3YIOTCS JIEKIIMOHHBIE, JTa00OpaTOPHBIE 3aHATHS U caMOCTosITeNbHas pabora cryneHTa. Ha
JIEKIMOHHBIX 3aHATUAX MPEroaBaTesb H3IaraeT OCHOBHOE COAEPKaHUE TeM MPOrpaMMEL. [IpopaboTKy JeKIMOHHOTO MaTepHaia
CTYICHTY JK€JIaTeJIbHO MPOBOJUTD KaK MOCIIE KAX/OT0 3aHATHS, TaK U [0 3aBEPLICHUIO TEMBL. DTO IIO3BOJIUT CBA3ATh BOSAUHO
MIOJIy4EHHbIE CBEJICHUS M COCTABUTD LEJIbHYIO KapTUHY.

Ha naGopaTopHBIX 3aHATHIX pacCMaTPUBAIOTCS BOIIPOCHI aIMUHICTPUPOBAHHS OTIEPAIIUOHHBIX CUCTEM M aJIMUHUCTPUPOBAHHS
MyOIMYHEIX ciryx0. Pexomenayercs nepen KaxabIM 1ab0opaTOPHBIM 3aHATHEM BBITOJHUTH JOMAIIHEE 3aJaHUe, YTO TO3BOJIHUTH JIy4llIe
YCBOUTb MPEbIAYIINI MaTepuall, U U3y4UTh JICKLMOHHBIN MaTepual 1o npeactosmeil reme. CTyIeHTY *KeJlaTeIbHO MPOSBIATh
aKTHBHOE yJacTHe Ha JJabOpaTOPHBIX U JIEKIMOHHBIX 3aHATHAX, 33/1aBaTh BOIIPOCH], TIOCKOJIBKY YMEHHE 000CHOBBIBATH CBOIO TOUKY
3pEeHHUs1, HAX0XKICHUE KOMIIPOMHCCHOTO PEIICHHs B STUYECKU BBIICPKAaHHON TUCKYCCHH HE TOJIBKO BaXKHO YIS JIYUYIIETO YCBOCHUS
MaTepHala, HO M LIEHUTCS B peabHOM KU3HH.

B ciyuae mpumeHeHus pi 00yYCHUH TUCIMAILUIMHBI JICKTPOHHOTO 00y4eH s, AUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOT Uil
o01eHne 00yJaroIuXCsl U MPETo/iaBaTesss OCYIIECTBISIETCS B PEKIME PeabHOrO BpeMeHH (OHIaitH-JeKIny (BeOUHAPEI), YaThl,
BHU/ICO-KOH(EPEHIMHU U JIP.) WK OTIOKEHHOTO BpeMeHH (crcTemMa quctanionHoro ooygenus Moodle, dopymsr, anexrponHas modra
U 1p.).

BoJibIy o 4acTh BpeMEHH 00YUaOIIHeCs] CAMOCTOSTENFHO PaboTaroT ¢ yueOHO-MeTOqMYeCKuME MaTepuanami. CTYICHTH HMEIOT
BO3MOXHOCTh KOHCYJIBTUPOBATHCS C MPETOIABATENIEM 10 BCEM BOIIPOCaM, BOSHUKAIOIIMM B XOJI€ CAMOCTOSATEIbHON pabOThI
MOCPEICTBOM 3JIEKTPOHHOM MOYTHI, MECCCHIXKEPOB, COLHMAIBHBIX CETEH H T.II.

Jocryn o0y4arommerocs K y4eOHBIM pecypcaM B peKUME OTIIOKCHHOTO BPEMEHH, CAMOCTOSTEIIBHON PaboThl OCYLIECTBISICTCS Yepe3
ceth MHTEpHET B yJOOHOM [UTSl HETO MECTE, BPEMEHH H TEMIIC.

[Tpu oOy4eHun JIuII ¢ OTpaHHIEHHBIMUA BO3MOKHOCTSIMHU 3/I0POBBSI DJIEKTPOHHOE 00YydeHNe, TUCTaHIMOHHbBIE 00pa3oBaTeNbHEbIe
TEXHOJIOTHH IPEyCMaTPUBAIOT BO3MOXKHOCTB IIpHeMa-Tiepeiadl HHGOPMAIUU B TOCTYIHBIX I HUX (opMax.

Peanu3zanyst AUCHMILTHHBI C IPUMEHEHUEM 3JIEKTPOHHOTO O0YUYCHUS, NUCTAHIIMOHHBIX 00pa3oBaTeabHbIX TexHOIorHi (nanee — D0,
JIOT) ocymecTBisieTcss Ha OCHOBaHHH «I10JIOXKEHHMS O peayu3alii OCHOBHBIX M JIOIOJHUTENIBHBEIX 00pa30BaTeIbHbBIX IPOrPaMM C
MIPUMEHEHUEM 3JIEKTPOHHOTO 00yUYEeHUSI ¥ IUCTAHIIMOHHBIX 00pa30BaTeNbHBIX TEXHOIOTHH B (eaepatbHOM roCyaapCTBEHHOM
610/DKETHOM 00pa30BaTEIbHOM yUPEXKACHUU BBICIIEr0 00pazoBaHus «UenssOMHCKUM rocyapcTBEHHbIH yHUBEpcUTeT», «IlonoxeHus
0 MOPsIIKE 3a4eTa O0YyJaroIIMMUCS TI0 OCHOBHBIM PO ecCHOHABHEIM 00pa30BaTelIbHBIM IPOrpaMMaM BBICILETO 00pa30BaHUs B
OI'BOY BO «Uenl 'V» pe3ynbTaToB OCBOCHHUS B OpraHU3aIMsIX, OCYHIIECTBISIONIMX 00pa30BaTEeIIbHYIO ACATEIILHOCTD, yU4eOHBIX
MPEIMETOB, KYPCOB, TUCLHILTHH (MOIYIICi), IIPAKTHK, JOTIOJHUTEIBHBIX 00pPa30BaTElIbHBIX IIPOTPAMM» ITOCPEACTBOM 3IEKTPOHHON
nH(bOpMaIOHHO-00pa3oBatenbHOi cpeapl PTBOY BO «Yenl'V». B nckimountensHbIX ciydasx (Gope-mMaxop ¥ T.11.) IpH
peanuzanuu odpazoBaTeabHON AesTenbHOCTH ¢ npuMeHeHreM D0, JIOT MoryT npUMeHSTh KOMIIOHEHTHI, He BXOJSIINE B IEPEUCHb
AJIEKTPOHHOM HHPOPMAIMOHHO-00Pa30BATENBHON CPEIbI.

10. CHEIIMAJIBHBIE YCJIOBUSI OCBOEHUS JUCHUITIJIMHBI OBYYAIOIAMUCS C HHBAJIMTHOCTBIO U
OI'PAHUYEHHBIMHA BO3MOXHOCTSAMMU 3/10POBbA

OcBoeHMe AUCIUITIMHBI HHBAJIMIAMH U JMLAMH C OTPaHUYEHHBIMH BO3MOXKHOCTSIMH 3[JOPOBbSI OCYIIECTBIIACTCS C UCIIOIb30BaHUEM
CHELHATbHBIX TEXHUYECKUX CPEICTB U HMH(POPMAIMOHHBIX TEXHOJOTHH, MpeRoCTaBisieMBIX PecypCHBIM yueOHO-METOANYECKUM
LEHTPOM MO OOY4YEeHHIO MHBAIMIOB M JIMI C OTPaHMYEHHBIMH BO3MOXXHOCTAMH 3710poBbs UenlyY mo 3ampocy oOyuaromierocs
(MOOWIIBHBIC CHEIHANbHBIC TEXHUYECKHE CPEACTBA ULl JIMI] C HAPYLUICHWSMH 3PCHHS W C HApYLICHHEM CIlyXa, aCCHCTHBHBIC
HH()OPMAIMOHHBIE TEXHOJIOTUH).

IMpu HeoOXomuMOCTH Ul OOYYAIOIIUXCS C HApyLUIEHHAMH 3peHHMs Ha pabodyMx MecTax Ui MPOBEACHMS MPAKTHYECKUX WU
1a00paTOPHBIX 3aHATUI YCTAHABIMBACTCS CIICNUAIBHOE MPOrpaMMHOE obecredeHue (MporpaMMma peueBOil HABHUTAIWH, PEYCBbIC
CHHTE3aTOPbI, SKPAHHBIC JIYTIbI).

B yueGnble aynuropuu obecrieunBaeTcss OECIpensTCTBEHHBIH JOCTYH i 00y4aroIMXCsl ¢ MHBAIWAHOCTHIO MU C OIpaHUYEHHBIMHU
BO3MOKHOCTSIMH 3[I0pOBbs. B Ka)k1oil aynuropuu, rae o0yJaroTcsi HHBAIHB! U JIMLA C OTPAHHYESHHBIMUA BO3MOXKHOCTSIMH 3JJ0POBB,
IIpeyCMaTpUBaeTCs COOTBETCTBYIOIIEE KOJIMUECTBO MECT JUIs 00y4aroIUXCsl ¢ y4eTOM HapyIICHUI UX 3/10pOBbsL.

1 ocBO€HMs TMCLMIUIMHBI MHBAJIWAAM U JIMLIAM C OTPaHMYEHHBIMU BO3MOXKHOCTSIMU 3/I0POBbs IPEOCTABIIAETCA JOCTYII K IEYaTHBIM
HCTOYHUKAM, UMEIOIUMCcS B HayyHoW Oubnuorexe YenlV, ¢ moMouipio crielMaibHbIX TEXHUYECKUX CPEJNICTB; JOCTYI C ITOMOIBIO
CHELHUATIbHBIX TEXHHUYECKUX M NPOTPAMMHBIX CPEICTB K 3JIEKTPOHHBIM HCTOYHUKAM, MPEACTABICHHBIM B (OpME DIEKTPOHHOTO
JOKyMeHTa B (oHIe HaydHOU Onbmmorexu YenlY Witk 2JIeKTPOHHO-OMOIMOTEYHBIX CHCTEMAX.

VYueOHO-MeTOIMUEeCKHE MaTepHaibl Ul 00YYAIOIUXCSl U3 YHUCNIA MHBAIUAOB U JIMI] C OTPAaHUYEHHBIMU BO3MOXHOCTSIMU 37I0POBbS
IPEeOCTABISIOTCS B hopMax, alallTUPOBAHHBIX K OFPAaHUYEHHSIM UX 340POBbs U OCOOEHHOCTSM BOCHPUATUS UHPOPMALIUHL.
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J111s MHBAJIM/IOB U JIMI] C OTPaHUYEHHBIMHA BO3MOKHOCTSIMH 3/10POBbsI OCBOCHHE IUCIUIIMHBI MOKET OBITh YACTUYHO WJIM IOJTHOCTHIO
OCYIIECTBIIEHO C UCIOIB30BAHUEM IUCTAHIIMOHHBIX 00PAa30BaTEbHBIX TEXHOIOTHH.

[Ipu mnpoBeneHNHM NPOMEXKYTOUHOH aTTECTAlMM I10 JUCHMIUIMHE OOYYaroIUMCA C HMHBIMIHOCTBIO M C OTrPaHUYCHHBIMHU
BO3MOKHOCTSIMH 3/I0POBBSI O0ECIEUMBACTCS 0 HX 3asABICHHIO IPEAOCTaBICHHE B JOCTYIHOH (GopMe B 3aBHCUMOCTH OT HX
WH/IMBUAYAJIbHBIX OCOOCHHOCTEH WHCTPYKUMH O MOpPSJIKE NPOBEICHHS IMPOMEXKYTOYHOH aTTecTalluy, OLIEHOYHBIX CPEICTB U
BO3MOKHOCTH OTBETOB Ha 3ajaHusi (NIMCHMEHHO Ha Oymare, HabOp OTBETOB HA KOMIIbIOTEpE, MUCbMEHHO mipupTom bpaitns, c
HCIIONB30BAHUEM YCITyT ACCHCTEHTA, YCTHO).

[Ipu npoBeneHUH NpOLEAYpbl OLIGHUBAHUS PE3YJIbTATOB O0YYEHUS! HHBAIMAOB U JIUI] C OTPAHUYEHHBIMH BO3MOXKHOCTSIMH 3710POBbS
IIpeycMaTprBaeTCs HCIONb30BaHUe IPeJoCcTaBiIeHHBIX Yenl Y mimr coOCTBEHHBIX TEXHUYECKUX CPEICTB, HEOOXOANMBIX MM B CBS3H C
WX WHAMBUAYAIBHBIMH 0COOCHHOCTSAMU. [Ipr HEOOXOAMMOCTH MHBAIMIAM M JIMLAM C OTPAaHHMYCHHBIMH BO3MOXXHOCTSMH 37I0POBbS
IIPEI0CTABISIETCS OTIOIHUTEIBHOE BpeMsl JUTS MOJrOTOBKH OTBETa Ha 3aJaHMs, MIPOLEAypa OLECHUBAHUS PE3yIbTaTOB OOYyYESHUS MO
JTUCLUIUINHE MOKET ITPOBOJIUTHCS B HECKOJIBKO ATAIIOB.

© OI'BOY BO «Uenl'V»
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