[lokymMgHT NOANMCaH NPOCTON 3NEKTPOHHON BHEEPHA VKM POCCHH
ViHdoptaums o DenepansHe rocyaapcTBeHHOE OHOIKETHOE 00pa30OBaTeIBEHOE

OUO: Tckae PbeBuY Y4PpEXIEHHE BHICLIEr0 06Pa3OBaHMs

LlomxHgcTb: Pe «Yensbuncguit rocynapcreenHslit yHuBepcurer» (PI'BOY BO «Uenl'Y»)

[laTta ncﬂnmcava: 04047075 131459
Vinkanbuo i AR0H28 RS a nucunrumHel "BesornjacHocts cerelt 3BM" o HanpasieHuio NOArOTOBKH (CHIELHAIBHOCTH)

04c19el d8b%§g}%%§%9{?a a%%%%%%%&%%TOMaTHSPIPOBaHHBIX cucreM" HanpaBlneHHOCTH (Mpodumo) ceunamzauus N 4 cTp. 1

aCHOCTb aBTOMaTH3APOBAaHHBIX CUCTEM KPUTHYECKH BaxKHEIX 06bekToB" ®I'BOY BO «Uenl'V»

YTBEPXJIAIO
[Tpopewrop o yuebHoit paboTe
m&__(_i/ B.E. ®enopoB

et EATC TSI

2021 r.

Hampasnenune noarotToBku (COeUaIbHOCTD )

10.05.03 UudopmalimonHas 6€30MacHOCTs ABTOMATU3UPOBAHHBIX CHCTEM

Hanpasnennocts (mpoduib)

CIICIIHAJIN3allh ] N 4 "be3omacHOCTh ABTOMATHU3HUPOBAHHLIX CUCTEM KPDUTHYCCKH BAXHEBIX
00nexToB"

[IpucBanBaemas KBanupukanus (CTeneHp)

CIENMAIHMCT I10 3alUTE HHGOPMAaIHU

®opma obydeHus

Oo4yHasd

I'on Habopa 2021

*Pabouvas mporpaMMma AUCHUILTHHEL (MOAYJIS) aAalTHPOBAHA VIS HHKITFO3UBHOTO O0Y4eHHs HHBAIUIOB U
JIMI] ¢ OTPaHUYEHHBIMU BO3MOKHOCTSIMU 3/IOPOBBS

Yensounack 2021 r.

© ®I'BOY BO «Heal V»



PaGouad mporpaMMa MCLHIUTHHEEL "Be30nacHoCTb ceTel OBM" 110 HarpasIeHHIO MOATOTOBKH (crenmanLHOCTH)
"HudopmarsoHHas 6€30MacHOCTE aBTOMATH3HPOBAHHBIX cucTem" HANPaBIEHHOCTH (MPODHIO) CHELHATH3AITHA N4 cTp. 2
"Be30MACHOCTE ABTOMATH3HPOBAHHBIX CHCTEM KPHTHIECKH BAYKHBIX o6sekTor" ®TBOY BO «Henl'V»

PaGouasi NporpaMma JHCHHILTHHEBI (MO/Y/Isl) NPHHATA:

VueHBIM COBETOM (H3uteckoro hakyabreTa

IIpoToxosn 3aceqanusi No 77 0T« 2d »_ .06 2027r.

[Tpencenarens Y4EHOro coBera @ 2

dusmaeckoro daxyIpTeTa Q”"/ JI.A. 3axapseBud
Cekperapps Y4YeHOro coBeTa ”~

¢uzugeckoro daxyabTeTa /;(@ : M.A. D6enb

7

PaGouasi mporpaMma JMCUHILTHHBI (MOYJisl) 0/(00peHa H peKOMEHI0BaHa kadeapoi

Panuohu3uKe U SIEKTPOHHKH

IIporoko 3acenanusi No 70 0T« LY »_zes>  2021T.

H.o 3aB. xadeapoii C;,é/,gﬂo/f/\ A.B. Byrakos
L P

ABTOp (COCTaBUTENB) & .o o eei’) K.Q.-M.H., JOICHT kadeaps! paiuoQU3nNKu U
7 snexkTpoHuku A.B. bByrakos

CrpykTypa paGoueii nporpaMmbl COOTBETCTBYeT NPHKa3y peKTopa
®I'BOY BO «Yeal'V» ot «05» nexadps 2018 r. Ne 678-1

© ®I'BOY BO «Uenl V»



Pabovas mporpamma mucrmmuines "bezonacHocTs cereit 9BM" 1o HanpaBIeHUIO TOATOTOBKY (CTIIIMAIBHOCTH)
"UnpopmarnoHHas 6€30MaCHOCTh aBTOMATH3HPOBAHHBIX CUCTEM' HaIlpaBICHHOCTH (nmpodmto) cnenuanu3amms N 4 cTp. 3
"be3onacHOCTh aBTOMAaTH3UPOBAHHBIX CHCTEM KPUTHUECKH BaXKHBIX 00bekToB" ®I'BOY BO «Henl'Vy»

Copnep:xxanue

1. Ilenu ocBOGHMS AUCITUTIITUHBI

2. Mecto nuciumunsel B cTpykType OIIOII

3. Komnierenuuu o0y4vatomierocsi, GopMupyembie B pe3yJibTaTe OCBOCHUS JTUCIUILIAHBI
(Momymst)

4. O6beM TUCIUTITUHBI (MOJTYJIS)

5. CtpykTypa u coepxaHue AUCIUIUIMHBI (MOJIYJIA)

6. ®OHT OIICHOYHBIX CPEICTB

6.1. IlepedyeHn BUIOB OIIEHOYHBIX CPEICTB

6.2. TunoBble KOHTPOJIHHBIC 3aJ]aHUS U UHBIC MaTEpHAIIbI JIsl TEKYIIEH aTTeCTalluu
6.3. TunoBbie KOHTPOJIHLHBIC BOMPOCHI U 3aJIaHU JJIsl TPOMEKYTOUHOU aTTeCTalluu

6.4. Kputepuu olieHUBaHUs

7. YaeOHO-MeToau4YecKoe U HHPpOopMaIlmoHHOE 0OecTiedYeHUE JUCITUTTMHBI (MOTYJIs)
7.1. PekomeniyeMas aurteparypa

7.2. Ilepedyens pecypcoB HHGOPMAIMOHHO-TEIEKOMMYyHHUKaIIMOHHOM ceTH "MHTepHeT"
7.3. Ilepeuenb nHGOPMAITMOHHBIX TEXHOJIOTUI

8. MarepuanbHO-TEXHUYECKOE 00eCIIeueHUEe TUCITUTIINHBI (MOTYJIs)

9. MeTonuueckue ykazaHus Jisi 00yJaromuXcs 0 OCBOSHHIO JUCIUTIUHBI (MOTYJIS)
10. CriennanbHble YCIOBHS OCBOCHMSI TUCIUILTUHBI 00yYaIOIIUMHUCS C HHBAJIUIHOCTBIO U
OrPaHUYEHHBIMH BO3MOXHOCTSIMH 3J0POBbS

© ®I'bOY BO «Ueal'V»




Pabovas mporpamma mucrmmuines "bezonacHocTs cereit 9BM" 1o HanpaBIeHUIO TOATOTOBKY (CTIIIMAIBHOCTH)
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1. IEJIX OCBOEHUSA TN CITUIIJIMHbBI

Ilem)}o OCBOCHMS JUCLMIUIMHBI «be3ormacHocTh ceTei OBM» sBnsieTcs HU3Yy4CHUC MCETOAOB U CPECACTB MOCTPOCHUS U SKCIUTyaTallun
IIpOorpaMMHO-aImapaTHbIX TEXHOJIOTHI JIst obecrieueHust I/IH(I)OpMaI_II/IOHHOI\/'I 0Ce30IMacHOCTH Ha 06T:CKTC, a TAaK)KC Ha H3Yy4YCHUC
OCHOBHBIX ITOAXOJ0B K pa3pa60TKe, peanm3anunu, SKCITyaTallud, aHaJIn3y, COIPOBOXICHUIO U COBCPIICHCTBOBAHHUIO TEXHOJIOTU
3alIUThI NICpeaaIn I/IH(bOpMaI_[I/II/I.

3amauy TUCIUILUIMHBL:

e U3ydenue 06a3o0Bod WHDpacTpyKTyphl HHPOKOMMYHHUKAIMOHHBIX CETeH, OCHOBHBIX YCTPONCTB M CHUCTEM, TPEOOBaHUHA K
obecrieyeHUI0 MHGOPMAIIMOHHOW O€30MaCHOCTH, COOTBETCTBYIOIMX CTaHIAPTOB, TEXHHYECKHX CICIU(PHUKALINMA, MPOTOKOJIOB U
TEXHOJIOTUii;

» dopmHpoBaHUE YMEHHH IO CO3JIaHUIO, HACTPOWKE M SKCILTyaTalu Oe3omacHbIX cereii OBM

» OBInaiecHNe HaBBIKAMU I10 UCIOJIB30BaHUIO KOMITOHEHTOB 3allUILEHHBIX ceTeid DBM, criocoOHOCThIO pa3pabaThiBaTh MOJETH YTPO3
u Mozenu Hapymureneid Ib Ha OCHOBE HCXOMIHBIX JAHHBIX O CETH.

HH}II/IK&TOPLI JOCTHXKCHU A KOMHCTCHL{I/Iﬁl

OIIK-11.1. meer NpeACTaBJIICHUE O KOMITIOHCHTAaX CUCTCM 3alllUThI I/IH(i)OpMaIII/II/I ABTOMATU3NPOBAHHBIX CUCTCM.

OIIK-11.2. Umeer HpaKTI/I‘{eCKI/Iﬁ OIIBIT pa3pa6aTI>IBaTI> KOMITOHCHTBI CHUCTEM 3alllUThI I/IH(l)OpMaHI/II/I ABTOMATU3NPOBAHHBIX CUCTCM.

OIIK-12.1. O6nanaer 06a30BHIMH 3HAHUAMH B 00JacTH OE€30MACHOCTH BBIYHCIHMTENLHBIX CETEH, ONEpPAIlOHHBIX cHCTeM M 0a3
JTAHHBIX.

OIIK-12.2. JleMoHCTpUpYeT YMEHUs NPUMEHATH IPU pa3paboTKe aBTOMATH3UPOBAHHBIX CHCTEM 3HAHUS B 00JacTH 0€30IacHOCTH
BBIUMCIIUTENBHBIX CETeH, ONepallMOHHbIX CUCTEM U 0a3 TaHHBIX.

OIIK-13.1. O6nagaer 3HaHMAMHM O IMArHOCTHKE, TECTUPOBAHMM U aHAJIM3€ YA3BUMOCTEH CHUCTEeM 3aluThl HH(OPMALUU
ABTOMATH3UPOBAHHBIX CHCTEM.

OIIK-13.2. JleMOHCTpUpPYET yMEHHUSI OPTraHU30BLIBATH U MPOBOAUTH AMATHOCTHUKY U TECTHUPOBAHUE CHUCTEM 3aIIUTHI MHGOPMAIUU
aBTOMAaTHU3UPOBAHHBIX CUCTEM.

OIIK-13.3. MimeeT npaKTUYECKUI OINBIT MPOBOAMUTH AHAN3 YA3BHUMOCTEH CHUCTEM 3allUThl MH(POPMALMM aBTOMATHU3UPOBAHHBIX
CHCTEM.

2. MECTO JUCIMIIYIMHBI B CTPYKTYPE OIIOII

Huxn (pazgen) OIOIT: b1.0.18

2.1 TpeGoBaHus K NpeABAPUTE/IbHOI MOATOTOBKE 00y4al0LIerocsi:

BBenenue B cienuaabHOCTh

Opranuzanus 9BM U BBIYHCIUTETBHBIX CHCTEM

3 AIIUIICHHBIC HTHTCPHET-TEXHOJIOINU

2.2 IncuMnJMHbI M NPAKTHKH, IS KOTOPBIX OCBOEHHE JAHHOM JHCIUIIIUHBI (MO1YJ151) HE00X0AUMO KAK NMpellecTBYOLIee:

Hayuno-uccnenoBaTensckas padbora

OCHOBBI HAyIHBIX UCCIIEIOBAHUI

[IpenuninoMHas nmpaxkTuka

IloaroroBka Kk ciade u caada TOCYJapCTBEHHOI'O 3K3aMEHa

INoaroroBka K mpouexype 3allUThl ¥ 3alIUTa BHITYCKHON KBaTH()UKAIIMOHHOH PabOTHI

3. KOMIIETEHIIAY OBYYAIOIIET OCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI JUCLIUTLTMHBI
(MOJYJIST)

OIIK-11: Cnoco0en pa3padéaTbiBaTh KOMIIOHEHTHI CHCTEM 3aIIUTHI HHGOPMALMH ABTOMATH3MPOBAHHBIX CUCTEM;

3HaThb:

Hns nocrmwkenust naaukatopa OIMK-11.1: 3HaTh 0 KOMITIOHEHTAX CHUCTEM 3alllUThl HH(QOPMAIIUKH aBTOMATH3UPOBAHHBIX CHCTEM (Ha
YPOBHE  OMEPaTOPCKOrO  (IUCIETYEPCKOro)  YNpaBlICHUS -  TEICKOMMYHHUKAIMOHHOE  000pyaoBaHHE  (KOMMYTATOPHI,
MapIIPYTU3aTOPHI, MEXKCETEBBIEe SKPaHbl, HHOE 000PYIOBaHKE), a TAKKe KaHAIIBI CBS3N).

YMmern:

Jns noctmxenns uaaukaropa OIMK-11.2: YMers pa3pabaTbiBaTh KOMIOHEHTHI CHCTEM 3aIUTH HH()OPMaIiy aBTOMATH3HPOBAHHBIX
CHCTEM.

Baagern:

Jnst moctikenus naaukatopa OIIK-11.2: Bragers HaBbIKaMH pa3paOOTKH KOMIIOHEHTOB CHCTEM 3aIlUTH HH)OpMaLH
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OIIK-12: CriocoGeH NpUMeHATH 3HAHUS B 00J1acTH 0€301IACHOCTH BbIYMC/IMTEIbHBIX CeTel, ONepaAlMOHHBIX CHCTEM U 0a3
JaHHBIX NPU pa3padoTKe aBTOMATH3UPOBAHHBIX CUCTEM;

3HaTh:

Juns noctmxenns naankatopa OITK-12.1: 3nats 6a30BbIe MOHATHUS B 00s1acTH O€30MACHOCTH BHIYHUCIIUTEIIBHBIX CETEH.

YMmeTh:

Jnst moctkenus wHmukatopa OITK-12.2: YMers NpuMeHSTH NpH pa3pabOTKe aBTOMATH3MPOBAHHBIX CHCTEM 3HAHHSA B O0JACTH
0€30I1aCHOCTH BBIYUCIUTENbHBIX CETEl.

Baapern:

Jns noctkenns uaaukaropa OIIK-12.2: Brnagers HaBbIKaMH IPUMEHEHHUS MIPU pa3pab0TKe aBTOMATH3UPOBAHHBIX CHCTEM 3HAHUS B
o0OacTi 0€30MacHOCTH BEIYUCIIUTENBHBIX CETEM.

OIIK-13: CnocoGeH OpraHu30BbIBATH H NPOBOAUTDH AMATHOCTHKY U TeCTUPOBAHUE CUCTEM 3allUThI HH(pOPMALUK
ABTOMATH3HPOBAHHBIX CHCTEM, MPOBOAMTH AHAJIN3 YS3BUMOCTEl CHCTeM 3alIUTHI HHpOPMAIINHA aBTOMATH3HPOBAHHBIX
CHCTEM;

3HaTh:

Hns noctmwxenuss uHaukaropa OIIK-13.1: 3HaTh 0 AMAarHoCTHKE, TECTUPOBAHMM M aHAJM3€ YSI3BUMOCTEH CHCTEM 3allUThl
MHPOPMALIUK aBTOMATHU3UPOBAHHBIX CHCTEM (MEphl 3allUThl MH(OPMALMU M HACTPOWKH MPOrPaMMHOI0 O0ECHeUYeHHs, BKIOYas
MIPOrpaMMHOE 00eCIeYeHne CPEJCTB 3alUThl WHPOPMAIMH, 00ECIICUHNBAIOIINE PeaM3allii0 Mep 3allUThl HHPOPMALUH, a TaKKe
YCTpaHEHHE BO3MOXKHBIX YSI3BUMOCTEH aBTOMATU3UPOBAHHOMN CUCTEMBI YIIPABIICHUS )

YMmeTs:

21]'[7{ AOCTUIKCHUSI MHAWKATOpa OIIK-13.2: YMmeTh OpPTraHNU30BbBIBATH U MNPOBOAUTHL JUArHOCTUKY M TECTUPOBAHUE CHUCTEM 3alIUTHI
HH(bOpMaHHH AaBTOMAaTU3UPOBAHHBIX CUCTEM.

Baagern:

Huns noctwkenns nHaukaropa OITK-13.3: Bnangers HaBbIKAMHU MPOBENCHHS aHAIW3a YSA3BHMMOCTEH CHCTEM 3allluThl WHQOpMAIH
ABTOMATH3UPOBAHHBIX CHCTEM.

B pe3yabTare OCBOCHUS TUCHHUIIIMHBI oﬁyqammnﬁm AOJIKCH

3.1|3naTh:

3.1.1|npuHIMIBI TOCTPOEHUS U (YHKLIMOHUPOBAHUS, NMPUMEPHl PEaNn3alyil COBPEMEHHBIX JIOKAJIBbHBIX M INI0OATbHBIX
KOMIIBIOTEPHBIX CETeH;

3.1.2|ocHOBHBIE IPOTOKOJIBI KOMIIBIOTEPHBIX CETEH;

3.1.3|mocnenoBaTeNnbHOCTD U COAEPIKAHUE ITATIOB TOCTPOEHUSI KOMITbIOTEPHBIX CETEH;

3.1.4|3TaIOHHYI0 MOZIETTb B3aUMOJICHCTBUSI OTKPBITBIX CUCTEM;

3.1.5|0CHOBHBIE METOBI, AJTOPUTMBI, MPOTOKOJBI, HCIONb3YyeMble sl obecreueHus Oe30MacHOCTH B KOMIBIOTEPHBIX
CeTsX.

3.2|Ymern:

3.2.1|npoexTupoBaTh ¥  aIMHHHCTPUPOBAaTh KOMIBIOTEPHBIE CETH, pPEATU30BBIBATh IOJIMTHKY O€30IacHOCTH
KOMIIBIOTEPHOH CeTH;

3.2.2|3¢h(hexTHBHO NCIONB30BATh PA3IMYHBIC METOIBI M CPENICTBA 3aLIUTHI HHPOPMAITHH JJIs1 KOMIIBIOTEPHBIX CETEI;

3.2.3|IpOBOIUTE MOHUTOPUHT yrpo3 0€30MaCHOCTH KOMITBIOTEPHBIX CETeH

3.3|Baagern:

3.3.1|HaBbIKaMH SKCIUTyaTalllK U aJMUHUCTPHPOBAHUS (B YaCTH, KACAFOLICICS pasrpaHUYCHHS IOCTYIIA, ayTeHTU(DHUKALUH
W aynuTa) JIOKAJIbHBIX KOMIBIOTEPHBIX CETe C Yy4eTOM TpeOOBaHHW 1O OOECIEeUYeHUI0 HH(POPMAIMOHHON
6e30acHOCTH;

3.3.2|HaBbIKaMH pa3pabOTKH, JOKYMEHTHPOBAHHUS KOMIIBIOTEPHBIX CETEH C YYeToM TpeOOBaHUI MO 0OeCIeueHHI0
6e30acHOCTH;

3.3.3|HaBbIKAaMH UCIIOIH30BaHUS IPOrPAMMHO-ATNAPATHBIX CPEACTB 00eceueHHs O€30MacCHOCTH KOMITBIOTEPHBIX CETEH;

3.3.4|MeToaMKaMu OIICHKH TToKa3artelieil kauectBa U 3¢ GekTMBHOCTH DBM M BBIUHUCIUTEIBHBIX CHCTEM

4. OFBEM JUCIUILTAHBI (MOLYJIST)

O6Lwas TpyaoemMKoCTb 43ET

Yacos 1o ygeOHOMY many: 144 Bunbl koHTpONA B ceMecTpax:
B TOM YHCIIE:

ayAUTOPHbIE 3aHATH: 72 9K3aMeHbI 6
caMocTosTeNbHas padora: 36

4acoB Ha KOHTPOJIb: 36
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abouas mporpaMMa JUCHUILINHEI "be3onacHoCTh ceTel I10 HAIIPABJICHUIO MOArOTOBKY (CIELUAIbHOCTH
Pa6 "B 3BM"

B3anmopeiictBust cpeactBamu TCP/IP. Iopsimok pacnpenenenust [P-agpecos.
Otobpaxenue [P-anpecoB Ha nokanbHbie aapeca. ARP nporokon. [IpuHIUIBL
mapmpytuzannu B [P-cersix. [Iporokonsr mapmpyruzanuu. [lonartue nomena.
Homennast agpecarmsi B [P-cetsix. DNS mpotokon. IIporokon IPv6.
Ipotoxomns! TparcnoptHOro yposHs TCP u UDP. /Jlex/

"NupopmanoHHas 6€30MaCHOCTh aBTOMATH3HPOBAHHBIX CUCTEM' HaIlpaBIeHHOCTH (mpodmto) cnenuanu3amms N 4 cTp. 6
"be3onacHOCTh aBTOMaTH3UPOBAHHBIX CHCTEM KPUTHUECKH BaXKHBIX 006ekToB" ®I'BOY BO «Henl'Vy»
5. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHBI MO YJIS)

Kon HaumeHoBaHue pa3/ie/ioB H TeM /BUJL 3aHATHS/ Cemectp | Hacos JInTeparypa

| 3aHATHS / Kvnce
Pa3gen 1. OcHoBHbIE NOHATHS WH(POPMALMOHHBIX CeTei

1.1 Hcropus passurus cereli O9BM. Mecto U poib BBIYHUCIUTEIBHBIX CETCH B 6 4 JI1.1JI1.2J12.1 JI2.2
coBpeMEeHHOM Mupe. OCHOBHBIE MOHATHS U TepMuHomorus. OO6uue J23J12.4
MIPE/ICTABIICHHS O BHIYUCIUTENBHON ceTH. OOliee MOHATHE 00 HepapXUIeCKOM 2109233 3455
CTPYKTYpe TMPOTOKOJOB. [IpHHIMIBI ~ MHOTOYPOBHEBOW  OpraHH3allUH
JIOKaJbHBIX M T100anbHbIX cereil OBM. Monens OSI. CranpapTHbie CTEKU
KOMMYHHUKAI[IOHHBIX MPOTOKOJIOB.

Crangaptuzanmsi B ceTsax. Kilaccudukanus BBIYUCIHTENBHBIX — CETEH.
TpebOoBaHMs, MPEIBSIBISEMbIE K COBPEMCHHBIM BBIYMCIUTEIBHBIM CETSAM.
MeTofbl ¥ TEXHOJOTHH MPOCKTHPOBAHUS CPENCTB TEICKOMMYHHKAIIHH.
Crpykrypusanmn cetd. Dusuueckas W JIOTUYECKAas TOIMOJOTUH CETeH.
OcHOBHOE KOMMYHHUKAIIHOHHOE 000pyoBanue /JIex/

1.2 MonenupoBaHue CETEBBIX YCTPOMCTB U IPOTOKOJIOB B JIOKAJILHBIX ceTsix /J1ab/ 6 6 JIT.1 J11.2J12.1 J12.2
J23J12.4
0132333435

1.3 IIpopaboTka nekuroHHOro mMarepuaia. IloaroroBka u oopmileHHE OTYETOB 6 4 JIT.1 J11.2J12.1 J12.2

1o npakTuyeckum padoram. /Cp/ J2.3712.4
2132333435
Pa3nes 2. OCHOBBI IOCTPOEHMSI COBPEMEHHBIX JIOKAJIBHBIX CeTeit

2.1 Kanans! cBsi3u. XapakTepUCTHKM KaHAJOB CBs3U. Jlornueckoe KOIUpOBaHUE. 6 4 JI1.1 J11.2J12.1 J12.2
ACHHXpOHHasE ¥ CHHXpOHHas nepenauu. Vepapxus B KaOelIbHOW cHCTEMeE. J2.3J12.4
CrtpykTypupoBaHHass KaOenbHas cucremMa. KoHurypauum JOKaJbHBIX D192 33 34 35
BBIYMCIIUTENBHBIX CeTel M MeToApl aocTyma B HUX. CTpykTypa U (QyHKIMH
nokanbHbIX cereil. Conepxanue crannapra IEEE 802. bazoBbie TexHOMOrHA
nokanbHbix cetedl. IEEE 802.2 Ethernet. OGopynoBaHHE JOKaIbHBIX CETEH.

/JTex/

2.2 Hacrtpoiika monkirodeHusi y3jia K CeTH. ABTOMAaTHYECKas AMHAMUYECKas U 6 6 JI.1 J11.2J12.1 J12.2
CTaTHUYeCcKas HAcTpOKHU cereBoro mojakiatodeHus. Ctek nporokonos TCP/IP. J2.3712.4
ITpuknannsie nporokoinsl cetn UHTepHer. /J1ab/ D152 33 34 35

2.3 IIpopaboTka nekunoHHOro Marepuaina. [loaroroBka u oopmiileHHE OTYETOB 6 4 JI1.1 J11.2J12.1 J12.2
10 TpakTuueckum padoram. /Cp/ J2.3J12.4

2132333435
Pazgeu 3. CeTeBble onepauMoOHHbIe CHCTEMbI

3.1 IIporpamMmHbIe cpencTBa TenekOMMyHHKaluH. CTpyKTypa MpOrpaMMHOIO 6 2 JIT.1 J11.2J12.1 J12.2
obecrieueHus JoKajabHOH ceTn. Kiaccudukanusi mporpaMMHOro o0ecrieueHust J2.3712.4
JIOKaJbHBIX ceTeil. [IpUHLIMIBI TOCTPOCHHSI CETEBOr0  MPOrPaMMHOIO D152 33 34 35
00ecreyeHNst M CeTEBBIX ONMEPAIlMOHHBIX chcTeM. Kitaccubukamust cepBepos.

ITpoekTupoBanue ceteit DBM 1o npuHIMITY «KIMEHT-cepBepy. /JIex/

32 Cern Microsoft Windows. VYmpaBieHue CETEBBIMH pecypcamu B 6 6 JI1.1 J11.2J12.1 J12.2
onHopanropoii cetn. Ceru Microsoft Windows. Active Directory. J2.3712.4
VmpaBnenne CceTeBBIMH pecypcaMu KOpPHOpaTHBHOM ceTu. ['pymmoBeie 2103202354035
nonuTuky. /J1ad/

33 ITpopaboTka nekunoHHOro Marepuaia. [loaroroBka U oopMileHHE OTYETOB 6 4 JI1.1 J11.2J12.1 J12.2
10 TIpakTUUecKkum padoram. /Cp/ J2.3J12.4

2132333435
Pa3nen 4. Cpeacrsa peaju3anum MeskceTeBOro B3auMoaeiicTBust
4.1 CereBoif ypoBeHb nepeaaun qaHHbIX. [Panpecanus. Peannzanus mexcereBoro 6 6 JI1.1 JI1.2J12.1 J12.2

J12.3J12.4
0103023335455
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4.2 MopnenupoBanue 0a30BBIX CIYKO ¥ TMPOTOKOJNIOB MAapIIpyTHU3alUH B 6 6 JIT.1 J11.2J12.1 J12.2
ro0anbHBIX  ceTsaXx. baszoBbie ciyxObl cetm HWarepHer. DHCP. DNS. J2.3J12.4
Iporokonsl Mapuipyru3anmu. /J1ad/ 21092333455

4.3 IpopaboTka JeKIMOHHOTO MaTepuana. [loaroroBka u ohOpMIICHHE OTYETOB 6 4 JIT.1J11.2J12.1 J12.2
II0 IIpaKTHYeckuM padotam. /Cp/ J12.3 7124

2132333435
Paznen 5. IlepcnekTHBHble HANpaBJIeHHs PAa3sBUTHA U NP00dJieMbl
HH(QOPMALIMOHHBIX ceTeil

5.1 CoBpeMeHHbIE TEHJCHLUUH pa3BUTHA TEIIEKOMMYHHUKALIMOHHBIX CHCTEM. 6 4 JI1.1 J11.2712.1 J12.2
WHTterpanys pasiauyHbIX TUIOB CeTed M CeTeBbIX Ciyx0. Bupryamuszanmus J2.3J12.4
nH(OPMAITMOHHBIX crcTeM. O0MauHble Beraucienus /Jlex/ 2192239495

5.2 IpopaboTka exionHoro Matepuana. /Cp/ 6 4 JIT.1J11.2J12.1 J12.2

J2.3712.4
21323334035
Pa3znien 6. OcHOBHBIE MOHATHS HHPOPMAIIMOHHOI (€30MACHOCTH

6.1 ObecrieyueHne  0E30MACHOCTH  TEIIGKOMMYHHMKAallMOHHBIX  CBsizel W 6 4 JIT.1J11.2J12.1 J12.2
aJIMUHUCTPATUBHBII KOHTpOJIb. OCHOBHBIE MOHATHS M TEPMHHOJIOTUSL. J23J12.4
TumnoBsle yrpo3sl cereBoil Oe3zonacHocTH. OCHOBBI KJIaCCHU(UKAIIMN CETEBBIX 0132333435
yIpo3 M aTak. BiusHHE 4YelOBEYECKOro (hakTopa Ha CETeBYIO 0E30MaCHOCTD.

/Jex/
6.2 IIpopaboTka nekunronHoro marepuana. /Cp/ 6 4 JIT.1J11.2J12.1 J12.2
J2.3712.4
21323334035
Pasnen 7. Texnonornu odecnevyeHus1 0€30MACHOCTH B JIOKAJIBHBIX CETAX

7.1 3aluTa TOMOJOTHMH CeTH. BUpTyasnbHbIE JIOKaNbHBIE CETH. JOMOMHUTENbHBIC 6 6 JIL.1 J11.2J12.1 J12.2
¢yHKIMM ~ KOMMYTaTopoB.  [lepcoHanbHble  3KpaHbl.  AOOHEHTCKOE J2.3712.4
mudpoBanre. 3ammra CETEBOro Tpaguka M KOMIIOHEHTOB CETH. 3aliura D152 33 34 35
komrioneHToB cetd or HCJI. BesomacHocte pecypcoB cetu. Cpezacrta
UIEHTUDUKAIIMM M ayTEHTU(HKALMH, METOIbl pa3leleHHs pPeCcypcoB U
TEXHOJIOTMU pa3rpaHuyeHus poctyna. CpencTBa MOBBIMICHUS HaleKHOCTH
(hyHKIMOHUpOBaHUS ceTeld. 3ammra OT COOEB AIIEKTPONUTAHUS, AIIAPATHOrO
1 TporpaMMmHOro obecrneueHus. KoHTponms M pacmpeneneHue Harpy3kd Ha
BBIUUCIUTENbHYIO CeThb. PerimaMeHTHpylomue JOKYMEHTHI B 00JacTH
0€30MacCHOCTH  BBIYMCIUTENBHBIX  ceTeid.  CraHmaptel  O€30MacHOCTH
BBIUUCIUTENbHBIX CETe W WX KOMIIOHEHTOB. [IpaBOBbIE OCHOBBI 3aIIUTHI
uHpopmanuu B cetsix. /Jlex/

7.2 Pasrpannuenue gocTymna K JOKaJIbHBIM U CETEBBIM pecypcaM. JHCKpernoHHas 6 6 JIT.1 JI1.2J12.1 J12.2
Y MaHJaTHasi MOJIENTU YIIpaBJIeHus qoctymnom. /J1ab/ J23712.4

2132333435

7.3 ITpopaboTka nekunoHHOro Matepuaia. [loArotoBka U opOpMIICHHE OTYETOB 6 4 JI1.1 J11.2J12.1 J12.2

10 TIpakTUueckum padoram. /Cp/ J2.3J12.4
2132333435

Paspen 8. OGecneuenue Oe3omacHOcTHM ceTeil Ha 0a3e  ceTeBbIX

ONEepPaAlMOHHBIX CUCTEM

8.1 CereBbie  onepanmonHbie cucrembl  Windows, Unix/Linux. OcHOBHbIC 6 2 JI1.1 J11.2J12.1 J12.2
MPOTOKOJIBI,  CHYXKOBI,  (DYHKIIMOHMpPOBaHHE, CpEICTBa  OOCCIICUCHUS J2.3712.4
0€30MaCHOCTH, CpEACTBA YNPABICHUS W KOHTpPOJsA. [IOHATHE TOJIMTUKH 2103202354035
Oe3omacHocTH. THITOBBIE 3JEeMEHTH MONMUTHKK Oe3omacHoctu. [locTpoenue,
peanu3anmsi, MoANepIKaHNe u MOAN(HUKALHS TIOIUTHKU
6ezomacHoctu.Kputepun onenkn 6e3onmacHoctd cereBbix OC. OcHOBHBIC
KpUTEpHH aHaJIM3a ceTeBoi Oe3omacHoct. OOmIas mpouenypa ananusza. /Jlex/

8.2 ITpopab6oTka nekimonHoro marepuana. /Cp/ 6 4 JI.1 J11.2J12.1 J12.2

J12.3J12.4
010323335435

Paznen 9. Odecneyenne 0e30MaCHOCTH MEKCETEBOI0 B3aUMOIeHCTBUS
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9.1 OCHOBHBIE ~MEXaHHM3MBI  OOCCIIEUeHHs O€30MaCHOCTH W yIPaBIEHHS 6 2 JI1.1J11.2J12.1 JI2.2
pacrpeneneHHBIME pecypcaMi. ObecriedeHre HaaeKHOCTH HH(PACTPYKTYpPHI JI2.3J12.4
WnrepHer. 3amuTa KaHanoB cBA3u B MHTepHeT. Buibl ucmonb3yeMbIX B 01032333435

WurepHeT KaHANOB  CBsi3H.  MCHONB30BaHHE  MEXKCETEBBIX  OKPAHOB.
BupryaibHbie YacTHBIC CETH. YSI3BUMOCTH U 3allliTa 0a30BbIX MPOTOKOJIOB U
cyx6. CemeiictBo TCP/IP. Cnyx06sl moucka. beszomacHocte WWW
JNIEKTPOHHOM OUTHI. /JIek/

9.2 MesxcereBble 3KpaHbl. AHTUBUpPYCHAs 3aliuTa. BupTyanbHbIe YacTHBIE CETH. 6 6 JIT.1J11.2J12.1 J12.2
/J1a6/ JI2.3J12.4
0132333435
9.3 IpopaboTka JIEKIMOHHOTO Marepuana. [loaroroBka u oOpMIICHHE OTYETOB 6 2 JIT.1J11.2J12.1 J12.2
II0 IIpaKTHYeckuM padotam. /Cp/ J12.3712.4

015233 54 55

Paznen 10. IlpaBoBble 0OCHOBBI 3aIIUTHI HH(pOPMALUH B KOMIbIOTEPHBIX
ceTsIX. 3alUIeHHbIi JOKYMEeHT0000poT

10.1  |Cucremsl oOHapyXeHUS M IPOTHBOACHCTBUS BTOpKeHMAM. Kinaccupuxkarms u 6 2 JI1.1 JI1.2J12.1 JI12.2
IPUHLUNB! (YHKIIMOHUPOBAHUS CUCTEM OOHapY>KEHUs BTOpKeHUH. CKaHephI J23J12.4
6e3omacHocTH. Kiacchl ckaHepoB 6€30MaCHOCTH U OCOOEHHOCTU MPUMEHEHUS. 0132333435

3amuTa oT BUPYCOB.3aluTa JIEKTPOHHOTO IOKyMeHTo000poTa. /Jlek/

10.2  |IIpopaboTka nekunronHoro marepuana. /Cp/ 6 2 JIT.1 J11.2J12.1 J12.2
J12.3712.4
315232334095

6. POHJ] OIEHOYHBIX CPEJCTB

6.1. ITepeyeHb BUAOB OLEHOYHBIX CPEICTB

CobecenoBaHue U OTUYETHI 110 Ja0OPATOPHBIM pabOTaM.
Tect
OK3aMeH

6.2. TunoBbIe KOHTPOJbHbIC 3aJaHMsl H HHbI€ MaTepUaJIbl I TeKyHIeﬁ aTTeCTaluun

CobecenoBanue 1o TeMam J1a00paTOPHbIX 3aHATUI:

1) MopenupoBaHHe CETEBBIX YCTPOHCTB U MPOTOKOJIOB B JIOKATBHBIX CETAX

2) Hacrpoiika noakIo4eHus y3ia K ceTH. ABTOMaTH4YeCcKas JMHAMUYECKasl U CTAaTUYeCKas HACTPOMKH CeTeBOro nojakiodeHus. Ctek
niporokonoB TCP/IP. TlpuxnanHeie npoTOKoibl ceTd MHTepHeT.

3) Ceru Microsoft Windows. YrpasneHue ceTeBbIMU pecypcamul B ogHopanroBoii cetu. Cetn Microsoft Windows. Active Directory.
VipasrneHue ceTeBbIMU pecypcaMy KOPIOPAaTUBHOM ceTH. [ pynmoBblie MONIUTHKY.

4) MonenupoBaHue 6a30BBIX CIIYXKO U POTOKOJIOB MapIIPYTH3aIHK B II00ANBHBIX ceTax. ba3oBbie cinyx0bl cetn Murepuer. DHCP.
DNS. IIpoTokomnbl MapIpyTH3aIIKH.

5) Pasrpannuenue nocTyma K JOKaJIbHBIM M CETEBBIM pecypcaM. JIMcKpenoHHast 1 MaHAaTHast MOJIENN YIIPABJICHHS 1OCTYIIOM.

6) MexcereBble SKpaHbl. AHTUBUPYCHAS 3alllMTa. BUPTyabHbIC YaCTHBIC CETH.

Tunoso# TecT:

1. DOranonnas wmonens OS] sBmsiercss MHOTOypoBHeBOoWM. Kakoe W3 TONOXKEHMH HEMPAaBHIBHO XapakTepU3YeT MPHUNUHY
MHOTOYPOBHEBHOCTH MOJENN?

A. MHoroypoBHEBasi MOAETh YBEITUIHUBAET CIIOKHOCTD.

B. MHoroypoBHeBasi MO/Ie/Ib CTAHAAPTHU3UPYET HHTEPEHCHI.

C. MHoroypoBHeBas MOIENb JaeT BO3MOXKHOCTH pa3paboT4yMKaM CKOHIIEHTPHPOBATh YCHIMS Ha OoJee CIenualn3HpOBAHHBIX
HanpaBJIeHUSX.

D. MHoroypoBHeBasi MOJIeIb MPEAOTBpAIIACT BIUSIHAC U3MCHCHUH B OJTHOM 00JIAaCTH HA APYrHe O0JIACTH.

2. Kakoit ypoBenp 3tajmonHoir moxenu OSI pemraer BOmpochl YBEIOMIIEHHS O HEHCIPABHOCTSX, YYUTHIBAET TOIMOJOTHIO CETH U
YIpaBIseT MOTOKOM JIaHHBIX ?

A. Ouznyeckui.

B. KananpHbIii.

C. Tparcriop THBIH.

D. Ceresoii.

3. Kaxkoif ypoens stamonnoit moxemu OSI ycramaBmmBaer, oOCIyXHBaecT M yHPaBIseT CEAHCAMH B3aMMOJICHCTBHS IMPHUKIIATHBIX
rporpamMm?

A. TpaHCIOpTHBIH.

B. Ceancossrii.

C. YpoBeHb IIpeICTaBICHUN.

D. YpoBenb npunoxeHui.
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4. YT0 13 NPHUBEICHHOTO HIM)KE HAWITYIIINM 00pa30M OIMHCHIBACT (DYHKIIUIO YPOBHSI IPEICTABICHHNA?

A. OH obecrieurBaeT opMaTUpOBaHKE KOJIa M PENICTABICHUE TAHHBIX.

B. OH obOpabatsiBaeT yBeJOMIICHHUS 00 OIIMOKAX, YYUTHIBAET TOMOIOIHIO CETH U YIIPABJISIET MOTOKOM JIAaHHBIX.

C. OH npenocTaBisieT CeTeBbIC YCAYTH MOb30BATENbCKIUM TPUKIIATHBIM MPOrPaMMaM.

D. OH olecrneunBaeT 3JCKTPUYCCKHE, MEXaHMYECKUE, MPOLEAYPHbIE W (DYHKIMOHAIBHBIC CPENCTBA JUISl aKTUBH3AIMH U
TOJITICPIKAHMS KaHANA CBS3H MEXK]Y CHCTEMaMH.

5. Kaxoil ypoBeHb 3TanoHHol Monenu OS] o0ecriednBaeT CETeBbIE YCIYTH I0JIb30BAaTENbCKUM NPUKIIAIHBIM IIporpaMmam?

A. TpaHCIIOPTHBIH.

B. Ceancossiii.

C. YpoBeHb npecTaBIeHUN.

D. YpoBeHb NpunoxeHuH.

6. Kakoe onucanue MATH 3TANOB PEoOPa30BaHUs TAHHBIX B MPOIECCE MHKATICYIISIIUK MIPU OTIPABKE MOYTOBOTO COOOIICHHUS OJTHUM
KOMITHIOTEPOM JIPYTOMY SIBIISICTCSI PABIIIBLHBIM?

A. JlaHHBIC, CETMEHTBI, TAKEThI, KaJAPbI, OUTHI.

B. Burthl, KaJpsl, MaKeThl, CCTMEHTBI, JIAHHBIC.

C. IlakeThl, CETMEHTHI, JaHHbIC, OUTHI, Ka PBI.

D. CerMeHTbl, MakeThl, KaJPbl, OUTHI, TAHHBIC.

7. Ilpu oTmpaBKe MOYTOBOTrO COOOIICHHS C KOMIThIOTEpa A Ha KOMIBIOTEp B naHHBIC HEOOXOAMMO MHKANCYIUpoBaTh. Kakoe w3
OIMMCaHHI MEPBOTO 3TANa HHKATCYJISIUH SBISACTCS MPaBUIbHBIM?

A. AndaButHO-1IMDPOBBIE CUMBOJIBI KOHBEPTUPYIOTCSI B JAHHBIE.

B. Coo01ieHre cerMEeHTUPYETCS B JIETKO TPAHCTIOPTHPYEMBbIE OJIOKH.

C. K coobmiennto 100aBIsieTcsi CETEBOM 3arojIOBOK (aJpeca UCTOYHUKA U TIOTYJaTeNs).

D. Coo0rmenne npeoOpa3oBbIBaeTCs B ABOMUHBIN (popmar.

8. Tlpu oTmpaBKe MOYTOBOTO COOOIICHHS C KOMIbIOTEpa A Ha KOMIBIOTEp B MO JIOKagbHOH CETH JaHHbIE HEOOXOIUMO
MHKAICYIUPOBaTh. UTO MPOUCXOMUT MOCIIE CO3IaHUs MaKeTa?

A. Taker nepenaercst o cpene.

B. [laker nomeniaercs B Kajp.

C. Ilaker cerMeHTUpYyeTCs Ha KaJphbl.

D. ITaker npeoOpa3oBbIBacTCs B JBOUYHBINA (POpPMAT.

9. Tlpu oTmpaBKe MOYTOBOrO COOOIIEHHS C KOMIBbIOTEpa A Ha KOMIbIOTEp B naHHBIE HEOOXOIMMO HHKANCyaupoBatb. Urto
MIPOMCXOAMT TOCIIE MPeodpa3oBaHus andaBUTHO-IIU(YPOBBIX CHMBOJIOB B JJaHHbIE?

A. JlanHbIe MPe0oOpa30BBIBAIOTCS B JBOUYHBINA (POpPMAT.

B. K nannbIM 100aBIisieTcst CETEBOM 3arojI0BOK.

C. JlaHHBIE CErMEHTUPYIOTCS Ha MEHBIINE OJIOKH.

D. lanHble nomeniaoTcs B Kajap.

10. Uto 13 npuBEICHHOTO HU)KE HAWITYYIIMM 00pa30M OMHUCHIBACT JAeHTarpaMmy?

A. TlocblaeMoe HCTOUHHKY COOOIECHHE € TIOATBEPKACHUEM MOTYUCHHUS HETIOBPEKICHHBIX JaHHBIX.

B. /IBonuHOE mpeacTaBieHne HHGOPMALIMK O MAPIIPYTU3ALIUH.

C. INaker nanHbIX pazmepom MeHee 100 OaidT.

D. INaket cereBOro ypoBHsI.

6.3. TunoBble KOHTPOJbHbIC BOIIPOCHI  3alaHUsA AJIA l'lpOMe)KyTO'lHOf/i aTTreCcranuu

Bomnpockl k sxk3ameny:

1) Ucropust pa3sutus cereit 9BM. MecTo 1 poiib BBIYMCIUTEIBHBIX CETEH B COBPEMEHHOM MUpE.

2) OcHOBHBIC TIOHATHS M TepMHUHONOrU. OOLIMe MPENCTaBICHUS O BBIYMCIUTENBbHON ceTH. OOliee MoHsTHE 00 MepapXuvecKoi
CTPYKTYpPE MPOTOKOJIOB.

3) [IpuHLIMIIBI MHOTOYPOBHEBOH OpraHU3alMK JIOKAILHBIX U I100anbHbIX ceTeit 9BM. Mopens OSI.

4) CranmapTHbIE CTEKH KOMMYHHKALOHHBIX TIPOTOKOJIOB.

5) Cranpapruszanus B cetsax. Kiaccudukaiys BEIYUCIUTEIBHBIX CETCH.

6) Tpe©oBaHwMs, IPEABSIBIIIEMbIE K COBPEMEHHBIM BBIUHCIUTEIEHBIM CETSIM.

7) MeTozibl ¥ TEXHOJIOTHH MTPOSKTUPOBAHUS CPEICTB TEICKOMMYyHUKAIMA. CTPYKTYpU3aIlUH CETH.

8) dusnueckas M JOruveckas TOMOJIOTHH CETCH.

9) OCHOBHOE KOMMYHHKAIIMOHHOE 000PY/I0BAHHUE.

10) Kananb! cBs3u. XapaKTepUCTUKH KaHAJIOB CBS3H.

11) Jlorn4eckoe KOIUpOBaHHUE.

12) AcUHXpOHHAs ¥ CHHXPOHHAs MepeIayu.

13) Uepapxus B kabenbHOM cucteme. CTpYKTYpUpOBaHHAs KaOeabHas CHCTEMA.

14) Kon¢urypamim JT0KaTbHBIX BEIMUCIUTENBHBIX CETEH M METOIBI JocTyma B HUX. CTpyKTypa 1 (YyHKIINH JIOKAJBHBIX CETEH.
15) Conepxanne crannapra IEEE 802. ba3ossie Texnonormm nokanbHeIx ceteil. IEEE 802.2 Ethernet. O6opynoBaHHe TOKAaITbHBIX
cereil.

16) [IporpaMMHBIe cpeacTBa TENEKOMMYHUKALINH.

17) CtpykTypa IporpaMMHOro oOecreyeH s IOKaIbHOM CEeTH.

18) Kiaccudukarys mporpaMMHOT0 00€CTIEIeHUS JTIOKATbHBIX CETEH.

19) [IpHHIMITBI TIOCTPOEHHS CETEBOTO POrPAMMHOT0 00ECIIEUCHHS U CETEBBIX OIEPAIIMOHHBIX CUCTEM.
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20) Kimaccudukanus cepsepos. I[IpoextipoBanue cereit 9BM 1o NpuHIMITY «KIIHEHT-CEepBEp».

21) CeteBoli ypoBeHb nepenaun gaHHbIX. [IPagpecanus.

22) Peamuszamms mexcereBoro B3ammogneictBus cpeactBamu TCP/IP. Tlopsimok pacnpenenenust [P-anpeco. OrtoOpaxenue IP -
a/IpecoB Ha JIOKaJIbHbIE aJipeca.

23) ARP npotoxkonn.

24) Ilpuniuns! Mapmpytuzanuu B IP-cetsx. IIpoTokonbl MapipyTH3aLuH.

25) Ionsatne nomena. Jlomennas anpecanus B IP-ceTsx.

26) DNS nporokon. IIpotokon IPv6. IIporokons! TpancnopTHoro yposHs TCP u UDP.

27) CoBpeMeHHBIE TeHACHIMN PA3BUTHS TEIEKOMMYHHKAIIMOHHBIX CUCTEM.

28) MHaTterpanyst pa3nugHbIX THIIOB CETEH U CETEBBIX CIIYKO.

29) Bupryanuzanus HHGOPMAITMOHHEIX CHCTEM.

30) O6snauHbIC BBIYUCIICHUSL.

31) OGecneuenne 6€30MaCHOCTH TEIEKOMMYHUKALMOHHBIX CBSI3€H 1 aIMUHUCTPATUBHBINA KOHTPOIIb.

32) TumnoBsle yrpo3sl ceTeBoi Oe3omacHocTH. OCHOBBI KIIaCCH(HKAIINK CETEBBIX YIPo3 U aTak. BiusHue yenoBeyeckoro akropa Ha
CETeBYI0 0€30I1aCHOCTb.

33) 3amuTa TOMOJIOTHH CETH.

34) BupTyanbsHble JOKaJIbHBIC CeTH. J{onoIHUTENbHBIC (QYHKIIMA KOMMYTaTopoB. [lepcoHaBHEIC SKpaHBI.

35) AboHeHTckoe mudpoBaHue. 3aluTa CETeBOro Tpaduka U KOMIIOHEHTOB CETH.

36) 3amuTta komnoneHToB cety oT HCJI. be3onacHocTh pecypcoB cetu.

37) CpenctBa uaeHTHGHUKAILMY ¥ ayTCHTU(DUKALINN, METO/IBI Pa3lIeICHUs PECYPCOB U TEXHOJIOTHU Pa3TPaHUYCHHS JOCTYIIA.

38) CpezncTBa MOBBIICHNUS HAISKHOCTH (DYHKIIMOHUPOBAHHUS CETEH.

39) PernmameHTHpylOlIMe JIOKYMEHTHI B 00JIaCTH O€30MacHOCTH BBIYMUCIUTENbHBIX ceTeid. CraHmaptel 0e30MacHOCTH
BBIYHCIIMTENBHBIX CETCH U X KOMITOHEHTOB. [IpaBOBBIC OCHOBBI 3aLUTHI HH(POPMAIUH B CETAX.

40) Cereble onepanuonnbie cucrembl Windows, Unix/Linux. OCHOBHBIE HPOTOKOJBI, CIYXKOBI, ()YHKIIMOHUPOBAHHUE, CPEICTBA
obecrieyeHust 6€30MaCHOCTH, CPECTBA YIIPABIIEHUS U KOHTPOJISL.

41) Tlonsatrne monuTHKN O€30MacHOCTH. THITOBBIE 3JIEMEHTHI NONUTHKH Oe3omacHocTH. [TocTpoeHue, peanusaiys, NOAIEpKaHHE U
MOJIU(HKALINS MOJIUTHKH O€30MacHOCTH.

42) Kputepun ouenku Oe3onacHoctu cereBbix OC. OCHOBHbBIE KPUTEpUHM aHalu3a cereBoil OezomacHoct. OOmias mpouenypa
aHaJm3a.

43) OcHOBHBIE MEXaHU3MBI 00€CIIeYeHUs 0€30MaCHOCTH M YIIPABJICHUS PACIIPEeICHHBIMU PECYPCAMH.

44) 3amuTa KaHaJIOB CBs3U B MIHTepHET. Bubl ucnonb3yeMbix B IHTEpHET KaHAJIOB CBSI3U.

45) Vcnonb30BaHHE MEKCETEBBIX SKPaHOB. BUpTyabHbBIC YaCTHBIE CETH.

46) VYsa3zumoctd W 3ammra 0a30BbIX mHporokonoB U ciyx0. CemelictBo TCP/IP. Cuyx0Obl moucka. besomachocte WWW
3JIEKTPOHHOM MOYTHI.

47) Cucrembl 0OOHApYKEHHS U IPOTHBOACHCTBHS BTOPIKCHHSM.

48) Knaccudukanys v npuHIUINBI (YHKIIMOHUPOBAHHUS CUCTEM OOHAPYKEHUS BTOPIKECHHIA.

49) Cxanepsl 06e3onacHocTd. Kitacchl ckaHepoB 0€30MacHOCTH U 0COOCHHOCTH IPUMEHEHHUSL.

50) 3amuTa OT BUPYCOB. 3alllUTa IEKTPOHHOTO JOKYMEHTO000pOTa.

6.4. Kpurepun oneHuBaHus

Kpurepuu onieHnBanus codece10BaHUs U OTYETA 110 J1a00PaTOPHLIM paboTam:

B mporecce BBIMOIHEHUS J1aOOPATOPHOM pabOThI KaKIbli CTYAEHT COCTaBJISICT MHIAMBHIYalbHbIH OTYET, KOTOPBIA BKIIOYACT
PacyeTHYIO 4acTh, a TAKXKE aHATUTHIECKYIO YacTh U BHIBOABL. 110 MOATrOTOBIEHHOMY OTYETY MPOBOAUTCS COOECEeIOBaHUE.
JlaGopaTopHass paboTa 3aCUMTHIBAETCS CTYIEHTY, €CIM OH IPEACTaBWI NPaBHIBHO OGOPMIIEHHBIH OTYET, BIAIeeT METOTUKOMH
00pabOTKM HIKCIIEPUMEHTANIBHBIX JaHHBIX; YCBOMJ TEOPETHUECKUI MaTepuall Mo JaHHOW TeMe (IocieqoBaTeNbHO, TPaMOTHO U
JIOTUYECKH CTPOHHO €ro M3JIaraer, yBepeHHO OTBEYAeT Ha BOMPOCH). JIOMyCKalOTCS HECYLIECTBEHHBIE HETOYHOCTH B O(OPMIIEHHH U
OTBETaxX Ha BOIPOCHL.

JlaGopaTopHas paboTa He 3aCYMTHIBACTCS CTYJICHTY B CIIydasX: HaJM4YUs OMIMOOK B pacyerax, HEMPaBHILHOTO 0(hOPMIICHHS OTYETa,
HCKaKAIOLIEro CMBICH 33aJaHusl, CYLIECTBEHHBIX OIIMOOK IPH OTBETAX Ha BOIPOCHI.

Kpurepun onieHMBaHus TKCTA:

Tect - cucrema CTaHAAPTU3MPOBAHHBIX 3aJIaHHM, MO3BOJSIONIAS ABTOMATHU3UPOBATh MPOLEAYPY HM3MEPCHHS YPOBHS 3HAHUN H
yMeHul obyuarorierocs. BaxkHEHIIIMMHU JOCTOMHCTBAMH TECTOB SIBIISIOTCS:

1) 5KOHOMUS BPEMEHH TPEIoaaBaTes

2) BO3MOXKHOCTh ITOCTABUTh BCEX CTYACHTOB B OJIMHAKOBBIC YCJIOBHUS

3) BO3MOXKHOCTh Pa3pabOTKH PaBHOIICHHBIX 110 TPYIHOCTH BAPUAHTOB BOIPOCOB

4) BO3MOXXHOCTh IPOBEPUTH 0OOCHOBAHHOCTh OLICHKH

5) yMmeHblIeHHE CYOBEKTHBHOTO TIOAXOIa K OIEHKE MOATOTOBKH CTyAEHTa, OOYCIOBJICHHOTO €ro WHIWBUAYaIbHBIMU
0COOEHHOCTIMHU

3a TecT CTaBUTCS OLIEHKA "3a4TeHO", €CITH BHIIIOIHEHO MPABIIIHLHO OoJiee TIOJIOBUHEI 33 JaHHUH.

Kpurepuy oieHMBaHUs K3aMEHa:
CTyaeHT moITycKaeTcs K dK3aMeHy 110 AWCIUIUIMHE B CIydae BBIMOMHEHMS UM y4eOHOTO IIaHa MO JUCIUIUIMHE: BBITOTHEHHBIX U
3aIUIIEHHBIX paboT. B caydae Hammaus yaeOHOMN 3a0JDKEHHOCTH CTYICHT OTpabaThIBaeT MPOIyIICHHBIC

© ®I'BOY BO «Uenl'V»




Pabovas mporpamma muctmmuies "bezonacHocTs cereit 9BM" 1o HanpaBiIeHIo OATOTOBKY (CTIIIMAIBHOCTH)
"NupopmarnoHHas 6€30MaCHOCTh aBTOMATH3HPOBAHHBIX CUCTEM' HaIlpaBICHHOCTH (npodmto) cnennann3amms N 4 crp. 11
"be3onacHOCTh aBTOMaTH3HPOBAHHBIX CHCTEM KPUTHUECKH BaXKHBIX 006ekToB" GI'BOY BO «Henl'Vy»

3aHATHS B (hOpMe, TIPEIUIOKEHHOM MperoiaBaTeNieM 1 MPEeICTaBICHHOW B HACTOAIIIEH MporpamMMe.

DK3aMeH MPOBOAUTCS Mo OmieraM B ycTHOW (opme. [Ipy mpoBeneHnr 3K3amMeHa 3K3aMEHYeMBbIH BhIOMpaeT OWIET B CIy4ailHOM
nopsizike. DK3aMEHATOpPY MPEAOCTABISIETCSl MPABO MO XOAY 3K3aMeHa 3a/IaBaTh dK3aMEHYEMOMY YTOUYHSIONIME W JIOMOJHUATEIBHbIC
BOIPOCKHL. BpeMsi mOArOTOBKH CTY/AEHTa JUIsl YCTHOTO OTBETa Ha YK3aMEHE JOJDKHO COCTaBJIATh He MeHee 40 MHHYT, BpeMsi OTBETa
9K3aMeHyeMoro — He 6onee 20 muHyT. [Ipy MOATOTOBKE M OTBETE HAa BOMPOCHI OMIIETa IK3aMEHYEMBbIH TOJDKEH BECTH HEOOXOHUMBbIC
3allUCH B JIUCTE YCTHOTO OTBETA, KOTOPBIM MO OKOHYAHMM 3K3aMEHa IOIHCHIBACTCS CTYICHTOM, CHAaéTCs 3K3aMEHATopy |
COXPAHSCTCS UM JI0 OKOHYAHHS dK3aMEHAIMOHHOW ceccuu. CTYNEHT, MCTBITABIINI 3aTpyJHEHHs NPH MOATOTOBKE K OTBETY IO
BBIOpaHHOMY OWJIETY, BIPaBe BHIOpATh BTOPOM OWIIET C MPOJJICHUEM BPEMEHU Ha MOATOTOBKY. [IpH 3TOM OKOHYATENbHAs OICHKA
CTyJCHTA CHIDKaeTCs Ha OfMH Oaul. BreiOop cTymeHTOM TpeThero Omiera He aomyckaercs. [IposBIICHHBIE CTYIEHTOM B XOIE
9K3aMEHa 3HAHHMS OLICHUBAIOTCS OIICHKAMH «OTIUYHOY», «XOPOIIOY, KYIOBICTBOPUTEIILHO» U «HEYIOBICTBOPUTEIBHOY.

O1eHKa «OTJIMYHOY BBICTABIISICTCS:

JlaH TONHBINA, pa3BepHYTHIA OTBET HA IMOCTABJICHHBIM BOMPOC, MOKa3aHAa COBOKYIHOCTh OCO3HAHHBIX 3HAHW IO JUCIHUILIUHE,
JIOKA3aTelIbHO PACKPBITHI OCHOBHBIC TIONIOXKCHUsI BOIPOCOB; B OTBETE MPOCICIKUBACTCS 4YETKas CTPYKTypa, JOrHYecKas
MOCJIEIOBATEIBHOCTD, OTPAXKAONIAs CYIHOCTh PACKPHIBAEMBIX TIOHATHIH, TCOPUA, SBICHUNA. 3HAHUS 10 MPEIAMETY JEMOHCTPUPYETCS
Ha (pOHE MOHMMAHHUsS €ro B CUCTEME NAHHOW HAYKH M MEXIUCHUIUIMHAPHBIX CBs3ed. OTBET M3JIOKEH JIUTEPATYPHBIM SI3BIKOM C
WCIIOJIb30BAaHUEM COBPEMEHHON TEPMHUHOIOTMH. MOryT OBITH JIOMYIIECHBI HEJOYEThl B ONPENESICHUM TMOHSATHH, HCIpPaBIICHHBIC
CTYJCHTOM CaMOCTOSTEIBHO B IIPOIIECCE OTBETA.

OI1ieHKa «XOPOIII0Y» BBHICTABJIAETCS:

JlaH TONHBIA, pPa3BEpPHYTHI OTBET HA IMOCTABJICHHBIA BOMPOC, MOKA3aHO YMEHHE BBINCIHUTH CYIICCTBEHHBIC M HECYIIECCTBCHHBIC
MPU3HAKH, TPUIMHHO-CICACTBEHHbIC CBA3W. OTBET YETKO CTPYKTYPHUPOBAH, JIOTHYCH, HU3JIOKEH JIUTEPATYPHBIM SI3BIKOM C
WCIIOJIb30BAHUEM COBPEMEHHOW TEPMHHOJIOTUH. MOrYT OBITh JOMYIICHBl HEKOTOPbIE HETOYHOCTH WM HE3HAYHTENbHBIC OIIMOKH,
HCIIPABJICHHBIC CTYJACHTOM C MIOMOIIBIO MPEMOIaBaTESL.

OI1ieHKa «yIOBICTBOPUTEIBHOY BBICTABIISIETCS:

JlaH HEIOCTATOYHO MOJIHBIN W HEIOCTATOYHO Pa3BEpPHYTHIN OTBET. JIornka M MOCIeI0BATEBHOCTD M3I0KEHHS UMEIOT HAPYIICHHUS.
JlomymieHsl OIMIMOKM B PACKPBHITHH TIOHATHHA, ymoTpeOneHHH TepMHHOB. CTYIEHT He CIMOCOOCH CaMOCTOSTENBHO BBIICIHUTH
CYIIIECTBEHHbIE W HECYIECTBEHHBIE MPU3HAKM M TPUYHHHO-CICICTBEHHBIE CBA3M. B OTBETE OTCYTCTBYIOT BBIBOIBI. YMEHHE
PacKpBITh 3HaUeHHE 0OOOIICHHBIX 3HAHUI HE MoKa3aHo. PeyeBoe od opmiteHHe TpeOyeT MonpaBoK, KOPPEKIIHH.

O1IeHKa «HEY/IOBICTBOPUTEIBEHOY BBICTABIISCTCS:

1) OtBer npezacrasisger co0oi pa3po3HEHHbBIE 3HAHUS C CYIECTBEHHBIMH OIIMOKaMH IO Borpocy. [IprucyTcTBYIOT (hparMeHTapHOCTb,
HEJIOTHYHOCTh M3JIOKeHHst. CTYICHT HE OCO3HAET CBsi3b OOCY)KIAeMOro BOIpOCa MO OWIIETy ¢ JAPYTHMMH OOBEKTAaMH THCLMILIHHBI.
OTCYTCTBYIOT BBIBOJBI, KOHKPETH3AlMs M JIOKA3aTENbHOCTh H3NOKEHUS. Pedb HerpamorHas. J[ONOMHUTENBHBIC W YTOYHSIOLINE
BOIPOCHI PENOAaBaTeNsl He MPUBOIAT K KOPPEKLIUH OTBETA CTYACHTA.

2) OTBeT Ha BOMPOC MOJHOCTHIO OTCYTCTBYET.

3) Otka3 ot oTBeTA.

7. YYHEBHO-METOJNYECKOE H HH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI (MO YJISA)

7.1. PexomeHnayeMas Jqutepatypa

7.1.1. OcHoBHas JuTepaTypa

ABTOpBI, COCTaBUTENH 3arnaBue WznarensctBO, TO| Pecypc
JI1.1 |HyxHos E. B. KommnprotepHbie ceTu: yueOHoe mocodue Taranpor : 9BC
(https://biblioclub.ru/index.php ?page=book&id=461991) OxHbIi
(dhenepanbHbIit
yHuBepcurteT, 2015
JI1.2 |Agunos P. H. ITocTpoenue 3amuImeHHBIX KOPIOPATUBHEIX CETei Mockaa : JIMK 9BC
(http://e.Janbook.com/books/element.php?pl1_id=66472) Ipecc, 2013
7.1.2. [lonoHUTeILHAS TUTEPATypa
ABTOpBI, COCTaBUTENH 3ariaBue WznarensctBO, TO1| Pecypc
JI2.1 |I'punenxo O. b. BbIunciuTenbHbIE CHCTEMBI, CETH M TeJIeKOMMYyHHUKalmu: yueOHoe |Mocksa : TYCVP, 9BC
mocodune 2015
(https://e.lanbook.com/book/110295)
JI2.2 |TIyroBkuHn A. B. Cerr nepeiauu JaHHBIX: yaeOHOE Tocodue Mocksa : TYCVP, 9BC
(https://e.lanbook.com/book/110305) 2015
JI2.3 |Kosraun H. M. KommnbroTepHbie ceTu: yueOHoe mocodue Musck : PUTIO, 9BC
(https://biblioclub.ru/index.php ?page=book&id=463304) 2014
J12.4 |Tonopxos C. C. KommbroTepHsle ceTu Ui IPOABUHYTHIX OIb30BaTENCH Mocksa : JIMK ObC

(http://e.lanbook.com/books/element.php? pl1_cid=25&pl1_id=1170) |IIpecc, 2009

7.2. IlepeyeHb pecypcoB HH)OPMALHOHHO-TEJIeKOMMYHHKAaUHOHHOI ceTn ""MHTepHer"
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31 |Jlame [OmexTpoHHBIH pecypc]: diekTpoHHO-OmOmmoreunass cucrema (ObC) / m3pmarenscrBo Jlame. - URL:
http://e.Janbook.com/

32 |YHuBepcurerckas OnbOnmoreka OHIANH [DICEKTPOHHBIN pecypc]: 3MeKTpoHHO-OmOmmoreuHas cucrema (OBC) / OO0
Hupexrmenna [Ta6mumunr. - URL: http://biblioclub.ru/

33 |IOpaiiT [DnekTpoHHbI pecypc]: anekTpoHHo-0udaroTeunas cucrema (ObC) / u3natensctBo Opaiit. - URL: https://urait.ru/

D4 |Znanium.com [DneKTpOHHBIN pecypc]: 3aekTpoHHO-O0ubnoreunas cucrema (OBC) / Hayuno-uznarensckuii nentp MHDOPA-
M. - URL: http://znanium.com/

35 |eLIBRARY.RU [DnektpoHHblii pecypc]: oiektpoHHas OuOmmoreka / Hayu. oanekrpon. 6-ka. — URL:
http://elibrary.ru/defaultx.asp

7.3 IlepeyeHb HH(OPMALUOHHBIX TEXHOJIOT Ui

7.3.1 IIporpammHoe obecnieyeHue

MS Office365

Adobe Reader

WinDjView

LMS Moodle

Adobe Connect Acrobat

Antusupyc Kacnepckoro

7.3.2 IlpodeccuonanbHble 0a3bl AAHHBIX U HHYOPMALUOHHO-CIIPABOYHbIE CHCTEMbI

1. DnexTpoHHBIN KaTtayor HaydHoi OuOmuoreku YenlY [DnexTpoHHbIN pecypc]: 6a3a gaHHbIX / Uens0. roc. yH-T. — YensaOuHCK,
1992.

2. APS JOURNALS. Physical Review Letters, Physical Review X, Physical Review, and Reviews of Modern Physics : xypHanbt
American Physical Society : caiit. — URL: http://journals.aps.org/about — f3. anrn. — Pexxum noctyna: TOJIBKO W3 CETH
yHuBepcuTeTa. — TeKCT : DIeKTPOHHBIM.

3. Web of Science: mynpTHaMCUMIUIMHAPHAS pedepaThBHas 0a3a AaHHBIX / komrnanus Thomson Reuters. — Pexxum nmocryna: mmst
3apeructpup. nonp3obateneit Yenl'V. — TekcT : aneKTpOHHBIH.

4. Scopus: pedeparuBHas 6a3a nmannbeix / Elsevier BV. — URL: http://www.scopus.com/ — SI3. anrn. — Pexum pocryna: yis
3apeructpup. nonp3obarenei Yenl'V. — TekcT : aneKTpOHHBIH.

5. Springer Link: [cafiT]. — URL: http://link.springer.com/ — 3. anrn. — Pexxum nocryna: jyis 3apeructpup. nons3oatenei Yenl'Y. —
TekcT : 27eKTpOHHBIH.

8. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHHUE JUCHUTIJIMHBI (MOAYJISA)

Jns peanuzanyyl AUCUUILIMHBI UCTIONB3YIOTCS ydeOHbIE ayIUTOPHHU VISl IPOBEACHUS 3aHATHH JIEKIMOHHOTO THIA, VI IPOBEACHUS
3aHATUM CEMUHApPCKOrO TUMA, AN IPOBENEHMs TIPYINOBBIX M HHIMBUIYAJbHBIX KOHCYJIbTAlMM, Ui TEKYLIEro KOHTPOJI M
IIPOMEKYTOYHON aTTECTALMH, a TAKXKE ayTUTOPHHU JUIsl CAMOCTOSTEILHOM PaOOTHI.

VueOHble ayaMTOPHH YKOMIUICKTOBAHBI  CIICHHATIM3UPOBAHHOW MEOENbI0 ¥ TEXHHYCCKHMH CPEACTBAMU OOydCHHS -
MYJIbTUMEANHHBIM 000pyJ0BaHUEM (SKpaH, HOYTOYK, MPOEKTOP, KOJIOHKH).

JUsist IpOBECHHST 3aHATHI JICKIMOHHOTO TUIA IPEIaraloTcsi HabOopbl JEMOHCTPALMOHHOTO 000PYIOBaHUS U y4eOHO- HAIJISJHBIX
mocoOuiil (MyJIbTUMEIUIHBIC TPE3CHTALINH ), pa3IUUHbIC POPMBI HATIISITHOCTH (TpaduKH, TAOIHIIBI, CXEMBI H T.J)).

[pakTHyeckre 3aHATHS OPOXOAAT B y4eOHOH J1labOpaTopuu SICKTPOHUKH M CXEMOTEXHHKH, MHKPOIPOLECCOPHBIX CHCTEM
(aymuropus 221 yueOHbIi kopryc Nel). MatepuanbHO - TEXHHUECKOE 00ecIieueHIEe MPUBEICHO B TACIIOPTE J1a00PaTOPHH.

s caMoCTOSITEeNbHOM padOThl CTYIEHTa HUCHONb3YIOTC ayauTopus Ne205 - uuranmpHbiii 3am Ne3 (yueOnblit kopmyc Nel) u
aynuropust Ne206 - 3JIEKTPOHHBIM YMTAJBHBIA 3all (CHEUUATM3UPOBAHHbI MeauaneHTp) (yueOHslid kopmyc Nel), ocHaieHHbIC
MIEPCOHAIILHBIMH KOMITBIOTEPAMH, MYJIBTUMEIUIHON amnmapaTypod. B aymuTopusx oOecrieuyeH MOCTYN K pa3iIMYHON CIIPaBOYHOM
JIUTEPATypE, SHIUKIONEIUSIM, OUOIHOrpadMueCKUM U IMOJIHOTEKCTOBBIM 0a3aM JaHHBIX, HH()OPMAIIMOHHBIM pecypcaM «HTepHeT».

9. METOANYECKHME YKA3ZAHUA NJI1 OBYYAIOIIUXCA 11O OCBOEHUIO TUCIIUIIJIMHBI (MO YJIS)

OcBoenue conepxanus ydeOHoN aucuIuinHbl «be3onacHocTs cereid 9BM) oCyIecTBIISETCS Ha JICKIHSIX, TJAOOPATOPHBIX 3aHITUAX
1 B IIPOLIECCE CAMOCTOSTENBHON YaeOHO! NesITeNbHOCTH CTYIEHTOB.

Jlekmuy COCTaBIISIIOT OCHOBY TEOPETHYECKOH IOArOTOBKA CTYAEHTOB C UENbI0 MOHMMAHUS WMH CYHIIHOCTH IWMCHHIUTHHEIL.
JlekumoHHBIE 3aHSATHS TOCBSALIEHBI PACCMOTPEHHIO KIIOYEBBIX, 0a30BBIX MOJOKEHUH IUCHUIUIMHBI W Pa3bsSCHEHUIO YdeOHBIX
3a7aHMil, BBIHOCHMBIX Ha CaMOCTOSTENBHYIO MpPOpaboTKy. B Xome NEeKIMOHHBIX 3aHATHH HYXHO KOHCIICKTHPOBATh YydeOHBIH
Matepual, o0palaTh BHIMAaHHE Ha KaTETOpHH, (QOPMyINpOBKH, PACKPHIBAIOIINE COMIEPKAHNIE TeX MM WHBIX SBICHUH U IPOIECCOB,
3aJaBaTh NPETOaBaTENI0 YTOUHSIOMINE BOMIPOCHI C LENBIO YSICHEHUS TEOPETHIECKUX IMONI0KEeHUH. JISKIINH JOJKHBI aKTUBH3HPOBATH
MO3HABATENBHYIO JIEATEBHOCTh OOYUYAIOIINXCs, BBHI3BIBATH MHTEPEC K IIOCTaBICHHBIM NPOOIEMaM W HAlpaBICHHSM pPa3BUTHS B
npodeccnoHanbHON 00TacTH, GopMHPOBATH HX IPOHECCHOHATBHBIN KPYro30p, aHAIUTHIECKIE KaueCTBa, TBOPUECKHH MOAXO K
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W3Y4YECHHIO JUCIUIUTUHBL, ONMPENeISITh HANpaBIICHUS JTadbHEHIEr0 CaMOCTOATEIBHOTO HM3YYSHHS M TPAKTUYECKOrO OCBOCHHS B
JaHHOW obnacth. M3iokeHne MaTepHasa JIKIHH JODKHO HOCHUTH MPOOJIEMHBIN, MHHOBAI[OHHBIA XapakTep, CIOCOOCTBYOIIHIA
(GOpPMHUpPOBAHHIO ¥ PA3BUTHIO COOTBETCTBYIONIMX KoMmmereHuui. [IpermomaBatento HEOOXOAMMO OIHPAThCs HA OCHOBHYIO
JUTEPATypy, MPEACTABICHHYIO B paboueii mporpaMme MaHHOM JUCHUIUIMHBI, @ TaAKXKe Ha ydeOHbIe MOCOOus, MOHOrpaduu, Hay4IHbIE
CTaThH ¥ IEPHOTUUESCKUC U3JAHUSI U3BECTHBIX CHICIIUATUCTOB B TAHHOH 00JIacTH.

JlabopaTopHble 3aHATHS MPEIHA3HAYCHBI U MPUOOPETEHMS OMbITA MPAKTUYECKON pEATU3alUKM TOMYYCHHBIX TEOPETHYESCKHX
3HaHWH. YKazaHus K J1a0OpaTopHBIM paboTam MpopadaThIBAIOTCS CTYACHTAMH BO BpEMs CaMOCTOSTEIBHOW IMOJTrOTOBKH.
HeoOxomuMblii  ypOBEHb TMOATOTOBKM KOHTPOJIHMPYETCS MperojaBareieM Iepel MpOBEICHUEM J1abopaTopHbIX 3aHsaTuil. Ha
J1a00paTOPHBIX 3aHATUSX CTYACHTBHI OBIIAJICBAIOT MEPBOHAYATBHBIMU MPOPECCHOHANBHBIMA YMEHUSIMA W HABBIKAMH, KOTOpPBIC B
JaTbHEHAIIIEM 3aKPEIUISIOTCS H COBEPIICHCTBYIOTCS B IPOLIECCE MPOXOXKICHHUSI MPOM3BOICTBEHHOM MPAKTHKH.

CamocrosiTesbHas paboTa CTYICHTOB BKIIOYACT MNPOPabOTKy JIEKIMOHHOTO Kypca, MOArOTOBKY K TPAKTHUECKAM paboTam,
BBINOJIHCHNAE BCEX 3asABJICHHBIX B pabouell MporpaMme BHIOB CaMOCTOSTENBHON pPa0OThl (BBIMOJHEHHWE JOMAIIHUX 3aJaHUi,
MOZIroTOBKA K TecTaMm). CaMocTosTeNbHAs padoTa MpeaycMaTpUBaeT He TONBKO MPOPAaOOTKy MaTepHaoB JISKIMOHHOTO Kypca, HO U
UX paCIIMpeHHe B pe3yabTaTe TMOKMCKA, aHANM3a, CTPYKTYPUPOBAHHS M MPEACTABICHHS B KOMIIAKTHOM BHJEC COBPEMEHHOMN
“H(OpPMAITNK U3 BCEX BO3MOXKHBIX HCTOYHHKOB. B X071€ caMOCTOATENbHONW pabOThl HEOOXOMAUMO M3YYUTh OCHOBHYIO JTUTEPATYPy,
03HAKOMHTBLCSI C JIOMOJHHUTENBHOM JuTepaTypoi. OdYeHb TONE3HO I0pabaThiBaTh CBOM KOHCIEKT JICKIMH, Jenasi B HEM
COOTBETCTBYIOIINE 3aITUCH U3 JIUTEPATYPHI, PEKOMEHIOBAHHOW TpeIoiaBaTeleM i IPSIyCMOTPEHHOH paboyeii mporpaMMoii.

B cnyuae mpuMmeHeHHs TPU OOYYEHHH JMCIUIUTHHBI JEKTPOHHOTO OOYdYEHHS, MUCTAHIMOHHBIX O0Pa30BaTENbHBIX TEXHOJIOTHI
obmieHre o0y4armuxcss U MpernoiaBaTelisi OCYIIECTBISCTCS B PEXHME PEalbHOrO BpeMEHU (OHJIaliH-JIeKIMH (BeOWHApHI), YaThl,
BHJICO-KOH(EPEHIIMU U JIp.) WM OTJIOKEHHOTO BpeMeHH (cucTtema AucTaHiuoHHoro oOyuenus Moodle, MS Office365, dhopymsl,
9NIEKTPOHHAS [IOYTA | JIp.).

Ilpu 0OydYeHHH JHUI] C OrPaHHMYCHHBIMH BO3MOXKHOCTSIMH 30POBbSI DJICKTPOHHOE OOYydYeHHE, JUCTAHIMOHHBIE 00pa3oBaTEIbHBIC
TEXHOJIOTHH TPEAYCMAaTPUBAIOT BO3MOXKHOCTh MpHEMa-Tiepeaad HHGOPMAIMU B JOCTYIHBIX TS HUX (hopMax.

Peanu3anusi TUCUUIUIAHBI ¢ IPUMEHEHHEM DJICKTPOHHOTO 00YYEHHs, JUCTAHIIMOHHBIX 00pa3oBaTeNbHBIX TexHomorui (nanee — 30,
JIOT) ocyiecTBisieTcss Ha OCHOBaHUH «IT0OXKEHHs O peaNn3aliid OCHOBHBIX U JIOMOJHUTEIBHBIX 00pa30BaTENbHBIX MPOrPaMM C
MIPUMEHEHHUEM DJICKTPOHHOTO O0YYeHHs W JUCTAHIIMOHHBIX 00pa30BATENbHBIX TEXHONOTHI B (eaepagbHOM TOCYIapCTBEHHOM
OFOJIKETHOM 00pa30BaTelIbHOM YUPEXKIICHUH BBICIIEr0 00pa3oBaHus «HelssOMHCKUIT rocy1apCTBEHHBIA YHUBEpCUTET», «[lomoxeHus
0 TIOpsIIKE 3aueTa OOYYaIOLIUMHMCS MO0 OCHOBHBIM NMPO(ECCHOHAIBHBIM 00pa30BaTEIbHBIM MPOrpaMMaM BBICIIETO 00pa30BaHUS B
OI'BOY BO «Uenl'V» pe3ynbraTOB OCBOCHHS B OpPTraHH3AlMAX, OCYIIECTBIISIOUIMX OOpPa30BATENBbHYIO JACATEIBbHOCTh, YU4EOHBIX
IIPEAMETOB, KYPCOB, AUCUUILIMH (MOAY/IeH), MPAKTHK, JOMOIHUTENBHBIX 00pa30BaTeNbHBIX IPOrPaMM» MIOCPEACTBOM DIEKTPOHHON
nHpopManmoHHo-o0pa3oBarenbHoi  cpensl PIBOY BO «Uenl'V». B uckirouuTenbHbIX ciydasx (Gopc-Makop M T.IL.) MpH
peanuzanuy 00pa3oBaTenbHOM nesrensHocTy ¢ npuMenenreM D0, JIOT MoryT npuMeHATh KOMIIOHEHTHI, He BXOJSIINE B MepedeHb
AJIEKTPOHHON HHPOPMAIIIOHHO-00pa30BaTEIbHON CPEJIbI.

10. CIIEIIMAJIBHBIE YCJIOBUS OCBOEHUA JUCHUIIJIMHBI OBYYAIOIIMMHUCS C HUHBAJIMAHOCTBIO U
OI'PAHMYEHHBIMH BO3MOKHOCTSAMMH 310POBbSA

OcBoeHue JUCHUIUIMHBI HHBATUAAMH U JIMLAMU C OTPAaHUYEHHBIMH BO3MO)KHOCTSMH 310POBbSI OCYLIECTBIISICTCS C HCIONB30BAHUEM
CHEHATIbHBIX TEXHUUECKUX CPEICTB U ToJI0 HH(POPMALIMOHHBIX TEXHOIOTUH, TPEAOCTaBIseMbIX PeCypCHBIM y4eOHO-METOANYECKIM
LEHTPOM 110 00y4IEHHIO HHBAIMIOB H JIMI] C OTPAaHNUEHHBIMH BO3MOXKHOCTSIMU 3710poBbst Yenl'V mo 3ampocy oOydarorierocs.

1. MoOunbHbpIe cleuuanbHble TEXHHYECKWEe CpPEACTBa I JIML C HAapyIICHUSMH 3PEHHS: TMOPTATHBHBIA KOMIIBIOTED C
BBOIOM/BBIBOJIOM HipudToM bpaiins ¢ cunre3atropom peun «ElBraile-W14J G2»; HOyTOyKH C MpOrpaMMHONH 3KPaHHOTO JIOCTYIa
NVDA; 31eKTpOHHbIE YBEJIWYMTENIN JJIS YIAJICHHOTO MPOCMOTPA; BHCOYBEIMYHMTEIN MOPTATUBHBIC, TH(IOIIICEp; HUPPOBBIC
JTUKTO(OHBI.

2. MoOunbHBIE ClienHalIbHbIe TEXHMYECKUE CPEACTBA IS JIMI] C HapYIIEHUSAMHU CIIyXa: CHCTeMa CBOOOIHOTO 3BYKOBOTO IOJS CO
BCTPOEHHOU coBMecTHMOCThIO ¢ FM-ycrpoiictBamu; pamnoxiaccel «CoHer-PCM» ¢ mepemaTdyumkom, 3aylmIHBIM HWHAYKTOPOM U
MHAYKIIMOHHOHM TNeTiel; cucteMa MH(OpMaIMOHHAs JUTsl clabochblamux nepeHocHas «Mctok» A2 co BCTPOCHHBIM IUICEPOM —
3BYKOBBIM HH()OPMATOPOM; TOKYMEHT-KaMepa; MporpaMMHUPyEMbIe CITyXOBBIE alNapaThl HHANBHIYaJIbHOTO TTOJIb30BaHHUSI.

3. AccucTHBHBIC WH(OPMAIMOHHBIC TEXHOJOTHMHU: MPOrPaMMHOE OOECHEUCHHE DKPAaHHOTrO JOCTyHa ¢ CHHTe30M peun NVDA;
MIPOrpaMMBbI SKPAHHOTO YBEIWYEHHST; IIPOrPaMMBI PEYEBOTO CHHTE3a ISl KOMITBIOTEPOB H HOYTOYKOB; TPOTrPaMMBI PEYEBOT0 CHHTE3a
JUTS MOOWJIBHBIX YCTPOMCTB; SKpaHHAs KIIAaBUATYypa; dSKpaHHAas JIyIa.

Ipu HEoOXomMMOCTH il OOYYAIOUIMXCS C HAapYHIICHHAMH 3peHHs Ha pabouynMx MecTax Ul MPOBEACHHS MPAKTHYECKUX HITH
JTa00pATOPHBIX 3aHATHI YCTAHABIIMBACTCS CIICIHAILHOE MporpaMMHOe obecrieueHue (mporpamMma pedeBod Hauraimu NVDA,
peUeBbIe CHHTE3aTOPbI, SKPAHHBIE JTYTIHI).

B yueOHble aynuropun obOecrieuyuBaeTcsi OCCHPENITCTBEHHBIH JOCTYH Ui OOYy4aroIIMXCs WHBAJIUIOB U OOYYAIONIUXCS C
OrpaHWYEHHBIMH BO3MOXKHOCTSIMH 3I0pOBBSl. B Kakmoil ayauTopud, rae oOydaroTcs HHBAIWABI M JIMLA C OTPAaHUMYCHHBIMH
BO3MOYKHOCTSIMH 3/I0POBBSI, IPEIYCMaTPUBAETCS COOTBETCTBYIONIEE KOJHMYECTBO MECT JUIsl OOYYAIOLINXCS ¢ YUETOM HapyIIeHHH HX
3II0POBBSI.

Jns ocBoeHWS AMCIMIUTMHBI WHBAJIHIAM M JHIAM C OrPaHMYEHHBIMH BO3MOXKHOCTSIMH 3JIOPOBBSI TPEHOCTABIISIETCS OCTYI K
MeYaTHHIM UCTOYHUKAM, HMEIOIIMMCS B HaydHOH Onbmmnoreke Yenl'Y, ¢ IOMONIBIO CIIENMAIBHBIX TEXHHUECKUX CPEICTB; JOCTYII K
QJIEKTPOHHBIM HCTOYHUKAM, IPEACTABICHHBIM B (OpME IJIEKTPOHHOrO JOKyMeHTa B (oHme HayuHoi Oubmmoreku Yenl'Y wimm
JNIEKTPOHHO-ONOIMOTEYHBIX CHCTEMAX, C MOMOIIBIO CIEIHATbHBIX TEXHUYECKHX M MPOTPAMMHBIX CPEACTB (pabouee MecTo Ui
HE3pSYero ITONb30BATENs C MPOrpaMMHBIM O0ECTeYeHHEeM OJKpaHHOro MocTyma ¢ cuHTe3oM peun NVDA, pabouee mecto ¢
KOMIIBIOTEPHBIM POJUIEpOM U Ki1aBHaTypoit Clevy ¢ GONbIIMMI KHOITKAMH | C Pa3Jelsromeld KIIaBUITH HaKIIaJKow).
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aboyast IporpamMma JUcIMIUINHEL "bezonacHocTs cereit TI0 HAIPaBJICHHIO TIOJIrOTOBKH (CTIEIIMAIHOCTH

Pa6 "B 3BM"

"UnpopmarnoHHas 6€30MaCHOCTh aBTOMATH3HPOBAHHBIX CUCTEM' HaIlpaBICHHOCTH (nmpodmto) cnenuanu3amms N 4 crp. 14
"be3onacHOCTh aBTOMAaTH3UPOBAHHBIX CHCTEM KPUTHUECKH BaXKHBIX 00bekToB" ®I'BOY BO «Henl'Vy»

Y4eOHO-MEeTOIMUECKAE MAaTePHANBI [Tl O0YJIaIONIMXCS U3 YHCJIa WHBAIWJIOB U JIUI] C OrPaHMYCHHBIMUA BO3MOYKHOCTSIMU 3I0POBBSI
MIPEIOCTABIISIFOTCS B JOpMax, alaliTHPOBAHHBIX K OTPAHUYCHHUSM UX 3I0POBBS U BOCTIPUSATHS HH(POPMAIIHH:

Jnst v ¢ HapyIIeHUsIMU 3pSHUST:

- B TICYaTHOW )OpME YBEITUICHHBIM IIPUPTOM,

- B (hopMe 3IIEKTPOHHOTO TOKYMEHTa,

- B popme aynuocaiina,

- B reyatHol (opme mpudrom bpaiins.

JUi1st JTUL ¢ HAapyIICHUSIME CITyXa:

- B TIeYaTHOU popme,

- B (hopmMe 3JIEKTPOHHOTO JOKYMEHTA.

JUi1st TUI ¢ HapyIIeHUSIME OLIOPHO-ABUTATEIILHOTO allliapara:

- B IIeYaTHOH (hopme,

- B (hopMe 3IIEKTPOHHOTO IOKYMEHTa,

- B hopme ayauodaiina.

JlaHHBIH TIepeveHb MOXKET ObITh KOHKPETU3UPOBAH B 3aBUCHMOCTH OT KOHTHHI'EHTA 00YyYarOIHXCSl.

Jlns VHBAIMIOB W JIUII C OrPAHUYCHHBIMH BO3MOXKHOCTSMH 3JI0POBbS OCBOCHHE IHCIMIUIMHBI MOXET OBITh YaCTUYHO WM
TIOJTHOCTBIO OCYIIIECTBJICHO C MCITOJIb30BaHMEM JIMCTAaHIIMOHHBIX 0Opa3oBaTenbHbIX TexHonoruii (Moodle, Adobe Connect Pro u nip.).
B ocBOCHMM MUCHMIUIMHBI MHBAIWAAMH W JIMIAMU C OTPaHMYCHHBIMH BO3MOXHOCTSIMU 3JI0POBbS MCIIONB3YETCs WHAWBHIyaTbHAs
pabora. Ilox WMHAMBHAyaIbHOW pabOTOW IMoapasymeBacTcs JBe (OPMBI B3AMMOJCHCTBHS C IPEIOJaBaTeleM: HHIHBUIyaJIbHAS
y4eOHast paboTa (KOHCYJIBTAIMH), T.€. TOMOJHUTENEHOE pa3bsCHEHHE YU4eOHOro MaTepualia 1 yriiyOoJeHHOe H3ydeHHe MaTepuala ¢
TeMHd OOYYAIONIMMHKCS, KOTOPbIE B O3TOM 3aWHTEPECOBAaHBbI, W HWHIMBUAYaJbHAas BOCMUTATeNbHAs paboTa. VHOWBHAyabHbIC
KOHCY/IbTAllMK HAMpaBieHbl HA WHIMBHUAyalIU3al[MI0 OOYYCHUs] W YCTAHOBJCHUIO BOCIHTATEIBHOTO KOHTAKTA MEKAY
nperofaBareieM U 00yJaroMCcsi HHBATUIIOM MJIH OOYYaOIIUMCS C OTPAHHYCHHBIMHI BO3MO)KHOCTSIMH 310D OBbS.

Ipu nipoBeIeHUH TPOLEAYPhI OIICHUBAHKS PE3YIIbTATOB 00YUCHUSI HHBAIUIOB U JIAI[ C OTPAHMYSHHBIMH BO3MOXKHOCTSIMH 3I0POBBSI
M0 JUCHHUILTMHE OOECIEUHUBACTCS BBIMOJHEHHE CIEAYIOUIMX TOMOJHUTENBHBIX TPEOOBAHUN B 3aBUCHMOCTH OT WHIUBHIYaTbHBIX
0co0eHHOCTeH, 00yyaromuxcs:

a) MHCTPYKUMS 110 MOPSIKY TMPOBEACHUS MPOLEAYPHl OLICHUBAHUS MPEJOCTaBISCTCS B AOCTYIHON (opme (YCTHO, B MHCHMEHHOM
(dhopme, B nmucbMeHHON Gopme mprdTom bpaiins, ycTHO ¢ UCIOIb30BAHUEM YCIIYT CYPJIOTIEPEBOIUMKA);

0) mocrynHas (opma mpenocTaBiieHHS 3aJaHUN OLCHOYHBIX CpeACTB (B mevaTHOH Qopme, B meyaTHOW (opMe YBEITHUCHHBIM
mpudToM, B neyaTHod Qopme mpudrom Bbpaiins, B GopMe 3JIEKTPOHHOrO JOKYMEHTA, 3aJaHHs 3a4MTHIBAIOTCS ACCHCTEHTOM,
3a7aHKs PEJOCTABIISIOTCS C UCIIONB30BAHUEM CYPIONEPEBO/Ia);

B) JoctynHas (opMa MpeAoCTaBICHUSI OTBETOB Ha 3ajaaHus (IMMCbMEHHO Ha Oymare, HAOOp OTBETOB Ha KOMIIBIOTEPE, MUCbMEHHO
mpudTom Bpaiins, ¢ ucroap30BaHUEM YCIYT aCCHCTEHTA, YCTHO).

IIpu mpoBeIeHUH NPOLEAYPHI OLICHUBAHUS PE3YJIBTATOB O0YYCHHUS HHBAIUIOB U JIUI[ C OTPAaHUYCHHBIMU BO3MOXKHOCTSIMU 3/10POBbSI
MPEeIyCMAaTPUBACTCS HCIOIb30BAaHUE TEXHUYCCKUX CPEACTB, HEOOXOAMUMBIX MM B CBSI3M C UX HHAMBHUAYAIBHBIMH OCOOCHHOCTSIMH.
Ot cpencrtBa Moryr ObiTh mpemocraBieHbl Yenl'Y WM MOTyT HCIOIb30BAaThCS COOCTBEHHBIC TEXHHYECKHE cpenctBa. I[lpu
HEOO0XOIMMOCTH MHBAIIUIAM U JIMI[AM C OTPAaHHYCHHBIMH BO3MOXKHOCTSIMU 37I0POBbBSI IIPEIOCTABIISCTCS JOMOIHUTEIBHOE BPeMs IS
MOIrOTOBKH OTBETA Ha 33/IaHUSI, IPOLIEAYPA OLCHUBAHHUS PE3YJIbTATOB O0YYCHHS O AUCLIMIUIHHE MOXKET MPOBOIUTHCS B HECKOJIBKO
JTAIoB.

IIpoBeneHue mpoLenypsl OLCHHBAHMS PE3YJAbTATOB OOYYCHHSI MHBAJMAOB M JIMI C OIPAHMYCHHBIMH BO3MOXKHOCTSMH 3J0POBBS
JIOMYCKAETCs C UCIOIb30BAHUEM TUCTaHIIMOHHBIX 00pa30BATEIbHBIX TEXHOIOTHM.
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