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Conep:xanue

1. Ilenun 0cBOEHUS TUCUUTLINHBI

2. Mecto muctmmuinabl B ctpykType OITOIT

3. Komnerenmuu obyyarorierocs, GopMupyeMble B pe3yiabTaTe OCBOCHHUS UCIUILTAHBI
(Momyst)

4. O0beM JUCIHUILIAHBI (MOJTYJIS)

5. CtpykTypa u copepikaHie JUCHUILTHHBI (MOTYJIs)

6. ®OoHJ OLIEHOUHBIX CPEJCTB

6.1. [lepedueHpb BUIOB OLIECHOYHBIX CPECTB

6.2. TunoBble KOHTPOJILHBIE 3a/1aHUS U UHBIE MaTepUabl IJIsl TEKYIIEH aTTecTaluu
6.3. TunoBble KOHTPOJILHBIE BOIIPOCHI U 3a/IaHUS JJIs1 TPOMEKYTOUHOM aTTeCTaIlH

6.4. Kputepun onieHuBaHus

7. YueOHO-MeTOIMYeCcKOe U HHPOPMAIIMOHHOE 00ECIICYCHUE TUCIUILTHHBI (MOTYJIs)
7.1. PexomeHayemas nureparypa

7.2. Ilepeuenp pecypcoB HHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn ""MHTepHeT"
7.3. Ilepedenp HHPOPMAITMOHHBIX TEXHOIOTHIA

8. MaTepuraabHO-TEXHHYECKOE 00€CIIeUYeHUE TUCITUTUTHHBI (MOTyJIs)

9. MeToaunueckue ykazaHusl Ui 00YYarOIMXCsl IO OCBOCHUIO TUCIIMIUTHHBI (MOTYJIs)
10. CneunanbHble yCIOBUS OCBOEHUS TUCHUILIIMHBI O0YUYaIOLUMUCS C UHBAJIUIHOCTBIO U
OrpaHUYEHHBIMHA BO3MOKHOCTSIMHU 3/10POBbS
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1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

HeﬂﬂMI/I U3YYCHHUS NUCHUILIMHBI SBJISIFOTCS:

- 03HAKOMJIEHHE CTYZEHTOB C IPUHLUIIAMHU IIOCTPOEHUS U apXUTEKTYPOH COBPEMEHHBIX CETEBBIX ONEPAIIMOHHBIX CUCTEM,
MIPUHIHUIIAMH aJMUHUCTPUPOBAHUS KOPIIOPATHBHBIX CETEBBIX MHPOPMAIIMOHHBIX CHCTEM, C IPUHLUIIAMHU 00eCIIeueHHs pealn3aluu
TUIIMYHBIX OU3HEC-TIPOIIECCOB, XapaKTePHBIX IS OOIBIINHCTBA COBPEMEHHBIX MPEANPHUSITHI;

- OCBOCHUEC CTYACHTaMHU OCHOB a/IMUHUCTPUPOBAHUA KOPIIOPATHBHBIX CETEBBIX ONEPALIMOHHBIX CUCTEM.

33)18.‘{3MI/I U3YYCHUS JUCUMIITINHBI ABJISAIOTCA:

- hopMHpOBaHKE U PA3BUTHE KOMIICTCHIMH, 3HAHHH, MPAKTUYCCKUX HABBIKOB M YMCHHIA 110 BOIPOCAM apXUTEKTYPhI COBPEMEHHBIX
CETEBBIX OMEPAIMOHHBIX CUCTEM, HACTPOIKH KOHKPETHOW ONEPAlMOHHON CHCTEMBI JUIsl BBHITTOJIHEHUS OM3HeC- 3a/1a4, 0COOCHHOCTEH
obecrieueHns 6€30TKa3HOTO peKUMa paboThl cucteMbl 24/7.

PeSyJ’ILTaTLI O6y‘{CHI/IH 0 JUCLUIIJIMHE HAallpaBJICHbI HA JOCTUKCHUE MHIUMKATOPOB!:

VK-4.1. O6nagaet 3HaHUAMU OCOOCHHOCTEN U MPABMII JINYHON ¥ TIPO(YECCHOHAIBHON YCTHOU M IIMCbMEHHON KOMMYHUKAIIUH, B TOM
9HCITe Ha HHOCTPaHHOM(BIX) sI3bIKe(ax).

VK-4.2. [leMoHCTpUpYET yMEHHE IPUMEHATH COBPEMEHHBIE KOMMYHHUKATHBHBIE TEXHOJIOTUH ISl AKAJIEMUYECKOTO 1
npoheCCHOHATILHOTO B3aUMOJICHCTBHS B CUTYAllMK YCTHOM M IIMCHbMEHHOM KOMMYHHKAIIUK, B TOM YUCJIE HA HHOCTPAHHOM (BIX)
s13bIKe(ax)

VK-4.3. ImMeeT HaBbIKU aKaJeMHYECKOT0 1 MPO(HECCHOHATHHOTO B3aUMOICHCTBHS, B TOM YHCIIe Ha HHOCTPAaHHOM (BIX) A3bIKE (aX).

OIIK-12.1 3HaeT NPUHIMIIBI IOCTPOSHHST COBPEMEHHBIX OIIEPAIIMOHHBIX CHCTEM U OCOOEHHOCTH MX IPUMEHEHHS; TIPHHIIHITBI
pa3paboTKH CIIEIHaIBHOrO MPOTPAMMHOT0 OOecieueH s, IpeHa3HAYE€HHOTO JUIS PEO0I0JICHHUS 3aIUThl COBPEMEHHBIX
OTIEPAIIMOHHBIX CHCTEM C HCIIOJIBE30BaHIEM HX HEJOKYMEHTUPOBAHHBIX BO3MOYKHOCTEH; OCHOBHBIE IPHHIUITEI KOH(MHUTYPUPOBAHHS U
aJMUHUCTPUPOBAHUS OINEPALUOHHBIX CHCTEM.

OIIK-12.2 Ymeer pa3pabaThIBaTh CHCTEMHOE M IPUKIIATHOE IPOrpaMMHOE oOecTieueHne sl MHOT03aJauHbIX,
MHOTOIIOJIb30BAaTENILCKUX U MHOTOIIPOLIECCOPHBIX CPEll, a TakXKe JUIs cpel] ¢ HTepdeiicoM, yIpaBisieMbIM COOOIEHUIMH; IPUMEHATh
OCHOBHBIE METOJIBI POTPAMMHUPOBAHUS B BEIOpAaHHOW ONEpalMOHHON cpene.

OIIK-12.3 BnaneeT HaBbIKaMU CUCTEMHOTO IPOrPaMMUPOBAHYS; HABBIKAMH Pa3padOTKHU CUCTEMHBIX U IPHUKIIAJHBIX IPOrPaMM,
oOparmaronmxcs K ONepanoHHON CHCTeMe C IOMOIIBIO CHCTEMHBIX BBI30BOB.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OIIOIT

Luk (pazaem) OITOIT: [K.M.03.05

2.1 TpeGoBaHus K NpeJBapUTeIbHOI NOAT0TOBKE 00y4aIOLIErocs:

OHepaHI/IOHHHe CUCTEMBI

CeTH ¥ cHCTEMBI TIepeaavn HH(POPMaIHu

KOMHLIOTepHLIe CETH

2.2 IMCUMNJIMHDBI U MPAKTHKH, IJIsl KOTOPBIX OCBOEHUE JAHHOM JUCHHILTHHBI (MOAYJI51) HE0GX0MMO KaK MpeaiecTBYIOHIee:

3aHII/ITa B OIICPAITMOHHBIX CUCTEMAX

3. KOMIIETEHIINY OBYYAIOIIETOCSI, ®°OPMHUPYEMBIE B PE3YJIbTATE OCBOEHUSI JUCLUIIIMHBI
(MOJTYJIST)

VYK-4: CniocofeH npuMeHsITh COBPeMeHHbIe KOMMYHHKATHBHBIE TEXHOJIOTMH, B TOM YHC/Ie HA HHOCTPAaHHOM(bIX) s3bIKe(aXx),
JJIS1 aKa/IeMUYeCKoro 1 npogeccHoHAIBLHOI0 B3aUMO/ielcTBHS

3HaTh.

— OCHOBHBIE TEPMHHBI M pe4eBbIe 000POTHI, yHOTpeOustomuecs B chepe KOMIbIOTCPHBIX TEXHOTOTHH.

YMerTh:

— COCTaBJIATH TCKCThI U COO6HI€HI/I$[ C OMMCAHUEM TEXHOJIOTHYCCKUX U NIPOrpaMMHBIX XapaKTCPUCTUK paSpa6aTI)IBaCMI>IX OPpOAYKTOB.

Baagertsn:
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— UMCTbh HaBBIKH Bep6am)H0171 KOMMYHHUKAIIUU Ha TCXHUYCCKOM MHOCTPAHHOM S3bIKC.

OIIK-12: Cnoco6eH agMHHHCTPHPOBATH ONIEPAMOHHEBIE CHCTEMBI M BBINOJHATE PA0OTHI 0 BOCCTAHOBJICHHIO
PaboToCIOCOOHOCTH MPHKJIAJHOTO U CHCTEMHOI0 POrpaMMHOTI0 ofecleYeHH s ;

3HaTh.

— OCHOBHBIE TTOHSTHUS 3aIUICHHBIX ONEPAllIOHHBIX CHCTEM, 0a3 JaHHBIX U KOMITBIOTEPHBIX CEeTeH;

— MOHATHE 3alIUTH THPOPMALIUK, CUCTEMBI 3aIUTHI;

— OCHOBHBIE BUJIbI YIPpo3 0e30MacHOCTH UHGOPMAIMU U UX KIacCH(UKALUIO;

— OCHOBHBIE ITOHSATHS, OCHOBHBIE AJITOPUTMBI XpaHeHHs 1 00padoTku nanHbx OC;

— OCHOBHBIE CTAH/IaPThI U aJITOPUTMBI IIepeiadn JaHHBIX;

— OCHOBHbIE aKTyaJIbHbIE MOJICJIN aTakK;

— almnapaTHO-IPOrpaMMHbIE CPEICTBA 3aLUThHl MHGOPMAIUU: CpPeACTBa oOecrnedeHNs KOHGUICHINANbHOCTH JaHHBIX;
— cpezcTBa ayTeHTH(HUKAIUK JIEKTPOHHBIX JaHHBIX M CPECTBA YIIPABICHHS KII0YEBOH HH(POPMAIIHEH;

— TpeboBaHuUs K KpUITOrpaUIeCKUM CUCTEMaM 3alllUThl HHYOPMALHY,;

— MOHATHAMYA KOMITBIOTEPHOH 0E30MaCHOCTH B PAMKaX a{MUHHUCTPUPOBAHUS M 3AIUTHI MyOInaHbIX ciryx0 Windows.

YMerTn:

— HCIIOJIb30BATh AJITOPUTMBI T€HEPALIUH, XPAHEHHUSI U PacIIpe/IeIeHus KIII0Yel;

— MPOEKTUPOBATDH U UCIOJIB30BATh CUCTEMBI JIEKTPOHHON IIM(POBOH MOIHCH;

— MIPUMEHATH Ha MPAKTUKE AJITOPUTMBI YIIPABICHUS OTKPHITHIMU KITFOUaMH;

— pa3pabarbiBaTh 1 KOH(HUTYpHPOBATh MPOrPAMMHO-ANIApPaTHBIE CPEICTBA 3aLIUTHI HHPOPMAIMH, CHCTEMBI YIIPaBJICHUs Oa3amMu
JIAHHBIX, KOMITBIOTEPHBIE CETH, CUCTEMbI aHTUBHPYCHOMN 3aLIUTHI, CPEACTBA KPpUNTOrpahUIecKOr 3auThl HHPOPMAIIHH.

Baagerts:

— OCHOBHBIMH METOJIaMH aAMUHUCTpUpOBaHus u HacTpoiiku OC u cetell nepenauy;

— anropuT™MaMu (pOpMHUPOBAHHUS XEII-PYHKIUH;

— MHCTpYMEHTaMHU obecredeHus 6e30nacHoi paboThl B CETH UHTEPHET;

— METOZOJIOoT el MPUMEHEHHUsI 0€30MaCHBIX ITYOIMIHBIX CIYXKO;

— METOZIaMH YIPaBJICHUS KIIOUYaMU B CHCTEMaX C OTKPBITHIM KIIIOUOM,;

— HHCTPYMEHTaMH 00ecTieueHNsI 0e30IacHON pabOTHI B CETH HHTEPHET,

— OCHOBaMH KOH(GHUTYPUPOBAHUS U Pa3pabOTKH NPOrpaMMHO-AMNAPATHBIX CPEACTB 3aIUTHI HH(OPMALMY, CUCTEMBI YIIPABICHHS
0a3aMH TaHHBIX; KOMITBIOTEPHBIX CETeH, CHCTEMBI aHTUBHPYCHOM 3aIlIUTHI, CPEACTB KPUNTOrpapuIecKon 3aUTH HHPOPMAIIUH B
paMKax aIMHHHACTPUPOBAHUS M 3AIUTHI IyOIMYHBIX ciryx0 Windows.

B pe3yabTaTe OCBOCHUA TUCHUIIJIMHBI Oﬁy'{aIOI[IHﬁCH JOJIZKEH

3.1|3narth:

3.1.1|- nousarue nHpOPMAIUY, CIIOCOOBI €€ IPEICTaBICHUS, OCHOBHBIE IIPUEMBI TIOJIyYEHUs], XpaHEHUsI, 00pabOTKH
HHPOPMAITUH;

3.1.2|— ocHOBHBIE MOHSTHUS 3aALUILEHHBIX ONEPAI[HOHHBIX CHCTEM, 0a3 JAHHBIX U KOMITBIOTEPHBIX CETEH;

3.1.3|- noHATHAMH KOMIBIOTEPHO# 0€30MaCHOCTH B paMKaX aJMHHUACTPUPOBAHUS M 3ALIUTHI IIyOIHYHbIX ciy:x0 Windows.

3.2|Ymern:

3.2.1|- nonp30BaTHCS MPOrPAMMHBIMH CPEACTBAMH, PEaTH3YIONIMMHU OCHOBHBIC KpUNITOrpaduueckue GpyHKIUH;

3.2.2|- pa3pabaTbIBaTh MPOTPaMMHO-ANMAPaTHBIX CPEACTB 3aUIUTHl HHPOPMAIIUHL.

3.3|Banangern:

3.3.1|- HaBbIKamMu oOecriedeHust Oe30MacHO padOTHI Ha KOMIIBIOTEPE;

3.3.2|- cpencrBamu kpunrorpaduIecKoi 3anTHl HHPOPMALUH B paMKaX aIMHHUCTPUPOBAHUS U 3aIIUThI ITyOIMIHBIX
ciyx6 Windows.
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10.05.01 "KowmrmbioTepHast 6e30macHOCTh” HampaBlieHHOCTH (poduiio) crenpanu3anus N 6 ctp. 5
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4. OFBbEM JUCHUIIJIMHBI (MOAY JIS)
O6wasn TpyooeMKoCcTb 33ET
Yacos o yueOHOMy miany : 108 Bupl KOHTPOIIT B ceMecTpax:
B TOM YHCIIC :
aynuTopHbIe 3aHsThsA ;. 50 3a4eThl 7
caMmocTosTeNbHas paboTa . 57,8
KOHTaKTHas pabora: 50,2
HKP: 0,2
5. CTPYKTYPA U COAEPKAHUE NUCIHUIIJINHBI (MOIYJISI)
Kon HanmeHoBaHue pa3ieioB H TeM /BU] 3aHATHs/ Cemectp | Yacos Jlutepatypa
| 3aHATHS [ Kvoe
Paznen 1. Paznen 1. OcHOBHbBIE OHSITHSI U ONPe/IeIeHUS .
1.1 OCHOBHBIE TTOHATHS U onpeaesieHust. /Jlex/ 7 1 JI1.1J11.2 J11.3J12.1
J12.2J12.3
1.2 JlokanbHbIe TOTUTUKHU Oe3omacHocTH /JIek/ 7 1 JI1.1J11.2 J11.3J12.1
J12.2712.3
1.3 Taposbhas 3amura Windows /JTex/ 7 2 JI1.1J11.2 J11.3J12.1
J12.2712.3
1.4 Hcnonp3oBaHue CpeACTB 3anuThl HHGOPMALIUU OT HECAHKIIMOHUPOBAHHOTO 7 2 JI1.1J11.2 J11.3712.1
JIOCTyTIa TSl YCUJIeHus maposbHoit 3amutet Windows /JTex/ J12.2 J12.3
1.5 JlaGopatopnas padora Ne 1 - TlaponsHas 3ammra B Windows /JT1a6/ 7 4 JI1.1J11.2 J11.3J12.1
J12.2J712.3
1.6 OcHOBHBIE TOHATHS 1 onpenesienns. [TaponsHas 3amura Windows /Cp/ 7 14,4 |J11.1J11.2 J11.3J712.1
J12.2J712.3
Pasnen 2. Pasaen 2. AyauT B onepanuoHHbIX cucremax \Windows
2.1 Aynut B orrepannoHHbIx cucremax Windows /JTex/ 7 2 JI1.1 J11.2 J11.3J12.1
J12.2J712.3
2.2 JlabopatopHas pabota Ne 2 - Ayaut B onepaiiioHHbIX ciuctemax Windows 7 6 JI1.1J11.2 J11.3J12.1
[J1a6/ J12.2712.3
2.3 Aynut B oneparmonnsix cucremax Windows /Cp/ 7 14,4 (J11.1J11.2 J11.3]12.1
J12.2J12.3
Pa3gen 3. Pa3nen 3. Microsoft Active Directory
3.1 Microsoft Active Directory /JTex/ 7 1 JI1.1J11.2 J11.3J12.1
J12.2J12.3
3.2 Jlabopatopnas padora Ne 3 - Microsoft Active Directory /JTa6/ 7 4 JI1.1J11.2 J11.3J12.1
J12.2J12.3
3.3 Microsoft Active Directory. KomrtekTop sxypHanos /Jlex/ 7 1 JI1.1J11.2 J11.3J12.1
J12.2J712.3
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3.4  |JlaboparopHas paGota Ne 4 - Microsoft Active Directory. Komnnexktop xypHanoB 7 6 JI1.1J11.2 J11.3712.1
[JTa6/ J12.2712.3
35 Microsoft Active Directory /Cp/ 7 14,4 | J11.1J11.2 J11.3J12.1
J12.2J12.3
Pasnen 4. Pasnex 4. Positive Technologies MP SIEM
4.1 Positive Technologies MP SIEM. AxTtuBarus, 0OCHOBHBIE QYHKIMH, COOp 7 2 JI1.1J11.2 J11.3]712.1
coObrtuii /Jlex/ J12.2J12.3
4.2 |JTaboparopnas pabota Ne 5 - Positive Technologies MP SIEM. Akruaitus, 7 4 JI1.1J11.2 J11.3J712.1
OCHOBHbIE (DYHKIMHU, cOOp coObITHIA /JTTab/ J12.2712.3
4.3 Positive Technologies MP SIEM. Ananu3 3amumensocty /JIex/ 7 2 JI1.1J11.2 J11.3712.1
J12.2J12.3
4.4  |JlabopatopHas padora Ne 6 - Positive Technologies MP SIEM. Ananu3 7 4 JI1.1J11.2 J11.3712.1
samuIeHHocty  /J1a6/ J12.2 112.3
45 Positive Technologies MP SIEM. O6pa6oTka coobituii /JIex/ 7 2 JI1.1J11.2 J11.3J712.1
J12.2J712.3
4.6  |JTaboparopuas paGota Ne 7 - Positive Technologies MP SIEM. O6pa6oTka 7 6 JI1.1J11.2 J11.3J712.1
coObITHil /J1ab/ J12.2712.3
4.7  |Positive Technologies MP SIEM. /Cp/ 7 14,6 | J11.1 J11.2 J11.3712.1
J12.2 J12.3
Paznen 5. Unas koHTaKTHas1 padoTa
5.1 |VHas KOHTaKTHasi paboTa: HHIUBUIYaIbHBIC KOHCYIBTALMHI, TCKYIIAiT 7 0,2
koHTpoub. /[KP/

6. ®OHJ OIIEHOYHBbIX CPEJICTB

6.1. l'[epeqel-lb BU/10B OLICHOYHBIX CPEACTB

JlaGoparopHas pabora.
IMepeuens BOIPOCOB K 3a4eTYy.

6.2. TunoBbIe KOHTPOJBbHBbIC 3aIaHUA U HHBIC MaTePHUAJIbI 1J151 TeKle_[eﬁ aTrecrTanun

Jla6opaTopuast pabora Ne 1 - TlaponbHas 3amura B Windows

B BUpTYyaIbHON MaIllliHE YCTAHOBUTD KIIMEHTCKYIO ONeparontyio cucremy Windows.

C HCMOJIb30BaHUEM JIOKAJIBHBIX TIOJIUTHK 0€30MACHOCTH YCTAHOBUTD OTPAHHUCHHS:

- MUHUMAaJIbHas JJIMHA maposts nosis3osatesns Windows — 14 cumBoIioB;

- TpeOOBaHHUE CIIOKHOCTH MapOJIs;

- OJIOKMPOBKA YYETHOM 3alucH Mojb3oBaTelis Ha 30 MUHYT MOCIIE MATH HEYIauHBIX MOMBITOK aBTOPU3AIIHH.

Co3zath yU4eTHYIO 3aKch mojb3oBarenst Windows ¢ maposieM, yIoBIeTBOPSIIONIMM YCTaHOBIEHHBIM TPEOOBaHUSIM.
CO6pocuts mapoib mosb3oBatesst Windows ¢ Uemoab30BaHHEM TIPEIOCTABICHHOTO CIICIHATH3HPOBAHHOTO TPOTPAMMHOTO
o0ecreyeHus.

Y CTaHOBUTH MPEIOCTABICHHOE CPEJICTBO 3aAIUTHI OT HECAHKIIMOHUPOBAHHOTO AOCTYIIA.

CO6pocuTh mapoitb mojb3oBarteist Windows Ha BUPTYaIbHOM MalIiHE ¢ YCTAHOBJIEHHBIM CPEICTBOM 3aIIUTHI OT
HECaHKLIMOHUPOBAHHOTO JOCTYyIA.

HactpouTh cpecTBO 3alUThl OT HECAHKIIMOHUPOBAHHOTO AOCTYIA 115 OJIOKUPOBKH MOMBITOK COpOca Mapois CreHaIu3uPOBAHHBIM
I10.

*JIucTprOYTHBBI, JTUIICH3UH M CIICIIUATN3UPOBAHHOE MIPOTPAMMHOE 00€CIIeUeHIE MPEAOCTABISIOTCS PEIOAaBaATEIICM.

JlaGoparopHast pabota Ne 2 - Ayaut B orepanioHHbIx ciucremax Windows
HacrpouTts xypHanupoBanue coosrtuii Windows — co3naTh cucTeMy pa3rpaHu¥eHus J0CTyna (MHHEMYM aBa moss3oBaterns Windows
C pa3HBIM YPOBHEM IOJHOMOYHIA: MOJIHBINA TOCTYII U JOCTYI TOJIBKO JUIS YTCHUSI) U HACTPOUTH ayJIUT

© OI'BOY BO «Uenl'V»




MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrsernbiii yuusepcuter» (OPI'BOY BO «Yenl'Y»)

Pabouast mporpamMma qUCHUILTHHBL ' A iMuHEcTpupoBanre Windows" mo HanpaBIeHHIO MOATOTOBKH (CHEIUATBHOCTH)
10.05.01 "KommbroTepHasi 6e3omacHocTh” HanpasieHHOCTH (poduitio) crermanuzanust N 6 ctp. 7
"MHudopmanmoHHO-aHATMTHIECKas ¥ TEXHHIECKas SKCIepTi3a koMnbloTepHbIX cucteM” ®I'BOY BO «Uen['Y»

WCIIONb30BAHMUS IPUBUIICTHUI JIIS KaTalIora Ha JJOKATBHOM JMCKE U BIOXKEHHBIX B HEro (aiiyioB, 00eCeunBarONIHil PETHCTPAIIUIO
CBE/ICHHH:

- METOJI IOCTYTa K KOHTPOJIUPYEMBIM (haiiiaM U KaTayory;

- pe3ynbTar (ycmex, 0TKa3) MOMBITKH HCIIOIb30BaHMS [IPUBHIICTHIA;

- yYETHasl 3aMUCh MOTB30BATENS, UCTIONB3YIOIIETO PUBUIICTHY;

- BpeMs COOBITHS;

- perucTpanus cBeJeHi 00 ynaiéHHbIX (aitnax.

Bocco3aath CTPYKTYpY CETH, CLICHAPUH HCIIOIb30BaHMSI KOMIIBIOTEPOB B JIOKAJIBHON CETH 10 pe3yyibTaTaM aHaIu3a MPeI0CTaBICHHBIX
KYpHAJIOB 0€30MaCHOCTH, COACPKAIIYIO CICTYIOUIYI0 HHQOPMAIIHIO:

- CeTeBbIC UMEHA KOMITBIOTEPOB, BXO/ISIIHUX B JIOKATBHYIO CETh;

- y4€THBIC 3aIIHCH MMOJIB30BATENICH M MX COOTBETCTBUE CETEBBIM HMEHAM KOMITBIOTEPOB, HA KOTOPBIX 3TH YYCHBIC 3aIUCH
UCTIONB3YIOTCS;

- PEKHUM SKCIUTyaTauu (Bpemsl, THU HEeIeIH) KOMITBIOTEPOB;

- HAJTMYKE CETEBOrO MPOrPAMMHOT0 00eCICUeHHS;

- OIpejieNieHre HAIMYMSA U THIIa KOHTposutepa aomena Windows;

- UCTIONIb3YEeMbIE CETEBbIC TIPOTOKOJIBI;

- CIIOJIb3YeMOe MPUKIIAJHOE TPOTPAMMHOE 00eCIIeUeHHUE;

- NpUONU3UTENbHAS CXeMa JIOKATbHOMN CeTH.

*CIEUaIbHO TI0rOTOBICHHBIC KYPHAJIbI, COACPIKAILIE HCXOAHBIC COOBITHS, IIPEAOCTABIIIOTCS IPEMOAaBaTeIeM

Jla6opaTopnas pabora Ne 3 - Microsoft Active Directory

Ha 1ByX BUpTyaJIbHBIX MAIIHAX yCTAHOBHUTH COOTBETCTBEHHO cepBepHyto (Windows 2008 Server muimu Oosee HOBas) U KIMEHTCKYIO
(Windows 7 wim 6ostee HOBast) OTIEPAIIMOHHEBIE CHCTEMBI.

KITOHHpOBAaTh BUPTYaIbHYIO MAIIMHY C CEPBEPHOI ONEpaIlMoHHOil cucTeMoi, n3MeHuB uaeHtudukarop (SID) onepaunonHo
CHCTEMBI U CETEBOE UM

Mexay CO3aHHBIMH BUPTYaJIbHBIMU MaIllIMHAMU HACTPOUTBH BUPTYAIBHYIO CETh, COOTBETCTBYIOIIYIO TPEOOBAHMUSAM:

- BCe BUPTYyaJbHbIE MAaIIMHBI HaxosTcst B oxHoM Virtual lan;

- BCE BUPTYyaJbHbIC MAIIMHBI MIMEIOT Pa3INYHbIC CETCBBIC IMCHA U ip-aapeca;

- BCE BUPTYaJbHbBIC MAIIMHBI JOCTYITHBI IPYT APYTY IO IIHPOKOBEIIATEIEHBIM PACChIIKaM (HaXOAATCS B OTHOM MOJCETH);

- OCHOBHBIM IIUTFO30M H CEPBEPOM MMEH SIBISIETCS BUPTYalIbHAs MAIIMHA C HCXOAHOM (M0 OTHOIICHHIO K KIIOHUPOBAHHOM BUPTYaJIbHOI
MallIMHE C CePBEPHOI ONEPaHOHHO CHCTEMON).

CepBepHO# OIepalMoHHON chucTeMe 100aBUTh poJib KOHTpoIutepa fomeHna Active Directory.

CxoHUTypHpOBaTh KOHTPOJUICP AOMEHA C HACTPOIKaMHM 110 YMOJIYAHUIO, BBECTH KIIMEHTCKYIO ONEPAHOHHYIO CHCTEMY B COCTaB
KOHTpOJIIepa JoMeHa (oKa3aTellb YCeUHOCTH HACTPONKH — Ha KITMEHTCKOM MAIlIMHE MOSIBISETCS BO3MOXKHOCTh aBTOPU30BATHCS C
JIOMEHHOH y4EeTHOM 3aITHChIO).

Ha kj10HMpOBaHHON BUPTYaIbHOM MalIMHE C CEPBEPHON ONIEPALIMOHHON CHCTEMOIT HACTPOUTH POJIb PE3EPBHOI0 KOHTPOIIIEpa JOMEHa
(mokasaresp YCIENHOCTH HACTPOHKH — H3MEHEHHE cTpYKTypsl Active Directory Ha ocHOBHOM KOHTpoJUIepe JoMeHa (1obaBieHue
HOJIb30BaTeIei, KOMIIBIOTEPOB | T.J1.) BIEYET H3MeHeHne cTpyKTypsl Active Directory Ha pe3epBHOM KOHTpOJIIEpE 1OMEHA.

Jla6opaTopnas padora Ne 4 - Microsoft Active Directory. KomrexTop KypHaioB

Ha ByX BUpTYyaJIbHBIX MAallIHHAX YCTAHOBHUTH COOTBETCTBEHHO cepBepHyro (Windows 2008 Server mnu 0osee HOBas) U KIMEHTCKYIO
(Windows 7 witi Gosiee HOBast) ONEpPaIIOHHbBIE CHCTEMBI.

Hacrpouts )xypHanupoBanue coobrruit Windows — co3nats cucteMy pasrpaHudeHus 1octymna (MUHUMYM JiBa ronbs3oBarest Windows
C Pa3HbIM yPOBHEM IOJHOMOYHIA: MOJHBII IOCTYII M TOCTYII TOJIBKO JUISl YTEHHS) M HACTPOUTH ay/IUT HCIIONB30BaHMS TIPUBMIIETHIT ISt
KaTaJiora Ha JIOKaJbHOM JMCKE W BIOXKCHHBIX B HEr0 (ailyioB, 00ECIIeUNBAIONINI PETUCTPALIUIO CBEACHUI:

- METOJ I0CTYIIa K KOHTPOJIMPYEMBIM (hailiiaM 1 KaTauory;

- pe3ynbrat (ycrex, 0TKa3) MOMBITKH HCIIOIb30BaHUS TPUBHIICTHIA;

- y4eTHas 3aIKCh I10JIb30BATENs, HCIIOJB3YIOIEro MPHUBUICTUH;

- BpeMsl coObITHS;

- perucTpanys CBeJeHUH 00 yIalEHHbIX (aiinax.

MexIy CO31aHHBIMU BUPTYaIbHBIMH MaIlllMHAMH HACTPOUTH BUPTYAIBHYIO CETh, COOTBETCTBYIOIIYIO TPEOOBAHHUSIM:

- BCe BUPTYyaJIbHbIE MAIINHBI HAXOSITCsI B ofHOoM Virtual lan;

- BCE BUPTYaJIbHbIC MAIIMHBI HIMCIOT Pa3JINYHbIC CETCBBIC MMCHA U IP-ajpeca;

- BCE BUPTYaJbHBIC MAIIMHBI JOCTYITHBI IPYT APYTY IO IIHPOKOBEIIATEIbHBIM PACCHIIKaM (HaXOAATCS B OXHOM MO/CETH);
- OCHOBHBIM IITIO30M U CEPBEPOM HMEH SIBIISIETCS] BUPTYalIbHAS MalllMHA C CEPBEPHON ONEPAlMOHHON CHCTEMOM.
CepBepHO# OTEepaIMOHHON CHCTeMe 100aBUTh POITb KOHTpoIuTepa qomena Active Directory.
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CKOH(HUTypHPOBATh KOHTPOJUIEP JOMEHA C HACTPOIKAaMHU ITO-YMOIYaHHIO, BBECTH KIHEHTCKYIO ONEPAI[IOHHYIO CUCTEMY B COCTaB
KOHTpOJLIepa AoMeHa (ToKa3aresb yCIeIHOCTH HACTPORKH — Ha KIIMEHTCKOM MAILIMHE HOSIBISICTCS BO3MOXKHOCTh aBTOPH30BATHCSI C
JIOMEHHOH y4YETHOH 3aIIHChI0).

HacrtpouTs KoyutekTop (COOPINHUK) )KypHAIOB O€30IIACHOCTH B CEPBEPHOM OTIEPAIIOHHON CHCTEME st COopa COOBITHIA M3 KypHAaIa
6€30MacHOCTH KJIMEHTCKOW OMepalMoOHHOM CHCTEMBI ([I0Ka3aTesb YCIEIHOCTH BBIIOJIHEHHS 3a1aHus - COOBITHS 110 pe3ysIbTaTaM
aynuTa (B KIMEHTCKOW ONMEepallMoHHOM CHCTeMe, B )KypHaie 6e30I1aCHOCTH) I0CTYIIa K KaTalory, Ha OCHOBE CO3aHHOM CHCTEMBI
pasrpaHHYeHHs JOCTYIIA, MOSBISIFOTCS B CEPBEPHOM ONEPALMOHHON CHCTEME, B )KypHAIIe KOJUIeKTopa (cOopIrKa) )KypHAaJIoB).

JlaGoparopHas padora Ne 5 - Positive Technologies MP SIEM. Akrusarusi, OCHOBHBIE (YHKI[MH, COOP COOBITHIA
TToAKTIOYUTECS K yIaIEHHOMY CTEHIY ¢ ycTaHoBiIeHHBIM Positive Technologies MP SIEM. AKTuBHpOBAaTH MPEIOCTABICHHYIO
JIMIEH3HIO, B COOTBETCTBUH C TIPEIOCTABIICHHOM JoKyMenTaiei Ha Positive Technologies MP SIEM.

Cosnars 3a1aqy 10 cO0py JKypHAIOB U3 KoJuiekTopa (cOopimka) sxypaaizos Windows.

Co3nate 3a1a9y 110 cOopy coObIThil n3 6a3sl manHbix Kaspersky Security Center.

Cosnarp 3a1auy 1o c60py cobbITHit 0 cTaHaapTy Syslog.

Jla6opaTopnast pabota Ne 6 - Positive Technologies MP SIEM. Ananu3 3anmieHHOCTH

IMoxKMIOYUTECS K YIaIEHHOMY CTEHAy ¢ ycTaHoBJIeHHBIM Positive Technologies MP SIEM.

ITpoBecTH MOUCK JOCTYIHBIX XOCTOB B CETH. BBIIOIHHUTS 33124y 110 CKAHHPOBAHHIO JOCTYITHBIX XOCTOB Ha HAJIMYHE YSI3BUMOCTEH B
pexume PenTest (mokasarenb yCHEIIHOCTH — OOHAPY)KSHHBIE YSI3BUMOCTH B Pe3yJIbTaTax CKAHHPOBAHHS JOCTYIHBIX XOCTOB).
ITpoaHan3upOBATH BBISBICHHBIE YSI3BUMOCTH PACCMOTPETH, OMMCATh U HPHHATH MEPHI [0 UX YCTPAHEHHIO CTAHIAPTHBHIMH
cpencrBamu Windows (3akpbiTHe OPTOB, YCTAHOBKA OOHOBJICHUH H T.1.).

Jlabopatophast padota Ne 7 - Positive Technologies MP SIEM. O6pa6oTka coObITHI
TMoaKTIOUUTECS K yIaIEHHOMY CTEHIY ¢ ycTaHoBiIeHHBIM Positive Technologies MP SIEM.
Hanwucars npou3BoJIbHOE MPABHUIIO HOPMAJIU3AIHH.

Hanucars npou3BoIIbHOE PABHIIO arperainm.

Hanwvcarh npou3BOJIbHOE MPABHIIO 00OTAIIEHHS.

Hanucars npou3BoIIbHOE NPABHIO KOPPEIISIHH.

Hanwmcarh npou3BoJIbHOE MPABUIIO JIOKATH3AIHH.

6.3. TunoBbie KOHTPOJbHBIE BOMPOCHI U 3aJaHUSI /IS IPOMEKYTOUHON aTTeCTAlMH

Bomnpocs! k 3auéty

. Mopnens OSI

. Mogens TCP/IP

. Apxurektypa DNS

. [Iporoxon LDAP

. MS Windows Server. Ponu

. MS Active Directory. Apxutektypa

. MS Active Directory. Cpezctsa yrpaBieHus

. Komexrop xypHranos coobrruit Windows Server

. IMoctpoenne VPN cetu cpencreamu MS Windows Server
0. Hactpoiika cepBepa ynanéHHbix pabounx ctoioB RDP
11. Maposnbras 3amura Windows (iokansHas)

12. Cucrema ayaura Windows

13. RAID

14. UEFI/Legacy pexxumsl 3arpy3ku Windows

15. SIEM-cucremsl. [IprHIATBI TOCTPOCHHS 1 Ha3HAUCHHE
16. SIEM-cuctemsl. @opMupoBaHUe HHIUACHTOB U YIPaBICHUE UMU
17. SIEM-cuctemsl. O6paboTka coObITHIt

18. SIEM-cucremsl. Hactpoiika coopa coObITHii

POooo~NOoO O, WNE

6.4. Kputepuu oneHUBaHUS

[Topsinox mpoBeaeHNs TPOMEKYTOUHOM aTTeCTALUU

Ha 3auére cTynenT nomyuaer 6uner. B 6unere aBa Teopernueckux Borpoca. Ha Hanncanue otBera gaercs 1 gac. Ilocne aroro
IIPOUCXOIMT OLIeHKa 0TBeTa. [IpenonaBaTens MOXKET 3a/1aBaTh BOIPOCH! 1O TEKCTy oTBeTa. CTYAEHT IOJDKEH Ha HUX OTBETUTb.
MaxkcuManbHbIi 0aJlT 32 OTBET Ha TeOpeTHIecKuit Bompoc - 10.

MaxkcumanbeHbIi 6armt 3a 1abopatopHyto padory - 10.
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CBojiHas TaOJIUIA PEUTHHTA YCIIEBAEMOCTH
Ne TlepedeHb KOHTPOJIBHBIX MEPOTIPUATHI B ceMecTpe MakcuManbHOe KOJI-BO 0aijioB

1 JlaGopatopnas pabora Nel-7 7x10=70
2 3adger (TeopeTHUYECKHUii BOIPOC) 2x10=20
Hroro 90

Kpurepun orlieHHBaHHUS TEOPETUYECKOr0 BOMIPOCa U T1ab0paTopHOil paboThI

OrnnyHo/3auteH0/9-10 6asioB - O6y4YaoUHiCs OTIHYHO 3HAET MaTeprall, MOHUMAET TEPMHUHOJIOTHIO Ha S3bIKE IPOrPaMMHPOBAHUS
PERL wmu Python . O6yuarormuiicst IpakTHYECKH He JTOMYCKAET OITMOO0K.

Xoporo/3aureHo/7-8 Gamios - OGy4aronmiics: XOpOLIO 3HAeT MaTepHall, IOHUMAET TEPMHUHOJIOTHIO Ha SI3bIKE NPOrPaMMHUPOBAHHSI
PERL wu Python. O6yuaromuiicst JOIyCKaeT He3HAYUTEIbHBIE OITHOKH.

V noBnetTBOpUTENIbHO/3auTeHO/5-6 6amToB - OOyUarOMmUIics 3HAKOM C MaTepHaJIoM, BiIajieeT TEPMUHOJIOTHEI 00BEKTHO-
OPHEHTHPOBAHHOTO POrpaMMHUpoBanust. OOyJaromuiics TOIycKaeT pakTHIEeCKUe OIIHOKHL.

HeynosnerBopurensHo/He 3auteno/0-4 6ama - O6ydaromuiicss He 3HaCT OCHOBHBIX MOJIOKEHHI BOIPOCA, HE OPHEHTHPYETCS B
OCHOBHBIX MOHSATHSIX, H3JaracT MATEPHA C TPYAOM, C IPYObIMU (paKTHICCKUMHU OMIMOKaMH, JTHOO OTKA3bIBAETCS OT OTBETOB Ha
BOIIPOCHI.

ITpu noaBeJeHUM UTOTOB YUUTHIBAIOTCS PE3yIbTaThl TEKYIEH arTectanuy. IIpoMexyTouHas aTTecTanus B IIEJIOM BbICTaBIsIETCA 10
pe3yabTatam JabopaTopHBIX paboT M OTBETA Ha OMIIET Ha 3a4eTe.

Kpurepuii oneHuBaHus pe3ynbTaToB 3a4eTa!

0 - 55 0amioB — He 3a4erT;

56 — 90 Gasu1oB — 3auer.

7. YYEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECHHEYEHUE JUCHUIIJIMHBI (MOAYJISA)

7.1. PexoMeHayeMas JINTepaTypa

7.1.1. OcHoBHas JUTEpaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue WzparensctBo, ron| Pecypc

JI1.1 |Bnacos 1O. B., AIMUHHCTpHpOBaHHUe ceTeit Ha mardpopme MS Windows Server: Mocksa : 9BC
Punkosa T. H. yueOHOe mocobue Wutepuer-
(https://biblioclub.ru/index.php?page=book&id=233291) YHuBepcurer
HudopmarioHHs!
x TexHomnoruit
(MHTYUT)
|BrrrOM.
JlaGopatopust
3ganuii, 2008

JI1.2 |AiiBenc K. Anvunauctpuposanne Microsoft Windows Server 2003: Mocksa : BBC
IpaKTUIeCcKoe nocodue HnrepHer-
(https://biblioclub.ru/index.php?page=book&id=233685) YHuBepcurer
HudopmarioHHs!
x TexHonoruit
(MHTYUT), 2008

JI1.3 |Oncennutep P., Bent |Aamunucrpuposanune cereir Microsoft Windows XP Professional:  [Mocksa : OBC
Tobwu JIx. yaeOHoe mocobme HanuonaneHbIi
(https://biblioclub.ru/index.php?page=book&id=428821) OTKpBITHIIH
YHuBepcurer

«MHTYUT», 2016

7.1.2. lonotHUTEIbHAS JIUTEPATYpa

ABTOpEI, COCTaBUTEIH 3arnaBue W3narenscTBo, Tox | Pecypc
J12.1 |Xopyxuukos C. 3., AnmuuanctpupoBanue cereit Windows: ygebHoe mocobue Cankrt- [TetepOypr | OBC
Ipeiryn B. B. (http://e.lanbook.com/books/element.php?pll_id=40727) : HUY UTMO,
2012
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ABTOpBI, COCTABUTEIH 3arnaBue WznarensctBo, ron| Pecypc
JI2.2 |AtiBenc K. BHenpenue, ynpaBieHUe U MOJIepKKa ceTeBol nHdpacTpykTypbl MS{Mocksa : 3BC
Windows Server 2003: npaktiuueckoe mocobue WurepHer-
(https://biblioclub.ru/index.php?page=book&id=233686) VYuusepcurer
MNHupopMannoHHBI

x TexHomoruit
(MHTYUT), 2008

JI2.3 |Tanenbaym 0., CoBpeMeHHBIE ONEPAIIMOHHBIE CUCTEMBI Cankr- [letepOypr
JleontneB A. : Murep, 2005

7.3 IlepeyeHb MHGOPMALMOHHBIX TEXHOJIOTH I

7.3.1 TIporpammHoOe oGecneyeHue

Adobe Reader

Notepad++

VirtualBox

LibreOffice

7.3.2 IlpodeccnonaibHble 0a3bl AAHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DiekTpOHHBIH KaTaaor HaydHoM 6ubnoTekn Yenl'V [DnekTpoHnsiii pecypc] : 6a3a ganubix / Yenso. roc. yH-T. — Yensounck, 1992,

2. Koncynbranr [Inroc [DaekTpoHHbI pecypc] : cipaBoYHO-TIpaBoOBast cucTeMa : 0a3a TaHHbIX / PErnoH. eHTp npaBoBoit HHGOPM.
Hudopmmpaso.

3. eLIBRARY.RU [2sekTponHsIii pecypc] : HaydHas 31eKTpOHHAss OnOInoTeKa [HaydHOM TIEPHOTUKH Ha PYCCKOM sI3bIKE |. —
Mockaa, [1999-]. - locTyn K MONHBIM TekcTaM Tocie peructpaiun u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTpoHHbIi pecypc]: crucTeMa IUCTaHIIMOHHOTO 00yueHwms : [6a3a manubix] / Yenst6. roc. yH-T. — Yensounck, [6.1.]. —
Hoctyn u3 cetn Yenl'Y wity, mmocie perucTpaiyy U3 CeTH yH-Ta, U3 Jr000H TOYKH, UMeoLIel gqoctyn B uHTepHer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6u6nnorexa YensiOHMHCKOro rocy1apCTBEHHOTO yHHBepcHTeTa [DnekTponHslit pecype] : [caiit] / Yens6. roc. yH-T. —
Yensiouuck, [2001-]. — Pexxum noctyma: http://www.lib.csu.ru/ , ceobozHsbIit. — 3ari. ¢ skpaHa.

6. uTepHeT yHUBEPCUTET HHPOPMAITMOHHBIX TEXHOJIOTHH [DIeKTpOHHEIH pecypc]. — DeKTpoH. AaH. — PexxuM JocTyma |
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCHUIIJIUMHBI (MOIY JISI)

HHH peajin3ani JUCHUIUIMHBI UCTIOJIB3YIOTCH y‘Ie6HLIe AYAUTOPHHU IJId MIPOBECACHUA 3aHATUH JEKIIMOHHOTO THIIA, 3aHATHI
CEMUHApPCKOT'0 TUIlla, 'PyNIIOBBIX U MHAUBUAYaJIbHBIX Koncyanaunﬁ, TCKYLICTO KOHTPOJIA U HpOMG)KyTO‘lHOﬁ aTTeCTaluuy, a TaKxKe
NOMCHICHUS JIA CaMOCTOSITEIbHOM pa6OTLI.

VYueOHble ayAUTOPUH YKOMIUIEKTOBAHbI CIIEHATN3UPOBAHHON MEOEIbI0 UM TEXHUYECKHMU CPEACTBAMU 00yUEHUsI: IPOESKTOPOM,
9KPaHOM, MarHUTHO-MAapKEPHOM JOCKOM, MapKEPOM; C BO3ZMOXKHOCTBIO JIEMOHCTPALIUH JJIEKTPOHHBIX NIPE3EHTAlMI IIPU YPOBHE
OCBEILEHHUS, JOCTATOUYHOM UISl PaOOTHI ¢ KOHCTIEKTOM.

I[J'If[ MMPOBEACHUA 3aHITUI JICKHUOHHOTO TUIIa UMECTCA AEMOHCTPAIMOHHOC 060pyz[013aHI/Ie: IIPOCKTOP, SKpaH.

[TomereHust 11 CAaMOCTOSITENBHOM PabOThl 00YHAIOLIMXCSI OCHAIICHBI KOMITBIOTEPHON TEXHHUKOH C MOAKIIOYEHUEM K CETH
«MHTepHET» N 00ecieueHreM J0CTyIa B AJIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTENbHYIO Cpelly YHUBEPCHUTETA.

9. METOANMYECKHUE YKA3AHUS JJIS1 OBYYAIOIIUXCS IO OCBOEHUIO JUCHUIIIMHBI (MOAY JISI)

IMpu n3yueHnH AaHHOW ANCLUUIUIMHBI UCIIONB3YIOTCS JIEKLIHOHHEIE, Ta00paTOPHBIE 3aHATHS U CaMOCTOATeNbHAs padoTa cTyneHTa. Ha
JIEKLIMOHHBIX 3aHATUAX NPENoJaBaTesb U3J1aracT OCHOBHOE COAEPAKAHUE TeM MporpaMmMsal. IIpopaboTKy JeKIUOHHOIO MaTepHrana
CTYZICHTY >K€JIaTeJIbHO NPOBOJUTH KaK MOCIIE Ka)KJ0r0o 3aHATHS, TaK U [0 3aBEPILICHUIO TEMBL. DTO IIO3BOJIUT CBA3ATh BOEAUHO
IIOJy4YEHHBIE CBEJICHUS H COCTABUTh LEIbHYIO KAPTUHY.

Ha 1abopaTopHbIX 3aHATHAX pacCMaTPUBAIOTCS YCTAaHOBKA M HACTPOHKa Cyk0 1 6a30BBIX apaMeTpoB. PekoMeHnayercs nepen
KaXJbIM JIa00paTOPHBIM 3aHATHEM BBINOIHUTH JOMAIIHEE 3aaHKUE, YTO [I03BOJIMUTH JIy4lle YCBOUTH IPEeAbLAYLIUI MaTepyall, u
M3Y4YHTH JEKLIUOHHBIA MaTepra o npeacTosmei Teme. CTyAeHTY jKenaTeIbHO IPOSBIATh AKTUBHOE yJacTHe Ha 1ab0paTOPHbIX U
JIEKI[HOHHBIX 3aHATHAX, 33/1aBaTh BOIPOCHI, IIOCKOIBKY YMEHHE 000CHOBBIBATH CBOIO TOUKY 3PEHHS, HAXOXKICHHE KOMIIPOMHCCHOTO
pEIeHNs B 3TUYECKH BBIAEPKAHHON JUCKYCCHU HE TOJIBKO BaKHO JUIA JIyYILErO YCBOECHHS
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MaTepualia, HO U ICHUTCS B peaHLHOﬁ KU3HU.

B ciyuyae npuMeHeHus pH 00YYESHHHU TUCIUILIMHBI JJIEKTPOHHOTO 00yYEHHUSI, JUCTAHIIMOHHBIX 00Pa30BaTelIbHBIX TEXHOIOT Uit
o0leHIe 00YYAOIIMXCS ¥ TPETIOABATENS OCYIIECTBISIETCS B PEKMME PEAbHOTO BpeMeHH (OHIaiiH-NeKnn (BeOUHAPHI), 4aThl,
BUJICO-KOH(EPEHIMHU U JIP.) WIK OTIOKEHHOTO BpeMEHH (CHCTeMa TUCTaHIMOHHOTo 00ydyeHust Moodle, hopymel, s5eKTpoHHas movTa
u 1p.).

BoJibIIy 0 4acTh BpeMEHH 00YYarOIIHecs] CAMOCTOSATELHO PA00TalOT ¢ Y4eOHO-METOMMYeCKUME MaTepuanaMu. CTYIEHTH HMEIOT
BO3MOXHOCTH KOHCYJIBTHPOBATBCS C MPETOaBaTeIeM 10 BCEM BOMPOCaM, BOSHHKAIOIIMM B X0JI€ CAMOCTOSATENBHOM paboThI
MOCPEICTBOM 3JIEKTPOHHOM MOUTHI, MECCCHIKEPOB, COLMAIIBHBIX CETEH U T.II.

JocTymn 00y4aronerocs K y4eOHbIM PECypCaM B PEXKHME OTIIOKEHHOTO BPEMEHH, CAMOCTOSTEbHONU pabOThl OCYLIECTBISIETCS Yepe3
ceth MIHTEpHET B yJJOOHOM Ul HETO MECTE, BPEMEHH M TEMIIE.

[Tpu 0Gy4eHuu JuL C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 37I0POBBSI 3JIEKTPOHHOE 00y4eHHE, AUCTAHIIHOHHBIE 00pa30BaTeNIbHbIC
TEXHOJIOTHH TIPEeIyCMaTPUBAIOT BOZMOKHOCTh IIpHEeMa-Tiepeadr HHGOPMAaIiK B JOCTYIHBIX I HUX (hopMax.

Peanuzaiiust AUCHUILTHHBI C MPUMEHEHHUEM 3JICKTPOHHOTO O0OYUYEHUsI, TUCTAaHIIMOHHBIX 00pa30BaTeNbHBIX TeXHONOTHiT (nanee — D0,
JOT) ocymectBisiercst Ha ocHOBaHHHU «I10I0XKEHHUS O peanr3alui OCHOBHBIX U IOIOIHUTEIBHBIX 00pa30BaTENbHbBIX IPOrPAMM C
MIPUMEHEHUEM DIIEKTPOHHOTO 00yUeHHS U TUCTAaHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTHN B ()e/IepabHOM TOCYAapCTBEHHOM
OTO/DKETHOM 00pa30BaTeIbHOM YUPEIKICHUH BBICIIEro 00pa3zoBaHus «UenssOMHCKUI rocy1apCTBEHHBI YHUBEpCUTET», «[lomokeHns
0 MopsiAKe 3a4eTa 00YJaOIMIMMHUCS 110 OCHOBHBIM MPO(ECCHOHANBHBIM 00pa30BaTeIbHBIM IPOTrpaMMaM BhICHIETO 00pa3oBaHUs B
OI'BOY BO «Yenl'V» pe3yapTaToB OCBOSHUS B OPTaHU3AIUAX, OCYIIECTBILSIONINX 00pa30BaTeNbHYIO NeSTEIbHOCTD, YaeOHBIX
MPEIMETOB, KYPCOB, TUCIIUILIMH (MOYJIeH), IPaKTHK, TOMOJIHUTENBHBIX 00pa30BaTEbHBIX MIPOrPaMM» MOCPEACTBOM DIICKTPOHHON
nHpopMaImorHo-00paszoBarenbHoi cpeasl PTBOY BO «Yenl'V». B HCKIOYHTENBHBIX CiTydasx (popc-Maxkop U T.11.) TIPH
peanu3anuu o0pa3oBatesibHOU AesTenbHOCTH ¢ npuMeHeHreM D0, IOT MoryT NpUMEHSATh KOMIIOHEHTHI, HE BXOSIIHE B TIEpeUCHb
3JIEKTPOHHOH HHPOPMAITHOHHO-00Pa30BaATEIBHON CPEIBI.

10. CHEIIUAJIBHBIE YCJIOBHU OCBOEHUSA JUCIUIIJIMHBI OBYYAIOIIUMHUCS C UHBAJIMAHOCTBIO U
OI'PAHUMYEHHBIMHA BO3MOXHOCTSMMU 31TOPOBbS

OcBoeHUE TUCHUILIMHBI HHBAJMIAMH U JHIAMHU C OTPAaHUYEHHBIMU BO3MOYKHOCTSIMH 3/I0POBBSI OCYIIECTBISIETCS C MCIIOIBb30BaHUEM
CHENHANBHBIX TEXHUYECKHX CPEACTB W WH(POPMAIMOHHBIX TEXHOJOIHMH, TPEAOCTaBIIEMBIX PecypcHbIM y4yeOHO-METOANYECKUM
LEHTPOM 10 OOYYEeHHI0O WHBAIWAOB W JIMI C OTPAaHMYEHHBIMH BO3MOXKHOCTAMH 310poBbs Yenl'Y mo 3ampocy oOydaromierocs
(MOOHIBHBIE CHIEIHMANBHBIE TEXHHYECKHE CPEACTBA Ui JIMI[ C HAPYNICHUSAMH 3PEHHS W C HapyIICHHEM CIyXa, aCCHCTHBHBIC
HH()OPMALOHHBIEC TEXHOJIOTUH).

[Ipu HeoOXomuMOCTH Al OOYYAIOUIMXCS C HApYyLICHUSMH 3pPEHUS Ha pabO4YMX MecTaxX Jjisl MPOBEICHUS IMPAKTUYECKUX HITU
n1abopaTOPHBIX 3aHATHI YCTAHABIMBACTCS CIICHUATIBHOE MPOrpaMMHOEe obecredeHue (MporpamMma peueBOil HABHUTAIWH, PEYCBBIC
CHHTE3aTOPbI, SKPAHHBIC JIYIIbI).

B yueGnble ayauropun obecriedunBaeTcs OSCIPENnsTCTBEHHBIH NOCTYM il 00yYarolIUXCsi ¢ MHBAIUAHOCTBIO M C OTPaHMYCHHBIMHU
BO3MOKHOCTSIMH 3I0POBbs. B Ka)kI0#l ayuTopHy, r1e 00yJaroTcsl HHBAJIHIB! U JIHNA C OTPAHMYEHHBIMHA BO3MOYKHOCTSIMH 3JJ0POBB,
IIpeyCMaTpUBAETCsl COOTBETCTBYIONIEE KOTMIECTBO MECT JUISl O0YUaIOIMXCS C yUETOM HapYIICHUH UX 310POBbSL.

J151st OCBOSHMS AMCIMIUTMHBI HHBAJIMIAM U JIUIaM C OTPAaHUYEHHBIMHU BO3MOKHOCTSIMH 30POBbSI IPEIOCTABISIETCS JOCTYII K IIEYaTHBIM
HCTOYHUKAM, UMEIOIIUMCS B Hay4HoW Oubnnorexe Uenl'V, ¢ mOMOLIbIO CIIEIMATIBHBIX TEXHUYECKUX CPEICTB; JOCTYI C IMOMOIIBIO
CHEUUATbHBIX TEXHHYECKUX M NPOTPAMMHBIX CPEICTB K JJIEKTPOHHBIM HCTOYHUKAM, MPEACTABICHHBIM B (OpPME DIEKTPOHHOTO
JIokyMeHTa B poHze HayuHou Onbmuorekn Yenl'yY wim 31eKTpOHHO-OMOIMOTEUHBIX CUCTEMAX.

Y4eOHo-MeToANYEeCKHE MaTepHaibl Ui 00yYaroUIUXCsl U3 YHMCIIa WHBAIMAOB U JIMI] C OTPAaHMYEHHBIMH BO3MOXXHOCTSMH 37I0POBBS
MPEOCTABISAIOTCA B (POpMaXx, aaTHPOBAHHBIX K OFPaHHUYEHHUSAM MX 370POBbS U OCOOCHHOCTSAM BOCHPHUATHS HHPOPMAIIHH.

J111s MHBAJIMIOB U JINI] C OTPaHUYEHHBIMU BO3MOKHOCTSAMH 3/10POBbsI OCBOCHHE IUCIIUIIIIMHBI MOKET OBITh YACTUYHO WJIM HOJTHOCTBIO
OCYIIECTBIICHO C UCIOIb30BAHUEM IUCTAHIIMOHHBIX 00PAa30BaTENBHBIX TEXHOIOTHH.

[Ipy mnpoBeseHNM NPOMEXKYTOUHOHW aTTECTAlMM I10 JAUCHMIUIMHE OOYYaroIUMCA C HMHBAIWIHOCTBIO M C OTrPaHUYEHHBIMHU
BO3MOKHOCTSIMH 3/I0POBBSI O0ECIIEUMBACTCS IO HX 3asABICHHUIO IIPEAOCTAaBICHHE B AOCTYIHOH (opMe B 3aBHCUMOCTH OT HX
WH/IMBUAYAIbHBIX OCOOCHHOCTEH WHCTPYKLUMH O MOpPSJIKE NPOBEICHHS IMPOMEKYTOYHOH aTTecTalluy, OLEHOYHBIX CPEICTB U
BO3MO)XKHOCTH OTBETOB Ha 3amaHusi (MMChbMEHHO Ha Oymare, HabOp OTBETOB Ha KOMITbIOTEpE, MUCbMEHHO mpudToM bpaiins, ¢
HCIIOJIB30BAHMEM YCIIyT ACCHCTEHTA, YCTHO).

[Ipu npoBezeHUH NPOLICAYPbI OLICHUBAHUS PE3YJIbTATOB O0YYCHHUSI MHBAIUAOB U JIUI] C OTPAHUYCHHBIMH BO3MOXKHOCTSIMH 37I0POBbSI
IIpeycMaTpuBaeTCs UCTIONIb30BaHMe IpegocTaBiieHHbIX Yenl Y mnm coOCTBEHHBIX TEXHMUECKHX CPENICTB, HEOOXOAUMBIX UM B CBSI3H C
WX WHAMBUAYAIBHBIMH 0COOCHHOCTSAMU. [Ipr HEOOXOAMMOCTH MHBAIMIAM M JIMLIAM C OTPAaHMYCHHBIMH BO3MOXXHOCTSMH 37I0POBbS
MIPEJOCTABISAETCS JOTOIHUTEIBLHOE BpeMst IS IIOATOTOBKH OTBETA HA 3a/laHMA,
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Ipoueaypa OUCHUBAaHUS pE3YJILTATOB O6y‘IeHI/I$I I10 JUCHHUIIJIMHE MOXCT IPOBOAUTLCS B HECKOJILKO 3TAIllOB.
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