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Y4eHbIM COBETOM HHCTUTYTa HH(GOPMAIIMOHHBIX TEXHOJIOTUH

[Tporokon 3acenanus Ne 6 ot 14.02.2024

[Ipencenarens YdueHoro cosera

MHCTHUTYTa HH(POPMAITUMOHHBIX
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MIMHOBPHAYKU POCCUN
\)} DenepanbHOE roCyJapcTBEHHOE OI0/KETHOE 00pa3oBaTeIbHOE
@ YUPEXACHUE BbICIIETO 00pa3oBaHuUs

«Yenabunckuii rocynapctseHHbii yHusepcuret» (PI'bOY BO «Henl'Vy»)

Pabouas nporpamma aucuuminasl "3ammra nHGopManuu' Mo HapaBJICHUIO NOATOTOBKH (crenuanbHocTH) 09.03.04
"[IporpamMmHuas nmkeHepus" HanpasiaeHHOCTH (Tpodmto) PaspadoTka nporpaMmuo-uHpOpMannoHHEIX cucteM OTBOY cTp. 2
BO «Henl'V»

Conepxanue

1. Henn ocBOEHMS TUCLIUILIAHBI

2. Mecrto aucuumnnsl B ctpykrype OITOIT

3. Komnerenuuu oby4aromerocs, GopMUpyeMble B pe3yJIbTaTe OCBOSHUS TUCHUTITHHBI
(Mofty1is)

4. O0beM TUCIUTUTUHBI (MOTYJIs)

5. CtpyKTypa u coJiepKaHue AUCHUIUIMHBI (MOIYJIs)

6. @OH/1 OLICHOYHBIX CPEICTB

6.1. IlepeueHpb BUIOB OILICHOYHBIX CPEACTB

6.2. TunoBble KOHTPOJBHBIE 33JaHUS U UHBIE MAaTE€pUAIbI U TEKYILEH aTTECTalun
6.3. TuIoBbIE KOHTPOJIBHBIE BONIPOCHI U 3a4aHUs JUIsl TPOMEKYTOYHOM aTTeCTalluN

6.4. Kputepun onieHUBaHUS

7. YueOHO-MeTOaUYECKOE U UH(POPMAITMOHHOE 00€CTICUCHUE AUCITUTLITUHBI (MOTYJIs)
7.1. PekomeHyemast aureparypa

7.2. Ilepeuenb pecypcoB HH()OPMAIIMOHHO-TEIEKOMMYHUKAIMOHHOM ceTu "MuTepHer"
7.3. IlepeueHb nHPOPMALTMOHHBIX TEXHOJIOTUH

8. MaTepuanbHO-TEXHUYECKOE 00ecTieueHrne JUCIUIUTMHBI (MOTYJIS)

9. Meroaunueckue ykazaHus JIJIsi OOy4arOIIMXCS 10 OCBOCHUIO TUCIMIUIMHBI (MOTYJIs)
10. CnenuaibHble yCIOBUS OCBOCHUS AUCLUILIIMHBI 00YyUaIOIIMMUCS C UHBAJIMAHOCTBIO U
OrpaHUYECHHBIMHA BO3MOKHOCTSIMHU 3/10POBbSI
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MHMNHOBPHAYKU POCCUN
\)} DenepanbHOE rocyJapCcTBEHHOE OI0DKETHOE 00pa3oBaTeIbHOe
@ YUpEXIECHHUE BBICIIETO 00pa3oBaHUs

«UensOunckuit rocynapcrsenHsiil yausepeurer» (PI'bOY BO «Henl'Y»)

Pabouas nporpamma aucuuminHbl "3amura HHGopManuu'" Mo HapaBJICHUIO MOATOTOBKH (crenuanbaocth) 09.03.04
"[IporpamMmHuas nmxeHepusa" HanpasieHHOCTH (Tpodmto) PaspadoTka nporpamMmmuo-uHbpOpMannoHHEIX cucteM OTBOY cTp. 3
BO «Henl'V»

1. HEJIX OCBOEHUMA TUCHUTIINHBI

Lenbro penoiaBaHust AUCIUTUTHHBL SBIISETCS 03HAKOMIICHHE CTYJICHTOB C COBPEMEHHBIMH CUCTEMaMHU HH()OPMAITMOHHOM
6€301aCHOCTH, OPTaHU3aMOHHBIMHI U TEXHHYECKHIMH MEPAMHU 3aIUTHl HHQOPMALNK, SKOHOMUYCCKUMH U [IPABOBBIMHU IPHHIIAIIAMH
¥X (QYHKIHOHUPOBAHUS, & TAKKE BO3ZMOKHOCTSIMHU HUCTIOIH30BAHUS METOJIOB 3aIIUThI HH(GOPMAIMHU B paboTe ¢ MHHOPMAIIMOHHBIMHU
pecypcamu B pa3IMuHbIX 00JIACTIX 3KOHOMHUKH U OM3HEca;

321)121‘{3MI/I U3YUCHUS TUCHUIUIMHBI SIBJIAIOTCA:

1. MO3HAKOMHTH CTYACHTOB C OIIPEACIICHUEM, Knaccmbm(auneﬁ 1 XapaKTEepUCTUKaAMU PIH(bOpMaI.[PIOHHOﬁ 6630HaCHOCTI/I;

2. IO3HAKOMUTD C OPTaHU3AIMOHHBIMH H 9KOHOMHYECKUMH acIIeKTaMH paboThl ¢ HHPOPMALMOHHBIMHU PECYpCaMH 1 METOJaMHU
o1eHKH 3()(hEeKTUBHOCTH UX 0E30I1aCHOCTH;

3. nath npencrabieHue 00 0COOCHHOCTIX HH(POPMALMOHHOW 0€30IaCHOCTH, CETMEHTaX U y4acTHUKaX HH(OPMAIIMOHHOTO PHIHKA,
0COOEHHOCTSIX POpPMHUpPOBaHUS 0€30MaCHOCTH HHPOPMAIINHY;

4. paccMOTPETh OCHOBHBIE TEXHOJIOTHUECKUE TIPUHITAIIEI O€30TTACHOCTH MHPOBBIX HH()OPMAIIMOHHBIX PECYPCOB HA OCHOBE
no6ansHOU ceTH Internet;

5. paccMOTpeTh OCHOBHBIC MEXaHU3MbI 00eCTIeueHUs1 0€30ITacCHOCTH pecypcoB Internet;

PeSyJ'[I)TaTI;I O6y’{eHI/I$[ 10 JUCHUILUIMHE HAaIIPaBJICHBI HA JOCTHKCHUEC NHAUKATOPOB!:

YK-4.1 Nmeer npencrapieHre o NpaBuiiax U MPUHIHUIAX JI€JIOBON YCTHOW U MUCBMEHHON KOMMYHHUKAIIUKM HAa TOCYJAPCTBEHHOM SI3bIKE
Poccwuiickoit @enepanny 1 THOCTPaHHOM(BIX) SI3BIKE(AX)

YK-4.2 JIeMOHCTpHPYET yMEHHE OCYIIECTBIIATh JEI0BYI0 KOMMYHHKAIIUIO B YCTHON U MUCBMEHHOM (hopMax, UCTI0JIb30BATh METO/IBI 1
HaBBIKH JIEJIOBOTO OOIEHHS

VK-4.3 VImeeT HaBbIKU J1€JI0BOTO OOIEHUS Ha TOCYIapCTBEHHOM si3bIke Poccuiickoii denepanuy 1 THOCTPAHHOM(BIX) SI3bIKE (aX)

ITK-1.1. leMOHCTpUpYeT 3HAHNE OCHOB ONEPAIIMOHHBIX CHCTEM, CETEBBIX TEXHOJOTHH, I3BIKOB IPOTPAMMHPOBAHUS, 643 TaHHBIX H
TEXHOJIOTHH 00padOTKH AaHHBIX, OCHOB IPOEKTUPOBAHUS UHTEP(EHCOB, A3BIKOB U METOI0B (hOPMATIBHBIX CHEeLU(UKALINI

ITK-1.2. [leMoHCTpUpYET yMEHUs pa3padaThiBaTh CUCTEMHOE U IIPUKIAJAHOE IPOrPAMMHOI0 00ECIIeUeHHE C UCTIOIb30BAaHUEM SI3BIKOB
U TEXHOJIOTHIf IPOTPaMMHUPOBAHUS, 6a3 JaHHBIX, CETEBBIX TEXHOJIOTUH U ONEPAIIMOHHBIX CHCTEM, SI3BIKOB M METOIOB (DOPMAITbHBIX
cneunpuKanun

ITK-1.3. MeeT npakTUIECKHi OTBIT UCIOIB30BaHMS ONEPAlMOHHBIX CHCTEM, COBPEMEHHBIX SI3BIKOB MIPOTPAMMHUPOBAHHMSI, CHCTEM
ynpalieHHs 0a3aMU TaHHBIX ¥ TEXHOJOTHH 00paOdOTKH JaHHBIX, CPEICTB pa3pabOTKU MPOrpaMMHOTO HHTepdeiica

VK-10.1. Mmeet npencraBieHne 0 CoAep>KaHUHM NOHITHHA «9KCTPEMHU3M», «TEPPOPH3M», OCHOBHBIX (POpMax MX MPOSBICHHS 1
MOCJIC/ICTBHSIX.

VYK-10.2. UmeeT npeacTaBieHUe 0 COAEP>KaHUU MOHATUSL «KOPPYILIUOHHOE MOBEIEHHE», PA3rPaHUUUBAET KOPPYIIIUOHHBIE U CX0XKHE
HEKOPPYIIHOHHEIE SBICHUS B PA3IIMYHBIX cepax )KU3HU 00IIecTBa.

VYK-10.3. Opranuzyet npo(ecCHOHAIBHYIO CPEAY, OMHPAsCh HA STHIESCKHE M PAaBOBbIE HOPMBI IOBENICHUS, MPEISITCTBYIOLIHE
MIPOSIBJICHHUSAM SKCTPEMU3Ma, TEPPOpU3Ma, HOPMHUPOBAHUIO KOPPYIILIMOHHOTO ITOBEACHHUS.

2. MECTO JUCHUIITMHBI B CTPYKTYPE OIIOII

Huxn (pazgen) OIIOIT: |K.M.O3.05

2.1 TpeOoBaHus K NpeABaAPUTEIbHOH MOATOTOBKE 00y4Yalomierocs:

OcHoBa JUCIHHUIIINHBI COCTOUT U3 0a30BLIX 3HAHUI MOJIYUYCHHBIX U3 CJICAYIOINUX JUCHUIIIINH: ((HpOFpaMMI/IpOBaHI/Ie»;
((OHepaIlI/IOHHI)Ie CUCTEMBI», «bazbl n XpaHUIMIIAa JaHHBIX) «BpraucnurenbHbie CUCTEMBI, CETHU U TCIICKOMMYHHUKAIIUW)).

OHepaHI/IOHHHG CUCTEMBI

basbl u XpaHuIMa JaHHBIX

BrraucnurenpHbIC CUCTEMBI, CETH U TCICKOMMYHUKaAIIUN

[IporpammupoBanue

2.2 IucuMIuIMHbI U NPAKTUKH, JUIS1 KOTOPBIX 0CBOEGHHE IAHHOMH U CHUILUINHBI (MOIYJIs1) HE00X0AMMO KaK MpealiecTByIoIIee:

3HaHI/I$I, TIOJIYYCHHBIC B JIaHHOM JAUCHUIUIMHE, MOT'YT OBITh HCIOJb30BaHbI JUIA HantuCaHus BBIHyCKHOﬁ KBaﬂH(bHKaHHOHHOﬁ pa60TI>I.

BrinonHeHye U 3al1uTa BbITYCKHON KBanu(UKalMOHHON paboTh

© ®I'bOY BO «Yenl Yy




MHMNHOBPHAYKU POCCUN
\,} DenepanbHOE rocyJapCcTBEHHOE OI0DKETHOE 00pa3oBaTeIbHOe
@ YUpEXIECHHUE BBICIIETO 00pa3oBaHUs

«UensOunckuit rocynapcrsenHsiil yausepeurer» (PI'bOY BO «Henl'Y»)

Pabouas nporpamma aucuuminasl "3ammra nHGopManuu' Mo HapaBJICHUIO NOATOTOBKH (crenuanbHocTH) 09.03.04
"[IporpamMmHuas nmxeHepusa" HanpasieHHOCTH (Tpodmto) PaspadoTka nporpamMmmuo-uHbpOpMannoHHEIX cucteM OTBOY cTp. 4
BO «Henl'V»

3. KOMIIETEHL[Y OBYYAIOLIETOCSl, POPMUPYEMBIE B PE3YJIbTATE OCBOEHMSI JUCLATLTAHBI
(MOJYJIST)

YK-4: Cnoco6eH ocymiecTBJIATH 1€JI0BYI0 KOMMYHHKAIMIO B YCTHOI M MUCbMEHHOH (popMax Ha rocyJapcTBEHHOM SI3bIKe
Poccuiickoii ®@eaepannu U ”HOCTPAaHHOM(bIX) sI3bIKe(aX)

3HaTh:

MOHSTHE UH(POPMALIOHHBIX YIPO3 U MX BUIIBI, MOJXOBI K OLEHKE HH(POPMAIIMOHHBIX PHCKOB; OCHOBHBIC TIPHHITHITBI
(YHKIMOHUPOBAHUS CETEi U METOIbI 00eCTICUeHUs UX Oe30MacHOCTH; TPEOOBAHUS K ITOJATOTOBKE TPE3EHTAIUH, 0()OPMIICHHIO
HAYYHO-TEXHHYIECKUX OTYCTOB.

YMeTb:

MIPUMEHSTH METO/IbI OLIEHKH PUCKOB HHPOPMAIIIOHHOMH 0€30M1aCHOCTH, IPUMEHATh KOMITBIOTED ISl IPOU3BOJICTBA PabOT B 00IacTH
3alMThl HKHQOPMAIMK; HACTPaUBaTh OCHOBHBIC CPEJICTBA 0OCCIICUCHHSI CETEBOM 0€30aCHOCTH;, PEACTABIIATEH PE3yIbTaThl pabOThI B
BUJIE CTATEll U JIOKJIAJIOB.

Baagers:

HaBbikamMu ornvcaHust BBISIBICHHBIX yﬂSBI/IMOCTeﬁ u peKOMeHZ[aLII/Iﬁ T10 UX YCTPaHCHHUIO

IIK-1: Bragenne HaBbIKaMH HCIIOJIb30BAHNS ONMEPANMOHHBIX CHCTEM, CETEBBIX TEXHOJIOTHIi, COBPEMEHHBIX A3BIKOB
NMpOrpaMMUPOBaHNS, TEXHOJIOTHIl 00PadOTKH TaHHBIX, CPEACTB Pa3padoTKU MPOrpaMMHOro nHTepdeiica, MpuMeHeHuUs!
SI3BIKOB U MeTO0B (hopMaTbHBIX cienuUKALUii, CHCTEM YIpaBJeHHs 0a3aMH JaHHBIX

3HaTh:

9TaIbl IOCTPOCHUSA CUCTEMBI 3AIIUTHI I/IHCbOpMaL[I/II/I, [TOHATHE ITOJIMTUKU 0€30I1aCHOCTH.

YMeTh:

IIPUMEHITH OCHOBHBIE METOABI U CPEACTBA 00ecIedeH st 0€30MacCHOCTH.

Baanernb:

HaBBIKaMH HaCTpOfIKPI 6e3omacuoct B Windows cucreme.

YK-10: Cnoco6en ¢popmMupoBaTh HeTepIUMOe OTHOIIEHUE K MPOSIBJICHUSIM IKCTPEeMU3Ma, TEPPOPU3Ma, KOPPYNIHOHHOMY
NMOBEAeHUIO U IPOTHBO/IEHCTBOBATH UM B IPO(ecCHOHAIBHOI 1eATeILHOCTH

3HaTh:

3HaTh NOHATHE KOPPYILINHU, KOPPYIIIMOHHOTO MOBEICHHUS; MTOJI0KEHHS aHTUKOPPYNIIMOHHOTO 3aKOHOAATENbCTBA

YMeTh:

YmeTh MNPUMECHATH HOPMBI aHTUKOPPYIIIIUOHHOTO 3aKOHOAATEJIBCTBA,

Baanernb:

Brnaners HaBbIKaMu IPUMEHEHUsI HOPM aHTUKOPPYMLIMOHHOTO 3aKOHO1ATENIbCTBA

B pe3yabTaTe OCBOCHUA AU CHHUIIIMHBI Oﬁyqalﬂllll/lﬁCfl JOJIZKEH

3.113uarh:

3.1.1|{nonarue nHGOPMAIIMOHHBIX YIPO3 M UX BUABL, METOABI 00ecHeUeHuUs Oe30IaCHOCTH

3.2|Ymerh:

3.2.1 MPUMEHATH OCHOBHBIC METOAbI U CPEACTBA obecneueHNs 0€30MacHOCTH

3.3|Baagern:

3.3.1|HaBbIKamMK UCTIOIB30BAHUS CPEACTB oOecniedyeHns] HHPOPMAMOHHOH 0€30MaCHOCTH

© ®I'bOY BO «Henl'V»
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MHWHOBPHAYKHN POCCHU

YUPEXAEHUE BbICIIET0 00pa3oBaHuUs

DenepanbHOE roCyJapcTBEHHOE OI0/KETHOE 00pa3oBaTeIbHOE

«Yenabunckuii rocynapcrBeHssii yausepeurer» (PI'bOY BO «Henl'Vy)

Pabouas nporpamma aucuuminasl "3ammra nHGopManuu' Mo HapaBJICHUIO NOATOTOBKH (crenuanbHocTH) 09.03.04

npeneneHTos. /IIp/

"[IporpamMmHuast nrxeHepus" HanpasieHHOCTH (Tpodmnto) PaspaboTtka mporpammuo-rHpopMannoHHEIX cucteM GTBOY cTp. 5
BO «Henl'V»
4. OFBEM JUCIMIIJINHBI (MOAYJIS)
O6wasn TpyaoemMKoCcTb 53ET
Yacos o yueOHOMY Iutany : 180 Bunbr KOHTpOIsT B ceMecTpax:
B TOM YHUCIIE :
ayIUTOpHBIC 3aHATHS : 78 9K3aMEHBI §
camocTosTeNnbHas padorta : 71,9 3a4eThl 7
4acoB Ha KOHTPOIb 18
KoHTakTHas pabora: 90,1
UKP: 12,1
5. CTPYKTYPA U COAEP KAHUE JUCIIMIIJIMHBI MOOYJIS)
Kon HaumeHnoBaHue pa3fiejioB U TeM /BU/I 3aHATUS/ Cemectp | Hacos Jlutepatypa
| 3aHATHS [ Kvpc
Paznen 1. Unas koHTaKkTHasi padoTa
11 WupuBuayansHble KOHCYJIBTAIMU, TEKYIHH KOHTposb /UKP/ 7 4,9 | JI1.1J11.2J12.1 J12.2
324 35 26
1.2 WnnuBuayanbHble KOHCYIbTAIUU, TEKYIUH KOHTpois /MTKP/ 8 7,2 | JI1.1JI1.2J12.1 JI12.2
D4 35 36
Paznen 2. Paznen 1. OcHoBblI 6e30macHocTH HHGOPMALHOHHBIX
TeXHOJIOT Uil

21 AKTyaJpHOCTB TPOOIIEMBI 0OecIieueHe 6e30MacHOCTH HH(POPMAIIMOHHBIX 7 6 JI.1 J11.2J12.1 J12.2
TexHonorui. OCHOBHbIE MOHATHS HH(YOPMALIMOHHOHN 0€30I1aCHOCTU. YTPO3bI D4 35 36
nHdopmanmonHoii 6ezonacHocT B AC. Buabl Mep 1 OCHOBHBIE TPUHIIUTIBI
obecneyeHns: nHGOpMaIMOHHOH Oe3onacHocTH. [IpaBoBbIE OCHOBBI
obecrieyeHnst ”HPOpMAIMOHHOH Oe3omacHOCTH. OCHOBHBIE 3aI[UTHEBIE
MeXaHU3MBbI, ucronb3yembie B C3U /Jlex/

2.2 W3zyuenue cnenuanbHON TEPMUHOJIOTUH, HCIONB3YEMOH B Kypce 7 4 JI1.1 J11.2J12.1 JI2.2
«udpopmanmonHas 6e3onacHoctsy. Co3qaHue TMIYHOTO TEPMUHOIOTHIECKOTO 24 35 D6
cnoBaps.  /TIp/

2.3 TpebGoBaHMs K CHCTEMaM U CPeJCTBaM 3aIUTHl HHYOPMAIUU OT 7 51 |[JI1.1JI1.2J12.1 JI2.2
HEeCaHKIIMOHUPOBaHHOTO noctyma. /Cp/ 24 55 26
Pazgen 3. Paznen 2. OGecnieyenue 6e301acHOCTH MH(POPMALIHOHHBIX
TeXHOJIOTHIl

3.1 OpraHu3aluoHHas CTPYKTypa CUCTeMbI o0ecrniedeHns: HHQOPMaIlMOHHOM 7 4 JIT.1 JI1.2J12.1 J12.2
oe3omacHocTd. OOS3aHHOCTH KOHEYHBIX MOJIb30BaTENe U OTBETCTBEHHBIX 32 24 35 56
OWUB B noxpazaenenusx. MTHCTpyKIuM Mo opraHu3aliy NapoJbHON 1
aHTUBHUPYCHOM 3ammThl. Onpenenenne TpeOOBaHHH K 3aIlIUTe PECYPCOB.

OCHOBHBIE 3a[ja4t TIOApa3eIeHuUs oOecriedeHus! HHGOPMaMOHHON
oe3onacHocTH. KoHnennus nHGpopManuoHHOH 0€30MacHOCTH OpraHu3aluu
/JTex/

3.2 Amnanu3 crioco00B XpaHeHHUs aposieii Ha caifiTax. M3ydeHne MeTo10B XpaHeHHst 7 4 JI1.1J11.2J12.1 JI2.2
napodeii. ITonck noreHnuansHo Hebe3onacHbIX caitos /I1p/ D4 35 36

3.3 bezonacHocTh HHGOPMALMU B KOPIOPATUBHBIX MHGOPMALMOHHBIX CUCTEMAX. 7 4 JI1.1 J11.2J12.1 J12.2
Buyrpennue yrpossr.  /IIp/ 24 55 56

34 3aKOHOATENBCTBO B chepe NHPOPMALMOHHOHN 0€30MacHOCTH. AHANIN3 7 2 JI1.1 J11.2J12.1 J12.2

04 55 D6

© ®I'bOY BO «Yenl 'V
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35 Pa3paboTka MozeH pasrpaHUuEHHs IOCTYNa K HHpOpManuy. YIIpaBieHue 8 JI1.1J11.2J12.1 J12.2
JOCTYTIOM B KOMIIBIOTEPHBIX CHCTEMaX. 3ajaui KOHTPOJIS U 00eCIICUCHHSI 24 35 D6
6e3omacHoCTH HH(popManuy. Paspymaronye IporpaMMHbIE BO3ICHCTBUS U
3amura oT HuX. Obecnevenue nenoctnoctd uapopmanun /Cp/

Paznen 4. Paznen 3. Cpencra 3amuthl HHGOPMAIUHU OT
HeCAHKIHOHHPOBAHHOTO 0CTYIIAa

4.1 Haznauenwue u Bozamoxxnoctu C311 HCJI. PexoMeHmaimu o BIOOPY CPeCTB 3 JIL.1J11.2J12.1 J12.2
3amuthl 0T HC/I. Annaparnsle cpencrsa C3W HCJI.  /JIex/ D4 35 326

4.2 CucreMbl aBTOpHU3aLUK ONEepaluoHHbIX cucteM. /Ilp/ 4 JI1.1J11.2J12.1 J12.2

24 35 36

4.3 W3y4uts paboTy mudpposaHHOH ¢aiinosoiil cuctemsl EFS: ocobennoctu 4 JI1.1J11.2J12.1 J12.2
umdpoBanus, GaiaoB U Manok, npeJHa3HaueHue U paboTa areHTa 24 55 56
BOCCTAHOBJIEHUS, CIOCOOBI XpaHeHus kioueBoil undopmaruu. /TIp/

4.4 IIporpamMmMHo-annapaTHbie cpeacTBa MUppoBaHus. MeTo bl pactpeIesieHus 1 6 JIL.1J11.2J12.1 J12.2
XpaHEeHHUs KIII0UeBOH U naposabHoi nuupopmaruu /Cp/ 324 35 26
Paznea 5. Pa3nen 4. O0ecnieyenne 0€30MaCHOCTH KOMIbIOTEPHBIX CHCTEM U
ceTei

5.1 Yrpo3sl, yI3BUMOCTU U aTakH B ceTsix. CeTeBble cpesicTBa 3auThl.  /JIex/ 3 JI1.1J11.2J12.1 J12.2

24 35 36

5.2 Ob6ecneueHune 0€30MaCHOCTH MEXKCETEBOIO B3aUMOAEHCTBHUA. Y JaJeHHEIE 10 JI1.1 J11.2J12.1 J12.2
CeTeBbIC aTakh. TEeXHOJIIOTHH MEXCETEBBIX 3KpaHOB. CHCTEMBI OOHAPYKEHHS 24 55 56
aTak W BTOp)KeHWH. BupTyansHbie uactabie cetu  /IIp/

Pa3znen 6. O0ecneuenne 6€30MaCHOCTH BeO-pecypcoB.
6.1 VYsa3Bumoctu BeO-pecypcoB. /Jlex/ 10 | JI1.1J11.2J12.1 J12.2
24 35 36

6.2 OOHapy)keHHe, SKCILTyaTalys 1 IpeIoTBpalleHne Beo-ysa3sumocteit (SQL 20 | JI1.1J11.2J12.1 J12.2
Injection: Types of SQL Injection, Different, DBMSs, Blind SQL Injection, 34 55 26
Cross-Site Scripting (XSS) Attacks, Cross-Site Request Forgery (CSRF)

Attack, Command Injection Attacks, File Injection Attacks, Session Injection
Attacks, Weak authentication and session management, Security
Misconfiguration, Insufficient Transport Layer Protection). /IIp/
6.3 Ob6ecneueHne 6e3onacHoctH BeG-pecypcos /Cp/ 52,8 [JI1.1J11.2J12.1 J12.2

0334 3536

6. POHJ1 OHEHOYHBIX CPEJICTB

6.1. ITepeyeHb BUIOB OLICHOYHBIX CPEICTB

[IpoBepka npakTHyecKoil padboTbl
TectupoBanue

6.2. TunoBbie KOHTPOJIbHBIE 32JaHHS M MHbIE MaTepHAJIbI JUISl TEKYLIeH aTTecTaluu

[Ipumep TeCTOBOTO 3aJaHUSL:
1. Kakoe cBoiicTBO komIioHeHTa (pecypca) AC 3aKkiroyaeTcsi B TOM, YTO OH JOCTYIICH TOJILKO TeM CyObeKTaM (I0JIb30BaTEIsIM,

nporpamMmmam, HpOHCCCﬁM), KOTOPBIM IIPEAOCTABJICHBI HA TO COOTBETCTBYIOIINC MTOJTHOMOYHS?

a KOH(UICHINATBHOCTD
b uenocTHocTh

C IOCTYIHOCTb

d HeoTKazyeMoCTh

€ IOJJOTYETHOCTh

f mocroBepHOCTB

g ayTeHTHYHOCTh
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2. Kaxoe cBolicTBo koMIOHEHTa (pecypca) AC mpearonaraer, 4To OH MOXET ObITh MOAU(DUIIMPOBAH TOJIBKO CYOBEKTOM, UMEIOIIUM
JUISL 9TOTO COOTBETCTBYIOIIHE MpaBa?

a I1eJIOCTHOCTh

b KOH(UIECHIIMATBHOCTh

C IOCTYIHOCTb

d HEOTKa3yeMOCTb

€ IOJOTYETHOCTD

f nocroBepHOCTH

g AyTeHTHYHOCTh

3. Kaxoe cBoiicTBO KoMIioHeHTa (pecypca) AC 03Ha4aeT, YTO UMEIOLINI COOTBETCTBYIOIUE MTOJTHOMOYHS CYOBEKT MOXKET 0e3 0COOBIX
po06JIeM MOIYyYHTh CBOEBPEMEHHBIH JOCTYI K HEOOX0AUMOMY KOMIIOHEHTY CHCTEMBI?

a JIOCTYIHOCTb

b KOoH(UIECHIIMATBHOCTh

C LIEJIOCTHOCTh

d HeoTKa3yeMocCTh

€ TIOAOTYETHOCTD

f mocroBepHOCTH

g ayTeHTUYHOCTD

B xoze 00yueHUs AUCIUILTHHE 00YYarOIINHACS JOJDKEH BBIIIOIHUTS HA00P Ta00paTOPHBIX/MIPAKTHYECKUX paboT.

1. H3ydeHue crieruaabHON TEPMUHOJIOTHH, UCTIONB3YyeMO#t B Kypce «HpopmanmonHas 6e3onacHOCTh». Co3aaHue TMIHOTO
TEPMUHOJIOTHYECKOTO CIOBAPSI.

2. Amnanu3 crocoOOB XpaHEeHHs Maposieci Ha caifTax. M3yueHre MeToI0B XpaHeHus napoJjeid. [Iorck moTeHInanibHO HeOe30macHbIX
caiiTos.

3. Be3omacHocTh HHGOpPMALMK B KOPHOPATHBHBIX HH(POPMAIIMOHHBIX CUCTEMaX. BHyTpeHHHE yrpo3bl.

4. 3axkoHOJATeNnbCTBO B chepe nHPOpMaIMOHHOM Oe30MacHOCTH. AHAIIN3 TIPEIECICHTOB.

5. CucTeMBbl aBTOpU3AlUH ONEPAIIMOHHBIX CHCTEM.

6. Usyuuts paboty mudposanHoi ¢aiinoBoii cucremsl EFS: ocobennocTr mudposanus, GaiinoB 1 nanok, npeHasHaueHue 1
paboTa areHra BOCCTaHOBJIEHHS, CIIOCOOBI XpaHeHHU s KIIIOUEBOI HH)OpMAaLUH.

7. Ob6Huapyxenue u dkcmtyaranus ys3sumoct SQL Injection: Types of SQL Injection, Different DBMSs, Blind SQL Injection
8. OO6Hnapyxenwue u skcruryaranus ysssumoctr Cross-Site Scripting (XSS) Attacks

9. O6HapyxeHue u dkcIutyaranus ys3sumoctu Cross-Site Request Forgery (CSRF) Attack

10. OGnapyxenue u skciutyaraius ys3sumoct Command Injection Attacks

11. OGnapyxenue u sxciutyaranus yszsumocti File Injection Attacks

12. OGHapyxeHHe U 3KCIUTyaTals ys3BumMocTh Session Injection Attacks

13. OGHapyxeHue U 9KCIUTyatanus ys3suMmoctd Weak authentication and session management

14. OGHapyxeHHe U SKCILTyaTalus ys3suMoctr Security Misconfiguration

15. OGHapyxeHue u skciuTyaranus yszsuMmoctd Insufficient Transport Layer Protection

6.3. TunoBbie KOHTPOJIbHBbIC BONIPOCHI U 3alaHUA JIsA l'lpOMe?l(yTO‘-lHOif'l aTreCTaluu

ITpumepHBIE BONPOCH! TECTOBOTO 3aJaHUsL:

UTo U3 epeurcIeHHOro He JO/DKHO OTPAKaThesl B OJIUTHKE HHPOPMALMOHHON 0€30MacCHOCTH NPEeaNPUATHS?
a. eIy 3aIUTHl HH)OPMaIHU

b. Kakue pecypchl OJIEKAT 3aIUTe

C. OT KaKuX yrpo3 3allUIIA0TCs PECYPChI

d. KTO HECET OTBETCTBEHHOCTB 3a 3aLUIIEHHOCTh PECYPCOB
€. CTOMMOCTb 3allIMIIAeMBIX PECYPCOB

f. cepa nelicTBUS TOMUTHKI

g. TopsI0K HHGOPMHUPOBaHUS 00 HHIIMACHTAX

h. kakue JTOKyMEHTBI JOMOJIHSIIOT MOJIUTUKY O€30MaCHOCTH
1. opraHu3alys B3auMOACHCTBUS 3allIUIIAEMBIX PECYPCOB
j. Huuero u3 mpeacTaBieHHOTO

Komruteke anmapaTHBIX WM IPOTPAMMHBIX CPEICTB, OCYLIECTBILIIOLINN KOHTPOIb M QHIBTPALIMIO HIPOXOIAIINX Yepe3 HETO CETEBBIX
[IAKETOB B COOTBETCTBUH C 3aJaHHBIMH NIPAaBUIIAMH, 3TO?

a. MeXKCETEBOM IKpaH

b. cucrema oOGHapyxeHHs aTaKk

C. aHTUBHPYCHOE CPENICTBO
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d. cpencTBa KOHTPOIIS JOCTYIIA U ayTeHTU(PHUKALIN

Kakue MexceTeBble SKpaHbl IPOBEPSIOT (AKT, UTO MaKeT sBiseTcs 1160 3anpocoM Ha TCP-coenunenue, nubo NpeacTaBsLeT JaHHbIE,
OTHOCSIINECS K YK€ YCTAaHOBICHHOMY COEIMHEHHUIO, TH00 OTHOCUTCS K BUPTYaTbHOMY COCIHHEHHIO MEKAY ABYMS TPAHCTIOPTHBIMH
YpOBHAMHU?

a. MeXKCeTeBbIe YKPaHbl YPOBHS COCANHEHHS

b. MexceTeBble 3KpaHbl IPUKIAJHOTO YPOBHS

C. MeXKCeTeBbIe YKPaHbl ¢ JHHAMUYECKON (QUIbTpanuel makeToB

d. MexceTeBble S3KpaHbl HHCIIEKIIUU COCTOSHUI

€. MeXKCeTeBbIe YKPaHbl YPOBHS spa

6.4. Kputepuu oueHuBaHus

IMpu cobeceroBaHUU BBIIEINSIOTCS KPUTEPUH, TT0 KOTOPBIM OLIEHUBAIOTCS 3HAHHS YIAIUXCSL.

OTMeTKa «OTIMYHO» CTABUTCS B TOM CIIy4ae, €CJIH 0 ABYM U3 TPEX KPUTEPHUEB OTBET OLIEHUBACTCS «OTIUYHO» U 110 OJHOMY — Ha
«XOPOIIOY.

OTMETKa «XOPOIIO)» — €CIU 10 ABYM KPUTEPHSIM — HE HIDKE «XOPOILO» U IO OJJHOMY «YIOBJIETBOPUTEIBHO.
OTMeTKa «yIOBJIETBOPUTEILHO» — €CIIU TI0 IBYM KPUTEPUSIM HE HIDKE «YIOBIETBOPUTEIBHOY» U 110 OJTHOMY —
«HEYIOBIETBOPHUTEIHLHOY.

OTMeTKa «HEYJJOBIETBOPUTEIBHOY» — €CIIH 110 JBYM U 00JIee KPUTEPUSIM «HEYIOBIECTBOPUTEILHOY.
Kpurepun:

BrnaneHue NOHATHHHBIM anmnapaToM

Brnanenue GpakTHUeCKHM MaTEpPHAIOM 10 TeMe

JlornuHOCTH M3JI0KEHUs MaTepHaa.

Kaxayro mpakTudeckyio paboTy MOXKHO 3a4€CTh, ECIHU:

1 - O6yuaromuiicst: cBOOOTHO OPHEHTHPYETCS B TEPMHUHOJIOTHH; CIIOCOOEH IPUBECTH NPUMEPHI; CBOOOIHO MOYKET OTBETHTh Ha
JIONOJTHUTEIIbHbIE BOIPOCHL.

2-15 - O0yyaromuiics: CBOOOJHO OPHEHTHPYETCS B MaTepHalle TEMAaTHKH; BIaJleeT HaBBIKaMH HACTPOHKH O€30MacCHOCTH; MOXKET
aHATM3UPOBATH MH()OPMAIIMIO U TIPHHUMATh PELICHHUS; CBOOOIHO MOXKET OTBETHTh Ha JOMOJIHUTEIBHBIE BOIIPOCHL.

OneHka Tecra:

Ha6pannasi cymma 6aJu1oB - OL[eHKa
Menee 60 - HEYAOBIETBOPUTEILHO;
60-75 - yIOBIETBOPUTEIIHHO;

76-90 - xoporo;

91-100 - oTyin4HO.

Hrorosas omnenka 3a 7 cemecTp GopMUpyeTcs CIeTyIomuM 00pa3oM:
Kaxnas npaxktuueckas pabora ¢ 1 mo 6 ouenuBaercs B 8 6ayuia HTOroBoi onieHKU. VITOroBeIi TecT Aaet 52 Gajia UTOrOBOH OILICHKH.
Maxkcumym MoxHO HabpaTh 100 GayutoB 3a cemecTp.

Hrorosas onenka 3a § cemecTp GopMHUpyeTCs CIeAYIOMIM 00pa3oM:
Kaxnas npaktuueckas pabota ¢ 7 mo 15oueHuBaercst B 6 6aia UTOroBoi oueHku. MIToroseit Tect naet 46 6anaoB UTOrOBOH OLIEHKH.
Makcumym MoxHO HabpaTh 100 GayutoB 3a cemecTp.

Urorosas orieHka KOHBEPTUPYETCS B 5 OAIbHYIO CUCTEMY:

Habpannas cymma 6aioB - orieHKa
Menee 60 — HEYZOBIETBOPUTEILHO;
60-75 — ynoBIETBOPUTENEHO (3a4€T);
76-89 — xoporo (3auer);

90-100 — oTyiuuHO (3auer).

Tpe60BaHI/I$I (KpI/ITepI/IaJ'H)HI)IC HOKaBaTeJ’II/I) K YPOBHSIM OCBOCHUS TPOIpaMMbl JUCHUIIIIMHBI BO BTOPOM CEMECTPEC N3YyUCHUS
JUCIUITITHHBI

«OtiuaHOY (5) — CTYIEHT TIyOOKO U TIOJIHO BJIaJICET COACpKaHHEeM Y4eOHOro MaTepuala; yMEeT CBSI3bIBaTh TEOPHIO C
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MIPAKTUKOM, pelIaeT MUKPOIKOHOMUYECKHUE 3a]1auH, TEOPETUYECKUE BBIBOIbI IIOATBEPKAACT IpUMEpaMH, (aKkTaMu, TaHHBIMU
Hay4HBIX MCCIIEJJOBAaHUM; OCYIIECTBISIET MEKIIPEAMETHbIE CBA3H, NPEI0KeHHs. JlenaeT BbIBObI IOTHYHO, YeTKO. SICHO U KpaTKo
M3JIaraeT OTBETHI Ha IIOCTABJICHHBIE BOIIPOCHI; YMeET 00OOCHOBBIBATH CBOM CYXKACHUS U NPO(PECCHOHAIBHO- INYHOCTHYIO TIO3UIIHIO T10
n3naraeMomy Bompocy. OTBET HOCUT CaMOCTOSATEbHbIHN XapakTep.

«Xoporoy (4) — OTBET CTYIEHTa COOTBETCTBYET YKAa3aHHBIM BBIIIE KPUTEPHS, HO COIEPKAHIE OTBETa UMEET OTAENbHbIE HETOUHOCTH
(HecyuiecTBEHHbIE OIIMOKN) B U3JI0KEHUH TEOPETUYECKOTO U MPAKTHYECKOTO MaTepualia, OTIIMYAeTCsl MEHbILEH 00CTOATENFHOCTBIO,
IITyOnHOM, 000CHOBAaHHOCTBIO U TTOJHOTOM; IOMYIIEHHBIE OIMINOKN HCIPABISIOTCS CTYASHTOM TIOCTIE JOTIOJHUTETIBHBIX BOIIPOCOB
JK3aMeHaTopa.

«Y IOBJIETBOPUTEIHHOY (3) — CTYJICHT OOHAPYKUBAET 3HAHUE U IOHUMaHHE OCHOBHBIX TOJIOXKEHHH y4eOHOro MaTepHraia, Ho u3jaraer
€ro HEIoJIHO, HeMOCIIeN0BATEIbHO, IOMyCKaeT HETOYHOCTH H CYIIECTBEHHBIE OLIHOKH B OIpENIeNICHUH MOHITHI, (OPMYIUPOBKE
TMIOJIOXKECHUH, HE MPUBJICKACT JJIsl apryMEHTAIUK OTBETa OCHOBHBIC ITOJIOKEHHS UCCIIEI0BATENBCKUX, KOHIENTYaIbHBIX U
HOPMATHBHBIX JOKYMEHTOB, HE yMeeT 000CHOBATh CBOHU CYXJICHHUS; HAaOII0gaeTCsl HapyIIeHHe JIOTUKH U3IoKeHusI. OTBET OTImYaeTcs
HU3KUM YPOBHEM CaMOCTOSTEIBHOCTH, HE COJIEPIKUT COOCTBEHHOH MPO(ECCHOHANBHO- TUYHOCTHOH MO3HIUH.

«HeynoBneTBopuTensHO» (2) — CTYyIEHT UMEET pa3po3HEHHbIE, OECCUCTEMHBIC 3HAHUS: HE YMEET BBLICIATH IJIaBHOE U
BTOPOCTETIEHHOE; IOMYCKaeT OIIHOKH B OTIPEeIeHIH IIOHATHI, (HOPMYIHPOBKE TEOPETUIECKHUX MOIOKEHHUH, NCKaXKAeT X CMBICIT; HE
OpPUEHTUPYETCS] B HOPMATUBHO-KOHIIENTYAJIbHBIX, IPOTPaMMHO-METOJHUECKHX, UCCIIEI0BATEIBCKUX MaTepHaliax, OeCIops104HO U
HEYBEPEHHO H3JIaraeT MaTepuall; He yMeeT COEMHATh TEOPETUYECKUE ITOJIOKEHHUS C IIPAKTUKOM; HE yMeeT IPUMEHSITh 3HAHUS JUIs
000CHOBaHUS U 00BICHEHHS (PAKTOB, HE YCTAHABIMBAET MEXKIIPEIMETHBIC CBSI3H.

7. YHEBHO-METO/JMYECKOE 1 THO®OPMAIIMOHHOE OBECIIEYEHWE JTUCHUIIJIMHBI (MOAY JIS)

7.1. Pexomenayemasi 1uTepaTtypa

7.1.1. OcHoBHasi TUTEPaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue WznarensctBo, ron| Pecypce
JI1.1 |Illanerun B.®. KomrmiekcHas 3amuTa HHGOPMAIMU B KOPIOPATUBHBIX CUCTEMAaX: Mocksa : 9BC
yuebHoe mocobue Usnarensckuii
(https://znanium.com/catalog/document?id=389857) Jlom "®OPYM",
2022
JI1.2 |Xopes II. B. ITporpamMHo-anmapaTHas 3amurta nHopmarmu: yaedHnoe nocooue |Mocksa : OO0 9BC
(https://znanium.com/catalog/document?id=397282) "Hayuno-
H3IaTEeNbCKUN
nentp MHOPA-
M", 2022
7.1.2. lonoHUTEIbHAS TUTEPaTypa
ABTODBI, COCTABHTEITH 3arnaBue W3patenscTBO, Tox| Pecypc
JI2.1 |Tonmukos A. M. Koauposanue u mu¢ppoBanue napopmannu B cucremax ca3u. Yacts[Mocksa : TYCVYP, 3BC
2. ludpposanue: yuebHOE MOCOOHE I CICLMAIUTETA: 2016

210601.65paaroseKTpOHHBIE CUCTEMbI U KOMIUIEKCHI. KypC JIEKIUH,
KOMIBIOTEPHBIH TPAKTHKYM, 3aJaHHe Ha CAMOCTOSITEIBHYIO

paboty
(https://e.lanbook.com/book/110225)

JI2.2 |T'onukoB A. M. Konuposanue n mm¢pposanue nHpopMauu B cucremax cBssu. Yacts|Mocksa : TYCVYP, OBC
1. Koguposanwe.: yuebHOe mocobue aiisl CrienuaanTeTeTa: 2016

210601.65 paauo371eKTPOHHBIE CHCTEMBI M KOMIUIEKCHI. KypC JIEKIUH,
KOMITBIOTEPBIH MPAaKTUKYM, 3a/laHHE Ha CAaMOCTOSTENbHYIO paboTy.
(https://e.lanbook.com/book/110240)

7.2. Ilepeuenn pecypcoB HHGOPMALMOHHO-TeJIEKOMMYHHKAIMOHHOM ceTH ""UHTepHeT"

O1 |Hayunas snexrponHas 6u6auoreka eLIBRARY .RUy - pazaen "XKypHaibl oTKpbITOro goctyna"
(https://elibrary.ru/projects/subscription/rus_titles_free.asp)

32 |ExuHoe OKHO J0CTyIa K 00pa3oBaTebHBIM pecypcaMm - (enepanbHas HHPOPMAIIMOHHAS CHCTEMA OTKPBITOTO OCTYIIA K
MHTETPaIbHOMY KaTaJlory 00pa30BaTeIbHBIX HHTEPHET-PECYPCOB U K AIEKTPOHHOH OMOIHOTEKE yIeOHO- METOJMIESCKUX
MaTeprasoB Ui BCEX YPOBHEH 00pa3oBaHus: IOMIKOIBHOE, 001Iee, cpeaHee mpodheccHoHaabHOE, BhICIIIEE,
noronHutensHoe. http://window.edu.ru

© ®I'BOY BO «Henl'V»




MHMNHOBPHAYKU POCCUN
\,} DenepanbHOE rocyJapCcTBEHHOE OI0DKETHOE 00pa3oBaTeIbHOe
@ YUpEXIECHHUE BBICIIETO 00pa3oBaHUs

«Hensabunckuii rocynapcrseHHbiil yausepeurer» (PI'bOY BO «Henl'Vy»)

Pabouas nporpamma aucuuminasl "3ammra nHGopManuu' Mo HapaBJICHUIO NOATOTOBKH (crenuanbHocTH) 09.03.04
"[IporpamMmHuas nmxeHepusa" HanpasieHHOCTH (Tpodmto) PaspadoTka nporpamMmmuo-uHbpOpMannoHHEIX cucteM OTBOY ctp. 10
BO «Henl'V»

93 HeKTOpI/IYM - HpOCBeTI/ITeHLCKI/IfI IMPOCKT: MAaCCOBBIC OTKPLITHIC OHHafIH-KprLI, OTKpLITBIﬁ BHUJICOAPXUB J'IeKI_II/Iﬁ BY30B Poccun
https://www.lektorium.tv

94  |Jlanb [OneKTpoHHBIH pecypc] : aeKTpoHHO-0ubauoTeuHas cucreMa (ObC) / u3narenscrso Jlans http://e.lanbook.com

35 [IOpaiiT [DnekTpoHHbI pecypc] : anekTpoHHO-0uOmoreunas cucteMa (ObC) / m3natensctBo FOpaiit.  https://urait.ru/

96 |Znanium.com [DnexTpoHHBIN pecypc] : AneKTpoHHO-OubdaroTeyHas cucrema (ObC) / Hayu. snekTpoH. 6-ka
http://znanium.com/

7.3 llepeuensb HHPpOPMALMOHHBIX TEXHOJIOTUI

7.3.1 IIporpammHoOe oGecneyeHue

MS Office365

LMS Moodle

Python

1O Kaspersky

7.3.2 IIpodeccnonaibubie 62361 JAHHBIX U HHGOPMALHOHHO-CIPABOYHbIE CHCTEMbI

1. Hayunas snexkrponnas 6ubnmorexka eLIBRARY.RU (https://elibrary.ru/defaultx.asp?) eLIBRARY.RU : HayuHas 31eKTpOHHAs
6ubnmoTeka : caift. — Mocksa, 2000 — . — URL: https://elibrary.ru. — Pexxum mgoctyma: [uis 3apeructpup. noiab3opateneii. — Texer :
SJIIEKTPOHHBIH.

2. HaumonanbHas snexrponHas 6ubnuorexa (HOB) (https://rusneb.ru/) Haunonanshas snekrponHas 6ubnanorexa (HOB) :
00BeTMHEHHBIHN 3JICKTPOHHBII KaTanor GOHI0B poccuiickux 6ubmmnoTexk : cait. — URL: http://H36.pd. — Pexxum noctyna: u3
YUTAIbHBIX 3a510B OuOIoTeku Yenl'V. — TeKCT : 3IeKTPOHHBII.

3. Ilpesunentckas 6ubnuoreka (https://www.prlib.ru/) [Ipesunentckas 6ubimoTexa : >1EKTPOHHAs HALMOHANbHAS OHOIHOTEKA : CallT
/ ®I'BY Ilpesunéntckas 6udnmoréka nmern b. H. Enpiina. — CankrllerepOypr, 2009 — . — URL: https://www.prlib.ru/. — Texer :
3JIEKTPOHHBIN.

4. CnpaBouHo-npaBoBas cucreMa «KoncynprantIlmocy (http://www.consultant.ru/) KoncynsrantIlinoc : cnpaBouHO- paBoBast
cucTeMa : 6a3a maHHBIX / PernmoHansHBIH eHTp MpaBoBoit nHbpopMannn Mudopmnpaso. — Mocksa, 1992 — . — Pexxum nocryma: n3
YUTAIBHBIX 3a70B ONOIHMOTEKH. — TEKCT : 3JICKTPOHHBIH.

8. MATEPHAJ/IbHO-TEXHUYECKOE OBECIIEYEHHME JUCITUIIJIMHBI (MOY JIs)

Jlns peanuzanyy JUCHUIUIAHBL UCTIONB3YIOTCS yueOHBIE ayJUTOPHUU JUIS IPOBEJCHUS 3aHIATUIH JIEKIIMOHHOTO TUIIA, 3aHATUI
CEMUHAPCKOro THUIA, TPYNIOBBIX U HHAUBUIYAIbHbBIX KOHCYIbTAlUH, TEKYILETO KOHTPOJIL U IPOMEKYTOUHOM aTTECTAUU, a TAKKe
MOMEIIECHUS ISl CAMOCTOSATENbHON paboThl. YueOHbIe ayANTOPUH YKOMIUIEKTOBAHbI CIIEIMAIN3UPOBAHHON MeOENbIo U
TEeXHUYECKAMH CPEJICTBAMH OOyUYEHHs: JOCKA, MAPTHI, MyJIbTUMEANHHOE U aynnoodopyaoBanue. Jlis mpoBeIeHNs 3aHATHH
JIEKLIMOHHOTO TUIIa IIpeJiIaraloTcss Habophl IEMOHCTPALIMOHHOTO 000PYI0BaHUS U y4eOHO- HAaTJISIIHBIX TOCOOMH: udpoBLIe
00pa3oBaTeNbHEIE PECYPCHI, a TAKXKE UCTIONB3YeTCs MEPEHOCHOE U / MIH CTAI[HOHAPHOE MYJIbTHMeInitHOe 000pynoBaHHe (IKpaH,
HOYTOYK, IPOEKTOP, KOJIOHKH). JI7s1 CeMUHAPCKUX 3aHATHH HCIIOIb3YIOTCS ayAUTOPUU OCHAIICHHBIE OOBIYHOM TOCKOM, TapTaMHu,
[EPEHOCHBIM MYJIbTHMEAUMHBIM U ay1H0000pyI0BaHUEM (B Cilydae HeoOXoaumocTh). Ilomemienys 11 caMOCTOSTENbHOM paboTh
00y4JaroIUXCs OCHAIIEHB! KOMITBIOTEPHON TEXHUKON ¢ MOAKIIOUEeHHEM K ceTd "HMHTepHeT" 1 o0ecriedeHreM JOCTya B 3JIEKTPOHHYIO
MH(POPMAIOHHO-00pa30BaTENbHYIO CPEly YHUBEPCHTETA.

9. METOANYECKHUE YKA3AHUA AJI1 OBYYAIOIIUXCS IO OCBOEHHIO JUCHUIIJIMHBI (MOLY JIsS)

YcneniHoe nzyueHue Kypca Tpedyer oT 00y4aronuxcst MOCEHICHU JEKIUN, aKTHBHOW paOOThl HA CEMUHApaX, BBIMIOJIHEHHS BCEX
y4eOHBIX 3a/laHHH NperojaBarTess, O3HaKOMJICHUS ¢ 0a30BbIMU y4eOHUKaMU, OCHOBHOM M JOIOJHUTEIBHOMN JTUTEpaTypoi. 3arnuch
JICKIIMK — OJTHA U3 ()OPM aKTUBHOW pabOTHI CTYJCHTOB, TPEOYOIIas HABBIKOB M YMEHUS KPaTKO, CXeMaTHYHO, ITOCIIEI0BATENBHO U
JIOTUYHO (PHKCUPOBATH OCHOBHBIE TIOJIOKEHUSI, BRIBOABI, 0000mIeHus, popmymupoBku. [Tocnemyrommas pabota Hall TEKCTOM JISKIIUA
BOCKpEIIAET B AMSITH €€ COJICPKaHHUE, MTO3BOJISICT pa3BUBATh 5KOHOMHUYECKOE MBIIIUICHHE. B KOHIIE JIEKIIMU NPENoaBaTelb OCTABISET
BpeMs (5 MUHYT) JUI TOTO, YTOOBI CTYAEHTH! UIMEJIH BO3MOXKHOCTD 33/1aTh YTOUHSIOIIIE BOIIPOCH 10 H3y4aeMOMY MaTepHay.
OCHOBHBIM METOZIOM 00YUYEHUS ABJISIETCS CaMOCTOSTENIbHAsl pab0Ta CTYAEGHTOB C y4eOHO-METOANIECKMMHU MaTepHallaMy, HayqHOH
nteparypoil. IIpu n3ydeHnn ANCUUILIMHEI HEOOXOUMO U3YYHTh BOIIPOCKHL, KOTOPHIE MPENOAaBaTeNb BHIHEC HA CAMOCTOSTEIEHOE
H3y4YeHHeE, OBITH TOTOBBIM K 00CYXIEHHIO STHX BONPOCOB. JJUCKyCcCHs — KOJUIEKTUBHAs! ()OpMa YCTHOTO MPECTaBICHU HHPOPMAIHH.
OOBIYHO AMCKYCCHIO TOTOBUT OJVH MJIM HECKOJIBKO YETIOBEK, IIPEICTABISIONINX OCHOBHBIC BOIIPOCH! TEMbI M TOYKH 3PEHHSI.
OcTasnbHble YYaCTHUKHU JTUCKYCCHH BBICKA3bIBAIOT CBOM MHEHUS U CYXJIEHHA. J[MCKyCCHIO OpraHnu3yeT BeAyIuii (Jare
[IPEToiaBaTellb) B 003aHHOCTh KOTOPOT'O BXOAUT MPEIOCTAaBICHHUE CIIOBA Pa3HBIM YUIAaCTHHKAM, CACPKUBAHUE YMOLIMOHAIBHBIX
peaxuuii y4acTHUKOB M ITOJIBEIEHUE UTOTOB 00CYKICHUSI.

K npomesxyTouHO# aTTecTany He0OX0AUMO TOTOBUTHCS LIEJICHAPABICHHO, PETYIISPHO, CHCTEMATHYECKU U C TIEPBBIX THEH
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o0yudeHus 1o ganHoi nucnumuiuge. [locne 3Toro y 06y4aromerocs: JOJKHO c(OPMHUPOBATHCS YETKOE NpeicTaBlIeHue 00 00beMe U
XapakTepe 3HAHWI U yMEHHUH, KOTOPBIMH Hamo OyJeT OBIaAeTh 1o AuciuIuIiHe. CHCTeMaTHIecKoe BEIIONHEHHE yueOHOH paboTs! Ha
JIEKLUSAX U CEMUHAPCKUX 3aHATHUAX O3BOJIUT YCIEIIHO OCBOUTh JUCLUILUIAHY.

B ciyuae mpuMeHeHns npu 00y4eHHN JUCHUILIMHEI YJIEKTPOHHOTO 00yUeHHUsI, TUCTaHIMOHHBIX 00pa30BaTeIbHBIX TEXHOTOTHI
o01eHre 00yJaroIuXCsl U MIPENoiaBaTeNs OCYIIECTBIAETCS B PEXUME PEalbHOIO BpeMeH! (OHJIaiH-IeKuu (BeOUHaph), 4aThl,
BUJI€0-KOH(EPEHIIUY U JP.) UM OTJIOKEHHOTO BpeMEHH (cUcTeMa JUCTaHIIMOHHOro 00y4yenust Moodle, hopyMsl, 3J1eKTpOHHAs 110YTa
U J1p.).

Bomnbliryto yacTh BpeMeHU 00ydarouecs CaMOCTOSTENIbHO paboTatoT ¢ yueOHO-METOJUYECKUMU MaTepranaMy. CTyJeHTbl UIMEIOT
BO3MOKHOCTh KOHCYIBTHPOBATHCS C IIPETOJaBaTeNIeM II0 BCEM BOIPOCAM, BO3HUKAIOIMIUM B X0JI€ CAMOCTOSATEIFHON paboThI
HOCPEICTBOM BJIEKTPOHHOMU MOYTHI, COLIMANILHBIX CETel U T.II.

Joctyn o0y4arorierocs K yueOHbIM pecypcaM B peKUMe OTIIOKEHHOTO BPEMEHH, CAMOCTOSITEIbHOW PaboThI OCYIIECTBIISCTCS Yepe3
ceTb MIHTepHeT B yIOOHOM /ISl HETO MECTE, BpEMEHU U TEMIIE.

Ipu 06y4eHnn U1 ¢ OTPAaHMYEHHBIME BO3MOKHOCTSIMH 3IOPOBBS 3IEKTPOHHOE 00YUeHNE, IUCTAaHI[HOHHBIE 00pa3oBaTeIbHBIC
TEXHOJIOTHH NIPeJyCMaTPUBAIOT BO3MOXKHOCTD IIpHeMa-fiepeaul HH(HOPMAIMK B JOCTYIHBIX I HUX (opMax.

Peanu3anus TUCIUILTHHBI ¢ TPUMEHEHHEM 3IeKTPOHHOTO 00ydYeHHs, IUCTaHIIMOHHBIX 00pa30BaTeNbHEIX TeXHONIOTHI (Hanee — D0,
J1OT) ocymectBiseTcs Ha ocHOBaHUU «[lo0XKeHUS 0 peanu3aluy OCHOBHBIX U JIONOJHUTEIBHBIX 00pa30BaTeNbHbIX IIPOrPaMM ¢
HIpPHMEHEHHEM JIIEKTPOHHOTO 00yUeHHS U JUCTAHI[OHHBIX 00pa30BaTeNbHBIX TEXHOIOTHI B (hefepaTbHOM roCyIapCTBEHHOM
010/DKETHOM 00pa30BaTEILHOM YUPEXICHUH BhICIIEr0 00pa3oBaHus «HesIO0MHCKUM TocyJapCTBEHHBIN YHUBEPCUTETY, «IlosoxKeHus
0 TOpsIKE 3a4eTa 00YJaOIIIMHUCS IT0 OCHOBHEIM NTPO(ECCHOHATBHBIM 00pa30BaTeIbHBIM IIPOTPaMMaM BBICIIIET0 00pa30BaHHUS B
OI'BOY BO «Yenl'Y» pe3yabTaToB OCBOCHUS B OPraHU3aLUX, OCYLIECTBILIIONINX 00pa30BaTeIbHYIO IESITeIbHOCTh, YUeOHbBIX
IpeIMEeTOB, KypCOB, JTUCIHIUINH (MOIYNeH), MPAaKTHK, JOMOTHATEIFHBIX 00pa30BaTeIbHBIX IPOIPaMM» OCPEICTBOM INIEKTPOHHON
uHpopmarronHo-o6paszoBarensHoi cpeasl PI'BOY BO «Henl V». B uckitountenbHbIx ciiydasx (Gopc-Makop U T.11.) IpU
peanu3zaiuu 00pa3oBaTeNibHOMN AeaTenbHOCTH ¢ puMeHeHrneM D0, JIOT MoryT npuMeHsATh KOMIIOHEHTBI, HE BXO/IAIINE B IEPEYCHb
JIEKTPOHHON MH(POPMAIIMOHHO- 00pa30BaTEIbHON Cpebl.

10. CHEIIMAJIBHBIE YCJIOBUA OCBOEHUA JUCHUIIIMHBI OBYYAIONIUMHUCH C HHBAJIMJHOCTBIO 1
OI'PAHUYEHHBIMHA BO3MOXHOCTSIMHU 31I0POBbSA

OcBoeHNe IMCIMIUIMHBI MHBAIMIAMHU U JIMIIAMU C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3/10POBbsI OCYIIECTBIIAETCS C UCTIOJIb30BAaHUEM
CHELHATbHBIX TEXHUYECKUX CPEJCTB U IoJI0 HHPOPMALMOHHBIX TeXHOIOTHH, IPEeOCTaBIAeMbIX PecypcHbIM yueOHO-METOJUIECKUM
LEHTPOM 10 00yYIEHHIO HHBATMIOB U JIHI] C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 310poBbs Yenl'Y 1o 3ampocy o0ydaromerocs.

1. Mo6unbHble crienyaibHble TEXHUYECKUE CPEeJCTBA AJIs JIUIL ¢ HAPYLISHUSIMU 3PEHHSL: TIOPTATUBHBII KOMIIBIOTEP C BBOJJOM/BBIBOIOM
uipudTom Bpaiins ¢ cuarezatopom peun «ElBraile-W14J G2»; HOyTOyKH ¢ iporpaMMHO#i skpanHOro goctyna NVDA; a5ieKTpoHHbIC
YBEIUYUTENH I YAAJIEHHOTO IPOCMOTPA; BUICOYBEINUUTENHN IOPTATUBHBIE; TUdIIOILIEED; U(POBBIC TUKTO(OHBL.

2. MoOuibHBIE ClielHANbHBIE TEXHHYECKUE CPENCTBA IUIS JIMI C HAPYIICHUSMH CIIyXa: CHCTeMa CBOOOJHOTO 3BYKOBOTO IOJSI CO
BCTPOEHHOH COBMeCTUMOCThI0 ¢ FM-ycTpoiictBamu; paguoxiaccsl «ConeT-PCM» ¢ mepenaTdukoM, 3aylIHBIM HHIYKTOPOM H
MHIYKIUOHHON TMeTiel; cucreMa MHGOPMalMOHHAs Ui ciaabochbluanux nepeHocHas «Mcrok» A2 co BCTPOCHHBIM ILIEEPOM —
3BYKOBBIM HH(OPMATOPOM; JOKYMEHT-KaMepa; IporpaMMHpYyEMbIe CIIyXOBBIE arapaThl HHAUBHYalbHOTO MOJIb30BAHHS.

3. AccuctuBHbIC MH(GOPMALMOHHBIE TEXHOJIOTMHU: MPOTrpaMMHOE OOEeCIeYeHHEe SKPaHHOro JI0cTyma ¢ cuHTe3oM peud NVDA;
IIPOTPaMMBbI SKPaHHOT'O YBEJIMYEHHS; IPOrpaMMbl PEUEBOI0 CHHTE3a [ KOMIIBIOTEPOB U HOYTOYKOB; IIPOrpPaMMbI pEUEBOTO CHHTE3a
JUIst MOOMJTBHBIX YCTPONCTB; KpaHHas KIAaBUATYypa; SKpaHHAs JIyma.

[Ipu HeoOxomumocTH Juis OOydarOIIMXCS C HapyIIEHHSIMU 3pEHHMsS Ha pPadO4YMX MecTax [yl INPOBEAEHUS NPaKTHYECKHX WU
1a00paTOPHBIX 3aHATHI YCTaHABIMBAETCS CIEHUAIBLHOE MPOrpaMMHOE obecriedeHue (mporpamma pedeBoit HaBuramuu NVDA,
peueBbIe CUHTE3aTOPbI, SKPAHHbIE JIYIIBI).

B yueOHple aymuropum obecrednBaeTcsi OECIPENSTCTBEHHBIM MOCTYH Ui OOy4arolMXcs HHBAIMIOB M 00ydaromuxcs ¢
OTpPaHUYEHHBIMH BO3MOXXHOCTSMH 3/10pOBbs. B kaxnod ayautopuu, rae oOy4yaroTcs WHBAJIMIBl M JIMIA C OrPAaHUYCHHBIMU
BO3MO>KHOCTSIMH 3/10POBBSI, IPEIyCMaTPUBAETCS COOTBETCTBYIOIIEE KOJMUYECTBO MECT Ul OOYYAIOIIUXCS C y4eTOM HapyIIeHUH HX
30POBbS.

Jlng ocBOGHMs NUCUUIUIMHBI MHBAaIMJaM M JIMLIAM C OrPaHMYEHHBIMH BO3MOXKHOCTSIMHM 370pPOBbsl NPENOCTaBIIAETCS JOCTYI K
MeYaTHBIM UCTOYHUKAM, UMEIOLIMMCS B HaydHOH Oubimorexe YenlY, ¢ mOMOIIbIO ClIEIIMANIBHBIX TEXHUUECKUX CPENICTB; JOCTYII K
9JICKTPOHHBIM HCTOYHUKAM, IPEACTABICHHBIM B (popMe SIEKTPOHHOTO JOKyMeHTa B (oHae HaydHOH OmbOmmorexu Yenl'VY wnmm
3JIEKTPOHHO-OUOIMOTEUHBIX CUCTEMAX, C IOMOLIbIO CHELUAIbHBIX TEXHUYECKUX U NPOrPaMMHBIX CPEACTB (pabouee MecCTo Uil
HE3pSYero TMOJb30BaTeNsl C MPOTPaMMHBIM OOECIIEYCHHEM SKPAaHHOTO JocTyma ¢ cuHTe3oM peun NVDA, pabouee mecto ¢
KOMIIBIOTEPHBIM POJLIEPOM U Ki1aBuaTypoil Clevy ¢ 60bIIUMU KHOIKAMU U € pa3AeIsiollell KIaBUIIM HAKIAIKOR).
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V4eOHO-METOJUIECKHEe MaTePHANBI UL 00yJaIONUXCsl U3 YHCIIa MHBAIUIOB U JINIl C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMH 3/J0POBBS
MIPEIOCTABISIIOTCS B hOpMax, aIalTHUPOBAHHBIX K OTPAHUYSHUSM UX 37I0POBbS M BOCTIPHATHS HH)OPMAIHUN:

JUst UL ¢ HapyIICHUSIMHU 3PEHHUS:

- B IIeYaTHOM (hopMe YBEITHUCHHBIM HIPUPTOM,

- B (popMe 3IIEKTPOHHOTO IOKYMEHTa,

- B popme ayauodaiina,

- B meuaTHO# hopme mpudTom Bpaiins.

JIist UL ¢ HApYIICHUSIMH CITyXa:

- B IeyaTHo# (opme,

- B (popMe 3IIEKTPOHHOTO JJOKYMEHTA.

Jnist man ¢ HapyIIeHNUsIMHA OIIOPHO-/IBUTaTENBEHOTO anmapaTa:

- B IIeYaTHOM (opme,

- B popMe IIEeKTPOHHOTO TOKYMEHTa,

- B opme ayauodaiina.

JlaHHBIA IepeYeHb MOXKET OBITh KOHKPETH3HPOBAH B 3aBUCHMOCTH OT KOHTHHI'€HTa 00YUJarOIIHXCsI.

JIJ1 MHBATIMIIOB U JIUL C OTPaHUYEHHBIMU BO3MOKHOCTSIMH 3710POBbSl OCBOCHUE AUCHUIIMHBI MOXKET ObITh YACTUYHO WU HOJHOCTBIO
OCYILIECTBIICHO C UCIIOJIb30BAHNEM TUCTAHIIMOHHBIX 00pa3oBaTenbHbIX TexHonoruii (Moodle, Adobe Connect Pro u mp.).

B OCBOCHMM AMCLVIUIMHBI HHBATHIAMH W JIMIAMU C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMH 3JI0POBBSI HCIIOJIB3YETCs MHANBHIyalIbHAS
pabora. Ilon wHAMBHAYalBHOH paboToi moxpasymeBaeTcs ABe (OpPMBI B3aUMOICHCTBHS C MperojaBaTelieM: HHAWBHUIyalbHAas
ydueOHast paboTa (KOHCYIbTallMU), T.€. JOMIOIHUTENBHOE PAa3bsCHEHUE ydeOHOro MaTepHuana U yriyOleHHOe H3ydeHUe MaTepHuaia C
TeMH OOYyJalOIMIMMHCS, KOTOpbIE B 3TOM 3aWHTEPECOBAHBl, W WHIWBHIyallbHas BOCIHTATeNbHas pabora. MHAWBHIyaIbHEIE
KOHCYJIbTallUM HalIpaBJICHbI HA HHIUBUAYAIH3ALII0 OOYUSHUS U YCTAHOBJIEHHIO BOCIIUTATEIbHOIO KOHTAKTa MEXK/1y TIPEIojaBaTeeM
1 00yJaromuMCcs HHBAIUIOM FITH O0YJAIOIIMMCS ¢ OTPaHNYEHHBIMHA BO3MOXKHOCTSIMH 3/I0POBBSL.

ITpu npoBeieHNH IPOLEAYPHI OLIEHUBAHUSA PE3YIbTaTOB 00YUEHHS MHBATNUIOB U JIUL C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 370POBbS 110
JCIUIUIMHE O00ECIeYNBACTCSl BBHIMOJHEHHE CIEAYIOIIMX IOMONHHUTENBHBIX TPEeOOBaHMH B 3aBHCHMOCTH OT WHAMBHIYAIBHBIX
0COOCHHOCTEH, 00yUarouXCs:

a) MHCTPYKIHMS 10 TOPSIKY TPOBENSHUS MPOLENypbl OLEHUBAHUS MPEJOCTABISIETCS B JOCTYIMHON (opMe (YCTHO, B MHUCEMEHHOMN
¢dopme, B nucbMeHHOH (opme mpupTom Bpailiis, ycTHO ¢ UCIOIB30BaHUEM YCIYT CYpAONEPEBOIUNKA);

0) moctymHas (opMa NpeIoCTaBICHUS 3aJaHUi OIEHOYHBIX CPeACTB (B Me4yaTHOH (opMe, B IeYaTHOW (GopMme yBEIMYSHHBIM
mpudToM, B neyatHoil popme mpudTom bpaiins, B hopMe 21eKTPOHHOTO TOKYMEHTA, 3a1aHUs 3a4UTHIBAIOTCS] aCCUCTCHTOM, 3a1aHUs
MPEIOCTABIISIIOTCS C HCIIOJIB30BaHUEM CYpIIONIEPEBOIA);

B) A0oCTynHas (opMa NpeaocTaBiIeHUs] OTBETOB Ha 3ajJaHus (IMMChbMEHHO Ha Oymare, HaOOp OTBETOB Ha KOMIIBIOTEPE, MHCbMEHHO
mpudTom Bpaiiis, ¢ HCHOoNB30BaHIEM YCIYT aCCUCTEHTa, YCTHO).

Ipu mpoBeeHUH NPOLEAYPHI OLICHUBAHUS PE3YJIbTATOB OOYYCHHUSI MHBAIUIOB U JIUI C OTPAHMYCHHBIMU BO3MOXKHOCTSIMH 3/{0POBbS
IpeTyCMaTpUBAETCs HCIONb30BaHIE TEXHUUECKUX CPEICTB, HEOOXOJUMBIX M B CBSI3M C HX HHAWBUIYATbHBIMA OCOOSHHOCTSIMU. DTH
cpeacTBa MOTYT OBITH mpenocTaBieHbl Yen['Y WM MOTYT HCIOJB30BAaThCS COOCTBEHHBIE TEXHHUECKHE cpenctsa. [lpu
HEOOXOIUMOCTH MHBAJIU/AM M JIULAM C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3[I0POBbS NMPEIOCTABIIIETCS AONOIHUTEILHOE BPEeMs IS
MOJTOTOBKM OTBETA Ha 3aJaHMs, IPOLEeIypa OLECHUBAHUS Pe3yIbTaTOB OOYUESHUS 10 TUCIUILTHHE MOXKET MTPOBOAUTHCS B HECKOJIBKO
JTaIoB.

IIpoBeneHue mpoLenypbl OLCHUBAHUS PE3YNIbTATOB OOYYEHHS WHBAJIHIOB M JIMI C OTPAaHUYECHHBIMH BO3MOXKHOCTSIMH 3I0POBBS
JIOIYCKAeTCs C UCTIOIb30BaHNEM AUCTAHIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHH.
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