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04cl9eHBBRFAFETEIHAI) TR 9B RS KA/ @assarysincTH) "09.03.03 Tlpuknaguas nndopmarika” HanpaaeHHOCTH (mpodumo) UT- cTp. 1

pelleHIIS M- TeXHOAOFUU-00pa00TKH JaHHBIX B 3koHOMEKe DI'BOY BO «Yenl 'V»

DOH/I OLIEHOYHBIX CPEACTB VI NPOMEKYTOYHOM ATTECTAUHU 1O JUCIHUIIJIUHE
Nudopmaninonnas 6€30nacHOCTb

HanpaBieHue noaroToBKu (CIenuaibHOCTD)

09.03.03 Ilpuknaguas nadbOpMaTHKA

Hanpasnennocts (mpoduiin)

I/IT-DemCHHH U TCXHOJIOTHUH O6Da6OTKI/I JAaHHBIX B DKOHOMHKC

[IpucBauBaemas kBaMukanus (CTEEHb)

OakaaBp

dopma oOydeHus

3aouHas dhopma 00VIESHUS

["on(w1) HaGopa 2026

Yemssouack 2026 .
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09.03.03 IIpukaaguas napopmatuka npopuianb UT-pemieHus 1 TEXHOJIOTUH 00PAOOTKYU JAHHBIX B
IKOHOMHUKe, JucuunauHa Uadopmanmonnas 6esonacHocTs, 2026 rox Hadopa, 3ao04Hasi popma o0ydyeHuUst

®DoH/ OLIEHOYHBIX CpeacTB JMCHUIIIMHBI (MOIlyJ'Iﬂ) 0}.106[)6]—[ H PCKOMEHIOBAH :
ITpopekrop no yueOHoii paboTte yTBep)kaeHo 27.02.2026 A.A. CanamaroB

VY4eHBIM COBETOM WHCTUTYTA MH(POPMAIIMOHHBIX TEXHOJIOTUI
ITporoxon 3acenanust Ne 7 ot 26.02.2026
[Ipencenarens YueHoro coBera

HMHCTUTYTa UHPOPMAIIMOHHBIX
TEXHOJIOTHI COTJIACOBaHO 10.B. Ilerpuuenko

3acenannem kadeapbl HHGOPMALMOHHBIX TEXHOJOTHIA U IKOHOMHYECKOH HHpoOpMATHKH
[IpoTokon 3aceqanusa Ne7 ot 26.02.2026
3aBenyromuii kapenpoi COIJIaCOBAHO C.A. Cxkpunos

ABTOD (COCTaBUTEIb) A.B. Mursauna

CTpykTypa ()OH/I0B OLIEHOYHBIX CPEACTB COOTBETCTBYET Npuka3sy pekropa ®I'bOY BO «Heal'Y» ot 27
ceHTsiOps 2022 Ne 573-1



MHWHOBPHAYKHN POCCHUHN
\,’} ®enepanbHOE TOCYJAPCTBEHHOE OI0IKETHOE
@ 06pa3oBaTeNbHOE YUPEK/IEHHE BBICIIEN0 06Pa30OBaHHUs

«HensOunckuii rocynapctBeHHslil yausepcute» (PI'EOY BO «Yenl'Vy)

@DoHJ OIEHOYHBIX CPEACTB IS MPOMEKYTOUHON aTTECTAIMH MO JUCHHILINHE (Moayo) « MHdopmanonHas
6e3omacHocTh)» 10 HanpasieHuto moarorosku 09.03.03 «IIpuknaguas nHpopMarTHkay HampasiaeHHOCTH «T- cTp. 2
pelIeHNs ¥ TeXHOIOTuM 00paboTKH JaHHBIX B 3koHOMUKe» PI'BOY BO «Henl'Y»

Conep:xanue

1. IMacnopT GoHAA OLIEHOUHBIX CPEIICTB ...veeereveeenereeenrreennnnens Ommoka! 3akaaaka He onpeaesieHa.

2. IlepedeHb GOPMHUPYEMBIX KOMIIETCHIIUH ......evvveneeenrennenne. Ommunodka! 3akaanka He onpeesieHa.

3. ConepxaHuE OIIEHOYHBIX CPEACTB TIO JUCITUTIIIITHE ....vveeruverenerreenereeensreeensseeenseeesseesssseessssesenssees 6
3.1. BUJIBI OLICHOUHBIX CPEIICTB ..eeeeeuurrrreeaerrreesserreesasssseeeessssseessssssseessssseessssssssesssssseessssssesessnnns 6
3.2. COneprKaHNE OLEHOUHBIX CPEIICTB ...eeeureernrreerureerureessreessseennseeessseesseesnseesnseesnseessseesns 6

4. Ilopstox MpoBeAEHUS U KPUTEPUU OLICHUBAHUS IPOMEKYTOUHON ATTECTALINH .....eeennvveennnneennne 30
4.1. Ilopsaok IpOBEACHUS TPOMEKYTOUHOM ATTECTALIIM ....vvveenereenereenaieeenareeenineeenineesnneeesnnes 30

4.2. Kputepuu oLleHHBaHUS TPOMEXYTOUHOM aTTeCTAllMy 10 BUIAM OLEHOUYHBIX CPEICTB ...31

4.3. Pe3ynprathl  TPOMEKYTOYHOM  aTrTecTalldd W YPOBHH  C(OPMHUPOBAHHOCTH
KOMITETEHIIMM «..c.eetteenite ettt ettt ettt ettt st e eh e et esbe e et eesbe e e st e b et et e esae e e bt e eateebeenaneenneesmneeanee 31
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MHWHOBPHAYKHN POCCHUHN
\,’} ®enepanbHOE TOCYJAPCTBEHHOE OI0IKETHOE
@ 06pa3oBaTeNbHOE YUPEK/IEHHE BBICIIEN0 06Pa30OBaHHUs

«HensOunckuii rocynapctBeHHslil yausepcute» (PI'EOY BO «Yenl'Vy)

@DoHJ OIEHOYHBIX CPEACTB IS MPOMEKYTOUHON aTTECTAIMH MO JUCHHILINHE (Moayo) « MHdopmanonHas
6e3omacHocTh)» 10 HanpasieHuto moarorosku 09.03.03 «IIpuknaguas nHpopMarTHkay HampasiaeHHOCTH «T- ctp. 3
pelIeHNs ¥ TeXHOIOTuM 00paboTKH JaHHBIX B 3koHOMUKe» PI'BOY BO «Henl'Y»

1. ITacnopt ¢oHA OLIEHOYHBIX CPEICTB

Hanpasnenue noarorosku: 09.03.03 IIpuknaanas uHpopmaTuka

Hanpaenennocts: UT-pemenus u TexHonoruu o0padoTKU JaHHBIX B YKOHOMHKE
Jucnuummna: MadopmanmonHas 6e301macHOCTh

Kypc (kypcbl) uzydenus: 4

®dopma ((hopMbI) TPOMEKYTOTHON aTTECTANN: IK3AMCH

Jl1st onieHMBaHUS pe3yIbTaTOB O0YUEHUS HCIONb3yeTCs OaNTbHO-PERTHHIOBAs CHCTEMA.

© ®I'bOY BO «Uenl'V»



MHNHOBPHA VYK POCCUH

DenepaibHOE TOCYIapCTBEHHOE OI0KETHOE

o0pazoBaTensHOe YIpexkKICHHE BHICIIIEro 00pa30oBaHus

«HensOunckuii rocynapctBeHHslil yausepcute» (PI'EOY BO «Yenl'Vy)

oV

@DoHJ OIEHOYHBIX CPEACTB IS MPOMEKYTOUHON aTTECTAIMH MO JUCHHILINHE (Moayo) « MHdopmanonHas
6e3omacHocTh)» 10 HanpasieHuto moarorosku 09.03.03 «IIpuknaguas nHpopMarTHkay HampasiaeHHOCTH «T-
pelIeHNs ¥ TeXHOIOTuM 00paboTKH JaHHBIX B 3koHOMUKe» PI'BOY BO «Henl'Y»

crp. 4

2. Ilepeyenn popMupyeMbIX KOMIIETEH U

2.1. KomnereHumnu, 3aKpenyiéHHbIe 32 I CIUTNINHOMN
Wzyuenne  aucuumumabel  «MHpOpManmonHas — 0e30mMacHOCTHY
(dbopMHpOBaHUE CIEeTYIOIUX KOMIETEHIUH, NPUBEAEHHBIX B 1.

HalpaBJI€HO  Ha

Tabnuma 1. Pe3ynpTarhl 00y4eHuUs MO TUCIHILIIHHE.

Kongr
KOMIIC-
Coneprxanmne
TCHIIUH o
KOMIICTCHIIN I/IH,ZLI/IKaTOPLI JOCTHIKCHUA Hepequb IJIAaHUPYCMBIX pC-
coriac CcorjaCHO KOMIIETCHIIUH COTJIACHO 3yJIbTAaTOB O6y‘ICHI/I$I 10 JuC1u-
chIjg C drocC OIIOIT TUJIMHE
(OITOII BO)
(OITOIT
BO)
1 2 3 4
OIIK-3 CriocobeH permarb OIIK-3.1. O6nagaer 6a30BLIMHA 3HAaTh: OCHOBHBIC TPEOOBAHHUS
CTaHJ[apTHBIC 3aa91 3HaHUSAMHU HHPOPMAIMOHHO- MH(POPMAITMOHHON 6€30I1aCHOCTH
PO eCCHOHATBHOH KOMMYHHUKAIIMOHHBIX YMeTh: BBIOMpaTh HHOOPMAIIMOHHO-
ACATEIPHOCTH Ha OC- TEXHOJIOTHI, OCHOB KOMMYHUKAIIMOHHBIE TEXHOJIOTUU IS
HOBE MH(OPMALHOH- MHPOPMAIMOHHO- aHaJM3a ¥ obecreueHus
HO# Hu6n6nnorpa¢)1/1- OubIHOrpaduIeCcKoii KyabTypsl, UHGPOPMAIUOHHOM GE30MaCHOCTH
HCCKOM KYJILTYPBI € Tpe6oBaHuil HHYOPMALIHOHHOM BriazieTh: HaBBIKAMU PELICHHUS 33124
TIPHMCHCHHCM HH- 0e30MacHOCTH obecrieueHus: THPOPMAIOHHON
(opwmaimonHo- OIIK-3.2. JlemoHCTpHpYET Oe3omacHOCTH
KOMMYHHKAI[HOHHBIX
TEXHOJIOTHH U C yde- YMCHIL HIPOBOHTE
TOM OCHOBHBIX Tpe6o- UH(OPMAIMOHHBIN TTOKCK,
pannii nedopmaron- | OCYIIECTBIATH BBEIOOD
HoH Oe30IacHOCTH; HH(OPMALHOHHO- .
KOMMYHHKAIIHOHHBIX TEXHOJIOTHH
JUISL pEILICHUST
po(heCCHOHANBHBIX 3a/1a9
HCXOJIS U3 TPeOOBaHMH K
pelIeHuIo U TpeOOBaHMHA
nH(GOPMALIMOHHONW 0E30MaCHOCTH
OIIK-3.3. MimeeT npakTHYEeCKHH
OIIBIT PEIICHUS
podeCcCHOHATBHBIX 33]1a4 C
MIPUMEHEHHEM HH(POPMaINOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHH
OIIK-5 CriocoOeH MHCTaIH- OIIK-5.1. O6nagaer 6a30BLIMHA 3HaTh: OCHOBHbBIE YSA3BUMOCTH
POBAaTh MPOrPaMMHOE | 3HAHUSMH OCHOB YCTPOWCTBA H MPOTPaMMHOTO U alllapaTHOTO
¥ aIIapaTHoOe 00eCIe- | aMMHUCTPUPOBAHHUS obecniedeHust ”HPOPMALMOHHBIX CHCTEM
4eHne 1t HHpopma- MPOrPaMMHOTO U almaparHoro YMeTh: HHCTAJUIMPOBATH U Pa3BEPTHIBATH
LIUMOHHBIX U aBTOMATH- | obecriedeHUss MHPOPMALMOHHBIX | MPOrpaMMHOE 00eCIedeHHE C YIEeTOM
SUPOBAHHBIX CUCTEM, | cpcreM m 6a3 JAHHBIX TpeGoBaHuil HHPOPMAIHOHHON
OIIK-5.2. lemoHCTpUpYET 0e30macHOCTH
YMEHHS MHCTAJUINPOBATh Brianers: HaBbIKaMH pa3BepTHIBAHUS
MIPOTpaMMHOE 00ecIIeYeHUE MPOTPaMMHBIX KOMIIIEKCOB C Y9E€TOM
MH(POPMAIMOHHBIX CHCTEM M 06a3 | TpeboBaHMi MH(MOPMAIMOHHOM
TAHHBIX 0e30ITacCHOCTH
OIIK-5.3. VimeeT npakTHYECKHH

© ®I'bOY BO «Uenl'V»
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MUHOBPHAYKHN POCCUN

DenepaibHOE TOCYIapCTBEHHOE OI0KETHOE
00pa3oBaTelbHOE YUPEKACHUE BBICIIETO 00pa30BaHuUs

«HensOunckuii rocynapctBeHHslil yausepcute» (PI'EOY BO «Yenl'Vy)

®DOH/I OLIEHOYHBIX CPEACTB IS MPOMEKYTOUHON aTTeCTalluy 10 JUCHUILIHHE (Moyi0) « MHbOopMannoHHas

6e3omacHocTh)» 10 HanpasieHuto moarorosku 09.03.03 «IIpuknaguas nHpopMarTHkay HampasiaeHHOCTH «T- cTp. 5

pelIeHNs ¥ TeXHOIOTuM 00paboTKH JaHHBIX B 3koHOMUKe» PI'BOY BO «Henl'Y»

OIIBIT YCTaHOBKH U
COIPOBOXKAEHHSI IPOrPaMMHOI'0 U
anmapaTHOro obecrnedeHus
nH(GOPMALIMOHHBIX CHCTEM U 0a3
JIAHHBIX

IK-3

CrniocoGeH npoBOINTh
OLIEHKY 9KOHOMHYE-
CKHUX 3aTpaT U PUCKOB
B IIPOEKTax IO paspa-
60TKE U BHEIPEHUIO
WT-pemennii B opra-
HU3aLUU

TIK-3.1. O0namaeT 6a30BBIMH
3HAHUSAMHU MHKPO- 1
MaKPOIKOHOMHKH

[IK-3.2. JlemoHCTpHUpYET YMEHUE
pemaTb TUIIOBBIC 3a1a4YU 110
OIIEHKE SKOHOMHUYECKHX 3aTpar 1
PHUCKOB

TIK-3.3. IMeeT HaBBIKA
MPOBE/ICHUS OIICHKH
SKOHOMHUYECKHUX 3aTpar U PHUCKOB
B IIPOEKTax

3HaTh: MOHATHE HH)OPMAIIMOHHBIX YTPO3
Y MIX BUJIBL, TIOAXO/BI K OLICHKE
MH(OPMALMOHHBIX PUCKOB; OCHOBHBIE
MPUHIUIE! (PYHKIIMOHHPOBAHUS ceTel 1
METO/IbI 0OCCIICUCHHUS UX
Oe3omacHOCTH;TpeOOBaHUS K TIOATOTOBKE
YMeTh: MPUMEHSATH METOMBI OI[CHKH
puckoB HH(OPMAIIMOHHOW OE30MaCHOCTH,
MPUMEHSTH KOMITBIOTED LIS
MPOU3BOJICTBA PAOOT B 0OIACTH 3aIUTHI
HHPOPMAIIUH;TIPEICTABIATH PE3YITBTATHI
paboTHI B BHJIC CTATCH U TOKJIATIOB
BrnameTs: HaBBIKaMU BEITIOTHEHUS paboT
0 aHAIIU3Y U OLCHKE MPOIICCCOB
ynpasienus UT npennpusitus

© ®I'bOY BO «Uenl'V»




MUHOBPHAYKHN POCCUN

oV

DenepaibHOE TOCYIapCTBEHHOE OI0KETHOE
o0pazoBaTensHOe YIpexkKICHHE BHICIIIEro 00pa30oBaHus
«HensOunckuii rocynapctBeHHslil yausepcute» (PI'EOY BO «Yenl'Vy)

@DoHJ OIEHOYHBIX CPEACTB IS MPOMEKYTOUHON aTTECTAIMH MO JUCHHILINHE (Moayo) « MHdopmanonHas
6e3omacHocTh)» 10 HanpasieHuto moarorosku 09.03.03 «IIpuknaguas nHpopMarTHkay HampasiaeHHOCTH «T-

pelIeHNs ¥ TeXHOIOTuM 00paboTKH JaHHBIX B 3koHOMUKe» PI'BOY BO «Henl'Y»

cTp. 6

3. ConepxxaHue OLIEHOYHBIX CPEICTB MO IMCHUILIIUHE

3.1 Buabl 011eHOYHBIX CPEACTB

Tabnuma 2. Bubl OlIGHOYHBIX CPEJICTB.

Hanmenosa HaumenoBanue
HUE OLIEHOYHOT'O CPeJICTBA
OLIEHOYHOT Ha IIPOMEXYTOYHOU
Konrtponupyemsie
No /i Kon xommerenmun/ TeMbl/ pasebI o cpenctBa | arrectanun/Ne 3amaHus
TUTaHUPYEMBIE Pe3yIbTaThl 00ydeHHs JUISt
TEKYIIIEro
KOHTPOJIS
OIIK-3.1. O6magaer 6a30BBEIMH 3HAHUSIMHA OcHoBbl  Oe3omacuoctd | Tect 3amanus tecrta Ne 1-151
HMHPOPMANOHHO-KOMMYHHKAITHOHHBIX MH()OPMAIMOHHBIX
TEXHOJIOTHH, OCHOB HH(OPMaIIMOHHO- TEXHOJIOT Ui
1 oubmmorpadudeckoit KyIbTypbl, TpeOOBaHUI
MH(OPMALMOHHOH 6€301TacHOCTH
3HaTh: OCHOBHBIE TPEOOBAHUS
HHPOPMALMOHHOH 6e30MacHOCTH
OIIK-3.2. JIleMOHCTpUPYET yMEHUS OcHoBbl  Oe3omacHocTH | Tect 3aganus tecta Ne 22-48
MPOBOIUTH HH(DOPMAITHOHHBIH ITOKCK, UH()OPMALOHHBIX
OCYIIECTBIISITH BEIOOP HHPOPMAIMOHHO- TCXHOJIOTHH
KOMMYHHUKAIIUOHHBIX TEXHOJIOTUH JIs
pemneHns mpohecCHOHATBHBIX 3a/1ad NCXOI
2 13 TpeOOBaHUH K PEIICHUIO U TPeOOBaHHH
nH(GOPMAIMOHHON 0€30TTaCHOCTH
YMeTs: BEIOMpATh HHOOPMAIIMOHHO-
KOMMYHUKAIIHOHHBIE TEXHOJIOTHH IS
aHanM3a 1 obecrieyeHnst HH(POPMAITMOHHOMN
6e30macHOCTH
OIIK-3.3. ImeeT npaKTUYECKUH OMBIT OcHoBbl  Oe3omacHocTu | Tect 3amanus Tecta Ne 49-
pemreHus mpodecCHOHANBHBIX 3a/1a4 C MH(pOPMALIMOHHBIX 151
NpUMEHEHHEM HHPOPMaLMOHHO- TEXHOJIOT Ui
3 KOMMYHUKAaIlMOHHBIX TEXHOJIOTUI
Brnaners: HaBbIKaMK pelIeHHs 3a1a4
obecrnieyeHus1 TH(POPMAIIMOHHON
0e30MacHOCTH
OIIK-5.1. O6nagaer 6a30BBIMH 3HAHUSIMHA OcHoBel  Oe3omacHoctd | Tect 3amanus tecta Ne 1-151
OCHOB YCTPOMCTBA M aIMUHUCTPUPOBAHUS UH(QOPMALOHHBIX
TIPOTPAMMHOTO U aIllIapaTHOTO 00eCTICUCHNUS TEXHOJIOr Ui
4 MH(OPMALMOHHBIX CUCTEM M 0a3 JaHHBIX
3HaTh: OCHOBHBIE YSA3BUMOCTH ITPOrPAMMHOTO
1 armaparHoro o0ecreyeHus
UH()OPMALMOHHBIX CHCTEM
OIIK-5.2. JIeMOHCTpUPYET YMEHUS OcHoBbl  Oe3onacHocTH | Tect 3anmanus tecta No 22-48
MHCTAJUTMPOBATh IPOrPaMMHOe obecriedeHre | MH(POPMALMOHHBIX
5 I/IH(I)OpMaL[I/IOHHI)IX CHCTEM U 0a3 MaHHBIX TEXHOJIOIMI
YMeTh: HHCTAJUTMPOBATH M Pa3BEPTHIBATh
NpOrpaMMHOE 00eCIeYeHHUE C YIETOM
TpeboBaHuil HHYOPMATMOHHONW 030MTaCHOCTH
OIIK-5.3. ImeeT mpaKkTHYECKUHA OTIBIT OcHoBel  Oe3omacHocta | Tect 3amanus tecra Ne 49-
6 YCTaHOBKH M CONPOBOXKAECHUS IPOrPaMMHOIO I/IH(I)OpMaLII:IOHHLIX 151
TEXHOJIOT Mt

¥ aImapaTHOro 00ecneueHHs
MH(POPMAMOHHBIX CHCTEM M 0a3 JaHHBIX

© ®I'bOY BO «Uenl'V»
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MHNHOBPHA VYK POCCUH

DenepaibHOE TOCYIapCTBEHHOE OI0KETHOE

o0pazoBaTensHOe YIpexkKICHHE BHICIIIEro 00pa30oBaHus

«HensOunckuii rocynapctBeHHslil yausepcute» (PI'EOY BO «Yenl'Vy)

@DoHJ OIEHOYHBIX CPEACTB IS MPOMEKYTOUHON aTTECTAIMH MO JUCHHILINHE (Moayo) « MHdopmanonHas
6e3omacHocTh)» 10 HanpasieHuto moarorosku 09.03.03 «IIpuknaguas nHpopMarTHkay HampasiaeHHOCTH «T-
pelIeHNs ¥ TeXHOIOTuM 00paboTKH JaHHBIX B 3koHOMUKe» PI'BOY BO «Henl'Y»

Bilanets: HaBbIKaMU pa3BePTHIBAHUS
MPOTPAMMHBIX KOMILIEKCOB C Y4E€TOM
TpeOoBaHui MH(OPMAIIMOHHOM 0€30MACHOCTH

TIK-3.1. OGnagaer 6a30BLIMU 3HAHUSMHU
MHKpPO- U MAaKPOIKOHOMHKHU

3HaTh: MOHITHE HHPOPMAIMOHHBIX YTPO3 U
HX BHUJIBI, TIOIXOBI K OI[EHKE
WH(POPMAIMOHHBIX PUCKOB; OCHOBHBIC
NPUHIUIB QyHKIHOHUPOBAHHUS CETeH U
METOIBI 00eCTIEYEHN UX
0e30MacHOCTH;TPEOOBaHNUS K IOATOTOBKE

OcHoBbl  Oe3omacHoctd | Tect
UH(QOPMAIMOHHBIX

TEXHOJIOT I

[IK-3.2. JleMOHCTpHpYET YMEHHE PeIIaTh
THUIIOBBIE 33a9H 110 OLIEHKE SKOHOMHYECKHUX
3aTpar ¥ pUCKOB

YMeTh: IPUMEHATH METO/IbI OLICHKH PHCKOB

8 MHPOPMALMOHHOM 0€30IaCHOCTH, IPUMEHSATh
KOMIIBIOTEp JUI IPOU3BOJICTBA paboT B
00JacTH 3aIMTHl HH(OPMAIMHU;IPECTABIISATH
pe3ynbTarkl paboThl B BUJIE CTaTel U
JIOKJIaJIOB

OcHoBBl  Oe3omacHoctu | Tect
UH(POPMAIIMOHHBIX

TEXHOJIOT I

[IK-3.3. meeT HaBBIKK IPOBEICHUS OLICHKH
SKOHOMHYECKHUX 3aTpaTr M PUCKOB B IIPOEKTaxX
9 BrnameTs: HaBBIKaMH BBHITIOHEHHS PabOT 110
aHAJIM3Y U OLEHKE MTPOIIECCOB YIPABICHUS
NT npennpusrus

OcHoBel  Ge3omacHocta | Tect
HHPOPMAITHOHHBIX 151
TEXHOJIOT Ui

TwuroBsie 3aaHusA, KPUTCPUHU W IIOKA3aTCJIM OLCHUBAHUSA B paMKaX TCKYIICTO KOHTPOJIA

MMPpEACTABJIICHLI B pa60q6171 nporpamMme JUCHUILIAHBI.

3.2 Conep:xanue OlleHOYHBIX CPEACTB
basa TecToBBIX BOIIPOCOB

crp. 7

3amanus tecta Ne 1-151

3amanus tecta Ne 22-48

3amanus tecta Ne 49-

Ne BapuanTe! oTBETOB
dopmyupoBKa Bonpoca

n/n (oNy>kKMpHBIM WPUGTOM — BEpHbIC BApPHAHTHI)

1. Kaxk Ha3pIBaeTCs OIKITIOUEHNE, YCTAHOBJIEHHOE 10 a. BupryaibHble YacTHBIE CeTH
CyIIECTBYIOIIEeH 00IIen0CTYIHOH HHPpaCcTPyKType U b. YnanenHO€ IOAKITIOUEHHE
Hcrionb3ylolee ndpoBanue U ayTeHTH(GUKAINIO [UIs c. [Tupunrossie cetn
obecrieyeHus1 0€30IIaCHOCTH coziepkanus nepenapaemeix | d. dailtooOMeHHas ceTh
TIaKeToB?

2. Kak Ha3bIiBaeTcs peXxuM NOIKIIOUEHUS IO TPOTOKOITY a. TPAHCIIOPTHBIN pPeKUM
IPSec, npu KOTOPOM UCTONIB3YETCs (POPMa CBSI3U THIIA b. TyHHEBHBIH
y3el1-y3ell, Te MPUMEHseTcs IN(PPOBaHNE TOIBKO C. CTaTHYHBIHA
cofiepkaTeNbHOM yacTu nakera? 3T1oT pexxum VPN d. nmHAMUYHBIT
YIA0OHO UCIIOIB30BaTh VIS 3aIIH(pPOBAHHON CBI3U €. MOHOJIMTHBIH
MEXY Y31aMH OJJHOM ceTu.

3. Kax HazpiBaeTcst pexkuM MOAKIIIOYEHUS 110 IPOTOKOITY a. peKMM TYHHeJIMPOBAHUS
IPSec, kKOTOPBI MPUMEHSIETCS PU CO3TAHUH b. TPaHCIIOPTHBIN PEIKUM
6omemmHCTBa VPN, MOTOMY 9TO OH MIH(pYET BeCh C. CTaTUYHBIN
OpUTHHANBHBIN TakeT? J[aHHBIN peXUM MOXKET d. TMHAMUYHBIN
MIPUMEHATHCS AT OPTaHU3AIMH CBS3H THIIA y3€I-y3ell, €. MOHOJIMTHBIH
y3eJI-IIITH03 WIN IUTI03-1UTI03.

4. Kak HaszpiBaeTcs crangapTHbIi mpoTokon I[Psec, a. IKE (Internet Key Exchange)
HCTONB3YyeMbIH T o0ecriedeH s 0e30macHOCTH b. SPD (Security Policy Database)
B3aMMOJICIICTBUS B BUPTYaJIbHBIX YacTHBIX ceTsx? Ero c. SAD (Security Association Database)
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HpeaHa3HauYCHIEe — 3aIlUIICHHOE COTaCOBaHHUE
Z0CTaBKa MICHTU(GUIUPOBAHHOTO MaTepuaa st
accouunanuu 6e3onacHocTH (SA).

d. SPI (Security Parameter Index)

5. YcranoBneHre 0e30MaCHOr0 COSAMHEHUS HAUMHAETCSl ¢ | a. B 0a3e JaHHBIX MOJHTHKHU 0€30MacHOCTH
(dopmupoBanus acconuaryu obecrieueHus 6ezomacHoctu | (Security Policy Database, SPD)
(Security Association, SA) MexIy AByMs b. B 6a3e TaHHBIX acCOIMAIIUU 0OCCIICUCHHUS
cooO0rmaronMucs cTopoHaMu. [Ipexe yem 6e3omacHocTH (Security Association Database,
JIOTOBapUBAThCS 00 accomuaniu 00ecIIedeHuUs SAD)
0€301acHOCTH, HEOOXOIMMO JIOKATBHOE C. B BUJIC YHHKAJILHOTO MH/IEKCA TapaMeTpa
KOH(UTYpHUpOBaHHE AIEMEHTOB IpoTokona [PSec, obecrieueHus 6ezonacHocTH (Security Parameter
KOTOpBIE TaHHBII MapTHEP cOOMpaeTcs MOAIEPKHUBATE. Index, SPI)
['ne XpaHsATCs 9TH apaMeTpbl HACTPONKHU?
6. Ha xaxoii ¢aze nporoxorna IKE ynanenusrit a. Ha mepBoi pa3ze
TI0JTb30BATENIh HAYMHAET CEaHC CO IILTI030BBIM b. Ha BTOpO# (aze
ycrpoiicteom VPN? Dta dasa Beimonuser Ase GyHKIUU: | C. Ha TpeThel (ase
ayTeHTU(HUKALNIO YIAICHHOTO T0JIb30BaTeNst 1 0OMEH d. Ha yerBeproit paze
nH(popManuei 00 OTKPHITHIX KIIIOYaX.
7. B niepBoit aze mpu oOMeHe ayTeHTH(DUKAIIIOHHON a. OCHOBHOIi
nHpOopManuel 1 napamerpamMmu 6€301MacHOCTH MOTYT b. arpeccuBHBINH
UCIIONIb30BAThCS HECKOJIBKO PEXKUMOB. Pasimuuust Mex1y | C. TPaHCIIOPTHBIN
HUMH 3aKJIIOYAIOTCS] B KOJIMYECTBE CETEBBIX MAKETOB, d. TyHHENBHBII
KOTOPBIMH OOMEHHBAIOTCSI CTOPOHBI, M BO BPEMEHH, 32
KOTOpPOE FeHEPUPYETCS OTKPBITHIN Kitod. HazoBute 3T
PEKUMBL.
8. Ha xaxoii ¢aze mporokona IKE cornacoBriBatoTcs a. Ha TIepBoH daze
KOHKPETHBIE MapaMeTphl aCCOIAIINN 00eCTICUeHHS b. Ha BTOpO¥ (pa3e
6ezonmacHoctr [PSec? [Tocrne 3aBepreHus 3o (ha3bl C. Ha TpeThei (aze
(dbopmupyeTcs accoruanys odecredeHus: 0e30MacHOCTH d. Ha yetTBepToOii (hase
(SA) u monp30BaTeNb MoaydaeT nmoakIodeHne K VPN.
9. Kaxkoit mpoToKoI MOXKHO OTHECTH K IPOTOKOITy VPN a. SSL/TLS (Secure Socket Layer/Transport
TPaHCIIOPTHOTO YPOBHsI? Layer Security)
b. IPSec (IPSec Protocol Suite)
c. PPTP (Point-to-point Tunneling Protocol)
d. L2TP (Layer Two Tunneling Protocol)
10. Jis opraHu3aIyy 3allrAIICHHBIX CBA3eH HEOOX0IMO a. reHepanuio
MIpUMEHEHHE MU(PPOBAHHUsI, KOTOPOE, B CBOIO OYEpe/ib, b. nmpoBepky
TpeOyeT Hanu4us y TOJIb30BaTeNs KItoda MH(ppOBaHus. . pacnpocTpaHeHue
[Tpu 3TOM BO3HMKaeT pobiieMa ynpasieHus KIIIOYaMu. d. ncions3oBanmne
Kaxkne 3amaun BKimrogaercs B ce0s maHHas mpobiema? €. XpaHeHue
f. pesepBupoBaHue
g. 00HOBJIEHH €
h. yauuroxkenue Kirouei
i. ycTaHOBJIeHHe BpeMeHH )KM3HHU KJII04a
11. Kak Ha3piBaeTcs BEINYLIIEHHBIN YI0CTOBEPSIOLIUM a. nugposoii ceprupuxar
LEHTPOM 3JICKTPOHHBIN MJIM NIEYaTHBINA JOKYMEHT, b. kirou mmppoBaHus
MTOATBEPK IAFOLINH TTPHHAIEKHOCTD BIIAJCIBILY C. OTKPBITHIN KITIOY
OTKPBITOTO KJII0Ya WM KaKUX-TH00 arpuOyToB? d. 3aKpbITHIH KITIOY
12. Ha xakune 0CHOBHBIX THITa MOXHO TIOJPA3AEIHUTh IO a. y3eui-y3ea (host-to-host)
koHuryparuu VPN? b. y3esa-muno3 (host-to-gateway)
¢. IJTI03-1ILTI03 (gateway-to-gateway)
13. Kakoit Tunn VPN M0»HO MCIIONp30BaTh yis a. y3eui-y3eJ (host-to-host)

OpraHm3alui KaHajia CBA3U MPOXOJAAUICTO YCPE3

b. y3en-uunio3 (host-to-gateway)
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Wntepner?

¢. IJTI03-1ILTI03 (gateway-to-gateway)

14.

Kak Ha3pIBaeTcs MpoLece HHKATCYISILUHE OJHOTO THIIA
MaKECTOB BHYTPU APYTOro B LECJIAX NOTYUYCHHUA
HEKOTOPOTO IPEUMYILECTBA IIPH TPAHCIIOPTHPOBKE?

a. TYHHeJINPOBaHHe

b. mmdpopanue

C. ayTeHTH(DUKAITHSL

d. mpornecc coeHEHUS

15.

Kaxne MoxxHO oTMeTHTh HegocTatku VPN?

a. HAKJIa/IHbIe PAcXoIbl 06PadOTKM JAHHBIX
b. makeTHbIe HAKJIAHBIE PACXOABI

C. MpodJIeMBbl peain3alim, CBSI3aHHbIE C
NMpUMeHEeHHEeM TPAHCISIUHU CeTEBBIX apecoB
aast VPN, ¢ pasmepoM MakcHMAaJbHOT0 0J10Ka
nepenayn JaHHbIX

d. npo6aemsbl ynpaBJieHUsI H TIOMCKA
KOH(JIUKTOB

e. MpodseMsbl ¢ PyHKIMOHUPOBAHHEM CETEBBIX
cucTeM 0OHAPY:KeHUS BTOP:KeHU M

f. HapymeHne KOH(QUACHIINATHFHOCTH
nHpopMauu

16.

Kakue nporokoinsl peanuzauuu VPN cymiecTByroT Ha
KaHaJIbHOM ypOBHE?

a. MPOTOKOJ TYHHEJIMPOBAHUS THIA KTOYKA-
Touka» (Point-to-point Tunneling Protocol,
PPTP)

b. MpoToK0J TYHHEJUPOBAHHUSI BTOPOTO
ypoBHs (Layer Two Tunneling Protocol,
L2TP)

c. HabOp MPOTOKOJIOB ISl 0OECIICUEHHS 3aIIUThHI
JTAHHBIX, IEPEJaBaEMBIX 110 MEKCETEBOMY
nporokony IP (IP Security, IPSec)

d. Kpunrorpadudeckuii mpoTOKOJ, KOTOPHIi
obecrieynBaeT yCTaHOBIICHNE OE30I1aCHOTO
COC/IMHEHUS MEX]y KIIMEHTOM U CEPBEPOM
(Secure Sockets Layer, SSL)

17.

B kakue 3Tarnbl IpoUCcXoauT GOPMUPOBAHKE
3alIUIIEHHOro KaHaaa?

a. YCTAHOBJIEHHE COCNHHEHUsI KJIHEHTA ¢
cepBepoM yIajJeHHOro J0CTyna

b. ayrenTndukanus nojab3oBareis

¢. KoH¢UrypupoBaHue 3alMIIEHHOT0 TYHHeJIsI
d. oneHka 3¢ppekTHBHOCTH 3AIUIIEHHOTO
TyHHEJA

€. aHaJIN3 OOBEKTOB 3aIUTHI

18.

Kak Ha3bIBacTCs HAOOP MPOTOKOJIOB [Tt 00CCIICUCHHUS
3aIUTHI TaHHBIX, IIEPEJaBaeMBIX TI0 MEKCETEBOMY
npotokoity IP? OH nmo3BoisieT ocyIecTBIsATh
MTOATBEPKICHIE OMTMHHOCTH W/WiK mudpoBanne [P-
MAKETOB, a TAK)KE BKIFOYAET B CeOs IPOTOKOJBI JUIS
3aIUIIEHHOTO OOMEeHa KJIIo4aMu B ceTh HTepHeT.

a. IPSec (IPSec Protocol Suite)

b. PPTP (Point-to-point Tunneling Protocol)
c. L2TP (Layer Two Tunneling Protocol)

d. SSL (Secure Sockets Layer)

19.

Kakue ocHOBHBIE PEXUMBI IMEET MOJKIIIOYEHHUE 110
nportokony IPSec?

a. TPaAHCMOPTHBIH
b. TyHHeAbHBIH

C. CTaTUYHBIN

d. TMHAMUYHBIIT

€. MOHOJIUTHBIN

20.

Kommieke anmaparHbIX WM IPOTPaMMHBIX CPE/ICTB,
OCYIIECTBIIIIOIINI KOHTPOJIb U (PUIIBTpalHio

a. MesKceTeBOli IKpaH
b. cucrema oOHapy)XeHHsI aTak
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IPOXOAAIINX YEPE3 HET'O CCTCBLIX MMAKETOB B
COOTBCTCTBUM C 3aJaHHBIMU ITPABUJIAMH, 310?

C. aHTUBHPYCHOE CPEACTBO
d. cpencrBa KOHTPOJISE OCTYMA U
ayTeHTU(HUKAIUN

21.

Kaxkue mexcereBble SKpaHbl IPOBEPSIIOT (AKT, YTO MAKET
siBisiercst 6o 3anpocom Ha TCP-coennnenue, mbo
MIPE/ICTABISIET JaHHBIE, OTHOCSIINECS K yXKe
YCTaHOBJIIEHHOMY COEANHEHUIO, TNO0 OTHOCUTCS K
BUPTYaIbHOMY COCAMHEHHIO MEXy JIBYMS
TPaHCIOPTHBIMU YPOBHSAMH?

a. MesKceTeBble IKPaHbI YPOBHS COeTHHEHUS
b. MexkceTeBbIe SKpaHbI MPUKIIAJHOTO YPOBHS
C. MEXCETEBBIE SKPaHbI C AMHAMUIECKOH
(unpTpanuen makeTos

d. MexceTeBble SKpaHbl MHCIIEKIIMU COCTOSTHUI
€. Me)XCETEBBIE SKPaHbl YPOBHS S/Ipa

22.

B ciyuae ucnonb30BaHUS MEXKCETEBOr0 9KpaHa yPOBHS
coeAnHEeHMsI, Kakas mH(popManus 0OBIYHO XPAHUTCS B
TabJIuIe COCTOSHUM NOCTIe YCTaHOBIECHUS COSUHEHHA?

a. HICHTH(HUKATOP ceaHca

b. cocTosiHue coeqMHEeHUS

c. mocJjieqoBaTebHasi HH(popManus

d. IP-aapec ucrounnka u IP-agpec
HA3HAYCHHUS

€. HoMepa NMOPTOB, YYACTBYIOLIUX B CeaHce
f. pusuyeckuii uuTepdeiic, Kyna npudbLI
naker

g. pusnyeckuii nHTEpPeiic, Kyna nepegaercs
naKer

h. BpemenHbIe METKH HaYajla OTKPBITHS
ceaHca

i. KOHTPOJILHYIO CYMMY

23.

[lepeuncnure JOCTOMHCTBA MEXKCETEBOIO SKpaHa
YPOBHS COCANHEHUSI.

a. Bo3MokHOCTD 3anpeleHusi COeMHEeHUH ¢
onpeaeaeHHBIMH XOCTaMHU

b. Ilpu ucnoss3oBanuu NAT — ckpbiTHE
BHyTpenHnx IP-agpecos

c. PaGora ¢ mpoToKkonmamu BBICIIIETO YPOBHSA
(HTTP, FTP)

d. BOo3MOXXHOCTB XpaHEeHUs YaCTHYHOM
MH(OPMALUK O COCTOSIHUH, TIOJIHON HH(pOpMANU
COCTOSIHUS IPUJIOKCHUS U YaCTUYHOI
HHPOPMAIIIH O CeaHce

¢. Bo3MoXHOCTBh OrpaHuyeHus AOCTyNa K
OTIPE/CIICHHBIM CETEBBIM CITY>KOaM

f. Bo3amoxHOCTH oneprpoBanus ¢ nH(Gopmarien
JAaHHBIX ITaKETa

24.

HEAOCTATKNU MEXKCETEBOI'O OKpaHa YPOBHS COCIUHCHUSA

a. He MoryT orpanM4uTh J0CTYIl IPOTOKOJIOB,
otiuuHbIx oT TCP

b. He ocyumiecTB/IsSIIOT IPOBEPKH 1JIs1
NPOTOKOJIOB BLICHINX YPOBHeEMH

¢. OrpannyenHblii aynuT (cjadasi CBsA3b €
BBICIIMMH YPOBHSIMH NPOTOKOJIOB)

d. He no3BossoT 10notHeHUus1 QyHKIMA —
HTTP-k3mmpoBanusi 0TBeTOB, GUIBTPALIUM
URL, ayreHTHQUKALHIO

e. TpynHocTh TecTUPOBAHMS NPABUJI

f. He momnepxuBaetr NAT

g. He MoxxeT 3ampemiats coenuHeHne C
OIpeIeIeHHBIMHU XOCTaMHU

25.

Kaxune mexceTeBbie OKpaHbI OIICHUBAIOT CCTCBBIC
TNAKCThl Ha COOTBETCTBUC OMPEACICHHOMY NPUKIIAJHOMY

a. MEKCETEBbIC JKPAaHbI MPUKJIAAHOIO YPOBHSA
b. MexXceTeBEIC OKpaHbl YPOBHA COCAMHCHU A
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YPOBHIO Mepel yCTaHOBKOM coennuenus? OHM ke
HCCIIEYIOT JJAHHBIC BCEX CETEBHIX MTAKETOB Ha
MPHUKIIAJHOM YPOBHE U YCTaHABIMBAIOT COCTOSIHHC
TIOJTHOTO (3aBEPILICHHOT0) COSNUHEHNS U
MTOCIIEIOBATEILHOW MH(POPMAITUHL.

C. MEXCETEBBIE IKPAHBI C TUHAMUYIECKON
(unsTpanuen makeToB

d. MexceTeBble SKpaHbl MHCIIEKIIMU COCTOSTHUN
€. Me)XCETEBBIE SKPaHbl YPOBHS S/Ipa

26.

Ilepeuncnure TOCTOMHCTBA MEXKCETEBBIX IKPAHOB
MIPUKIIAIHOTO YPOBHS.

a. Pabora ¢ npoToko/iaMu BbICIIEr0 YPOBHSI
(HTTP, FTP)

b. Bo3M0O:KHOCTH XpaHeHUSs] YACTUYHOM
HH(OpMaLU 0 COCTOSTHUM, II0JTHOMI
HHPOPMALHU COCTOSIHUSA NMPHUJI0KEHUSA H
YyacTH4YHOW HHGoOpManKN o ceaHce

¢. Bo3MokHOCTB OrpaHUYECHHA J0CTYNA K
onpeaeaeHHbIM CeTEeBBIM CJIy:K0aM

d. Bo3MO:XHOCTH OIIEPHMPOBAHUA C
uH@opManueil JaHHbIX MaKeTa

e. 3anpelnieHne NpsMOro coeAMHEHUs ¢
BHELIHMMH CepBepaMu

f. IIpo3pa4yHocTh proxy

g. Bo3amokHOCTD peau3anumn
JIONIOJTHUTEJBHBIX CBOMCTB (puasTpanumn
URL, ayreHTH(UKaALNH, KIIUHMPOBAHUSA
HTTP)

h. Xopommii aynur

27.

[lepeuncnure HENOCTATKU MEXKCETEBBIX IKPAHOB
TIPUKIIATHOTO YPOBHS.

a. Ciy:x0a proxy TpedyeT 3aMeHbI CeTEBOr0
cTeKka Ha cepBepe MO

b. Cryx0a proxy caymaeT nopt (Kak cereBoii
cepBep, T.e. MD He MOKeT ero HCnojab30BaTh)
c. BpemenHnas 3aep:kka (BX0AHOM nmakert
o0padarTbIBaeTcsi ABAXK/IbI — NPUJIOKEHHEM U
proxy)

d. HoBblii proxy aoJizkeH ObITh 100aBJIeH A5
Ka)KI0T0 KOHTPOJIHUPYEMOT0 MPOTOKOJIAa

e. Ciry:k0bI proxy o0bIYHO TPeGYIOT
MoAM(UKAIMT MPOLeIyP KJINEHTOB

f. Cay:x0b1 proxy ya3Bumsl K omudkam OC n
IO npukjaagHOro YpoBHS

g. He ocyniecTBasiercsi nmpoBepka
HH(opManuu nakera, cofep:kauieiics B
HHM3IIMX YPOBHSX

h. Cayx0a proxy Mo:keT TpeGoBaTh
JOTIOTHUTEILHBIX NMapoJiell WiIn mpouenyp
ayTeHTHQUKAIMT

i. He obecnieunBaet xopouiero ayaura

j. He mommepxuBaeT BO3MOXKHOCTH
OTIEpUPOBAHMS ¢ HH(POPMANNEH TaHHBIX MTaKeTa

28.

Kaxwne MexxceTeBbie OKpaHbI MMO3BOJIAIOT OCYIIECTBIIATH
MoIU(HUKaNIo 0a3bl MpaBwil «Ha Jety» (on fly)?

a. MeskceTeBble IKPaHbl ¢ ANHAMUYECKOM
¢uabsTpanuei nakeTos

b. MexKceTeBble IKpaHbl YPOBHS COSMHEHHUS

C. MEXCETEBBIE SKPaHbI IPUKIIAJHOTO YPOBHSI
d. MexceTeBble SKpaHbl MHCIIEKIIMU COCTOSTHUN
€. MEXCETEBBIE DKpaHbl YPOBHS sAApa

29.

Kakmne MexceTeBbIe OKpaHbl UMCHOT BO3MOKHOCTb
OTCJIC)KUBATH TCKYIIUC COCAMHCHU S U IMPOITYCKATh

a. MeJKCeTeBbI¢ IKPAHbI HHCIIEKIINH
COCTOSIHHMIA
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TOJIBKO TaKHe MaKeThbl, KOTOPbIE YOBIETBOPSIOT JIOTHKE
1 alropuT™MaM paboThl COOTBETCTBYOMINX MPOTOKOJIOB 1
TIPUIIOKEHUIN?

b. MexKceTeBbIe IKpaHbl YPOBHS COCMHEHHUS
C. MEXKCETEBBIC IKPaHBI IPUKIIATHOTO YPOBHS
d. MexceTeBble SKpaHbl ¢ TUHAMHYECKON
(upTpanuei makeTo

€. MeXXCETEBBIE SKPaHbl YPOBHS S/Ipa

30. VYCTpoiCTBO MHCIEKIIUU COCTOSIHUN OCYIIECTBIISET a. IPOTOKOJI, HCIIOJIb3YyeMblii VISl COelMHEHHS
aHaIN3 MTAaKeTOB ¥ (POPMHUPOBAHKE NAHHBIX O «cocTossHMK | b. IP-agpeca mcTounnka u Ha3HAYEHUS
BUPTYaJIbHOTO coefuHeHus». Best nunpopmarnus, c. HOMepa NMOPTOB HCTOYHMKA M HA3BHAYEHUS
CBSI3aHHAsI C COCTOSTHHEM JIaHHOT'O BUPTYaJIbHOTO d. IMCTHHT ¢ 00pallleHHBIMH aipecaMu
COEAMHEHUs, XPaHUTCA B TAOIUIE TUHAMUYECKUX HOMepaM# MOPTOB
COCTOSIHHH, C TTIOMOIIBIO KOTOPOH OllEHUBAETCS e. BpeMsl, 110 HCTeYEHHI0 KOTOPOro CoeiMHeHne
JaJbHEHIINI 0OMEH B paMKax 3TOTO BUPTYaIbHOTO Oyner ynajaeHo
coennuenus. Korma coenrHeHne HaUMHAeTCs C f. coctonnue TCP-coenuuenust (ToabKO A5
UCIIONIb30BaHUEM OTCIIEXKHMBAEMOro Npotokoina, [P-tables | TCP)

J00aBIISIET 3aIMCH B TAOJIUILY COCTOSIHUH BCETO g. COCTOSIHHE OTCJIeKNBAEMOr0 COeTUHEHUS
coenuHeHus. Kakyio nH(popManuio BKIo4aeT B ceds h. koHTpONBHYIO CyMMy
3alKCH B TAOJIHUIE COCTOSIHUI?

31. J171s1 BBITTOJTHEHUSI KaKKMX 3a/1a4 MOT'YT OBITh a. /s 32U THI M H30JISIMH TIPHIIOKEHUH,

HCIIONIb30BaHBI ME)KCETEBBIC SKPAHBI? CepBHCOB M MAallIMH BO BHYTPeHHeii ceTH 0T
HeKeJIaTeJbHOro Tpadguka, NPUXoIsIIero u3
BHEIIHeH ceTH HHTEepHeT.

b. Jlyist orpaHuYeHNs WIIM 3anpeleHns
JI0CTYIIa XOCTOB BHYTPEHHEH CeTH K cepBHCaM
BHeIlIHeH ceTH UHTepPHeT.

c. Jlna nopaep:kku npeodpa3oBaHus ceTeBbIX
aJpecos.

d. st oOHapy>KeHus B peabHOM MacuiTade
BPEMEHH CETEBBIX aTakK Ha CETEBOM YPOBHE.

e. [lns oOHapyxeHHs ySI3BUMOCTEH,
MO3BOJISIONINX PEaTU30BaTh aTaKy.

32. [Tpu oreHKe MPaKTHYECKUX pPeann3alii MexXCceTeBbIX a. MesKceTeBble IKPaHbI YPOBHS f/1pa
9KPaHOB B Ka4e€CTBE OHOIO U3 INIaBHBIX TapaMeTpoB b. MexKceTeBbIe IKpaHbl YPOBHS COSIMHEHHUS
BbIcTynaet OpicTpoaeiicTue. CI0XXKHOCTD IPOBEPOK, C. MEXCETEBBIC SKPaHBbI IPUKIIAJHOTO YPOBHS
OCYIIECTBISIEMBIX MEKCETEBBIMH 3KpaHAMH, OOBIYHO d. MexceTeBble SKpaHbl ¢ TUHAMHYECKON
TIPUBOANT K CHIKEHHUIO €r0 ITPOU3BOJUTEIEHOCTH. (unsTpanuen makeTos
Kakne mexceTeBble SKpaHbl CTAIN pa3padaTbIBaThCS UL | €. MEKCETEBbIE SKPaHbl HHCIIEKIIUH COCTOSHUH
YCTPaHEHHUs 3TOTO CYIIECTBEHHOTO HEIoCTaTKa?

33. OnyH U3 OCHOBHBIX MOAYJIEH MEXKCETEBBIX IKPAHOB a. epexBaT4YHK MaKeTOB
YPOBHS si/ipa sBIsieTCsS siapo O6ezomacHocTr. Kakue b. aHaiM3aTOp NaKeTOB
KOMIIOHEHTHI, COCTABIISIOIINE CyTh TEXHOIOTUU €. MOAYJIb BepupuKanNn
(YHKIIMOHNPOBAHUS HA YPOBHE Apa, COAEPKHUT SIAPO d. ITMHAMHIYecKHe CTeKH
Ge3omacHocTU? €. MOJyJb yIpaBJIEHUs XOCTOB

f. areHT peructpanuy BXoa0oB

34. Snpo 6e30macHOCTH, SBISIONIEECS OHUM M3 OCHOBHBIX | a. MepeXBaTYHK MAKETOB
MOJYJICH MEXKCETeBBIX 9KPaHOB YPOBHS spa, COACPKUT | b. aHANIN3aTOp MaKeToB
YeThIpEe KOMITOHEHTA, COCTABIIIOIINX CYyTh TEXHOIOTHH C. MOZYJIb BEpUPHUKALINN
(YHKIIMOHUPOBAHUSI MEKCETEBBIX SKPAHOB HAa YPOBHE d. nmHaMuYeckue cTeku
sapa. Kakas U3 3THX KOMIOHEHT [1€PeXBaThIBACT MAKETHI,

MIOCTYTAIOIINE HAa MEKCETEBOM IKpaH, U NepesiacT ux Ha

00paboTKy?

35. SAnpo 6e30macHOCTH, SIBISIONIEECS OMHUM M3 OCHOBHBIX | a. IEPEXBaTYMK MAKETOB

Moz[yneﬁ MECIKCETCBBIX OKPAHOB YPOBHA dApa, COACPIKUT
YCTBIPE KOMIIOHEHTA, COCTABIAIOUINX CYTh TCXHOJOI'MH

b. ananu3aTop nmakeros
C. MOAYJIb BepUHKAIIH
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(YHKIIMOHUPOBAHUSI MEKCETEBBIX SKPAHOB HAa YPOBHE
simpa. Kakas U3 9THX KOMITOHEHT 110 HH(OpManun
3aroJIoBKa IakeTa MOAr0TaBIIMBACT MaKeT U
COOTBETCTBYIOLLME AAHHBIE JUIsl JalbHEUIIEH
00paboTku?

d. IMHAMUYECKUE CTEKU

36. Snpo Ge3omacHOCTH, SBISIONIEECs OJHUM M3 OCHOBHBIX | a. IEpEeXBaTYHK MaKeToB
MOyJel MEXCETEBbIX 3KPaHOB YPOBHS SIApa, COACPXKUT | b. aHAIM3aTOp MAKETOB
YeThIpe KOMIIOHEHTA, COCTABIIIOIINX CYyTh TEXHOJIOTHH €. MOAYJIb BepupuKanun
(YHKIIMOHUPOBAHUS MEKCETEBBIX SKPAHOB HAa YPOBHE d. nmHaMu4eckue cTexku
sapa. Kakas U3 3THX KOMIOHEHT IPUMEHSIET 3aJaHHYIO0
MOJIUTHKY OE30MacHOCTH (3arpy’aemMyo B s,Iipo
aJIMHHUCTPATUBHBIM arcHTOM), HHUILUATIM3UPYET U
OTCIIEXKHBAET CEaHChl BCEX PAa3pEIICHHBIX COSANHEHMNH?

37. Snpo Ge3omacHOCTH, SBISIONIEECs OHIUM M3 OCHOBHBIX | a. IepeXBaT4HK MaKeToB
MOZYJICH MEKCETeBBIX 9KPaHOB YPOBHS spa, COACPXKUT | b. aHANIN3aTOp MaKeToB
YeThIpe KOMIIOHEHTA, COCTABISIOIIUX CYyTh TEXHOJIOTUU C. MOZYJIb BepUPHKALIMN
(YHKIIMOHUPOBAHUSI MEKCETEBBIX SKPAHOB HAa YPOBHE d. TMHAMHIYecKHue CTeKH
sapa. Kakas U3 3THX KOMIIOHEHT 3aBHCHUT OT
KOHKPETHOTr'O MPOTOKOJIA COEIUHEHUs?

38. BBI1ens10T HECKOIBKO OCHOBHBIX MOAXOJI0B K 00X01y a. MOCTeNEHHbIN MOAX0/
MEKCETEeBBIX SKpaHOB. Kakue? b. TyHHeIMpOBaHue

C. CUCTEMHBIN MOJIXO0
d. HHmKeHepHBINA TTOXO0

39. [ox KakuM MOAXOIOM K 00XOIY MEKCETEBBIX SKPAHOB a. OCTeNeHHbIN MoAX0
MMOHUMaeTCs MeToinKa coopa uHpopMaruu 00 b. TyHHENIHMpOBaHHUE
YOAJIEHHOH CETH, 3alUIICHHON MEXCETEBBIM 3KPAHOM? C. CHCTEMHBIH MOJXO0.

DTOT METOJ] HCTIONIb3YET MOChUIKY U aHanu3 [P-nakeToB d. MHKEHEePHBIN TIOIXO0T
JUISL OTIPEAEIICHUS] BOBMOJKHOCTH OIPE/ICNICHHOTO TTaKeTa

MIPONTH Ha XOCT Ha3HAUEHHsI uepe3 yCTPOHCTBO

¢busTpaiuy nakeToB. MeTo Mo3BOJISET ONPEACIUTh

OTKPBITHIE IOPTHI IAHHOTO YCTPOHCTBA, BOSMOKHOCTD

MIPOXOXK/ICHHSI TIAKETOB ISl PA3JIMYHBIX CIIykKO uepe3

JIAHHBIH MOPT U T.A.

40. IMox kakuM MOIXOAOM K 00XOY MEKCETEBBIX SKPAHOB a. TOCTETIEHHBIH TOIX0A
MIOHUMAeTCs 00IIast TEXHOJIOTHS TIepeauy IPOTOKOIa b. TyHHeIMpOBaHUe
yepe3 oOIIyIo CeTh C HCIOIB30BaHUEM JPYTOro C. CHCTEMHBIH MOJX0.
IIpoTOKOMNa? d. umxeHepHbIi moaxox

41. [IpumMeHeHne TaKOBO MOAXO/IA K 00XOTy MEKCETEBBIX a. HeCyIIUii MPOTOKOJI
9KPAHOB KaK TYHHEINPOBAaHHUE, O3HAYAET UCIONB30BaHHE | b. MpoToKoI-maccakup
MHKAICYJISIIUH ITPOTOKOJIOB IIPHU MEXKCETEBOM €. MPOTOKOJI HHKANCY AU
B3anMOAEHCTBIH. B mponecce nHKancysimmu d. IpoTOKONI-KOHAYKTOP
MIPUMEHSIOTCS TPH TUMA IPOToKoJoB. Kakue 310 TUIBI? €. MPOTOKOJIbI MapLIPyTU3AIUH

42. [Ipu mexxceTeBOM SKpaHUpPOBaHUM Kaxkabli [P-maker a. ¢pusuyeckuii nHTepPeiic, OTKyIa mpuIIeT
HCCIIeyeTCs Ha COOTBETCTBUE MHOXKECTBY MIPABUJL. OTU | MaKeT
IpaBUJIa YCTAHABJIMBAIOT PA3PELICHUE CBSI3H 110 b. IP-agpec ucrouHuka
COZIEP’KaHUI0 3aT0JIOBKOB CETEBOI0 U TPAHCIIOPTHOTO c. IP-anpec naznauenunst
ypoeHeii mogenu TCP/IP, anamusupyercs u Hanpasieaue | d. Tunm TpancnoptHoro ypoeHs (TCP, UDP,
nepenBrkeHus nakera. Kakue momis KOHTpOIUpPYIOT ICMP)

(GUIBTPBI TAKETOB? €. TPAHCIOPTHbIE NOPTHI HCTOYHNKA U
Ha3HAYeHHs
f. KOHTPOJIBHYIO CyMMY
43. OTMeThTE MTPABUIIO OOIIIEH CXEMBI HCCIISTOBAHMS a. ecJI MPaBUWJIO pa3peniaeT, TO MaKeT
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MaKeTOB TIpH (PUIIBTpaLUn: JonycKaeTcst

b. ecin mpaBuUIIo 3anpeniaeT, TO NaKeT
ynajsiercst

C. €CJIM HU OJIHO NMPABUJI0 He MIPUMEHEHO, TO
naKeT ynaJjsieTcst

d. ecnu mpaBUIIO paszperaet, To MaKeT yAAISeTCs
€. SCIIM IIPaBUIIO 3aIPelaeT, TO HaKeT
JOITyCKaeTCs

f. ecnv HU OZJHO NIPABHIIO HE IPUMEHEHO, TO
IMaKeT OTHPABJIACTCA B OU€pE€Ab JId OTJI0KEHHOM

00paboTKn
44. MesxceTeBoii SKkpaH, GUIBTPYIOUIUHI TaKeThl, 94aCTO a. cxeMa TPaHCJISIMH a/IPECOB
nepeasipecyeT CETeBbIE MAKEThI TaK, YTO BBIXOAHOMN b. MapmpyTH3anus
Tpaduk ocymecTBisieTcs ¢ ApyruMu aapecamu. Kax C. KOMMYTaLus
Ha3bIBACTCS Takas cxema? d. cxema TpaHchopmalnu aapecon
45. Yrto no3BoisieT npumeHeHue cxembl NAT? a. CIPATATh TONOJIOTHIO U CXeMY aJpecauuu

JI0BEpPEHHOM ceTH

b. ucno/Ib30BaTh BHYTPH OPraHU3aiu My
IP-anpecoB MeHb1IEro pa3mepa

c. obecrieynBaTh pabOTy MIPOTOKOJIOB
MapIIpyTH3AMUN

d. 0OHapyXHBATH MOMBITKH BTOPIKCHHS B
CUCTEMY

46. Kakue paznudaror BUbl TPAHCISAIUN aipeCcOB? a. cTaTHYecKasi

b. tMmHaMHu4YecKas
C. IUCKpeTHast

d. xoHLIEHTpHUeCKas

47. [epeuncnuTe nmpenMymiecTBa GpuiIbTpanuy. a. BeicTrpora pa0oTsl (110 CpaBHEHHUIO C
JAPYTMMH TexHoJorusamu M3)

b. M3 MoskeT ObITH peajJM30BaH ANNAPATHO
c. He Tpedyercs konurypnpoBanmue XocToB
NO0JIL30BaTeJIsl

d. Cxema NAT «npsiuer» BHyTpenHue IP-
ajpeca

e. Pabora ¢ mpoTokoaMu BBICILIETO YPOBHS
(HTTP, FTP)

f. Xopommii aymut

48. [NepeuncnuTe HEOCTATKU QUIBTPALINY. a. He «cmonnmMaer» npukjiagHbie NPOTOKOJIbI
b. He MoskeT OrpaHMYUTD AOCTYII
MOAMHOKEeCTBY IPOTOKOJIOB J1axKe JUIf
OCHOBHBIX CJIYK0

c. He orciexnBaer coefmHeHHs (He COACPKUT
uH(opMaIHIO 0 ceaHce)

d. Ci1aGble BO3MOKHOCTH 00padoTKH
HHpOpPMaNNU BHYTPH MaKeTa

e. He moxxer orpannuuth HHGOPMALUIO €
BHYTPEHHMX KOMIIBIOTEPOB K ciayx0am MO
cepBepa

f. IlpakTHYeCcKHU He UMeeT ayIuTa

g. TpyaHo TectupoBath npasuja (u3-3a
CJI0KHOCTH BHYTPECHHHX ceTel, HAJH4Hs
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Pa3IUYHBIX CJIY:KO)
h. He MmoxxeT OBITH peann3oBaH anmmapaTHoO
i. He mognepxuBaer NAT

49. Kak Ha3pIBalOT KOMIUIEKC (ammaparypa | mporpaMMHOE a. cucreMa 00HApYKeHHUs BTOP:KeHU I
oOecriedeHue), KOTOPBIH IO pe3ylibTataM aHaIn3a b. MexceTeBOM 3KpaH
KOHTPOJINPYEMBIX M COOMPAEMBIX TaHHBIX TPUHUMAET C. aHTUBHPYCHOE CPEACTBO
peIIeHUE O HATHYNH aTaK¥ WA BTOPKCHUS? d. cpemcTBa KOHTPOIIS JOCTYIA H
ayTeHTU(HKALUN
50. Kakue cucrempl 00HapY:KeHHS BTOP)KEHHIA a. CETEBbIE
OCYUIECTBIIAIOT aHAIU3 AaKTUBHOCTH OTJIEIBHOTO b. xocToBBIE
KOMIBIoTEpa? c. rubpuHbIe
d. MoOuBEHBIE
51. Kaxkwue cucreMbl 00Hapy>KeHUS! BTOP)KEHHU BBIIIOJHSIOT | a. CETEeBbIC
(YHKIIMU XOCTOBBIX CHCTEM OOHAPYKCHHUS BTOPKCHUAN U | b. XOCTOBBIC
TIPU 3TOM UCIIONB3YIOT U aHAJIN3 CETEBBIX MAKETOB, ¢. rHOpUIHbIE
MIPUXOIAINX HA JaHHBIN XOCT? d. MoOmITEHBIE
52. Ha xakue cucteMbl 0OHAPYKCHUS aTak MOJPA3CISIOTCS | a. HeHTPaJIH30BaHHbIE
o cTpyKType? b. nenenTpannzoBaHHbIE
C. ISMUJIUTapU30BaHHbIE
d. nepapxmgeckue
53. Kaxkue paznngaror cucteMbl 00HapY)KEeHHST BTOP)KCHUH a. aKTUBHbIE
10 XapaKkTepy peaxkiuu? b. maccuBHbIE
C. IIepPMaHEHTHEIC
d. He3ameMTENBHBIC
54. Kakne moaxoasr MOTYT HCITOIB30BATHCS [UIS a. CoBnaaenue ¢ mMadJI0HOM
0OHApPYXCHHUSI CUTHATYP? b. CoBnajgeHue ¢ madJ0HOM COCTOSTHUS
c. AHAJIM3 HA OCHOBe IA0/I0HA UCI0JIb3YeMOro
MPOTOKOJIA
d. IBpucTHYeCKHA MOAXO
55. B kaxom ciydae oOHapyxeHHe curHaryp 6asupyercs Ha | a. CoBmaseHue ¢ madJI0OHOM
morcke (PMKCUPOBAHHOM MOCIen0BaTeIbHOCTH 0aiiToB B | b. CoBmajicHue ¢ 11abJIOHOM COCTOSTHUS
paccMaTpruBaeMOM SIIEMEHTe JaHHBIX (HalpuMep, B ¢. AHanM3 Ha OCHOBE IIa0JIOHA HCIIOIB3YEMOTO
€IMHUYHOM TakeTe)? MIPOTOKOJIA
d. OBpucTHYECKHI TOAXO/
56. B kakom ciyyae oOHapy»KEHUE CUTHATYP MPOUCXOTUT a. CoBmajieHue ¢ MabJI0HOM
CIIEAYIOIINM 00pa3oM: 10 OJHOMY HaKeTy b. CoBnajenue ¢ madJ0HOM COCTOSTHUS
YCTaHABJIMBACTCS COCTOSIHHE TIOTOKA TAHHBIX, TOSBICHUE | C. AHAN3 Ha OCHOBE MA0I0HA UCTIONB3YeMOTO
JPyTOTO TMaKeTa (WM MaKeTOB), KOTOPBIA COOTBETCTBYET | MPOTOKOJIA
JTAHHBIM COCTOSIHHSI, CAMTACTCs aTaKoh? d. OBpucTHYECKHUI TTOAXO/
57. B kakom ciyyae oOHapy»KEHUE CUTHATYP MPOUCXOTUT a. CoBmajieHue ¢ I1abJIOHOM

TakuM 00pa3oMm, 9TO Ui (POPMHUPOBAHUS COCTOSTHUS
UCIIONB3YETCs IEKOJUPOBAaHNE PA3JIMUHBIX JIEMEHTOB
nporokona? B 3ToM ciydae npu AeKoIupOBaHUN
nporokosia COB npumeHsieT mpasuiia, ONpeiesiCHHbIE
RFC nnsa napymennii. B HEKOTOPBIX ciTydasx 3TH
HapyIIEHUsI MOTYT HaXOIUTHCS B ONPEAEICHHBIX MOJIIX
MIPOTOKOJIA, YTO TpedyeT 0oJice NeTaIbHOI0 aHAIN3A.

b. CoBnasieHue ¢ M1a0JIOHOM COCTOSTHUS

c. AHAJIU3 HA OCHOBe MIA0JI0HA UCI0JIb3YeMOro
NMPOTOKOIA

d. OBpucTHYEeCKHI TTOAXON
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58. Kakoii monxon oOHapyKeHHsI CUTHATYP UCTIONb3yeT a. CoBmajieHue ¢ 11abJIoHOM
JIOTHYECKUE MTPABUIIA, ITOTYICHHBIEC 3BPHCTHYECKN ? b. CoBnageHwue c 11aGJI0HOM COCTOSTHUS
C. AHanM3 Ha OCHOBE I1a0JI0OHA HCIIOJIB3YEMOT0
MPOTOKOJIA
d. IBpucTHyecKuii MOAX0
59. Kakne paznmgaror BuIp! curHaryp? a. CUrHatypsl 3KcIuIoiiTa
b. Curnarypsl ya3BHMOCTH
c. CUrHaTypbl aHOMAJIMii IPOTOKOJIOB
d. CurHatypbl aHamauit
60. JIENCTBUS, NPEATPUHUMAEMBIE 3JI0YMBIIIJIEHHUKOM, a. aTaka
MIPOTHB KOMITBIOTEpa (MM CETH) MOTCHIINATEHON b. BTOpKeHHE
JKEPTBBI, 5TO? C. yrposa
d. ysI3BUMOCTH
61. Kakue curnarypsl onuparoTcst Ha XapaKTepUCTHKU a. CHTrHATYpBI IKCILIOTA
aTaKu, KOTOpEIE IMO3BOJISAIOT OJHO3HAYHO b. CurHarypsl y3BUMOCTH
UACHTH(UINPOBATH aTaKy? c. CurHarypsl aHOMaJIMH IIPOTOKOJIOB
62. Kakue curHatypsl OMUparoTCcs Ha 0COOCHHOCTH a. CurHarypsl 9KCIIONWTa
KOHKPETHOH yS3BHMOCTH, T.€. Ha T€ MapaMeTPhl WIN b. Curnarypsl ya3BUMOCTH
JIEUCTBHSI, KOTOpbIE HEOOXOIMMO BBITTOIHUTD IS c. CurHarypsl aHOMaJIMi IIPOTOKOJIOB
WCIIONIb30BAHMS JAHHOH ysSI3BUMOCTH?
63. Kakune curHatypsl HHOTIA TPAKTYIOTCS Kak a. CurHarypsl SKCIIIONTa
oOHapy>keHne aHoManuii potokona? s pa3paboTKu b. Curnarypsl yI3BUMOCTH
TaKUX CUTHATYP HEOOXOANMO MPOBECTH aHATIN3 c. CurHaTypsl aHoMaJIuii NPOTOKOJIOB
peanu3anuy paccMaTpUBaeMOro MpoToKoJia Ha
cootBercTBue RFC.
64. Hexoropsie coBpemennbie COB Henb3st OTHECTH HU K a. metoabl Data Mining
cucTeMaM OOHapY)KCHHUSI CHTHATYyp, HU K CHCTEMaM b. MeTOabI TEXHOJOTMH MOOHJIbHBIX ATEHTOB
oOHapy>xeHust anomanuii. OHU ONKPAIOTCS Ha HOBBIE €. METOABI MOCTPOEHHSI HMMYHHBIX CHCTEM
(HOTa MX HA3BIBAIOT AJILTEPHATUBHBIC) IOAXOIBI K d. npuMeHeHne reHeTH4eCKUX AIrOpPUTMOB
oOHapy>keHn1o0. Kakue moaxo sl MO>KHO OTHECTH K YHCITY | €. NPUMeHeHHe HeHPOHHBIX ceTei
AJIBTCPHATUBHBIX HO)]XO)]OB? f MCETObI HeﬁpOHPIHFBHCTH‘-IeCKOFO
MPOTrPaMMHUPOBAHUS
65. Kakyro TeXHOJI0r1I0 MOXKHO ONpeeUuTh KaK MpoIiecc a. TexHoJorusa Data Mining
oOHapyXeHUs B HeoOpabOTaHHBIX TAHHEIX: - paHee b. TexHONIOTHs MOOMIIEHBIX areHTOB
HEHM3BECTHBIX; - HETPUBUAIIBHBIX; - TPAKTUYECKH C. METO[IBI TOCTPOCHUSI IMMYHHBIX CUCTEM
TIOJIE€3HBIX; - IOCTYIHBIX HHTEPIPETAIINN 3HAHUMH, d. mpuMeHeHne TeHETHYECKUX aJITOPUTMOB
HEOOXOANMBIX JJIs IPUHSTHUS PELICHUH B Pa3INYHBIX €. IPUMEHEHNE HEHPOHHBIX CeTel
cepax uenoBeYeCKOH AesTeIbHOCTH?
66. KaxoBbI 0CHOBHBIE METOBI 00X0/a CETEBBIX CHCTEM a. cOuBaHMe C TOJKY
0OHapyXCHUS BTOPIKCHUN? b. pparmenTanus
¢. mudpoBanue
d. nmeperpy3ska
€. colualbHasi HHXeHEepHs
67. Kaxkoit meTo 006x071a CETEBBIX CHCTEM OOHAPYKEHUS a. cOnBaHHe ¢ TOJKY

BTOP>KEHHH 3aKIII0UaeTCs B MAHUITYJIMPOBAaHUH JAHHBIMU
TakuM 00paszom, 9To0sI curHarypa COB ne
COOTBETCTBOBAJIA ITPOXOJIAIIEMY MAKETY, KOTOPBIH OBl
HHTEPIPETHPOBAJICS IPHEMHON CTOPOHOH (HampuMep,
ITOCBUIKA [TAKETA, UCIIONB3YIOLIETO KONUPOBAHHE, HIIH
JI00aBJICHHE BCIIOMOTAaTEIbHBIX CUMBOJIOB)?

b. pparmenramnus
c. mudpoBaHue
d. meperpy3xka
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68. Kaxoii MeTon 00xo/1a CETEBBIX CUCTEM OOHAPYKEHUS a. cOuBaHME C TOJIKY
BTOPXXEHUH 3aKITI0YaeTcsl B pa30MBKe MaKkeTa JaHHBIX Ha | b. pparmenTanus
(parMeHTbl, KOTOPbIE MOXKHO TIOCIIaTh B Pa3IMuYHOM c. mmgpoBaHue
nopsizike (M ¢ pa3IndHBIMHA BPEMEHHBIMH HHTEPBAJIaMU d. meperpy3ka
MEXy HUMH)?

69. Kaxoii MmeTon 00xo/1a CE€TEBBIX cUCTEM 0OHAPYKEHUS a. cOMBaHME C TONKY
BTOPXKEHUH 3aKJII0YAETCs B JEUCTBHUAX HAPYIINTETS C b. pparmenrarus
LIEJIBIO TPOTHBOACHCTBOBATE CETEBBIM CHCTEMaM c. mudpoBanue
0oOHapy>KeHHs! aTak MCCIIeOBaTh IOJIE3HYI0 HAarpy3Ky d. neperpy3sxka
nakera?

70. Kaxkoit meTo 06x0/1a CETEBBIX CUCTEM OOHAPYKEHUS a. cOuBaHMeE C TOJIKY
BTOP)KEHHH 3aKIIIOuaeTcs B MEPENOTHEHNH CEeTeBOIt b. dparmenranus
CHCTEMBI 00HApPYKEHHUS BTOPKCHUIT? c. mudpoBaHue

d. neperpy3ka

71. HecaHKIIMOHWPOBaHHBIN BXO B MH)OPMAITMOHHYIO a. BTOp:KeHHe
cucreMy (B pe3ynbrare IeHCTBHH, HapyIIaloMNX b. araka
MOJIUTHKY 0E30MaCHOCTH WM OOXOMSIINX CHCTEMY C. yrposa
3aIIUTHI), 3TO? d. ys3BUMOCTB

72. J171s1 XOCTOBBIX CUCTEM OOHapY)KEHHsI BTOPIKEHUH a. KOHTPOJIb PACTIOJIOKEHHS U HEeJT0CTHOCTH
0OBIYHO MCTIONB3YeTCsl KOMOMHAIHSA OOHAPYKEHUS (daiision
aHOManui 1 oOHapyxeHus curHatyp. OIHUM u3 b. cOuBanue ¢ TOJIAKY
OCHOBHBIX U1 X0cToBbIX COB siBIsIeTCst Bompoc: eciiu €. BCTaBKa HYJIEBOI0 3HAKA B 3alpoc nocJje
XOCT OyJIeT CKOMIIPOMETHUPOBAH, TO KaK yAep’KaTh yKa3aHus MeToAa
HapYIIUTENs OT MaHUMyIMpoBaHus ¢ anementamu COB | d. mepexBar npuioxxeHust
IUISL TIPEAOTBpalieHus: oOHapykeHns artaku? Kakue €. coluanbHas HHXEHEPHS
METOJIbI JUISl ATOTO SBJISIOTCSI OCHOBHBIMU?

73. Kaxk Ha3bIBalOT reHepanuio curnaia o0 oOHapyXeHUuH a. JIO)KHAsl TPeBOra
araxu (BTOpXKEHUs), KOTOpoil He ObLT0? b. mporryck

C. araka
d. Brop:xeHue

74. Kax Ha3bIBaIOT MPOITYCK aTaKy MM BTOPKEHUS a. MpomycK
(OTCyTCTBHE CHTHANA TPEBOTH MPH HAJTHYUN b. noxHast TpeBora
BTOpPXKEHUsI)? C. yA3BUMOCTb

d. Brop:xeHne

75. JJis mocTpoeHHsI TAKCOHOMUH CHCTEM OOHAPY KEHUS a. MOAX0/ K 00HAPYKEeHUI0
arak HeoOXOIMMO BEIOpaTh KPUTEPHH, COTVIACHO b. 3amumaemas cucrema
KOTOPBIM OyzeT mpoBoauThes kKinaccupukanua. Oqua u3 | c. erpykrypa COB
IIOZIXOJIOB BBIOOpA KPUTEPUEB — 3TO MOAXO[, B KOTOPOM B | d. MCTOUHMK AAHHBIX (JUIS] MPUHATHS
KaueCTBE TAKUX KPUTEPHEB BBIOPAHbI THITUYHBIC pelIeHust)

(GYHKIMN 1 0COOCHHOCTH MPOCKTUPOBAHHS e. BpeMs aHAJIM3a
peanu3anuu cucreM oOHapyxeHus atak. Kakue 3to f. xapakTep peakuun
¢byHKIIN? g. OmokmpoBKa Tpaduka

76. Kaxkue BBIIEISIIOT TOIX0/1bI K OOHAPYKEHHIO aTak? a. 00Hapy:KeHHe CHTHATYP

b. oOHapy:xeHHe aHOMATIHIA
¢. THOPUAHBIN MOAX0/
d. oOHapyXeHHEe BTOPKECHHUI

77. Kakue BBIIENSIOT BUIBI CHCTEM OOHAPYKEHHS aTak? a. XOCTOBbIE

b. cereBbIe
c. ruOpuaHbIe
d. MoOUIBEHBIE
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78. Kakue cuctemMbl 00HAPYKCHUS BTOPKCHH I a. ceTeBbIe
OCYIIECTBIIIOT COOp U aHAIH3 CETEBBIX ITAKETOB, Ha b. xocTOBEIC
OCHOBaHHMH KOTOPBIX POBOJUTCSI OOHApYKeHHe? C. THOpUTHbIE
d. MmoOmITEHBIE
79. Kak Ha3bIBalOT CeTh Ha ypOBHE KOMIIAHUY, B KOTOPOil a. KopnoparuBnas ceTs (MHTpaHeT)
HCIONB3YIOTCS IPOTPaMMHBIE CPEACTBA, OCHOBAaHHBIE HA | b. DKcTpaHeT-ceTh
creke nporokoinoB TCP/IP? c. [TomHo-CBsI3Has ceTh
d. I'nobankHas ceTb
80. HeraruBHoe Bo3aelicTBHE HA CUCTEMY B LIEJIOM WM a. Orka3
OT/ICNIBHEIC €€ DIIEMEHTHI, OKAa3hIBAEMOE KAKMMH-THO0 b. C6oit
SIBIICHUSIMH, TIPOUCXOISIIIIMHA BHYTPH CUCTEMBI HIIH BO c¢. Ommbka
BHEIIHEH cpene, 3T0? d. IToGouHOe BIUSIHNE
81. Kakoe mpoucxoxieHue yrpo3bl 00yCIOBIMBAETCS a. cllydaiiHoe
3JI0YMBILLIEHHBIMU JIEACTBUSIMU JIFOICH, b. npexnamepennoe
OCYIIECTBISIEMbIMH B 1IEJISIX PeaIU3aluK OJHOTO HIIH C. CyObEeKTHBHOE
HECKOJILKHUX BHJIOB YTpo3? d. oObekTHBHOE
82. Kaxkue BBIIETSIIOT pa3HOBUIHOCTH MPEAIOCHIIOK a. cIIyvaiiHbIe
MIOSIBIICHHS yTPO3? b. mpemqHamMepeHHBIC
¢. Cy0ObeKTHBHbIE
d. o0beKTUBHbBIE
83. OTMedaloT ABe pa3HOBUIHOCTH MPEIITOCHUIOK a. KOJIMYeCTBeHHAsI HeIOCTATOYHOCTh
TOSIBJICHHS YIPO3: 00bEKTHBHbBIE (KOJHMYECTBEHHAS HIIH b. kKauecTBEHHAs HEIOCTATOYHOCTh
KaueCTBEHHAS HEIOCTaTOYHOCTh BIICMEHTOB CUCTEMBI) H | C. ACATEIIFHOCT Pa3BEIbIBATEIBHBIX CITYXKO
CyObeKTHBHBIE (JIEITEILHOCTD Pa3BeIbIBATEIbHBIX MHOCTPaHHBIX TOCYAapCTB
CITy’k0 HHOCTpaHHBIX TOCYAApCTB, MTPOMBIIIIICHHBIN d. TPOMBITITEHHBIN IITHOHAX
LIMAOHAX, JIEITEIbHOCTh KPpUMUHAIBHBIX U €. IeHCTBHS KPUMUHAIBHBIX U
XyJTUTAHCTBYIOIINX AJIEMEHTOB, 37I0YMBIIIJICHHBIC XyJUTAHCTBYIOIINX JIEMEHTOB
JeHCTBHS HETOOPOCOBECTHBIX COTPYIHUKOB CHCTEMBI). f. 370yMBINUICHHBIE IEHCTBHS
[NepeuncneHHble Pa3HOBUIAHOCTH MPEAIIOCHLUIOK HeJJ00POCOBECTHBIX COTPYAHUKOB
HHTEPIPETUPYIOTCS pa3HbIM 00pazoM. Kak Ha3pIBaroT
ClleyIoIIy o nHTepnperanuto: Gusnyeckas HexBaTKa
OITHOTO FIJTH HECKOJIBKHX JIIEMEHTOB CHCTEMBI 00paboTKH
JTAHHBIX, BHI3BIBAOIIAS HAPYIICHHS TEXHOJIOTHUCCKOTO
mporecca 00paboTKH ¥ (MIIN) MEePerpy3Ky MMEFOIITIXCS
SIICMCHTOB.
84. OTMeualoT ABe pa3HOBUIHOCTH IPEIIIOCHUIOK a. KOJINYECTBEHHAst HEJJOCTaTOYHOCTh

HOSIBJICHHS YIPO3: OOBbEKTUBHBIE (KOMMYECTBEHHAS HIIH
KaueCTBEHHAs! HEAOCTATOUHOCTD AJIEMEHTOB CHCTEMBI) U
CyOBEKTHBHBIE (AEATEIBHOCTD Pa3BebIBATEIbHBIX
CiTy0 MHOCTPAaHHBIX TOCYIApCTB, TPOMBIIILICHHBINA
LIMAOHAX, JIEITEIbHOCTh KPUMUHAIBHBIX U
XyJIUTaHCTBYIOIINX 3JIEMEHTOB, 31I0yMBIIIJICHHBIC
JEeUCTBHS HETOOPOCOBECTHBIX COTPYIHUKOB CHCTEMBI).
[epeuncnenHble pa3HOBUIAHOCTH MPEATIOCHIIOK
HMHTEPIIPETHPYIOTCS pa3HbIM 00pa3zoM. Kak HaspiBatoT
CIIeIYIOILYI0 HHTepIpeTauio: HecorepineHcTBO
KOHCTPYKIMH (OpraHU3alii) IIEMEHTOB CHCTEMBI, B
CHITY Yero MOTYT MOSIBIATHCS BOZMOXHOCTH IS
CITy4alHOTO WJIM IPEJHAMEPEHHOTO HETraTHBHOTO
BO3/IecTBYSI Ha 00padaThIBaEMYIO HIIH XPAaHUMYIO

b. kauecTBeHHAasi HETOCTATOYHOCTh

C. ACATCIBbHOCTD Pa3BCAbIBATCIIbHBIX CJ'Iy)K6

HMHOCTPaHHBIX TOCYIapCTB

d. TPOMBIIITEHHBIN IIMTHOHAX

€. IeficTBUA KpUMUHANIBHBIX U
XYJIMTaHCTBYIOLIUX 3JIEMEHTOB

f. 370yMBINUICHHBIE IEHCTBHS
HET0OPOCOBECTHBIX COTPYIHUKOB
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HHpOpMALHUIO.

85. OTMedaloT 1B pa3HOBUIHOCTH MPENITOCHUIOK a. KOJIMYECTBEHHAsl HEJJOCTATOYHOCTh
MOSIBJICHUS YIPO3: OOBbEKTUBHBIC (KOJMYSCTBECHHAS WITH b. xauecTBEHHAs HEAOCTATOYHOCTh
KayeCTBEHHAsl HEZI0CTaTOYHOCTD DJIEMEHTOB CHCTEMBI) U | €. AEATEIbHOCTh Pa3BeIbIBaTeIbLHBIX CJIYKO
CyOBEKTHBHBIC (IESTEILHOCTD Pa3BelbIBATEIbHBIX HHOCTPAHHBIX FOCYIApPCTB
CITy’0 MHOCTPaHHBIX TOCYapCTB, IPOMBIIIUICHHBIN d. IPOMBINILICHHBIH HIMTHOHAX
LIMTIOHAX, JEeATEIbHOCTD KPUMUHAIBHBIX U e. AefcTBHS KPUMHHAIBHBIX U
XYJIUTAHCTBYIOIIUX YIEMEHTOB, 3JI0yMBIIUICHHBIC XyJIUTAHCTBYIOIIUX IEMEHTOB
JENCTBUS HEMOOPOCOBECTHBIX COTPYAHUKOB CHCTEMBI). f. 3mOoyMBbINIUICHHBIE ICHCTBUS
[NepeuncieHHbIe pa3HOBUAHOCTHU MPEANIOCHUIOK HEeZOOPOCOBECTHBIX COTPYIHHKOB
HHTEPIIPETHPYIOTCS pa3HbIM 00pa3oM. Kak HasbiBaroT
CIEeyIOUIyI0 HHTeprpeTanyo: CrenuaibHo
opraHusyemast AesITeJIbHOCTh TOCYJapCTBEHHBIX OPraHOB,
poheCCHOHATEHO OPUCHTHPOBAHHBIX Ha JOOBIBAHKE
Heo0X0ANMOH HH(POPMAIMU BCEMH JOCTYITHBIMU
croco0aMH U CPEACTBAMH.

86. OTMeyaroT ABe Pa3sHOBUAHOCTH MPEANOCHUIOK a. KOJIMUECTBEHHAs! HEJJOCTaTOYHOCTh
MOSIBJICHHS YTPo3: OOBbEKTUBHBIC (KOMMYSCTBECHHAS WITH b. xauecTBEHHAs HEAOCTATOYHOCTh
KauyeCTBEHHAs! HEZIOCTAaTOYHOCTh DJIEMEHTOB CHCTEMBI) U | C. AEATEIBHOCTh Pa3Be/IbIBATEIILHBIX CITYKO
CyOBEKTUBHBIE (IeATEeIEHOCTE pa3BeAbIBaTeIbHBIX MHOCTPaHHBIX TOCYIapCTB
CIIy’0 MHOCTPaHHBIX TOCYapCTB, IPOMBIIUICHHBIN d. MpoMBINIIEHHBIH INHOHAK
LIITIOHAX, JEATEIbHOCTh KPUMUHAIBHBIX U e. AeicTBHS KPUMHUHAIBHBIX U
XYJIUTAHCTBYIOIIUX YIEMEHTOB, 37I0yMBIIUICHHBIC XyJIMTaHCTBYIOIIHNX 3JIEMEHTOB
JEeNCTBUST HeMOOPOCOBECTHBIX COTPYAHUKOB CHCTEMBI). f. 3MOyMBINIUICHHBIC ICHCTBUS
[NepeuncieHHbIe pa3HOBUAHOCTHU MPEANOCHUIOK HEZOOPOCOBECTHBIX COTPYIHHKOB
HHTEPIIPETHPYIOTCS pa3HbIM 00pazoM. Kak HasbiBaroT
CIeyIOLIYE0 HHTepIpeTanuio: HeracHas nesitenbHOCTD
opraHu3anu (ee npeacTaBuTeNei) no J00bBaHUIO
HHpOpPMAIINH, CIIEIHUATIBHO OXPAHAEMOil OT
HECaHKIIMOHUPOBAHHOW €€ YTEUKH WK MOXHIICHHS, a
TaKXe 10 CO3/IaHHMIO JUIs ceOsl OJIaronpusITHBIX YCIOBUH
B IIEJISIX TIOJYYCHHUS] MAKCHMAJIbHOW BBITOJIBI.

87. OTMeYaroT IBe Pa3HOBUIHOCTH HPENOCHUIOK a. KOJIMYECTBEHHAsS HEJOCTaTOYHOCTD
TIOSIBJICHHS YIPO3: O0BbEKTHBHBIE (KOJMYECTBEHHAS HITH b. kKauyecTBEeHHAs HEOCTATOYHOCTh
Ka4eCTBEHHAs! HeJOCTaTOYHOCTh JIEMEHTOB CHCTEMbBI) H | C. IEATEIBHOCTD Pa3BeIbIBATEIBHBIX CIIYXKO
CyObeKTHBHBIE (JIEITEIILHOCTD Pa3BEIbIBATEIbHBIX HUHOCTPaHHBIX TOCYIapCTB
CITy’KO MHOCTPaHHBIX TOCYAapCTB, IPOMBIIIICHHBIH d. IPOMBIIIIEHHBIH ITHOHAX
LIMTHOHAX, JEATEIbHOCTh KPUMUHAIBHBIX U e. IeficTBUSI KPUMHHAJIBHBIX U
XyJIUTaHCTBYIOUIMX 3JIEMEHTOB, 3JI0yMBIILICHHbIE XyJUTAHCTBYIOIHX 3J1€eMEHTOB
JefCTBHS HETOOPOCOBECTHBIX COTPYIHUKOB CHCTEMBI). f. 3IO0yMBINUICHHBIE NSHCTBUS
[NepeuncneHHble pa3HOBUIAHOCTH MPEAIIOCHUIOK HeJJ00POCOBECTHBIX COTPYAHUKOB
HHTEPIPETHPYIOTCS Pa3HbIM 00pa3oM. Kak HaspiBaroT
CIIEITYIOIIYEO HHTEpIIpeTannio: XuiieHne naopmannu
WJIY KOMITBIOTEPHBIX IPOTPaMM B LIENAX HAKUBBI WIH UX
paspylieHHe B HHTepecax KOHKYPEHTOB.

88. OTMeualoT ABe pa3HOBUIHOCTH IPEIIIOCHUIOK a. KOJINYECTBEHHAst HEJJOCTaTOYHOCTh

TMOSIBJICHHS YIPO3: 00bEKTHUBHbBIE (KOJMYECTBEHHAS HIIH
KaueCTBEHHAS HEIOCTaTOYHOCTh DJICMEHTOB CUCTEMBI) H
Cy6’I)CK1"I/IBHI)Ie ([[C)ITeJ'H)HOCTI) Ppa3BEAbIBATCIIbHBIX
CITy’KO WHOCTPAHHBIX TOCYAapPCTB, POMBIIUICHHBII
LIMTHOHAXK, AEATEIbHOCTh KpUMUHAIIBHBIX U
XyJTUTAHCTBYIOIIUX AJIEMEHTOB, 3JI0YMBIIIJICHHBIC
JICHCTBUS HETOOPOCOBECTHBIX COTPYHUKOB CUCTEMEI).
HepeqncneHHHe Pa3HOBUIHOCTH NMPEAIIOCHIIOK
HHTEPIPETUPYIOTCS pa3HbIM 00pa3oM. Kak Ha3pIBaroT
CIEYIONIYIO MHTEepIpeTanni: XulleHue (KOIUpOBaHKE)

b. KauecTBEHHAs HEOCTATOYHOCTh

C. IESTETHHOCTh Pa3BEIbIBATEIILHBIX CIYXO
WHOCTPaHHBIX TOCYIapCTB

d. TPOMBIITEHHBIN IMTHOHAX

€. IeUCTBUS KPUMUHAIBHBIX U
XyJIUTaHCTBYIOIINX JIEMEHTOB

f. 3J10yMbILILUIEHHBbIE 1eHCTBUS
HeT00POCOBECTHBIX COTPYIHUKOB
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WM YHUYTOXEHUE NHQOPMAIIMOHHBIX MAaCCUBOB M (WJIN)
IIPOrpaMM I10 STOUCTUYECKUM WA KOPBICTHBIM
MOTHBAM.

89. Kakue npuHuumne vHPOpMalMOHHOM a. IpUMMeHeHHe 3a1UTHI BO MHOKeCTBEHHBIX
rapaHTHPOBAHHOCTH PEKOMEHAYET CTPATETHs MecTax. [1ockoJabKY 3710yMBIIIJIEHHUKHA MOTYT
SIIEIOHUPOBAHHOI 0OOPOHBI: aTaKOBATh CHCTeMY U3 MHOKECTBA MecCT,

BKJIIOYAsl BHEIIHNE U BHYTPeHHUe,
OpraHmu3anus 10/KHA MPUMEHSATD 3alIUTHBIE
MeXaHU3MBbI B Pa3IMYHBIX TOYKAX, KOTOPbIE
J0JIKHBI 00ecne4YuBaTh 3aIIMUTY ceTel U
HHQPACTPYKTYPhI, 3aIUTY TPAHUI CETH U
TePPUTOPHH, a TAKKe 3aALUTY
KOMIIbIOTEPHOT0 000PYI0BAHUS;

b. npuMeHeHNe YPOBHEBOM 3alIIUTHI
NpeanoJaraeT ycTaHOBKY 3allIHTHBIX
MEXaHU3MOB Me:KIy NMOTEHIHAIbLHBIM
3JI0yMBIIIIJIEHHAKOM H 1eJIbI0;

¢. ompesieJicHHe YCTOHYUBOCTH 0€301aCHOCTH
JOCTHUTAETCH OIeHKOH 3aIMTHBIX
BO3MOKHOCTEI KakI0ro KOMIIOHEHTA
HH(OPMAIIMOHHOI rAaPAHTHPOBAHHOCTH;

d. npuMeHeHHe MH(PPACTPYKTYPbI
00Hapy:KeHM aTaK M BTOP KeHMI,
HCIOJIb30BAHIE METOI0B M CPEICTB AHAJH3A U
KOppeJsAlH NMOTy4YaeMbIX JaHHOI
HH(PACTPYKTYpOii pe3yJIbTaToB.

90. Kak Ha3bIBalOT HHTPaHET-CETh, MOAKIIIOYEHHYIO K a. JKcTpaHeT-ceTh
HHrepHeTy, T.€. CETh THUIIA UHTPAHET, HO CAHKLMOHHU- b. ['mobGanbHas ceTh
pyromiast JOCTYI K €€ pecypcaM ONpeAeaeHHON c. UnnuBunyansHas cetb
KaTerOpHH I10JIb30BaTeIICH, HAIEJICHHON d. KopnioparusHas cetb
COOTBETCTBYIOIIMMH TTOJTHOMOYHUSIMH?

91. UTo U3 HIKENEPEUNCIICHHOTO SBISICTCS UCTOUHHKOM a. JIIoau
yrpo3s? b. TexHM4YecKHe cpecTBa

€. MOJIeJIH, AJITOPUTMBI U IPOTPAMMbI
d. TexHOIOTHYeCKHe CXeMbl 00paboTKH
JaHHBIX

€. BHENIHSA cpena

f. MHOTTAHETHBIN pa3ym

92. PaccmarprBast ICTOYHUKH yTPO3, KaK OTPENEISTIOT a. JIIoau
IpyNIly UCTOYHUKOB MOMAJAIOIIMNX M0]] CIeIyIolIee b. TexHHYECKHE CpeICTBa
OTHCaHNUe: IEPCOHAJI, TOJIF30BATENN U TOCTOPOHHUE C. MOJIEJTH, alITOPUTMBI B TIPOTPAMMBI
JIMIa, KOTOphIe MOTYT B3aUMOJICHCTBOBATH € pecypcamMu | d. TEXHOJIOrMYeCKUe cXeMbl 00pabOTKHM JTaHHBIX
1 JaHHBIMH OpPTraHU3aIHN HETIOCPEICTBEHHO C Pab0dnx €. BHEIIHSA cpea
MECT U yAAJIEHHO, UCIOJIb3Ysl CETEBOE B3aUMOJIEIICTBHE.

93. PaccmarpuBas HCTOYHUKH yrpo3, KaK ONPENeIIsoT a. Jronu
TPYMITy HCTOYHHUKOB TOMAIAI0IINX I0]] CIeIyIoIIee b. TexHMYecKue cpeAcTBa
ONHCaHUE: HEMOCPEICTBEHHO CBA3aHHBIE C 00Pa0OTKOM, | C. MOAENH, ATOPUTMBI M TIPOTPAMMEI
XpaHCHHUEM H Tiepeaaucii nudopmanuu (Harmpumep, d. TeXHOIOrMYECKHE CXEMBI 00PAOOTKH JAHHBIX
CpE/ICTBA PETUCTPAIH JaHHBIX, CPEACTBA BBOAA U T.A.), | €. BHEUIH:S cpena
U BCTIOMOTaresbHbIe (HallpUMeEp, CpeACcTBa
SIIEKTPONUTAHUS, KOHIUIIMOHUPOBAHS U T.1T.).

94. PaccmarprBast ICTOYHHUKH yTPO3, KaK OMPENEIISIOT a. oI

Tpyniry KICTOYHUKOB IMOMAAar0oIUX IMoA CICAYIOIICE
OIMUCAHME: OTY I'pyHITy HCTOYHMKOB PAaCCMATPUBAIOT KaK

b. TexHHYeCKne CpecTBa
€. MOJ1eJIM, AJITOPUTMBI U IPOrPaMMBbI
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HEJIOCTAaTKU MPOEKTHPOBAHUS, PeaTn3aliy 1
KOH(UTYpanuy (SKCILTyaTaInH).

d. TexHONIOTHYECKHE CXeMBI 00paOOTKH JaHHBIX

[¢)

. BHCHIHSAA Cpcaa

95. PaccMarpuBas HCTOYHMKY YIPO3, KaK ONPEAEIISIOT a. JIronu
TPYIITy HCTOYHUKOB HONAJAIOLINX MO CIIEAYIOIIee b. TexHHYIECKHE CpeACTBa
OIIMCaHue: BBIJICNSIOT PyYHbIe, HHTCPaKTUBHEIE, C. MOZIENH, aJITOPUTMBI U TIPOTPAMMBI
BHYTPHUMAIINHHBIC U CETEBBIC TEXHOJIOTMYECKUE CXEMBbI d. TexHo/1I0THYeCcKHe cXeMbl 00padoOTKH
00paboTKH. TAHHBIX
€. BHEIIHAA cpea
96. PaccmarpuBas HCTOUHMKH YIpO3, KaK ONPEAEISIOT a. JIIoau
IPYIIy HCTOYHHKOB NONAJAIOLIUX MO ClIeNyIoIIee b. TexHHYECKUE CpeICTBa
OTIMCaHNE: BBIJICISAIOT COCTOSHHUE Cpelibl (BO3MOKHOCTh C. MOZIENH, aJTOPUTMBI U IPOTPAMMBI
MI0KapOB, 3EMJICTPSICEHUH U T.I1.), HOOOYHBIE IITYMBI d. TexHONIOTHYECKHE CXEMBI 00paOOTKH JaHHBIX
(0ocobeHHO oma-CHbIE TIPH Mepenade JaHHbIX) U e. BHEILIIHSIS cpefa
MOOOYHBIE CUTHAJIBI (HAIPUMEp, AEKTPOMAarHUTHOE
M3JIyYEHHUE ammnapaTrypbl).
97. [lepeuncnuTe OCHOBHBIE TPUYUHBI YTEUKH a. HecoO/TI0IeHHe NTePCOHAIOM HOPM,
nH(pOPMALIUH. Tpe0OBaHUIi, MPABUJI IKCILJIYATALMHU
b. omMOKM B IPOEKTHPOBAHUHU CHCTEMBI H
CHCTeM 3aLUThI
C. Be/leHHe NIPOTHBOCTOS e CTOPOHOI
TeXHHMYEeCKOH M areHTYpHOIi pa3BeoK
98. Kakue Bunbl yreuku BoaenstoT B coorBeTctsur ¢ [OCT | a. pasriiamenue
50922-96? b. HeCaHKIMOHUPOBAHHBI 10CTYN K
uHpopmanuu
. OoJIy4YeHHe 3aIuIaeMoil HHPOpMALUH
pa3BeaKaMu
99. Urto noHUMaeTcs 1oJ] HECAaHKIIMOHUPOBAaHHBIM a. Pasrimamenne nagopmanun
JIOBEJICHNUEM 3alllMIaeMoi nH(opmaluu 10 b. HecaHKIIMOHMPOBaHHBIN TOCTYI K
noTpeduTesnel, He MMEIOIINX MpaBa JI0CTyIa K nH(popMauH
3aluIaeMoi nHpopmauun? c. [lonyuenue 3anmiiaeMoit nHGoOpMaLUH
pa3BeaKaMu
100. | YTo moHMMaeTcs MoJ MOTyYCHUEM 3allUIaeMon a. HecaHKknmoHHpoOBaHHBI J0CTYyII
nH(POPMALINHY 3aHHTEPECOBAHHBIM CYOBEKTOM C b. Pasrnamenne napopMarim
HapyIIeHHEM YCTaHOBJICHHBIX PaBOBBIMHU JIoKyMeHTaMu | c. [TomyueHune 3ammmniaemMoit nHGopManuu
WM COOCTBEHHHMKOM, BIIaAENbIEM HH(OpMAIiK Ipas pa3BenKaMu
WM TIPaBUJI JJOCTYTIA K 3aliuiiaeMoi nHpopManuu?
101. Kakue MOXHO BBIJIETIMTH OCOOCHHOCTH KOPIIOPATUBHBIX | a. INI00AJBHOCTH CBSI3eil
ceTell, KOTOpbIE MPEACTABIISIOT MOBBIIEHHYIO OIACHOCTh | b. MacIITa0HOCTH
JUTSL BBITIOJTHEHUS] IMH CBOMX (DyHKIIMOHAIIBHBIX 3a/1a9? €. reTepOreHHOCTh
d. M30TUPOBAHHOCTH
102. C MOMOIIBIO YETO MOXKET OCYLIECTBISITHCS MOJIyYEHUE a. TeXHMYeCKHe CpeacTBa
3anuIacMoi HHQOpPMAauu pa3BeaKaMu? b. areHTypHbBIE METOIBI
C. BO3/IyIIHBIE CPECTBA
d. MeTozp! TiTyOOKOTO aHANTH3A
103. | YT0 Ha3BIBAIOT COBOKYIMHOCTHIO HCTOUYHHKA a. KaHaJI yTe4Kd nHopManun

nH(POPMALIUHU, MATEPHATHHOTO HOCHTEIS WIIH CPEIIBI
pacmnpocTpaHeHHUs HECYIIEr0 YKa3aHHY0 HH()OPMAIIHIO
CHUTHAaJIa U CPECTBA BIACICHUS HHPOPMALIUH U3
CUTHaJIa WX HOCHUTENA?

b. nHPOPMAITMOHHEIH KaHA
C. YSI3BUMBIN KaHall
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104.

UTo moHUMAETCs Mo K AH(GOPMAIIMOHHOM
0e30MaCHOCTBIO» ?

a. 3aluIeHHOCTh MHpOPMAIIUH U
NnoAJepKuBaKell HHPPACTPYKTYpPHI OT
cJy4ailHBIX U NpeJHaMepPeHHbIX BO3/1eiicTBUii
€CTeCTBEHHOr0 WJIM HCKYCCTBEHHOT0
XapaKTepa, YpeBaThbIX HAHeCEHUeM ylepoa
BJIaJIeJIbIAM WJIH N0JIB30BaTEIsIM
HH(oOpMalUU ¥ OAIeP:KUBaIOLLeH
HH(PPACTPYKTYPHI.

b. MckyccTBO 1 HayKa MCIIONB30BAHUS BCEX
3JIEMEHTOB TOCY/IapCTBa B MUPHOE U BOCHHOE
BpeMsI [T 00ecTIeueH s 3aIUThl HAlMOHAIBHBIX
HUHTEPECOB.

c¢. Hayka o xomdopTHOM U TpaBMOOE30IIaCHOM
B3aMMOJICHICTBUY YEIOBEKA CO CPEHOi OOUTaHUs.
d. CocrosHue 3aIUIEHHOCTH KU3HEHHO-
Ba)KHBIX HHTEPECOB JINYHOCTH, OOIIECTBA,
OpraHu3alyy, NPEANPHUSITHS OT MOTEHIIHAIBLHO U
pearsHO CYIIECTBYIONINX YIPO3, WM OTCYTCTBHUE
TaKUX yrpos.

105.

Ha xakux ypoBHSIX JOJKHBI IPUMEHSTHCSI MEPBI
obecrieueHust 6e30macHOCTH?

a. 3aKOHOAATeIbHbII

b. axMuUHHCTPATUBHBII

¢. IpOLeAYPHBIii

d. nporpaMMHO-TeXHU4eCKUH
e. ObITOBOIT

106.

Kaxkne 3Tams! JOHKHBI BKITIOYATh B ¢e0s paboTHI IO
o0ecreueHuI0 pexkruMa HHPOPMAIIOHHON 0e30MacHOCTH

opraHuzanuu?

a. onpenenenue noautTuku Ub (JlokymeHTbI
MOJUTHKHU 0€30IaCHOCTH)

b. onpenesienne chepbl (rPaHUI) CHCTEMBI
ylpasJjieHHs1 HH()OPMALMOHH O
0e30MaCHOCTBLIO M KOHKpeTH3anus 1eJeii ee
co3nanms (JJokymeHTBI, onpeneJisiroime
TPAHUIbI CHCTEMBbI)

c. oleHKa puckoB (Onucanue yrpos,
YA3BUMOCTEH U OLlEHKAa BO3MOKHOT0 yiep0a)
d. ynpaBjienue puckaMu

e. BbIOOp KOHTpMep, 00ecIe4rBalOIIMX PesKUM
NB (Bb16op KOHTpMep 1J151 KA3KA0TO U3
ypoBHeii, IlocTpoeHne KOMIIEKCHOM CHCTEMbI
obecneuenusi Ub)

f. aymut cucrems! ynpasienusa Ub

107.

HazoBuTe 0CHOBHBIE CBOMCTBA 0€30MaCHOCTH?

a. KOHPHUIEHIHATIBLHOCTD
b. nesocTHOCTH

€. J0CTYIMHOCTH

d. HOCTOSIHHOCTE

€. PABHOMEPHOCTh

f. HeTIpepBIBHOCTH

108.

CBoiicTBO 0€30ITaCHOCTH MPH KOTOPOM WH(GOPMALIUS
JIOCTYIIHA TOJIBKO T€M, KTO aBTOPH30BaH Ul A0CTyma?

a. KOH(PUIEHIUAIbHOCTD
b. nenocrroctsb

C. JOCTYITHOCTh

d. HeoTka3zyemMocCTh

€. IOJOTYETHOCTh

f. nocroBepHOCTH

g. ayTEHTUYHOCTh
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109.

CaoiicTBO 6€30MaCHOCTH NIPU KOTOPOM I'apaHTUPOBAHA
TOYHOCTb, ITOJTHOTA M METOABI 00paboTKN MH(pOpMannu?

a. eJIOCTHOCTEL
b. koHpUICHITHATEHOCTE
C. TOCTYMHOCTh

d. HeoTKa3yeMoCTh

€. MOAOTYETHOCTh

f. mocroBepHOCTH

g. ayTCHTUYHOCTD

110.

CaoiicTBO 0€30MaCHOCTH NPU KOTOPOM HH(MOpMAIHs 1
ACCOIIMUPOBaHHBIE OOBEKTHI JOCTYITHEI 1T0 TPEOOBAHUIO
aBTOPU30BaHHBIX MOJIb30BaTENEH?

a. I0CTYITHOCTh
b. koH(pUACHITHATEHOCTD
C. LETOCTHOCTE

d. HEeOTKa3yeMOCTh

€. MOAOTYETHOCTh

f. mocToBepHOCTH

g. ayTCHTUYHOCTD

111.

YTo Ha3BIBAIOT MJIAHOM BBICOKOTO YPOBHS, B KOTOPOM
OITMCHIBAIOTCS LICJH H 33/1a4K OPraHU3aLHH, a TAKIKE
MeporpusTHs B cepe obecrnieueHus 6e3omacHocTn?

a. [TosimTnka nHpopmManuoHHOMH 0€30NIACHOCTH
b. Mogens yrpos

c. [lonoxkenune o KOHPUACHIIMATBHON
WHPOPMAITIH

d. Konuenuus 6e3onacHocTH

112.

Kak Ha3bIBaloT JII00yI0 XapaKTepHCTHKY, HCIIOJIb30BaHHUE
KOTOPOH HApyIIUTEIEM MOXKET MPUBECTH K pealti3annui
yTpo3bI?

a. yI3BUMOCTb HH()OPMALIMOHHOI CHCTEMBI
b. yrpo3a ua(opManioHHO! cucTEME

C. pUCK 0e30macHOCTH HH()OPMAITMOHHOM
CHCTEMBI

113.

Kaxue pasznensl MOXeT BKIIOUaTh B ce0s peabHas
MTOJINTHKA O€30IaCHOCTH OpPTaHU3aIIH?

a. 001IMe MOJI0KEHUA

b. mosiMTHKA ynpaBJieHUs NaPOJIAMHU

¢. WAeHTH(PUKALMA N0JIb30BaTeeil

d. mosiHOMoOYMSI MOJIb30BaTeIel

e. 3a1UTa MH(OPMALHOHHBIX PeCypPcoB
OpraHu3alum 0T KOMNbIOTEPHBIX BUPYCOB
f. npaBuia yCTAaHOBKYU M KOHTPOJISI CETEBBIX
CcoeTUHEHHH

g. MPaBUJIA MOJUTHKH 0€30IACHOCTH MO
padoTe ¢ cucTEMOIl JIEKTPOHHOM OYThI
h. npaBuna odecneyeHus1 6e30MaACHOCTH
HH(OPMAILIHOHHBIX PecypcoB

i. 00s13aHHOCTH MOJIb30BaTeJIel Mo
BBINOJTHEHHIO MPABHJ MOJTUTHKH
0e30ImacHOCTH

114.

Kaxkwue THIIBI ceTeBBIX TIEPUMETPOB MOKHO BI:I,Z[G.HI/ITB‘.7

a. BHELIHU I
b. BHyTpeHHUIi
C. KOJIbLIEBOU
d. denepanbHbIi

115.

Kakoii cereBoii mepumMeTp HACHTHGUIIUPYET TOUKY
pa3zaeneHus MEXIY YCTPOHCTBaMU, KOTOPEIE
KOHTPOJIUPYIOTCS, U TEMH, KOTOPBIE HE
KOHTPOJAPYIOTCS?

a. BHeliHuii ceTeBoii nepumerp

b. BHyTpeHHMIT CETEBOH TepUMETp

c. TepputopuanbHbIil CETEBON MEPUMETP
d. Uepapxudeckuii ceTeBoil mepuMeTp

116.

Kakoii THIT CeTeBOro nepumMerpa npeacTaBisieT coooi
JIOTIOJTHHUTENNbHBIEC TPAHHIIB, B KOTOPBIX Pa3MEIaoTCs

a. BHyTpeHHuii ceTeBOil IepUMeETP
b. BHenHwMiA ceTeBOi mepuMerp
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JpyTrue MEeXaHU3Mbl O€30MaCHOCTH, Takue kKak MO n
(UIBTPYIOIIE MAPIIPYTH3aTOPhI?

c. TepputopuanbHbIil CETEBON MEPUMETP
d. Uepapxudeckuii ceTeBoii mepuMeTp

117. Kak Ha3pIBalOT CETH BHYTPHU CETEBOrO MEPUMETPaA, Hall a. JOBEpEeHHbIE CeTH
KOTOPBIMH CHENHUATUCTHI OPraHU3aIIN UMEIOT HOJIHBIN b. HETOBEpEHHBIE CETH
aJIMUHUCTPATUBHBIA KOHTPOJIH? C. JIEMWJINTapU30BaHHask 30HA

d. smenoHMpOBaHHBIE CETH

118. Kak Ha3pIBaloTCA CETH, KOTOPHIE HAXOAATCS BHE a. HeJOBepeHHbIe CeTH
YCTAaHOBJIEHHOT'O CETEBOTO MIEPUMETPa U HAXOASLINECS b. JoBepeHHBIE CETH
BHE KOHTPOJIS? C. JEMWINTAPU30BaHHAsA 30HA

d. sIIenoHpOBaHHBIC CETH

119. | Kak Ha3pIBaeTcs 00IaCTh BHEIIHETO MTEpUMeETpa B a. IeMUJIMTAPU30BaHHAS 30HA
KOTOpPOH CepBepHI, OTBEUAOIIIE Ha 3aIPOCHl M3 BHEIIHEH | b. HemOBepeHHas ceTh
CEeTH, OTPAHUYECHBI B IOCTYIIE K OCHOBHBIM CETMEHTaM C. JOBEpEHHas CETh
BHYTPEHHETO MIEPUMETPA CETH, C LEIbI0 d. smenoHnpoBaHHas ceTh
MUHHMH3UPOBATh YIEpO, IPH B3JIOME OJHOTO U3
00IIeI0CTYITHBIX CEPBUCOB?

120. | YTo moHMMaeTCs MOJ MPAKTHYECKOH CTpaTerueit a. JuIeJIOHMPOBaHHAs 000pPOHA
JOCTHXEHHSI THPOPMALlMOHHOHM IrapaHTHPOBAaHHOCTH B b. TeppuropuansHas 000poHa
ceTeBOM 000pynoBaHHUU? (3Ta CTPATETHS MPEICTABISACT c. l'ocymapctBennas o6opoHa
co0oii OaraHc MeX/y CBOMCTBaMU 3aIUTHI U d. Bpaxeckas obopona
CTOMMOCTBIO, TPOU3BOIUTENBHOCTHIO U
(YHKIIMOHAIEHBIMH XapaKTEPUCTHKAMM)

121. Kak Ha3BIBaIOT MOTEHITHAIEHO BO3MOKHOE COOBITHE, a. yrpo3a nH¢opMalMOHHOI cucTeMe
JIEUCTBHE, MTPOIIECC WU SIBJICHUE, KOTOPOE MOXKET b. ysa3BUMOCTh HHPOPMALIHOHHOH CHCTEMBI
BBI3BATh HAaHECEHHE yIepOa (MaTepruaabHOro, C. pcK 0€30MacHOCTH HH(OPMAIMOHHOMH
MOPAJILHOTO UM UHOTO) PECypcaM CUCTEMBbI? CHCTEMBI

122. | Kaxoe mpoucXoXIeHHE YTpo3 00yCIaBInBaeTCs a. cayyaiiHoe
CIIOHTAHHBIMHU M HE 3aBUCSALIMMH OT BOJIH JIFOIEH b. npenHamepeHHOE
00CTOSITENILCTBAMH, BO3HUKAIOIIUMHE B CHCTEME C. CyOBEKTHBHOE
00paboTKN IaHHBIX B Ipornecce ee GyHKIMOHNpoBaHU? | d. 0ObeKTHBHOE

123. | Hapyumenue paboTOCIOCOOHOCTH KaKOro-1100 a. OTka3
3JIEeMEHTa CHCTEMBI, IPHBOJIAIIEE K HEBO3MOXKHOCTH b. Co6oit
BBINOJIHEHUSI UM OCHOBHBIX CBOUX (DYHKUHH, 3T0? c. Omnbka

d. [To6ounoe BiHsHHIE

124. Bpemennoe HapymeHne paboToCIIOCOOHOCTH KaKoro- a. Otka3
100 dIIEMEHTA CHCTEMBI, CIEACTBHEM Yero MoKeT ObITh | b. Cooii
HETPaBUIBHOE BBITIOIHEHNE UM B 9TOT MOMEHT CBOECH c. Ommbka
GbyHKIHH, 3TO? d. [Tobo4yHOE BIUSHHE

125. | HempaBmibHOE (pa3oBoe WM CUCTEMATHYECKOE) a. Orkas
BBINOJTHEHHUE JIEMEHTOM OJTHOM MIJIN HECKOJIBKHX b. Co6oit
(byHKIMH, TporcXoasIee BeleAcTBrE crienuduieckoro | ¢. Ommudka
(TIOCTOSTHHOTO MJTH BPEMEHHOTO) €ro COCTOSHUSL, 3TO? d. [To6ouynoe BiMsIHUE

126. | Yto opraHm3anys IEHAT U XOUYeT 3allIUTUTH? a. Pecypcsl

b. Uectb
C. YA3BUMOCTH
d. KorTpons 6e3omacHocTr
127. | B mpouecce uieHTH()HUKAIMU YSI3BUMOCTEH, Kakue a. pe3yJIbTaThl MPeIbIIYIIHX OIIEeHOK PHCKA
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MOT'YT IPUMECHATHCA TOKYMCHTUPOBAHHLIC UCTOYHUKHN
JAaHHBIX I10 y;[3BI/IMOCT$IM‘.7

b. oruersl aynuta UT cucremsl, 0T4ETHI 0
CHCTEeMHBIX AHOMAJIHSIX, OTYETHI ¢ 0630paMHu
0e30MacHOCTH, OTYEThI CHCTEMHBIX TeCTaxX H
OLIEHKAX

C. CIINCKHU yS3BHMOCTel, HanpuMmep, u3 6a3
JaHHBIX yI3BUMoOCTeil

d. uH(popManMOHHbIE OI0JITIETEHH 110
0e30MacHOCTH

e. HHGOpMALMOHHbIE 010JVIeTeHH
H3rOTOBUTeNei

f. KoMMepuecKkre KOMIAHUM, BHITIOJHSIIOLHE
(ynknun nnpopManHOHHOIO ayAuTAa
OezomacHoOCTH

g. anaym3 GezonacHoctu cucremuoro IO

h. TecTupoBaHMe cucTeMHOM 0e30MacHOCTH
1. TMTEeparypa

128. J71st OLleHKHM peabHOro HaNU4HUs YA3BUMOCTEH MOTYT a. CPeICTBA ABTOMATHYECKOI0 CKAHMPOBAHUS
MIPUMEHATHCSI METOIBI TECTHPOBAHUS (BKITIOUAs ysA3BUMOCTeii
CHCTEMHOE TECTHPOBAHUE) TSI HACHTU(DUKAIINN b. TecThI U OLleHKA §e30MACHOCTH
CHCTEMHBIX YSI3BUMOCTEH B 3aBUCUMOCTH OT €. TeCThl HA MPOHUKHOBEHHE
kputnaHOcTH UT cuctemsl 1 JOCTYnHBIX pecypcoB. Uto | d. cpencTBa ynaneHHOTO aIMUHICTPHPOBAHUS
BKJIIOYAIOT B c€0sl METO/IbI TECTUPOBAHUS?
129. | Yto ucnomnb3yercs Ui CKAaHUPOBAHUS TPYIII XOCTOB a. CpeJcTBA AaBTOMATHYECKOT0 CKAHHPOBAHUS
WA CETH HA U3BECTHBIC YSA3BUMEIC CITY>KOBI? yA3BUMOCTeii
Heo6xomumo 3aMeTHTh, YTO HEKOTOPBIE MOTCHITHAIbHBIC | b. TECThI U OI[CHKA 0E30IIaCHOCTH
YS3BUMOCTH, ONpeeIeHHBIE TAKIM aBTOMAaTHIECKUM C. TeCTHI Ha IPOHIUKHOBEHHE
CpPEJICTBOM, MOT'YT HE TPE/ICTABIIATH PEATBHBIX
VSI3BUMOCTEH B KOHTEKCTE PEATbHOTO CHCTEMHOTO
000pyIOBaHUS OPTaHU3AIHIH.
130. | Yto MOXeT OBITH HCIIOIB30BAHO IS HICHTU(DHUKAIH a. CpeICTBa aBTOMATHYCCKOTO CKAHMPOBAHUS
ySI3BUMOCTEI BO BpeMsI Iporiecca OLEHKU puUcka? ySI3BUMOCTEH
b. TecTbl M oLeHKa 0€30I1ACHOCTH
C. TeCTHI Ha MPOHUKHOBCHHE
131. | YTO MOXET HCHOIB30BaThCS IS OIEHKH KOHTPOJIS a. CpeaCTBa aBTOMATHUECKOTO CKAHMPOBAHUS
0€30MaCHOCTH U YBEPEHHOCTHU B TOM, YTO PA3JIUYHBIC ysI3BUMOCTEH
acriekTel UT cucremsl 3amuineHn? b. TecTHI U O1leHKA O€30ITaCHOCTH
€. TeCThI HA MPOHUKHOBEHHE
132. | ILlenbro KaKoro Iiara OIEHKH PHUCKa SIBIISIETCS aHAIIN3 a. XapaKTepUCTHUKA CHCTEMBI
TIPUMEHSAEMBIX WIN TUIAHUPYEMBIX K IPAMCHCHHIO b. uaeHTHUKANNSA YTPO3
CPEJCTB 3alIUTHI (KOHTPOJIS) B OpraHU3aIMH JJIst C. uaeHTA(DUKAIMS YSI3BUMOCTEH
MUHUMH3ALAN WIH YCTPAHSHUS BEPOITHOCTH d. aHaU3 cpecTB 3alUTHI (KOHTPOJISA)
VSI3BUMOCTH, peain3yeMoil HCTOUHUKOM Yrpo3? €. OllpeJielIeHne BEPOATHOCTEH (paHKUpOBaHUE
YacTOT MOSBJICHHS )
f. ananu3 BawsIHUSA
g. OTIpeJieNIeHNe PHCKa
h. pexoMeHmaIMy MO cpeCcTBaM 3aIIUTHI
(KOHTpOIIO)
1. pe3yIBTUPYIOMIAs TOKYMEHTAIUS
133. | Ilens xaxoro miara OIeHKH PUCKa COCTOHT B a. XapaKTepUCTHUKA CUCTEMBI

OINPEACICHNN HEXKEIATCIBHOTO BIIUSIHUA ycnemHoﬁ
pceajm3a-unuu yﬂ3BHMOCTefI prOSaMI/I?

b. nperTHOUKAINA yTPO3
C. uIeHTH(DUKALMSA YSI3BUMOCTEH
d. ananu3s cpencts 3amuUThl (KOHTPOJIS)
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€. OIpeJICIICHUE BEPOATHOCTEH (PaHKUPOBAHHUE
Y4aCTOT IOSBJICHUS)

f. anajau3 BINSTHUSA

g. OIpe/ieNiCHHEe PUCKa

h. pexoMeHaaIMu 1O CPEeCTBAM 3AIIUTHI
(xoHTpOITIO)

1. pe3yJBTUPYIOLIAs IOKyMEHTAIHSI

134.

HpI/I MPOBCACHNH aHAIN3a BIIMAHUA 1I€JIb COCTOUT B
OIpeieNICHNH HeXKeNaTeIbHOTO BIIVSHUS YCIICIIHOM
peanu3anuu ya3BuMocTel yrposamu. Kakyio
WH(POPMALINIO HEOOXOMMO TTOTyYUTh IS 3TOT0?

a. MHCCHS CHCTeMBI (T.e. IPOLECChI,
ocywectrBiasiembie UT cucremoii)

b. KPUTHYHOCTH CHCTEMBI H IAaHHBIX (T.€.
3HAYeHHe WM BAKHOCTH CUCTEMBbI /Il
OpraHu3anum)

C. YYBCTBHMTEJBHOCTh CHCTEeMbI M JAHHBIX
d. napOpMAaIUI 00 aHAIOTUYHBIX CUCTEMAaX

135.

Ha3naueHneM Kakoro mrara OIjeHKH pHUCKa sIBJISETCS
oneHka yposHs pucka UT cucrempr?

a. XapaKTepUCTHKA CHCTEMBI
b. uaeHTHUKANNSA YTPO3

C. HICHTA(DUKAIHS YSI3BUMOCTECH

d. aHamm3 cpencTB 3amUTH (KOHTPOIIS)

€. OIpeJIelICHNuE BEepOATHOCTEH (paHKHPOBaHUE
YacTOT MOSBJICHHUS)

f. aHanm3 BIMSIHUS

g. ompeJeieHne pucKa

h. pekoMeHaaIMH 110 CPEACTBAM 3aIUTHI
(KOHTpOIIO)

1. pe3yJIBTUPYIOLIAs TOKYMEHTALHSI

136.

Ha ocHoBe 4ero BbIOMparOTCst CPeNCTBA 3aLUTHI
(KOHTpPOJIST), KOTOPBIE MOTYT YMEHBIIUTH W YCTPAHUTD
HUACHTH(UINPOBAHHBII PHCK?

a. MATPUIIBI YPOBHEi pucKa

b. pe3ysbTaTtoB HICHTH()UKAIIMN YTPO3

C. Pe3yNbTaToOB UACHTU(PUKALNH YSI3BUMOCTEH
d. ananuza BIUSAHUS

137.

Kak Ha3pIBalOT MOTCHUHATBHYIO IPUYHHY
HEXXEJaTeJIbHOr0 COOBITHS, KOTOPOE MOXKET HAaHECTH
ymiep0 opraHu3ayy U ee o0beKTam?

a. Yrposa

b. Va3BumocTh

c¢. Puck 6e3onacuoctu
d. Pecypc

138.

ITocpencTBoM MpUMEHEHUS KAKMX ONEPALUN MOXKHO
JOCTUTHYTH YMCHBIICHHS pUCKa?

a. IPUHSATHE PHCKA
b. yk/i0HeHMe OT pucKa

C. OTpaHMYeHUE PUCKA

d. n1aHMpoBaHue pucka

€. MCCJIeIOBAHMS M NMOATBEP KACHUS
f. nepenaya pucka

139.

ITocpencTBoM uero opraHu3aLus MOXKET MOTYIUTh
JOITyCTUMBIH OCTaTOYHBIN PUCK?

a. ylaJIeHUsl HEKOTOPbIX CMCTEMHBIX
ysI3BUMOCTeili (1epeKToB M cjadocTeii) myTem
YMEHbIIEHHUS YUCJIAa BO3MOKHBIX Nap
HCTOYHHUK YTPO3bl—YsI3BUMOCTH

b. 100aBJIeHNA CHIEHAJLHBIX HalleJIeHHBIX
CPEICTB /ISl YMEHbIIIEHUS CIIOCOOHOCTH U
MOTHBAIINH HCTOYHUKA Yrpo3

C. YMeHbIIIEHNs BeJTHYUHBI HeKeJIaTeJIbLHOro
BJIMSTHUSA

140.

Kax Ha3pIBaIOT CHCTEMHBII mpouece NMoJaydYcHus u

a. AyinT nHGOPMaNMOHHOM CHCTEMbI
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OLIEHKH OOBEKTHBHBIX JAHHBIX O TEKYLIEM COCTOSTHHH
CHCTEMBI (TEXHOJIOTHH), TEHCTBUAX U COOBITHSX,
IIPOUCXOSLINX B HEH, KOTOPBII YCTaHABIUBAET YPOBEHb
HX COOTBETCTBUS ONPEACTICHHOMY KPUTEPHUIO 1
MIPEIOCTABIISICT PE3YIBTAThl 3aKa3UHKYy?

b. TecT Ha MPOHUKHOBEHHE
c. BuyTrpennuit aynur
d. BHeurnuii ayaur

141.

[epeuncnure 0OCHOBHBIC HHPOPMAITHIOHHBIC AKTUBBI
opraHu3anum?

a. ujaen
b. 3HaHus

C. MPOEKTHI

d. pe3yabTaThl BHYTPEHHHX 00C/1€10BAHUIA

142. Ha xakue BUJIbI MOXKHO NOAPA3ACIUTh ayAUT a. BHELLIHUH ayIuT
Oe3omacHOCTH MH()OPMAIIMOHHBIX CHCTEM? b. BHyTpeHHU# ayauT
C. KBapTAJIbHBIN ayuT
d. ce30HHBII ayauT
143. Kakoii Bux aynuTa UCIONb3yeTCs IS IPOBEACHUS BHE a. BHEUIHUH aynuT
OpraHU3aluy 1, KaK IPaBHIIO, CIIEHAIN3UPOBAHHBIMH b. BHyTpeHHU# ayauT
OpraHu3alusIMU, 3aHUMAIOIIUMHUCS ayTUTOM C. KBapTaJIbHBIH ayIuT
nH(POPMAMOHHON Oe30macHOCTH? d. ce30oHHEI ayauT
144. UTo OTHOCHUTCSA K OCHOBHBIM KOMIIOHEHTaM a. MEKCETEBbIe IKPAHBI
0e30macHOCTH, KOMOWHAHSA KOTOPBIX 00eCIIeunBaeT b. cucTeMsbl 00HApY KeHUS] BTOP KEHUI
3alIMTY OT aTaK Ha IeJIOCTHOCTh, KOH(HUICHIINAIBHOCTE | €. CPEACTBA KOHTPOJISI IeJIOCTHOCTH
U IOCTYITHOCTbH? d. cpeacTBa NpoBepKH COAEPKMMOr0
e. CKaHepbl
f. cpencTBa KOHTpPOJIS KOHGUTYypanmii
g. CpPe/ICTBA KOHTPOJISA 10CTYNA U
ayTeHTH(UKAIMT
h. BUpTyabHBIe YaCTHBIE CETH
145. Kakue Buibl yrpo3 MOKHO BBLAECTUTH? a. eCTeCTBEHHbIE
b. npeaxHamepeHHbIe
¢. cIyyaiiHble
d. napanopmaiibHbIe
146. CabocTtn, acCOMUPOBAaHHBIE C pecypcaMu a. Y3BHMOCTH
OpraHM3aIyH, 3107 b. Yrpoza
c. Puck 6e3onacHocTH
d. Ymep0o
147. | Kak Ha3pIBaeTCS BO3SMOKHOCTH JaHHON YIPO3HI a. Puck 6e3onmacHoctu
pea30Barh YSI3BUMOCTH JUIsl TOTO, YTOOBI BHI3BATh b. Kontpons 6e3omacnocti
yepo Uiy paspyllieHHe pecypca WK TPYyIIIsl pecypcos, | c. Pecypc
YTO MPSMO WIIM KOCBEHHO BO3JIEHCTBYET Ha d. Vsa3BumocTh
OpraHu3anu?
148. | Kakwue maru BkitoyaeT B cedst 0011ast orjeHka prcka? a. XapaKTepHCTHKA CHCTeMBbI

b. ugenTudukanmsa yrpos

¢. HIeHTH(UKANKs YA3BUMOCTeil

d. aHa/IM3 cpeAcTB 3alMThl (KOHTPOJIA)
€. onpesieJicHHe BePOSTHOCTEH
(paHKNPOBaHHE YACTOT MOSIBJICHHUSI)

f. ananu3 BIUSIHUSA

g. onpeaeeHue pucKa

h. pexoMeHIaUM MO CPeACTBAM 3AIUUTHI
(KOHTPOJII0)

i. pe3yJbTHPYIOLIAsl JOKYMEHTALMSs
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J- BBISIBIIEHHE pecypcHOTro (oH/a

149.

THIIBI yA3BUMOCTEH U METOIOJIOTUH UX ONPEACIICHUS
OOBIYHO 3aBUCAT OT NPUPOABI HMHPOPMALMOHHBIX
TEXHOJIOTHH CHCTEMBI U (ha3bl ee KU3HEHHOIO [IUKJIA.
Kaxast merononorus ucrions3yercs, eciiu T cucrema
ele He CIIpOoeKTHpoBaHa?

a. [lonck ysi3BUMOCTell KOHLEHTPHUPYETCsl Ha
OPraHM3alMOHHOM MOJUTHKe 0e30MACHOCTH,
NJIAHMPYEeMBIX NPo-Ledypax 0e30MacHOCTH,
onpeaeleHUH CHCTEMHBIX TPeOOBAHUIL 1
aHaJIu3e JOKYMEHTOB NMOCTaBLINKOB
NMPOAYKTOB 0€30MACHOCTH.

b. Unentudukanus ys3BUMOCTEH H0KHA OBITH
pacmmpeHa Jyisl BKJIIOYSHHUS IOTOITHUTETbHON
uH(pOpMaLUK, TAKOH, HAIPUMeEp, KakK
COOTBETCTBHUE CBOHCTB O€30MacCHOCTH,
OIMCAHHBIX B JIOKyMEHTAIMH 10 0€30MaCHOCTH,
pe3ynbpraraM cepTU(QUKALMOHHBIX TECTOB U
WCIBITAHUMN.

c. [Iponecc uaeHTUUKAIIMK YSI3BUMOCTEH
JIOJDKEH BKJIIOYATh B ce0s1 aHAJIN3 CBOMCTB
6e3omacHoctu T cuctembl 1 KOHTPOIIS
0e30MacHOCTH (TEXHHYECKOTO U IPOLIEAYPHOTO),
UCTIOJIb3YEMOTO JUIS 3aIlUThI CUCTEMBL.

150.

Tunbl yA3BUMOCTEH U METOIOJIOTUH UX ONIPEASICHUS
OOBIYHO 3aBUCST OT MPUPOBI HH(POPMATMOHHBIX
TEXHOJIOTHI CUCTEMBI U (pa3bl ee KHU3HEHHOTO UKIIA.
Kakas Metononorus ucnonesyercs, ecian UT cucrema
yKe IpUMEeHseTCs?

a. UnenTndukanus ya3BUMOCTeH J0IKHA
ObITh pacIIMpeHa VISl BKJIIOYEeHHS
JONOJIHUTEJIbHOM HHPOPMALIUH, TAKOM,
HanpuMep, Kak cOOTBeTCTBHE CBOICTB
0e30MacHOCTH, ONMMCAHHBIX B JOKYMEHTAUMH
1o 6e30MacHOCTH, pe3yabTaTam
cepTU(PUKANMOHHBIX TECTOB U MCIBITAHUIA.

b. [Touck ysi3BUMOCTEH KOHIIGHTPUPYETCS Ha
OpTaHU3alMOHHON OJIMTHKE OE30IacHOCTH,
TUIAHUPYEMBIX ITPO-Lieypax 0e30IMacHOCTH,
OTIpeIeNIeHIH CUCTEMHBIX TPEOOBAHUH U aHAITN3E
JOKYMCHTOB INOCTABUIUKOB ITPOAYKTOB
0e30MacHOCTH.

c. [Ipouecc naenTnuKanuy ys3BUMoCTeH
JIOJDKEH BKITIOYATH B ce0s aHATIN3 CBOWCTB
oe3omacaocTr UT cucTeMbl 1 KOHTPOIS
6€30MacHOCTH (TEXHHUECKOTO U TPOIETYPHOTO),
MCIIOJIb3YEMOT'0 /7Sl 3aLUThl CUCTEMBI.

151.

Tunel ya3BUMOCTEN U METOJIOJIOTMH UX OIpENEIeHUs
O0OBIYHO 3aBHCST OT MPUPOJIBI HHHOPMAITHOHHBIX
TEXHOJIOTHH CUCTEMBI U (pa3bl €€ KUIHCHHOTO IIHKJIIA.
Kakast merononorus ncnonssyercsi, eciau UT cuctema
¢dyHKIHOHUpPYeT?

a. [Ipouecc uaeHTUPUKATMHU YSI3BUMOCTEI
JI0JIZKE€H BKJII0YATH B ce0sl aHAJIU3 CBONiCTB
6ezonacHocTy UT cucreMbl 1 KOHTPOJISI
0e3omacHOCTH (TEXHUYECKOI0 U
NMPOLETYPHOI0), HCIOJIb3YeMOr0 sl 3a1HUThI
CHCTEMBI.

b. ITouck ysI3BUMOCTEH KOHIICHTPUPYETCS Ha
OpraHU3aIMOHHON TTOJIMTHKE OC30MaCHOCTH,
TUTAHUPYEMBIX TIPO-Ieypax Oe30macHOCTH,
OTpEIICIICHIH CUCTEMHBIX TPCOOBAHUH U aHAITN3E
JIOKYMEHTOB ITOCTaBITUKOB MPOAYKTOB
0€e30I1aCHOCTH.

¢. Unentudukanys yss3BUMOCTEH J0JIKHA OBITh
paciupeHa Uik BKITFOYCHUS TOTIOTHUTEIBHOM
HHGPOPMAITUH, TAKOH, HAIIPUMED, KaK
COOTBETCTBHE CBOWCTB OE30IIaCHOCTH,
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OMUCaHHBIX B JIOKyMEHTAIINHU 110 OE30MaCHOCTH,
pe3yabTaraM CepTH(QHUKAITHOHHBIX TECTOB U
HUCIIBITAHUH.

4. IlopsiAoK NpoOBeAeHNSI M KPUTEPUM OLIEHUBAHUS IMPOMEKYTOYHOM aTTeCTAMHU

4.1. Tlopsiiok NpoBexeHHs POMEKYTOYHON ATTECTAIIMH

DK3aMeH MpOBOAUTCA B BUAE TecTupoBaHusA. CTyIEHT AOKEH OTBETHTh Ha BOMIPOCHI
3aKpBITOTO TUIA, KOTOPBIE MPEAIOJIaraloT BEIOOp BapuaHToB 0TBeTa. Beero 20 TeCTOBBIX BOIPOCOB.
[TponomKUTELHOCTD TECTA — 35 MUHYT.

4.2.
CPeICTB.
4.2.1. Kpurepum onleHUBAHHA TecTa

KPI/ITepI/II/I OICHUBaAHUA l'[pOMe)KyTO‘lHOﬁ arreCcralum 1Mo BUJAaM OICHOYHBIX

Tect hopmupyetcst B cucreme snmekrporHoro ooyuenus MOODLE.
MaxkcumanbsHblli 0aiut 3a TecT — 100 6awios.

Onenka OtnnynHOo/ Xopomo/ | YooenetBoputens | HeynosnersopurenbHO/
3auTeHo 3a4YTEHO HO/3a4TE€HO HE3a4TeHO
Bamnst 100-90 6amtoB 89-75 GaiioB 74-60 6amioB 59-0 6amioB
YpoBeHb BBICOKHH CpenHui 0a30BLIi HEIOCTAaTOYHBIN
OCBOEHHUS
MIPOBEPSIEMBIX
KOMIIETEHIIN I
4.3. Pe3yabTarbl NPOMEKYTOUHOH AaTTECTAMH M YPOBHH COPMHPOBAHHOCTH
KOMIIETeH Ml

IIpu noBe1EHUU UTOIOB YUUTBIBAIOTCS PE3YJIbTaThl TOJIBKO IIPOMEKYTOUYHON aTTECTALUU:

0-59 GaynnoB — HEYOBIETBOPUTEIIHHO/HE3aYTCHO;
60-74 6amIoB — yIOBIETBOPHUTEIBHO/3aUTEHO;
75-89 6amioB — XOpOIIO/3a4TCHO;

90-100 60aJJIOB — OTIANYHO/3aYTEHO;

Oco0eHHOCTH TPOBEICHUN TMPOICYPhl OIICHUBAHUS PE3yJbTaTOB 00ydYeHUS WHBAJIUIOB H
JUIl C OrPaHUYCHHBIMH BO3MOXKHOCTSMU 3/I0pOBbsS 00O3HA4eHBI B paboueil mporpamme
JTVCIATTAHBI (MOTYJIS).

YpoBHU chHhOPMUPOBAHHOCTH KOMITETCHIIMH ONIPEACISICTCS CICTYIONUM 00pa3oM:
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1. Bricokuii ypoBeHb C(HOPMHPOBAHHOCTH KOMIIETCHLIMH COOTBETCTBYET OILICHKE OT-
JIMYHO:

- npezarnonaraetT GopMUPOBaHUE KOMIIETCHIIMI Ha BBICOKOM YPOBHE;

- 3HaHHWE TEOPETUYECKUX pa3AesioB M3y4yaeMOW IUCLUIUIMHBI Ha YpOBHE HE HMKE
OLICHKH OTJINYHO;

- CTYJIEHT yM€EET NMPUMEHATh Ha MPAKTUKE 3HAHMs, MOJIYYEHHbIE B paMKax M3y4eHUs
JUCLUILINHBI

- (GOopMUPYIOTCSL HaBBIKHM HCIIOJIb30BAHUSI TEOPETUUYECKUX U MPAKTHUECKUX pa3eioB
JTVCUUTIIAHBI JIJIs1 PEIICHUS 3a7a49 TPOPEeCCHOHAIBHON AesTEIbHOCTH;

2. Cpennuii ypoBEHb COOTBETCTBYET OLIEHKE XOPOLIO:

- npezanonaraetT GopMUPOBaHNE KOMIIETCHIIMI HA CPEHEM YPOBHE;

- 3HaHHWE TEOPETUYECKUX pa3AesioB M3y4yaeMOW TUCIUIUIMHBI Ha YpOBHE HE HMKE
OLICHKH XOpOILLIO;

- CTYJIEHT YMEET NMPUMEHSTh 3HaHUS, MOITYYEHHbIE B paMKaX U3y4eHUs TUCLUIUIMHBI,
JUTsl pelieHus 3a/1ad npodeccuOHAIbHOM 1eATeIbHOCTH;

3. ba30BbIil ypOBEHb COOTBETCTBYET OLIEHKE YIOBIETBOPUTEIBHO:

- npezarnonaraetT GopMUPOBaHIE KOMIIETCHIINI Ha 0a30BOM YPOBHE;

- 3HaHHWE TEOPETUYECKUX pa3AesioB M3yyaeMOW TUCIUIUIMHBI Ha YpOBHE HE HIKE
OLICHKH YJIOBJIETBOPUTEIHHO;

4. HenocraTouHblil ypoBEHb COOTBETCTBYET OLIEHKE HEY/IOBIETBOPUTEIBHO.
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