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Conep:xanue

1. [len OCBOEHUSI AUCITUTIIIUHBI

2. Mecto muctmmuinabl B ctpykType OITOIT

3. Komnerenmuu obGydarornierocs, opMupyeMbie B pe3yIbTaTe OCBOCHUS TUCIIATLTAHBI
(Momyst)

4. O0beM JUCIHUILIAHBI (MOJTYJIS)

5. CtpykTypa U coaepKaHue AUCIUIUTAHBI (MOIYIIs)

6. ®oH1 OIIEHOYHBIX CPEACTB

6.1. IlepeueHb BUIOB OLICHOYHBIX CPE/ICTB

6.2. TunoBbie KOHTPOJIBHBIC 3aJaHUS U HHBIC MAaTEePUAJIbI JJI TEKYIIEH aTTecTalluu
6.3. TumoBbIie KOHTPOIBHBIE BOMPOCHI U 3aTaHMS JIJIS1 TPOMEKYTOUHOM aTTeCTAIlH

6.4. Kputepun onieHuBaHus

7. YaeOHO-MeToInIecKoe U HHPOPMAITMOHHOE 00SCIICUeHNE TUCIUTLINHBI (MOTYJIs)
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8. MaTepuaabHO-TEXHUYECKOE 00eCIIeYeHUE TUCITUTUTMHBI (MOTYJIA)

9. Meroanyeckue ykazaHus jisl 00y4YarOMXCs 0 OCBOCHHIO AMCIUTUTHHBI (MOYJIs)
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Pa6ouast mporpaMma JUCIUILTHHBI " A IMUHECTpUpOoBaHue LiNuX u 3amura myGau4HbIX Ci1y0" [0 HANPaBJICHUIO
noxaroroBkH (crenuansrocty) 10.05.01 "KommnbroTrepHast 6€30macHOCTh' HAaPaBICHHOCTH (IPOMHIIIO) CHCIHATH3aIUs ctp. 3
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1. HEJIXU OCBOEHUSA JTUCHUIIJIUHBbI

Llenbro MUCIUILINHBL ABISETCS PUOOPETEHHE CHCTEMATH3UPOBAHHBIX 3HAHKN B 001acTu aamuuaucTpupoBanus OC Linux u 3amuTer
MyOJIMYHBIX CITYXO.

3aga4n TACIUTIINHEI

— W3YYUTh OCHOBBHI ()yHKIIMOHHPOBAHKS OCHOBHBIX CIIyKO (cepBucoB) cetit IHTEpHET 1 KOPIIOPATHBHBIX CETEH;

— O3HAKOMHUTH CTYJICHTOB C OCHOBHBIMHU TE€XHOJIOTHSIMU M ITPOTOKOJIAMH, UCIIOJIb3YEMBIMH JIJISl TOCTPOEHHS MaclITaOUPyeMbIX
TeTepOreHHBIX HHPPACTPYKTYP, B KOTOPHIX Pa3BEPTHIBAIOTCS U (QYHKIHOHUPYIOT OCHOBHBIE KOMMYHHKAIIHOHHBIE CEPBHCHI,

— M3YYHUTh OCHOBBI IOCTPOCHUS U 3aALIUTHI Ty OJIMYHBIX CIYXKO.

PeSyJ’ILTaTLI O6y‘IeHI/I$I 0 JUCLHUIIJIMHE HAaIIPaBJICHbI HA JOCTUKCHUE NHIUMKATOPOB:

VK-4.1. O6nagaet 3HaHUAMU OCOOCHHOCTEN U MPABMII JINYHON ¥ TIPO(YECCHOHAIBHON YCTHOU M IIMCbMEHHON KOMMYHUKAIIUH, B TOM
9HCITe Ha HHOCTPaHHOM(BIX) sI3bIKe(ax).

VK-4.2. [leMOHCTpUpYET yMEHHE NPUMEHATH COBPEMEHHBIE KOMMYHHUKATHBHBIE TEXHOIIOTUH  JIJIsSI aKaJIEMUYECKOTO 1
npo¢heCCHOHATILHOTO B3aUMOJICHCTBHS B CUTYAllMK YCTHOM M IIMCHbMEHHOM KOMMYHHKAIIUK, B TOM YUCJIE HA HHOCTPAHHOM (BIX)
s13bIKe(ax)

VK-4.3. IMeeT HaBbIKU aKaJAeMHIECKOr0 1 MPO(HEeCCHOHATHHOIO B3aUMOICHCTBYSI, B TOM YHCIIe Ha HHOCTpAaHHOM(BIX) s3bIKe (ax).

OIIK-12.1 3HaeT NPUHIMIIBI IOCTPOSHHST COBPEMEHHBIX OIEPAIIMOHHBIX CHCTEM U OCOOEHHOCTH X NPUMEHEHHS; TIPHHIIHITBI
pa3paboTKH CIIEIHAIbHOTO IPOrPAMMHOI0 00eCTIeYeH s, IPeIHa3HAYEHHOT'0 JUIS IPEOI0JICHHS 3aIUThl COBPEMEHHBIX
OTIEPAIIMOHHBIX CHCTEM C HCIIONB30BaHHEM HX HEJOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH; OCHOBHBIE IPHHIIUITEI KOH(MHUTYPUPOBAHHS U
aJMUHUCTPUPOBAHUS OINEPALUOHHBIX CHCTEM.

OIIK-12.2 YMmeer pa3pabaThIBaTh CHCTEMHOE M IPUKIIATHOE IPOTPaMMHOE 0OecTieueHne sl MHOT03aJauHbIX,
MHOTOIIOJIb30BAaTENILCKUX U MHOTOIIPOLIECCOPHBIX CPell, a TakXkKe JUIs cpell ¢ uHTepdeiicoM, yIpaBIsieMbIM COOOIEHUIMH; IPUMEHATh
OCHOBHBIE METOJIBI POTPAMMHUPOBAHUS B BEIOPAHHOW ONEpalMOHHON cpene.

OIIK-12.3 BnaneeTr HaBbIKaMU CUCTEMHOTO IPOTPaMMUPOBAHYS; HABBIKAMH Pa3pad0TKU CUCTEMHBIX U MPHUKIIaJHBIX IPOTPaMM,
oOparmaronmxcst K ONepanoHHON CHCTeMe C IOMOIIBIO CHCTEMHBIX BBI30BOB.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII

uxx (pazaen) OITOIL: K.M.03.06

2.1 TpeGoBaHus K NpeJBapUTeIbHOI HOATOTOBKE 00Y4aIOLIErocs:

HNudopmaruka

OHepaHI/IOHHHe CUCTEMBI

Mertozbl TporpaMMUpOBaHUS

KomnsrotepHsie cetu

2.2 IMCUMIJIMHBI M MPAKTHKH, JJISI KOTOPBIX OCBOECHHE JAHHOM JUCHHILTHHBI (MOAYJI5) HE0GX0AUMO KAK NMpeIecTBYIONIee:

[TonroroBka K mporeaype 3aiuThl 1 3aIIydTa BBITYCKHON KBaJIM(UKAIIMOHHOW pabOTHI

3. KOMIIETEHIIMY OBYYAIOUIETOCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHMSI TMCLIMTLTAHBI
(MOJY.JIST)

VYK-4: CniocofeH npuMeHsITh COBPeMeHHbIe KOMMYHUKATHBHBIE TEXHOJIOTMH, B TOM YHC/Ie HA HHOCTPAaHHOM(bIX) s3bIKe(aXx),
AJI51 aKa/IeMHYecKoro 1 npogeccHoHaIBLHOI0 B3aUMO/IelicTBHS

3HaTh:

— OCHOBHBIE TEPMUHBI U peueBble 000POTHI, yrnoTpebisoniecs B cepe KOMIBbIOTEPHBIX TEXHOJIOTHA.

YMerTh:

— COCTaBIIATh TEKCTHI U COOOIIEHUS ¢ OMMCAHNEM TEXHOJIOIMYECKUX M IPOrPaMMHBIX XapaKTEPUCTHUK pa3padaThIBaeMbIX IIPOIYKTOB.

Baagern:

© OI'BOY BO «Uenl'V»
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— UMCTbh HaBBIKH Bep6am)H0171 KOMMYHUKAalIUM Ha TCXHUYCCKOM MHOCTPAHHOM S3bIKC.

OIIK-12: Cnoco6eH agMHHHCTPHPOBATH ONIEPAMOHHEBIE CHCTEMBI H BBINOJHATE PA0OTHI 0 BOCCTAHOBJICHHIO
paboTocnocoGHOCTH MPHKJIAJHOIO U CHCTEMHOI0 MPOrPaMMHOT0 ofecneyeHusl;

3HaTh.

— OCHOBHBIE TTOHSTHUS ONEPAIIMOHHBIX CUCTEM U MX 3aIUTHI;

— OCHOBHBIE ITOHSATHS, OCHOBHBIE AJITOPUTMBI XpaHeHHs 1 00padoTku nanHbx OC;
— OCHOBHBIE CTAH/IapThI U aJITOPUTMBI NIEpeiadn JaHHBIX;

— OCHOBHBIE aKTYyaJIbHbIE MOJICJIN aTak.

YMerTn:

— HCIIOJIb30BATh aJITOPUTMBI F'€HEPALIH, XPAHEHHSI U paclpeieIeHUs KIII0YeH;
— NIPOEKTUPOBATH U UCIIOIB30BATH CHCTEMBI JIEKTPOHHOH IU(POBOH MOINCH,;
— MPUMEHSTH Ha MPAKTUKE AJITOPUTMBI YIPABJICHUS OTKPBITHIMU KITFOUaMH.

Baagers:

— OCHOBHBIMH METOJaMH a[MUHHUCTpUpOBaHus i HacTpoiiku OC u cereil mepenayw;
— ajgropuT™Mamu (OPMHUPOBAHHUS XelI-()yHKIHH;

— HHCTPYMEHTaMH obecrieueHus 6e30MmacHoi paboThl B CETH HHTEPHET;

— METO/IONIOTHEH TIPUMEHEHHS 0€30MaCHBIX MYOIUIHBIX CITYXKO;

— METOAaMH YIIPABJICHHUSI KIIFOYaMHU B CHCTEMAaX C OTKPBITHIM KITFOUOM;

— UHCTPYMEHTaMH oOecrieueHus 6e30nmacHoi paboThl B CETH HHTEPHET.

B pe3yabTaTe ocBOeHHS AMCHUIIUHBI 00yYAIOLIHIICH T0TAKEH

3.1|3narth:

3.1.1|- nousitue uHMOpPMAIKH, CIIOCOOBI €€ MPECTABICHHUS, OCHOBHBIC TPUEMBI TTOJIYUCHHS, XpaHEHHsI, 00pabOTKH
uHpOpMaLUH;

3.1.2|- ocHOBHBIC MOHSTHUS ONEPALIMOHHBIX CUCTEM U MX 3aIUTHI;

3.1.3|— ocHOBHbIE IOHATHS, OCHOBHBIE aJITOPUTMBI XpaHeHus U 06padoTku gaHHEIX OC.

3.2|Ymerh:

3.2.1|- ucronp30BaTh 3alUILEHHBIE COBPEMEHHBIE HH()OPMAIIMOHHBIE TEXHOIOTHHU B CBOCH POJECcCHOHATBEHON
NS TeTbHOCTH;

3.2.2|- AHAJIM3UPOBATH I/IHq)OpMaHI/IOHHyIO 0€30IMacHOCTh MHOTOIIOJIb30BATEIbCKUX CHCTEM;

3.2.3|- ucrnonp30BaTh MPOTOKOJBI I 3aIIUTHI HHQOpMAIMU 1 00ecTiedeHus: 0€30MacHOCTH KaK JOKaJIbHBIX, TaK U
PAacIpEeAe/ICHHBIX CHCTEM.

3.3|Baanern:

3.3.1|- HaBbIKamMu oOecTICUeHUS 3aUThI HHPOPMALIUH OT BHEIIHUX YIPO3;

3.3.2|- HaBBIKaMu MPUMEHEHHUA METOAOJIOTUH 3allIUTHI B o0Jractu PIH(I)OpMaHPIOHHOfI 663OHaCHOCTI/I;

3.3.3|— OCHOBHBIMU METOaMU aAMUHHUCTpUpoBaHus 1 HacTpoiiku OC u cereil nepenauy;

3.3.4|- meTononorueit mpuMeHeHUs 0€30aCHBIX MyOINYHBIX CIYXO.

4. OBBEM U CHUIIJIMHBI (MOAYJISI)

O6wwasa TpyaoeMKoCTb 73ET

Yacos 1o yuebHOMY IuiaHy : 252 Buibl KOHTPOJIS B CEMECTpax:
B TOM YMCIIC .

ayIUTOpHBIC 3aHaThs © 136 3a4eThl 8

camocTosiTenpHas padora :  102,2 3a4eThl C OLCHKOH 9

KOHTakTHas pabora: 149,8

HKP: 13,8
5. CTPYKTYPA U COAEP)KAHUE JUCHUIIJINMHBI (MOJYJIS)
Kon HaunmeHoBaHue pa3jiesioB u TeM /Buj 3ausitust/ Cemectp | Yacos JlntepaTtypa
| sansTH [ Kvpe

© ®I'bOY BO «Yenl'V»
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Pasnea 1. AnMUHHCTPpUpPOBaHHe onepanuoHHbIX cuctem (OC)

11

Beoauas undopmarus. /[JIex/

JI1.1J11.2 J11.3712.1
2.2

1.2

OcHoBHbIe nIon0xkeHus /JIex/

JI1.1 J11.2J12.1 J12.2

1.3

Dpomronus OC /Jlex/

JI1.1 J11.2J12.1 J12.2

1.4

Apxurektyprbie ocobearoctu OC /Jex/

JI1.1 J11.2J12.1 J12.2

1.5

Kuacenduranmst OC Unix /Jlex/

JI1.1 J11.2]12.1 J12.2

1.6

CospemenHoe coctosHue /JIex/

JI1.1J11.2712.1 J12.2

1.7

®dainnossle cucteMsl /JIex/

J11.1 J11.2J12.1 J12.2

1.8

IpuHimnel noctpoeHus haiioBoii cuctemst /JIex/

JI1.1J11.2]12.1 J12.2

1.9

TIpumeps! daitnossix cucteM /Jex/

J11.1 J11.2J12.1 J12.2

1.10

Mynstunporpammuposanue /JIex/

JI1.1J11.2]12.1 J12.2

111

IInanupoBaHue IpOIECcCOB M MOTOKOB /JIek/

J11.1 J11.2J12.1 J12.2

112

3ajauy yHpasjIeHUs aMATHIO, TUIILL aPECALUM, CXEMBI pacipeaeIeHus
namsatu [Jlex/

J11.1 J11.2J12.1 J12.2

1.13

TpuMeps! HCTIONB30BaHUS BUPTyanbHOU namsith /JIex/

JI1.1J11.2712.1 J12.2

1.14

Kommposanve manusix /Jlex/

J11.1 J11.2]12.1 J12.2

1.15

ApxutekTypa cereBoit noacuctems! Linux. Ctpykrypa daiinoBoii cucteMsl
Linux. OcHOBHBIE CeTeBbIC YTHINTHI U CpecTBa AuarHocTrku /J1ad/

JI1.1J11.2]12.1 J12.2

1.16

Cepeuc DNS/Domain. OobexT, nomMeH, nHpopMarms 06 00bexTe. OCHOBHBIC
THITBI 3aKCcell. PeKypCcHBHBIIT 1 HepeKypCHUBHBII PEXUMBI paboThL. /J1ab/

JI1.1J11.2]12.1 J12.2

1.17

Cepsuc DNS/Domain Hacrpoiika cepsepa DNS. Ipaktudeckast padoTa ¢
JIAHHBIMU JIOMEHOB. Perukarius TOMEeHHBIX JaHHbIX. /J1ab/

J11.1 J11.2]12.1 J12.2

1.18

VPN-pewmenus. [Mpunnuns! ¢pynkiuonuposanus VPN. BupryansHble
uHTEepdEHCH 1 0COOEHHOCTH MapIIpyTu3anui. KiuenT-cepsepHas
apxutektypa VPN u apxutektypa VPN Touka-touka. [Ipaktinueckoe VPN
-COEeJMHEHHsI TOYKA-TOUKA 110 CXEME KKK/bIH ¢ Kaxapim» /JTab/

JI1.1J11.2]12.1 J12.2

1.19

MesxkceteBble 3kpansbl. [IpuHINIB QyHKIMOHUPOBaHUs. TabaMIbl, HETTOYKH
IpaBUIl U [IPaBUIIA.

ITonarue nemunurapuzoBaHHOM 30HbI. [IOHATHS COCTOSIHUSA COEIUHEHNUS U
BUPTYalIbHOrO coeuHeHus. IlpakTudeckas HACTpOHKa MEXCETEBOr0 SKpaHa
Ul peXKUMOB KIIMEHTA, CEpBEpa U MapLIpyTU3aTopa

[J1a6/

JI1.1J11.2712.1 J12.2

1.20

Cepauc LDAP (ciryx6a katanora). OCHOBHBIC IPUHIMIBI () YHKIIMOHHPOBAHH,
pasBepThiBanue. Cxema katanora. [Touck B katanore. OGHOBIICHHE
cozepxumMoro karaiora /JIa6/

JI1.1J11.2712.1 J12.2

1.21

Cepauc ayrenruduxanun Kerberos. IIpuHmums! paboTsl, HOHATHS IPHHIXTIATA
U TuKeTa. Pa3BepThiBaHue, ynpasieHue cepsucom. /J1ab/

JI1.1J11.2712.1 J12.2

1.22

HHrerpanus KOMILIOTEPA B Ciyxk0y KaTtanora. HacTpoiika moacucreMel
ayTeHTU(UKAIIMH, TIOJICUCTEMbI WICHTH(QUKAIHH.
OTKa30yCTONUMBOCTD, KpUNTOrpadguueckas 3amura.

[J1a6/

J11.1 J11.2]12.1 J12.2

© OI'BOY BO «Uenl'V»
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cTp. 6

1.23

AIMHHUCTpUPOBaHHE OrepaoHHbIX cucteM /Cp/

8

33,1

JI1.1J11.2 J11.3712.1
2.2

Paznen 2. UHast koHTaKTHasi padoTa

2.1

WHast KOHTaKTHast paboTa: HHINBUIYAIbHbIC KOHCYIBTALNH, TEKY Mt
KoHTpoub. /MKP/

6,9

Pa3nen 3. AAMUHHCTPUPOBAHHE U 3aIIUTA MYOJUYHBIX CIYKO

31

Cern, ceresble cpencta. [Ipotokodsr /JTex/

JI1.1 J11.2J12.1 J12.2

3.2

Cetesblie ciyx0b1 /JIex/

JI1.1J11.2J12.1 J12.2

3.3

MesxcereBble akpansl 1 VPN /Jlex/

JI1.1J11.2712.1 J12.2

3.4

Pacnipenenennsie cuctemsl /JIex/

J11.1 J11.2J12.1 J12.2

3.5

O6ecneuenne 6e3omacuoctu /JIex/

18

JI1.1J11.2]12.1 J12.2

3.6

MNudpactpykrypa PKI. KopreBoit ceprudukar, ceprudukar, 3ampoc Ha
cepTuduKaT, K04 cepTuduKara, nenoyka cepTuHUKAIUM, CITUCOK OTO3BAHBIX
CepTHU(HKATOB.

Pa3BepThIBaHUs COOCTBEHHOTO IIEHTPa CePTHHUKAIINH

J1a6/

J11.1 J11.2]12.1 J12.2

3.7

TIporokon HTTP. ITpunrmmnet padotet HTTP-cepBepa. MoaynbHas
pacmupsiemas apxurekrypa HT TP-cepBepa. OcHOBHbIE XapaKTepUCTHKU
(mapametpsr) HTTP-cepsepa /J1a6/

J11.1 J11.2J12.1 J12.2

3.8

Hactpoiika HTTP-cepBepa. B3aumoelicTBie U B3aMMOBIIUSIHHE MIPAB JIOCTYIIA
Ha (aiiIoBoil cHCTEMe Ha IEPEeBO TOKYMEHTOB. JIMYHbBIE pecypChl
nonb3oBareneii /J1a6/

J11.1 J11.2J12.1 J12.2

3.9

Ayrentudukanus B HTTP. Metoas! ayrentuduxanuu. Hactpoiika
ayTeHTH(HUKAIINN Ha H30JIMPOBAHHOM cepBepe. Pasmimins ayTeHTHGUKanus
cpenctBamu HTTP u cpeactBamu mpunoxenust /J1a6/

JI1.1J11.2]12.1 J12.2

3.10

Ayrentudukanus HTTP-cepBepa uepes ciyx0y katanora. /J1ab/

JI1.1J11.2]12.1 J12.2

3.11

Huterparys HHCTpYMEHTOB kpunrorpaduueckoii 3amutsl B HT TP- cepsep.
TpeboBannus, orpanndeHns. OcoOeHHOCTH. YIIpaBIeHHE PacIIpOCTPpaHCHHEM
KOpHEBBIX ceprudukaTos. /J1ad/

JI1.1J11.2]12.1 J12.2

3.12

IInanupoBanue pacmmpsieMoil HHPPACTPYKTYphI BHYTpEHHEI! ceTu.
Paznenenvie BHEIIHUX U BHYTPEHHUX pecypcoB. OUIbTpanys BXOJAMX U
HCXOIIINX HH(POPMAIMOHHBIX TTOTOKOB. /J1ab/

JI1.1J11.2]12.1 J12.2

3.13

TpeOoBaHMs K BHYTPEHHHUM CETSIM, MOJKIFOUCHHBIM K VIHTEpHET.
Kommynukamonnsie cepsuchl VOIP u Instant Messaging, nx rexaunueckue
XapaKTePUCTUKN U 0COOCHHOCTH MHTETPALIUH B KOPIIOPATHBHYIO
urppactpykrypy (0630pHO0). /J1ab/

JI1.1J11.2]12.1 J12.2

3.14

Anmunuctpuposanue OC. AIMUHUCTPUPOBAHKE U 3aIIUTA Ty OINYHBIX CITYkKO.

/Cp/

69,1

JI1.1J11.2712.1 J12.2

Pa3nen 4. Unas koHTaKTHasI padoTa

4.1

VHas koHTaKTHas paboTa: HHAUBHAYaIBHbIC KOHCYIIBTAIINH, TEKYIIHH
koHTpoItb. /IKP/

6.9

6. ®OHJ OIIEHOYHBIX CPEJICTB

6.1. l'[epeqel-lb BU/10B OLICHOYHBIX CPEACTB

JlaboparopHas pabora.
[epeyeHb BOIPOCOB K 3a4ETy.
[IepeueHs BOIPOCOB K 3a4YETy C OLEHKOM.

6.2. TunoBbIe KOHTPOJbHbIC 3aJaHUAA U UHbI€ MaTePHUaAJIbI 1JI1 TEKyH.leﬁ aTrecranuu
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Crcok 1a60paTopHbIX padoT:

1 Hanmmcats ckpunt Ha si3bike Python2, koTtopsrit GymeT mapcuTh 0Ty aBTopu3anuu cM. ¢aiin /var/log/auth, va momsiTky Hamrgws
OIMOOYHBIX MOIBITOK aBTOPU3AIMK. 3anuchiBath B (haiin /var/log/auth2.10og monydennsie nauusie B popMare: HMsL_IOJIB30BATEIS -
ipagpecc. P.S. HCMOIB3yeM PETyJISIPHBIC BRIPAIKCHHS.

2 C nomomipto logrotate HacTpouTh pOTAIWIO JIOTOB, JIOTH JOJKHBI POTHPOBATHCS Pa3 B JICHb WIIH IIPH TIPEBHIIICHIE pasMepa (aiiia
1Mb, cm. /etc/logrotate.conf

3 Hammcats ckpunt Ha si3pike Python, kotopsiii Ha ocHoBe XMml-daiina ¢ onvcanneM 30H, OyaeT co3maBarh (Gaiisl 30H I JeMOHA
bind9, u noGassite nHGOPMarHIO 0 30HE B KOH(UTYpanroHHsIit daiin /etc/bind/named.conf.local st ynporeHnst MoxHO
obpabateiBath 3amucu tumna: SOA, A, CNAME, MX, NS. Crpykrypy xml ¢aiina mpoxymats camum. TTocie co3maHust 30HHI,
HE00X0/IMMO TIPOBEPHUTH IIPUTOAHOCTh KOH(PUTYypaHOHHBIX (ailiioB, HapuMep, ¢ TOMOIIBI0 KoMaH bl 'named- checkconf —z",
CKPHIIT AOJUKCH €€ BBIIIOJIHUTD CaM, M BHIBECTH HH()OPMALHUIO O YCIICUIHOM/HEYCIICIIHOM BBIIOJIHEHUH 3arpy3Ke HH()OPMAIUHL.

4 MoauuipoBaTh CKpUIT €Ch0_Server2.py, CKpUIIT J0/DKEH: 3alpalliBaTh JIOTHH ¥ apoib (o aHaisoruu ¢ ssh); mucats Bee
COOBITHS YCIIENTHBIX/HEYCIIENTHBIX TOMBITOK aBTOpu3armu B 10g-taiin, /var/log/script.log, B stor ¢aiin 10KHBI THCATHCS JIOTHH,
nmaposp ¥ ip-aapec KIueHTa, KOTopblit mpoboBan moakmodnthes. Hactpouts fail2ban, uro6sr on o6pabarsisan /var/log/script.log, u
TIPY TOCTHKEHUH 5 HEYIa9HBIX MOMBITOK aBTopu3aruy, fail2ban momken 3a6anuTh ip- aapec MoIKII0YaBIIErocs KIIHEHTa.

5 YcranoBka DNS cepeepa BIND9 u BcriomorarenbHbIX YTHIIHT.

6 Asterisk. MySQL. Ycranosuts Asterisk, Hamucars mian zHabopa. Ipu 3Borke Ha 7700110, [TomkHa IPOUCXOIUTH IPOBEPKa
HaJIMYHsl 3apETHCTPUPOBAHHBIX HOMEPOB, YCIOBHBIX oreparopoB (Homepa umeroT npedukce 9, nanpumep 901, 910). Eciu Her
3aperMCTPUPOBAHHBIX OIIEPATOPOB, TO 3amuchiBaeM B Mysql coGbITHe 0 TOM YTO KIMEHT 3BOHMI. B BJ] MOIDKHBI cotepkaThes: nata
3BOHKA, KTO 3BOHMII. ECJM €CTh XOTs OBI OJTMH CBOOOHEII OmepaTop, TO HEOOX0JUMO TOMECTHTh BBI30B B O4epe/ib. (CM. KOMaHIy
Queue), uTst 3BOHSIIIETO OJDKHA BOCIIPOM3BOANTHCA My3bika (Music on hold), u crpaterus pacpeneneHns BBI30BOB 110 OIlEpaTopam
JIOJDKHA OBITH - 3BOHUTB BCEM.

7 Apache + DNS. Vcranosuts Apache u Bind9, ckorpurypuposats 30my kb.localnet. O6s3atensHo Hanuune qoMeHa
www.kb.localnet - mpu momeiTKe TOCTyMa Ha 3TOT XOCTeiM Uepe3 Opaysep, TomKkeH oTBedats Apache, Apache momkeH 3alpOCHTh
aBTOpH3auMIO Tonb3oBaresst. Joctyn k http - nomken orpannunBatecs cpeacreamiu iptables, nro6sbie mombiTku qoctyna k 80 u 53
MOPTY JOJDKHBI TorupoBathes (cpenctBamu iptables). Redis, Python. Ha nByx maminHax ycranoButh Redis, HACTPOUTD perinKauio
JAHHBIX MEXIY CEPBEPaMH, TOCTYII K TIOPTY peIrca J0/DKEH OBITh TOJBKO ¥ coceqrero cepsepa wmim localhost'a. C momormsio Python,
HaITHCaTh CKPHUIT, KOTOPBIil O3BOJIUT MPOTECTUPOBATh BpeMs 3amnucH B redis, N - Koj-Ba JaHHBIX. HAPHMEP, YHUKAJIBHBII_KITIOY ->
crydaiiHast ctpoka. Harmcarh CKpHIT, KOTOPBIH OyIeT MPOU3BOANTE aBTOPH3AIMIO MOsIb30Bareneil. T.e. OyIeT Clymars CoeIHHeHHS],
IPH KOHHEKTE K HEMY, IIepeAaeTCs JIOTHH U [apojib, CKPUNT obparaercs B redis, ecinm HaXoauT BEPHYIO Mapy JIOTHH U Aok, TO
BO3BpaIaeT coobIIeHne SUCCESS, ecitk He HaxoauT - To failed.

8 Asterisk, Redis. Ycranosuts Asterisk, Redis. Peann3oBats ran Habopa, KOTOPBIi MO3BOJIUT OCYIIECTBIISATE BBI3OBBI BHYTPH aTC
(nampumep, ¢ Homepa 901, momkHa GBIT BO3MOXXHOCTH 103BOHUTH Ha 904). [IpH 3BOHKE IODKHA OCYILECTBIIATHCS 3aIICh PA3TrOBOPOB.
JIoJDKHBI OBITH OT/AEIBHBIC SKCTEHBI, KOTOPHIC IO3BOJISAT 3BOHUTH HA YCIOBHBIC MEXAYTOPOAHIE HOMEPa, COTOBBIC, YePe3 pa3iIn4HbIC
aruTHUKA(SiP-mips1). MHbOpMAIHIo 0 TOM uepe3 Kakoit Sip-mmp. Heo6XoauMo oCyIeCTBIATh 3BOHOK, HYKHO XpaHuTh B Redis, u
OCYIIECTBIATH K HUM A0cTyI ¢ iomoInsio AGI/FastAGI ckpumrra. Harpumep, ¢ Homepa 901 xotum mo3sonuts Ha 83512250000, mist
TOTO 4TOOBI Y3HATH Uepe3 KaKko# arTHUK 3BOHUTH, Bbi3biBaeM AGI ckpumt, koTopbiit oopamaercs B Redis, B koTopom Oyaem
Haxomuthes htable, B koropom Oymer Hanmcan kox ropoa 351 u amnHuk, HampuMep gatewayl.

6.3. TunoBbIe KOHTPOJbHBIE BOMPOCHI U 3aJaHUSI IJIs IPOMEKYTOUHOH aTTecTAlUM

Crucok 3a7jaHui K 3a4eTy:

1 Hactpouts MexceTeBoit 3kpaH (MHINBHAYaIbHBIC BapHAHTHI HACTPOUKH).

2 Hacrpouts cepsep HTTP (MHANBHAYaIbHBIE BAPUAHTHI HACTPOUKH).

3 Hacrpouts cepBep DNS (nHauBnayansHble BApHAHTHI HACTPOWKH).

4 Hactpouts orpannuenue gocryna o IP-agpecam.

5 HactpouTts nocrosunoe VPN-coequnenne Mexxny cepepamu.

6 3apeructpupoBats B kaTaiore LDAP o0bekT, HaiiTH 00BEKTHI YIOBIECTBOPSIOIINE 3aJaHHBIM KPUTEPHSIM.

CIHCOK TEOPETHIECKUX BOIPOCOB K 3a4€Ty C OLECHKOM:

1 OcHogpsl IP-cTexa (naTepdeiic, MappyT U TabIUIIa MAPUIPYTH3AINH, COSAUHECHHUS).

2 DNS-nactpoiika u ynpasienue cepeepom DNS, peannzauus 308 DNS.

3 SMTP — nacrpoiika u ynpaenenue cepsepoM SMTP, nzyuenue nporoxona SMTP.

4 HTTP — Hactpoiika u ynpasnenue ceppepom HT TP, koHTpob goctyna, uydenne npotokona HT TP, nzydenue u oceoenune CGl u
SUeXecC, BUpTyallbHbIC KaTaJIOTH.

5 Ipunnuns! pysxkuuonupoBanus VPN-pemenuit

6 PassepreiBanue PKI (co3nanne u pabora CA, )KM3HEHHBIN UK CEPTHPHUKATA)
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cTp. 8

7 HacTpoiika MEKCETEBBIX 3KPaHOB
8 Vpasnenne HTTP-cepBepom (0OCHOBHBIE XapaKTEPUCTHKH, METOBI AyTEHTU(HUKAIMN ¥ 00eCTICUEHHUsI KPUITTOTpadHIeCKOi
3aIUTHI)

6.4. Kputepnn oneHNBaHHsA

B pamkax 3auera CTYICHT Ipe/IaraeTcs BBIIOIHUTE 3a/1aHue, oleHuBaeMoe B 20 6auios.

B paMkax 3a4era ¢ OI[CHKO# CTyICHTaM MpeJiaraeTcs 2 BOMPOca, KXkl U3 KOTOPBIX olleHuBaercs B 15 Oasos.

JI1s MoJIBEJICHUSI UTOTa CYMMHPYIOTCS OaJLIbI CeMecTpa U 3a4eTa. B TedeHun ceMecTpa MpoBOAUTCS 10 4 mabopaTopHble paboThI MO
OJJHOMY M3 PaCCMATPUBAEMBIX Pa3/Ie/IOB, KOTOPBIE OCYIIECTBILIFOT CPE3 3HAHUIA 10 OCHOBHBIM IIOHATHSIM, OMPEICICHHUSAM U 3a1auaM.
MakcumanbHOe KOJIMYeCTBO 0aioB 3a JabopaTtopHbie paboTsl B 0MHOM cemecTpe — 20. J[OMOTHUTENBHO OIICHUBACTCST aKTUBHAS
paboTa Ha 1abopaTOpHOM 3aHATHH (MaKCHMyM 5 6ajlioB 3a CeMecTp).

CBojHas Tabimia peiiTuara ycreaeMocTs (7 cemectp)
Ne [TepeyeHb KOHTPOJIBHBIX MEPOIIPUATHI B ceMecTpe MakcHMallbHOE KOJI-BO 0aJUIOB

1 JTaboparopuast pabota (7 cemectp) 4x5=20

2 AxTuBHas paboTa Ha 1a0OPaTOPHBIX 3AHATUIX 5

3 3auer 20
4 Utoro: 45

CBojHas Tabmauia peiTrHra ycrneBaeMocTH (8 cemectp)
Ne TlepeyeHb KOHTPOJIBHBIX MEPOTIPUITHH B ceMecTpe MakcuManbHOE KOJI-BO OalIoB

1 JTabopartopHast paboTa (8 cemectp) 4x5=20

2 AxTuBHas paboTa Ha TaOOPATOPHBIX 3aHATHIX 5

3 3auer ¢ oueHKOU 2x15=30
4 Utoro: 55

Kpurepun orieHUBaHUS TEOPETUIECKOTO BOIIPOCA IS IK3aMeHa

MakcuManbHbIN 0aJT 32 OTBET Ha TEOPETUYECKHUiT Bonpoc — 15 Gasos.

Otimuno/3auteno/13-15 6ammos - OGyJaroIIUiicss OTIHYHO 3HAET MaTepHall, IOHUMAET TEPMHUHOJIOTHIO aIMHHICTPpUpOBanus LinuX.
OO0y4aronuics NpakKTUYECKH He TOMYCKAeT OMIUOOK.

Xopomio/3aureno/10-12 6amios - OOydvaroniuiicss XOpOLIO 3HAET MaTepuall, IIOHNMAET TePMUHOJIOTHIO aAMHUHICTpUpOoBaHust Linux.
OO0y4aronuics JomycKaeT He3HAYUTENbHBIE OIIUOKH.

VY noenerBopurensHo/3auTeH0/7-9 6ainioB - OOyUYarOMIUIACS 3HAKOM C MaTEPHaJIOM, BIIajIeeT TSPMUHOIOTHEN aMUHACTPUPOBAHUS
Linux. O6y4aroniuiicss fonmyckaet GpakTHuecKue OIIHOKH.

HeynosnerBopurensao/He 3aureno/0-8 6amtos - O0yJaromuiics He 3HAeT OCHOBHBIX IIOJIOXKEHHI BOIIPOCa, HE OPUEHTUPYETCSI B
OCHOBHBIX MOHATHSAX, U3JIaraeT MaTepuall C TPYAOM, C TpyObIMU (PaKTHYECKUMH OIIMOKaMH, THOO OTKa3bIBa€TCsS OT OTBETOB HA
BOIIPOCEHI.

Kpurepun onieHUBaHUS 33IaHAS TS 3a9€Ta

MakcuManbHbIH 6amni 3a 3ananue uis 3adeta — 20 6anios.

Otnuuno/3aurero/17-20 6amtoB - O0yJaroIIiicss OTIIMYHO 3HAET MATEPHa, TIOHMMAET TePMUHOJIOTHIO aIMHUHICTpUpOBaHus Linux.
OO0y4aronuics NpakKTUYECKH He TOMYCKAeT OMIHNOOK.

Xopomio/3aureno/13-16 6amios - OOydvaronuiicss XOpOLIO 3HAET MaTepuall, IIOHNMAET TePMUHOJIOTHIO aIMHUHICTPUpOBaHust Linux.
OO0y4aronuics qomycKaeT He3HAYUTEIbHBIC OITUOKH.

VY nosnerBopurensao/3auTeno/10-12 Gamios - OOyJaronuiicss 3HAKOM C MaTepHAIIOM, BIIaJIeeT TEPMUHOIOTHECH aIMHHUCTPHPOBAHUS
Linux. O6y4atomniuiicss fonmyckaet GpakTHuecKue OIIHOKH.

HeynosnerBopurensuo/He 3aurero/0-9 6aiuios - OOyyarommiics He 3HaeT OCHOBHBIX TIOJIOXKEHHIA BOIIPOCa, HE OPUEHTUPYETCSI B
OCHOBHBIX MOHATHSAX, U3JIaraeT MaTepuall C TPYAOM, C TpyObIMU (PaKTHYECKUMH OIIMOKaMH, THOO OTKA3bIBAETCS OT OTBETOB HA
BOIIPOCHI.

Kputepun ouenuBanus 1abopaTopHoii paboThl

JlaGopaTopHast pabOThI BEIIONHAETCS Ha JTI00OOM JOCTYIIHOM CTYAEHTY S3bIKE IIPOrPAMMHPOBAHUSL.

Ornnuno/3aureno/5 Gasios - PaboTa BBITONHEHA B CPOK, 00YUAIONIMIICA OTIMYHO 3HACT MaTepual, yMeeT aHAIIM3UPOBAaTh IPOOIeMy 1
MOXeET IPaMOTHO IPOKOMMEHTHPOBATDH BBHIIIOJIHEHHYIO PaboTy.

Xopomio/3aureno/4 6auta - PaGoTa BBITONHEHA B CPOK, 00YYAIONIMIICA XOPOLIO 3HAET MaTepuall, yMeeT aHaJIu3HPOBaTh IpoOIeMy U
MOXET IPOKOMMEHTHPOBATH BHINOIHEHHYIO padoTy. O0ydaromuiicss omycKaeT He3HaUYNTEeNIbHbIE OMINOKH.

VY noenetBopurensHo/3auTeH0/3 Gasua - Pabota BRINOIHEHA U ClIaHA TTO3HEE, YeM MPEAIONAraaoch, 00yJaroniics 3HaeT MaTeprall,
yMeeT aHAIU3UPOBATh NPo0IeMy, HO JOIycKaeT HaKTHIeCKHe OMNOKH.

HeynosnerBopurensao/He 3auteno/0-2 Gaa - PaboTa He BbINOJIHEHa, THO0 00YUYAIOMINIACS HE MOXKET OTBETUTH HA KOHTPOJIbHbIC
BOIIPOCH], HE OPUCHTHPYETCS B OCHOBHBIX IMOHATHAX, U3JaraeT MaTeprall C TPYAOM, C TPYOBIMHU
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(I)aKTI/I‘IeCKI/IMI/I OIJ_II/I6K3.MI/I, 00 OTKA3bIBACTCSA OT OTBETOB Ha BOIIPOCHI.

Ilpu 1o/(BEICHUH UTOTOB YYUTHIBAIOTCS PE3YIIbTATHI TEKylIeH arTecTaiuu. [1oaydeHHbIE 32 TEKYIIYIO aTTECTAIUIO OalTbI
CYMMHPYIOTCS ¢ OaJliTaMH, TTOJyIeHHBIMH 33 KasKIbIi 3Tall P MPOX0XKIEHUH TIPOMEXYTOUHOM aTTeCTaIuH.

Jlnst 3auera:

0-22 6aJ10B — BBICTABIISCTCS «HE 3a4TECHO»

0T 23 0aJJIOB M BBIILE — BBICTABJISAETCSA 3aUTEHO»

JI71s1 3a4eTa ¢ OIEHKOM:

0-27 GaJuIOB — HEYIOBJICTBOPUTENLHO (2);

28-35 6a/muToB — YIOBIETBOPUTEIBHO (3);

36-45 Gauios — xoporo (4);

46-55 6amtos — omymano (5).

7. YYHEBHO-METOANYECKOE U UTH®OPMAIIMOHHOE OBECIHEYEHUE JUCHUIIJIMHBI (MOAY.JISA)

7.1. PexoMeHayemasi IuTepaTypa

7.1.1. OcHoBHas1 JUTEpPaTypa

ABTODEBI, COCTaBUTENHN 3arimaBue WznarensctBO, Tom| Pecypc
JI1.1 |Bbpaxyx A. U. CereBble cpenctsa Linux: kypc nexunii Mockaa : 3BC
(https://biblioclub.ru/index.php?page=book&id=428794) HannonanbHbIi
OTKpBITHIH
YHusepcurer

«MHTYUT», 2016

JI1.2 |Tonuapyk C. B. AnmvunanctpupoBanne OC Linux: yaeGHoe mocobue Mockaa : 9BC
(https://biblioclub.ru/index.php?page=book&id=429014) HarnpoHanbHbI#H
OTKpPBITBIN
YHuBepcuret

«MHTYUT», 2016

JI1.3 |Boiitos H. M. OcHOBBI paGoThI ¢ Linux. YueGHbIi Kype Mocksa : JIMK 9BC
(http://e.lanbook.com/books/element.php? pl1_cid=25&pl1_id=1198)|IIpecc, 2010

7.1.2. lonotHUTEIbHAS JIUTEPATypa

ABTOpBI, COCTaBUTEIHN 3arnaBue WznarensctBo, ron| Pecypc
J12.1 |Jloxuukos I1. C., ObecneueHne 0€30MaCHOCTH CETEBOM MHPPACTPYKTYphl HA OCHOBE  |Mockaa : 3BC
Muxaiinos E. M. orepanuoHHbIX cucrem Microsoft: mpakTukym HurtepHer-
(https://biblioclub.ru/index.php?page=book&id=233194) VuuBepcurer
MNHubopmamoHHbI
x Texnomnoruit
(UHTYUT)
|BuHOM.
Jlaboparopust
3uanuit, 2008
J12.2 |Kypsunii I'. B., OmnepanyonHas cucrema Linux: Kypc nekiuii: yuebHoe mocobue Mockaa : JIMK OBC

Macnuucknii K. A. (http://e.lanbook.com/books/element.php? pl1_cid=25&pl1_id=1202)[TIpecc, 2010

7.3 Ilepeyenb MHGOPMALMOHHBIX TEXHOJIOTH I

7.3.1 TIporpammHoe oGecmeyeHue

Adobe Reader

Notepad++

WinDjView

LibreOffice

7.3.2 Ilpodeccuonaibuble 6a3bl AAHHBIX U HH(POPMALMOHHO-CIPABOYHbIE CHCTEMBbI

1. DnexTpOHHBIH KaTaaor HayIHOM 6ubnoTekn Yenl'Y [DnekTpounsiii pecypc] : 6a3a ganubix / Yenso. roc. yu-T. — Yensiounck, 1992,
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2. Koncynbrant [Litoc [DnekTpoHHbIil pecypc] : cripaBo4HO-TIpaBoBas cucteMa : 6a3a JaHHbIX / PErdoH. EeHTp MpaBoBOi HHPOPM.
HNudopmmpaso.

3. eLIBRARY.RU [DsexrpoHHsIit pecypc] : HaydHast 31eKTpOHHAs GMOINOTeKa [HaydHON MepHOIUKH Ha PYCCKOM sI3bIKE |. —
Mockaa, [1999-]. - locTym K ONHBIM TekcTaM Tiocie peructpamuu u3 cetu Yenl'yY. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTponHbIii pecypc]: cucTeMa IUCTaHIIMOHHOTO 00yueHwus : [6a3a manubix] / Yenst6. roc. yH-T. — Yensiounck, [6.1.]. —
Joctyn u3 cetu Uenl'Y uiu, nocne perucTpalyy U3 CeTH yH-Ta, U3 JI0OOH TOuky, UMerolel goctyn B uHTepHer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6ubnuorexa YesiOMHCKOT0 rOCYIapCTBEHHOTO YHUBepcuTeTa [DnekTponusiii pecype] : [caiit] / Yenst6. roc. yH-T. —
Yensounck, [2001-]. — Pexxum moctyma: http://www.lib.csu.ru/ , ceo6omubif. — 3ari. ¢ sKpaHa.

6. IlnTepHET yHUBEPCUTET HHPOPMAITMOHHBIX TEXHOJIOTHH [DIeKTpOHHBIH pecypc]. — DeKTpoH. AaH. — Pexxum gocTyma |
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIIMHBI (MO YJIS)

JInis peanu3anuu JUCIUTLUTHHBI HCIIONB3YIOTCS YUeOHbIC ayJUTOPUH [T TIPOBEJICHUS 3aHATHH JICKIIMOHHOTO THUIIA, 3aHSITHH
CEMHHAPCKOT0 TUIA, TPYIIOBBIX U UHIANBUAYAIBHBIX KOHCYIbTALUH, TEKYIIEr0 KOHTPOJIS M IPOMEKYTOYHOH aTTeCTallH, a TAKXKe
TIOMETIEHUS ISl CAMOCTOSATENHHON paOOTEHI.

VY4eOHble ayJUTOPUH YKOMIUIEKTOBAHbI CHIEIIMAIM3UPOBAHHON MEOECIBbI0 Y TEXHUYECKUMH CPEJICTBAMHU O0YUEHUs . IPOEKTOPOM,
9KpPaHOM, MarHUTHO-MapKEPHOH JOCKOH, MapKepoM; C BOZMOKHOCTBIO JEMOHCTPALIUH AJIEKTPOHHBIX MIPE3CHTAMN IIPH YPOBHE
OCBELICHUS, OCTATOYHOM JIJIsl pabOThI ¢ KOHCIIEKTOM.

g npoBeneHns 3aHATHHN JIEKIMOHHOTO THIIA HMEETCS IEMOHCTPAIIMOHHOE 000pYA0BaHHE: IPOEKTOP, IKPaH.

[MomenteHus st CaMOCTOSATETBHON pabOTHl 00YJAIONINXCSl OCHAIEHBI KOMIBIOTEPHOM TEXHUKOH C MOAKIIOUSHUEM K CeTH
«VIHTEepHEeT» U 00ECIIeYeHHEM JIOCTYIIA B JJICKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTeNIbHYIO CPEy YHHBCPCUTETA.

9. METOANWYECKHUE YKA3AHUS JJIS1 OBYYAIOLIUXCS IO OCBOEHUIO JUCHUIIIMHBI (MO Y JIS)

IMpn M3ydeHNN TaHHOW TUCIUILTHHBI HCIIONB3YIOTCS JIEKI[OHHbIE, Ta00paTOpHEIE 3aHATHS H CAMOCTOATENbHAs padoTa cTyaeHTa. Ha
JIEKIIMOHHBIX 3aHATUAX NPENoJaBaTelb U3JIaracT OCHOBHOE COAEPkKaHUE TeM NPOrpaMMsl. IIpopaboTKy JEKIIMOHHOTO MaTepHaia
CTYZEHTY >KeJIaTeIbHO IPOBOJUTH KAaK MOCIE KaXI0r0 3aHATUS, TAK U 110 3aBEPILICHUIO TEMbL. DTO I103BOJIUT CBSI3aTh BOCAUHO
MOJIy4EHHBIE CBEJICHUS M COCTAaBUTD LIEIbHYIO KAPTUHY.

Ha mabopaTopHBIX 3aHATHSIX PacCMATPUBAIOTCS BOIPOCH! aIMHHUCTPHUPOBAHMUS ONEPAIIMOHHBIX CHCTEM U aIMUHHUCTPHUPOBAHUS
myOIMYHBIX cityx0. Pexomenayercs nepes KakabIM JJa0OpaTOPHBIM 3aHSITHEM BBINOIHUTH AJOMAIIHEE 3aJaHUE, YTO O3BOJIMUTH JTyUIle
YCBOMTB IIPEABIAYIIUI MaTepuall, U U3y4uTh JIEKIMOHHBIM MaTepuan o npecroduei teme. CTyIeHTY KelaTellbHO MIPOsIBIATH
aKTHBHOE y4acTHe Ha JJabOpaTOPHBIX U JICKIIMOHHBIX 3aHATHAX, 33/1aBaTh BOIIPOCH], TIOCKOJIBKY YMEHUE 00OCHOBBIBATH CBOIO TOUKY
3pEHHUs, HAX0KJICHNE KOMIIPOMHUCCHOTO PEIIEHHs] B ’TUYECKHU BbIIEPKaHHON TUCKYCCHH HE TOJBKO BaXKHO JUIsl JIYUIIErO YyCBOCHUS
MaTepHala, HO ¥ LEHUTCS B PEaIbHOM KU3HH.

B ciyuyae nmpuMeHeHHs pH 00YYESHUHN TUCLMILUIMHBI JJICKTPOHHOTO 00y4eHHUs, AUCTAHIIMOHHBIX 00pa30BaTENbHbIX TEXHOIOT Ui
o0leHIe 00yUaIONIMXCS U TPENOAaBaTeIsl OCYLIECTBISIETCS B PEKUME PealbHOro BpeMeHH (OHIaiH-TIeKunK (BeOUHApbI), 4aThl,
BUJICO-KOH(EPEHIMHU U JP.) WK OTIOKESHHOIO BpeMEHH (cucTeMa qucTaHiionHoro ooy4seHus Moodle, dopymsl, anexrponHas modra
u 1p.).

BoJibIy o 4acTh BpEeMEHH 00YUarOIIHECs] CAMOCTOSTEIFHO PaboTaroT ¢ yueOHO-METOAHIeCKUMH MaTepruaaaMu. CTYACHTHI HMEIOT
BO3MOXKHOCTh KOHCYJIBTHPOBATBCS € IIPEIIOJaBaTeNIeM 110 BCEM BOIIPOCAM, BOSHHKAIOIINM B XOJ/I¢ CAMOCTOSTEIEHOH paboTHI
MOCPEICTBOM 3JIEKTPOHHOI MOYTHI, MECCCHIXKEPOB, COL[HAIBHBIX CETEH U T.II.

JocTyn o0y4aromerocs K y4eOHbIM pecypcaM B peHMe OTI0XKEHHOTO BPEMEHH, CAMOCTOSTEIFHON Pab0THl OCYIIECTBIICTCS Yepe3
ceTh MHTEpHET B yJOOHOM JUIS HETO MeCTe, BPeMEHH H TeMIIE.

ITpu o0y4enun JuI ¢ OrpaHUIEHHBIMU BO3MOXKHOCTSIMU 3/I0POBbS DJIEKTPOHHOE 00YyUeHHE, AUCTAaHIMOHHBIE 00pa30BaTeIbHbIE
TEXHOJIOTHH ITPETyCMaTPHBAIOT BO3MOXKHOCTB TIpHeMa-Tiepeiadll HHGOPMAIUHU B JOCTYITHEIX I HUX (opMax.

Peanu3anys JUCHMIUTHHBI C TPUMEHEHHUEM 3JIEKTPOHHOTO 00YUYCHHUS, JUCTAHIMOHHBIX 00pa30BaTebHbIX TeXHOTOrHH (Hanee — D0,
JIOT) ocyruecTBisiercs: Ha OCHOBaHHH «[10JOXKEHHSI O pean3alii OCHOBHBIX U JIOMOJHHUTENBHBIX 00pa30BaTeIbHbIX IPOrPamMM ¢
IIPUMEHEHUEM 3JIEKTPOHHOTO 00yUYEeHUsI M TUCTAHIIMOHHBIX 00pa30BaTeNbHBIX TEXHONOTHH B (peaepanbHOM roCyAapCTBEHHOM
6r0/DKETHOM 00pa30BaTEIbHOM YyUPEKAECHUU BICIIEr0 00pa3oBaHus «Henss0MHCKUH rocyapcTBeHHbIH yHUBEpCUTET», «IlomoxeHus
0 MOPSIIKE 3a4eTa 00yJaroLUIMMUCS TI0 OCHOBHBIM IIPodeccroHaNbHEIM 00pa30BaTesIbHBIM IpOrpaMMaM BBICILIETO 00pa3oBaHus B
OI'BOY BO «Yenl VY» pe3ynbTaToB OCBOCHHUS B OPraHMU3aIMAX, OCYIIECTBISIONIMX 00pa30BaTeNIbHYIO €A TEIbHOCTD, y4eOHBIX
MPEIMETOB, KYPCOB, TUCLMIUIMH (MOIYIeH), MPAKTHK, JOMOIHUTEIBHBIX 00Pa30BaTE/IBHBIX IIPOrPAMM» MMOCPEICTBOM dICKTPOHHOI
uH(opMaoHHO-00pa3oBarenbHoi cpeasl PITBOY BO
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«Yen['Y». B HCKIIIOUUTENBHBIX CiIydasx ((hopc-Maxop | T.11.) IPH peain3aiiu 00pa3oBaTeIbHOM AesSTelIbHOCTH ¢ npuMeHerneM DO,
JOT MoryT npuMeHSTh KOMIIOHEHTBI, HE BXOJISIINE B IEPEYCHB dJICKTPOHHON HH(OPMAIIMOHHO- 00pa30BaTeIbHOMN CPEIbl.

10. CHIEIIMAJIBHBIE YCJIOBHA OCBOEHUSA JUCIIUIIJIMHBI OBYYAIOIIUMHUCS C UHBAJIMAHOCTBIO U
OI'PAHUYEHHBIMHA BO3MOXHOCTSMMU 31OPOBbSA

OcBoeHNe TUCIUIUIMHBI HHBAJMAAMH U JHIAMH C OTPaHUYEHHBIMH BO3MOKHOCTSIMH 3/I10POBBSI OCYLIECTBIISIETCS C MCIIOIb30BAHUEM
CICIMANBHBIX TEXHHYECKHX CPEICTB M AaCCHUCTHBHBIX HH(OPMAIMOHHBIX TEXHOJOTHH, IPENOCTaBIsIEMBIX PecypcHBIM
y4eOHO-METOIMUECKUM [IEHTPOM 0 00YUSHHIO HHBAIUAOB M JIUI] C OTPAaHMYESHHBIMH BO3MOKHOCTSMHE 310poBbst Yenl'Y mo 3ampocy
oOyuarorerocs.

1. Mo6uibHBIC CrIeHHATbHBIE TEXHUYECKHE CPEACTBA AJISL JIHI| C HAPYLICHUSIMH 3PEHHUS: TIOPTATUBHBINA KOMITBIOTED C BBOIOM/BBIBOIOM
mpudrom Bpaiiss ¢ cunresaropom peun «ElBraile-W14J G2»; HoyTOyku ¢ mporpaMmmuoii skparnoro poctyna NVDA; aneKTpoHHbIe
YBEIMYHUTENH IS YIAJICHHOTO ITPOCMOTPA; BUACOYBEIHINTEIH OPTAaTUBHEIE; TH(IIOILIEED; HUPPOBBIE TUKTO(OHEL

2. MoOWIBHbIE CIELHAbHBIC TEXHHYECKHE CPEJCTBA UL JIMIl C HApPYIICHHSAMH CIIyXa. CHCTeMa CBOOOJIHOTO 3BYKOBOTO IOJS CO
BCTPOCHHOW COBMECTHMOCThIO ¢ FM-yctpoiictBamu; pamuokiaccl «ConeT-PCM» ¢ mepeaaTyukoM, 3ayIlHBIM HHIYKTOPOM U
MHIYKIHUOHHOI HeTie; cucreMa MHGOPMAIMOHHAS AT CIabOoCHblIanmX IepeHocHas «McTok» A2 co BCTPOCHHBIM INICEPOM —
3BYKOBBIM HH()OPMATOPOM; TOKYMEHT-KaMepa; MpOorpaMMHUpyeMble CITyXOBBI€ allllapaThl HHIMBHIYAIBLHOTO TOIb30BaHHS.

3. AccuctuBHble MH()OPMAIMOHHBIC TEXHOJOTHH. IPOrpaMMHOE OOECIeYeHHEe JKpaHHOro pocTyma ¢ cuHTe3oM peun NVDA,;
MIPOrpaMMBI SKPAaHHOTO YBEIMUYEHUS; TPOTPAMMBI PEYEBOI0 CHHTE3a IS KOMITBIOTEPOB U HOYTOYKOB; IMTPOTPaMMBI PEYEBOT0 CHHTE3a
JUTSt MOOHJTBHBIX YCTPOMCTB; DKpaHHast KIIaBUATYypa; SKpaHHas JIyTa.

Ilpn HeoOXOAMMOCTH Ui OOYYaroIMXCs C HApYLICHHWSMU 3pSHMs Ha pabOuMX MecTax Ul IPOBEICHMS NPAKTHYCCKHX WIIH
1ab0paTOPHBIX 3aHATHI YCTaHABIUBAETCS CIEHAIbHOE TPOrpaMMHOe obecrieuenne (mporpamma pedeBoit Hapurammn NVDA,
pedeBbIe CHHTE3aTOPEI, SKPaHHBIC JIYIIBI).

B yueOHble aymuTopuu obecreuMBaeTCsl OCCHIPENATCTBEHHBIA JOCTYH S OOYYAONIMXCS HMHBAIUIAOB M OOy4arolUXCs C
OrpaHMYCHHBIMH BO3MOXKHOCTSIMH 3I0pPOBbS. B KakIOH aymuTopuy, TAe 0O0y4aroTCs WHBAJIMABI ¥ JIMNA C OTPAHUYCHHBIMH
BO3MOKHOCTSIMH 370POBBSI, IPEAYCMATPUBAETCSI COOTBETCTBYIOIIEE KOTMYESCTBO MECT IS OOYYAIOIIUXCS C YUYE€TOM HapyIIeHUH nx
3JI0POBbSI.

J11st oCBOSHMS AUCIMIUTMHEI HHBAJMIAM U JIUIaM C OTPAaHUYEHHBIMHU BO3MOKHOCTSIMHU 370POBbSI IPEIOCTABIISIETCS TOCTYI K IEYaTHBIM
HCTOYHUKAM, UMEIOLIMMCS B Hay4HOH Oubmmoreke Yenl'Y, ¢ OMOLIbIO CHIELMANIBHBIX TEXHHYECKUX CPEJICTB; JIOCTYII K 3JICKTPOHHBIM
WCTOYHMKAM, TMpPEACTaBICHHBIM B (OpME DIEKTPOHHOTO JOKYMeHTa B (oHme Hay4yHoi Oubmmorekn Yenl'Y wim
3HCKTpOHHO-6I/I6HI/IOTC‘{HbIX CHUCTEMAX, C NOMOLIBIO CICHUAIBHBIX TCXHUYCCKUX W MPOrpaMMHBIX CPEACTB (pa60qee MECTO JIsA
HE3psAYero TOJIb30BaTeIs C MPOrpaMMHBIM oOecHedeHHeM SKpaHHOro poctyna c¢ cuHTesoM peun NVDA, pabouee mecto ¢
KOMITHIOTEPHBIM POJIIEpOM U KiaBuatypoit Clevy ¢ 6ospmmmMe KHOTTKAMHU | ¢ Pa3/essIFoIIei KIIaBUIINH HAKIIAAKOM).
Y4eOHO-MeTOIMUeCKHe MaTepHaibl Ul 00YYAIOIIUXCS U3 YHCIA WHBAIUIOB M JIAI C OTPaHHYEHHBIMHA BO3MOXXHOCTSIMH 37I0POBbBS
IIPEOCTABIIOTCS B hOpMax, aAallTUPOBAHHBIX K OTPAaHUYEHHSM HX 37J0pPOBbsl U BOCIPHUATHS HH(OpMAIUH:

JInist L ¢ HapyIIeHUSIMH 3pEHHS:

- B Ie4aTHON (hOopMe yBEIMUEHHBIM IIPUPTOM,

- B (popMe DIIEKTPOHHOTO TOKYMEHTA,

- B opme aynuodaiina,

- B euaTHO# opme mpudTom Bpaiins.

JIi1st U1 ¢ HapyIIEHUSIMHU CITyXa:

- B IeyaTHoi opme,

- B (popMe HIIEKTPOHHOTO TOKYMEHTA.

JInist UL ¢ HapyIIeHUsIMHA ONIOPHO-IBUTATENBEHOTO amiapaTa:

- B Ie4aTHOH dopme,

- B (popMe DIIEKTPOHHOTO TOKYMEHTA,

- B opme aynuoaiina.

JlaHHBII IepeYeHb MOXKET ObITh KOHKPETU3UPOBAH B 3aBUCHMOCTH OT KOHTHHIEHTA 00YJaIOIINXCH.

JIn1st MHBAJIMIOB | JIUII C OTPAaHMYSHHBIMU BO3MOKHOCTSIMHU 3I0POBbSI OCBOCHHE TUCHUIUIMHBI MOXKET OBITh YACTHYHO KU MTOJTHOCTHIO
OCYIIECTBIICHO C HCIOJIb30BAHMEM AUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOT U
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[Tpu npoBeieHUH POLIETY Pl OLICHUBAHUSI PE3yIbTATOB 00 YUCHHUS MHBAIUJIOB H JIUII C OTPaHHYCHHBIMU BO3MOKHOCTSIMHE 3I0POBBSI 10
MHUCHUIUIMHE O00ECIeYrBAeTCs BBIIOJIHCHHE CICAYIOIINX JOMNOIHUTENBHBIX TPEOOBAHMN B 3aBUCHMOCTH OT WHIMBHIYaIbHBIX
ocoOeHHOCTel, 00ydaronuxcs:

a) mocrynHas GpopMa npeJoCTaBICHHS HHCTPYKIHH 0 MOPSIIKY [IPOBEICHUS IIPOLIELYPbI OlleHHBaHus (YCTHO, B IUCHMEHHOM (opMme,
B MUCbMEHHOU (hopme mpudrom Bpaiisis, yCTHO ¢ UCIIONB30BAaHUEM YCIIYT CYPIOIICPEBOIUHKA);

0) mocrynHast (opMma IPeIOCTABICHUS 3a/laHUi OIEHOYHBIX cpeacTB (B medyatHod Qopme, B medyartHod (opme yBeTHICHHBIM
upudToM, B ieyatHor popme mpudrom bpaiins, B hopMe IIEKTPOHHOTO JOKYMEHTA, 3a/IaHHsI 3aYUTHIBAIOTCS ACCUCTEHTOM, 3aaHus
MPEIOCTABIISIOTCS C HCIONB30BAHUEM CYPAOIEPEBOIA);

B) IOCTymHasi (opMa MpeIOCTaBICHHUS OTBETOB Ha 3amaHus (IIMCBMEHHO Ha Oymare, HaOOp OTBETOB HA KOMIIBIOTEpE, HMHCHMEHHO
uipudrom bpaiiist, ¢ UCIOIB30BAHUEM YCIYT aCCUCTEHTA, YCTHO).

Ipu npoBeeHNH MPOLEAYPHI OLICHUBAHKS PE3yJIbTATOB OOYUCHHS MHBAIUIOB U JIMIl C OTPAHHYCHHBIMH BO3MOYKHOCTSIMH 3J0POBBS
MpeyCMaTPUBACTCSI UCTIOIb30BAHUE TEXHUUECKHUX CPENICTB, HEOOXOAUMBIX MM B CBSI3H C UX WHIUBUAYAJIBHBIMH OCOOCHHOCTSAMH. DTH
cpencTBa MOryT ObITh pepocTaBieHbl Yenl'Y it MOTyT HCIIONB30BaThCS COOCTBEHHBIC TeXHUUECKue cpeacTa. [Ipu HeobxomumocTn
MHBAJIH/IAM ¥ JIMLIaM C OTPaHHYEHHBIMH BO3MOKHOCTSIMHU 37I0POBbS ITPEIOCTABIISCTCS JOMOIHUTEIBHOE BPEMs IJIsl TOATOTOBKH OTBETa
Ha 3a[aHHs, POLEypa OLCHMUBAHMS PE3YIbTATOB 00YUIEHHUS MO TUCILUILIMHE MOKET IPOBOJUTHCS B HECKOIBKO ITAIIOB.

IpoBeneHre mPOLEYPHI OLICHUBAHHS PE3YIBTATOB 00yYEHHST HHBAIUIOB H JIHI[ C OTPAHUYCHHBIMU BO3MOKHOCTSIMHU 3J0POBBSI

JOITYCKAa€TCs C UCIIOJIb30BAHUCM ANCTAaHIIMOHHBIX 06paSOBaTCJ'II;HI>IX TEXHOJIOTHH.
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