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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pabouas nporpamma nucuumussl TecTHpoBaHHE KOMIBIOTEPHBIX CUCTEM HA IPOHUKHOBEHHA' MO HANPABICHUIO
noxaroroBkH (crenuansrocty) 10.05.01 "KommnbroTrepHast 6€30macHOCTh' HAaPaBICHHOCTH (IPOMHIIIO) CHCIHATH3aIUs cTp. 3
N 6 "NuopMamoHHO-aHATNTHYECKAs] U TEXHUUECKast SKCTIepTH3a KoMibioTepHbIX cucteM” ®T'BOY BO «Yenl'V»

1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

HCJ'IL npernogaBaHus JUCIHUIIINHBI — (1)OpMI/Ip0BaHI/Ie Yy CTYACHTOB KOMHCTCHHHﬁ, HCO6XO,£[I/IMI>IX JUISL IpOBEACHUA TECTUPOBAHUA
KOMITBIOTCPHBIX CUCTEM Ha IIPOHUKHOBCHUE.

3agadell IUCHUIUIAHBI ABIsIeTCS GOPMUPOBAHKE Y CTYACHTOB 3HAHHUH O MPUHLIHUIIAX U alTOPUTMAaX IPOBEICHUS TECTUPOBAHUS
KOMITBIOTEPHBIX CUCTEM Ha MPOHUKHOBEHHUE, (POPMUPOBAHHUS IPAKTHYECKUX HABBIKOB HUCCIIEIOBAHUS 3alUILIEHHOCTH
UH()OPMAIOHHO-KOMMYHHKAIIHOHHBIX CHCTEM, BBISIBICHHS yrpo3 HH)OPMAIIMOHHOH 0€30I1aCHOCTH 1 BBIPaOOTKE PEKOMEHAAIHH 110
UX JIOKQJIN3AIHH.

Pe3yHbTaTBI O6y‘-IeHI/IH 110 JUCLHUIUIMHE HAIIPaBJICHBI HA JTOCTHM)KCHUE MHIUKATOPOB!

ITK-2.1. ObnaaeT 3HAHUSAMH O MPUHIAIIAX TOCTPOCHHUS CHCTEM OOHAPYKCHUSI KOMITBIOTEPHBIX aTaK; O METOAaX 00pabOTKH JaHHBIX
MOHHTOPHHTA 0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM H CeTeil; 0 MOpsAAKe CO3MaHMS U CTPYKTypa OTYeTa, CO3aBaeMOTO 110
pe3yspTaTaM IPOBEPOK; O crocodax oOHapyKeHUs U HeUTpalu3aliy IOCIEeICTBUM BTOPKEHUH B KOMIIBIOTEPHbIE CUCTEMBI; O
HOPMATHBHBIX MPABOBHIX aKTaX B 00JIACTH 3aMIUTH HHGOPMAINH; O PyKOBOASAIINX U METOIWIECKIX JOKYMEHTaX YIOTHOMOYEHHBIX
(enepanbHBIX OPraHOB UCIIOIHUTEIBHON BIACTH 110 3alUTe HHGOPMaLUY.

IIK-2.2. leMoHCTpUpyeT yMeHHUs: (opMann30BbIBATh 3a/4ady YIPABICHHUs 0€3011aCHOCTBIO KOMIIBIOTEPHBIX CUCTEM; IPUMEHSTh
HMHCTpYMEHTAJIbHbIE CPEJCTBA IPOBEJCHUS] MOHUTOPHHTA 3aLIUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM; [IpUMEHATh METOIbI aHAIN3a
3aIIUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM U CeTeH; CTPYKTYypUPOBATh AHATUTUYECKYIO HHPOPMALIUIO IS BKIFOUCHUS B OTYET.

ITK-2.3. ImMeeT npakTUIeCKHii OMbIT (HABBIKH): BBIMOJHEHHE aHATN3a 3aIIUIIEHHOCTH KOMIBIOTEPHBIX CHCTEM C UCIIOIB30BAHHEM
CKaHepoB 0E30ITaCHOCTH; BHIIIOJHEHNE aHAJI3a 3AIHIICHHOCTH CETEBBIX CEPBHUCOB C UCIIOJIF30BAaHHEM CPENICTB aBTOMAaTHIECKOTO
pearupoBaHus Ha MONBITKH HECAHKIIMOHUPOBAHHOTO JIOCTYIA K pecypcaM KOMIIBIOTEPHBIX CUCTEM U CETEH; COCTaBIIEHHE OTYETOB O
pe3yabpTaTaM MpoBEepOK.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OIIOII

Ik (pazmen) OITOIT: b1.B.01

2.1 TpeGoBaHus K NpeJBapUTeIbHOI NOAT0TOBKE 00y4aIOLIErocs:

Wndopmaruka

Mopenu 6e301aCHOCTH KOMITBIOTEPHBIX CUCTEM

Anrebpa

AHHapaTHLIe CpeacCTBa BBIYMCITUTEILHONW TEXHUKHU

Mertobl TporpaMMUpPOBaHUS

KOMHLIOTepHLIe CETH

3amuTa NporpaMM U AaHHBIX

3amyra B ONEeparMOHHBIX CUCTEMAaX

BecnipoBoanbie cetn

2.2 INCUMIITMHBI M MPAKTHKH, IJ151 KOTOPBIX OCBOEHHE JAHHON TUCHHILIMHBI (MOIYJIsI) HEOOX0AMMO KAaK NMpeAleCTBYOLIEE:

IloaroroBka k ciade v ciada rocyJapCTBEHHOT'O 9K3aME€Ha

[ToaroroBka K mporeaype 3aiyThl U 3alIUTa BEITYCKHON KBATU(MUKAIIMOHHOW paboOThI

3. KOMIIETEHIINY OBYYAIOIIETOCSI, ®°OPMHUPYEMBIE B PE3YJIbTATE OCBOEHUSI ANCLIUIIAHBI
(MOJTYJIST)

TIK-2: Cnocoben NMPOBOIUTH MOHUTOPHUHT 3AIMUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM

3HaTh.

— 3Tamnbl IPOBEACHUS TECTUPOBAaHHU KOMIIBIOTEPHBIX CUCTEM HAa NPOHUKHOBEHUE;

— TEOPETUYECKUE OCHOBBI KOMITBIOTEPHBIX aTaK, MOJEIMPYEMBIX B paMKaXx IIPOBEIEHH dKCIIEPUMEHTOB I10 TPOHUKHOBEHHIO B
KOMIIBIOTEPHBIE CHCTEMBI,

— NIPUHIUIBI PaOOTHI CKAaHEPOB OE30IIACHOCTH U METOAUKY IPOBEPKH MOTYIAEMbIX UMH CBEICHH,

— NpaBHJIa JOKYMEHTUPOBAHUS M TOCTPOEHUSI OTYETOB IO PE3YJIHTATaM IIPOBOJAHUMBIX TECTOB HA IIPOHUKHOBEHHE.

YMmern.

— HCTIOJIb30BaTh CKaHEePhl MHPOPMAIIMOHHOH 0€30IIaCHOCTH 1 IPOBOJNUTH OLIEHKY, OIyJaeMBIX UMU CBEACHHH;
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cTp. 4

KOMIIBIOTEPHBIX CUCTEM,

MIPOTOKOJIOB, IPUMEHAEMBIX JJIS 3alMThI KOMIIBIOTCPHBIX CUCTEM,

— MOACIUPOBATE COBPEMCHHBIC KOMITBIOTEPHBIC aTaKH, MPEACTABIIAIOINEC aKTYaJIbHBIC YTPO3bI PIH(l)OpMﬁL[I/IOHHOﬁ 0€30IMacCHOCTH JJIsL

— IETEKTHPOBATh CPECTBA OOHAPYKEHHUST KOMITBIOTEPHBIX BTOPIKCHUH U MPEIOTBPAIleHUs yTedeK HHHOpMAIIHY;
— HCIob30BaTh npreMsl 00xoxa IDS, IPS, DLP-cucteM, aHTHBHPYCHOTO IPOTPaMMHOT0 00eCIeUeHHsT U KpUNTorpadguyeckux

— IpOBOAUTH OLCHKY KOH(I)I/IpraIlI/II/I CpEACTB 3allIUThI I/IH(i)OpMaIlI/II/I U 1aBaTb pCKOMCHAAIUU 110 €€ KOPPEKTUPOBKE.

Baagers:

pe3yinbTaTaM COOTBETCTBYIOIIUX OTYETOB.

— INPAKTUYCCKUMU HaBbIKAMH IIPOBCACHUA TCCTUPOBAHUA KOMIBIOTCPHBIX CUCTEM HAa MPOHUKHOBECHUE U IIOATOTOBKH I10 UX

B pe3yabTaTe OCBOCHUA TUCHUIJIMHBI 06ylla|01um”10ﬂ HOJIZKEH

3.1|3narth:

3.1.1|- coBpeMeHHbIC POCCUHCKUE U MEKAYHAPOIHBIC CTAHIAPTHI B 00JacTH HH(POPMAIIMOHHOW 0€3011aCHOCTH;

3.1.2|—- sramsl IMPOBEACHUS TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha MIPOHUKHOBCHUE.

3.2|Ymern:

3a[UIIEHHOCTH;

3.2.1|- MIPUMCHATH METOJbI BBIABJIICHUA yﬂSBI/IMOCTeﬁ I/IH(i)OpMaLII/IOHHLIX CHUCTEM U IIPOBOAUTH OLICHKY PIH(i)OpMaIlPIOHHOfI

0e30IacHOCTH JJ1 KOMIIBYIOTCPHBIX CUCTEM,

3.2.2|- MozmenupoBaTh COBpEMEHHBIE KOMITBIOTEPHBIE aTaKH, IPEACTABIIONINE aKTyaIbHbIE YIPO3bl HH)OPMAIIHOHHON

3.2.3|— neTekTUpoBaTh CPeCTBA OOHAPYKEHHSI KOMIBIOTEPHBIX BTOPXKEHUH U NIPEIOTBPALeHHs yTeuek HHPOpMaIUH.

3.3|Baanern:

HX pe3yjibTaTaM COOTBECTCTBYIOIIUX OTUCTOB.

3.3.1]- IMPAKTUYCCKUMH HaBbIKaAMU ITPOBCIACHUA TECTUPOBAHNUA KOMIBIOTCPHBIX CUCTEM HAa IPOHUKHOBCHUE U ITIOATOTOBKH ITO

4. OBPBEM JUCHUIIJIMHBI (MOAYJIS)

O6Lwas TpyaoeMKoCTb

53ET

4acoB Ha KOHTPOJIb 27

KOHTaKTHas pabota: 79

Yacos o yueOHOMY any : 180 Buyibl KOHTPOJIS B ceMecTpax:
B TOM 4YMCIIC :

ayTUTOpHBIC 3aHsThsA . 68 9K3aMeHbI 9

caMmocTosiTenbHas pabora : 74

HKP: 11
5. CTPYKTYPA U COAEPKAHUE NUCIHUIIJIMHBI (MOIYJISI)
Kon HanmeHoBaHue pa3ieioB u TeM /BUJ 3aHATHs/ Cemectp | Yacos Jlutepatypa
| saHaTHS [ Kvoe
Pa3nen 1. 1. MeToauka npoBeieHUsI TECTHPOBAHMUS KOMIBIOTEPHBIX
cucTeM
11 OO0u11e NOHATHSA TECTUPOBAHUS KOMITBIOTEPHBIX CHCTEM Ha IIPOHUKHOBEHUE 9 2 JI1.1J11.2J12.1 J12.2
[JTex/ J12.3
1.2 IIpaBoBoe perynupoBaHue TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha 9 2 J11.2]12.1 J12.2
npoHukHoBenue /JIex/
1.3 OCHOBBI IPOBEJICHUS TECTUPOBAHUS KOMIIBIOTEPHBIX CHCTEM. 9 12 JI1.2J12.1 J12.2
IIpopabotka nexunoHHOrO Marepuana. /Cp/
Paznen 2. 2. Coop nndopmanuu
2.1  |llonstue u Ha3HaueHnue «Open source intelligence». /Jlex/ 9 2 J11.2J12.1 J12.2
2.2 Meranannbie  /Jlex/ 9 2 J11.2J12.1 J12.2
2.3 C6op nH(MOpMALK B OTKPHITHIX TEJICKOMMYHHKAIIMOHHBIX ceTsX /J1ab/ 9 4 J11.2J12.1 J12.2
2.4 CkaHHpOBaHHE KOMITBIOTEPHBIX cucteM /J1ab/ 9 2 J11.2]12.1 J12.2
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N 6 "MupopMannoHHO-aHATUTHYECKAs! M TEXHIHYECKast IKCIepTrH3a KoMmbioTepHbIX cucteM” G@I'BOY BO «Yenl'V»
2.5 Coop napopmamyn. OSINT. KonkypeHTHas pa3Beska. 9 12 J11.2J12.1 J12.2
ITpopaboTKa TEKIHOHHOTO MaTepuana. 3aKperyieHHe IPaKTHIeCKOro
matepuana. /Cp/
Pa3znen 3. 3. CkaHupoBaHHe KOMNbIOTEPHBIX CHCTEM
31 MeTo/1bI CKAHUPOBAHHSI CETEBBIX TTOPTOB /JIex/ 9 4 J11.2J12.1 J12.2
3.2 O0xo0x cpeAcTB 0OHAPYKEHUS BTOPKEHUH IPH CKAHUPOBAaHUU CETEBBIX IIOPTOB 9 2 J11.2J712.1 J12.2
[JTex/
3.3 Hcnonb3oBanue OMOIHMOTEKH "SCAPY" IS IPOBEICHUS Pa3IMYHBIX BUIOB 9 4 JI1.2712.1 J12.2
CKaHMPOBAHMs CETEBBIX MOPTOB. /J1ab/
3.4 CxanupoBanue koMibloTepHbIx cucteM. NMAP. OpenVAS. 9 12 J11.2J12.1 J12.2
ITpopaboTKa JTEKIHOHHOTO MaTepuana. 3aKperyieHHe IPaKTHIEeCKOTo
Mmarepuana. /Cp/
Paznen 4. 4. Jkcnayaranusi ya3BUMOCTEl POrpaMMHOro odecredyeHust
41 OorienoctymnHbie 0a3bl IKCIUTONTOB /JIek/ 9 2 JI11.2J12.1 J12.2
4.2 Metasploit Framework /JTex/ 9 2 J11.2J12.1 J12.2
4.3 O0X011 ¥ TECTUPOBAHUE CPENICTB AHTUBUPYCHOMU 3anuThl /JIek/ 9 2 JI1.2J12.1 J12.2
4.4  |Mcnons3oBaHue nporpaMmHoro obecreuenus «Metasploit Framework» /JTa6/ 9 2 J11.2J12.1 J12.2
45 Hcnonp3oBanne JOMONHUTENBHBIX Moyteit «Metasploit Framework» /J1a6/ 9 2 J11.2J12.1 J12.2
4.6 DKcIuyaTamus ya3BUMOCTeH mporpaMMHoro obecreuenus. Metasploit 9 12 JI1.2J12.1 J12.2
Framework.
IIpopaboTKa JIEKIMOHHOTO MaTepuaia. 3akKpeluIeHue IPaKTHYSCKOTo
marepuaia. /Cp/
Pa3nen 5. 5. IlpoBenenne 3IKCNepUMEHTOB MO OlleHKeE 3aIUIIIEHHOCTH
BBIYHCIUTEILHBIX CHCTEM.
5.1 Knaccudukanus ceTeBbIX KOMIIBIOTEPHBIX aTak. /JIek/ 9 2 JI1.2J12.1 J12.2
5.2 VSI3BUMOCTH CETEBBIX MPOTOKOJIOB. /JIek/ 9 2 JI1.2J12.1 J12.2
5.3 ARP-cny¢wunr. IP-ciydunr. /Jlex/ 9 2 JI1.2J12.1 J12.2
5.4  |[TomaBnenue DHCP-cepsepa. /JTek/ 9 2 J11.2J12.1 J12.2
55 DNS-crrydunr. Strip SSL. /JTex/ 9 2 J11.2J12.1 J12.2
5.6 TpocaymuBanue 1 MoaupuKanus cereBoro Tpaduka. /J1ad/ 9 3 JI1.2J12.1 J12.2
5.7 Tlonasnenue B cetu DHCP-cepBepa. /J1ab/ 9 3 J11.2J12.1 J12.2
5.8 ATaka Ha KIIHeHTCKoe npuoxenwe /J1a6/ 9 2 JI1.2J12.1 J12.2
5.9 ArTaka «stripssl» ma mporoxon HTTPS /JTa6/ 9 2 J11.2J12.1 J12.2
5.10 |Awnanm3 cereBoro Tpaduka nporpammoii Intercepter-NG /J1a6/ 9 2 JI1.2J12.1 J12.2
5.11 |Ataka Ha GecripoBoaHYO ceTb /JTab/ 9 2 J11.2J12.1 J12.2
5.12 |TectupoBaHHe CPEICTB AHTUBUPYCHOM 3aIUTHI. 9 12 JI1.2J12.1 J12.2
TIpopaboTka JIEKIHOHHOTO MaTepraia. 3aKperjeHUe MPaKTHYECKOTo
marepuana. /Cp/
Pa3znen 6. 6. OueHka 3alMIIEHHOCTH KOMIBIOTEPHBIX CHCTEM, BLIPA0OTKA
pexoMeHanuin
6.1 OreHka 3alUIEHHOCTH KOMITBIOTEPHBIX CHCTEM, BBIPA00OTKa peKOMEH/TaIni. 9 4 J11.2J12.1 J12.2
[JTex/
6.2 OT4eT 0 MpoBeIEHUH TECTUPOBAHMS KOMITBIOTEPHON CUCTEMBI Ha 9 6 JI1.2J12.1 J12.2
npoHukHOBeHue /J1a6/
6.3 CereBbie KomIbroTepHBIC ataku. /Cp/ 9 6 J11.2J12.1 J12.2
6.4 O1ieHKa 3alIMIIEHHOCTH KOMITBIOTEPHBIX CUCTEM, BBIPA0OTKA PEKOMEHIAIMN 9 8 JI1.2J12.1 J12.2
/Cp/
Paznen 7. Unast koHTaKTHasi padoTa
7.1 Muas koHTaKkTHas paboTa: MHIUBHUyaIbHbIE KOHCYJIbTALUH, TEKYIHHA 9 11

KOHTPOJIb. /UKP/
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cTp. 6

6. ®OHJ OIIEHOYHBIX CPEJICTB

6.1. IlepedeHs BH/IOB OLEHOYHBIX CPEICTB

YcTHBIl ompoc.

JlaboparopHas pabora.
CamocrostenpHas pabora.
ITepeueHs BOIPOCOB K 9K3aMEHY.

6.2. TunoBbIe KOHTPOJbHbIC 3aJaHUA U UHbIC MaTePHUaAJIbI 1JIs1 TEKyHleﬁ aTTreCTaluu

BOHpOCLI JUIsL YCTHOT'O ompoca JJisd TeKyHIefI aTrTeCTalunu

1. Dramsl TeCTHPOBaHUS KOMITBIOTEPHBIX CHCTEM HA TPOHUKHOBEHHE.

2. Bugp! 1 K1accU(pUKAIINKA TECTUPOBAHMIA KOMIBIOTEPHBIX CUCTEM HAa MPOHUKHOBEHHE.
3. Black box, White box, Black hat, White hat.

4. TIoHsITHE 3TUYHOTO B3JIOMA.

5. IIpaBoBbIe OCHOBBI TPOBEJCHHS TECTAa Ha IPOHHUKHOBEHHE.

6. [TonsTre u Ha3Hauenue «Open source intelligence».

7. Lo-tech OSINT.

8. Hi-tech OSINT.

9. O01ee noHsATHE QPYTIPHHTHHTA.

10. TIpunnunel Texuomoruu «google hacking database».

11. Meroas! aHaIM3a METAJAHHBIX.

12. Meroap! CKaHUPOBAHHS TOPTOB.

13. SYN-ckanupoBaHue.

14. ACK-cxaHupoBaHue.

15. XMAS-ckaHupoBaHue.

16. FIN-cxanupoBanue.

17. UDP-ckanupoBaHnmue.

18. Window-ckanupoBaHue.

19. Cnoco0bl naeHTH(OUKAINH TPIIOKEHHH, IETEKTUPOBAHIE YI3BUMOCTEM.
20. Anroputmbl GYHKIIMOHUPOBaHHS aHTHBUPYCHBIX CPEJICTB.

21. TIlpoaxTuBHas 3aluTa.

22. PeakTHBHAs 3aI0UTA.

23. Buptyanuzauus oKpy>KeHUsl.

24, Dwmynsums Koja.

25. TlomuMopdHBI MPOrpaMMHBII KOJI.

26. MetamMopdHBIi TPOrpaMMHBIH KOJI.

27. IludposaHue NporpaMMHOro Koza.

28. Mertonsl 00X0a CPEICTB AaHTHBUPYCHOI 3aIlIUTHI, CETEBBIX SKPaHOB, CUCTEM OOHAPYKEHUI BTOPIKEHUH.
29. DKCIUIOWT.

30. Kiaccugukalys KOMIBIOTEPHBIX aTak.

31. CereBble aTaky Ha KaHAJIBHBIN ypoBEHb cTeka mpoTokosioB TCP/IP.
32. CereBble aTaky Ha CETEBOM YpOBEHB cTeka mpoTokooB TCP/IP.

33. CereBble aTaku Ha TPAHCIIOPTHBIH YPOBEHB CTeKa MpoTokonoB TCP/IP.
34. Araxu Ha IPOTOKOJIBI MaPLIPYTU3AIHNH.

35. Iporoxon DHCP.

36. Hcromenne DHCP-cepBepa.

37. DNS.

38. DNS-cnydumr.

39. Iltopm noxueix DNS-3ampocos.

40. MeToaBI ENEBOr0 BHEAPECHUS CIIEHAIBHOTO TPOrPaMMHOTO O0ECTICUeHHSI.
41. Araxka Strip-SSL.

42. Mexannsm 3ammutel HSTS.

43. HSTS cnydumr.

44. Anroputm pabotsr WPA2.
45. Araxka neayrentudukannun WPA2.
46. JloxyMmeHTadbHOE 0(hDOpPMIICHNE TeCTa Ha IPOHUKHOBEHHE

ITepeyeHb CaMOCTOSITENBHBIX PA0OT
1. Pa3pabotka ceTeBoro ckaHepa.

© ®I'BOY BO «Henl'V»




MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

PaGouast mporpaMma IUCUHUIUTHHBI "TeCTUPOBaHHE KOMIIBIOTEPHBIX CHCTEM Ha IPOHUKHOBEHUS" 110 HAIPABJICHHUIO
noxarorosku (crenmansroct) 10.05.01 "KommbroTepHas 6e30MacHOCT HANPABICHHOCTH (IPOQHUITIO)
crerpanu3anust N 6 "MHpopMannoHHO-aHAMMTHYECKAs U TEXHUYECKask IKCIepTH3a KOMIbIOTepHBIX cucteM” ®I'BOY
BO «Yenl'V»

ctp. 7

2. Ucnons3osanue texuoaoruu OSINT B OTKPBITHIX TCJICKOMMYHUKAITUOHHBIX CETAX.

ITepeuens 1abOpaTOpHBIX PabOT

. C6op nHbOpPMAINH B OTKPHITBHIX TEIEKOMMYHHKAIMOHHBIX CETSX.

. Ucnonb3oBanue Oubnuorexu "scapy” [uis NpoBeeHNs pa3IMYHbIX BUIOB CKAHUPOBAHHUS CETEBBIX ITOPTOB.
. Ucrrosnp3oBanue mporpamMmmuoro obecneuenuns «Metasploit Framework».
Hcnosp30BaHre JONOMHUTEIBHBIX MOayJIeit «Metasploit Framework».
[IpocnymuBanue 1 MOAU(MUKAIUS CETEBOTO TpaduKa.

ITonasnenue B cetn DHCP-ceprepa.

. Ataka Ha KIIMEHTCKOE IPHIIOKEHHE.

. Araxka «stripssl» va nporokox HTTPS.

. AHanmu3 ceteBoro Tpaduka nporpammoit Intercepter-NG.

10. Araxa Ha OeclIpOBOAHYIO CETb.

11. Otuer o NIPOBENCHNHU TECTUPOBAHUS KOMITBIOTEPHON CHCTEMBI Ha TPOHUKHOBEHUE.

©CONOoOUsWNRE

ITosHbIe TEKCTHI TabOPATOPHBIX pabOT ¥ 3a1aHMsI BBITOKCHBI HA CETEBOM JIHCKE Kahenphl KOMIBIOTEPHON 0e30MacCHOCTH U
npukiagHoi anreopsr DC1\doc\.

6.3. TunoBbIe KOHTPOJBbHbIC BOIPOCHI M 3aIaHUA JIAA HpOMeﬂCyTO‘lHOﬁ arrecranuu

[IepeueHs BOIPOCOB K HK3aMEHY

. DTamsl TECTUPOBAHMS KOMIBIOTEPHBIX CHCTEM Ha MPOHHUKHOBEHHE.

. Bunel 1 knaccuukanuy TeCTUpOBaHUH KOMIIBIOTEPHBIX CUCTEM Ha IPOHUKHOBEHUE.
. Black box, White box, Black hat, White hat.

. [ToHsiTHE 3TUYHOTO B3JIOMA.

. [IpaBOBBIE OCHOBBI IIPOBE/ICHHUS TECTA HA MPOHUKHOBEHUE.

. [Tonsitue u nasnauenue «Open source intelligence».

. Obmiee nousaTHE QYTHPUHTHUHTA.

. Ipunrumsr Texunosoruu «google hacking database».

. MeTonb! aHanu3a MeTagaHHBIX.

0. Metoxsl CKAaHUPOBAHUS ITOPTOB.

1. Cnoco6b! uaeHTHGUKALMY TPUI0KEHUH, JETEKTUPOBAHHUE YS3BUMOCTEH.
12. Anroput™bl GYHKIMOHHPOBAHHUS aHTUBUPYCHBIX CPEICTB.

13. Meroas! 00x0/1a CpeaCcTB aHTUBHPYCHOM 3aIlIUTHI, CETEBBIX YKPAHOB, CUCTEM OOHApPYXKEHUH BTOPKEHUH.
14. OOmias cxemMa MPUMEHEHUS IKCILIOHNTA.

15. Knaccudukanust KOMIBIOTEPHBIX aTak.

16. CereBble aTaku Ha KaHAJIBHBIN YPOBEHD cTeKa mpoTtokosnos TCP/IP.

17. CereBble aTaku Ha CETEBOI ypoBeHb cTeka npotokonos TCP/IP.

18. CereBble aTaku Ha TPAHCIIOPTHEIM YPOBEHB cTeka mpoTokoioB TCP/IP.

19. Ataku Ha IPOTOKOJIBI MapIIPyTU3ALUY.

20. VYsazsumoctu DHCP-nmpoTokona.

21. Araxu Ha ciyx0y DNS.

22. Metopl IeNeBOro BHEIPEHHS CIIEIAAIBFHOTO POrPaMMHOTO 00ecTieueHus].
23. Ataxka Strip-SSL.

24. JlokymeHTanpHOE opopMIIeHHE TeCTa HA IPOHUKHOBEHHUE.

PP OO0O~NOOUOTE, WN B

6.4. Kputepuu oneHUBaHUS

[Topsnox mpoBeaeHNs IPOMEKYTOUHOM aTTeCTAlluU

B Teuenne cemecTpa CTYJEHT JOJKEH BBIOJIHUTH OJMHHAIIATH JJA0OOPAaTOPHBIX paboT, KaXJast U3 KOTOPBIX OIICHUBAeTCs B 5 0aJIOB.
MaxkcuManbHbIi 0ast 3a 1abopatopHyro paboty — 5 Gayuios.

MaxkcumanbHblii 6asut 3a 1abopaTtopHble paboThl B cemecTpe — 55 0anios.

Taxke He0OXOAMMO BBITIOJIHUTH JIBE CAMOCTOSTEIBHBIC PA0OTHI.

MaxkcuManbHbIi 04T 332 CAaMOCTOATENIFHYI0  PaboTy — 5 6asuIoB.

JlomyckoMm 10 MPOBEICHUS DK3aMEHa SIBIISTIOTCS CIIAHHBIE CTYICHTOM J1a00paTOpHbBIE U CAMOCTOSTEIIbHBIC pA0OTHI B TCUCHHE CEMECTPA.
DK3aMeH NMPOBOJMTCS B OJMH JTall, HA KOTOPOM CTYJECHT OTBEUYAET Ha JJBa TEOPETHUECKUX Bompoca. [IporomkurensHocTs — 30 MUHYT.
MaxkcuManbHbIN 0aJlT 32 OTBET Ha TEOPETHYECKUit Bonpoc — 15 Gamnos.

Ceoanas Tabnuna peiiTunra ycrnesaemoctH (8 cemectp)
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Ne HepequL KOHTPOJIBbHBIX Meponpmm/n?l B CEMECTpPEC MakcuMaabHO€e KOJI-BO 0allJIOB

1 JTaGoparopuass pabota Nel-11 11x5=55
2 CamocrosTenbHas padora Ne 1,2 2x5=10
3 IMocemaeMocTs (Bce 3aHSTHS) 5

4 Dx3ameH (TeOpeTHYECKHUii BOIPOC) 2x15=30
HUroro 100

Kputepun oneHnBaHUSA TEOPETHUECKOTO BOIIPOCA

MakcuManbHbIi 6ajibl 32 OTBET Ha TEOpETUUECKUI Bonpoc — 15 6amos.

OTtimruno/3autreno/13-15 6amros - CTyaeHTOM JIaH TOJIHBIH, B IOTHYECKOM MMOCIIEA0BATEIFHOCTH Pa3BEPHYTHIN OTBET HA
HOCTaBJICHHBII BOIPOC, B KOTOPOM OH IIPOAEMOHCTPUPOBAJ 3HAHHS IIPEAMETa B IOJTHOM 00beMe y4eOHOH MPOrpaMMBI, JOCTATOYHO
ITyOOKO OCMBICIHBAET JUCIUIIINHY, CAMOCTOSATENBHO, H HCUEPIBIBAIONIE OTBEYAET Ha JOIOIHUTEIBHBIC BOIPOCH], IIPUBOIUT
COOCTBEHHBIC IIPUMEPBI 110 POOIEMaTHKE TOCTABICHHOIO BOIIPOCA.

Xoporo/3aureHo/9-12 6amnos - CTyJeHTOM AaH pa3BepHYTHIil OTBET HA MOCTABJICHHBII BOIIPOC, B KOTOPOM CTYJEHT JEMOHCTPHPYET
3HaHMS, IPHOOPETECHHBIC HA JICKIIMOHHBIX U CCMUHAPCKHX 3aHATHSX, a TAKXKE MOJTYYCHHBIC TOCPEICTBOM H3YUCHUS 0053aTeIIbHBIX
y4eOHBIX MaTEePHAJIOB IO KypcCy, JaeT apryMEHTHPOBAHHBIC OTBETHI, IPUBOIUT IPUMEPEL, B OTBETE IPHCYTCTBYET JTOTHIHOCTD H
HocJenoBaTensHoCTh. OHAKO JOIyCKAeTCsl HSTOYHOCTh B OTBETE.

V noBneTBOpUTENIEHO/3auTeHO/6-8 Oaiu1oB - CTyIEHTOM JaH OTBET, CBUACTEIBCTBYIONINIT B OCHOBHOM O 3HAHHH IIPOLIECCOB H3Y4aeMOii
JUCIUIIIMHEL, OTIHYAOMIUHACS HeIOCTATOYHON TITyOMHON 1 MOITHOTON PAacKPHITHS TEMBI, 3HAHHEM OCHOBHBIX BOIPOCOB TEOPHH, Cl1abo
c(hopMHUPOBAHHBIMU HABBIKAMH aHAJIN3a SIBJICHUH, IPOLIECCOB, HEIOCTATOYHEIM YMEHHUEM JIaBaTh apI'yMEHTHPOBAHHBIC OTBETHI U
HIPUBOJUTH IPUMEPEI, HEIOCTATOYHON JIOTHYHOCTHIO M ITOCIIEI0BAaTEIBHOCTHIO OTBETA.

HeynosnerBopurensHo/He 3auteno/0-5 damna - CTyIeHTOM JaH OTBET, KOTOPBIH COJEPIKHUT PSL CEPhE3HBIX HETOYHOCTEH,
00HAPYKUBAIOIIHI HE3HAHHE IPOIECCOB M3ydaeMOH IPpeAMETHON 00IACTH, OTINYAIOIINICS HETITyOOKHM PAaCKPBITHEM TEMBI,
HE3HaHHEM OCHOBHBIX BOIIPOCOB TEOPHH, HEC(HOPMHPOBAHHEIMH HaBBIKAMH aHAJIM3a SBJICHHMIA, IIPOIIECCOB, HEYMEHHEM 1aBaTh
apryMEHTHPOBAHHEIE OTBETHI, OTCYTCTBHEM JIOTHIHOCTH U MOCIEA0BAaTENFHOCTH. BEIBOIBI TOBEpXHOCTHBI. CTYIEHT He clocoOeH
OTBETHUTH Ha BOIPOCHI AAKE MPH JTOMOJIHUTENBHBIX HABOIAIINX BOIIPOCAX MPEIoJaBaTels.

Kpurepun onieHku 1a60paTopHOi paboThI

MaxkcumManbHbIi 0asut 3a 1abopaTtopHsie padoThI 3a cemecTp — 55 6asoB.

5 GaioB - mabopaTopHasi paboTa BBIITOJHEHA ITOJIHO U MPABHIBLHO B COOTBETCTBUU C 33/IaHUEM, BBIBOJI CIIEJIaH CAMOCTOSTENBHO,
TEXHUYECKH MPABUIILHBIM SI3BIKOM, TAHBI BEPHBIE OTBETHl Ha KOHTPOJIGHBIE BOIIPOCHL, 110 331aHHI0 TPETIOIaBaTeIst
IIPOICMOHCTPUPOBAHBI JJOTOJIHUTENLHbBIE ICHCTBUS B pAMKaX TEMAaTUKH paboThI,

4 Ganna — maboparopHasi paboTa BBIIIOIHEHA ITOJTHO M IPABUIIEHO B COOTBETCTBHH C 3aIaHHEM, BBIBOJ C/IEJIAH CAMOCTOSTEIBHO,
TCXHUYCCKHU IPABUJIBHBIM SA3BIKOM, JaHbI HE ITOJIHBIE OTBECTHI HAa KOHTPOJIBHBIC BOIIPOCHI, IO 3aJlaHUI0 IIPETIOAaBaTeIIsA
MIPOJIEMOHCTPUPOBAHEI JOTIOIHUTEIBHBIE IEHCTBHS B PAMKaX TEMAaTHKH padOTHI;

3 bayta — tabopaTopHast paboTa BBIIOJHEHA TIOJIHO U TPaBMIIBHO B COOTBETCTBUU C 33JaHUEM, BBIBOJI ClIEJIaH CAMOCTOSTENBHO,
TEXHUYECKH MPAaBUIILHBIM SI3BIKOM, TAHBI HE TIOJTHBIE OTBETHI HA KOHTPOJIBHBIE BOIIPOCK, TI0 3aJaHHIO IIPETIOJaBaTelsl He
IIPOICMOHCTPUPOBAHBI JJOTIOJHUTENLHBIE ICHCTBUS B pAMKaX TEMAaTUKH paboThI,

2 6ayta — mabopaTopHas pad0oTa BBITIOJIHEHA MOJHO U MPAaBHIIBHO B COOTBETCTBHY C 3aJlaHUEM, BBIBOJ HE CIIeIaH, JaHbl He TOJTHEIE
OTBCTBI HAa KOHTPOJIBHBIC BOIIPOCHI, IO 3aJaHUIO MIPETriogaBaTeyIsl HE MPOACMOHCTPUPOBAHBI JOITOJTHUTEIIbHBIC ﬂCﬁCTBHﬂ B paMKax
TEMaTHKH paboTH;

1 ©asn — Ipu BEINONHEHUH 1a00paTOPHOIl pabOoTh! 00YYAIOIMMCS TOMYIIEHbI CYIIIECTBEHHbIE OMUOKHU 10 COAEPKaHUI0 yueOHOTrO
Marepuana, paboTa BEIOJHEHA C HAPYIICHUEM, TOMYIIeHBI rpyOble OMIMOKH, Ha KOHTPOJILHBIE BOIIPOCHI JaHbI HE BEPHBIE OTBETHI.
0 6anoB — He BBINOIHEHA JabopaTopHas padora.

Kpurepuu orieHKH caMOCTOSATEIbHON paboThI

MakcuManbpHbIH 6aiu 3a caMOCTOsATEIbHBIE Pa0OTHI 3a cemecTp —10 Gasos.

5 6anyoB — caMocTOsATebHAs PAd0Ta BBHIIIOJIIHEHA [IOJTHO U IIPABHIIBHO B COOTBETCTBHH C 3aJJaHUEM, BBIBOJ CHEJIAH CAMOCTOSTEINIBHO,
TEXHUYECKH MPABWILHBIM S3bIKOM, JaHbl BEPHBIE OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI, 110 3aIaHHIO MIPENoJaBaTes
IIPOJIEMOHCTPUPOBAHBI AOMOJHUTEIbHBIE ICHCTBHS B paMKaX TEMAaTHKH paOOTHI;

4 Gayuta — caMoCTOsITebHAs pa00Ta BHINOJIHEHA TIOJIHO U IPaBUJIBHO B COOTBETCTBUY C 33/IaHUEM, BBIBOJI ClIEJIaH CAMOCTOSATEIIBHO,
TEeXHUYECKH NTPABIILHBIM SI3BIKOM, TAHBI HE TIOJHBIC OTBETHI Ha KOHTPOJIBHBIE BOIIPOCH], 10 3aJaHHUIO MPETo1aBaTess
IIPOIEMOHCTPUPOBAHBI JIOMOJIHUTENBHBIE ISHCTBUS B paMKax TeMaTUKU paboThl,

3 Gana — caMocTOsTeNbHas paboTa BBIIOJHEHA MOITHO M MPaBHIBHO B COOTBETCTBUH C 33[JaHUEM, BBIBOJI CIETIaH CAMOCTOSTENBHO,
TEXHUYECKH NPABUIILHBIM S3bIKOM, JaHbl HE MIOJHbIE OTBETHI HA KOHTPOJIbHBIE BONIPOCH, 110 3aJIaHHIO IIPEoAaBaTels He
IIPOJEMOHCTPUPOBAHBI JOMOIHUTEIbHBIC JEHCTBHS B paMKaxX TEMAaTHKH paboTHI;

2 Gayuia — caMOCTOsATeNbHAS Pab0Ta BBITOJHEHA OJHO U IIPaBUIILHO B COOTBETCTBHU C 33J]aHUEM, BBIBOJ] HE C/ICJIaH, TAaHbI HE TIOJTHBIE
OTBETHI Ha KOHTPOJIBHBIE BOIIPOCH], MO 3aJaHUIO MIPEIOAABATENs HE IPOAEMOHCTPUPOBAHBI JOIIOJHUTEIbHbIE
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JIEWCTBUS B paMKaX TEMAaTUKH PaOOTEHI;

1 6asn — pH BBIMOJIHEHUN CAMOCTOSITEIIBHOM PabOThl 00YYAOIIMMCS TOTYIIEHBI CYIIECTBEHHBIC OLIMOKH MO COJCPKAHUIO YIeOHOTO
Marepuana, paboTa BHIOJHEHA C HAPYIICHUEM, JOMYIICHBI rPyOble OMIMOKH, Ha KOHTPOJILHBIC BOIIPOCHI JaHbI HE BEPHBIC OTBETHI.

0 Gay1OB — HE BBIMIOJIHEHA CAMOCTOATENIbHAS paboTa.

IMpu MO/BEICHNM HTOTOB YUMTBIBAIOTCS PE3YJIbTATHI TEKYIIEH arrecTannn. [[oydeHHbIe 38 TEKYIYIO aTTECTAINIO OalIbl
CYMMHPYIOTCSI C 0aJUIaMu, MOJYYEHHBIMHU 33 KaXIbIi 3TaIl IPU MPOXO0KICHHU IPOMEKYTOYHOMN aTTECTAIHH.

Jlns1 sx3ameHa.

0-59 GannoB — HEeyIOBJIETBOPUTEIBHO (2);

60-74 6aymutoB — YIOBAETBOPUTEIBHHO (3);

75-90 6ayutoB — xoporo (4);

91-100 6amtoB — orsimyHO (5).

7. YYEBHO-METOANYECKOE U UTH®OPMAIIMOHHOE OBECIHEYEHUE JUCHUIIJIMHBI (MOAY.JISA)
7.1. PexoMeHayeMas JINTepaTypa

7.1.1. OcHoBHas1 IUTEpPaTypa

ABTODBI, COCTABUTEITH 3ariaBue WsnarenscTBo, rox | Pecypc

JI1.1 (lanbrus B. ©. 3amuTa HHGOPMAIUU B KOMIIBIOTEPHBIX CUCTEMAX U CETIX Mocksa : JJMK 3BC
(http://e.lanbook.com/books/element.php? pl1_cid=25&pl1_id=3032) [TIpecc, 2012

JI1.2 |Nmeiinos B. f. WNudopmanmonHas 6e30nacHOCTD U 3auura HHpopManuu: Teopusi 1 (Mocksa, bepiun : 3BC
MpaKTHKa: yaeOHoe mocodue Hupexr-Menna,
(https://biblioclub.ru/index.php?page=book&id=571485) 2020

7.1.2. lono/IHUTe/ILHASL JIUTEPATypa
ABTOpBI, COCTaBUTEIH 3arnaBue WzparensctBo, ron| Pecypc
J12.1 |llIuddman, Yaiika U. [3amura ot xakepoB. Ananu3s 20 clieHapreB B3lioMa M.: Bunbsimc, 2002

B., Bopucenko A. A.

J12.2 {Mensnukos B. I1., nox |MadopmanonHas 6e30nacHOCTh: yueOHUK Mocksa : KHoPyc, 3BC
pen., Kynmpusros A. U. |(https://book.ru/book/932059) 2020

JI2.3 |bapanosa E.K., babam [AkTyaipHble BOIPOCH 3alUThI HHOPMALMU: MOHOTpadus Mockaa : 3BC
A.B. (http://znanium.com/catalog/document?id=375285) Wznarenbckuit

Hentp PMOP, 2021

7.3 Tlepevennb HHPOPMAHOHHBIX TEXHOJIOTHIT

7.3.1 TIporpammHoe oGecneyeHue

MS Office365
NetBeans
Notepad++
VirtualBox
Ubuntu Linux

7.3.2 IlpodeccnonanbHbie 6a3bl AAHHBIX H HH(POPMAIHMOHHO-CIIPABOYHBIE CHCTEMBI

1. DnekrpoHHsIit KaTanor HayuHoi 6ubinoTexkn Yenl'Y [DnexTporHsIit pecype] : 6a3a nanubix / Yensi0. roc. yH-T. — YensiOuuck, 1992.

2. Koncynbrant Ilntoc [DnekTpoHHSIi pecypc] : cripaBo4YHO-NpaBoBas cuctema : 6asa faHHbIX / PernoH. neHTp npaBoBoit HHPOPM.
Nudopmmpaso.

3. eLIBRARY.RU [3nexrponHblii pecypc] : HaydHas 3eKTpOHHAs OMOInoTeKa [HayIHOI NEPHOANKH Ha PYCCKOM sI3bIKE |. —
Mockaa, [1999-]. - locTyr K moHBIM TeKcTaM mociie peructpanun u3 ceta Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnektpoHHBIi pecypc]: cucTeMa AUCTaHIIMOHHOTO 00ydeHnwus | [6a3a manubix] / Yens6. roc. yu-T. — Yensibunck, [6.r.]. —
JHoctyn u3 cetr Yenl'Y wity, mocse perucTpaiyy U3 CeTH yH-Ta, U3 Jr000H TOYKH, UMeLIel goctyn B uHTepHer. — URL:
http://moodle.uio.csu.ru/login/index.php.
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5. Hayunas 6ubnuorexa YesiOMHCKOT0 TOCYIapCTBEHHOTO YHUBepcuTeTa [DnekTponusiii pecype] : [caiit] / Yenst6. roc. yH-T. —
Yensounck, [2001-]. — Pexxum moctyma: http://ww.lib.csu.ru/ , ceo6omubif. — 3ari. ¢ sKpaHa.

6. MnTepHeT yHUBepCcUTET HHOOPMALIMOHHBIX TEXHOJIOT Ui [DnekTpoHHbIH pecypc]. — DnekTpoH. naH. — Pexum nocryma !
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIIMHBI (MO Y JIS)

Jlns peanuzanyu AMCUUIUTAHBI HCIIOJIB3YIOTCS YUeOHbIE ayJUTOPUH JUIsl IIPOBEACHUS 3aHATUH JIEKIIMOHHOTO THIIA, 3aHATUI
CEeMHMHApPCKOro TUIIA, TPYNIOBBIX U HHAUBUAYAIbHBIX KOHCYIbTALUH, TEKYIIEr0o KOHTPOJISA U IPOMEKYTOUHOM aTTecTalllHy, a TaKxkKe
MTOMEIICHHS [UIsSl CAMOCTOSITEIbHOW PabOTHI.

VYueGHbIe ayANTOPUH YKOMIUIEKTOBAHBI CIIEHHATN3UPOBAHHON MEOETbI0 M TEXHUYECKHMH CPEACTBAMH 00yUIEHUSI: IPOSKTOPOM,
9KpPaHOM, MarHUTHO-MapKEPHOH JOCKOH, MapKepOM; C BOBMOYKHOCTBIO JEMOHCTPALIUH AJIEKTPOHHBIX MIPE3CHTAIMN TIPU YPOBHE
OCBEILEHHUS, JOCTATOYHOM JUISl pabOTHI ¢ KOHCTIEKTOM.

ILJ'I?{ MpOBCACHUA 3aHATUH JISKIIMOHHOI'O THUIIA UMEETCS JACMOHCTPAlMOHHOC 060py}.’[0BaHI/Ie: IIPOCKTOP, SKpPaH.

JlaGopaTopHBIe 3aHSATHS TPOXOIAT B YUEOHBIX JTaOOPATOPHSIX TEXHUUECKUX CPEICTB 3aIIUThl HH(pOopManuu 1 "CeTeBoi moiuron” (ay.
421, 423, yueOnslit kopiyc Nel). MaTepHanbHO-TEXHHYECKOE 00ECIIeYCHUE IIPUBEICHO B ACIIOPTaX JlabopaTopuil.

[TomernieHust U1l CAMOCTOSITENBHOM PabOThl 00YYAIOUIMXCsI OCHAIIEHB! KOMITBIOTEPHON TEXHHUKOH € MOAKIIOYEHUEM K CETH
«HTepHeT» U obecrieueHneM J0CTYyIa B JIEKTPOHHYIO0 HHHOPMAIIHOHHO-00pa30BaTENbHYIO CPEy YHUBEPCUTETA.

9. METOANYECKUE YKA3AHUS JJIS1 OBYYAIOLIUXCS IO OCBOEHUIO JUCHUIIIMHBI (MO Y JISI)

IMpu u3yueHun AaHHOM AMCLMILUIMHBI UCIIOIb3YIOTCS JIEKIIMOHHEIE, Ta00paTOPHBIE 3aHATUS U CaMOCTOsITeNIbHas paboTa cTyaeHTa. Ha
JIEKIMOHHBIX 3aHATUAX MPEToaBaTesb H3JIaraeT OCHOBHOE COIEPKaHUe TeM MPOrpaMMEL. [IpopaboTKy JeKIMOHHOTO MaTepHaia
CTYZEHTY >KeJIaTeIbHO IPOBOJUTH KaK MOCIIE KaX/JOT0 3aHATHUS, TaK U 110 3aBEPIICHUIO TeMbl. DTO I03BOJIUT CBSI3aTh BOCIUHO
MIOJIyYE€HHBIE CBEICHUS U COCTABUTH IEIbHYIO KapTHUHY.

Ha mabopaTopHbIX 3aHATUSAX pacCMaTPUBAIOTCS METO/bI IIPOBEICHUS TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha IPOHHKHOBEHHE.
Pexomenayetcs nepen KaXkIbIM J1abOpaTOPHBIM 3aHATHEM BBIIOIHUTE IOMAITHEE 3aaHHe, YTO ITO3BOJIUT JIyUIle YCBOUTD
IpeABIIYIINH MaTepuai, ¥ U3yIUTh JEKIUOHHBINA MaTepHall 1o npeAcTosei Teme. CTyIeHTY XKenaTeIbHO IPOSBIATh AKTUBHOE
ydJacTue Ha JJabopaTOpHBIX M JISKIIMOHHBIX 3aHATHAX, 3a/1aBaTh BOIIPOCHI, TOCKOJIBKY YMEHHE 000CHOBBIBATh CBOKO TOUKY 3pEHUS,
HaXO0KIEHUE KOMIIPOMUCCHOT'O PELIEHUs B ’THYECKHU BbIAECPKaHHOM JUCKYCCUU HE TOJILKO BaXKHO JUIsl JIy4IIETrO yCBOEHUSI MaTepuaa,
HO W IIEHUTCS B PEAIBHON KU3HHU.

Ba)kHBIM MOMEHTOM IIPU U3Y4EHUU 000 TUCHUILIMHBI IBISETCS OPTaHU3alUs CaMOCTOSITENILHOM paboThl. IIpu ocBoeHHU
Marepuaia He ClIeyeT CTPEMUThCS K MEXaHUIECKOMY 3allOMUHAaHHIO TIPHUBEAECHHBIX ONPeNeTIeHUH, (OPMYIHPOBOK H ITOJIOKEHHH,
ecii TpeOOBaHMs MPSIMO HE YKA3bIBAIOT Ha 3TO. BriosHe 3 QeKTUBHOM MOXKET 0Ka3aThCsl MOMBITKA HOHSTE CYTh SBJICHUS, BEIpabOTaTh
CBOE OTHOLIECHHE K HEMY, OIIHPasCh Ha MAaTepUall, COAEPKAILMNACS B PEKOMEHJOBaHHOH uTeparype. CkazaHHOE 0COOEHHO

3¢ deKTHBHO, KOT/Ia PeYb UAET O TAKHX TPEOOBAHUIX, KaK KIIOHMMAET» HIIH KUMEET Ipe/icTaBIeHne». HanpoTHB, ecii CTyJeHT NMeeTe
JIeTI0 ¢ TpPeOOBAHUEM K ACSTENBHOCTU «IOJDKEH YMETh», TO PEKOMEHIyeTCsl IOYNPAXHATHCSA B COOTBETCTBYIOLIEM BUJIE EATEIILHOCTH.
Bce 310 nMeeT HenocpeiCTBEHHOE OTHOIIEHHE K TOATOTOBKE K MIPAKTHYECKNAM 3aHATHUSM.

B ciyuae npuMeHeHHs PH 00YYESHUH TUCIUILIMHBI DJIEKTPOHHOTO 00y4Y€eHH s, AUCTAHIIMOHHBIX 00pa30BaTEbHBIX TEXHOIOT Uit
obmieHre 00yJarOIIUXCsl ¥ IPETIOAaBaTelsl OCYIIECTBISIETCS B PEKUME PealbHOTO BpeMeHn (OHIaiiH-eKud (BeOUHApHI), YaThl,
BUJIEO-KOH(EPEHIMHU U JIP.) WM OTIIOKEHHOIO BpeMeHH (CHCTeMa qUCTaHIMOHHOTo 00y4yenus Moodle, hopymel, sexTpoHHas modra
u ap.).

Bosnbliryto 4acTh BpeMEeHH 00Yy4arOIIHecs: CAMOCTOSITENBHO PabOTAIOT ¢ y4eOHO-MeTOAnYeCKMMH MaTtepruaiaMi. CTYICHTBI HMEIOT
BO3MOXKHOCTH KOHCYJIBTUPOBATBCS C TIPEIIOJaBATENIEM I10 BCEM BOIIPOCAM, BOHHUKAIOLIMM B XOJI€ CAMOCTOSITEIbHOM paboThI
MOCPEICTBOM 3JIEKTPOHHOM MOYTHI, MECCCHIPKEPOB, COL[HAIIBHBIX CETEH U T.II.

JocTymn 00y4aronerocs K y4eOHbIM PecypcaM B PeXXHMe OTII0KEHHOTO BPEMEHH, CAMOCTOSTEIbHOM pabOoThl OCYLIECTBISIETCS Yepes3
ceth MHTEpHET B yJJOOHOM [UISl HETO MECTE, BPEMEHH H TEMIIC.

ITpu oOy4enun Ui ¢ OrpaHUIEHHBIMH BO3MOXHOCTSIMU 3/I0POBBsI DJIEKTPOHHOE 00YUeHHUE, AUCTAaHIMOHHbBIE 00pa30BaTeNbHbIE
TEXHOJIOTHH ITPeyCMaTPHBAIOT BO3MOXKHOCTB IIpHeMa-Tiepeiadll HHGOPMAIUU B JOCTYITHEIX I HUX (opMax.

Peanu3anys JUCHMIUTHHBI C TPUMEHEHHUEM 3JIEKTPOHHOTO 00YUYCHHUS, JUCTAHI[MOHHBIX 00pa3oBaTeNbHbIX TeXHOJIOorHH (nanee — D0,
JIOT) ocyruecTBisiercs: Ha OCHOBaHHH «[10JOXKEHHsI O pean3alii OCHOBHBIX M JJOMOJIHHUTEIBHBIX 00pa30BaTebHbIX IIPOrpamMM ¢
MIPUMEHCHUEM DJICKTPOHHOI'O O6yquHH U JUCTAHLMOHHBIX O6p3.30BaTCI[BHBIX TEXHOJIOTHH B (bezlepaanOM rocyaiapCTBEHHOM
Or0KEeTHOM 00pa30BaTeTbHOM YUPEXKICHHHN BEICIIEro 00pa3oBaHus «UensOMHCKHIT rocyIapCTBEHHBIH yHIBepcHTeT», «IlonoxeHns
0 MOpsiIKe 3a4eTa 00YYarOIIMMHUCS 10 OCHOBHBIM MPO(ECCHOHANBHBIM 00pa30BaTeIbHBIM
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nporpamMMam Beiciero oopaszosanusi B @I'bOY BO «UenlV» pe3ynbTaToB OCBOCHHS B OPraHU3ALUAX, OCYLIECTBISIOIINX
00pa3oBaTeNbHYIO JIesATeIbHOCTD, y4eOHBIX IPEIMETOB, KyPCOB, JUCIHUILUIMH (MOyJIeH), IPAKTHK, AOHOIHUTEILHBIX
00pa3oBaTeIbHBIX IPOrpaMM» IIOCPEICTBOM 3JIEKTPOHHOI nHpopManuoHHo-006pa3oBarenbHoi cpenpl PITBOY BO «Uenl'V». B
HCKITIOUNTENBHBIX ClTydasx (Gopc-Maxop H T.I1.) TP pearn3aniy oopa3oBaTenbHOi nesitensHocTd ¢ mpuMenerrem 30, JIOT moryr
IPUMEHSTh KOMIIOHEHTHI, HE BXOJSIINE B IIepeYeHb 3IEKTPOHHOH HH(POPMAIIIOHHO-00pa30BaTENbHOMN Cpeibl.

10. CHEIIUAJIBHBIE YCJIOBHUS OCBOEHUS JUCIUIIJIMHBI OBYYAIOIIIUMHUCS C UHBAJIMJAHOCTBIO 1
OI'PAHUYEHHBIMHA BO3MOXHOCTSAMMU 3/10POBbA

OcBOCHUE TUCHUILIMHBI HHBAJIHIAMHI U JIUIAMHU C OTPAaHUYCHHBIMU BO3MOKHOCTSIMH 3/I0POBBSI OCYLICCTBISIETCS C MUCIIOIb30BAHUEM
CHeLHATbHBIX TEXHHIECKUX CPEICTB U IoJI0 HHPOPMALMOHHBIX TEXHOJIOTHH, IPeA0CTaBIsIeMbIX PecypCcHBIM yaeOHO-METOANIECKIM
LIEHTPOM 10 OOYYCHHIO HHBAJIHIOB ¥ JIUI C OPAaHWYCHHBIMH BO3MOXKHOCTAMH 310poBbs Yenl'Y 1o 3anpocy 00ydaromerocs.

1. Mo6uibHBIC CTICNUATIBHBIC TEXHUYECKUE CPEICTBA AJIS JIUIL] C HAPYLICHUSIMU 3PSHHUS: IIOPTATHBHBIN KOMIIBIOTEP C BBOJIOM/BBIBOIOM
mpudTom Bpaiis ¢ curresaropom peun «ElIBraile-W14J G2»; HoyrOyku ¢ mporpaMmmHuoii skpartoro goctyrna NVDA; sekTpoHHbIe
YBEJIMUYUTENH VIS YIAICHHOTO IPOCMOTPA; BUICOYBEINYHUTEIH IOPTATUBHEIE; TH(IIOIIEED; HHU(POBBIE TUKTO(OHBL

2. MoOunpHbIe crienyanbHble TEXHUUECKHEe CPEACTBA UL JIMI ¢ HapYIICHHSIMH CIIyXa: CHCTeMa CBOOOTHOTO 3BYKOBOTO MOJS CO
BCTPOCHHOH coBMecTUMOCTBI0 ¢ FM-ycrpoiictBamu; paguoxnaccel «CoHeT-PCM» ¢ mepemaTYMkoM, 3ayIIHBIM HHIYKTOPOM MU
WHIYKIHMOHHOU TIeTNiel; cucteMa MH(OpMaIMoHHas sl cradocibplmiamuX nepeHocHass «Mcrtok» A2 co BCTPOSHHBIM IIEEPOM —
3BYKOBBIM HH()OPMATOPOM; TOKyMEHT-KaMepa; IIporpaMMHpyeMbIe CIIyXOBBIE alapaThl HHANBHIYaJIbHOTO TTOJIb30BAHMS.

3. AccuctuBHble WHPOPMAIMOHHBIC TEXHOJIOTHH: HPOTpaMMHOE OOecleuYeHHe 3KpaHHOTO AocTtyma ¢ cuHTe3oM peun NVDA,;
HPOTrPaMMBI 3KPaHHOTO YBEJIMYCHUS; IIPOrPaMMBbI PEYEBOT0 CHHTE3a /ISl KOMIBIOTEPOB U HOYTOYKOB; IIPOrPaMMbI PEYEBOT0 CHHTE3a
JUTS MOOHJTBHBIX YCTPOMCTB; DKpaHHast KIIaBUATYypa; SKpaHHas JIyTa.

Ilpn HeoOXOAMMOCTH Ui OOYYaroIIMXCs C HApYLICHHWSMU 3pCHMS Ha pabOuMX MecTax Ul IPOBEICHMS NPAKTHYCCKUX WIIH
1ab0paTOPHBIX 3aHATHH YCTaHABIWBAETCS CIEIHAIbHOE MporpaMMHOe obecriedenne (mporpamMma pedeBoit Hauramuu NVDA,
pedeBbIe CHHTE3aTOPEI, 9KPaHHBIC JIYIIBI).

B yueOHble aymuTopuu oOecreuMBaeTCsl OCCIPENATCTBEHHBIA JOCTYH S OOYYAIONIMXCS HMHBAIHMIAOB M OOy4arolUXCs C
OTpPaHUYEHHBIMH BO3MOXKHOCTSIMU 3[I0POBbSl. B KaxIol ayauTopuu, rie OOydYarOTCs WHBAIMABI M JIMLIA C OrPAaHUYCHHBIMHU
BO3MOKHOCTSIMH 370POBBSI, IPEAYCMATPUBAETCSI COOTBETCTBYIOIIEE KOJMYESCTBO MECT IS OOYYAIOIIUXCS C YUYE€TOM HapyIIeHUH nx
3JI0POBbSI.

J1n1st ocCBOSHMS AUCIMIUTMHBI HHBAJMIAM U JIUIaM C OTPaHUYEHHBIMHU BO3MOKHOCTSIMHU 37I0POBbS IIPEIOCTABIISIETCS TOCTYI K TIEYaTHBIM
HCTOYHUKAM, UMEIOLIMMCS B Hay4HOH Oubmmoreke YenlY, ¢ TOMOLIBbIO CHIEHUANIBHBIX TEXHHYECKUX CPEJICTB; JIOCTYII K 3JICKTPOHHBIM
WCTOYHMKAM, TPEACTaBICHHBIM B (OpME DIEKTPOHHOIO JOKYMEeHTa B (oHIe HaydyHoil Oubnmorexkn UYenlY wm
3HCKTpOHHO-6I/I6ﬂI/IOTC‘{Hle CHUCTEMAX, C MNOMOLIBIO CICHUAJIBHBIX TCXHUYCCKUX W IPOrpaMMHBIX CPEACTB (pa60!{ee MECTO JIsA
HE3psAYero IOJIb30BaTels C MPOrpaMMHBIM oOecHedeHHeM SKpaHHOro poctyna c¢ cuHTesoM peun NVDA, pabouee mecto ¢
KOMITHIOTEPHBIM POJIIEpOM U KinaBuaTypoit Clevy ¢ 60pmmmMe KHOTTKAMHU | ¢ Pa3aessiioniel KIaBUIIH HAKTaaKOM).
Y4eOHO-MeTOIMUeCKHe MaTepHaibl Ul 00YYAIOIIUXCS U3 YHCIA WHBAIUIOB M JIAI C OTPaHHYEHHBIMHA BO3MOXXHOCTSIMH 37I0POBbS
IIPEOCTABIIOTCS B hOpMax, alallTUPOBAHHBIX K OTPAaHUYEHHSM HUX 310POBbs U BOCIPHUATHS HH(POpMAIHH:

Jlnst min ¢ HapyIIeHUSIMH 3pEHHS:

- B Ie4aTHON (OopMe yBEIUUEHHBIM IIPUPTOM,

- B (popMe DIIEKTPOHHOTO TOKYMEHTA,

- B opme aynuodaiina,

- B meyaTHO! opme mpudrom Bpaiins.

Jnist i ¢ HapyIIeHUsIMH CITyXa:

- B Ie4aTHOH dopme,

- B (JopMe DIIEKTPOHHOTO TOKYMEHTA.

JIJ'IS JIMI C HAPYIICHUAMHA OIIOPHO-ABUT'ATCIIBHOTO annapaTa:

- B IeyaTHoi opme,

- B (hopMe AJIEKTPOHHOTO JJOKYMEHTA,

- B popme ayauodaiina.

l]aHHbIﬁ MEPEYCHDb MOXKET 6BITB KOHKPETHU3UPOBAH B 3aBUCUMOCTHU OT KOHTUHI'CHTA o6y'{a}oumxc;1.

JI11sl MHBAJIMIOB | JIUIL ¢ OTPAaHUYSHHBIMHA BO3MOXHOCTSIMH 3/I0POBbSI OCBOCHUE AUCIUILTHHBI MOXKET OBITh YACTUYHO HIIH HOJHOCTHIO
OCYIIECTBIICHO C HCIIOIb30BaHMEM AMCTAHIIMOHHBIX 00pa3oBarensHbIX TexHomorui (Moodle, Adobe Connect Pro u mip.).

B 0oCBOCHMH IUCHUILIMHBI WHBAJHIAMHU U JIUIAMH C OTPAHUYSHHBIMH BO3MOXKHOCTSIMH 3JJOPOBbSI HCIIONIB3YETCS WHIUBHIYaTbHAS
pabora. [Tox nHIMBUAYaNbHOI paboToil MmoapazymMeBaeTcs ABe (JOPMbI B3AUMOACHCTBHS C

© OI'BOY BO «Uenl'V»




MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpEKICHUE BHICLIET0 00pa3oBaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pabouas nporpamma nucuumnuasl TecTHpoBaHIE KOMIBIOTEPHBIX CUCTEM HA IPOHUKHOBEHHSA'' MO HANPABICHUIO
noxaroroBk (crenuansrocty) 10.05.01 "KommbrorepHas 6e30macHOCTh' HAapaBIeHHOCTH (IPOQHIIIO) CrieIHa3aIus ctp. 12
N 6 "MupopMannoHHO-aHATUTHYECKAs! H TEXHIHYECKast IKCIIepTH3a KoMmbioTepHBIX cucteM” GI'BOY BO «Yenl'V»

npernojiaBareiieM: UHANBHUyalbHas ydeOHas pa0boTa (KOHCYJIbTAIWH), T.C. JOIMOJHUTEIBHOE pa3bsiCHEHHEe y4eOHOro Marephana U
yriry0OneHHOE N3ydeHHe MaTeprala ¢ TeMH 00yJaloIUMHUCs, KOTOPBIE B 9TOM 3aMHTEPECOBAHBI, M HHAMBHIYAIbHAsl BOCIHTATEIbHAS
pabota. VHIuBHAYyaIbHBIE KOHCYJIbTAIMM HATPABICHBl HA HHIMBUAYaIU3alMI0 OOYYECHHS WM YCTAHOBICHUIO BOCIUTATEIHHOTO
KOHTaKTa MEXIY IPenoAaBaTeIeM 1 00yJaroIMMCs HHBAIUAOM WM 00yJaIOMUMCs C OTPaHUYEHHBIMU BO3MOXKHOCTSIMH 3/J0POBBSI.
[Tpu npoBeieHUH POLIETY Pl OLCHUBAHUSI PE3yIbTATOB 00YUCHHUS MHBAIUJIOB H JIUII C OTPaHHYCHHBIMUA BO3MOXKHOCTSIMHE 3I0POBBSI 10
MCIUIUTAHE O00ECIEeYNBACTCsl BBIIIOJIHCHUE CIICMYIOMIUX JOTIONHUTEIBHBIX TPEOOBAHUH B 3aBHCHUMOCTH OT HWHIMBUAYaJIbHBIX
0CcOOEHHOCTEH, 00YJaIOIIUXCS:

a) MHCTPYKIMS O MOPSIKY MMPOBEICHUS TPOLEAYPhl OIICHUBAHUS MPEIOCTABISLETCS B JOCTYIHOUW (opme (YCTHO, B MMCHMEHHOM
¢dopme, B ucbMeHHON Gopme mpupToM Bpaiisist, YCTHO ¢ HCIOIb30BAHHEM YCIYT CYPIAOTIEPEBOIINKA);

0) mocrynHast (opMma IPeIOCTABICHUS 3a/laHUi OIEHOYHBIX cpeacTB (B medyatHod Qopme, B medyartHod (opMe yBeTHICHHBIM
upudToM, B ieyatHor popme mpudrom bpaiins, B hopMe IIEKTPOHHOTO JOKYMEHTA, 3a/IaHHsI 3a4UTHIBAIOTCS ACCUCTEHTOM, 3a1aHuUs
MPEIOCTABIISIOTCS C HCIONB30BAHUEM CYPAOIIEPEBO/IA);

B) IOCTymHasl (popMa MpEIOCTaBICHHS OTBETOB Ha 3amaHus (IIMCbMEHHO Ha Oymare, HaOOp OTBETOB HA KOMIIBIOTEpE, HHCHMEHHO
mpudrom Bpaiins, ¢ UCIOIB30BaHUEM YCIYT aCCHCTEHTA, YCTHO).

[pu npoBexeHUH MPOLEAYPHI OLICHUBAHUS PE3YIBTaTOB 00yUYEeHHs MHBAIUIOB H JIUI C OTPAHMYEHHBIMHA BO3MOXKHOCTSIMU 370POBbS
MpeyCMAaTPUBACTCSI UCTIOIb30BAHUE TEXHUUECKHUX CPENICTB, HEOOXOAUMBIX M B CBSI3H C UX WHIUBUAYAJIbHBIMH OCOOCHHOCTAME. DTH
cpezcTBa MOTYT OBITh TpeocTaBieHs! Yenl' Y mimm MOTYT HCIIOJIB30BaThCsl COOCTBEHHBIE TEXHIMUECKHE CpeicTBa. [Ipi HE0OX0AMMOCTH
MHBAJIUAM U JIAI[aM C OTPAaHUYIEHHBIMH BO3MOYKHOCTSIMH 3I0POBbS MPEOCTABIISACTCS JOMOTHUTEIHHOE BPEMs TSl IOATOTOBKH OTBETA
Ha 3aJaHus, IPOLeAypa OLICHUBAHUS PE3yIbTaTOB 00YIEHHS 110 TUCHUIUINHE MOXKET IPOBOAUTHCS B HECKOJIBKO JTAIOB.

IIpoBeneHre MPOLEAYPHl OLCHUBAHUS PE3YJAbTATOB OOYYEHHS WHBAJIHMIOB W JIMI C OrPAHHYCHHBIMH BO3MOXKHOCTSMH 30POBBS
JIOIYCKAeTCs C UCTIOJIb30BAHNEM JHCTAHIIHOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHH.
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KOMIIbIOTEPHBIX CHCTEM»

Pabouasi nporpamma aucuumiuHbl « TecTHpoBaHHe KOMIILIOTEPHBIX CHCTEM HA
NPOHUKHOBEHUSD)

2023 rox Hatopa, ounasi gopma o0yueHuUs

[IpopexTop mo yueOHoii pabote yTBepxkeHo 24.04.2023  B.E. ®egopos

Y4eHBIM COBETOM MAaTEMaTHIeCcKoro paKyinbTeTa

[Iporokon 3aceqanus Ne 8 ot 13.04.2023

IIpencenarens YueHoro coBera

MaTeMaTH4eCcKoro (akKyiabTeTa COIIaCOBAHO E.A. CoponoBa

3acenannem kageapbl KOMIBIOTEPHOI 0€30MACHOCTH M MPUKJIATHON aaredphl

[Iporokon 3aceganust Ne 10 ot 31.03.2023

3aBenyromuii kadempoi COITIaCOBAHO A. H. Pyuait

ABTOp (COCTaBUTEID) A. H. Pyuaii

CrpykTypa padoueii mporpaMMsbl COOTBeTCTBYeT npukasy pexkropa @®I'bOY BO
«Heal'¥» ot «13» anpeast 2021 . Ne 247-1



