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MHWHOBPHAYKH POCCHUU
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1. BBoanas yacTthb

['ocynmapctBensblii  3k3ameH  (I'D) mno  cnemumansHoctn  10.05.01
KowmmbroTeprass 6€30MacHOCTh MPEACTaBISET COOOW KOMIUICKCHBIM HTOTOBBIN
9K3aMEH [0 OCHOBHBIM pa3jiejlaM MAaTeMaTHK{, KOMIIBIOTEPHBIX HAyK U
nHpopMaliMoHHOW 0€30macHOCTH, a TakkKe TOW dYacTh 0O0pa3oBaTelbHON
IpOrpamMMbl, OTHOCSIIIEHCS K TPHUCBOCHUIO BBIMYCKHUKY KBaJU(PUKALUU
«CrnenuanucT no 3amure nHGopMaum.

1.1. llesiu 1 3a1a4M TOCYIAPCTBEHHOT0 IK3aMeHa

Heabo rocyaapcTBEHHOTO K3aMeHa SBIISETCS ONPEETICHIE COOTBETCTBUS
pE3yNbTaTOB ~ OCBOCHHS  OOYYAlOIMMHUCS  OCHOBHOW  MpodecCHOHATLHOM
o0pa3oBarenbHON  MporpaMMbl  BBICHIETO  OOpa3oBaHWsi —  TPOTPAMMBbI
crieruagnuTeTa — TpeOOBaHUAM JIEUCTBYIOMIETO (eepaIbHOTO rOCy/1IapCTBEHHOTO
oOpaszoBarenbHOTO  cTaHgapta Beicimiero obOpazoBanus (PI'OC BO) 1o
cneruansHocTH 10.05.01 KommbroTepHast 6€301acHOCTb.

3agaveil rocyJapCTBEHHOTO 9SK3aMEHa SBJISETCS  OILIEHKAa  YPOBHS
chopmupoBanHoctu obmenpodeccuonanpubix (OIIK) u npodeccrnoHanbHBIX
(ITIK) xoMrmeTeHLHid, COOTBETCTBYIOUIMMHU BHJAaM JESTEIbHOCTH, Ha KOTOpbIE
opueHTHpoBaHa mporpamma 1o crnenuanbHOocTH 10.05.01 KommbrorepHas
0e3onacHoCTh, crnenuanu3anu Ne 1 «AHanu3 0e30MacHOCTH KOMITbIOTEPHBIX
cuctem». YpOBEHb C(POPMHPOBAHHOCTH KOMIIETEHIIUA OIICHUBAECTCS  Ha
3aceganusax ['OK (o1ieHOUHBIN JTUCT).

1.2. ®opma npoBeeHUs1 U TPYA0EMKOCTb FOCYaPCTBEHHOI0 IK3aMeHa

B coorBercTBUM ¢ OCHOBHOW TmpodeccroHanbHOil 00pa3oBaTebHOM
nporpamMmmoii 1o  crneruaidbHocTd  10.05.01 KommeroTepHas 06e30macHOCTh
MOATOTOBKA K cllaue U cJlaya TOCyJapCTBEHHOIO 3K3aMEHA COCTaBIISIET 3 3.€.

['ocynapcTBeHHBIM JK3aMEH MIPOBOAUTCS roCyJapCTBEHHOU
sK3aMeHaloHHoMN komuccuei (I'9K).

I'ocymapCTBEHHBIN IK3aMEH MPOBOAUTCS B OTAEIBHOM ayJIUTOPUH, KOTOPas
JTOJDKHA ~ OBITH  OCHAIlEHA  CPEACTBAMU  BBIYHCIMTECIBHOW  TEXHUKH,
00ecIeunBaOIMMH padovre MecTa JJIsl PEIICHUs SK3aMCHAIMOHHBIX 3a7ad C
WCITIOJIb30BaHUEM MPOGECCHOHATBHBIX MPOAYKTOB. HeoOxomumoe uncio pabodnx
MECT JIOJI’KHO OBITh YCTAHOBJICHO, HCXO/S M3 KOJUYECTBA 33714, COJACPIKAIUXCS B
MAKETE PK3aMEHAIIMOHHBIX 3aJlaHUI, KOTOPBIN MPEANOIAracTcs 3a€MCTBOBATh HA
I'D.

[lepeuenr 06o0pynoBaHust U MPOo(EeCCHOHATBHBIX MPOrPAMMHBIX CPEICTB,
ucnoJib3yeMbixX Ha ['D pernmamentupyercs ['OK.
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KomneroTepsl B ayaiuTOpUK JJIsI TPOBEACHUS T'OCYAAPCTBEHHOIO JK3aMEHA
JOJDKHBI OBITh MOJKIIFOYEHbI UCKIFOUUTEIBHO K JIOKAIBHOM CETH CTPYKTYPHOIO
NIOAPA3AEICHUS By3a.

B mpouecce moaroroBkM K OTBETaM Ha BOIPOCH U PELICHUS 3alayud
AK3aMEHYEMbI HMMEET BO3MOXHOCTH I10JB30BaThCS Y4Ye€OHONW W CIPaBOYHOMU
JUTEPATYpOr. YKa3zaHHas JMUTEparypa JIO0JDKHA pacliojaraTbCsi B ayJUTOPUU Ha
CIIELMAJIBHO OTBEAECHHOM MECTE, HCKJIIOYAIOUIEM BEIAEHUE 3allCcel U
MO3BOJISIONIMM YUTaTh HEOOXOIUMBIE TEKCTHI.

['ocyaapcTBeHHBIN 3K3aMEH MTPOBOJUTCS B YCTHOM (popMe.

2. IlepevyeHb KOMIeTEeHIMH, MOJJIEKAIMX OLEHKH B X0/€e rocy1apCTBEHHOI 0
IK3aMEeHa

OcHoBHOM  mpodeccoHaNbHONM  00pa3oBaTEIbHOW MPOTpaMMoOl 1O
cneruanbHoct 10.05.01 Kommnbiotepnas 6e3zomacHocts, a Takxke OI'OC BO
JAHHOU CIIEIMAJIbHOCTH NPEAYCMOTPEH CIEAYIOLIUN IepeYyeHb KOMIIETEHIINM,
MOJJIEXKAIINX OLIEHKH B X0J1€ TOCYAapCTBEHHOIO 3K3aMEHa:

Koapl
KoMIeTeHui (mo Conep:xkanue komnerenuni corsiacio ®I'OC BO
®1I'OoC BO)
OIIK-1 CniocoOeH o1leHuBaTh POiIb HHGOpMAIUH, HHPOPMAIIMOHHBIX

TEXHOJIOTUH U UH(POPMALIMOHHOM 0€301MacCHOCTH B COBPEMEHHOM
oOmiecTBe, X 3HAUCHUE AJIs1 00ecreueHNns 00bEKTUBHBIX
noTpeOHOCTEH JTMYHOCTH, 00IIECTBA M rOCYIapCTBA

OIIK-2 CnocobeH TpUMEHSTh TPOrPaMMHBIEC CPEACTBA CUCTEMHOTO U
NPUKJIAJHOTO HA3HAUYEHUI, B TOM YHCIIE OTEYECTBEHHOTO
IIPOM3BOJICTBA, JIJISl PEIICHUs 3a/1a4 MPOPECCUOHANTBHON
JeSITeIbHOCTH

OIIK-3 CniocoOeH Ha OCHOBAaHHMH COBOKYITHOCTH MaTEMaTHYECKUX METOOB
pa3pabarbiBaTh, 000CHOBBIBAThH M PEAJTM30BBIBATH MIPOLIEAYPHI
perieHus 3a1a4 npoeccCUOHaNbHON AESITETbHOCTH

OIIK-4 CriocobeH aHamM3upoBaTh (PU3UYECKYIO CYITHOCTD SBICHUNA U
IIPOLIECCOB, JIEKAIINX B OCHOBE (DYHKIIMOHUPOBAHUS
MHUKPORJIEKTPOHHON TEXHUKH, IPUMEHITh OCHOBHBIE (PU3UUECKUE
3aKOHBI U MOJICIIU JAJISl peuIeHus 3a1a4 NpodeccCuoHaIbHON
JeSITeIbHOCTH

OIIK-5 CriocobeH npuMeHSTh HOPMAaTUBHBIE TPABOBBIC aKThl, HOPMAaTHUBHBIC
U METOJMYECKHE JOKYMEHTHI, pErJaMeHTUPYIOIINE AesITeIbHOCTD 110
3anTe HHpOpMalun

OIIK-6 Cnocob6eH npu pernieHur Tpo(ecCHOHANBHBIX 3a7ad4 OpPTraHU30BbIBATh
3alUTy HH(OPMAIIMH OTPAHUYEHHOTO JJOCTYIA B KOMIIBIOTEPHBIX
CHUCTEMaX U CETAX B COOTBETCTBHH C HOPMAaTUBHBIMH MTPABOBBIMU

©DIB0Y BO «(Uenl'Y»
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Bepcus nokymenTa - 1

Crp. 6 TlepBbIil 9K3eMILISIP KOTIIN S Ne

aKTaMU ¥ HOPMaTHUBHBIMU METOJUYECKUMU TOKYMEHTaMU
®denepanbHOl Ciry)0bI Oe30macHocTu Poccuiickoit deaepannu,
DenepanbHO CIyKObI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO

OIIK-7

CnocoOeH co3aBaTh MPOrpaMMBbl Ha S3bIKAX BEICOKOTO M HU3KOTO
YPOBHSI, IPUMEHATH METO/Ibl 1 MHCTPYMEHTAJIbHBIE CPEACTBA
POTrPaMMHPOBAHHUS ISl pELICHUS PO ECCHOHANBHBIX 331a4,
OCYILECTBIISATH OOOCHOBAHHBIN BHIOOP MHCTPYMEHTApUs
POrpaMMHPOBAHHS M CIOCOOOB OPraHMU3aIMK IPOTrPaMM

OIIK-8

CriocoOeH MPUMEHSTh METO/IbI HAYYHBIX MCCIICOBAHUH TIPU
MIPOBEICHUH pa3pabOTOK B 00acTu obecrieueHrs 0€301MacHOCTH
KOMITIBIOTCPHBIX CUCTCM U ceTen

OIIK-9

Crniocoben pemrath 3a1a4u Npo(hecCHOHAIBHOM JeITeTbHOCTH C
Y4EeTOM TEKYIIEro COCTOSIHUS M TeHICHIINH Pa3BUTHSI METO/IOB
3alUTH MHOOPMAIMH B OTIEPALIMOHHBIX CHCTEMaX, KOMITbIOTEPHBIX
CeTSAX U CHCTEMax yIpaBJIeHHs 0a3aMy TaHHBIX, @ TAKXKE METOJIOB U
CPEACTB 3alIUTHI UH(OPMAIIMU OT YTEUKH [0 TEXHUYECKUM KaHalaMm,
ceTeil U cucTeM nepenadu HHPOPMaIUH

OIIK-10

CrniocobeH aHaIM3UpOBaTh TCHJCHIIMU PA3BUTUSI METO/IOB M CPE/CTB
KpHUNITOrpaguyecKoi 3amuThl HHYOPMAIIUH, UCTIONB30BATh CPEICTBA
KpUnTorpadguueckoi 3amuThl THPOPMALIUHU PU PEIICHUH 3a/1a4
npodeccHoHATbHON AESTEITLHOCTH

OIIK-11

Crioco0eH pa3pabaThiBaTh TOJUTHKU 0€30MIACHOCTH, TTOTUTUKH
yIIPaBJICHUS TOCTYIIOM B WH()OPMAIIHOHHBIMHU ITOTOKaMH B
KOMIBIOTEPHBIX CHCTEMaX C YU€TOM YIpo3 0€30MacHOCTH
nHpopmaruy 1 TpeOOBaHMIA 10 3aMuTe HHHOPMAITUH

OIIK-12

CriocobeH aIMUHUCTPUPOBATH OINEPALMOHHBIE CUCTEMBI U
BBITIOJTHSITH Pa0OTHI IO BOCCTAHOBIICHUIO PA0OTOCTIOCOOHOCTH
NPUKJIQJHOTO U CHCTEMHOTO IIPOTPAMMHOT0 00ECTICYCHHUS

OIIK-13

Crnioco6eH pa3pabaTbiBaTh KOMIIOHEHTHI IPOTPAMMHBIX U
IpOTpaMMHO-aNNapaTHBIX CPEJCTB 3aLIUTH HH()OpMAIHH B
KOMITHIOTEPHBIX CUCTEMaX M MPOBOJUTH aHAIN3 UX O€30MaCHOCTH

OIIK-14

Crioco6eH mpoeKTHpOoBaTh 0a3bl TaHHBIX, aIMUHUCTPHPOBATH
CHCTEMBI yIpaBJieHNs1 0a3aMH JaHHBIX B COOTBETCTBUH C
TpeOOBAaHUSAMH T10 3aIUTe WH(POPMAIUU

OIIK-15

Crnioco0GeH aIMUHUCTPUPOBATH KOMITBIOTEPHBIE CETH U
KOHTPOJIMPOBATh KOPPEKTHOCTh UX (DYHKIIMOHHUPOBAHUS

OIIK-16

Crioco0eH MpoBOIUTH MOHUTOPUHT paOOTOCTIOCOOHOCTH U aHAIIU3
3 PEKTUBHOCTH CPEACTB 3aIUTH HHPOPMAITMH B KOMITBIOTEPHBIX
CUCTEMaX U CETSIX

OIIK-17

Crnioco0eH aHamM3upOBaTh OCHOBHBIE 3TAIbl U 3aKOHOMEPHOCTH
UCTOPUYECKOT0 pa3BuTHsl Poccuu, ee MecTo U poJib B KOHTEKCTE
BceoOIel ucropuu, B TOM 4ucie a1 GOpMUPOBAHUS TPAKIAHCKOM
MO3UIIUH M PA3BUTHS ATPUOTH3IMA

OIIK-1.1

Crocoben IMPOBOAWTE aHAJINW3 3allIUIIICHHOCTU U OCYIICCTBIIATH

©DIB0Y BO «(Uenl'Y»
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IIOUCK YSI3BUMOCTEW KOMIIBIOTEPHON CUCTEMBI

OIIK-1.2 CniocoOeH o1eHHBaTh KOPPEKTHOCTH MPOTPAMMHBIX peaTn3ariiii
QITOPUTMOB 3aIUTHl HHPOPMAITUT

OIIK-1.3 Crioco6eH poBOJUTH TECTUPOBAHHUE U MCIIOJIB30BaTh CPEJICTBA
BepU(DHUKAIMYA MEXaHU3MOB 3alTUTHI HHPOPMAITUH

I1K-1 Crioco6eH pOBOUTD SKCIEPTH3BI IPU PaCCiIeTOBAaHUH
KOMIBIOTEPHBIX NMPECTYIUICHUM, TPaBOHAPYIICHUH U HHIIMICHTOB

[1K-2 Crioco6eH mpoBOUTH MOHUTOPHHT 3aIIUIIIEHHOCTH KOMITBIOTEPHBIX
CHUCTEM U ceTel

I1K-3 Crioco6eH IpoBOIUTH aHATN3 O€30MACHOCTH KOMITBIOTEPHBIX CUCTEM

I1K-4 CrniocobeH pa3pabarbiBaTh TPEOOBAHUS M PEKOMEHIAIMH K CUCTEMaM
3alIUThl HHQOpMAIK B Web-TIpHII0KeHUsX

ITK-5 CniocoOeH ynpaBisiTh aHATUTUYECKUMH paboTaMu U
NOJpa3/ICIeHUSIMHI

3. Kputepum oieHKH rocy1apcTBEHHOI0 IK3aMeHa
3.1. CTpyKTypa KOHTPOJIBbHO-O0LIEHOYHBIX MaTepuaJioB ['J

B cocTaB KOHTPOJIbHO-OLEHOYHBIX MaTEPHUANIOB, MPEIHA3HAYECHHBIX IS
KOHTPOJII W OLIEHMBAaHHWS YPOBHEH OCBOECHHSI KOHTpOJMpyeMbix Ha [O
KOMITETEHLIUM, BXOJAT: TEOPETHYECKUE BOIpockl ['D, mpakTnueckue 3amauu 10,
VHIUBUyaJIbHbIE DK3aMEHALIMOHHBIE 3a/1aHHUS.

Teopernueckue Bonpocsi I'J:

Bompockl o6ecrieunBarOT KOHTPOJIb KOMIIOHEHTOB «3HaTh». ColepkaHue
BOIIPOCOB OMNPEACISIETCS COJIepKAHUEM YyUEeOHBIX JUCHHUIUINH, 00eCTIeUNBAIOIINX
B XO0J€ MX wu3yuyeHHs GOpPMHpPOBAHHE Y OOYYAIOLIMXCS OMNpeIeNeHHBIX
KOMIIOHEHTOB, KOHTPOJIMpYEMBIX B Impouecce ['D kommereHuwmii. B menom
COZlepKaHUE TOCYJAPCTBEHHOIO  SK3aMEHa  ONpeNeNsieTcs  CoAepKaHuEM
HECKOJbKMX JUCUUIUIMH W (WiIM) Moaysied oOpa3oBaTelbHOM MpPOrpamMMBbl,
pe3ynbTaThl OCBOEHUS KOTOPBIX HMMEIOT OINpEAeISIoNlee 3HAYeHUue Ui
po(hecCUOHATBHOM e TENbHOCTH BBITYCKHUKOB.

IIpakTnueckue 3agauu I'J:

3anaym JOJKHBI 0OECIeunBaTh KOHTPOJIb AESITEIbHOCTHON COCTABIISIIOIIEH
KOMIIETEHIIUH  («yM€Th») W  HOCHThb, KaK TMPaBUJIO, KOMIUICKCHBIMH,
MEXIUCIUIUIMHAPHBIN  xapakTep. CoxaepkaHue 3agadyd JODKHO — BKJIFOYATh
HEKOTOPYI0 MpoOsieMy, pEIIeHHEe KOTOpOH 3aBeplIaeTcs  OINpEeTICHHBIM
pe3ynbTaTOM, CBSI3AHHBIM C Oyayuield npoecCHuOHANbHOW NESITEIbHOCThIO H
PACKpPBIBAIOIINM JOCTUTHYTBIA YpPOBEHb OCBOCHHMS 3aJlaHHBIX KOMIETCHIUW. B
polecce MOJATOTOBKM PEIICHUsS 3aladyd 3K3aMEHYEMbId MPOW3BOAUT aHAJIU3
COCTOSIHMSI MPOEKTHOM (HMcclieyeMoid) mpo0aemMbl, BHIOOP U OOOCHOBaHUE MYTH
penIeHus], peaau3alkio IPOEKTHOrO PEUIeHUs, B TOM YHUCJE C HUCIOJIb30BAHUEM
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uHpopMarmonnbix Texnonorui (MUT), onieHnBaHue pe3yapbTaTOB U MPaKTUYECKON
IIEHHOCTH pemieHus, (GopMynupoBaHue BbIBOJOB. Ha sk3ameHe mpemiararorcs
3a7a4u MO cleayrmuM pasgenaMm: «MaremMatudeckui aHainusy», «['eomerpus»,
«Anddepennranbubie  ypaBHEHUSD», «Adredpa W TEOpUS KOHEUHBIX IOJICH,
«Teopus BeposTHOCTEH U MaTeMaTUYeCKas CTaTUCTHKay, « Teopus uHbopmauu
U KOJMPOBaHUA», «MaremMaTu4ecKkas JOruka», «luckpeTHas MaTeMaTHKA.

NuauBuayajbHble JK3aMeHAIMOHHBIE MPpaKTHYeckue 3aganus ['I:

NunuBuayanbHble  SK3aMEHAIMOHHBIE — 3aJaHus  (ajee  3aJaHusl),
BbIJIJaBa€MbI€ JK3aMEHyeMbIM Ha ['D, SBIAIOTCA, KakK MpPaBUJIO, CPEICTBAMU
KOHTPOJISI OTKPBITOTO TUIIA, MPE/IOIaratoliMHU MOJATOTOBKY OTBETOB (PEILICHM)
Ha coJepKalMecs Bompockl W 3adaud. MuauBuayanbHele 3amanus [
BBITIOJIHSIOT (DYHKITMIO KOHTPOJISI, o0ecrieunBasi GOpMHPOBAHUE U TIPEICTABIICHUE
pEe3yIAbTAaTOB KOHTPOJIS (OTBETHI HA BOMPOCHI, perieHue 3agauu). KoHkpeTHoe
WHJUBUyaIbHOE JK3aMEHAIlMOHHOE 3ajaHue (OpMHUpPYETCs U3 DIEMEHTOB
[Tepeuns BompocoB I'D u Ilepeuns 3amau ['D. MHauBuayaneHoe 3aganue ['D
BKIOyaeT 1 (0HY) TpakTHYECKyI 3aJayy M3 CIEAyIOIIUX Pa3JelioB:
«OmnepaioHHbIe CUCTEMbI U CUCTEMHOE MPOTPpaMMHUPOBaHUE», «ba3bl JaHHBIX,
«Bpruucnurensubie cetn», «lIporpammHo-anmapaTHble CpeacTBa oOecredeHus
nH(popMaIiMoHHOM 6e30macHOCTY, «CTPYKTYPHI TaHHBIX U aJITOPUTMBDY, «SI3BIKH
POTpaMMUPOBaHUsD», « T€XHOIOTHUS TPOTPAMMUPOBAHUS.

[IpakTyeckre  3agayd W UHAUMBUAYaJbHbIC  SK3aMCHAIMOHHBIC
MPAKTUYECKUE 3aJaHUsl KXl ToJ aKTyaJu3UPYyrOTCS U MPEAOCTABISIOTCS
CTYJICHTY BO BpeMsi TOCYIapCTBEHHOTO SK3aMEHa.

3.2. Kpurepuu oieHKH roCcyJapcTBEHHOI 0 3K3aMeHa

[Ilkana olEeHWBAHUS JOCTUTHYTHIX BBIMYCKHUKOM YPOBHEH OCBOCHHUS
KOKJIOTO U3  OOBEKTOB  KOHTPOJS, MPEACTaBICHHBIX U PACKPBITHIX
COOTBETCTBYIOIIUMH HHIUKATOPAMH, JOJKHA OBITH COCTaBJI€HA U3 CIEAYIOIIUX
3HAYEHUN KPUTEPHUSI COOTBETCTBUS:

— MOJIHOCTBIO COOTBETCTBYET;

— COOTBETCTBYET;

— COOTBETCTBYET YaCTHYHO;

— HE COOTBETCTBYET.

OTH Ka4eCTBEHHBIC 3HAUCHUS CTEMIEHN COOTBETCTBUS KAXKIIOTO U3 OOBEKTOB
kouTpoJisi TpeboBanusiMm PI'OC BO u OIIOIl 5>KkBUBaJICHTHBI CJEAYIOIIAM
OLICHKaM 0 YeThIpeX0aNIbHOM IIKaJIE:

— MOJIHOCTBIO COOTBETCTBYET — «OTIHYHO» (5);

— COOTBETCTBYET — «xoporto» (4);
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— COOTBETCTBYET YACTUYHO —  YJOBIETBOPHUTEIHHO» (3);
— HE COOTBETCTBYET — «HEYJIOBJIETBOPUTEIHHO» (2).

B ykazanHoil mikane kaxjapid u3 wieHoB ['DOK mpou3BoguT olieHWBaHUE
YPOBHSI OCBOCHMSI KaXJOTO M3 KOMIIOHEHTOB KOHTPOJIMPYEMBIX KOMIETCHIN. B
pesyibrare (QopMHUpyeTcss MHOXXECTBO YAaCTHBIX OIEHOK, (DUKCHUPYEMBIX B
MEPCOHAIBHBIX OLIEHOYHBIX JIMCTAX SKCIEPTOB.

Urtorosas omenka ['D ompexaensieTcs Kak cpeaHee apudmernyeckoe
YaCTHBIX OIIEHOK, MOCTaBieHHbIX uieHamu ['DK, u okpyrisercs o0 Leoro
3Ha4yeHus. YacTHas OIleHKa ONpeeIeTCs M0 YeThIpeXOaTbHON IIKaJIe.

Orenka «5» («OTJIMYHO») BBICTABIISACTCS CTYACHTaM, YCICIIHO CIAaBIIAM
9K3aMEH U TMOKAa3aBIIUM TITyOOKOE 3HAHHME TEOPETUYECKON 4acTH Kypca, YMEHUe
MPOUJUTIOCTPUPOBATh  U3JIOKEHUE IPAKTUYESCKUMM TpUMEpPaMU, IIOJIHO U
noApoOHO  OTBETHUBIIMM HA  BOMNPOCHI OWjleTa MW  BOINPOCHI  YJICHOB
9K3aMEHAIIMOHHOM KOMHUCCHH.

Orenka «4» («XOpOIlIo») BBICTABIAETCSA CTYACHTAaM, CAABIINM DK3aMEH C
HE3HAYUTEILHBIMU 3aMEUaHHUSIMHU, TIOKA3aBIIUM TIIYOOKOE 3HAaHHE TEOPETHUCCKUX
BOIPOCOB,  YMEHHUE  MPOWUIIOCTPUPOBATH  H3JO0KEHUE  MPAKTUYECKUMHU
npuMepaMu, MOJHOCTHIO OTBETUBIIMM Ha BOMPOCHI OWUJIeTa M BOMPOCHI UJICHOB
AK3aMEHAIMOHHOW KOMMCCHH, HO JOMYCTUBIIMM IPHU OTBETAX HE3HAYUTEIIbHBIC
OIIMOKH, YKa3bIBAIOIINE HA HATUYME HE CUCTEMATUYHOCTH B 3HAHUSIX.

Orenka «3» («yIOBJICTBOPUTEIIEHO») BBICTABIISICTCS CTYJCHTAM, CIABIIAM
9K3aMEH CO 3HAYUTCIbHBIMM 3aMCUYaHUSIMHU, ITOKA3aBIIMM 3HAHHE OCHOBHBIX
MOJIO)KEHUM TEOpUM TMPU HAJIWYMU CYIIECTBEHHBIX MPOOEIOB B JETANSIX,
WCTIBITHIBAIONIUM  3aTPYJIHEHUSI TIpU IPAKTUUYECKOM TPUMEHEHUH TEOPHH,
JOMYCTUBIINM CYIIECTBEHHbIE OIMMOKKW TPHU OTBETE Ha BOIPOCHI OWUIIETOB H
BOIIPOCHI YJICHOB 2K3aME€HAIIMOHHON KOMHUCCHU.

Ornenka «2» («HEYIOBJIETBOPHTEILHO») BBICTABIACTCSA, €CIH CTYACHT
MOKa3aj CyIIECCTBEHHbIE MPOOEIbl B 3HAHUSAX OCHOBHBIX IOJOXKECHUN TEOPHUH, HE
yMEET NPUMEHSTh TEOPETUUECKUE 3HAHUS HA MPAKTUKE, HE OTBETUJI HA BOIPOCHI
OmJIeTa N YWICHOB DK3aMEHAIIMOHHONM KOMHCCHH.

4. MeroanyecKkue PpeKOMEHJANMH O0y4YalIIMMCH MO0 IOArOTOBKe K
rocyJapcTBEHHOMY IK3aMeHY

IloaroroBka K rocy1apCTBEHHOMY JK3aMEHY OCYILECTBIIIETCS B CTPOIOM
COOTBETCTBHUH C I€JI€BOM YCTAHOBKOW U B TECHOW B3aUMOCBSI3U C MOTPEOHOCTAMU
oOnactu npuMeHeHHs. OCHOBY TEOpPETHMUECKOM TIOATOTOBKU  CTYIEHTOB
COCTaBJISIET OCBOEHHE JIEKLIMOHHOI'O M NPAaKTHMYECKOr0 Marepuaja Mo 0a3oBbIM
mucuumimHaMm:  «TeopeTnko-uncinoBele MeTonbl B Kpunrorpapum», «Teopus
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uHbpopMaluu W KogupoBaHus», «CTpyKTypa MJaHHBIX W QJITOPUTMBI»,
«TexHonorust nporpammupoBanus», «Kpunrorpadpuueckne MeETOIbl 3alIUTHI
uHpopMaumy, «3amura nHbpopManuny, «OnepalnoHHbIe CUCTEMBI U CUCTEMHOE

pOTrpaMMHUPOBAHUEY, «basbl JTAaHHBIX, «BpraucnurenpHbIe CEeTH»,
«IIporpamMmmMmHoO-amnmmapaTHbie Cpe/cTBa oOecreueHus nH(pOpMaITMOHHOM
0€e30IMaCHOCTH», JOIOJHEHHOM M3YyYEHHEM COOTBETCTBYIOIIUX Pa3/eoB

PEKOMEHIyeMOU y4eOHOU JTUTEPATYPHI.

[IpoBeaeHHbIE MPAKTUYECKUE U JIAOOPATOPHBIC 3aHATUS B KOMITbIOTEPHBIX
KJlaccax MW CHEHHATM3UPOBAHHBIX Ja00OpaTopusix MO 3aluTe HHPOpMaluu
MO3BOJISIIOT 3aKPENUTh 3HAHMS, IOJYYEHHbIE CTYJE€HTaMU Ha JIEeKUHUIX U B
MPOIECCe CaMOCTOSTEIbHON paboTel. (Ocoboe BHMMaHHE oOpaiaercs Ha
pa3BUTHE YMEHUW U HABBIKOB YCTAHOBJIEHUSI CBSI3U MOJIOKEHUW TEOPUU C
npohecCHOHANBHOM JeATENIbHOCTH Oy IyIIero CeuaIncTa.

3amura 00BEKTOB HHPOpMaTH3aMK TpeOyeT yriayOJeHHOTO 3HAHUS
npeaMeTHo obnactu. B cBsizu ¢ 3TUM HEOOXOIMMO HCIOJIb30BaTh 3HAHMS,
NpUOOPETEHHBIE TPU HM3YYEHHH COOTBETCTBYIOIIMX CIEIHAIBHBIX JIUCITUIUINH,
TakuX, Kak «/luckpernas marematuka», «KoHeunsle mois», «MareMmaruyeckas
jgorukay, «duddepenuuanbipie ypaBHEHUs», «MaremMaTHUEeCKU aHaIHu3»,
«I"'eomeTrpusa», «Teopust BEpOATHOCTEN U MaTEMATUYECKasd CTAaTUCTUKaA», « Teopud
KoaupoBaHus», «Teopust nuHGOpMaALUKU U CITy4aiiHbIE TPOLIECCHDY.

Jlist mpoBEpKU YpOBHSI OCBOEHHS y4eOHOro Marepuana CTYAEHTbl UMEIOT
BO3MOKHOCTh BOCIIOJIb30BAThCSI KOHTPOJIBHBIMHU BOIIPOCAMU IO KaXIOMY pa3aeiy
JAHHOU MPOTPAMMBI.

5. OcoO0eHHOCTM OpPraHM3alUM NPOLEAYPbI TOCYAAPCTBEHHOH MTOrOBOM
aTTecTallMu JIMI, MMEIOIMNX OrPAHUYEHHbIEC BO3MOKHOCTH 3/10POBbS

5.1. lns oOydvaromuxcs U3 YHUCIa WHBAIMJOB TOCYJapCTBEHHBIH 3K3aMEH
IPOBOJIUTCS C YYETOM OCOOCHHOCTEH WX TICHUXO(U3NYECKOTO Ppa3BUTHUS, HUX
WHIMBUIYAIbHBIX  BO3MOXKHOCTEH M COCTOSIHUSL  3/I0pOBbsl  (manmee  —
WHJUBUyaJIbHbIE OCOOEHHOCTH).

5.2. lIpu nposenenuu ['D obecnieunBaercst coOmoaeHne 00X TPeOOBAHMIA:

- TPOBEJEHUE TOCYAAPCTBEHHOW WTOTOBOW aTTECTAllUU MAJIi MHBAJIHUIOB B
OJTHOM ayJUTOPUHU, COBMECTHO C O0YUAIOUIMMHUCS, HE UMEIOIUMHU OTPaHUYEHHBIX
BO3MOYKHOCTEHN 310poBbs (nanee - OB3), ecin 3TO HE cO3/1a€T TPYAHOCTEW MJIs
oOyJaromuxcs Mpu NpoxoxaeHuu '3;

- TPUCYTCTBUE B ayJAUTOPUU ACCHUCTEHTa (ACCHCTEHTOB), OKAa3bIBAIOLIETO
00yYaromuMcsl HHBaJIMAaM HEOOXOIUMYI0 TEXHHYECKYIO0 MOMOIIb C Y4€TOM HX
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WHIUBUTYAIbHBIX OCOOEHHOCTEW (3aHATh pabodee MeCTO, TEePEIBUTATHCA,
IpoYHUTaTh U 0OPOPMUTH 3a/1aHue, 001maTbes ¢ uieHamu ['IK);

- MOJB30BAHME HEOOXOIUMBIMU OOYYAIONIUMCS WHBAIWAM TEXHUYECKUMU
CpelcTBaMH MpU TPOXOKIEHUU TOCYJAAPCTBEHHOM HWTOTOBOM arTecTalud C
Y4E€TOM UX UHAUBUAYAJIbHBIX OCOOCHHOCTEH;

- obecrieueHrue BO3MOXKHOCTH OECTPEISITCTBEHHOTO JOCTyNa 00y4YaroIIuxcs
WHBAJIMJOB B ayJAWTOPUH, TyaJleTHbIE M JAPYTHE TOMEIICHUS, a TaKkKe HX
npeObIBaHUSI B YKa3aHHBIX TIOMEIICHHUSX (HaJIWM4We ITaHIyCOB, TOPYYHCH,
PaCHIMPEHHBIX JABEPHBIX MPOEMOB, JTU(TOB, MPU OTCYTCTBHH JIUPTOB ayIUTOPHUS
JOJDKHA PpacIiojaratbCsi Ha TIEPBOM OTa)Ke, HAJIWYUE CICIHAIBHBIX Kpecel H
JIPYTUX MPUCTIOCOOTICHUI).

5.3. Bce nokanpubie HOpmatuBHBIE akThl DPI'BOY BO «Yenl'V» mo
BOIIPOCAaM TMPOBEACHHUS TOCYJIapCTBEHHOTO JK3aME€Ha JIOBOJSTCS JO CBEICHUS
00y4Jaronmxcsi ”HBAJIKUIOB B IOCTYITHOM I HUX (hopMme.

5.4.Tlo MUCbMEHHOMY 3asBJIEHUIO oOyuaromierocs WHBaJIAIA
MPOJOJDKUTEILHOCTh  CIauyu  OOYyYaroNIMMCS WHBAJIUIOM TOCYJIapCTBEHHOTO
JK3aMEHa MOXKET OBITh YyBEIMYECHA IO OTHOIICHHIO K YCTAaHOBJICHHOM
MIPOJIOJDKATEILHOCTH €T0 CIauH:

— MPOAOIKUTENBHOCTh CAAYM TOCYAAPCTBEHHOTO SK3aMEHa, IPOBOIUMOTO B
nUCbMEHHOM (hopme — He Oosee uem Ha 90 MUHYT.

5.5. B 3aBUCHUMOCTH OT WHAMBUYATbHBIX OCOOCHHOCTEH OOyYaroluXcs C
OB3 B O®I'BOY BO «Yenl'V» obOecnieunBaeTcsi BBINOJIHEHUE CIEAYIOIIMX
TpeOOBaHMI MPU TMTPOBEICHUH T'OCYJAPCTBEHHOTO aTTECTAIIMOHHOTO UCIIBITAHUS:

a) JUIs CIIETIBIX:

3aJIaHHsl U UHbIE MATEPHUAIIbI IS CJAYH TOCYJAPCTBEHHOTO aTTECTAI[MOHHOTO
UCTIBITaHUST OQOPMIISIIOTCS peibeHO-TOUeHUHBbIM HpudTOoM bpaiing unu B BHIE
AJIEKTPOHHOTO  JIOKYMEHTa, JOCTYIHOTO C TIIOMOIIbIO KOMIIbIOTEpPA  CO
CHEIUAIM3UPOBAHHBIM ~ MPOrPAaMMHBIM ~ OO€CII€UeHHUe JUIsl  CIIEMbIX, JIM0O0
3aUUTHIBAIOTCS] ACCUCTEHTOM;

TUCEMEHHBIC 3aJ]aHUs BBIMIOJTHSAIOTCS 00yJaronuMucs Ha Oymare penbedHo-
TOYeYHbIM mpudTOM bpaiiiisg, wWIK BBHIMOTHAIOTCS HAa KOMIBIOTEPE CO
CIEIUAN3UPOBAHHBIM ~ MPOTPAMMHBIM ~ OO€CIIeUeHHe JUIsl  CIICTIBIX, JIOO0
HAJMKTOBBIBAIOTCS ACCHCTCHTOM;

npu  HEOOXOAMMOCTH  OOYYAIOIIMMCS  MPEJOCTABISICTCS  KOMILIEKT
MUCBMEHHBIX TMPUHAJICKHOCTEH W Oymara is MUCbMa penbedHO-TOYCHHBIM
mpudtom bpaitng, KoMmmploTep C€O CHEIUATM3UPOBAHHBIM  MPOrPAMMHBIM
oOecrieueHue AJis CIEenbIX;

0) 715t CTa0OBUIAITNX :
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3a/IaHUSl ¥ UHBIE MAaTEepUAJIbI JJIsI CIA4YU TOCYIApCTBEHHOIO aTTECTAI[MOHHOTO
UCIIBITAaHUS OPOPMIISIOTCS YBETUYCHHBIM MIPUPTOM;

obecreunBaeTcsl MHIUBUIyAIbHOE paBHOMEpHOE ocBelieHne He menee 300
JIIOKC;

Ipyu HEOOXOAMMOCTH OOYYaIOMIMMCS MPEAOCTABIIAIOTCS YBEIUUYUBAIOIINE
YCTPOMCTBO, JOMYCKAE€TCs  HCIOJb30BAHWE  YBEIMYUBAIOIIUX  YCTPOWCTB,
UMEIOITUXCS Y 00yJaroIuxcs;

B) JUIS TIYXUX U CJIA0O0CTBIMIANTNX, C TSHKEIBIMUA HAPYIICHUSIMH PEYH:

obecrnieynBaeTCsl HAJIM4YME 3BYKOYCHJIMBAIOIIECH anmapaTypbl KOJUIEKTUBHOTO
NOJIb30BaHUS, MpU  HEOOXOAMMOCTH  OOydarouuMcs  IPenoCTaBIseTcs
3BYKOYCHUJTMBAIOIIIAS anmnaparypa KOJJIEKTUBHOTO MOJIb30BaHMUS;

M0 WX JKEJIaHWIO TOCYJapCTBEHHBIE WUCIBITAHUSI MPOBOASTCS B MHUCHMEHHOU
dopwme;

T) JUIs ULl C HAPYIICHUSIMU OMOPHO-IBUTATEIHHOTO armapaTa (TsSKeIbIMU
HAPYIIEHUSMU JBUTATEIBbHBIX (QYHKIIMH BEPXHUX KOHEYHOCTEH W OTCYTCTBUEM
BEPXHUX KOHEUHOCTEN):

MAChbMEHHBIE 3aJIaHUsI BBITIOJHSIOTCS OOYyYalOIUMHCS Ha KOMIBIOTEPE CO
CIICIMAIM3UPOBAHHBIM TMPOrPAMMHBIM 00€CIIEYEHUEM WJIM HAaJIUKTOBBIBAOTCS
aCCHUCTEHTOM,;

M0 UX JKEJIAHUIO TOCY/IapCTBEHHBIE aTTECTALIMOHHBIC UCTIBITAHUS TTPOBOISITCS
B yCTHOH (hopme.

5.6. OOyywaromuiics WHBANIHM, HE TO3JHEE, YeM 3a 3 Mecsma J0 Hadaja
npoeenenus [MA, B wyactHoctn ['D, mnomaeT NHCBMEHHOE 3asBICHHE O
HEOOXOJAMMOCTU CO3JIaHUs JJIsl HEro CHEIUAaIbHBIX YCIOBUW TMPHU TNPOBEICHUU
rOCyJapCTBEHHBIX aTTECTAIMOHHBIX MCIBITAHUNA C YKa3aHUEM OCOOEHHOCTEH ero
NCUXO(PU3NYECKOTO PA3BUTHSI, WHIUBUIYAIbHBIX BO3MOXKHOCTEH M COCTOSHUS
310poBbs. K 3asBIEeHUIO MpUIAratoTCsi JOKYMEHTBI, MOATBEPKIAOIINE HATUIUE Y
0Oy4Yaromnierocss MHAMBUIYAIbHBIX OCOOCHHOCTEW (MPU OTCYTCTBUU YKa3aHHBIX
nokymeHToB B @I'BOY BO «Yenl'V»).

B 3asBnenun oOydwaromuiics yka3blBaeT Ha HEOOXOIMMOCTH (OTCYTCTBHE
HEO0OXOIMMOCTH) MIPUCYTCTBUS aCCHUCTEHTa Ha rocyJ1apCTBEHHOM
aTTECTAI[AOHHOM HWCIIBITAHUH, HEOOXOAMMOCTHh (OTCYTCTBHE HEOOXOIUMOCTH)
YBEIMYEHUSI TPOJOJLKUTEIBHOCTH CAAYM TOCYAApPCTBEHHOrO AaTTECTAllMOHHOIO
UCIBITAHUSI TIO OTHOLIEHHWIO K YCTAHOBJICHHOW MPOJOJKUTEIBHOCTH (ISt
KaXXJI0T0 aTTECTAIMOHHOTO UCTIBITAHUS).
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[Ipunoxenune
Teopernueckue Bonpocei ['D

Paznen 1. JluckpeTHast maTemaTuka
1. KomGunaropuka.

1) IpaBuia CyMMBI U TIPOU3BEICHHUS.

2) ®opmyria BKIIOYCHUS M UCKITFOUCHUS, TPUMEPHI PUMCHCHUSL.

3) Coueranusi, MEPECTAHOBKH, pa3MmelneHus, yrcia CTUpIUHra IepBOro U BTOPOTO
poJia, KOMOMHATOPHBIN CMBICI STUX YHCEI.

2. I'padwi.

1) Ompenencuust rpada, oprpada. Buasl rpadoB(HoaHBIE, IBYIOJBHEIC,
peryJysipHble, CBSI3HbIE, IUIOCKKE, TNIAHAPHBIE) U UX OCHOBHBIE CBOMCTBA.

2) JlepeBbsi, CBOMCTBA ICPEBBEB, MIEPEUNCIICHHUE JICPEBhEB.

3. KoneuHble aBTOMATHI.

1) OmpenencHue  NCTEPMUHUPOBAHHOTO  KOHEWHOro  aBToMata  (JIKA),
He/IeTepMUHUPOBAHHOTO KoHeuHoro aBToMata (HKA), negerepmunnpoBaHHOTO
KOHeuHoro aBTomara ¢ e-mepexomamu (e-HKA). CnocoGel ux 3amaHus.
Pacmupenne gynkiuii nepexona mo nemnouke. SA3wpiku JIKA, HKA, e-HKA.

Paznen 2. TeopeTUko-4MCIOBbIE METOIbI B KpUNTOrpaduu
1. BepoATHOCTHBIE TECTHI OMPEAENECHUsI TPOCTOTHI YUCa (Ha OCHOBE TEOPEMBI
®epma, Comnoses — llItpaccena, Pabuna — Muiepa).
. TectupoBanue uncen Ha npoctoty (Konsruna-Ilomepanca, Mumiepa).
. Teopema Diinepa u manas reopema depma (¢ 10Ka3aTEITLCTBOM).
4. Anroputmbl akTopuzanuu 1eisix yrcen (JIenerpsr, p-1 - merox [lomnapaa, p-
metox [lommapaa, [llepmana-Jlemana, Jlukcona).

w N

Paznen 3. Teopust uHpOpMaIK U KOAUPOBAHUS
1. DaTponus u uHGOpMaIHS.
1) Buapl uHdopmanuu: coOCcTBeHHas HH(opMaIus, yclIoBHas HHGOpMAIWs,
B3aMMHas WH(pOpMaIusl.
2) DHTpONHsI BEPOSTHOCTHON CXEMBI M €€ CBOMCTBA.
3) YciioBHAs SHTPOITUS M €€ CBOMCTBA.
4) BzanmHast ”HQOpPMAIIUS U €€ CBOMCTBA.
5) IuCKpeTHBIN HCTOYHUK O3 TTaMSITH.
2. Koapl ucrounuka.
1) CkopocTh KOAMPOBaHUS, CKOPOCTh CO3JIaHUsI HH(POPMAIIHH.
2) Teopemsr IlleHHOHA 00 UCTOYHUKAX.
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3) [Ipedukcubie kOB, HepaBeHCTBO Kpadra.
4) Konpr lllennona — deHo, onTUMalibHbIC KO XadhMaHa.
3. MaremaTrueckas MoJie/lb KaHaJla CBSI3H.
1) JIuckpeTHbIi KaHa Oe3 MaMsTH.
2) Kox kaHana, CKOpOCTh Mepeiavn KoJia o KaHaly.
3) CpenHsist BEpOATHOCTD OIMUOKHU JCKOIUPOBAHUSI.
4) UudopmarvionHass €MKOCTh KaHaja, MPOIYCKHAs CIOCOOHOCTh KaHajia
cBsi3H, (hopMysupoBKa TeopemMsl [lleHHOHa 0 KoAMpOBaHUM B KaHAJIE.
4. JluHeiHbIe KOMBI.
1) IMopoxaarorias MaTpuIla JMHEHHOTO KO/Ia, MPOBEPOYHAS MATPHIIA.
2) MuHMManbHOE  KOJOBOE  pacCTosiHUe, Teopema  XemMmuHra  (C
JI0Ka3aTeIbCTBOM).
3) CunapoMHOE IeKOIUPOBAHHE.
4) Koapt XaMMUHTa, IEKOIUPOBAHKUE KOJIOB XEMMUHTA.

Pa3nen 4. CTpyKTyphl JaHHBIX U QITOPUTMBI
1. Anroputmsl Ha rpadax.
1) O6xon rpada B rayOHHy (QITOPUTM, CIIOKHOCTH, IPUMEHEHHUE).
2) ANTOpUTMBI HaX0XKICHHUS KOMIIOHEHT CBSI3HOCTH (ITOWCK B IIMPHHY ).
2. AaroputMmbl Ha Tpadax.
1) AnropuT™ HaXOXKJICHHS KpaTUaHIINX PACCTOSIHUN OT BBIJICJICHHOW BEPIIUHBI
710 BCEX OCTaJIbHBIX BepiluH rpada (aaroputm JedkcTpsl).
2) [Nowuck B mmpuHY U KpaTyaiimue mytu B rpade (Teopema dioiina).
3. ANTOpUTMBI BHYTPEHHEH COPTHUPOBKH.
1) CopTupoBKM CpaBHEHHSIMH (COPTHPOBKA BCTaBKaMH, NHpaMUIaIbHAsS
COPTHPOBKA, OBICTpast COPTUPOBKA). OLIEHKU CI0KHOCTH.
4. ANTOpUTMBI TIOUCKA B JICPEBbSIX.
1) lepeBbsi TBOMYHOTO TOWMCKA, COaJaHCUPOBAHHBIC IO BBICOTE (KPacHO-
YEpHBIC JICPEBbS).
2) OrieHKa MaKCUMAaJIbHOW BBICOTHI COAJIAaHCMPOBAHHOTO JIEPEBa C N y3JIaMHu.
3) AIropuT™M  BCTaBKM  DJIEMEHTa B JIepEBE  JBOMYHOTO  TIOMCKAa,
cOaTaHCUPOBAHHOTO T10 BBICOTE.

Paznen 5. Texnosorus nporpaMMHUpOBaHUS
1. ’)Ku3HeHHBII LUK TpOrpamM.

1) OnTuMu3ais nporpamm. AJIropuTMudecKasi, MallliHHO-3aBUCHMAs1, MAIITHHHO-
HEe3aBHCHUMas ONTUMHU3ALMA. BUbl ONTUMU3aLMH, BBIIOJIHSAEMBIE
KOMIWISATOpaMu. BiusiHue onTuMU3anny Ha NEPEHOCUMOCTb.

2) CriocoObl HaITMCaHUs TIEPEHOCUMBIX MTPOTPAMM.

©DIB0Y BO «(Uenl'Y»



MHWHOBPHAYKH POCCHUU
@” DenepanpHOE rocyJapcTBEHHOE OI0KETHOE 00pa30BaTeIbHOE
YUpEKAECHHE BBICIIEr0 00pa30BaHUs
«Hensabunckuii rocynapcrseHnslil yausepeurer» (PI'bOY BO «Henl'Vy»)
Marematuueckuii paKyabTeT
Kagenpa koMp1oTepHOil 6€301aCHOCTH U IPUKJIAAHON anredpsl
IIporpamma rocyaapcTBEHHOTO dK3aMeHa

1o crrenranbHOCTH 10.05.01 KoMmbloTepHas 6e301macHOCTb,

crerpasm3anyy Crerpanuzanust Nel "Anann3 6€300acHOCTH KOMIBIOTEPHBIX CHCTEM"

Bepcus nokymenTa - 1 Crp. 15 ITepBriii SK3EMILISP KOITU S Ne

3) TectupoBanue nporpamm. OYHKIIMOHAIBHOE U CTPYKTYPHOE TECTUPOBAHHUE.
2. MeTo10510TUM IPOrpaMMHUPOBAHUS.
1) CtpyKTypHOE MPOrpaMMHUPOBAHHE.
2) MoynbHOE porpaMMHUpPOBaHUE.
3) OobekTHO-oprueHTupoBanHoe nporpammupoBanue (OOIT). Kounnenmuu OOIT:
UHKaTCYJIsus, HaclleJIOBaHuUE, noauMophusm, abcTparupoBaHue.
AOcTpakTHbI€ TUIBI JaHHBIX. Kitacchl, 00BEKTHI U METOBI.

Paznen 6. Kpunrorpadguueckrue MeTo bl 3alIUTHl HHPOPMAIUH
1. CuMmmeTpUYeCcCKUe CUCTEMBI IMU(PPOBAHUS.
1. Onpenenennie 6mounoro mudpa. Pexxumsl 6ounoro mudposanus. Chepol
PUMEHEHUSI.
2. Cetb Deiictensa, SP-ceTs.
3. CocraBHble 3nemMeHThl anroputmoB mudposanust AES, DES, TTOCT 28147-
89, I'OCT 34.12-2015. CpaBHUTEIbHBINA aHAIN3.
2. [Torounble cucTeMbl MUGPOBAHUS.
1) OnpenencHue MOTOYHBIX MHUQPPOB. [IpuHIMITEI TOCTpoeHUs. TpeboBaHUs K
napametrpam. [Ipumepsl. CpaBHUTENBHBIN aHAIN3.
2) JluHeliHbBIE PEKYpPEHTHBIE TIOCIENOBATEIILHOCTH (PETUCTPBI CABHTA C
o0paTHOU cBs3b10). TpeOoBaHMS K MTapaMeTpaM.
3. ACUMMETpHUYHBIE CUCTEMBI IIH(PPOBAHHUS.
1. AcummerpuyHas kpuntorpadgus. Mopens u 3a4auyud  aCUMMETPUYHOU
kpunrorpapuu. Cepbl npUMEeHEHHUS.
2. Anroputm mudposanusi RSA. Ataku, He TpeOyrommue (akropuzanuu, Ha
anroput™ RSA. BriGop 6e30macHbIX mapaMeTpoB allfOPUTMA.
3. Anroputm mmudpoBanus Iiab-1"amans. CToiKocTh anroputMa Dib-I"amars.
4. DnexTpoHHAas U(PPOBAsI TOITUCH.
1) Matematnueckas wmoaenb OIII. 3amaum DIl CpaBaenme OUII u
cobctBerHHOpyuHOM noanucu. Ataku Ha DLII. Chepsl npumeHeHUs.
2) O6mas DIII1, mapameTpsl, TOCTOMHCTBA.
3) Caenas DIIII, coBMecTHAs MOAIMHKCH.
4) UudpacTpykTypa  OTKPBITBIX  KJIIOYCH.  YIOCTOBEPSIONIMUA  IICHTP.
Ceprudukar: onpejeieHue, ENOYKH, UepapXus, yIpaBleHUE.
5) Cranmapter DLIT DSA, TOCT 34.10-94, TOCT 34.10-2012: mapamerpsl,
CTOMKOCTb, CKOPOCTh. CpaBHUTEIbHBIN aHAJIU3.
5. Xenr-pyHKIIH.
1) Obmee mnousitre xem-¢pyHknuu. [lonsarue omuamaroBoir X®. Oobmactu
npumeHeHus1 XP. OcHoBHOe TpeOoBaHue k XD.
2) KimtoueBass X®, obOmactu wucnosib3oBanus. beskimoueBas XD, obmactu
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3) Kpunroananu3 xem-QyHKIUH: KOJUTM3UU | ¥ 2 poja, aTakd HaXOXJICHUS
KOJUIU3UH.

4) Crangaptel xem-pynkuuu SHA-1, SHA-3, TOCT 34.11-94, TOCT 34.11-
2012: mapaMeTpsbl, CTOMKOCTb, CKOPOCTh. CpaBHUTEIBHBIN aHAIH3.
6. [IpoToKoJIBI MEpeaun KITFOUECH.
1) Knaccudukamus wmoueit. OCOOCHHOCTH YIPaBICHHUS CUMMETPHUCCKUMHU H
ACUMMETPUYECKUMU KITFOUaAMHU.
2) OCHOBHBIC TIPUHIMITBI ~TIOCTPOCHHS TIPOTOKOJIOB Tepeiayd  KIFOUeH.
[Ipumepsr.
3) Cxema mpeaBapuTeIbHOTO pacipe/e/ieHns KiadeBoi nadopmaiuu. [pumep.
7. IIpOTOKOJIBI OTKPBITOTO pacHpeiesIeHus KIHOUEeH.
1) OmnpeneneHue, MPUMEPBI, CPABHUTEIIBHBIN aHAIN3.
2) Iporokon [uddu-Xemimana. OCHOBHbIC aTakd Ha MPOTOKOJ. Brioop
0e30MacHbIX MapaMeTPOB MPOTOKOIIA.
3) Araka «4enmoBek mocepenuHe» Ha mpotokon Juddu-Xemmvana. Bo3moxHbIe
CIIOCOOBI YCTPaHEHHUS dTOM aTaKH.
8. IIpoTokoJibl ayTeHTHU(DHUKAIUH.
1) OcHOBHBIEC IOJXO/IBI K TOCTPOSHHIO MPOTOKOIA ayTeHTH(GuKanuu. [IpumMepsr.
2) OcHOBHBIE 3a1a4M U IeNK IpoTokoja ayreHTHdukaimu Kerberos. IIporokon
Kerberos.
3) OcHOBHBIC aTakW Ha MPOTOKOJBI ayTeHTU(UKauu. [Tpumepsr.

Paznen 7. 3ammra nndopmaruu
1. HudopmannonHas 6€30MacHOCTb.
1) Tonsatue wWHPOPMANMOHHOW OE30MACHOCTH M €€ MECTO B CHCTEME
HaIlMOHAJIBHON O€30TaCHOCTH.
2) Bumel ¥ HICTOYHUKY Yrpo3 HHOPMAIIMOHHOM 0€301MacHOCTH.
3) Cucrema HOPMAaTHUBHO-TIPaBOBBIX aKTOB, periaMeHTUPYIOIINX
obecnieueHue nHOOPMAIIMOHHON 0€30MTaCHOCTH.
2. OCHOBHBIE MTOHATHSA 3aLTUTHI HHPOPMAIUH.
1) OOBeKThI, CYyOBEKTHI, METOIBI IOCTYTIA.
2) HecankmuonupoBaunsii qoctyn (HC).
3) YpoBHU KOH(PHICHIINATEHOCTA OOBEKTOB M YPOBHH JOCTYIA CyOBEKTOB.
4) KateropupoBanue aBTOMaTH3HpoBaHHbIX cucreM (AC) W cpeicTB
BeruucauTenpHOM TexHuKu (CBT).
5) Kananbel yTeuku, MOOOYHBIE AIEKTPOMATHUTHBIC W3IYYCHUS W HABOJKHU
(IISMUAR).
6) Cneuuanbubie uccienoBanus (CH) TEXHHMYSCKUX CPEICTB U CHCIMATbHAsS
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naboparopHas nposepka (CJIIT).

3. Mopenu pasrpaHu4yeHus JOCTyTa.

1) N36upaTenbHOe (UCKPEIMOHHOE) pa3rpaHHueHHE JOCTyIIA.

2) U3zonupoBanHas (3aMKHYTas) IpOrpaMMHasi Cpejia.

3) [MostHOMOYHOE (MaHIATHOE) pa3rpaHUYCHUE OCTYTIA.

4) [TosTHOMOYHOE Pa3TpaHUUCHUE TOCTYTA C KOHTPOJIEM HH()OPMAITHOHHBIX
MOTOKOB.

5) PoneBoe pasrpannueHne T0CTyIIA.

Paznen 8. OnepanrioHHbIE CHCTEMBI U CHCTEMHOE IIPOrPAMMUPOBAHUE

1.

OnepanroHHas cucTeMa.

1) Tonstue OC. Kommonentst OC. Apxurekrypa OC. SAmpo OC.

2) OcHosubie pynkiwm OC.

3) [IporpammHo-anmaparHbie CpelcTBa MOJJICPKKHU pexuma
MYJIBTUIIPOTpaMMUPOBaHUs. MexaHu3Mbl peaanu3aluil MHOT033/JaYHOCTH.

. ITponeccop.

1) IMpunIUe! padboTh mporeccopa. KoMaH bl mpoieccopa, CUeTInK KOMaH/I,
CJIOBO COCTOSIHUS MIPOIIECCOpA.

2) Pexxumbl paboThI Tiporieccopa (Ha mpuMepe MPOIEeCCOPOB apXUTEKTYphl [A-32).
PeanbHbIil 1 3aMIMIIEHHBIN pexXuMbl paboThl. [IpuBmerupoBaHHbIN U
HEMPUBUIIETUPOBAHHBIN PEKUMBI paOOTHI.

3) IIpeprbiBanus (MporpaMMHEBIE, arlapaTHbIC U UCKITFOUCHHUS) U UX 00paboTKa.

. BupryaspHas namsrs.

1. Konuenuus BUPTyaibHON NaMsATH, Ha3HAYCHUE.

2. AnmapaTHble CpeACTBa TOIJCPKKH BHUPTyalIbHOW TaMATH (HA TMpuUMeEpe
MPOIIECCOPOB  apxXUTEKTyphl [A-32). MexaHu3M CTpaHHUYHOW TPaAHCIISAIIHAHN.
TabnuIlel ¥ KaTaI0TH CTPAHMUIL.

. @aitoBas cucreMa.

1) lMousitue ®C, Haznayenue. Peanusanus OC.

2) Metoapl xpaHeHusI UHGOPMAIIMK O JUCKOBBIX 0JI0KaX, MPUHAIISKAIINX (haiity
B FAT, Ext2, NTFS, ReFS.

3) CpenctBa obecrieueHus: HaIeKHOCTH M BBICOKOM mpousBoauTeasHoctu OC.

. IIpoueccsl 1 MOTOKM.

1) IMonsitue mporiecca u notoka. [IpeacrasiieHre MPoOLECCOB U MOTOKOB (Ha
npumepe OC Windows NT u Linux), ocHOBHBIE CTPYKTYPBhI JTaHHBIX.

2) Konrierniusi cocTosiHMiA TIpoIieccoB. JlnarpaMmma cOCTOSTHHIN Tporiecca.

3) KonrekcT mpoiiecca 1 moToka.

. CI/IHXpOHI/ISaHI/Iﬂ MpouecCCoOB.

1) IToHATHE CHHXPOHU3AIMH TTOTOKOB U TPOIIECCOB.
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2) YCIIOBUSI KOPPEKTHOM CHHXpOHHM3AIMU (B3aMMHOTO MCKIIOYCHUS, Tporpecca,

OTPaHUYEHHOI'O 0KUJIaHNUSA).
3) Kpurnueckue cekimu. CocTosiHie roHKU. B3anMHOe HCKITIOYCHHE.

4) [IpUMHUTUBBI  CUHXPOHU3AIMH: ceMadopbl, COOBITHS, MBIOTEKChI, CITHH-

OJIOKUPOBKHU.

5) [IpuMUTHBBI MEKIIPOIIECCHOTO B3aUMOJICHCTBUS: COOOIIICHNS, KaHAJIbI.
7. IlporpammHuoe okpyxenue OC.

1) KoMIuIsITophl, TMHKOBIIHKH.

2) CtaTu4ecKue U TMHAMHYECKHE OMOIHMOTEKH.

3) ®opmaTbl 0OBEKTHBIX U HCIIOTHSICMBIX (haHIIoB.

4) 3arpy34uK UCIOIHIEMbIX (DaiiioB. [IMHaAMHUYECKas JIMHKOBKA.

5) UuTtepdeiic OMOIMOTEYHBIX BBI30BOB. CHCTEMHBIC BBI3OBHI.

Pazgen 9. ba3el gaHHBIX
1.ba3bl JaHHBIX.

1) IMonsTre OaHKa TaHHBIX, KiIaccuukamys OaHKOB JTaHHBIX.

2) Uepapxuueckas, ceTeBas M pEISIHOHHAS MOJEIH JAaHHBIX; MOJCIH
YOPaBJICHUS TaHHBIMU; MIPEUMYIIECTBA M HEJIOCTATKU LIEHTPATM30BAHHON U
pacrmpeneneHHON MOJICIN YIIPABICHHSI TaHHBIMHU.

3) [TonsATHE LEIOCTHOCTH M HEIPOTHBOPEYMBOCTH Oa3bl JAaHHBIX, METOMIbI U
CpelncTBa 00eCcTieUeHHS 1IeTTOCTHOCTH U HETIPOTHBOPEUHNBOCTH.

2 .PensisionHast MOJIeNb JaHHBIX.

1) CyTh, TOCTOMHCTBA K HEAOCTATKH.

2) [TonsiTE O HOpMAaIM3AlMH, BUJIbI HOPMAaIbHBIX (HOpPM, KaKhe HEIOCTATKU
OHH YCTPAHSIIOT.

3.0neparopsl u 3anpocsl SQL.

1) O6muii Buzg oneparopa SQL (SELECT, INSERT, UPDATE, DELETE).

2) BiioskeHHBIE 1TOA3anpOoChl, 00beuHeHMs. [Ipumepsl.

3) opsinok BeimosHeHus oneparopa SELECT.

4 PensiinoHHbIe 0a3bl TaHHBIX.

1) Pensimmonnas anredpa Kona.

2) [MousTHE CXEMBI, JIOTHYECKOE MPEACTaBICHHE 0a3bl JaHHBIX.

3) Tabmuupt u  npeactaBienus bJl. TeopeTHMKO-MHOKECTBEHHBIE U
CrieIMaTbHBIC PEISIITMOHHBIE OTIepPaITiH.

Pazgen 10. BeraucnurenbHbIC CETH
1.Texuonorust Ethernet.
1) IpuHIMI CIy4aHOTO MHOXKECTBEHHOIO JOCTyHa K Cpele IMepeiaadyd —
CSMA/CD. OGHapy>eHue 1 ycTpaHEHUE KOJLTU3UA.
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2) OrpaHvueHHe HAa MAaKCHMaJbHBIM pa3Mep NIMPOKOBEIIATEILHOW CETH
Ethernet. JlomeHn KOJIIU3HIA.

3) Fast Ethernet.

4) TlomymyruieKCHBIAH M TIOJHOAYIUICKCHBIA peXuMbl paboTel cetu Ethernet.
VYcnoBuss  asig OpraHu3allMM  MOJHOTO — JAyIUIeKca,  MPEeUMYINEecTBa
UCTIOJIb30BaHUSI.

2.KoHUEHTpaTOpbl U KOMMYTAaTOPHI.
1) [ToHsTHE KOHIICHTpAaTOpa, KOMMYyTaTopa. [IpuHIMITEI UX PabOTHI.
2) Yupagnsembie kommyTaTopsl Ethernet.
3) Spanning Tree.
4) VLAN, IEEE 802.1Q.
3.Ctex mpotokosioB TCP/IP.
1) MesxceTeBoll ypoBeHb: Ha3HaYeHHE, oHsATHE [P-anpeca, anpeca cetu, Macku
MOJICETH, 3apE3ePBUPOBAHHBIC ajpeca.
2) Mapmpytuzanuss B [P-cetsix:  BuABI  MapmpyTH3amud, — Ta0IuIa
MapIIpyTHU3ALUH.
3) TpaHCHIOPTHBIM ypPOBEHb: Ha3HAUCHHE, MPOTOKOJBI, JIOTHUYCCKUE IOPTHI,
JIara3oHbl JIOTHYECKUX MOPTOB, COKETHI.
4) Tpancnsanus ceTeBbIX aapecon: TexHosoruu NAT, PAT.
5) [IpuknaaHO# ypOBEeHb: QYHKIIHS, IPOTOKOJIBI.
6) ®usnueckuit ypoenb: MAC, LLC, nporokon ARP.
4.BbIYuCIUTENbHBIE CETH.
1) IToHATHE BBIYUCIIUTEIILHOW CETH.
2) TomoJIoruu CeTex.
3) ®usnueckas opranm3anus cereii: Ethernet, Token Ring, FDDI.
4) CemuyponeBas mojaenb |SO/OSI.
5) XapakTepHCTUKH CeTEH: HAJEKHOCTD, OTKa30yCTOMYHUBOCTb,
MacIITabHupPyeMOCTh, paCIIUPSAEMOCTh, ObicTpoeiicTBue. [Ipumepsl.

Paznen 11. IlporpamMmMHO-ammapaTHeie CpeaCcTBa oOecniedeHrss HHPOPMAITMOHHON
0e30macHOCTH
1. CeteBast 6€30MaCHOCTb.
1) JIOCTOMHCTBA U HEJOCTATKH OCHOBHBIX TEXHOJIOTHI MEKCETEBBIX SKPAHOB.
2) CpaBHUTENBHBI aHaIM3 CETEBBIX M XOCTOBBIX CHCTEM OOHApyKEHHUSI
BTOPKECHUMU.
2. Buptyansubie yactubie cetu (VPN).
1. Texnonoruu nocrpoenust VPN. Haznauenue. PexxuMbl pyHKIIMOHUPOBAHUSI.
[Tpumeps! UCIIOIb30BaAHUS.
2. IPSec. Obmas cxema, Ha3HAYEHHE, XapPaKTEPHUCTUKH, 3aIIUTHBIC (DYHKITUU.
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TyHHENbHBIN U TPAHCIIOPTHBIN PEKUMBI paOOTHI.

3. VPN B gomene Windows. MSCHAP(v2) (oOmiasi cxema, Ha3Had€HHE,
XapaKTEPUCTUKH). NAP (OCHOBHBIE KOMIIOHEHTHI, IPUYUHBI
pa3BepTHIBAHUSA).

3. BpemonocHoe mporpamMmmMHoe obecriedeHue.

1) INoHsATHE BPEIOHOCHOTO POTPAMMHOTO 00ECTICYCHHUS, KITACCUPUKAIIHS.

2) OCHOBHBIC BHIbI (BUPYCHI, YEPBH, PYTKUTHI, SIKCILUIOUTHI, TPOSHBI, O9KIOPHI).
MexaHu3Mbl pabOTHI.

3) Monenu pactipocTpaHeHUs, METO/Ibl BHEIPCHUSI.

4) MeTopl OOHApYIKEHHS U 3QIIUTHI.

4. YA3BUMOCTH MPOTPAMMHOTO 00eCIIeYEHUSI.

1) Tonstue ysa3pumocTH. Kiaccudukaius ysi3BUMOCTEH.

2) OCHOBHBIC YSI3BUMOCTH KOJMPOBAHUS: IMEpernoyiHeHre Oydepa, OIIMOKH
dbopMaTHOHN CTPOKH, IEJTOYHMCICHHOE MEPEIOJHEHNUEe, OITUOKA OOpaIleHus 1o
UHJIEKCY.

3) llennkompl. DKCIIONTHI. METOIBI CO3IaHMsI, 0COOEHHOCTH
(GyHKIMOHUPOBAHMUS.

4) 3amuTHBIC MEXaHU3MBI (3alIUTa Ha ypoBHEe KommmisTopa, ASLR, DEP).

5) MeTtoap! 00X0/1a 3aIIUTHBIX MEXaHU3MOB.

5. 3amuTa NporpaMMHOTO KOJa.

1) Cratuueckoe ucclieIoBaHUE KO/Ia U METOJIbI 3aIlIUThI OT HETO.

2) JluHaMHUYecKoe MCCIIeJOBaHUE KOJIa U METO/IbI 3aIIUTHI OT HETO.

3) 3ammTa OT HECAaHKI[HOHMPOBAHHOTO KOITMPOBAHUS M UCIIOJIb30BAHUS.

6. Cranmaptabie cpeactsa 3anutel OC Windows.

1) BHyTpeHHHE MEXaHW3MbI pa3TpaHUYCHUs JOCTyHa (MapKepbl IOCTyINa H
JECKPUIITOPHI 3alllUThI), CTPYKTypa W Ha3HAYEHHUE, y4acTHE MapKEpoB
JOCTyTNa U JCCKPUNTOPOB 3alUTHl B MPOIEAYpPEe MOIYyYEHHUS CyObEKTOB
nocryna k oobektam OC.

2) [IpaBa ®C NTFS, Ha3naueHue mpaB, ynpaBjcHUE MPaBaMHU, HACICTOBAHHE
npas, OINpeAesieHre JACHCTBYIONINX MpaB, MPOBEPKa MpaB MpHU OOpallleHu! K
o0bekTy OC.

3) llludpoBannast aiioBas cucrema EFS, apxuTekTypa, HCIOIB3yeMbIC
QIrOpUTMbl IMHU(POBAHUA W TEHEpAlMU KIIYeH, CMOCOObl XpaHEHUS
KJIIIOYEeBOM MH(pOpMAIMK, pa3HUIIA B AEHCTBUM aTpuOyTa mudpoBaHUs A
daiina u kaTanora, areHTsl BocctaHoBneHus: EFS, opranuzaiumsi COBMECTHOTO
TOCTyTa K 3amuppoBaHHOMY (haiiy.

4) Mexanu3ambl aynuta u npoTtokosmpoBanus B OC  Windows, kmacchr
PETUCTPHUPYEMBIX COOBITHIA, yIpaBICHHE ayAUTOM (BKJIIOUEHHUE, OTKIIOUCHHE
ayuTa ONpEeNeNeHHBIX COOBITHI), ayauT nocTyna kK oO0bektaM DPC u
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peecTpa, KypHaJbl ayAUTa, IpaBuiia 0OpaIllEHUs ¢ )KypHaIaMH ayauTa.

5) YdeTHble 3amucu TOJB30BaTENed W TPYMI, XpaHeHHe HHGOpMAIH 00
YUETHBIX 3alMCSIX Ha KECTKOM JAMCKe, KJacCHMueckas aTaka 1o cOpocy u
noa00py maposisi MoJIb30BaTeNsl, CIOCOObI 3auThl. [TaposbHas monuTuka.

6) lomennsie cinyx0b1 AD. Omnpenenenne nomena, jteca. Cxema AD. OObEeKTHI
AD, atpubyTsl 00bekTOB. KOHTpOIIEpH! JOMeHa. [ pynmnoBas MOJUTHKA.

7. Crangaptabie cpeactsa 3ammuThl OC Linux.

1) BHyTpeHHHE MEXaHU3Mbl pa3rpaHUUCHUsI JOCTyIa: aTpUOyThl CyOBEKTOB U
oowektoB OC, mpaBa (6utel) goctyma, SUID-, SGID-6utsl (mommMena
MOJIb30BATEJISI/ TPYNIIBI TOJIL30BATEIIS).

2) YdeTHbIC 3alMCH TIOJb30BaTeNied W Tpymi, (aiibl YYETHBIX 3amuceit
MOJIb30BaTeNICH U TPy, ¢aiiipl TeHeBBIX maposieil. Kimaccuyeckas ataka mo
cOpocy u MoauUKaLMK NTAapOJis MMOJIb30BATEINS, IPOTUBOICUCTBHUE aTaKe.
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