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1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

[enbio OCBOCHHS TUCHIUILTHHBI SBISICTCS MOTYYSHHUE CUCTEMATH3UPOBAHHBIX CBE/ICHHH, CTAHIAPTOB MOIXO0/IOB K TEXHHYESCKOMH
peanuzaruu kouuenun Mureprera semeit (Internet of Things, 10T), a Takke cMEKXHBIX ¢ HUIM HHPOKOMMYHHKAIIMOHHBIX TEXHOJIOTHIA
(pammouacrorroit uaenrudpukauu RFID, GecripoBoaubiM cencopbiM cetsim WSN, MeKManInHHBIM KOMMYyHHKaAIEIM M2M).

Pe3yJ'ILTaTLI O6y‘IeHI/I$[ 0 JUCLUUIIJIMHE HAIIPABJICHbI HA JOCTHKCHUE HHIUKATOPOB:

ITK-2.1. ObnaaeT 3HAHUAMH O MPUHIUIIAX HOCTPOCHHUS CHCTEM OOHAPYKCHUS KOMITBIOTEPHBIX aTaK; O METOAaX 00pabOTKH JaHHBIX
MOHHTOPHHTa 6€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM H CeTeil; 0 MOpAAKe CO3IaHUs U CTPYKTypa OTUeTa, CO3aBaeMOro 10
pe3ysbTaTaM IPOBEPOK; O crocodax 0OHapyKEeHUs U HEUTpalu3alluK OCIEACTBUI BTOPKEHUH B KOMIIBIOTEPHBIE CUCTEMBI; O
HOPMATHBHBIX PABOBBIX aKTaX B 00JIACTH 3aIIUTH HHGOPMAINH; O PYKOBOASIINX U METOINIECKUX JJOKyMEHTaX YIIOJHOMOYEHHBIX
(enepanbHBIX OPraHOB UCIIOMHUTEILHON BIACTH 110 3alIUTe UH(GOPMALUY.

ITK-2.2. leMoHCTpUpyeT yMeHHUS: (opMannu30BbIBaTh 33a1a41y YIPABICHUs 0€3011aCHOCTBIO KOMIIBIOTEPHBIX CUCTEM; IPUMEHSTh
HMHCTpYMEHTAJIbHbIE CPEJCTBA IPOBEJEHUSI MOHUTOPHHTA 3aLIMIIEHHOCTH KOMIBIOTEPHBIX CUCTEM; [IpUMEHATh MEeTOIbI aHAIK3a
3aIIUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM U CeTel; CTPYKTYypUPOBaTh aHATUTUUECKYI0 HHPOPMALUIO IS BKIIIOUCHUS B OTYET.

ITK-2.3. ImMeeT npakTUYeCKHii OMbIT (HABBIKH): BBIMOJHEHHE aHATN3a 3aIIUIIEHHOCTH KOMIBIOTEPHBIX CHCTEM C UCIIOIB30BAHHEM
CKaHepoB 0E30ITaCHOCTH; BHIIIOJHEHNE aHAJI3a 3aIHIICHHOCTH CETEBBIX CEPBHUCOB C UCIIOJIF30BAaHHEM CPEJICTB aBTOMATHYECKOTO
pearupoBaHus Ha TONBITKY HECAHKIIMOHUPOBAHHOTO JIOCTYIA K pecypcaM KOMIIBIOTEPHBIX CUCTEM U CETEH; COCTaBIIEHHE OTYETOB MO
pe3yabpTaTaM MpoBEepoK.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OIIOII

ukn (pasmen) OIOIT: [1.B.J1B.01.01

2.1 TpeGoBaHus K NpeJBAPUTEIbHON NOAT0TOBKE 00y4aIOLIerocs:

KOMHL}OTCpHLIG CETHU

OCHOBEBI TOCTPOCHMA 3alIUIICHHBIX KOMITBIOTEPHBIX cereit

2.2 IMCUMNJIMHDBI U MPAKTHKH, IJIsl KOTOPBIX OCBOEHUE JAHHOM JUCHHILTHHBI (MOIYJIs1) HE0GX0MMMO KAK NMpeIiecTBYIONIee:

3HaHus TMOJIyYCHHBIC B ITOU AUCHUIUIMHE MOTYT MCIIOJIB30BaThCA JJIA MPOXOKACHUS IPAKTUKH U HAITUCAHUSL BKP.

IMoaroToBka Kk mpoLexype 3alUThl U 3aIIUTA BBITYCKHOM KBATM(UKAIIMOHHON PabOThI

3. KOMIIETEHL[Y OBYYAIOILIETOCSl, ®°OPMUPYEMBIE B PE3YJIbTATE OCBOEHUS JUCLIATIIAHBI
(MOJIY.JIS)

TIK-2: Cnoco6en NPOBOIUTH MOHUTOPHUHT 3AIUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM

3HaTh.

— o01IMe MOJIOKECHUSI HHTEPHETAa BEIleH;

— CTaH/apThl U MPOTOKOJIBI Ilepeaayn qaHHbIX B 10T;

— IpaKTHYeCKyIo peanm3anuio 10T,

— MPUHLIUIBI TOCTPOCHHSI CUCTEM 00HAPYKEHHUSI KOMIIBIOTEPHBIX aTaK;

— aKTyaJbHBIE METOIBI 00Pa0OTKH TaHHBIX MOHUTOPUHTA 6€30MTaCHOCTH KOMITHIOTEPHBIX CHCTEM U CeTeH;
— HOPMaTHBHBIC IPABOBBIC aKThI B 00JIACTH 3aIIUTHI HH(pOpMAIHH.

YMerTh:

— peuiaTh 3a/1a4y yrpaBlieHHs: 0€30MacCHOCTHI0 KOMITBIOTEPHBIX CHCTEM;

— NPUMEHATh HHCTPYMEHTAJIbHBIE CPE/ICTBA ITPOBEACHUSI MOHUTOPHHIA 3aIUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM;
— MPUMEHSTh METObI aHAJIN3a 3AIIMIICHHOCTH KOMITBIOTEPHBIX CUCTEM M CETEH;

— CTPYKTYPHPOBATh aHAIUTHUYECKYIO HHPOPMAIHIO [UIs BKIIOUEHHS B OTYET.

Baagerts:

— HaBBIKAMU NIPaKTHYEeCKOH peanusanuu 10T,

— HaBBIKAMU aHAJIM3a 3aIUIICHHOCTH KOMIIBIOTEPHBIX CHCTEM C UCTIOJIb30BaHUEM CKaHEPOB 0€30MaCHOCTH;

— HaBBIKAMH aHAJIM3a 3alIMIIEHHOCTH CETEBBIX CEPBHCOB C UCIOIB30BaHUEM CPEJICTB aBTOMAaTHYECKOTO PEaripPOBAHNUS HA IIONBITKA
HECAaHKLIMOHUPOBAHHOTO JOCTYIA K peCypcaM KOMIIBIOTEPHBIX CUCTEM U CETEH;

— HaBBIKAMHU COCTABJIEHHs OTYETOB IO PE3YJIHTATaM IIPOBEPOK.

B pe3yabTaTe 0cBOCHHS TUCHUILUIMHBI 00yYaIOIUICH 10/KEH

© OI'BOY BO «Uenl'V»
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cTp. 4

3.1|3naTh:

3.1.1]- CTaHJAapThl NOAXOI0B K TEXHUYCSCKOU peanm3alui KOHOCIIINH I/IHTepHeTa Bemeﬁ.

3.2|Ymerh:

3.2.1|- npuMeHATh HHCTPYMEHTAJIbHbBIE CPEICTBA MIPOBEICHUS] MOHUTOPHHTA 3aIUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM.

3.3|Biaagern:

3.3.1|- npakTudeckoit peanuzanuu 10T.

4. OBPBbEM JUCHUIIJIMHBI (MOAYJIST)

O6wasn TpygoeMKocTb

33ET

Yacos o yueOHOoMy miany : 108
B TOM YHCJIC :
aymuTopHbIe 3aHsThsA . 50

camocCTosTeNbHas paboTa : 57,8

KoHTakTHas pabora: 50,2

Bunasl koHTpOJIL B cemecTpax:

3a4€eTHI 8

HKP: 0,2
5. CTPYKTYPA U COAEPKAHUE NUCIHUIIJINHBI (MOIYJISI)
Kox HawnmeHoBaHHe pa3/iesioB U TeM /BU/I 3aHsTAS/ Cemectp | YacoB Jlutepatypa
| 3apHaTHS [ Kvpe
Pazgen 1. O6mue nosioskeHusl MHTEPHETA Bellei

1.1 Beenenune. O01ue MOJ0KEHUS HHTEPHETA BEIICH. 8 2 JI1.1J11.2 J11.3J12.1
Bbazosele npuniummns 10T. Crangaprusanus 10T . Apxurekrypa l0T. J12.2J12.3 J12.4 J12.5
Be6 Bemieit WOT. UuTepHer Hano-Betei. Koruutupnblii MHTEpHET Bemei J12.6
CloT.

CnocoObI B3aMMOJEHCTBHS C HHTEPHET-BEIaMH.
3pernocts koHueniwu 10T u cocrapisomux ee TexHonornit. /JIex/

1.2 Bsaumoneiicteue loT ¢ nmepcreKTUBHBIMU MH()OKOMMyHUKAIIMOHHBIMH 8 2 JI1.1J11.2 J11.3J12.1
TEXHOJIOTHSIMH. J12.2 J12.3 J12.4 J12.5
Bonsmme mannsre (Big Data). J12.6
Oobmnaunsie Beraucienus (Cloud Computing).

IMoscemectHas kommbrotepusanust (Ubiquitous Computing).
HanpaBnenus npaxkrudeckoro npumenenus 10T.

[Inanser 1 mporHo3s! BHeApeHus 10T.

ITpo6nemsr BHeapenus 10T /JTex/

Pa3gen 2. BecipoBoanbie ceHcopHBIe ceTn ZigBee

2.1 O61mue creieHus 0 paguodactotHor uneHTuukamuu RFID. 8 2 JI1.1 J11.2 J11.3J12.1
Mertku RFID. J12.2 J12.3 J12.4 J12.5
CunrsiBaronue yerpoiicrsa RFID. J12.6
Cranpapruzanus texHonorun RFID.

O6nactu npumenenns RFID-texHomoruit. /JTex/

2.2 Paguouacrornas unentudukanus RFID. 8 4 JI1.1 J11.2 J11.3J12.1
Mertku RFID. J12.2J12.3 J12.4 J12.5
CuurtsiBaronue ycrpoiictsa RFID. JI2.6
Crangaptusanus texsonorun RFID. /J1a6/

Paznen 3. BecnipoBoaHble ceHcopuble cetn Z\Wave

3.1 OCHOBHBIE MOHSTHUS U IPUHIUIIBI CEHCOPHBIX CETEH. 8 2 JI1.1J11.2 J11.3]12.1
BasoBast apXUTEKTypa CEHCOPHOI CETH. J12.2 J12.3 J12.4 J12.5
VY3561 GECTIPOBOTHON CEHCOPHOI CETH. J12.6
Cnoco0s1 iepenaun nanabsix B BCC.

[IpoTokosnel u TexHonoruu nepenaun AaHHbix B bCC.
Mob6unsnbie BCC.
Compspxenne BCC ¢ cetsimu 061iero momp3oBanust  /JIex/

© OI'BOY BO «Uenl'V»




Y

MHWHOBPHAYKH POCCHUI

YUPEXACHUE BBICIIETO 00pa30BaHUs

denepanbHOE rocyIapCTBEHHOE OI0DKETHOE 00pa30BaTeIbHOe

«YenssOuHcKui rocyaapcrenubiil yausepeuter» (PTBOY BO «Uenl'Y»)

Pa6ouas nporpamma qucuuminasl "3amura 10T cereii” o Hanpasienuto moarotoku (crnenuansaocru) 10.05.01
"KommnbrotepHast 6e3omacHoCTs' HarpapieHHOCTH (mpodmio) crienmanuzaims N 1 " Ananu3 6€30macHOCTH

koMnbioTepHEIX cucteM” PI'BOY BO «Henl'Y»

cTp. 5

3.2 Ba3oBast apxutektypa ceHCOpHOi cetH. /J1ab/ 4 JI1.1J11.2 J11.3712.1
J12.2J12.3J12.4 J12.5
JI12.6
3.3 Tunossie apxurexktypsl U Tononorun BCC /J1a6/ 4 JI1.1J11.2 J11.3712.1
J12.2J12.3 J12.4 J12.5
JI12.6
3.4 Iporoxkossr mapmpyrusarmu B BCC /J1a6/ 2 JI1.1J11.2 J11.3]712.1
J12.2J12.3 J12.4 J12.5
JI12.6
3.5 TIpo6nemsr peanuzanuu BCC. 4 JI1.1 J11.2 J11.3J12.1
IIpo6nema suepromnorpedieHus. J12.2 J12.3 J12.4 J12.5
TIpob6nema camoympaBiIeHus. J12.6
TIpobnema 6ecripOBOAHOTO COCTMHEHMUSL.
IIpoGnema neneHTpan30BaHHOTO YIIPABICHHS.
IIpoGema KOHCTPYKLIUH.
IIpoGema 6esomacuoctr. /J1a6/
Paznen 4. Me:xkmamunble KOMMyHuKanun M2M
4.1 O6uwe npuHImnsl M2M. 2 JI1.1J11.2 J11.3J12.1
Crannapruzanus M2M. J12.2 J12.3 J12.4 J12.5
Kommynukanuu manoro paauyca aeiicteus NFC. J12.6
IIpoMslieHHble ceTy i peanu3anud M2M.
CoBpeMeHHOE COCTOSHHE ¥ TIEPCIIEKTUBEI TpuMeHernss M2M. /Jlex/
Paznen 5. CtanaapThl M NPOTOKOJIBI Nepeaayn JaHHBIX B 10T
5.1 Knaccugukanus TexHonorui nepenadu 1aHHbIX B 10T, 2 JI1.1J11.2 J11.3J12.1
Cranpapr |IEEE Std 802.15.4. J12.2 J12.3 J12.4 J12.5
Crangapr ZigBee. J12.6
Cranmapt 6LOWPAN.
Crangaptset WirelessHART u ISA100.11a.
Crangapr Z-Wave.
Crannapt Bluetooth Low Energy.
CewmeiictBo crangaptos IEEE 802.11.
Iporoxox MQTT /JIex/
Paznen 6. lIpakTnyeckas peanuszanus 10T
6.1 TIpakTudeckas peanuzamus 10T. 4 JI1.1J11.2 J11.3J12.1
«YMHas IUIaHeTa». J12.2 J12.3 J12.4 J12.5
«YMHBIH TOPOI». J12.6
«YMHBIA TOM».
«YMHast SHEPTHsI».
«YMHBII TpaHCTIOPT».
«YMHOE TIPOM3BOACTBO.
«YMHas MEULIMHAY.
«YMHast Ku3HbY. [JIex/
6.2 Tpaktrueckas peanusamus 10T, /J1a6/ 16 | J11.1J11.2 J11.3J712.1
J12.2 J12.3 J12.4 J12.5
JI12.6
6.3 CamocrosrenbHast MpopadoTKa U3y4EHHOT0 JIEKIIHOHHOTO MaTepuana, 57,8 |JI1.1J11.2 J11.3J12.1
PEKOMEHI0BaHHOM JINTEPATYPHI. J12.2 J12.3 J12.4 J12.5
3akperuieHne MpakTHYeCKOro MaTepHaa. JI12.6
TTonroroBka K MPOMEXYTOUHOM aTTeCTalMU.
Ipaxruyeckas peanusaiwst [0T. /Cp/
Paznen 7. Unast koHTaKTHasi padoTa

© ®I'bOY BO «Yenl'V»
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7.1 WHas koHTaKkTHast paboTa: MHAMBUyalbHbIE KOHCYIbTAIMH, TEKYIINH 8 0,2 JI1.1 J11.2 J11.3J12.1
KOHTpOJb. /UKP/ J12.2J712.3 J12.4 J12.5
J12.6

6. ®OHJ OIIEHOYHBIX CPEJICTB

6.1. IlepeyeHs BHIOB OIEHOYHBIX CPEICTB

AyauTOpHBIE 3aaHUSI.
3aueTHbIC 3a4aHUsL.
[IepeueHs BOpOCOB K 3a4eTy.

6.2. TunoBbIe KOHTPOJBbHBIC 3aIJaHUA U HHbIC MAaTCPHAJIbI 1]l Te]cymei/i aTrrecranuu

AynuTOpHBIC 3aJaHUS:

[] 3arpy3ka 1 BBITpy3Ka MPOITUBKU U3 YCTPOUCTB
[l Hanucanue NpOIMIMBKY JJIs1 yCTPOUCTB

[ Hacrpoiika cetu ZWave

3aueTHBIE 3a0aHU:

[l onucanue yszBumocteit 10T cereit

[ camble akTyanbHbIe ysa3BumocTH 10T ceteit

[] HaxOJXKJICHHE YsI3BUMOCTEH B npouBkax 10T cereid.

6.3. TunoBbie KOHTPOJIbHBIE BONPOCHI U 3aJaHUS /IS IPOMEKYTOUHOM aTTecTALMM

Bomnpocs! k 3auety

. Onpenenenue noustus "Marepuet Bemeii”.

. [Ipumeps! npuMenenus "MurepHera Bemeit".

. OcHoBHbIe 00nacTu npuMeHenus "MatepHera Bemeit™.

. Ucropus nosisinenus u pa3sutus "HNurepHera Bemeii”.

. OcHoBHbIe (paKkTOpHI, TOBIUABIIKE HA pa3BuTHe "MHTepHeTa Berei".

. Koneunsle ycTpoiictBa u ux poss B apxutekrype "HMurepHera Bemeit".

. IIpuMeps! 1 OCHOBHBIE 00TaCTH MPIMEHEHHUS JaTIYUKOB H aKTyaTOPOB.

. Crioco0Obl MOAKITIOUCHHUS JATYUKOB U aKTYaTOPOB K MUKPOKOHTPOJLIEPAM.

. PazHnuria Mexmy MEKporponeccopaMi, MUKPOKOHTPOJIIEpPAMHI 1 MEKPOKOMIBIOTEPaMU.
0. Onmcanue Mukpornpoueccopos Arduino.

11. Omrcanne MUKpOKOMITEIOTEPOB Raspberry Pi.

12. Ponb ceteBbix noakitoueHuit B "MHTepHeTe Bemei".

13. MpoBoxHBIe 1 OECIIPOBOIHBIC KAHAIIBI CBS3M.

14. TIpotokomnst IPV4 u IPV6.

15. IpuHIMIBI TOIKITIOUCHUS YCTPOUCTB B CETh U CIIOCOOHI Tepefad NHPOPMAIHH.

16. CereBble TONOJNIOIHH, IPUMEHSIEMBIE [UIS TOJKIIOYEHHS] KOHECUHBIX YCTPOMCTB B CETh.
17. Texuonoruu ZigBee u ee 0COOEHHOCTH.

18. Texnonorus Bluetooth Low Energy u ee ocobeHHOCTH.

19. Texuonorust LPWAN u ee ocobeHHOCTH.

20. TIpumeps! codupaeMbIxX 1 0OpabaTsIBaeMbIX TaHHBIX B [oT-cucremax.

21. CpeacTBa M MHCTPYMEHTBI CTaTHUECKOH 00pabOTKY TaHHBIX.

22. CpencTBa M HHCTPYMEHTHI IIOTOKOBOH 00pabOTKH TaHHBIX.

23. CpencTBa M MHCTPYMEHTHI XpaHEHHS NaHHBIX.

24. Texnonornu ZWave u ee 0COOEHHOCTH.

25. Ilpumenenue cpencts MammaHoro O0yuenus 11 00paboTKH TaHHBIX.

26. CepBUCHO-OPHEHTHPOBAHHBIC APXUTEKTYPEL

27. Ponb 007a4HBIX BEIYUCICHUH B 00pab0TKe M XpaHEHUH AAHHBIX, IosydaeMbIx oT loT-cuctem.
28. TIpumeps! 06J1agHBIX ITAT(GOPM U CEPBUCOB I 00paOOTKH M XpaHEHHs JaHHBIX, MOITydaeMbIX oT loT-cucrem.
29. IIpHHIMITBI TPOEKTUPOBAHUS U CO3JaHUS MOTb30BATEILCKUX MPUIIOKEHHUH 1 cepBUCOB Ha ocHOoBe loT-cuctem.
30. Iyts ot lIoT-npoToTHIA 10 3aKOHYSHHOTO NPOIYKTa (cepBuca).

P OoooO~NO O, WNE

6.4. Kputepuu oneHUBaHUSI

B TeueHune cemecTpa CTyJeHTaM HEOOXOMMO BBIMTOJHHUTH JIBE CAMOCTOSTEIbHbIC paOOThI, KaKast K3 KOTOPBIX B Cliy4yae 0€3yrnpeuHoro
BBITIOJIHEHUS OllEHUBaeTcs B 35 0auios.
Kpome Toro, B paMkax 3adyera CTyACHTaM MpeaiaraeTcs 3 BOIpoca, KaKAblid U3 KOTOPBIX oreHiBaeTcs B 10 Gamios.
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CBopiHas TaOJUIA PEUTHHTa YCIIEBAEMOCTH
[epeveHb KOHTPOJILHBIX MEPOIIPHUATHI B ceMecTpe MakcuMalbHOe KOJI-BO 0allioB

CamocTosTensHas pabota Nel-2 2x35=70
3ager (TeopeTHUECKHIT BOIPOC) 3x10=30
HUroro 100

Kputepun onleHHBaHHSI TEOPETUYECKOTO BOIIPOCA

MaxkcuManbHbIN 04l 32 OTBET Ha TeopeTHueckuii Borpoc — 10 6ayios.

Ornyno/ 3auteno/9-10 GautoB - OGyUaIOMMICS OTINYHO 3HAST MAaTEPHall, yMEET aHAIM3UPOBATH IPOOJIEMY U IPAMOTHO
copMyIHpOBaTh JOKA3aTEIBCTBO.

Xoporo/ 3aureno/7-8 6amios - O0yJaroIHiics XOPOILIO 3HAET MaTepual, yMeeT aHaAIH3UPOBATh NPOGIIEMy, HO JOITyCKAeT OLINOKH B
JI0Ka3aTeNbCTBAX.

V noBneTBOpUTENEHO/3auTeHO/5-6 6amToB - OOyUarOIIHUIACs 3HAKOM C MaTepUaIoM, HO IOMycKaeT (pakTHISCKUE OIIUOKH.
Heynosnersopurensro/ne 3aureno/0-4 Gamna - O0yyarommiicst He 3HAeT OCHOBHBIX MOJIOKEHUH BOMPOCa, HE OPHEHTHPYETCS B
OCHOBHBIX MOHSATHSX, H3JaracT MaTepHal C TPYAOM, C IpyOBIMU (paKTHUECKUMU U OLIMOKaMH, JTMOO OTKA3BIBACTCS OT OTBETOB Ha
BOIIPOCEHI.

Kpurepun orieHHBaHUS CaMOCTOSTEILHON paboTh

Kaxoe 3aaHne caMoCTOsTENbHO# paboThl orieHrBaeTcs ot 0 10 6 6a1oB, COOTBETCTBHE TPEOOBAHUAM 0(DOPMIICHHS OLICHHBACTCS OT
0 1o 5 Gamos.

MaxkcumManbHbIi 6asut 3a paboty — 35 6asuioB.

OmimmuHo/3a4teno0/31-35 6aytoB - PaboTa BHIIONHEHA B CPOK, O0YUAIOIIUHCS OTIIMYHO 3HACT MaTepHal, YMEET aHAJIU3HPOBATh
npo0bIeMy U MOXKET TPaMOTHO IPOKOMMEHTHPOBATH BEIIIOIHEHHYIO paboTy.

Xopomro/3auteHo/26-30 6aios - PaboTa BEIITONHEHA B CPOK, 00yJAIONMIICS XOPOLIO 3HACT MaTepual, yMeeT aHAIU3HPOBATh
mpo0OIeMy U MOXKET TPaMOTHO TPOKOMMEHTHPOBATH BEIMOIHEHHYIO padoTy. OOydaromuiics 10IyCKaeT He3HAUNTEIbHBIC OMINOKH.

VY nonetBoputesbHO/3auTeHO/17-25 GaioB - PaboTa BBINOIHEHA U CIaHA MO3HEE, YeM HPEIIoIaranoch, M Py TOM 00yJaromuiics
3HAaeT MaTepHal, yMeeT aHaM3UPOBaTh MPoOJIeMy B MOXKET I'PaMOTHO IIPOKOMMEHTHPOBATh BBINIOIHEHHYTO paboTy. O0ydarommuiics
IOy CKAET HE3HAUYUTEIILHBIE OINOKH.

HeynosnerBopurensHo/He 3aureno/0-16 6asioB - BbIoiHeHb! OT/AEIbHbIE YaCTH PaboThl, MO0 00YyUatoIHiics He MOXKET OTBETHTD Ha
KOHTPOJIBHBIC BOTIPOCHI, HC OPUCHTUPYCTCA B OCHOBHBIX INOHATHUAX, U3JIaracT MaTe€puraj ¢ TpyaAOM, C pr6bIMl/l q)aKTI/I‘ICCKI/IMI/I
ommOKaMH, JIHO0 OTKa3bIBAETCSA OT OTBETOB HA BOIIPOCHL

Ipu moIBEIEHUM UTOTOB YUUTHIBAIOTCS PE3YIBTATHI TEKYILEH arTecTanuy. [1oydeHHbIe 3a TEKYIIYIO aTTECTAINIO GalTbl
CYMMHPYIOTCS ¢ OaJlTaMH, TTOJYIeHHBIMH 33 KXl 3Tall TPH MPOX0KICHHN POMEKYTOUHOM aTTeCTaIuu:

0 — 59 0annoB — HE 3aUTEHO;

60 — 100 6amnoB — 3a4TEHO.

7. YYEBHO-METOANYECKOE U TH®OPMAILIMOHHOE OBECIHEYEHUE JUCHUIIJIMHBI (MOAY.JISA)

7.1. PexomMeHnayemasi JuTepaTtypa

7.1.1. OcHoBHast TUTEpPaTypa

ABTOpBI, COCTABUTEIH 3arnaBue WznarensctBo, Tox| Pecype
JI1.1 |PateeB A. E. Pa3zpaboTka crioco6a 3anmTsl HHPOKOMMYHHUKAIIMOHHOH ceTu Ha 6asze|BnaanBocTok : OBC
TEXHOJIOTHH «VHTepHEeT Beleii»: cTyieHuecKas HayqHas pabora 6.1., 2022

(https://biblioclub.ru/index.php?page=book&id=693346)

JI1.2 |[IllamuH A.A. WHTepHeT Bemel A1 HaunHAOIMUX. BuszyansHoe Bosorna : Madpa- OBC
IPOrpaMMHUPOBaHHE MUKPOKOHTPOJUIEPOB ceMeiicTBa ESP8266: Wmxenepus, 2023
yuebHOe nocobue

(https://znanium.com/catalog/document?id=433154)

JI1.3 |3apamenckux E.IT., Wntepuer Beweil. Mccnenopanus u 061acTe NpUMEHEHUS . Mocksa : OO0 OBC
Aprembes UL.E. MOHOTpadus "HayuHo-
(https://znanium.ru/catalog/document?id=465942) W3AaTEeNbCKU
uentp UHOPA-
M", 2026

7.1.2. lonoJIHATeILHAS JUTEPAaTypa
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ABTOpBI, COCTABUTEIH 3arnaBue W3zpatensctBo, ron| Pecypc
JI2.1 |Ay6xos U. C., Pemienue npakTu4eckux 3ajad Ha 6a3e TEXHOJIOTUM UHTEpHETA HoBocubupck : 3BC
Cramesckwuii I1. C., Bellei: yueOHoe mocobue HoBocubupckuit
Sxosuna U. H. (https://biblioclub.ru/index.php?page=book&id=576635) rOCy/IapCTBEHHBIN
TEXHUYECKUH

yuuBepcurert, 2017

JI12.2 |®unumonoBa A. A. Pazpaborka I10, obecnieunBaroniero 0€30mMacHOCTh MOMEIICHHUS C BnarosernieHck : 2BC
MOMOIIBIO KYMHBIX Bellleil»: cTyieHuecKas HaydHas paboTa 6.1, 2020
(https://biblioclub.ru/index.php?page=book&id=596766)

JI2.3 |Ay6poBuHa A. 1. YcoBeplIEHCTBOBaHUE NTPOrPAMMHO-aMIapaTHOrO KOMILIEKCa PoctoB-Ha-/lony : 3BC
3alIMTHI CHCTEMBI YMHOTO JIOMa MOCPEICTBOM UCIIOJIb30BAHUS 6.u., 2022

TEXHOJIOTHI UHTEPHETa BElICH: CTyIeHUeCcKasi HayyHas pabora

(https://biblioclub.ru/index.php?page=book&id=693309)

JI2.4 |Iumkun 1. B. AHanM3 TEXHOJIOI Uil pauoJ0CTyNa IPH pPeaau3aluy IPOeKTOB Mocksa : 6.u., 2022 O9BC
WnTepHera Bemel: cTyqeHueckas HaydHast paboTa

(https://biblioclub.ru/index.php?page=book&id=693378)

JI2.5 (JIu I1. ApXUTEKTypa UHTEpHETA BELIE Mocksa : JJMK 3BC
(https://e.lanbook.com/book/345134) Ipece, 2020

J12.6 |Koamoroposa C. C. O06paboTKa JaHHBIX AITOPUTMAMU UCKYCCTBEHHOTO MHTEIICKTA B Cankr- [TetepOypr 9BC
cUcTeMe HHTEepHEeTa Bellel: yueOHoe nocodue aJisi By30B : Jlans, 2025

(https://e.lanbook.com/book/471593)

7.2. IlepeyeHnb pecypcoB HH(GOPMAIIMOHHO-TEJIEKOMMYHHKAIIMOHHOH ceT ""UHTepHeT"

91 |OdununanbHblii HHTEPHET-MOPTANT TPaBOBOM HH(OpManuu. ['ocyJapcTBeHHAas CHCTEMa MPABOBOM HHPOPMAIHH
http://pravo.gov.ru Pazaen «OdunuaabHoe OMyOIMKOBAHHE MPABOBBIX aKTOB» B JICKTPOHHOM BHIIE»
http://publication.pravo.gov.ru/ http://publication.pravo.gov.ru/

7.3 Tlepevennb HHPOPMAHOHHBIX TEXHOJIOTHIT

7.3.1 IlporpaMMHoe obecnieyeHue

LMS Moodle

Python

VirtualBox

Visual Studio

Adobe Connect Acrobat

LibreOffice

7.3.2 Ilpodeccronaibuble 0a3bl AAHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMbI

ApXUB KpyImHeHIINX HaydHbIX 3apybexHbIx xypHanoB (Annual Reviews, Cambridge University Press, Nature, Oxford University
Press, Royal Society of Chemistry, SAGE, Science, Taylor&Francis, The Institute of Physics, Wiley) (https://arch.neicon.ru/xmlui/)
ApXUB Hay4HBIX JKypHaJOB : [caiiT] / HaunonansHsli snekrpoHHOnHpopMannonHsiit koHcopuuyM (HIT HOUKOH). — URL:
http://arch.neicon.ru/xmlui/. — Pexxum gocTyma: J0CTYII TOIBKO M3 CETH YHUBEPCHUTETA. — TEKCT ; DIIEKTPOHHBIH.

8. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHHUE JUCHUIIJINHbBI (MOAY JISI)

I[J'Iﬂ p€amm3anu JUCHUIIIMHBI UCTIOJIB3YHOTCA y‘Ie6HI>Ie AYOIUTOPHU IJId MPOBCACHUA 3aHATUH JICKIIMOHHOI'O THIIA, 3aHATUI
CEMHUHApPCKOT'0 TUIIA, I'PYNIIOBBIX U MHAUBUAYAJIbHBIX KOHCyHbTaHHﬁ, TCKYLICTO KOHTPOJIA U l'[pOMC)KyTO‘{HOﬁ aTTeCTaluu, a TaKKe
IOMCIICHUSA 1A CaMOCTOSITEIbHOM pa60TI)I.

VYueGHble ayAUTOPUH YKOMIUIEKTOBAHBI CIIEHATN3UPOBAHHON MEOETIbI0 1 TEXHUYECKHMH CPEACTBAMH 00yUEHUSI: IPOSKTOPOM,
9KPaHOM, MarHUTHO-MAapKEPHOM JOCKOH, MAPKEPOM; C BOZMOKHOCTBIO JEMOHCTPALIUH DJIEKTPOHHBIX NIPE3EHTALMK IIPU YPOBHE
OCBEILEHHUS, JOCTATOUYHOM UISl PaOOTHI ¢ KOHCTIEKTOM.

I[J'If[ MMPOBEACHUA 3aHITUI JICKHUOHHOTO TUIIa UMECTCA IEMOHCTPAlMOHHOC 060pyz[013aHI/Ie: IMPOCKTOP, SKpaH.

[TomerieHust U1 CAMOCTOSITENBHOM PabOThI 00YYAIOLIMXCS OCHAIIEHBI KOMITBIOTEPHON TEXHUKOH € MOAKIIOYEHHEM K CETH
«MHTepHET» N 00ecIieueHreM JOCTYIa B AJIEKTPOHHYIO HH(POPMALMOHHO-00pa30BaTeNbHYIO Cpelly YHUBEPCHUTETA.

9. METOAUYECKHUE YKA3AHUS JJIS1 OBYUAIOIIUXCS IO OCBOEHUIO JUCHUIIJIMHBI (MOAY JIST) |
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[Tpu u3yyeHnn NaHHOM JUCHUILIMHBI HCIIOIb3YIOTCS JIEKIIMOHHBIE U JJAOOpaTOPHBIE 3aHATHS, cCaMOCToATeNbHas pabora cryneHTa. Ha
JIEKIMOHHBIX 3aHATUAX MPEoaBaTesb H3IaraeT OCHOBHOE COAEPKaHUE TeM MPOrpaMMEbL. IIpopaboTKy JEKIMOHHOTO MaTepHaia
CTYICHTY JK€JIaTeJIbHO MPOBOJUTD KaK MOCIIE KaXKJ0T0 3aHATHS, TaK U [0 3aBEPLICHUIO TEMBL. DTO IIO3BOJIUT CBA3ATh BOSJAUHO
MIOJTyYeHHBIE CBEICHUS U COCTABUTH LIEJIbHYIO KAPTUHY.

Pexomenayercs mepen KaXIbIM JIEKIIHOHHBIM 3aHATHEM BBIITOJHHUTH JOMAIIHEE 33/1aHKe, YTO MO3BOJIUTH JIyYIlle YCBOUTh
MpebLAYIINI MaTepuall, U U3yYHUTh JIEKIIMOHHBII MaTepuall 1o MpeacTosIIei TemMe.

Ha naGopaTopHBIX 3aHATHIX pacCMaTPUBAIOTCS 0a30Basi apXUTEKTypa CEHCOPHOM CETH, MPOTOKOIbI Mapipyru3zanuu B BCC,
npaktudeckas peanuzanus 10T, Bonbiryro yacte BpeMeHH 00y4aromuecs caMOCTOSITENbHO padoTalOT C y4eOHO- METOINUECKUMHU
MaTepuaIaMu.

B ciyuae npuMeHeHHs pH 00YYCHUH TUCIUILTMHBI DJICKTPOHHOTO 00YyYeHH s, IUCTAHIIMOHHBIX 00pa30BaTEbHbIX TEXHOIOT Uit
o0leHIe 00YYAIOIIMXCS ¥ MTPETIOAABATENS OCYIIECTBISIETCS B PEKMME PEAbHOTO BpeMeHH (OHIaiiH-NeKnn (BeOUHAPDI), 4aThl,
BUJICO-KOH(EPEHIMHU U JP.) WK OTIOKEHHOIO BpeMeHH (CrcTeMa qUCTaHIoHHOro o0y4yenus Moodle, hopymel, s5ekTpoHHas modra
u 1p.).

Bosbliry o 4acTh BpeMEeHH 00y4arOIIHecs: CAMOCTOSITEILHO PaboTAaIOT ¢ y4eOHO-MeToAnYeCKMMH MatepruaiaMi. CTY/ICHTBI HMEIOT
BO3MOXHOCTH KOHCYJIBTHPOBATKCS C MPEOaBaTeNIeM 10 BCEM BOMIPOCAM, BOSHUKAOIIMM B XOJI€ CAMOCTOSATEBHOM paboThI
MOCPEICTBOM 3JIEKTPOHHOM MOYTHI, MECCEHIKEPOB, COIMAIIBHBIX CETEH U T.II.

JocTyn 00y4aronerocs K y4eOHbIM PecypcaM B peXXHMe OTII0KEHHOTO BPEMEHH, CAaMOCTOSTEIbHOM paboThl OCYLIECTBISIETCS Yepe3
cetb MHTEPHET B yI00HOM JIJIs HETO MECTE, BPEMEHH U TEMIIE.

IMpu o0y4eHuu Ul ¢ OrpaHUIEHHBIMU BO3MOXKHOCTSIMU 3/I0POBbS SJIEKTPOHHOE 00YyUSHHUE, AUCTAaHLIUOHHbBIE 00pa3oBaTe/IbHbIe
TEXHOJIOTHH TIPEeIyCMaTPUBAIOT BOZMOXKHOCTh IIpHeMa-Tiepeadr HHGOPMAaIK B JOCTYIIHBIX I HUX (hopMax.

Peanu3anys TUCHMIUIMHBI C IPUMEHEHHEM 3JIEKTPOHHOTO 00YUYCHYS, UCTAHIMOHHBIX 00pa30BaTeIbHBIX TeXHOJIOrHH (nanee — D0,
JOT) ocymectBisiercs: Ha ocHOBaHHHU «[10I0XKEHHUS O peanr3alii OCHOBHBIX U IOMOIHUTEIBHBIX 00pa30BaTENbHbBIX IPOrPAMM C
[IPUMEHEHUEM 3JIEKTPOHHOI0 00yUYeHUsI U JUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOIOTHH B (efiepanbHOM roCyAapCTBEHHOM
OT0/DKETHOM 00pa30BaTeIbHOM YUPEKIESHHH BBICIIEro 00pa3zoBaHms «UensIOMHCKUH rocy1apCTBEHHbIH YHUBEpCUTET», «IlomoskeHns
0 MOPSIIKE 3aueTa 00ydJaroUIMMUCS II0 OCHOBHBIM IIPodeccCHoHaIbHBIM 00pa30BaTe/IbHBIM IPOrpaMMaM BBICILIETO 00pa3oBaHuUs B
OI'BOY BO «Uenl 'V» pe3yabTaToB OCBOCHHUS B OPraHU3aIUIX, OCYIIECTBIISIONIMX 00pa30BaTeIbHYIO ACATCILHOCTD, YICOHBIX
MPEIMETOB, KYPCOB, TUCLIMIUIHH (MOYJICH), IPAKTHK, JOMOIHUTEIBHBIX 00Pa30BaTE/IbHBIX IPOrPAMM» MTOCPEACTBOM HICKTPOHHON
nH(bOpMaIOHHO-00pa3oBatenbHOi cpeapl PTBOY BO «Yenl'V». B nckirountensHbIX ciydasx (Gope-mMaxop u T.11.) IpH
peanu3anuu odpa3oBaTesbHON AeaTenbHOCTH ¢ mpuMeHeHreM D0, IOT MoryT NpuMeHATh KOMIIOHEHTHI, HE BXOSIINE B TIEpeUCHb
AJIEKTPOHHOM HHPOPMAIMOHHO-00Pa30BATENBHOM CPEIbI.

10. CHEIIMAJIBHBIE YCJIOBUSI OCBOEHUS JTUCHIUIIJIMHBI OBYYAIOIMAMUCS C UTHBAJIMJHOCTBIO N
OI'PAHUYEHHBIMHA BO3MOXHOCTSAMMU 3/10POBbA

OcBoOeHME AUCUUIUIMHBI UHBAJIMIAMH U JIMLIAMH C OTPaHUYEHHBIMH BO3MOXKHOCTSIMHU 3[JOPOBbsI OCYIIECTBIISCTCS C UCIIOJIb30BaHHEM
CHEUUATIbHBIX TEXHUYECKUX CPENCTB W HH(MOPMAIMOHHBIX TEXHOJOTHH, MPEZOCTaBISIeMBIX PecypcHBIM yueOHO-METOANYECKHM
LEHTPOM MO OOYYEHWIO MHBAIMIOB W JIMI C OTPaHHYEHHBIMH BO3MOXHOCTAMH 310poBbs UenlV mo 3ampocy oOydaromierocs
(MOOMITBHBIE CHEIHAIBHBIC TEXHHYECKUEC CPEACTBA UL JIMI] C HAPYLUICHWSMH 3PCHUS. W C HAPYIICHHEM CIIyXa, aCCHCTHBHBIC
HH()OPMAITHOHHBIE TEXHOIOTHH).

[Ipu HeoOxomumoOCTH At OOYYAIOUIMXCS C HAapyLIICHHUSAMH 3pEHUs Ha pabo4yMx MecTax MJsl HPOBEICHHS INPAKTHYECKUX WIN
1abOpaTOPHBIX 3aHATHN YCTAHABIMBACTCS CIIEIHATIBHOE MPOrpaMMHOE obecredeHue (mporpaMma peueBOil HaBHTAIIWH, PEUCBBIC
CHHTE3aTOPbI, SKPAHHBIC JIYIIbI).

B yueGHble aynuropuu obecrieunBaeTcs OSCIPENsTCTBEHHBIH NOCTYMN il 00y4YaroluXcsi ¢ MHBAIMIHOCTBIO M C OTPaHMYCHHBIMHU
BO3MOXHOCTSIMU 3/I0POBbS. B Kax10i ayquropuy, rae o0yqaroTcs HHBAJIU/BI U JIMIA ¢ OTPAHUYEHHBIMH BO3MOXXHOCTSIMU 3/I0POBB,
MPEyCMaTPUBAETCS COOTBETCTBYIOIIEE KOJMUECTBO MECT JUIsSl 00YYAIOIIMXCS ¢ YYETOM HAPYIICHUH UX 3/10POBbSL.

Jlnsg ocBOeHMS TUCIMIUIMHBI HHBAINMAAM U JIMLIAM C OTpaHUYEHHBIMU BO3MOXXHOCTSIMHU 3JI0POBbS NPEIOCTABIIAETCS JOCTYII K IIEYaTHBIM
HCTOYHUKAM, UMEIOIIUMCS B Hay4yHoW Oubnnoreke Yenl'V, ¢ moMOLIbIO CIIEIMATIBHBIX TEXHUYECKUX CPEICTB; JOCTYI C MOMOIIBLIO
CHEUUATbHBIX TEXHHYECKUX M NPOTPAMMHBIX CPEICTB K 3JEKTPOHHBIM HCTOYHHKAM, MPEACTABICHHBIM B (OpPME DIEKTPOHHOTO
JIokyMeHTa B poHze HayuHo Onbmuorekn Yenl'yY wim 31eKTpOHHO-OMOIMOTEUHBIX CUCTEMAX.

Y4eOHo-MeToANYEeCKHE MaTepHalbl I 00yYarOUIUXCsl U3 YMCIIa WHBAJIWAOB U JIMI C OrPAaHUYEHHBIMH BO3MOXXKHOCTSMH 37J0POBBS
MPEOCTABISAIOTCA B (POpMaXx, aaTHPOBAHHBIX K OFPaHHUYEHHUSAM MX 370POBbS U OCOOCHHOCTSAM BOCHPHUATHS HHPOPMAIIHH.

Jl11s MHBaJIMIOB U JINI] C OTPaHUYEHHBIMHA BO3MOKHOCTSIMH 3/10POBbsI OCBOCHHE TUCIUIIMHBI MOXKET OBITh YACTUYHO WJIU TIOJHOCTBIO
OCYILIECTBIICHO C UCIIOJIb30BAHUEM JTUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTHH.

[Ipu npoBeneHNN TPOMEXKYTOUHON aTTECTALUH M0 JUCHUILIMHE 00YJalOIIMMCs C UHBAIUAHOCTBIO U C OTpaHUYEHHBIMU
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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpEXKIECHUE BHICLIET0 00pa3oBaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pa6ouas nporpamma qucuuminasl "3amura 10T cereii” o Hanpasienuto moaroToku (crnenuansaocru) 10.05.01
"KommnbrotepHast 6e3omacHoCTh' HarpapieHHOCTH (mpodmno) crienmanuzanms N 1 " Ananu3 6e30macHOCTH ctp. 10
koMnbioTepHEIX cucteM” PI'BOY BO «Henl'Y»

BO3MOXHOCTSIMH 3JI0POBbsI O0ECIIEUMBACTCS 10 UX 3asBJICHUIO IPEIOCTABICHHE B JOCTYIHOH (hopMe B 3aBHCHUMOCTH OT HX
WHIVBHAYaJIbHBIX OCOOCHHOCTEH HMHCTPYKIMH O TOPSAKE IPOBEICHHS NPOMEXKYTOUHOH AaTTEeCTAllM, OIEHOYHBIX CPEACTB U
BO3MOKHOCTH OTBETOB Ha 3aiaHusi (MIMChMEHHO Ha Oymare, HabOp OTBETOB HA KOMIIbIOTEpE, MHUCbMEHHO mipupTom bpaiins, c
HCIIONB30BAHUEM YCITyT ACCHCTEHTA, YCTHO).

[Ipu npoBeneHUH NpOLEAYPbl OLIEHUBAHUS PE3YJIbTATOB O0YUYEHUSI HHBAINAOB U JIUI] C OTPAHUYEHHBIMH BO3MOXKHOCTSIMH 3710POBbS
IIpeycMaTpUBaeTCs UCTIONIb30BaHUeE IpeocTaBiieHHbIX Yenl Y minn coOCTBEHHBIX TEXHHUECKHX CPENICTB, HEOOXOAMMBIX UM B CBSI3H C
WX UHIUBUAYAJIBHBIMH OCOOCHHOCTSMH. [Ipn HEOOXOMMMOCTH WHBAJIMIAAaM M JIMLIAM C OTPAaHWYEHHBIMH BO3MOYKHOCTSIMHU 3I0pPOBBS
MIPEJOCTABISETCS IOTIOJIHUTEIBHOE BpeMs IS ITOJrOTOBKM OTBETa Ha 3aJ[aHus, MpoLeIypa OLEHHUBAHUS Pe3yJIbTaTOB 00yYeHHS IO
JIUCIUIUIMHE MOJKET ITPOBOJIUTHCS B HECKOJIBKO JTAIIOB.

© OI'BOY BO «Uenl'V»




CnennaasHocts 10.05.01 KomnboTepHas 6e301acHOCTH
Conennamu3anusi Ne 1 «AHanu3 0e30MaCHOCTH KOMIBIOTEPHBIX CHCTEM)
Padouas nporpamma gucuumiimebl «3ammuta loT cereii»

2026 rox Habopa, ouHasi popma o0yueHus

PaGouas nporpamMmma qucuMIJIMHBI (MO1YJ1s1) 000peHa U PeKOMEHI0BaHa:

ITpopekTop 1o yueOHOH paboTe yTBepxkaeHo 27.02.26 A.A. CanamaToB
Y4eHBIM COBETOM MaTeMaTHYecKoro (akyipreTa

[Tporoxon 3aceqanust Ne 8 ot 19.02.2026

[Ipencenarens YdeHoro coBera

MareMaTH4ecKoro (akynpTeTa COIJIaCOBAHO A. C. CxopblHUH
3acenanuem kadgeapbl KOMIbIOTEPHOH 0€30MACHOCTH M NPHUKJIAAHOM anredpbl

ITporokon 3acenanust Ne 08 ot 14.02.2026

3aBenyromui kapenpoi COITIaCOBaHO A. H. Pyuaii

ABTOD (COCTaBUTEIIH) A. H. Pyuaii

CTpykTypa pa6oueii mporpaMmbl co00TBeTCTBYeT mpukasy pekropa ®I'bOY BO «Ueal'¥» ot «13»
anpeas 2021 r. Ne 274-1



