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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pabouas nporpamma nucuumnuasl TecTHpoBaHIE KOMIBIOTEPHBIX CUCTEM HA IPOHUKHOBEHHSA'' MO HANPABICHUIO
noxaroroBk (crenuansroctr) 10.05.01 "KommbroTepHas 6€30MacHOCTD' HAaPaBIeHHOCTH (IPO(HIIIO) CreIHAH3aIUs ctp. 3
N 1 "Anammus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Yen'Y»

1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

HCJ'IL npernogaBaHus JUCIHUIIINHBI — (1)OpMI/Ip0BaHI/Ie Yy CTYACHTOB KOMHCTCHHHﬁ, HCO6XO,£[I/IMI>IX JUISL IpOBEACHUA TECTUPOBAHUA
KOMITBIOTCPHBIX CUCTEM Ha IIPOHUKHOBCHUE.

3agadell IUCHUIUIMHBI ABIsIeTCS GOPMUPOBAHKE Y CTYACHTOB 3HAHHUH O MPUHLHUIIAX U aITOPUTMaX MPOBEICHUS TECTUPOBAHUS
KOMITBIOTEPHBIX CUCTEM Ha MPOHUKHOBEHHUE, (POPMUPOBAHHUS IPAKTHYECKUX HABBIKOB HUCCIIEIOBAHUS 3alUILIEHHOCTH
UH()OPMALIOHHO-KOMMYHHKAIIHOHHBIX CHCTEM, BBISIBIICHHS yrpo3 HH)OPMAIMOHHOH 6€30I1acCHOCTH U BBIPAO0TKE pEKOMEHAAINH 110
UX JIOKQJIN3AIHH.

Pe3yHbTaTBI O6y‘-IeHI/IH 110 JUCLHUIUIMHE HAIIPaBJICHBI HA JTOCTHM)KCHUE MHIUKATOPOB!

ITK-2.1. ObnaaeT 3HAHUSAMH O MIPUHIAIIAX TOCTPOCHHUS CHCTEM OOHAPYKCHUSI KOMITBIOTEPHBIX aTaK; O METOAaX 00pabOTKH JaHHBIX
MOHHTOPHHTA 0€30aCHOCTH KOMITBIOTEPHBIX CHCTEM H CeTeil; 0 MOpAAKEe CO3MaHUs U CTPYKTypa OTHUETa, CO3aBaeMOTO I10
pe3yspTaTaM IPOBEPOK; O crocodax oOHapyKeHUs U HeUTpalu3aliy IOCIEeICTBUM BTOPKEHUH B KOMIIBIOTEPHbIE CUCTEMBI; O
HOPMATHBHBIX PABOBBIX aKTaX B 00JIACTH 3aMIUTH HH(GOPMAINH; O PYKOBOIAIINX W METOINIECKNX JOKYMEHTaX YIIOITHOMOYEHHBIX
(enepanbHBIX OPraHOB UCIIOIHUTEIBHON BIACTH 110 3alUTe HHGOPMaLUY.

I1K-2.2. leMoHCTpUpyeT yMeHHUs: (opMann30BbIBaTh 33a41y YIPABICHUs 0€3011aCHOCTBIO KOMIIBIOTEPHBIX CUCTEM; IPUMEHSATh
HMHCTpYMEHTAJIbHBIE CPEJCTBA IPOBEJEHUSI MOHUTOPHHTA 3aLIUIIEHHOCTH KOMIBIOTEPHBIX CUCTEM; [IpUMEHATh MEeTOIbI aHAIK3a
3aIIUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM U CeTeH; CTPYKTYypUPOBATh AHATUTUYECKYIO HHPOPMALIUIO IS BKIFOUCHUS B OTYET.

ITK-2.3. imMeeT npakTHIECKHiA OTBIT (HABBIKH): BBIMOJHEHHE aHANIN3a 3aIIUIIEHHOCTH KOMIBIOTEPHBIX CHCTEM C HCIOIb30BaHHEM
CKaHepoB 0E30ITaCHOCTH; BHIIIOJHEHNE aHAJI3a 3AIHIICHHOCTH CETEBBIX CEPBHUCOB C UCIIOJIF30BAaHHEM CPENICTB aBTOMAaTHIECKOTO
pearupoBaHus Ha TIONBITKH HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K pecypcaM KOMIIbIOTEPHBIX CUCTEM U CETEH; COCTaBJIEHHE OTYETOB I10
pe3yabpTaTaM MpoBEepOK.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OIIOII

Ik (pazmen) OITOIT: b1.B.01

2.1 TpeGoBaHus K NpeJBapUTeIbHOI NOAT0TOBKE 00y4aIOLIErocs:

Wndopmaruka

Mopenu 6e301aCHOCTH KOMITBIOTEPHBIX CUCTEM

Anrebpa

AHHapaTHLIe CpeacCTBa BBIYMCITUTEILHONW TEXHUKHU

Mertobl TporpaMMHpOBaHUS

KOMHLIOTepHLIe CETH

3amuTa NporpaMM U AaHHBIX

3amyra B ONEeparMOHHBIX CUCTEMAaX

BecnipoBoanbie cetn

2.2 INCUMIITMHBI M MPAKTHKH, IJ151 KOTOPHIX OCBOEHHE TAHHON TUCHHILIMHBI (MOIYJIsI) HEOOX0AMMO KaK MpeIIlecTBYLIee:

IloaroroBka k ciade v ciada rocyJapCTBEHHOI'O SK3aMCHa

[ToaroroBka K mporeaype 3aiyThl U 3alIUTa BEITYCKHON KBATU(MUKAIIMOHHOW paboOThI

3. KOMIIETEHIINY OBYYAIOIIETOCSI, ®°OPMHUPYEMBIE B PE3YJIbTATE OCBOEHUSI ANCLIUIIAHBI
(MOJTYJIST)

TIK-2: Cnocoben NMPOBOIUTH MOHUTOPHUHT 3AIMUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM

3HaTh.

— 3Tamnbl IPOBEACHUS TECTUPOBAaHHU KOMIIBIOTEPHBIX CUCTEM HAa NPOHUKHOBEHUE;

— TEOPETUYECKUE OCHOBBI KOMITBIOTEPHBIX aTaK, MOJEIMPYEMBIX B paMKaXx IIPOBEIEHH dKCIIEPUMEHTOB I10 TPOHUKHOBEHHIO B
KOMIIBIOTEPHBIE CHCTEMBI,

— NIPUHIOUIBI Pa0OTHI CKAaHEPOB OE30IIACHOCTH U METOAUKY IIPOBEPKH MOTYIaEMbIX UMH CBEICHHH;

— NpaBHJIa JOKYMEHTUPOBAHUS M TOCTPOEHUSI OTYETOB IO PE3YJIHTATaM IIPOBOJAHUMBIX TECTOB HA IIPOHUKHOBEHHE.

YMmern.

— HCTIOJIb30BaTh CKaHEePhl MHPOPMAIIMOHHOH 0€30IIaCHOCTH U MIPOBOJNUTH OLEHKY, OTYYaeMBIX UMU CBEACHHH;
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KOMIIBIOTEPHBIX CUCTEM,

MIPOTOKOJIOB, IPUMEHAEMBIX JJIS 3alMThI KOMIIBIOTCPHBIX CUCTEM,

— MOACIUPOBATHL COBPEMCHHBIC KOMIIBIOTEPHBIC aTaKH, MPEACTABIIAIOINE aKTYaJIbHBIC YIPO3bI HH(i)OpM&L[HOHHOIZ 0€30IacHOCTH JJIsL

— IETEKTHPOBATh CPECTBA OOHAPYKEHHUST KOMITBIOTEPHBIX BTOPIKCHUH U MPEIOTBPAIleHUs yTedeK HHHOpMAIIHY;
— HCIob30Bath npreMsl 00xoxa IDS, IPS, DLP-cucteM, aHTHBHPYCHOTO IPOTPaMMHOT0O 00eCeUeHHs U KpUNTorpadguyeckux

— IpOBOAUTH OLCHKY KOH(I)I/IpraIlI/II/I CpEACTB 3allIUThI I/IH(i)OpMaIlI/II/I U 1aBaTb pCKOMCHAAIUH 110 €€ KOPPEKTUPOBKE.

Baagers:

pe3yinbTaTaM COOTBETCTBYIOIIUX OTYETOB.

— NPAKTUYCCKUMU HaBbIKaMH IIPOBCACHUA TCCTUPOBAHUA KOMIIBIOTCPHBIX CUCTEM HAa MPOHUKHOBECHUE U IIOATOTOBKH I10 X

B pe3yabTaTe OCBOCHUA TUCHUIJIMHBI 06ylla|01um”10ﬂ HOJIZKEH

3.1|3narth:

3.1.1|- coBpeMeHHbIC POCCUHCKUE U MEKAYHAPOIHBIC CTAHIAPTHI B 00JacTH HHPOPMALIMOHHOW 0€30T1aCHOCTH;

3.1.2|—- sramsl IMPOBEACHUS TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha MIPOHUKHOBCHUE.

3.2|Ymern:

3a[UIIEHHOCTH;

3.2.1|- MPUMCHATH METOBI BBIABJIICHUA yﬂSBI/IMOCTeﬁ I/IH(i)OpMaLII/IOHHLIX CHUCTEM U IPOBOAUTH OLICHKY PIH(bOpMaL[PIOHHOﬁ

0e30IacHOCTH JJ1 KOMIIBYIOTCPHBIX CUCTEM,

3.2.2|- MozmenupoBaTh COBpEMEHHBIE KOMITBIOTEPHBIE aTaKH, IPEACTABIIONINE aKTyaIbHbIE YIPO3bl HH)OPMAIIHOHHON

3.2.3|— neTekTUpoBaTh CPeCTBA OOHAPYKEHUS KOMIBIOTEPHBIX BTOPXKEHUH U NPEIOTBPALICHNs yTeuek HHPOpMaIUH.

3.3|Baanern:

HX pe3yjibTaTaM COOTBECTCTBYIOIIUX OTUCTOB.

3.3.1]- IMPAKTUYCCKUMH HaBbIKaAMU ITPOBCIACHUA TECTUPOBAHNUA KOMIBIOTCPHBIX CUCTEM HAa IPOHUKHOBCHUE U ITIOATOTOBKH ITO

4. OBPBEM JUCHUIIJIMHBI (MOAYJIS)

O6uwas TpyaoeMKoCTb

53ET

4acoB Ha KOHTPOJIb 27

KOHTaKTHas pabota: 79

Yacos o yueOHOMY any : 180 Buyibl KOHTPOJIS B ceMecTpax:
B TOM 4YMCIIC :

ayTUTOpHBIC 3aHsThsA . 68 9K3aMeHbI 9

caMmocTosiTenbHas pabora : 74

HKP: 11
5. CTPYKTYPA U COAEPKAHUE JUCIHUIIJIUHBI (MOIYJIS)
Kon HanmeHoBaHue pa3ieioB u TeM /BUJ 3aHATHs/ Cemectp | Yacos Jlutepatypa
| saHaTHS [ Kvoe
Pa3nen 1. 1. MeToauka npoBeieHUsI TECTHPOBAHMUS KOMIBIOTEPHBIX
cucTeM
11 OO0u11e NOHATHSA TECTUPOBAHUS KOMITBIOTEPHBIX CHCTEM Ha IIPOHUKHOBEHUE 9 2 JI1.1J11.2J12.1 J12.2
[JTex/ J12.3
1.2 IIpaBoBoe perynupoBaHue TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha 9 2 J11.2]12.1 J12.2
npoHukHoBenue /JIex/
1.3 OCHOBBI IPOBEJICHUS TECTUPOBAHUS KOMIIBIOTEPHBIX CHCTEM. 9 12 JI1.2J12.1 J12.2
IIpopabotka nexunoHHOrO Marepuana. /Cp/
Paznen 2. 2. Coop unpopmanun
2.1  |llonstue u Ha3HaueHnue «Open source intelligence». /Jlex/ 9 2 J11.2J12.1 J12.2
2.2 Meranannbie  /Jlex/ 9 2 J11.2J12.1 J12.2
2.3 C6op nH(MOpMALK B OTKPHITHIX TEJICKOMMYHHKAIIMOHHBIX ceTsX /J1ab/ 9 4 J11.2J12.1 J12.2
2.4 CkaHHpOBaHHE KOMITbIOTEPHBIX cucteM /J1ab/ 9 2 J11.2]12.1 J12.2
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2.5 Coop napopmamyn. OSINT. KonkypeHTHas pa3Beska. 9 12 J11.2J12.1 J12.2
ITpopaboTKa TEKIHOHHOTO MaTepuana. 3aKperyieHHe IPaKTHIeCKOro
matepuana. /Cp/
Pa3znen 3. 3. CkaHupoBaHHe KOMNbIOTEPHBIX CHCTEM
31 MeTo/1bI CKAHUPOBAHHSI CETEBBIX TTOPTOB /JIex/ 9 4 J11.2J12.1 J12.2
3.2 O0xo0x cpeAcTB 0OHAPYKEHUS BTOPKEHUH IPH CKAHUPOBAaHUU CETEBBIX IIOPTOB 9 2 J11.2J712.1 J12.2
[JTex/
3.3 Hcnonb3oBanue OMOIHMOTEKH "SCAPY" IS IPOBEICHUS Pa3IMYHBIX BUIOB 9 4 JI1.2712.1 J12.2
CKaHMPOBAHMs CETEBBIX MOPTOB. /J1ab/
3.4 CxanupoBanue koMibloTepHbIx cucteM. NMAP. OpenVAS. 9 12 J11.2J12.1 J12.2
ITpopaboTKa JTEKIHOHHOTO MaTepuana. 3aKperyieHHe IPaKTHIEeCKOTo
Mmarepuana. /Cp/
Paznen 4. 4. Jkcnayaranusi ya3BUMOCTEl POrpaMMHOro odecredyeHust
41 OorienoctymnHbie 0a3bl IKCIUTONTOB /JIek/ 9 2 JI11.2J12.1 J12.2
4.2 Metasploit Framework /JTex/ 9 2 J11.2J12.1 J12.2
4.3 O0X011 ¥ TECTUPOBAHUE CPENICTB AHTUBUPYCHOMU 3anuThl /JIek/ 9 2 JI1.2J12.1 J12.2
4.4  |Mcnons3oBaHue nporpaMmHoro obecreuenus «Metasploit Framework» /JTa6/ 9 2 J11.2J12.1 J12.2
45 Hcnonp3oBanne JOMONHUTENBHBIX Moyteit «Metasploit Framework» /J1a6/ 9 2 J11.2J12.1 J12.2
4.6 DKcIuyaTamus ya3BUMOCTeH mporpaMMHoro obecreuenus. Metasploit 9 12 JI1.2J12.1 J12.2
Framework.
IIpopaboTKa JIEKIMOHHOTO MaTepuaia. 3akKpeluIeHue IPaKTHYSCKOTo
marepuaia. /Cp/
Pa3nen 5. 5. IlpoBenenne 3IKCNepUMEHTOB MO OlleHKeE 3aIUIIIEHHOCTH
BBIYHCIUTEILHBIX CHCTEM.
5.1 Knaccudukanus ceTeBbIX KOMIIBIOTEPHBIX aTak. /JIek/ 9 2 JI1.2J12.1 J12.2
5.2 VSI3BUMOCTH CETEBBIX MPOTOKOJIOB. /JIek/ 9 2 JI1.2J12.1 J12.2
5.3 ARP-cny¢wunr. IP-ciydunr. /Jlex/ 9 2 JI1.2J12.1 J12.2
5.4  |TlomaBnenne DHCP-cepsepa. /JTek/ 9 2 J11.2J12.1 J12.2
55 DNS-crrydunr. Strip SSL. /JTex/ 9 2 J11.2J12.1 J12.2
5.6 TpocaymuBanue 1 MoaupuKanus cereBoro Tpaduka. /J1ad/ 9 3 JI1.2J12.1 J12.2
5.7 Tlonasnenue B cetu DHCP-cepBepa. /J1ab/ 9 3 J11.2J12.1 J12.2
5.8 ATaka Ha KIIHeHTCKoe npuoxenwe /J1a6/ 9 2 JI1.2J12.1 J12.2
5.9 ArTaka «stripssl» ma mporoxon HTTPS /JTa6/ 9 2 J11.2J12.1 J12.2
5.10 |Awuanu3s cereBoro Tpaduka nporpammoii Intercepter-NG /J1a6/ 9 2 JI1.2J12.1 J12.2
5.11 |Araka Ha GecripoBoaHYO ceTb /JTab/ 9 2 J11.2J12.1 J12.2
5.12 |TectupoBaHue CPEICTB AHTUBUPYCHOM 3aIUTHI. 9 12 JI1.2J12.1 J12.2
TIpopaboTka JIEKIHOHHOTO MaTepraia. 3aKperjeHUe MPaKTHYECKOTo
marepuana. /Cp/
Pa3znen 6. 6. OueHka 3alMIIEHHOCTH KOMIBIOTEPHBIX CHCTEM, BLIPA0OTKA
pexoMeHanuin
6.1 OreHka 3alUIEHHOCTH KOMITBIOTEPHBIX CHCTEM, BBIPA00OTKa peKOMEH/TaIni. 9 4 J11.2J12.1 J12.2
[JTex/
6.2 OT4eT 0 MpoBeIEHUH TECTUPOBAHMS KOMITBIOTEPHON CUCTEMBI Ha 9 6 JI1.2J12.1 J12.2
npoHukHoBeHue /J1a6/
6.3 CereBbie KomIbroTepHBIC ataku. /Cp/ 9 6 J11.2J12.1 J12.2
6.4 O1ieHKa 3alIMIIEHHOCTH KOMITBIOTEPHBIX CUCTEM, BBIPA0OTKA PEKOMEHIAIMN 9 8 JI1.2J12.1 J12.2
/Cp/
Paznen 7. Unast koHTaKTHasi padoTa
7.1 Muas koHTaKkTHas paboTa: MHIUBHUyaIbHbIE KOHCYJIbTALUH, TEKYIHHA 9 11

KOHTPOJIb. /UKP/
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cTp. 6

6. ®OHJ OIIEHOYHBIX CPEJICTB

6.1. IlepedeHs BH/IOB OIEHOYHBIX CPEICTB

YcTHBIl ompoc.

JlaboparopHas pabora.
CamocrostenpHas pabora.
ITepeueHs BOIPOCOB K 9K3aMEHY.

6.2. TunoBbIe KOHTPOJbHbIC 3aJaHUA U UHbIC MaTePHUaAJIbI 1JIs1 TEKyHleﬁ aTTreCTaluu

BOHpOCLI JUIsL YCTHOT'O ompoca JJisd TeKyHIefI aTrTeCTalunu

1. Dramnsl TECTUPOBAHUS KOMITBIOTEPHBIX CHCTEM Ha MPOHUKHOBEHHE.
2. Bugp! 1 K1accU(pUKAIINKA TECTUPOBAHMIA KOMIBIOTEPHBIX CUCTEM HAa MPOHUKHOBEHHE.
3. Black box, White box, Black hat, White hat.

4., TToHsATHE STUYHOTO B3JIOMA.

5. IIpaBoBBIC OCHOBBI MPOBEACHUS TECTA HA MPOHUKHOBEHUE.

6. [TousiTre u Ha3Hauenue «Open source intelligence».

7. Lo-tech OSINT.

8. Hi-tech OSINT.

9. O01ee noHsATHE QPYTIPHHTHHTA.

10. TIpunnunel Texuomoruu «google hacking database».

11. Meroas! aHaIU3a METaJaHHBIX.

12. Meroap! CKaHUPOBAHHS TOPTOB.

13. SYN-ckanupoBaHue.

14. ACK-cxaHupoBaHue.

15. XMAS-ckaHupoBaHue.

16. FIN-cxanupoBanue.

17. UDP-ckanupoBaHnmue.

18. Window-ckanupoBaHue.

19. Cnoco0bl naeHTH(OUKAINH TPIIOKEHHH, IETEKTUPOBAHIE YI3BUMOCTEM.
20. Anroputmbl GYHKIIMOHUPOBaHHS aHTHBUPYCHBIX CPEJICTB.

21. TIlpoaxTuBHas 3aluTa.

22. PeakTHBHAs 3aI0UTA.

23. Buptyanuzauus oKpy>KeHUsl.

24, Dwmynsums Koja.

25. TlomuMopdHBI MPOrpaMMHBII KOJI.

26. MetamMopdHBIi TPOrpaMMHBIH KOJI.

27. IludposaHue NporpaMMHOro Koza.

28. Mertonsl 00X0a CPEICTB aHTHBUPYCHOI 3aIlIUTHI, CETEBBIX SKPAHOB, CUCTEM OOHAPY>KEHUH BTOPKESHUH.
29. DKCIUIOWT.

30. Kiaccugukalys KOMIBIOTEPHBIX aTak.

31. CereBble aTaky Ha KaHAJIBHBIN ypoBEHb cTeka mpoTokosioB TCP/IP.

32. CereBble aTaky Ha CETEBOH YpOBEHB cTeka mpoTokoioB TCP/IP.

33. CereBble aTaku Ha TPAHCIIOPTHBIH YPOBEHb CTeKa MpoToKonoB TCP/IP.
34. Araxu Ha IPOTOKOJIBI MaPLIPYTU3AIHNH.

35. Iporoxon DHCP.

36. Hcromenne DHCP-cepBepa.

37. DNS.

38. DNS-cnydumr.

39. Iltopm noxueix DNS-3ampocos.

40. MeToaBI ENEBOr0 BHEAPESHUS CIIEIHATEHOTO TPOrPAMMHOT0 00ECTICUEHHSI.

~
=

Araxa Strip-SSL.

Mexanmsm 3anmrel HSTS.

HSTS cnydumr.

44. Anroputm pabotsr WPA2.

45. Araxka neayrentudukannun WPA2.

46. JlokymeHTaIbHOEe 0(pOpMIICHHE TeCTa Ha TPOHUKHOBEHUE

b
(AN

IepeyeHb CaMOCTOSITENBHBIX PA0OT
1. Pa3pabotka ceTeBoro ckaHepa.
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2. Ucnons3osanue texuonorun OSINT B OTKPBITHIX TCJICKOMMYHUKAIUOHHBIX CETAX.

ITepeuens 1abOpaTOpHBIX PabOT

. C6op nHbOpPMAINH B OTKPHITBHIX TEIEKOMMYHHKAIMOHHBIX CETSX.

. Ucnonb3oBanue Oubnuorexu "scapy” [uis NpoBeeHNs pa3IMYHbIX BUIOB CKAHUPOBAHHUS CETEBBIX ITOPTOB.
. Ucmosnp3oBanue mporpammuoro obecreuenust «Metasploit Framework».
Hcnosp30BaHre JONOMHUTEIBHBIX MOayJIeit «Metasploit Framework».
[IpocnymuBanue 1 MOAU(MUKAIUS CETEBOTO TpaduKa.

ITonasnenue B cetn DHCP-ceprepa.

. Ataka Ha KIIMEHTCKOE IPHIIOKEHHE.

. Araxka «stripssl» va nporokox HTTPS.

. AHanmu3 ceteBoro Tpaduka nporpammoii Intercepter-NG.

10. Araxa Ha OeclIpOBOAHYIO CETb.

11. Otuer o NIPOBENCHNHU TECTUPOBAHUS KOMITBIOTEPHON CHCTEMBI Ha TPOHUKHOBEHUE.

©CONOoOUO~WNPE

ITosHBIe TEKCTHI Ta00PATOPHBIX pabOT M 3a1aHMs BBUTOKCHBI HA CETEBOM JIHCKe Kaheapsl KOMIBIOTEPHON 0€30I1aCHOCTH U
npukiagHoi anreopsr DC1\doc\.

6.3. TunoBbIe KOHTPOJBbHbIC BOIPOCHI M 3aIaHUA JIAA HpOMeﬂCyTO‘lHOﬁ arrecranuu

[IepeueHs BOIPOCOB K HK3aMEHY

. DTamsl TECTUPOBAHMS KOMIBIOTEPHBIX CHCTEM Ha MPOHHUKHOBEHHE.

. Bunpl 1 knaccuukanuy TeCTUpOBaHUI KOMIIBIOTEPHBIX CUCTEM Ha IPOHUKHOBEHUE.
. Black box, White box, Black hat, White hat.

. [ToHsiTHE 3TUYHOTO B3JIOMA.

. [IpaBOBBIE OCHOBBI IIPOBE/ICHHUS TECTA HA MPOHUKHOBEHUE.

. [Tonsitue u nasnauenue «Open source intelligence».

. O6mee nousTHE QYTOPUHTHUHTA.

. Ipunrumsr Texunosoruu «google hacking database».

. MeTonb! aHanu3a MeTagaHHBIX.

0. Metoxsl CKAaHUPOBAHUS ITOPTOB.

1. Cnoco6b! uaeHTHGUKALMY TPUI0KEHUH, JETEKTUPOBAHHUE YS3BUMOCTEH.
12. Anroput™bl GYHKIMOHHPOBAHHUS aHTUBUPYCHBIX CPEICTB.

13. Meroas! 006x0/1a CpeaCTB aHTUBHPYCHOM 3aILIUTHI, CETEBLIX YKPAHOB, CUCTEM OOHAPYKEHUH BTOP KEHUH.
14. OOmias cxemMa MPUMEHEHUS IKCILIOHNTA.

15. Knaccudukanust KOMIBIOTEPHBIX aTak.

16. CereBble aTaku Ha KaHAJIBHBIN YPOBEHD cTeKa mpoTtokosnos TCP/IP.

17. CereBble aTaky Ha CETEBOH ypoBeHb cTeka npotokonos TCP/IP.

18. CereBble aTaku Ha TPAHCIIOPTHEIM YPOBEHB cTeka mpoTokoioB TCP/IP.

19. Ataku Ha IPOTOKOJIBI MapIIPyTU3ALUY.

20. VYsazsumoctu DHCP-nmpoTokona.

21. Araxu Ha ciyx0y DNS.

22. Metopl IeNeBOro BHEIPEHHS CIIEIAAIFHOTO IPOTPAMMHOTO 00eCTIeUeHHs.
23. Ataxka Strip-SSL.

24. JlokymeHTanpHOE opopMIIeHHE TeCTa HA IPOHUKHOBEHHUE.

PP OO0O~NOOUOTE, WN PR

6.4. Kputepuu oneHUBaHUS

[Topsnox mpoBeaeHNs IPOMEKYTOUHOM aTTeCTAlluU

B Teuenne cemecTpa CTYJEHT JOJKEH BBIOJIHUTH OJIMHHAIATH JJA0OPAaTOPHBIX paboT, KaXJast U3 KOTOPBIX OLIEHUBAeTCs B 5 OaiioB.
MaxkcuManbHbIi 0ast 3a 1abopatopHyro paboty — 5 Gayuios.

MaxkcumanbHblii 6asut 3a 1abopaTtopHble paboThl B cemecTpe — 55 0anios.

Taxke He0OXOAMMO BBITIOJIHUTH JIBE CAMOCTOSTEIBHBIC PA0OTHI.

MaxkcuManbHbIi 04Ul 332 CAaMOCTOATENIFHYI0  PaboTy — 5 6asuioB.

JlomyckoMm 10 MPOBEICHHSI AK3aMEHa SIBIISTIOTCS CIAHHBIE CTYICHTOM J1a00paTOPHBIE U CAMOCTOSTEIIbHBIC pAa0OTHI B TCUYCHUE CEMECTPA.
DK3aMeH NMPOBOJMTCS B OJMH JTall, HA KOTOPOM CTYJECHT OTBEUYAET Ha JJBa TEOPETHUECKUX Bompoca. [IporomkurensHocTs — 30 MUHYT.
MaxkcuManbHbIN 0aJll 32 OTBET Ha TeOpeTHYECKUi Borpoc — 15 Gamnos.

Ceoanas Tabnuna peiiTunra ycrnesaemoctH (8 cemectp)
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Ne HepequL KOHTPOJIBbHBIX Meponpmm/n?l B CEMECTpPEC MakcuMaabHO€e KOJI-BO 0allJIOB

1 JTaGoparopuass pabota Nel-11 11x5=55
2 CamocrosTenbHas padora Ne 1,2 2x5=10
3 IMocemaeMocTs (Bce 3aHSTHS) 5

4 Dx3ameH (TeOpeTHYECKHUii BOIPOC) 2x15=30
HUroro 100

Kputepun oneHNBaHUSA TEOPETHUECKOTO BOIIPOCA

MakcuManbHbIi 6ajibl 32 OTBET Ha TEOpETUUECKUI Bonpoc — 15 6amos.

OTtimruno/3autreno/13-15 6amros - CTyaeHTOM JIaH TOJIHBIH, B IOTHYECKOM MMOCIIEA0BATEIFHOCTH Pa3BEPHYTHIN OTBET HA
HOCTaBJICHHEBII BOIPOC, B KOTOPOM OH IIPOAEMOHCTPUPOBAJ 3HAHHS IIPEAMETA B IOJTHOM 00beMe Y4eOHOM MPOrpaMMBI, JOCTATOYHO
ITyOOKO OCMBICIHBAET JUCIUIIINHY, CAMOCTOSATENBHO, H HCUEPIBIBAIONIE OTBEYAET Ha JOIOIHUTEIBHBIC BOIPOCH], IIPUBOIUT
COOCTBEHHBIC IIPUMEPBI 110 POOIEMaTHKE TOCTABICHHOIO BOIIPOCA.

Xoporo/3aureHo/9-12 6amnos - CTyJeHTOM AaH pa3BepHYTHIil OTBET HA OCTABICHHBII BOIIPOC, B KOTOPOM CTYJEHT JEMOHCTPHPYET
3HaHMS, IPHOOPETECHHBIC HA JICKIIMOHHBIX U CCMUHAPCKHX 3aHATHSX, a TAKXKE MOJTYYCHHBIC TOCPEICTBOM H3YUCHUS 0053aTeIIbHBIX
y4eOHBIX MaTePHAJIOB MO KypcCy, JaeT apryMEHTHPOBAHHBIC OTBETHI, IPUBOIUT IPUMEPEL, B OTBETE IPHCYTCTBYET JIOTHIHOCTD H
HocJenoBaTensHoCTh. OHAKO JOIyCKAeTCsl HSTOYHOCTh B OTBETE.

V noBneTBOpUTENIEHO/3auTeHO/6-8 Oaiu1oB - CTyIEHTOM JaH OTBET, CBUACTEIBCTBYIONINIT B OCHOBHOM O 3HAHHH IIPOLIECCOB H3Y4aeMOii
JUCIUIIIMHEL, OTIHYAOIIUHACS HeIOCTATOYHON TIIyOMHON 1 MOITHOTON PAacKPHITHS TEMBI, 3HAHHEM OCHOBHBIX BOIPOCOB TEOPHH, Cl1ab0
c(hopMHUPOBAHHBIMU HABBIKAMH aHAJIN3a SIBJICHUH, IPOLIECCOB, HEIOCTATOYHEIM YMEHHUEM JIaBaTh apI'yMEHTHPOBAHHBIC OTBETHI U
HIPUBOJUTH IPUMEPEI, HEIOCTATOYHON JIOTHYHOCTHIO M ITOCIIEI0BAaTEIBHOCTHIO OTBETA.

HeynosnerBopurensHo/He 3auteno/0-5 damna - CTyIeHTOM JaH OTBET, KOTOPBIH COJEPIKHUT PSL CEPhE3HBIX HETOYHOCTEH,
00HAPYKUBAIOIIHI HE3HAHHE IPOIECCOB M3ydaeMOH IPpeAMETHON 00IACTH, OTINYAIOIINICS HETITyOOKHM PAaCKPBITHEM TEMBI,
HE3HaHHEM OCHOBHBIX BOIIPOCOB TEOPHH, HEC(HOPMHUPOBAHHEIMH HAaBBIKAMH aHAJIM3a SBJICHHUIL, IIPOLIECCOB, HEYyMEHHEM 1aBaTh
apryMEHTHPOBAHHEIE OTBETHI, OTCYTCTBHEM JIOTHIHOCTH U MOCIEA0BAaTENFHOCTH. BEIBOIBI TOBEpXHOCTHBI. CTYIEHT He clocoOeH
OTBETHUTH Ha BOIPOCHI AAKE MPH JTOMOJIHUTENBHBIX HABOIAIINX BOIIPOCAX MPEIoJaBaTels.

Kpurepun onieHku 1a60paTopHOi paboThI

MaxkcumManbHbIi 0asut 3a 1abopaTtopHsie padoThI 3a cemecTp — 55 6asoB.

5 GaioB - mabopaTopHasi paboTa BBIITOJHEHA ITOJIHO U MPABHIBLHO B COOTBETCTBUU C 33/IaHUEM, BBIBOJI CIIEJIaH CAMOCTOSTENBHO,
TEXHUYECKH MPABUIILHBIM SI3BIKOM, TAHBI BEPHBIE OTBETHI Ha KOHTPOJIGHBIE BOIIPOCHI, 110 33aHHI0 TPETIojaBaTels
IIPOICMOHCTPUPOBAHBI JJOTOJIHUTENLHbBIE ICHCTBUS B pAMKaX TEMAaTUKH paboThI,

4 Ganna — maboparopHasi paboTa BBIIIOIHEHA ITOJTHO M IPABUIIEHO B COOTBETCTBHH C 3aIaHHEM, BBIBOJ C/IEJIAH CAMOCTOSTEIBHO,
TCXHUYCCKHU IPABUJIBHBIM S3BIKOM, JaHbI HE ITOJIHBIC OTBETHI HA KOHTPOJIbHBIC BOIIPOCHI, IO 3aJlaHUI0 IIPETIOAaBaTCIIA
MIPOJIEMOHCTPUPOBAHEI JOTIOIHUTEIBHBIE IEHCTBHS B PAMKaX TEMAaTHKH padOTHI;

3 bayta — tabopaTopHast paboTa BBIIOJHEHA TIOJIHO U TPaBMIIBHO B COOTBETCTBUU C 33JaHUEM, BBIBOJI ClIEJIaH CAMOCTOSTENBHO,
TEXHUYECKH MPAaBUIILHBIM SI3BIKOM, TAHBI HE TIOJTHBIE OTBETHI HA KOHTPOJIBHBIE BOIIPOCK, TI0 3aJaHHIO IIPETIOJaBaTelsl He
IIPOICMOHCTPUPOBAHBI JJOTIOJHUTENLHBIE ICHCTBUS B pAMKaX TEMAaTUKH paboThI,

2 6ayta — mabopaTopHas pad0oTa BBITIOJIHEHA MOJHO U MPAaBHIIBHO B COOTBETCTBHY C 3aJlaHUEM, BBIBOJ HE CIIeIaH, JaHbl He TOJTHEIE
OTBCTBI HAa KOHTPOJIBHBIC BOIIPOCHI, IO 3aJaHUIO MIPETriogaBaTeyIsl HE MPOACMOHCTPUPOBAHBI JOITOJTHUTEIIbHBIC ﬂCﬁCTBHﬂ B paMKax
TEMaTHKH paboTH;

1 ©asn — Ipu BEINONHEHUH 1a00paTOPHOIl pabOoTh! 00YYAIOIMMCS TOMYIIEHbI CYIIIECTBEHHbIE OMUOKHU 10 COAEPKaHUI0 yueOHOTrO
Marepuana, paboTa BEIOJHEHA C HAPYIICHUEM, TOMYIIeHBI rpyOble OMIMOKH, Ha KOHTPOJILHBIE BOIIPOCHI JaHbI HE BEPHBIE OTBETHI.
0 6anoB — He BBINOIHEHA JabopaTopHas padora.

Kpurepuu orieHKH caMOCTOSATEIbHON paboThI

MakcuManbpHbIH 6aiu 3a caMOCTOsATEIbHBIE Pa0OTHI 3a cemecTp —10 Gasos.

5 6anyoB — caMocTOsATebHAs PAd0Ta BBHIIIOJIIHEHA [IOJTHO U IIPABHIIBHO B COOTBETCTBHH C 3aJJaHUEM, BBIBOJ CHEJIAH CAMOCTOSTEINIBHO,
TEXHUYECKH MPABWILHBIM S3bIKOM, JaHbl BEPHBIE OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI, 110 3aIaHHIO MIPENoJaBaTes
IIPOJIEMOHCTPUPOBAHBI AOMOJHUTEIbHBIE ICHCTBHS B paMKaX TEMAaTHKH paOOTHI;

4 Gayuta — caMoCTOsITebHAs pa00Ta BHINOJIHEHA TIOJIHO U IPaBUJIBHO B COOTBETCTBUY C 33/IaHUEM, BBIBOJI ClIEJIaH CAMOCTOSATEIIBHO,
TEeXHUYECKH NTPABIILHBIM SI3BIKOM, TAHBI HE TIOJHBIC OTBETHI Ha KOHTPOJIBHBIE BOIIPOCH], 10 3aJaHHUIO MPETo1aBaTess
IIPOIEMOHCTPUPOBAHBI JIOMOJIHUTENBHBIE ISHCTBUS B paMKax TeMaTUKU paboThl,

3 Gana — caMocTOsTeNbHas paboTa BBIIOJHEHA MOITHO M MPaBHIBHO B COOTBETCTBUH C 33[JaHUEM, BBIBOJI CIETIaH CAMOCTOSTENBHO,
TEXHUYECKH NPABUIILHBIM S3bIKOM, JaHbl HE MIOJHbIE OTBETHI HA KOHTPOJIbHBIE BONIPOCH, 110 3aJIaHHIO IIPEoAaBaTels He
IIPOJEMOHCTPUPOBAHBI JOMOIHUTEIbHBIC JEHCTBHS B paMKaxX TEMAaTHKH paboTHI;

2 Gayuia — caMOCTOsATeNbHAS Pab0Ta BBITOJHEHA OJHO U IIPaBUIILHO B COOTBETCTBHU C 33J]aHUEM, BBIBOJ] HE C/ICJIaH, TAaHbI HE TIOJTHBIE
OTBETHI Ha KOHTPOJIBHBIE BOIIPOCH], MO 3aJaHUIO MIPEIOAABATENs HE IPOAEMOHCTPUPOBAHBI JOIIOJHUTEIbHbIE
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JIEWCTBUS B paMKaX TEMAaTUKH PaOOTEHI;

1 6asn — pH BBIMOJIHEHUN CAMOCTOSITEIIBHOM PabOThl 00YYAOIIMMCS TOTYIIEHBI CYIIECTBEHHBIC OLIMOKH MO COJCPKAHUIO YIeOHOTO
Marepuana, paboTa BHIOJHEHA C HAPYIICHUEM, JTOMYIICHBI rPyOble OMIMOKH, Ha KOHTPOJIbHBIC BOIPOCHI JaHbI HE BEPHBIC OTBETHI.

0 Gay1OB — HE BBIMIOJIHEHA CAMOCTOATENIbHAS paboTa.

IMpu MO/BEICHNM HTOTOB YUMTBIBAIOTCS PE3YJIbTATHI TEKYIIEH arrecTannn. [[oydeHHbIe 38 TEKYIYIO aTTECTAINIO OalIbl
CYMMUPYIOTCSI C 0aJUIaMH, OJYIEHHBIMH 33 KaX[bIi 3TAIl IPU [IPOXO0K ICHUH IPOMEKYTOYHOU aTTECTAIlUH.

Jlns1 sx3ameHa.

0-60 6ayutoB — HEyOBIETBOPHTEIBLHO (2);

61-74 6ayutoB — YIOBAETBOPUTEIHHO (3);

75-90 6ayutoB — xoporo (4);

91-100 6amtoB — orsimyHO (5).

7. YYEBHO-METOANYECKOE U UTH®OPMAIIMOHHOE OBECIIEUEHUE JUCHUITIJIMHBI (MOIYJISA)
7.1. PexoMeHayeMas JINTepaTypa

7.1.1. OcHoBHas1 IUTEpPaTypa

ABTODBI, COCTABUTEITH 3ariaBue WsnarenscTBo, rox | Pecypc

JI1.1 (lanbrus B. ©. 3amuTa HHGOPMAIUU B KOMIIBIOTEPHBIX CUCTEMAX U CETIX Mocksa : JJMK 3BC
(http://e.lanbook.com/books/element.php? pl1_cid=25&pl1_id=3032) [TIpecc, 2012

JI1.2 |Nmeiinos B. f. WNudopmanmonHas 6e30nacHOCTD U 3auura HHpopManuu: Teopusi 1 (Mocksa, bepiun : 3BC
MpaKTHKa: yaeOHoe mocodue Hupexr-Menna,
(https://biblioclub.ru/index.php?page=book&id=571485) 2020

7.1.2. lono/IHUTe/ILHASL JIUTEPATypa
ABTOpBI, COCTaBUTEIH 3arnaBue WzparensctBo, ron| Pecypc
J12.1 |llIuddman, Yaiika U. [3amura ot xakepoB. Ananu3s 20 clieHapreB B3lioMa MockBsa : Bunbsmc,
B., Bopucenko A. A. 2002
J12.2 {Menbuuxos B.I1., NudopmarrionHas 6e30macHOCTh. yUeOHUK Mocksa : KHoPyc, 3BC
Kymnpussos A.H., (https://book.ru/book/932059) 2020
Menbnauxos B.II.
JI2.3 |bapanosa E.K., babam [AkTyaipHble BOIPOCH 3alUThI HHOPMALMU: MOHOTpadus Mockaa : 3BC
A.B. (http://znanium.com/catalog/document?id=375285) Wznarenbckuit

Hentp PMOP, 2021

7.3 Tlepevennb HHPOPMAHOHHBIX TEXHOJIOTHIT

7.3.1 TIporpammHoe oGecneyeHue

NetBeans
Notepad++
VirtualBox
Ubuntu Linux
LibreOffice

7.3.2 IlpodeccnonanbHbie 6a3bl JAHHBIX H HH(POPMAHMOHHO-CIIPABOYHBIE CHCTEMBI

1. DnekrpoHHsIil KaTanor HayyHoi 6ndnnoTexku Yenl'Y [DnexTponHsIit pecype] : 6a3a nanubix / Yensi6. roc. yH-T. — YenmsioOnuck, 1992.

2. Koncynbrant Ilntoc [DnekTpoHHSIi pecypc] : cripaBo4YHO-NpaBoBas cuctema : 6asa faHHbIX / PernoH. neHTp npaBoBoit HHPOPM.
Nudopmmpaso.

3. eLIBRARY.RU [3nexrponHblii pecypc] : HaydHas 3eKTpOHHAs OMOInoTeKa [HayIHOI NEPHOANKH Ha PYCCKOM sI3bIKE |. —
Mockaa, [1999-]. - locTyr K moHBIM TeKcTaM mociie peructpanun u3 ceta Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnektpoHHBIi pecypc]: cucTeMa AUCTAHIIMOHHOTO 00ydeHwus | [6a3a manubix] / Yenst6. roc. yu-T. — Yensibunck, [6.r.]. —
JHoctyn u3 cetr Yenl'Y wity, mocse perucTpaiyy U3 CeTH yH-Ta, U3 Jr000H TOYKH, UMeLIel goctyn B uHTepHer. — URL:
http://moodle.uio.csu.ru/login/index.php.
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N 1 "Anammus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Yen'Y»

5. Hayunas 6ubnuorexa YesiOMHCKOT0 roCYIapCTBEHHOTO YHUBepcuTeTa [Dnekrponusiii pecype] : [caiit] / Yenst6. roc. yH-T. —
Yensounck, [2001-]. — Pexxum moctyma: http://ww.lib.csu.ru/ , ceo6omubif. — 3ari. ¢ sKpaHa.

6. MHTepHeT yHUBEpCUTET HHOOPMALIMOHHBIX TEXHOJIOT U [DeKTpoHHbIH pecypc]. — DnekTpoH. aaH. — Pexum gocrymna !
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIIMHBI (MO Y JIS)

Jlns peanuzanyu AMCHUIUTMHBI HCHIOJIB3YIOTCS YUeOHbIE ayJUTOPUH JUIsl IIPOBEACHUS 3aHATUH JIEKIIMOHHOTO THIIA, 3aHITUI
CEeMHMHApPCKOro TUIIA, TPYNIOBBIX U HHAUBUAYAIbHBIX KOHCYIbTALUH, TEKYIIEr0o KOHTPOJISA U IPOMEKYTOUHOM aTTecTalllHy, a TaKxkKe
MTOMEIICHHS [UIsSl CAMOCTOSITEIbHOW PabOTHI.

VYueGHble ayAUNTOPUH YKOMIUIEKTOBAHBI CIIEHHATN3UPOBAHHON MEOETbI0 ¥ TEXHUYECKHMH CPEACTBAMHU OOYUECHHUS: IPOESKTOPOM,
9KpPaHOM, MarHUTHO-MapKEPHOH JOCKOH, MapKepOM; C BOBMOYKHOCTBIO JEMOHCTPALIUH AJIEKTPOHHBIX MIPE3CHTAIMN TIPU YPOBHE
OCBEILEHHUS, JOCTATOYHOM JUISl pabOTHI ¢ KOHCTIEKTOM.

ILJ'I?{ MpOBCACHUA 3aHATUH JISKIIMOHHOI'O THUIIA UMEETCS JACMOHCTPAlMOHHOC 060py}.’[0BaHI/Ie: IMIPOCKTOP, IKPaH.

JlaGopaTopHBIe 3aHSATHS TPOXOIAT B YUEOHBIX JTaOOPATOPHSIX TEXHUUECKUX CPEICTB 3aIIUThl HH(pOopManuu 1 "CeTeBoi moiuron” (ay.
421, 423, yueOnslit kopiyc Nel). MaTepHanbHO-TEXHHYECKOE 00ECIIeYCHUE IIPUBEICHO B ACIIOPTaX JlabopaTopuil.

[TomernieHust U1l CAMOCTOSITENBHON PadOThI 00YYAIOUIMXCsl OCHAIIEHBI KOMITBIOTEPHON TEXHHUKOH € MOAKIIIOYEHHEM K CETH
«HTepHeT» U obecrieueHneM J0CTYyIa B JIEKTPOHHYIO0 HHHOPMAIIHOHHO-00pa30BaTENbHYIO CPEy YHUBEPCUTETA.

9. METOANYECKHUE YKA3AHUS JJIS1 OBYYAIOLIIUXCS IO OCBOEHUIO JUCHUIIIUHBI (MOIY JISI)

IMpu u3yueHun AaHHOM AMCLMILUIMHBI UCIIOIb3YIOTCS JIEKIIMOHHEIE, Ta00paTOPHBIE 3aHATUS U CaMOCTOsITeNIbHas paboTa cTyaeHTa. Ha
JIEKIMOHHBIX 3aHATUAX MPEToaBaTesb H3JIaraeT OCHOBHOE COIEPKaHUe TeM MPOrpaMMEL. [IpopaboTKy JeKIMOHHOTO MaTepHaia
CTYZEHTY >KeJIaTeIbHO IPOBOJUTH KaK MOCIE KaXJIOT0 3aHATUS, TaK U 110 3aBEPIICHUIO TeMbl. DTO I103BOJIUT CBSI3aTh BOECJUHO
MIOJIyYE€HHBIE CBEICHUS U COCTABUTH IEIbHYIO KapTHUHY.

Ha mabopaTopHbIX 3aHATUSAX pacCMaTPUBAIOTCS METO/bI IIPOBEICHUS TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha IPOHHKHOBEHHE.
Pexomenayercs mepen KaxkapIM J1abOpaTOPHBIM 3aHATHEM BBIIIOIHHUTE TOMAITHEE 3aaHHe, YTO ITO3BOJIUT JIyUIle YCBOUTD
IpeABIIYIINH MaTepuai, ¥ U3yIUTh JEKIUOHHBINA MaTepHall 1o npeAcTosei Teme. CTyIeHTY XKenaTeIbHO IPOSBIATh AKTUBHOE
ydacTHe Ha J1ab0opaTOpHBIX U JIEKIIMOHHBIX 3aHATUAX, 3a71aBaTh BOIPOCHI, TIOCKOJIbKY YMEHHE 0OOCHOBBIBATh CBOIO TOUKY 3pEHHH,
HaXO0KIEHUE KOMIIPOMUCCHOT'O PELIEHUs B ’THYECKHU BbIAECPKaHHOM JUCKYCCUU HE TOJILKO BaXKHO JUIsl JIy4IIETrO yCBOEHUSI MaTepuaa,
HO W IIEHUTCS B PEAIBHON KU3HHU.

Ba)kHBIM MOMEHTOM NIPU U3Y4EHUU 000 TUCHUIIIMHBI SBJISIETCS] OPTaHU3alKs CaMOCTOSITENILHOM paboThl. IIpu ocBoeHHU
Marepuaia He ClIeyeT CTPEMUThCS K MEXaHUIECKOMY 3allOMUHAaHHIO TIPHUBEAECHHBIX ONPeNeTIeHUH, (OPMYIHPOBOK H ITOJIOKEHHH,
ecii TpeOOBaHMs MPSIMO HE YKa3bIBAIOT Ha 3T0. BroHe 3 QeKTHBHOI MOKET 0Ka3aThCs MOMBITKA MOHSTH CYTh SBJICHUS, BEIpabOTaTh
CBOE OTHOLIECHHE K HEMY, OIIHPasCh Ha MAaTepUall, COAEPKAILMNACS B PEKOMEHJOBaHHOH uTeparype. CkazaHHOE 0COOEHHO

3¢ eKTHBHO, KOT/Ia PeYb WAET O TAKHX TPEOOBAHMUIX, KaK KIIOHMMAET» HIH KHMEET IpecTaBIeHne». HanpoTuB, eciti CTyJeHT UMeeTe
JIeTI0 ¢ TPeOOBAHUEM K ICSTENBHOCTU «IOJDKEH YMETh», TO PEKOMEH/IyeTCsl IOYNPAXHATHCSA B COOTBETCTBYIOLIEM BUJIE NEATEILHOCTH.
Bce 310 nMeeT HenocpeiCTBEHHOE OTHOIIEHHE K TOATOTOBKE K MIPAKTHYECKNAM 3aHATHUSM.

B ciyuae npuMeHeHHs PH 00YYESHUH TUCIAILUTMHBI DJIEKTPOHHOTO 00y4eHH s, IUCTAHIIMOHHBIX 00pa30BaTEbHbIX TEXHOJIOT Uit
obmieHre 00yJarOIIUXCsl ¥ IPETIOAaBaTelsl OCYIIECTBISIETCS B PEKUME PealbHOTO BpeMeHn (OHIaiiH-eKud (BeOUHApHI), YaThl,
BUJIEO-KOH(EPEHIMHU U JIP.) WM OTIIOKEHHOIO BpeMeHH (CHCTeMa qUCTaHIIMOHHOro 00y4yenus Moodle, hopymsl, sexTpoHHas nmodra
u ap.).

Bosnbliryto 4acTh BpeMEeHH 00Yy4arOIIHecs: CAMOCTOSITENBHO PabOTAIOT ¢ y4eOHO-MeTOAnYeCKMMH MaTtepruaiaMi. CTYICHTBI HMEIOT
BO3MOXKHOCTH KOHCYJIBTUPOBATBCS C TIPEIIOJaBATENIEM I10 BCEM BOIIPOCAM, BOHHUKAIOLIMM B XOJI€ CAMOCTOSITEIbHOM paboThI
MOCPEICTBOM 3JIEKTPOHHOM MOYTHI, MECCCHIPKEPOB, COLMAIBHBIX CETEH H T.II.

JocTymn 00y4aronerocs K y4eOHbIM PecypcaM B PeXXHMe OTII0KEHHOTO BPEMEHH, CAMOCTOSTEIbHOM pabOoThl OCYLIECTBISIETCS Yepes3
ceth MHTEpHET B yJJOOHOM [UISl HETO MECTE, BPEMEHH H TEMIIC.

ITpu o0y4enun Ui ¢ OrpaHUYEHHBIMU BO3MOXKHOCTSIMU 3/I0POBbBSI DJIEKTPOHHOE 00YyUeHUE, AUCTAaHIMOHHbBIE 00pa30BaTeNbHbIE
TEXHOJIOTHH ITPeyCMaTPHBAIOT BO3MOXKHOCTB IIpHeMa-Tiepeiadll HHGOPMAIUU B JOCTYITHEIX I HUX (opMax.

Peanu3anys TUCHMIUTHHBI C TPUMEHEHHUEM 3JIEKTPOHHOTO 00YUYCHHUS, JUCTAHI[MOHHBIX 00pa30BaTeIbHbIX TeXHOJIOTHI (1anee — D0,
JIOT) ocyruecTBisiercs: Ha OCHOBaHHH «[10JOXKEHHsI O pean3alii OCHOBHBIX M JJOMOJIHHUTEIBHBIX 00pa30BaTebHbIX IIPOrpamMM ¢
MIPUMEHCHUEM DJICKTPOHHOI'O O6yquI/lH U JUCTAHLMOHHBIX O6pa3OBaTC_]'[BHLIX TEXHOJIOTHH B (bezlepaanOM rocyaiapCTBEHHOM
OFOKETHOM 00pa30BaTEIBEHOM yUPEKICHUH BEICIIEro 00pa3oBaHus «UensOMHCKHIT rocyIapCTBEHHBIH yHIBepcHTeT», «Ilomoxerns
0 MOpsiIKe 3a4eTa 00YYarOIIMMHUCS 10 OCHOBHBIM MPO(ECCHOHANBHBIM 00pa30BaTeIbHBIM
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nporpamMMam Beiciero oopaszosanusi B @I'bOY BO «UenlV» pe3ynbTaToB OCBOCHHS B OPraHU3ALUAX, OCYLIECTBILSIIOIINX
00pa3oBaTeNbHYIO JIesATeIbHOCTD, y4eOHBIX IPEIMETOB, KyPCOB, JUCIHUILUIMH (MOyJIeH), IPAKTHK, AOHOIHUTEILHBIX
00pa3oBaTeIbHBIX IPOrpaMM» IIOCPEICTBOM 3JIEKTPOHHOI nHpopManuoHHo-006pa3oBarenbHoi cpenpl PITBOY BO «Uenl'V». B
HCKITIOUNTENBHBIX Cydasx (Gopc-Maxop H T.I1.) TP pearn3ainy 00pa3oBaTenbHOM qesTeabHoCcTH ¢ mpuMenerrem 30, JIOT moryr
IPUMEHSTh KOMIIOHEHTHI, HE BXOJSIINE B IIepeYeHb 3IEKTPOHHOH HH(POPMAIIIOHHO-00pa30BaTENbHOMN Cpeibl.

10. CHEIIUAJIBHBIE YCJIOBUA OCBOEHUS JUCIUIIJIMHBI OBYYAIOIIIUMHUCS C UTHBAJIMJHOCTBIO U
OI'PAHUYEHHBIMHA BO3MOXHOCTSAMMU 3/10POBbA

OcBoeHUE TUCIMILTHHBI MHBATHIAMH W JIMIIAMH C OTPaHUYCHHBIMHI BO3MOXKHOCTSIMH 3/I0POBbSI OCYIIECTBILICTCS C UCIONB30BaHUEM
CHEeLHAJIbHBIX TEXHHMYECKUX CPEACTB M AaCCHCTHBHBIX HMH(GOPMAIMOHHBIX TEXHOJOTHH, TPENOoCTaBIsIeMBIX PecypcHBIM
y4e0HO-METOJUUECKUM LIEHTPOM 110 OOYUESHUIO MHBAIUIOB U JIUI] C OTPaHUYEHHBIMU BO3MOXKHOCTSAMHU 3/10poBbst Uenl'Y no 3ampocy
oOyuarorerocs.

1. MobuibHbIC CrIeHHaIbHBIE TEXHUYECKUE CPEACTBA AJISL JIMI[ C HAPYLICHUSIMH 3PEHHUS: HOPTATHBHBINA KOMIIBIOTED C BBOJOM/BBIBOIOM
mipudrom Bpaiiss ¢ cunresaropom peun «ElBraile-W14J G2»; HoyTOyku ¢ mporpammuoii skparHoro goctyna NVDA; aeKTpoHHbIe
YBEIMYHUTENH IS YIAJICHHOTO ITPOCMOTPA; BUACOYBEIHINTEIH OPTAaTUBHEIE; TH(IIOILIEED; HUPPOBBIE TUKTO(OHEL

2. MoOunpHbIe ClielMaNbHble TEXHUUECKHE CPEACTBA JUIL JIMILl ¢ HApYLIEHUsMHU CllyXa: CHUCTeMa CBOOOJHOTO 3BYKOBOTO IOJS CO
BCTPOCHHOW COBMECTHMOCThIO ¢ FM-yctpoiictBamu; pamuokinacckl «ConeT-PCM» ¢ mepeaaTyukoM, 3ayIlHBIM HHIYKTOPOM U
UHIYKIUOHHON NeTiel; cucreMa MH(OpMaIMOHHas U1l cnadociblmamux nepeHocHas «Mcrok» A2 co BCTPOEHHBIM IIIEEPOM —
3BYKOBBIM HH()OPMATOPOM; TOKYMEHT-KaMepa; MporpaMMHUPyeMBIe CITyXOBBIE allllapaThl HHINBHIYAIBHOTO TOIb30BaHHS.

3. AccuctuBHble UH(OpPMALMOHHBIE TEXHOJOTHMHU. IPOrPaMMHOE OOECIeUeHUE SKpaHHOro xoctyma ¢ cuHTe3oM peun NVDA;
MIPOrpaMMBI SKPAaHHOTO YBEIMUYEHUS; IPOTPAMMBI PEYEBOI0 CHHTE3a ISl KOMITBIOTEPOB U HOYTOYKOB; IPOrpaMMBI PEYEBOT0 CHHTE3a
JUIsl MOOMJIBHBIX YCTPOMCTB; SKpaHHasl KIIaBUATypa; SKpaHHas JIyma.

IIpn HEOOXOOMMOCTH Ul OOYYAIOIIMXCS C HApyHNIEHHSAMH 3peHHs Ha pabouyMx MecTax Uil MPOBEHEHHS MPaKTHYECKUX HWIH
nabOpaTOPHBIX 3aHITHI YCTaHABIUBACTCS CIEIHANIbHOE MporpaMmHoe obecreuenue (mporpamma pedeBoit HaBurauu NVDA,
pEYEeBBIC CHHTE3aTOPbI, SKPAHHBIE JIYIIbI).

B y4ebuble ayauTopuu oOecreuuBaeTcs OECHPENATCTBEHHBI NOCTYN I OOy4aloUIMXcs HHBAIMAOB M OOydaroluxcs ¢
OTPAaHWYECHHBIMH BO3MOXKHOCTSIMH 3JIOPOBbS. B KakmoW aymuToOpuH, TA€ OOYYaroTCsl WHBAJIHMIBI M JIMIA C OTrpPaHMYCHHBIMU
BO3MOXHOCTAMH 300POBbsA, NPEAYCMATPUBACTCA COOTBECTCTBYIOLICE KOJHUYECCTBO MECT IJIsL 06yqa}0umxc;1 C YU4CTOM HapylHeHI/Iﬁ nux
30POBbS.

ILH?I OCBOCHHSA JUCHUIJIMHBI HHBAJINAaM U JIMIIaM C OTPaHUYCHHBIMH BO3MOXXHOCTAMU 3JOPOBbs IPEAOCTABIIACTCA JOCTYII K IEYaTHBIM
WCTOYHMKAM, IMEIOIMMCsS B HayqHOH onOmroTeke Yenl'Y, ¢ TOMOIIBIO CIIEHANbHBIX TEXHHYECKUX CPEACTB; JOCTYII K DJIEKTPOHHBIM
UCTOYHMKAM, MPEACTaBICHHBIM B (GOpME DIEKTPOHHOIO JOKyMeHTa B (¢oHne HayyHoil Oubmuorexu Yenl'Y wim
9IIEKTPOHHO-OUOIMOTEYHBIX CHCTEMax, C MOMOIIBIO CIICHUATIBbHBIX TEXHHYECKHX U IPOTPAMMHBIX cpeacTB (pabodee MecTo st
HE3psYero Mojb30BaTeNsi C MPOrpaMMHBIM obecreueHneM SKpaHHOro gocryna ¢ cuHTesom peun NVDA, pabGouee mecto ¢
KOMIIBIOTEPHBIM POJIEpOM U KiaBuatypoil Clevy ¢ 0oibInMy KHONKaMK | C Pa3IeISIONICH KIIABUIIH HAKIIAAKOM).
yl{e6H0'MCTOZlI/I‘1€CKI/IC MaTepuajbl IJs O6y‘{a}OH_[I/IXC5[ 13 4ucjia MTHBAJIUAOB U JIUI C OrpaHUYCHHBIMH BO3MOXKHOCTSMU 310POBBA
MPEIOCTABISIIOTCS B (h)OpMaX, aIallTUPOBAHHBIX K OTPAaHUYEHHSIM HX 3I0POBbs H BOCIIPHATHS HH()OpMALIH:

JLi1st U1 ¢ HapyIIEHUSIMU 3PEHMUSL:

- B TIEYaTHON (hOpMe YBEITMIECHHBIM IPUPTOM,

- B (hOpMeE AJIEKTPOHHOTO JJOKYMEHTA,

- B popme aynuodaiina,

- B meyaTHOM hopme mpudTom Bpaiins.

Jlns a1 ¢ HapynIeHus MU ciayXa:

- B IeyaTHoil opme,

- B (hOpMeE AJIEKTPOHHOTO JJOKYMEHTA.

JInist UL ¢ HapyIIeHUSIMH OTIOPHO-/IBUTATENBEHOTO amapaTa:

- B Ie4aTHOH dopme,

- B (hopMe INEKTPOHHOTO JOKYMEHTA,

- B popme aynuodaiina.

JlaHHBIIH IepeYeHb MOXKET ObITh KOHKPETU3UPOBAH B 3aBUCHMOCTH OT KOHTHHIEHTA 00YJaIOIIIXCS.

JIJT?I HWHBAJIUAOB U JIUI C OrPaHUYCHHBIMH BO3MOKHOCTAMH 3J0POBbSI OCBOCHUEC AUCHUIIIMHBI MOXKET 6BITL YaCTHYHO WJIHU IOJHOCTBIO
OCYILIECTBIICHO C HCIIOJIB30BAHUEM JHCTAHIIMOHHBIX 00Pa30BaTENLHBIX TEXHOIOTHH.
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ITpu poBeieHNH IPOLEAYPHI OLICHHBAHNUS PE3YIIbTATOB 00yYCHNS HHBAJIHAAOB H JIHI C OTPAaHUYCHHBIMU BO3MOXKHOCTSIMH 3JI0POBBS 10
JMCLHIUIMHE 00ECNeYnBACTCS BBINOJHEHUE CIEAYIOMIUX JONOJIHUTEIbHBIX TpeOOBaHUiI B 3aBUCHMOCTH OT HHIMBHIYaIbHBIX
ocoOeHHOCTel, 00ydaronuxcs:

a) JocrynHas hopMa MpesoCTaBISHHS HHCTPYKIMH 110 IIOPSAKY MPOBEJSHMS IPOLEypbl OlleHuBaHus (YCTHO, B IMCbMEHHOIT opMe,
B MUCbMEHHO# (opme mpudToM Bpaiins, yCTHO ¢ HCIONIB30BaHUEM YCIIYT CypAONEPEBOIUHKA);

6) mocrynHas (opma mpenocTaBieHHs 3aJaHUil OLEHOYHBIX cpelcTB (B mevarHO Qopme, B medaTHOH (opMme yBeqM4eHHBIM
wpudroM, B nedatHoit popme mprdrom bpaiinst, B popme 211eKTPOHHOTO JOKYMEHTA, 3aaHHS 3aUUTHIBAIOTCS ACCHCTEHTOM, 3aJaHuUsI
MPEIOCTABIISIOTCS C HCIONB30BAHUEM CYPAOIEPEBOIA);

B) JocTynHas (opMa HpeAoCTaBiIeHUs OTBETOB Ha 3a/aHMs (IMCbMEHHO Ha Oymare, HaOOp OTBETOB Ha KOMIIbIOTEpE, IHCHMEHHO
wpudrom Bpaiiis, ¢ HCMOIB30BaHUEM YCITYT aCCHCTEHTA, YCTHO).

ITpu npoBeseHUH POLEAYPhI OLCHUBAHHS PE3YJIbTATOB 00YUCHHUS MHBAINIOB H JIMI C OTPAHUYCHHBIMU BO3MOXKHOCTSIMH 3710POBbS
HpeIyCMaTpUBACTCs HCIOJIB30BAHIE TEXHUYECKUX CPEJICTB, HEOOXOMAUMBIX MM B CBSI3H C MX HHAUBAAYAILHEIMU OCOOCHHOCTSIMU. DTH
CpeacTBa MOTyT ObITh IpeoctaBieHs! Yenl'yY uiim MOryT HCIIOJIb30BaThCsl COOCTBEHHBIE TeXHHYeckne cpeacTsa. [Ipu HeoOxoanmocTn
MHBAJIH/IAM ¥ JIMLIaM C OTPaHHYEHHBIMH BO3MOKHOCTSIMHU 37I0POBbS ITPEIOCTABIISCTCS JOMOIHUTEIBHOE BPEMs IJIsl TOATOTOBKH OTBETa
Ha 3aJIaHus, IPOLie/Iypa OLEHUBAHMS PE3yIbTaTOB 00YUIEHHUS 110 AUCUUIUIHHE MOXKET IIPOBONUTHCS B HECKOJIBKO ITAIIOB.

ITpoBeneHue MPOLEAYPH! OLICHUBAHUS PE3YJIbTATOB 00yYCHHS HHBAIUJIOB M JIUIl C OTPAaHUYCHHBIMU BO3MOYKHOCTSIMHU 3JJOPOBBSI
JIOMYCKAETCs C HCIIOJIb30BAaHUEM AMUCTAHIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHil.

© OI'BOY BO «Uenl'V»
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Padouas nporpamma quciuiuinabl « TecTHpoBaHHe KOMIIBIOTEPHBIX CHCTEM HA IPOHUKHOBEHHS
2024 rox HabOopa, ouHas ¢opma 00yueHHUst

[IpopekTop mo yueOHO# paboTe yTBepkaeHo 21.02.24 A.A. CanamaroB
VYdeHBIM COBETOM MaTeMaTH4ecKoro (akyasreTa

IIporoxon 3acemanns Ne 9 ot 15.02.2024

IIpencenarens YueHoro cosera

MaTeMaTH4eckoro QgaxyasreTa COTJIaCOBaHO E.A. Coponosa
3acenanneM Kadeapbl KOMILIOTEPHOI 6€30NMACHOCTH U MPHUKJIATHOI aaredpbl

IIporokon 3acemanus Ne 7 ot 03.02.2024

3aBenytromumii kKadenpon COTJIACOBAHO A.H.Pyuait

ABTOp (COCTaBHTEIH) A. H. Pyuqaii

CTpykrypa padoueii mporpaMmbl cooTBeTcTBYET Npukasdy pekropa ®I'bOY BO «Ueal'V» ot «13»
anpeas 2021 r. Ne 247-1



