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Pabouas nporpamma nucuumnuasl TecTHpoBaHIE KOMIBIOTEPHBIX CUCTEM HA IPOHUKHOBEHHSA'' MO HANPABICHUIO
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Conep:xanue

1. [len OCBOEHUSI AUCITUTIIIUHBI

2. Mecto muctmmuinabl B ctpykType OITOIT

3. Komnerenmuu obyyarorierocs, GopMupyeMble B pe3yiabTaTe OCBOCHHUS UCIUILTAHBI
(Momyst)

4. O0beM JUCIHUILIAHBI (MOJTYJIS)

5. CtpykTypa U cofiepKaHie AUCIUTUIAHBI (MOTYJIs)

6. ®oH11 OIIEHOUHBIX CPEACTB

6.1. IlepeueHb BUIOB OLICHOYHBIX CPE/ICTB

6.2. TunoBbie KOHTPOJIBHBIC 3aJaHUS U HHBIC MAaTEePUAJIbI JJI TEKYIIEH aTTecTalluu
6.3. TunoBble KOHTPOJILHBIE BOIIPOCHI U 3a/IaHUS JJIs1 TPOMEKYTOUHOM aTTeCTaIlH

6.4. Kputepun onieHuBaHus

7. YdeOHO-MeToInIecKoe U HHPOPMAITMOHHOE 00CCIICUeHUE TUCITUTUTHHBI (MOTYJIs)
7.1. PexomeHayemas nureparypa

7.2. Ilepeuenp pecypcoB HHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn ""MHTepHeT"
7.3. Ilepedenp HHPOPMAITMOHHBIX TEXHOIOTHIA

8. MaTepuraabHO-TEXHHYECKOE 00€CIIeUYeHUE TUCITUTUTMHBI (MOTYJIs)

9. Meroanyeckue yka3zaHust ist 00y4JarOIMXCs 0 OCBOCHUIO AUCIUTUTHHBI (MOYJIS)
10. CriennanpHbIe YCIOBHS OCBOCHHUSI TUCIUILTAHBI O0YUYaIOMIUMHUCS C HHBATUIHOCTBIO U
OTPaHUYECHHBIMH BO3MOKHOCTSIMH 3/I0POBBS

© ®I'BOY BO «Henl'V»




MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pabouas nporpamma nucuumnuasl TecTHpoBaHIE KOMIBIOTEPHBIX CUCTEM HA IPOHUKHOBEHHSA'' MO HANPABICHUIO
noxaroroBk (crenuansroctr) 10.05.01 "KommbroTepHas 6€30MacHOCTD' HAaPaBIeHHOCTH (IPO(HIIIO) CreIHAH3aIUs ctp. 3
N 1 "Anammus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Yen'Y»

1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

HCJ'IL npernogaBaHus JUCIHUIIINHBI — (1)OpMI/Ip0BaHI/Ie Yy CTYACHTOB KOMHCTCHHHﬁ, HCO6XO,£[I/IMI>IX JUISL IpOBEACHUA TECTUPOBAHUA
KOMITBIOTCPHBIX CUCTEM Ha IIPOHUKHOBCHUE.

3agadell IUCHUIUIMHBI ABIsIeTCS GOPMUPOBAHKE Y CTYACHTOB 3HAHHUH O MPUHLHUIIAX U aITOPUTMaX MPOBEICHUS TECTUPOBAHUS
KOMITBIOTEPHBIX CUCTEM Ha MPOHUKHOBEHHUE, (POPMUPOBAHHUS IPAKTHYECKUX HABBIKOB HUCCIIEIOBAHUS 3alUILIEHHOCTH
UH()OPMALIOHHO-KOMMYHHKAIIHOHHBIX CHCTEM, BBISIBIICHHS yrpo3 HH)OPMAIMOHHOH 6€30I1acCHOCTH U BBIPAO0TKE pEKOMEHAAINH 110
UX JIOKQJIN3AIHH.

Pe3yHbTaTBI O6y‘-IeHI/IH 110 JUCLHUIUIMHE HAIIPaBJICHBI HA JTOCTHM)KCHUE MHIUKATOPOB!

ITK-2.1. ObnaaeT 3HAHUSAMH O MIPUHIAIIAX TOCTPOCHHUS CHCTEM OOHAPYKCHUSI KOMITBIOTEPHBIX aTaK; O METOAaX 00pabOTKH JaHHBIX
MOHHTOPHHTA 0€30aCHOCTH KOMITBIOTEPHBIX CHCTEM H CeTeil; 0 MOpAAKEe CO3MaHUs U CTPYKTypa OTHUETa, CO3aBaeMOTO I10
pe3yspTaTaM IPOBEPOK; O crocodax oOHapyKeHUs U HeUTpalu3aliy IOCIEeICTBUM BTOPKEHUH B KOMIIBIOTEPHbIE CUCTEMBI; O
HOPMATHBHBIX PABOBBIX aKTaX B 00JIACTH 3aMIUTH HH(GOPMAINH; O PYKOBOIAIINX W METOINIECKNX JOKYMEHTaX YIIOITHOMOYEHHBIX
(enepanbHBIX OPraHOB UCIIOIHUTEIBHON BIACTH 110 3alUTe HHGOPMaLUY.

I1K-2.2. leMoHCTpUpyeT yMeHHUs: (opMann30BbIBaTh 33a41y YIPABICHUs 0€3011aCHOCTBIO KOMIIBIOTEPHBIX CUCTEM; IPUMEHSATh
HMHCTpYMEHTAJIbHBIE CPEJCTBA IPOBEJEHUSI MOHUTOPHHTA 3aLIUIIEHHOCTH KOMIBIOTEPHBIX CUCTEM; [IpUMEHATh MEeTOIbI aHAIK3a
3aIIUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM U CeTeH; CTPYKTYypUPOBATh AHATUTUYECKYIO HHPOPMALIUIO IS BKIFOUCHUS B OTYET.

ITK-2.3. imMeeT npakTHIECKHiA OTBIT (HABBIKH): BBIMOJHEHHE aHANIN3a 3aIIUIIEHHOCTH KOMIBIOTEPHBIX CHCTEM C HCIOIb30BaHHEM
CKaHepoB 0E30ITaCHOCTH; BHIIIOJHEHNE aHAJI3a 3AIHIICHHOCTH CETEBBIX CEPBHUCOB C UCIIOJIF30BAaHHEM CPENICTB aBTOMAaTHIECKOTO
pearupoBaHus Ha TIONBITKH HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K pecypcaM KOMIIbIOTEPHBIX CUCTEM U CETEH; COCTaBJIEHHE OTYETOB I10
pe3yabpTaTaM MpoBEepOK.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OIIOII

Ik (pazmen) OITOIT: b1.B.01

2.1 TpeGoBaHus K NpeJBapUTeIbHOI NOAT0TOBKE 00y4aIOLIErocs:

Wndopmaruka

Mopenu 6e301aCHOCTH KOMITBIOTEPHBIX CUCTEM

Anrebpa

AHHapaTHLIe CpeacCTBa BBIYMCITUTEILHONW TEXHUKHU

Mertobl TporpaMMHpOBaHUS

KOMHLIOTepHLIe CETH

3amuTa NporpaMM U AaHHBIX

3amyra B ONEeparMOHHBIX CUCTEMAaX

BecnipoBoanbie cetn

2.2 INCUMIITMHBI M MPAKTHKH, IJ151 KOTOPHIX OCBOEHHE TAHHON TUCHHILIMHBI (MOIYJIsI) HEOOX0AMMO KaK MpeIIlecTBYLIee:

IloaroroBka k ciade v ciada rocyJapCTBEHHOI'O SK3aMCHa

[ToaroroBka K mporeaype 3aiyThl U 3alIUTa BEITYCKHON KBATU(MUKAIIMOHHOW paboOThI

3. KOMIIETEHIINY OBYYAIOIIETOCSI, ®°OPMHUPYEMBIE B PE3YJIbTATE OCBOEHUSI ANCLIUIIAHBI
(MOJTYJIST)

TIK-2: Cnocoben NMPOBOIUTH MOHUTOPHUHT 3AIMUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM

3HaTh.

— 3Tamnbl IPOBEACHUS TECTUPOBAaHHU KOMIIBIOTEPHBIX CUCTEM HAa NPOHUKHOBEHUE;

— TEOPETUYECKUE OCHOBBI KOMITBIOTEPHBIX aTaK, MOJEIMPYEMBIX B paMKaXx IIPOBEIEHH dKCIIEPUMEHTOB I10 TPOHUKHOBEHHIO B
KOMIIBIOTEPHBIE CHCTEMBI,

— NIPUHIOUIBI Pa0OTHI CKAaHEPOB OE30IIACHOCTH U METOAUKY IIPOBEPKH MOTYIaEMbIX UMH CBEICHHH;

— NpaBHJIa JOKYMEHTUPOBAHUS M TOCTPOEHUSI OTYETOB IO PE3YJIHTATaM IIPOBOJAHUMBIX TECTOB HA IIPOHUKHOBEHHE.

YMmern.

— HCTIOJIb30BaTh CKaHEePhl MHPOPMAIIMOHHOH 0€30IIaCHOCTH U MIPOBOJNUTH OLEHKY, OTYYaeMBIX UMU CBEACHHH;
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KOMIIBIOTEPHBIX CUCTEM,

MIPOTOKOJIOB, IPUMEHAEMBIX JJIS 3alMThI KOMIIBIOTCPHBIX CUCTEM,

— IETEKTHPOBATh CPECTBA OOHAPYKEHHUST KOMITBIOTEPHBIX BTOPIKCHUH U MPEIOTBPAIleHUs yTedeK HHHOpMAIIHY;
— HCIob30Bath npreMsl 00xoxa IDS, IPS, DLP-cucteM, aHTHBHPYCHOTO IPOTPaMMHOT0O 00eCeUeHHs U KpUNTorpadguyeckux

— MOACIUPOBATHL COBPEMCHHBIC KOMIIBIOTEPHBIC aTaKH, MPEACTABIIAIOINE aKTYaJIbHBIC YIPO3bI HH(i)OpM&L[HOHHOIZ 0€30IacHOCTH JJIsL

— IpOBOAUTH OLCHKY KOH(I)I/IpraIlI/II/I CpEACTB 3allIUThI I/IH(i)OpMaIlI/II/I U 1aBaTb pCKOMCHAAIUH 110 €€ KOPPEKTUPOBKE.

Baagers:

pe3yinbTaTaM COOTBETCTBYIOIIUX OTYETOB.

— NPAKTUYCCKUMU HaBbIKaMH IIPOBCACHUA TCCTUPOBAHUA KOMIIBIOTCPHBIX CUCTEM HAa MPOHUKHOBECHUE U IIOATOTOBKH I10 X

B pe3yabTaTe OCBOCHUA TUCHUIJIMHBI 06ylla|01um”10ﬂ HOJIZKEH

3.1|3narth:

3.1.1|- coBpeMeHHbIC POCCUHCKUE U MEKAYHAPOIHBIC CTAHIAPTHI B 00JacTH HHPOPMALIMOHHOW 0€30T1aCHOCTH;

3.1.2|—- sramsl IMPOBEACHUS TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha MIPOHUKHOBCHUE.

3.2|Ymern:

3a[UIIEHHOCTH;

3.2.1|- MPUMCHATH METOBI BBIABJIICHUA yﬂSBI/IMOCTeﬁ I/IH(i)OpMaLII/IOHHLIX CHUCTEM U IPOBOAUTH OLICHKY PIH(bOpMaL[PIOHHOﬁ

0e30IacHOCTH JJ1 KOMIIBYIOTCPHBIX CUCTEM,

3.2.2|- MozmenupoBaTh COBpEMEHHBIE KOMITBIOTEPHBIE aTaKH, IPEACTABIIONINE aKTyaIbHbIE YIPO3bl HH)OPMAIIHOHHON

3.2.3|— neTekTUpoBaTh CPeCTBA OOHAPYKEHUS KOMIBIOTEPHBIX BTOPXKEHUH U NPEIOTBPALICHNs yTeuek HHPOpMaIUH.

3.3|Baanern:

HX pe3yjibTaTaM COOTBECTCTBYIOIIUX OTUCTOB.

3.3.1]- IMPAKTUYCCKUMH HaBbIKaAMU ITPOBCIACHUA TECTUPOBAHNUA KOMIBIOTCPHBIX CUCTEM HAa IPOHUKHOBCHUE U ITIOATOTOBKH ITO

4. OBPBEM JUCHUIIJIMHBI (MOAYJIS)

O6uwas TpyaoeMKoCTb

53ET

YacoB no yuebHOMY tuiany : 180
B TOM 4YMCIIC :

ayTUTOpHBIC 3aHsThsA . 68
caMmocTosiTenbHas pabora : 74
9acoB Ha KOHTPOJb : 27
KOHTaKTHas pabota: 79

HKP: 11

Buapr KOHTPOJIA B CEMECTpax:

SK3aMeHEI 9

5. CTPYKTYPA U COAEP)KAHHUE JUCHUIIJIUHBI (MOAY.JIA)

Kon HanmeHoBaHue pa3ieioB u TeM /BUJ 3aHATHs/ Cemectp | Yacos Jlutepatypa
| saHaTHS [ Kvoe
Pa3nen 1. 1. MeToauka npoBeieHUsI TECTHPOBAHMUS KOMIBIOTEPHBIX
cucTeM
11 OO0u11e NOHATHSA TECTUPOBAHUS KOMITBIOTEPHBIX CHCTEM Ha IIPOHUKHOBEHUE 9 2 JI1.112.1
[JTex/
1.2 IIpaBoBoe perynupoBaHue TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha 9 2 JI1.1J12.1
npoHukHoBenue /JIex/
1.3 OCHOBBI IPOBEJICHUS TECTUPOBAHUS KOMIIBIOTEPHBIX CHCTEM. 9 12 JI1.112.1
IIpopabotka nexunoHHOrO Marepuana. /Cp/
Paznen 2. 2. Coop nndopmanuu
2.1  |llonstue u HazHayeHue «Open source intelligence». /Jlex/ 9 2 J11.112.1
2.2 Meranannbie  /Jlex/ 9 2 J11.1J12.1
2.3 C6op nH(MOpMALK B OTKPHITHIX TEJICKOMMYHHKAIIMOHHBIX ceTsX /J1ab/ 9 4 J11.1J12.1
2.4 CkaHHpOBaHHE KOMITBIOTEPHBIX cucteM /J1ab/ 9 2 JI1.1J12.1
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2.5 Coop napopmamyn. OSINT. KonkypeHTHas pa3Beska. 9 12 J11.1712.1
ITpopaboTKa TEKIHOHHOTO MaTepuana. 3aKperyieHHe IPaKTHIeCKOro
matepuana. /Cp/
Pa3znen 3. 3. CkaHupoBaHHe KOMNbIOTEPHBIX CHCTEM
31 MeTo/1bI CKAHUPOBAHHSI CETEBBIX TTOPTOB /JIex/ 9 4 J11.1712.1
3.2 O0xo0x cpeAcTB 0OHAPYKEHUS BTOPKEHUH IPH CKAHUPOBAaHUU CETEBBIX IIOPTOB 9 2 J11.1712.1
[JTex/
3.3 Hcnonb3oBanue OMOIHMOTEKH "SCAPY" IS IPOBEICHUS Pa3IMYHBIX BUIOB 9 4 JI1.1712.1
CKaHMPOBAHMs CETEBBIX MOPTOB. /J1ab/
3.4 CxanupoBanue koMibloTepHbIx cucteM. NMAP. OpenVAS. 9 12 J11.1712.1
ITpopaboTKa JTEKIHOHHOTO MaTepuana. 3aKperyieHHe IPaKTHIEeCKOTo
Mmarepuana. /Cp/
Paznen 4. 4. Jkcnayaranusi ya3BUMOCTEl POrpaMMHOro odecredyeHust
41 OorienoctymnHbie 0a3bl IKCIUTONTOB /JIek/ 9 2 JI1.1J12.1
4.2 Metasploit Framework /JTex/ 9 2 JI1.1J12.1
4.3 O0X011 ¥ TECTUPOBAHUE CPENICTB AHTUBUPYCHOMU 3anuThl /JIek/ 9 2 JI1.1712.1
4.4  |Mcnons3oBaHue nporpaMmHoro obecreuenus «Metasploit Framework» /JTa6/ 9 2 J11.112.1
45 Hcnonp3oBanne JOMONHUTENBHBIX Moayaeit «Metasploit Framework» /J1a6/ 9 2 J11.1J12.1
4.6 DKcIuyaTamus ya3BUMOCTeH mporpaMMHoro obecreuenus. Metasploit 9 12 JI1.1712.1
Framework.
IIpopaboTKa JIEKIMOHHOTO MaTepuaia. 3akKpeluIeHue IPaKTHYSCKOTo
marepuaia. /Cp/
Pa3nen 5. 5. [IpoBenenne 3KcnepUMEeHTOB MO OLIEHKeE 3AIUIIEHHOCTH
BBIYHCIUTEILHBIX CHCTEM.
5.1 Knaccudukanus ceTeBbIX KOMIIBIOTEPHBIX aTak. /JIek/ 9 2 JI1.1012.1
5.2 VSI3BUMOCTH CETEBBIX MPOTOKOJIOB. /JIek/ 9 2 JI1.1012.1
5.3 ARP-cny¢wunr. IP-ciydunr. /Jlex/ 9 2 JI1.1J12.1
5.4  |TlomaBnenne DHCP-cepsepa. /JTek/ 9 2 JI1.1J12.1
55 DNS-crrydunr. Strip SSL. /JTex/ 9 2 JI1.1J12.1
5.6 TpocaymuBanue 1 MoaupuKanus cereBoro Tpaduka. /J1ad/ 9 3 JI1.112.1
5.7 Tlonasnenue B cetu DHCP-cepBepa. /J1ab/ 9 3 JI1.1J12.1
5.8 ATaka Ha KIIHeHTCKoe npuoxenwe /J1a6/ 9 2 JI1.1012.1
5.9 ArTaka «stripssl» ma mporoxon HTTPS /JTa6/ 9 2 JI1.1J12.1
5.10 |Awuanu3s cereBoro Tpaduka nporpammoii Intercepter-NG /J1a6/ 9 2 JI1.112.1
5.11 |Araka Ha GecripoBoaHYO ceTb /JTab/ 9 2 JI1.1J12.1
5.12 |TectupoBaHWE CPEACTB AHTUBHPYCHOM 3AIUTHL 9 12 J11.1J12.1
TIpopaboTka JIEKIHOHHOTO MaTepraia. 3aKperjeHUe MPaKTHYECKOTo
marepuana. /Cp/
Pa3gesn 6. 6. Onenka 3alMIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM, BHIPadoTKa
pexoMeHanuin
6.1 OreHKa 3alUIEHHOCTH KOMITBIOTEPHBIX CHCTEM, BBIPA0OTKA pEKOMEH/IaIlHH. 9 4 JI11.1J12.1
[JTex/
6.2 OT4eT 0 MPoBeIEHUH TECTHPOBAHMS KOMITBIOTEPHON CUCTEMBI Ha 9 6 JI1.1J12.1
npoHukHOBeHue /J1a6/
6.3 CereBbie KomIbroTepHBIC ataku. /Cp/ 9 6 J11.1J12.1
6.4 OneHKa 3aIUIEHHOCTH KOMIIBIOTEPHBIX CUCTEM, BEIPa0OTKA peKOMEH AL 9 8 JI1.1J12.1
/Cp/
Paznen 7. Unast koHTaKTHasi padoTa
7.1 WHas koHTaKTHas paboTa: HHIUBUAYAIbHbIE KOHCYIbTALUY, TEKYILUH 9 11 J1.1712.1
koHTpoitb. /KP/
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cTp. 6

6. ®OHJ OIIEHOYHBIX CPEJICTB

6.1. IlepedeHs BH/IOB OIEHOYHBIX CPEICTB

YcTHBIl ompoc.

JlaboparopHas pabora.
CamocrostenpHas pabora.
ITepeueHs BOIPOCOB K 9K3aMEHY.

6.2. TunoBbIe KOHTPOJbHbIC 3aIaHUA U UHbIC MaTepHaAJIbI 1/ TeKyll.leﬁ aTrecraluu

BOHpOCLI JUIsL YCTHOT'O ompoca JJisd TeKyHIefI aTrTeCTalunu

1. Dramsl TeCTHPOBaHUS KOMITBIOTEPHBIX CHCTEM HA IPOHUKHOBEHHE.

2. Bugp! 1 K1accU(pUKAIINKA TECTUPOBAHMIA KOMIBIOTEPHBIX CUCTEM HAa MPOHUKHOBEHHE.
3. Black box, White box, Black hat, White hat.

4. TIoHsITHE 3TUYHOTO B3JIOMA.

5. IIpaBoBbIe OCHOBBI TPOBEJCHHS TECTAa Ha IPOHHUKHOBEHHE.

6. [TousiTre u Ha3Hauenue «Open source intelligence».

7. Lo-tech OSINT.

8. Hi-tech OSINT.

9. O01ee noHsATHE QPYTIPHHTHHTA.

10. TIpunnunel Texuomoruu «google hacking database».

11. Meroas! aHaIM3a METAJAHHBIX.

12. Meroap! CKaHUPOBAHHS TOPTOB.

13. SYN-ckanupoBaHue.

14. ACK-cxaHupoBaHue.

15. XMAS-ckaHupoBaHue.

16. FIN-cxanupoBanue.

17. UDP-ckanupoBaHnmue.

18. Window-ckanupoBaHue.

19. Cnoco0bl naeHTH(OUKAMN TPHIOKEHHH, IETEKTUPOBaHIE YSI3BUMOCTEH.
20. Anroputmbl GYHKIIMOHUPOBaHHS aHTHBUPYCHBIX CPEJICTB.

21. TIlpoaxTuBHas 3aluTa.

22. PeakTHBHAs 3aI0UTA.

23. Buptyanuzauus oKpy>KeHUsl.

24, Dwmynsums Koja.

25. TlomuMopdHBI MPOrpaMMHBII KOJI.

26. MertamMopdHBIi MPOrpaMMHBII KOJI.

27. IludposaHue NporpaMMHOro Koza.

28. Mertonsl 00X0a CPEICTB aHTHBUPYCHOI 3aIlIUTHI, CETEBBIX SKPaHOB, CUCTEM OOHAPYKEHUI BTOPKESHUH.
29. DKCIUIOWT.

30. Kiaccugukalys KOMIBIOTEPHBIX aTak.

31. CereBble aTaky Ha KaHAJIBHBIN ypoBEHb cTeka mpoTokosioB TCP/IP.
32. CereBble aTaky Ha CETEBOM YpOBEHB cTeka mpoTokooB TCP/IP.

33. CereBble aTaku Ha TPAHCIIOPTHBIH YPOBEHb CTeKa MpoToKonoB TCP/IP.
34. Araxu Ha IPOTOKOJIBI MaPLIPYTU3AIHNH.

35. Iporoxon DHCP.

36. Hcromenne DHCP-cepBepa.

37. DNS.

38. DNS-cnydumr.

39. Iltopm noxueix DNS-3ampocos.

40. MeToaBI ENEBOr0 BHEAPECHUS CIIEHAIBHOTO TPOrPaMMHOTO O0ECTICUeHHSI.
41. Araxka Strip-SSL.

42. Mexannsm 3ammutel HSTS.

43. HSTS cnydumr.

44. Anroputm pabotsr WPA2.
45. Araxka neayrentudukannun WPA2.
46. JloxyMmeHTaIbHOE 0()OpPMIICHHE TeCTa Ha IIPOHUKHOBEHHE

ITepeyeHb CaMOCTOSITENBHBIX PA0OT
1. Pa3pabotka ceTeBoro ckaHepa.
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2. Ucnons3osanue texuoaoruu OSINT B OTKPBITHIX TCJICKOMMYHUKAIUOHHBIX CETAX.

ITepeuens 1abOpaTOpHBIX PabOT

. C6op nHbOpPMAINH B OTKPHITBHIX TEIEKOMMYHHKAIMOHHBIX CETSX.

. Ucnonb3oBanue OubnmoTexu ""scapy” uis NpoBeeHUs pa3IMYHbIX BUIOB CKAHUPOBAHHUS CETEBBIX ITOPTOB.
. Ucrrosnp3oBanue mporpamMmmuoro obecneuenust «Metasploit Framework».
Hcnosp30BaHre JONOMHUTEIBHBIX MOayJIeit «Metasploit Framework».
[IpocnymuBanue 1 MOAU(MUKAIUS CETEBOTO TpaduKa.

ITonasnenue B cetn DHCP-ceprepa.

. Ataka Ha KIIMEHTCKOE IPHIIOKEHHE.

. Araxka «stripssl» va nporokox HTTPS.

. AHanmu3 ceteBoro Tpaduka nporpammoii Intercepter-NG.

10. Araxa Ha OeclIpOBOAHYIO CETb.

11. Otuer o NIPOBENCHNHU TECTUPOBAHUS KOMITBIOTEPHON CHCTEMBI Ha TPOHUKHOBEHUE.

©CONOoOUsWNRE

ITosHbIe TEKCTHI Ta0OPATOPHBIX pabOT M 3a1aHMsI BEITOKCHBI HA CETEBOM JIHCKe Kaheaphl KOMIBIOTEPHOMN 0e30I1aCHOCTH
npukiagHoi anreopsr DC1\doc\.

6.3. TunoBbIe KOHTPOJBbHbIC BOIPOCHI M 3aIaHUA JIAA HpOMeﬂCyTO‘lHOﬁ arrecranuu

[IepeueHs BOIPOCOB K HK3aMEHY

. DTaIsl TECTUPOBAHUS KOMIIBIOTEPHBIX CHCTEM Ha MPOHUKHOBEHHE.

. Bunel v knaccuukanuy TeCTUpOBaHUN KOMIIBIOTEPHBIX CUCTEM Ha IPOHUKHOBEHUE.
. Black box, White box, Black hat, White hat.

. [ToHsiTHE 3TUYHOTO B3JIOMA.

. [IpaBOBBIE OCHOBBI IIPOBE/ICHHUS TECTA HA MPOHUKHOBEHUE.

. [Tonsitue u nasnaueHue «Open source intelligence».

. Obmiee nousaTHE QYTHPUHTHUHTA.

. Ipunrumsr Texunosoruu «google hacking database».

. MeTonb! aHanu3a MeTagaHHBIX.

0. Metoxsl CKAaHUPOBAHUS ITOPTOB.

1. Crnoco6b! naeHTHGUKALMY TPUI0KEHUH, JETEKTUPOBAHHUE YS3BUMOCTEH.
12. Anroput™bl GYHKIMOHHPOBAHHUS aHTUBUPYCHBIX CPEICTB.

13. Meroas! 006x0/1a CpeaCTB aHTUBHPYCHOM 3aILIUTHI, CETEBLIX YKPAHOB, CUCTEM OOHAPYKEHUH BTOP KEHUH.
14. OOmias cxemMa MPUMEHEHUS IKCILIOHNTA.

15. Knaccudukanust KOMIBIOTEPHBIX aTak.

16. CereBble aTaku Ha KaHAJIBHBIN YPOBEHD cTeKa mpoTtokonos TCP/IP.

17. CereBble aTaku Ha CETEBOI ypoBeHb cTeka npotokonos TCP/IP.

18. CereBble aTaku Ha TPAHCIIOPTHEIM YPOBEHB cTeka mpoTokoioB TCP/IP.

19. Ataku Ha IPOTOKOJIBI MapIIPyTU3ALUY.

20. VYsazsumoctu DHCP-nmpoTokona.

21. Araxu Ha ciyx0y DNS.

22. Metopl IeNeBOro BHEIPEHHS CIIEIAAIBFHOTO POrPaMMHOTO 00ecTieueHus].
23. Ataxka Strip-SSL.

24. JlokymeHTanpHOE opopMIIeHHE TeCTa HA IPOHUKHOBEHHUE.

PP OO0O~NOOTE, WN B

6.4. Kputepuu oneHUBaHUS

[Topsnox mpoBeaeHNs IPOMEKYTOUHOM aTTeCTAlluU

B Tedenne cemecTpa CTYIEHT J0JDKEH BBIOJIHUTH OAWHHAIIATH JJa00OPAaTOPHBIX paboT, KaXKIas U3 KOTOPBIX OLICHUBAETCs B 5 0aJIOB.
MaxkcuManbHbIi 0ast 3a 1abopatopHyro paboty — 5 Gayuios.

MaxkcumanbHblii 6asut 3a 1abopaTtopHble paboThl B cemecTpe — 55 0anios.

Tarxoke He0OXOAMMO BHITIOJIHUTH JIBE CAMOCTOSITEIIbHBIC PA0OTHI.

MaxkcuManbHbIi 04T 332 CAaMOCTOATENIFHYI0  PaboTy — 5 6asuIoB.

JlomyckoMm 10 MPOBEICHHSI AK3aMEHa SIBIISTIOTCS CIAHHBIE CTYICHTOM J1a00paTOPHBIE U CAMOCTOSTEIIbHBIC pAa0OTHI B TCUYCHUE CEMECTPA.
DK3aMeH MPOBOJMTCS B OJMH JTall, HA KOTOPOM CTYJCHT OTBEUYAeT Ha [Ba TEOPETUUECKUX Bompoca. [IpomomkurensHocTs — 30 MUHYT.
MaxkcuManbHbIN 04l 32 OTBET Ha TEOPETUYECKUi Borpoc — 15 Gamnos.

Ceoanas Tabnuna peiiTunra ycrnesaemoctH (8 cemectp)
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Ne HepequL KOHTPOJIBbHBIX Meponpmm/n?l B CEMECTpPEC MakcuMaabHO€e KOJI-BO 0allJIOB

1 JTaGoparopnass pabota Nel-11 11x5=55
2 CamocrosTensHas padbora Ne 1,2 2x5=10
3 IMocemaeMocTs (Bce 3aHSTHS) 5

4 Dx3ameH (TeOpeTHYECKHUii BOIPOC) 2x15=30
HUroro 100

Kputepun oneHnBaHUSA TEOPETHUECKOTO BOIIPOCA

MakcuManbHbIi 6ajibl 32 OTBET Ha TEOpETUUECKUI Bonpoc — 15 6amos.

OTtimruno/3autreno/13-15 6amros - CTyaeHTOM JIaH TOJIHBIH, B IOTHYECKOM MMOCIIEA0BATEIFHOCTH Pa3BEPHYTHIN OTBET HA
HOCTaBJICHHEII BOIIPOC, B KOTOPOM OH IPOAEMOHCTPUPOBAJ 3HAHKS IIPEAMETA B IOJTHOM 00beMe y4eOHOM MPOrpaMMBI, JOCTATOYHO
ITyOOKO OCMBICIHBAET JUCIUIIINHY, CAMOCTOSATENBHO, H HCUEPIBIBAIONIE OTBEYAET Ha JOIOIHUTEIBHBIC BOIPOCH], IIPUBOIUT
COOCTBEHHBIE IIPUMEPEI 110 POOIEMaTHKE TOCTABICHHOTO BOIIPOCA.

Xoporo/3aureHo/9-12 6amnos - CTyJeHTOM AaH pa3BepHYTHIil OTBET HA OCTABICHHBIH BOIIPOC, B KOTOPOM CTYJCHT JEMOHCTPHPYET
3HaHMS, IPHOOPETECHHBIC HA JICKIIMOHHBIX U CCMUHAPCKHX 3aHATHSX, a TAKXKE MOJTYYCHHBIC TOCPEICTBOM H3YUCHUS 0053aTeIIbHBIX
y4eOHBIX MaTEePHAJIOB MO Kypcy, JaeT apryMEHTHPOBAHHBIC OTBETHI, IPUBOIUT IPUMEPEL, B OTBETE IPUCYTCTBYET JIOTHIHOCTD H
HocJenoBaTensHoCTh. OHAKO JOIyCKAeTCsl HSTOYHOCTh B OTBETE.

V noBneTBOpUTENIEHO/3auTeHO/6-8 Oaiu1oB - CTyIEHTOM JaH OTBET, CBUACTEIBCTBYIONINIT B OCHOBHOM O 3HAHHH IIPOLIECCOB U3y4aeMOii
JUCIUIIIMHGL, OTIHYAOMIUHACS HeIOCTATOYHON TIyOMHOMN 1 HOJTHOTOH PacKPHITHS TeMBI, 3HAHIEM OCHOBHBIX BOIIPOCOB TEOPHUH, CI1ab0
c(hopMHUPOBAHHBIMU HABBIKAMH aHAJIN3a SIBJICHUH, IPOLIECCOB, HEIOCTATOYHEIM YMEHHUEM JIaBaTh apI'yMEHTHPOBAHHBIC OTBETHI U
HIPUBOJUTH IPHMEPEI, HEIOCTATOYHON JIOTHYHOCTHIO M TTOCIIEI0BATEIFHOCTHIO OTBETA.

HeynosnerBopurensHo/He 3auteno/0-5 damna - CTyIeHTOM JaH OTBET, KOTOPBIH COJEPIKHUT PSL CEPhE3HBIX HETOYHOCTEH,
00HAPYKUBAIOIIHI HE3HAHHE IPOIECCOB M3ydaeMOH IPpeAMETHOH 00IaCTH, OTINYAIOIINICS HETITyOOKHM PACKPBITHEM TEMHI,
HE3HAHHEM OCHOBHBIX BOIIPOCOB TEOPHH, HEC(HOPMHPOBAHHEIMH HAaBHIKAMH aHAJIM3a SBJICHMIT, IPOLIECCOB, HEYMECHHEM JaBaTh
apryMEHTHPOBAHHEIE OTBETHI, OTCYTCTBHEM JIOTHIHOCTH U MOCIEA0BAaTENFHOCTH. BEIBOIBI TOBEpXHOCTHBI. CTYIEHT He clocoOeH
OTBETHUTH Ha BOIPOCHI JAKE MPH JTOMOIHHUTENBHBIX HABOAIINX BOIIPOCAX MPEIIoJaBaTels.

Kpurepun onieHku 1a60paTopHOi paboThI

MaxkcumManbHbIi 0asut 3a 1abopaTtopHsie padoThI 3a cemecTp — 55 6asoB.

5 GaioB - mabopaTopHasi paboTa BBIITOJHEHA ITOJIHO U MPABHILHO B COOTBETCTBUU C 33/IaHUEM, BBIBOJI CIIEJIaH CAMOCTOSATEIBHO,
TEXHUYECKH MPABUIILHBIM SI36IKOM, TAHBI BEPHBIE OTBETH HA KOHTPOJILHBIE BOIIPOCHI, 11O 33/IaHHIO0 TIPETIOaBaTeNs
IIPOICMOHCTPUPOBAHBI JJOTOJIHUTENLHbBIE ICHCTBUS B pAMKaX TEMAaTUKH paboThI,

4 Ganna — maboparopHasi paboTa BBIIIOJHEHA ITOJHO M IIPABUIIBHO B COOTBETCTBHUH C 33aHHEM, BBIBOJ CAEIAH CaMOCTOSTENBHO,
TCXHUYCCKHU IPABUJIBHBIM A3BIKOM, JaHbI HE ITOJIHBIC OTBECTHI HA KOHTPOJIBHBIC BOIIPOCHI, IO 3aJlaHUIO0 IIPETIOAaBaTCIIA
MIPOJIEMOHCTPUPOBAHEI JOTIOIHUTEIBHBIE IEHCTBHS B PAMKaX TEMAaTHKH padOTHI;

3 bayta — tabopaTopHast padoTa BBINOJIHEHA TIOJIHO U MPABHJIBHO B COOTBETCTBUH C 33JaHUEM, BBIBOJI CIICJIaH CaAMOCTOSTEIIBHO,
TEXHUYECKH MPAaBUIILHBIM SI3BIKOM, TAHBI HE TIOJTHBIE OTBETHI HA KOHTPOJIBHBIE BOIIPOCK, TI0 3aJaHHIO IIPETIOJaBaTelsl He
IIPOICMOHCTPUPOBAHBI JJOTIOJHUTENLHBIE ICHCTBUS B pAMKaX TEMAaTUKH paboThI,

2 bayta — maboparopHas pad0oTa BBITIOJIHEHA MTOJHO U MPAaBHIIBHO B COOTBETCTBHY C 3aJIaHUEM, BBIBOJ HE CHEJIaH, JaHbl HE TTOJTHEIC
OTBCTBI HAa KOHTPOJIBHBIC BOIIPOCHI, IO 3aJaHUIO MIPETriogaBaTeyIsl HE MPOACMOHCTPUPOBAHBI JOITOJTHUTEIIbHBIC ﬂCﬁCTBHﬂ B paMKax
TEMaTHKH paboTH;

1 ©ayn — Ipu BEINONHEHUH 1a00PaTOPHOM PaboThl 00YYaIOIUMCS JOMYIIEHbI CYIIECTBEHHbIE OMINOKHU 110 COAEPKAHUIO yueOHOrO
Marepuana, paboTa BEIOJHEHA C HAPYIICHUEM, TOMYIIeHBI rpyOble OMIMOKH, Ha KOHTPOJILHBIE BOIIPOCHI JaHbI HE BEPHBIE OTBETHI.
0 6anoB — He BBINOIHEHA JabopaTopHas padora.

Kpurepuu orieHKH caMOCTOSATEIbHON paboThI

MakcuManbpHbIH 6aiu 3a caMOCTOsTENbHBIE Pa0bOTHI 3a cemecTp —10 GaoB.

5 6anyoB — caMocTOsATebHAs PAd0Ta BBHIIIOJIIHEHA [IOJTHO U IIPABHIIBHO B COOTBETCTBHH C 3aJJaHUEM, BBIBOJ CHEJIAH CAMOCTOSTEINIBHO,
TEXHUYECKH NPABUIILHBIM S3bIKOM, JaHbI BEPHBIE OTBETHI HA KOHTPOJILHBIE BOIIPOCHI, 10 33/IaHHIO ITPETIOIaBaTes
IPOJEMOHCTPUPOBAHBI JOMOIHUTEIbHBIC JEHCTBHS B paMKaxX TEMAaTHKH paboTHI;

4 Gayuta — caMoCTOsITebHAs pa00Ta BHINOJIHEHA TIOJIHO U IPaBUJIBHO B COOTBETCTBUY C 33/IaHUEM, BBIBOJI ClIEJIaH CAMOCTOSATEIIBHO,
TEeXHUYECKH NPABUIILHBIM SI3BIKOM, JTaHBI HE TIOJIHBIE OTBETHI Ha KOHTPOJIBHBIE BOIIPOCH, 10 3aJaHHUIO PEToIaBaTess
IIPOIEMOHCTPUPOBAHBI JIOMOJIHUTENBHBIE ISHCTBUS B paMKax TeMaTUKU paboThl,

3 Ganya — caMocTOsTENbHAsE pa00Ta BBINOJHEHA MOIHO U MPaBHIBHO B COOTBETCTBUH C 33J]aHUEM, BBIBOJL CHETIaH CAMOCTOSTENIBHO,
TEXHUYECKH NPABIIBHBIM S3bIKOM, JaHbl HE TIOJHbBIE OTBETHI HA KOHTPOJIBHBIE BOIIPOCH, 110 3aJaHUI0 TIPEToAaBaTels He
IIPOJEMOHCTPUPOBAHBI JOMOIHUTEIbHBIC JEHCTBHS B paMKaxX TEMAaTHKH paboTHI;

2 Gayuta — caMOCTOsATeNbHAS PaboTa BBIOIHEHA OJHO M IPaBUIIBHO B COOTBETCTBUU C 3aJaHUEM, BBIBOJI HE C/ICNIaH, TAHBI HE TIOJTHBIE
OTBETHI Ha KOHTPOJIbHBIE BOIIPOCH], MO 3aJaHUIO IIPENOAABaTelIs HE IPOAEMOHCTPUPOBAHBI JOIIOJIHUTEIbHbIE
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JIEWCTBUS B paMKaX TEMAaTUKH PaOOTEHI;

1 Gasn — pH BBIMIOJIHEHUN CAMOCTOSITEIIBHON PabOThl 00YYAaOIIMMCS TOMYILEHBI CYIIIECTBEHHBIC OMIMOKH O COJICPKAHUIO Y1eOHOTO
Marepuana, paboTa BHIOJHEHA C HAPYIICHUEM, JOMYIICHBI TPyOble OMIMOKH, Ha KOHTPOJILHBIC BOIIPOCHI JJaHbI HE BEPHBIC OTBETHI.

0 Gay1OB — HE BBIMIOJIHEHA CAMOCTOATENIbHAS paboTa.

IIpu MO/BEICHNM UTOTOB YUUTBIBAIOTCS PE3YJIbTATHI TEKYIIEH arrecTanny. [loydeHHbIe 38 TEKYIIYIO aTTECTAINIO OaJlIbI
CYMMUPYIOTCSI C 0aJlTaMH, OJyYEHHBIMHU 33 KaXXIbIi 3Tall IPU MPOXO0KICHHU TPOMEKYTOYHOMN aTTECTAIHH.

Jlns1 sx3ameHa.

0-60 6ayutoB — HEyOBIETBOPHTEIBLHO (2);

61-74 6ayutoB — YIOBAETBOPUTEIHHO (3);

75-90 6ayutoB — xoporo (4);

91-100 6amtoB — orsimyHO (5).

7. YYEBHO-METOANYECKOE U UTH®OPMAIIMOHHOE OBECIHEYEHUE JUCHUIIJIMHBI (MOAY.JISA)
7.1. PexoMeHayeMas JINTepaTypa

7.1.1. OcHoBHas1 IUTEpPaTypa

ABTODBI, COCTABUTEITH 3arnaBue W3zpatensctBo, ron| Pecypc
JI1.1 |Nmeiinos B. f. WNudopmanmonnas 6e30nacHOCTh U 3amura vHpopmauuu: Teopus 1 (Mocksa, bepiun : 3BC
MpakTHKa: yaeOHoe mocodue Hupexr-Menna,
(https://biblioclub.ru/index.php?page=book&id=571485) 2020
7.1.2. lonoTHUTEIbHAS JIUTEPATypa
ABTODBI, COCTABUTEITH 3arnaBue W3zpatensctBo, ron| Pecypc
J12.1 |Menbuukos B.IT., HNudopmainmonHas 6e30MacHOCTh: yIeOHHK Mocksa : KHoPyec, 9BC
KymnpusiHos A.1., (https://book.ru/book/932059) 2020

Menbaukos B.I1.

7.3 Ilepeyenb MHGOPMALMOHHBIX TEXHOJIOTH

7.3.1 IlporpaMMHoe o0ecnieyeHue

NetBeans

Notepad++

VirtualBox

Ubuntu Linux

LibreOffice

7.3.2 Ilpodeccronaibuble 6a3bl AAHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DeKTpOHHBIH KaTaaor HaydHoM 6ubinoTekn Yenl'Y [DnekTpornsiii pecypce] : 6a3a ganubix / Yenso. roc. yH-T. — Yensounck, 1992,

2. KoncynbranT ITimtoc [DnexTpoHHSBIH pecypc] : cripaBo4HO-TIpaBoOBas cucteMa : 6as3a faHHbIX / PErnoH. HeHTp nMpaBoBoi HHGOPM.
Hudopmipaso.

3. eLIBRARY .RU [DnexTponHblii pecypc] : HayuHast SJIeKTpOHHAs OHOIHOTeKa [HayYHON IEePHONKH Ha PYCCKOM SI3bIKE |. —
Mocksa, [1999-]. - locTyn k moNHBIM TekcTaM Tocie peructpain u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTpoHHBIH pecypc]: cucTeMa AUCTAHIMOHHOTO 00y4eHwus | [6a3a nanHbix] / Yens6. roc. yu-T. — Yensibunck, [6.r.]. —
Hoctyn u3 cetn Yenl'Y miy, mmocie perucTpaliy U3 CeTH yH-Ta, U3 Jr000i TOYKH, uMeroei foctyn B uHrepuer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunast 6ubnuorexa YemstOMHCKOro rocyIapcTBEHHOTO YHUBepcuTeTa [DnekrpoHHsii pecype] : [caiit] / Yensi6. roc. yH-T. —
Yensdunck, [2001-]. — Pexxum moctyma: http://www.lib.csu.ru/ , ceobommbIif. — 3ari. ¢ skpaHa.

6. HTepHET YyHUBEPCUTET HH(POPMAMOHHBIX TEXHOJIOTH [DIeKTpoHHBIH pecype]. — DnekTpoH. aaH. — Pexxum fnocryma :
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCIUIIJIMHBI (MOYJISA)

I[J'If[ peamm3anu JUCHUIIIMHBI UCTIOJIB3YIOTCA y‘Ie6HI)Ie AYIUTOPHUHU IJId MTPOBCACHUA 3aHATUH JEKIIMOHHOTO THIIA, 3aHITUH
CEMHUHApPCKOT'0 TUIIA, I'PYNIIOBBIX U MHAUBUAYAJIbHBIX KOHCyHbTaL[I/Iﬁ, TCKYLIETO KOHTPOJIA U HpOMC)KyTO'{HOFI aTTeCTaluu, a TaKXKe
NOMCIICHUS 1A CaMOCTOSITEJILHOM pa60TI>I.
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N 1 "Anamus 6e3omacHoctr KomnbioTepHsIX cucteM” @I'BOY BO «Uenl'V»

VY4eOHble ayJUTOPUH YKOMIUIEKTOBAHbI CHICIIMAIN3UPOBAHHON MEOEIbI0 U TEXHUYECKUMH CPEJICTBAMU O0YUEHUS . IPOEKTOPOM,
9KPaHOM, MarHUTHO-MAapKEPHOH JOCKOMH, MapKepoM; C BOZMOKHOCTBIO J€MOHCTPALIUH AJIEKTPOHHBIX NIPE3EHTAIUN IIPU YPOBHE
OCBELICHUS, TOCTATOYHOM JJIsl pabOThI ¢ KOHCIIEKTOM.

Jlns mpoBeneHust 3aHATHH JIEKIIMOHHOTO TUIIa IMEETCs IEMOHCTPalMOHHOE 000pyIOBaHUE: IPOEKTOP, SKPaH.

JlaGopaTopHBIe 3aHSATHS TPOXOIAT B YUEOHBIX JTAO0PATOPHSIX TEXHUUECKHUX CPECTB 3aIIUThl mH(popManuu 1 "'CeTeBoi monuron” (ay;.
421, 423, yuebubiii kopryc Nel). MarepuanbHO-TeXHHUeCKOe 0becIieueH e IPUBEICHO B [ACIopTax JabopaTopHil.

[TomerieHust U1l CAMOCTOSITENBHONM padOThl 00YYarOUIMXCsl OCHAIIEHBI KOMITBIOTEPHOI TEXHUKOH € MOAKIIIOYEHHEM K CETH
«HTepHeT» U obecrieueHneM A0CTyIa B SJIEKTPOHHYI0 HHHOPMAIIMOHHO-00pa30BaTeNbHYIO CpEy YHUBEPCUTETA.

9. METOANYECKHUE YKA3AHMUS JJIS1 OBYUAIOIIUXCS IO OCBOEHUIO JUCHUILIUMHBI (MOAY JIS)

[Tpu u3yyeHnn NaHHOM JUCHUILUIMHBI HCIIOIb3YIOTCS JIEKIIMOHHBIE, JTaO0paTOPHBIE 3aHATHSI U caMOCTOoATENbHas paboTta cryneHTa. Ha
JIEKIMOHHBIX 3aHATHAX MPEoaBaTelb H3jIaraeT OCHOBHOE COIEpKaHUe TeM MporpaMMEbl. IIpopaboTKy JEeKIHOHHOTO MaTepHaia
CTYICHTY JKeJIaTeJIbHO MPOBOJUTD KaK MOCIIE KAXK/OTr0 3aHATHS, TaK U MO 3aBEPUICHUIO TEMBI. DTO TIO3BOJIUT CBA3aTh BOSAUHO
MIOJTyYeHHBIE CBENICHUS U COCTABUTH LIEJIbHYIO KAPTUHY.

Ha naGopaTopHBIX 3aHATHIX pacCMaTPUBAIOTCS METOABI IPOBEACHUS TECTUPOBAHHSI KOMITBIOTEPHBIX CUCTEM Ha MPOHUKHOBEHHE.
Pexomenayetcs mepen KaxkIbIM JJa0OpaTOPHBIM 3aHATHEM BBHIIOIHHUTE IOMAITHEE 3aaHKe, YTO ITO3BOJIUTD JIyUIle YCBOUTD
MpebIAYIINI MaTepual, ¥ U3y4HUTh JIEKIUOHHBII MaTepHual 1o npenacrosieii reme. CTyIeHTY KeJIaTelnbHO MPOSBIATh aKTUBHOE
ydJacTue Ha JJabopaTOpHBIX U JISKIMOHHBIX 3aHATHAX, 3a/1aBaTh BOIIPOCH], IOCKOJIBKY YMEHHE 000CHOBBIBATH CBOIO TOUKY 3pEHUS,
HaXOKICHUE KOMIIPOMUCCHOTO PEUICHUS B ’TUYECKHU BBLICPKAaHHOM JUCKYCCUU HE TOJILKO BaYKHO JUISl JIYYIIIETO0 YCBOSHUSI MaTepraa,
HO ¥ [IEHUTCS B PEATbHOM )KU3HHU.

BaXHBIM MOMEHTOM IIPH U3yYEHHH JIFOOOH TUCHUIUIMHBI SBISETCS OpraHnu3alis CaMOCTOsATeNIbHOI paboThl. [Ipu ocBoeHNH
Marepuaia He ClIelyeT CTPEMUTHCS K MEXaHHIECKOMY 3allOMUHAaHHIO TIPHBEACHHBIX ONPeaeTIeHUH, (OPMYINPOBOK H ITOJIOKEHHH,
ecy TpeOOBaHUs MPSIMO HE YKa3bIBAaIOT Ha 3T0. BrionHe 3 pekTrBHON MOXKET OKa3aThCs NOIBITKA IIOHSTH CYTh SIBJICHUS, BEIpaO0OTaTh
CBOE OTHOIIEHNE K HEMY, OTIHPAsiCh Ha MaTepHaJ, COAEPKaIIICsI B pEKOMEHIOBaHHOH nTeparype. CkazaHHOe 0COOEHHO

3¢ GEKTHBHO, KOTIa PeUb HJIET O TAKUX TPEOOBAHUX, KAK KTOHUMAET» WM KAMEET NpecTaBieHue». HarpoTus, eciu CTyJeHT umeere
JIETI0 ¢ TPeOOBAHUEM K JICSITENEHOCTH «IOJDKEH YMETH», TO PEKOMEHIYeTCs MOYTIPAXHATHCS B COOTBETCTBYIOLIEM BUJIE JEATEITBHOCTH.
Bce 310 nMeeT HenocpeICTBEHHOE OTHOLICHHUE K MTOJTOTOBKE K MPAKTHYECKUM 3aHATHSIM.

B ciydae mpuMeHeHuUs PpU 00yUSHUH AUCIUTUTMHEI DICKTPOHHOTO O0YUSHHUS, AUCTAHIIMOHHBIX 00pa30BaTEbHBIX TEXHOIOTHI
obmieHre 00yJarOIIUXCsl ¥ PETOAaBaTelsl OCYIIECTBISIETCS B PEXKUME PealbHOro BpeMeHn (OHNaiH-IeKuud (BeOUHAapBI), YaThl,
BHUJIC0-KOH(EPEHIIMH U JIP.) WK OTI0KEHHOTO BpeMeHH (cucTeMa muctaniionnoro ooy4denus Moodle, popymbl, anekTpoHHas moyra
u 1p.).

BosbIiyio 4acTh BpEMEHU 00yUarONIMecss CAaMOCTOSITENIbHO pab0TaroT ¢ y4eOHO-METOqHYECKUMH MaTepraiaMi. CTYIEeHTH HMEIOT
BO3MOXKHOCTH KOHCYJIBTUPOBATBCS C TIPEIIOJABATENIEM II0 BCEM BOIIPOCAM, BOSHHUKAIOIIMM B XOJI€ CAMOCTOSITEIBHOM pabOTHI
MOCPEICTBOM DJICKTPOHHOM TOYTHI, MECCEHIKEPOB, COIHATBHBIX CETeH U T.II.

Jocryn 00y4arommerocs K y4eGHbIM pecypcaM B PeKUMe OTIOKSHHOTO BPEMEHH, CAMOCTOSTEIIBHON PaboThl OCYLIECTBIISICTCS Yepe3
ceTh IHTEpHET B YI00OHOM [Tl HETO MECTE, BpEMEHH M TEMIIE.

IMpu o0y4enun UL ¢ OrpaHUIEHHBIMU BO3MOXKHOCTSIMU 3JI0POBbS DJIEKTPOHHOE 00YyUSHHE, AUCTAaHLIMOHHbBIE 00pa30BaTeIbHbIE
TEXHOJIOTHH TIPEIyCMaTPUBAIOT BOZMOXKHOCTh NIpHeMa-Tiepeadyl MHGOpMAaIiK B JOCTYIHBIX I HUX (hopMax.

Peanu3sanys TUCHMIUTHHBI C IPUMEHEHHEM 3JIEKTPOHHOTO 00yUeHHS, JUCTAHIIMOHHBIX 00pa30BaTebHBIX TeXHOJIOTHH (1anee — D0,
JOT) ocymectBisiercst Ha ocHOBaHHH «[10JIOXKEHHS O peanr3alii OCHOBHBIX H JIOIOIHUTEIBHBIX 00pa30BaTEbHbBIX IPOrPaMM C
IIPUMEHEHUEM 3JIEKTPOHHOTO 00y4YeHHs ¥ JUCTAHIIMOHHBIX 00pa30BaTeNbHBIX TEXHOIOTHH B (efepanbHOM rOCyAapCTBEHHOM
Oro/KeTHOM 00pa30BaTEIbHOM YUPEXKIEHUH BhICIIEro 0Opa3zoBaHus «HenssOMHCKUI rocy1apcTBEHHBIH yHUBepcuTeT», «Ilonoxenus
0 MOPSIIKE 3a4eTa 00yJaroLUIMMUCS TI0 OCHOBHBIM IIPodeccroHalbHBIM 00pa30BaTe/IbHBIM IPOrpaMMaM BBICIETO 00pa30BaHMUs B
®I'BOY BO «Yenl VY» pe3ynbTaToB OCBOCHHS B OPraHM3aIMAX, OCYIIECTBISIONINX 00pa30BaTEeNbHYIO I€ATEIbHOCTD, y4EOHBIX
MPEIMETOB, KYPCOB, TUCLIMIUTHH (MOIyJIeH), IPAKTHK, JOMOIHUTEIBHBIX 00Pa30BaTE/IbHBIX IPOrPAMM» ITOCPEACTBOM dICKTPOHHOM
uH(hOopMaIOHHO-00pa3oBaTenbHoi cpeapl DIBOY BO «Yenl'V». B uckimountensHbix ciaydasx (hopc-Makop u T.IL.) IpH
peanu3anuu o0pa3oBatesibHOU AeaTenbHOCTH ¢ mpuMeHeHreM D0, JIOT MoryT NpUMEHSATh KOMIOHEHTHI, HE BXOSIIHME B TIEPEUCHb
ANIEKTPOHHON HH(POPMAIIMOHHO-00Pa30BaTEILHON CPE/IbI.

10. CHEIIUAJIBHBIE YCJIOBUA OCBOEHUS JUCIIUIIJIMHBI OBYYAIOIIUMHUCS C UHBAJIMJHOCTBIO U
OI'PAHUYEHHBIMHA BO3MOXHOCTSAMMU 3/10POBbA

© OI'BOY BO «Uenl'V»
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Pabouas nporpamma nucuumnuasl TecTHpoBaHIE KOMIBIOTEPHBIX CUCTEM HA IPOHUKHOBEHHSA'' MO HANPABICHUIO
noxaroroBkH (cretuansrocty) 10.05.01 "KommbrorepHas 6e30macHOCTh' HapaBIeHHOCTH (PO HITIO) CrIeHHATH3aIHST ctp. 11
N 1 "Anamus 6e3omacHoctr KomnbioTepHsIX cucteM” @I'BOY BO «Uenl'V»

OcBoeHMEe AUCIUIUIMHBI UHBAJIMIAMH U JIMLIAMH C OTPaHUYEHHBIMH BO3MOXKHOCTSIMHU 3[JOPOBbSI OCYIIECTBIISCTCS C UCIIONb30BaHHEM
CHELHATbHBIX TEXHUYECKUX CPENCTB W HH(MOPMAIMOHHBIX TEXHOJIOTHH, NMPENOCTaBISIEMBIX PecypcHBIM yueOHO-METOANYECKHM
LEHTPOM IO OOYYEHHIO WHBAIMIOB U JIMI C OTPaHHYEHHBIMH BO3MOXKHOCTAMH 310poBbs UenlY mo 3ampocy oOydaromierocs
(MOOWITBHBIC CHELHANBHBIC TEXHHYECKHE CPEACTBA UL JIMI] C HAPYLUICHWSMH 3PCHHS W C HAPYIICHHEM CIlyXa, aCCHCTHUBHBIC
HH()OPMAIMOHHBIE TEXHOJIOTUH).

[Ipu HeoOXomuMOCTH aJsi OOYYAIOUIMXCSl C HAapyUICHUSMH 3pEHUS Ha padO4YMX MecTaxX Mjisl HPOBEJCHUS IPAKTUYECKUX HIIU
1ab0opaTOPHBIX 3aHATHIl YCTAHABIMBACTCS CIICHUAJIBHOE MPOrpaMMHOe obecredeHune (mporpamMma peveBOil HABHUTAIWH, PEYCBBHIC
CHHTE3aTOPbI, SKPAHHBIC JIYIIbI).

B yueOHble aymuropun obecrieunBaeTcs OSCHPENATCTBEHHBIN HOCTYI Al 0OYYalOMUXCs ¢ WHBAIUAHOCTBIO M C OTPAaHMYEHHBIMHU
BO3MOXHOCTSIMU 3/I0OPOBBS. B Kax110i ayquTopuy, rae o0y4aroTcs HHBAIU/BI U JIMIA C OTPAHUYEHHBIMH BO3MOXHOCTSIMU 3/I0POBBS,
IIpeycMaTpUBAETCsl COOTBETCTBYIOIIEE KOTMIECTBO MECT /U O0YJAIOIIMXCS C YIETOM HapyIIEHUH UX 310POBBSL.

Jl1s ocBOEHMS TUCIMIUIMHBI HHBAJIWAAM U JIMLAM C OTpaHHYEHHBIMH BO3MOXXHOCTSIMHU 3JI0POBbS NPEIOCTABIISETCS IOCTYII K IIEYaTHBIM
WCTOYHHKAM, UMEIOIINMCS B HaydHOH OmOnmmoreke Yenl'VY, ¢ MOMOIIBIO CHENUATBHBIX TEXHUYECKHX CPEACTB; JOCTYII C MOMOIIBIO
CHENHANBHBIX TEXHHUYECKHUX W MPOTPAMMHBIX CPEICTB K 3JEKTPOHHBIM HCTOYHHKAM, HPEACTaBICHHBIM B (OpME 3JIEKTPOHHOTO
JIokyMeHTa B poHe HayuHoi 6nbmuotekn Yenl'yY win 31eKTPOHHO-OMOIMOTEUHBIX CUCTEMAX.

Y4eOHO-MeToAnYeCKHe MaTepuaibl Uil 00y4YaromuXcsl U3 YKCIa MHBAINWAOB U JIMI C OTPAaHMYCHHBIMUA BO3MOXHOCTSIMU 3JI0POBbS
MIPEIOCTABISIIOTCS B hOpMax, aIalTUPOBAHHBIX K OTPAaHUYEHHSIM HX 340POBbS H OCOOEHHOCTSIM BOCHIPHUSTHS HHOOPMALIUH.

JI11s MHBAJIM/IOB U JIMI] C OTPaHUYEHHBIMHA BO3MOXHOCTSIMH 3/I0POBbsI OCBOSHHE JAUCIMILIIMHBI MOKET OBITh YACTUYHO WIJIM TIOJTHOCTBIO
OCYIIECTBIICHO C UCIIOJIB30BAHUEM IHCTAHIIMOHHBIX 00PAa30BaTENbHBIX TEXHOIOTHH.

[Ipu mnpoBeseHNH NPOMEXKYTOUHOW AaTTECTAIMM 110 JUCHHUIUIMHE OOYYaroIUMCS C HMHBAIMIHOCTBIO M C OTrPaHUYCHHBIMHU
BO3MOKHOCTSIMH 3/I0POBBSI O00ECIEUHMBAECTCSl O WX 3asBICHHUIO IPEAOCTABICHHE B JOCTYIHOH (opMe B 3aBHCUMOCTH OT HX
WH/IMBUAYAIbHBIX OCOOCHHOCTEH WHCTPYKUIUH O MOpPSJKE MNPOBEICHHS MPOMEKYTOYHOH aTTecTalluy, OLIEHOYHBIX CPEACTB U
BO3MOXKHOCTH OTBETOB Ha 3amaHus (MMCHMEHHO Ha Oymare, Ha0Op OTBETOB Ha KOMIbIOTEpe, MHUCbMEHHO mipudrom bpaitis, c
HCIIONB30BaHUEM YCIIyT aCCHCTEHTA, YCTHO).

[pu npoBexeHUH MPOLEAYPHI OLICHUBAHUS PE3YIBTaTOB 00YUIEHHS MHBAIUIOB H JIHI C OTPAaHMYSHHBIMIA BO3MOKHOCTSIMH 30POBbS
MpeycMaTpUBaeTCs UCTIONIb30BaHKeE IpeaocTaBiieHHbIX Yenl Y nnm coOCTBEHHBIX TEXHHUECKHX CPENICTB, HEOOXOAUMBIX UM B CBSI3H C
WX UHIUBUAYAJBHBIMH OCOOCHHOCTSMH. [Ipn HEOOXOMMMOCTH WHBAJHIAaM U JIMLIAM C OTPAaHWYEHHBIMH BO3MOYKHOCTSIMHU 3I0pPOBBS
MPeaOCTABISACTCA NOMOJHUTEIIBHOC BpEMS Ul IOATOTOBKM OTBETA Ha 3aJlaHusd, MpoueAypa OLUCHUBAHUSA PE3YJIbTAaTOB 06y‘ICHI/Iﬂ o
JCIUIUTNHE MOXKET ITPOBOIUTEHCS B HECKOJIBKO JTAIlOB.

© OI'BOY BO «Uenl'V»
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