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Pabouasi mporpaMmMa THCHUTLUIAHBI (MOTYyIs1)™
3ammTa Web-npuIoKeHuii

Hanpasnenue noaroToBKu (CHCHH&HBHOCTB)

10.05.01 KommnsrorepHas 0€30I1aCHOCTD

Hanpasnennocts (mpoduins)

crnermaimsanmga N 1 "AHanu3 0€30aCHOCTH KOMIIBIOTEPHBIX CUCTEM"'

[TpucBanBaemas kBampuKaIus (CTEIICHb)

CIICIHMAJIMCT I10 3alIIUTC I/IHd)ODMaI_[I/II/I

®opma 00yueHHs

Oo4Hasia

['on HaGopa 2026

*Pabouas nmporpamMma JUCHUTLINHBI (MOIYJIsI) aAanTHPOBaHa T HHKJITFO3UBHOTO O0YUYEHUS HHBAIUIOB U
JIAL] C OTPAaHUYEHHBIMU BO3MOKHOCTSMH 310POBbS

Yemsounack 2026 .
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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

PaGouast mporpamMmMa JUCHUILIHHEL "3anmra Web-npunoskenuit” mo Hanpasienuto noarotosku (cnenuanpHoctu) 10.05.01
"KommnbrotepHast 6e3omacHoCTh' HarpapieHHOCTH (mpodmno) crienmanuzanms N 1 " Ananu3 6e30macHOCTH cTp. 2
koMnbioTepHEIX cucteM” PI'BOY BO «Henl'Y»

Conep:xanue

1. Ilenun 0cBOEHUS TUCUUTLINHBI

2. Mecto muctmmuinabl B ctpykType OITOIT

3. Komnerenmuu obyyarorierocs, GopMupyeMble B pe3yiabTaTe OCBOCHHUS UCIUILTAHBI
(Momyst)

4. O0beM JUCIHUILIAHBI (MOJTYJIS)

5. Ctpyktypa u copepikaHue AUCIUILTHHBL (MOIYJIS)

6. ®OoHJ OLIEHOUHBIX CPEJCTB

6.1. [lepeueHpb BUIOB OLICHOYHBIX CPE/CTB

6.2. TunoBble KOHTPOJILHBIE 3a/1aHUS U UHBIE MaTepUabl IJIsl TEKYIIEH aTTecTaluu
6.3. TunoBble KOHTPOJILHBIE BOIIPOCHI U 3a/IaHUS JJIs1 TPOMEKYTOUHOM aTTeCTaIlH

6.4. Kputepun onieHuBaHus

7. YueOHO-MeTOIMYeCcKOe U HHPOPMAIIMOHHOE 00ECIICYCHUE TUCITUILTHHBI (MO/TYJIs)
7.1. PexomeHnyemas auteparypa

7.2. Ilepeuenp pecypcoB HHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn ""MHTepHeT"
7.3. Ilepedenp HHPOPMAITMOHHBIX TEXHOIOTHIA

8. MaTepuaabHO-TEXHUYECKOE 00eCIIeYeHUE TUCITUTUTMHBI (MOTYJIA)

9. MeToaunueckue yKkazaHusl Uit 00YYarOIUXCsl IO OCBOCHUIO TUCIIMIUTHHBI (MOJTYJIs)
10. CneunanbHble yCIOBUS OCBOEHUS TUCHUILIIMHBI O0YUYaIOLUMUCS C UHBAJIUIHOCTBIO U
OrpaHUYEHHBIMHA BO3MOKHOCTSIMHU 3/10POBbS
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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpEKIEHUE BICLIET0 00pa3oBaHUs

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

PaGouast mporpamMmMa JUCHUILIHHEL "3anmra Web-npunosxenuii” mo Hanpasienuto noarotosku (cnenuaipHoctu) 10.05.01
"KommnbrotepHast 6e3omacHoCTh' HarpapieHHOCTH (mpodmno) crienmanuzanms N 1 " Ananu3 6e30macHOCTH ctp. 3
xoMmbioTepHbIX cucteM” @I'BOY BO «Uenl'V»

1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

HCHLIO OCBOCHUS JUCHUIIIINHBI SIBJISCTCS.

00ydYeHHE CTYACHTOB MPUHIKIIAM OOHAPYKEHHS YSI3BUMOCTEH B WED-TIPHIIOXKEHMSIX U METOIaM 3aIlUThI OT HUX.

Pe3yHbTaTI:I 06y11eHm1 110 JUCLUIUIMHE HAIIPaBJICHBI HA JTOCTHMKCHUE MHIUKATOPOB!

VK-4.1. O6naznaer 3HaHUAMU OCOOCHHOCTEH U MPABUII JIMUHOH U NPOoGhecCHOHANBHON YCTHOM U MUCbMEHHON KOMMYHUKALUY, B TOM
9HCITe HAa HHOCTPaHHOM(BIX) sI3bIKe(ax).

VK-4.2. [leMoHCTpUpYET yMEHHE IPUMEHATh COBPEMEHHBIE KOMMYHHKATHBHBIE TEXHOJIOTUH ISl AKAJIEMUYECKOTO 1
npo(heCCHOHATIBLHOTO B3aUMOJICUCTBIS B CUTYAllMK YCTHOM M IIMCHbMEHHOM KOMMYHHKAIIUH, B TOM YKCIIE HA HHOCTPAHHOM (BIX)
s13bIKe(ax)

VK-4.3. IMeeT HaBbIKU aKaJAeMHIECKOr0 1 MPO(HECCHOHATHHOTO B3aUMOICHCTBYSI, B TOM YHCIIe Ha HHOCTPpAaHHOM (BIX) A3bIKE (aX).

[TK-4.1. O6naaaet 3HaHUSIMU O POPMUPOBAHHUH MOJUTUK OE30MTACHOCTH KOMITBIOTEPHBIX CUCTEM; O pa3pab0TKe TEXHHUCCKUX 3aJaHUi
Ha CO3/JaHHe CPEJICTB 3aIUThl HH(OpMaIMu; 00 onpeieIeHuH yrpo3 6e30nacHocT! nH(OpMalLuy, peann3alys KOTOPbIX MOXKET
MIPUBECTH K HApYIIEHUIO 0€30II1aCHOCTH HH(POPMAILIH B KOMITBIOTEPHON CHCTEME U CETH; O TPEOOBAHMUX K 3aIIUTE HH(POPMAIHU
KOMITBIOTEPHOH CHCTEMBI; O pa3pabOTKe PYKOBOISAIINX JOKYMEHTOB IO 3aIlIUTe HH(POPMALIUH.

[TK-4.2. [leMOHCTpUpYeT yMEHHUS: aHATTM3UPOBATH KOMITBIOTEPHYIO CHCTEMY C LEIbI0 OIpeIeeHHs HeOOX0UMOTO YPOBHS
3alUIICHHOCTH U J0BEpUs; pa3padarbiBaTh NPO(UIM 3aIIUTHI KOMITBIOTEPHBIX CHCTEM; (POpPMYIIHPOBATH 3a1aHH 10 OE30IaCHOCTH
KOMITBIOTEPHBIX CHCTEM; BBHINOJHATH aHAIN3 0€30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM U pa3padaTbiBaTh PEKOMEHIAINH 10
9KCIUTyaTallud CUCTEMBI 3alIUThl HHOpMaLuH; GOpMUPOBATH MOJIUTHKH O€30MACHOCTH KOMITBIOTEPHBIX CUCTEM M CETEH.

ITK-4.3. ViMeeT mpaKTUYECKHii ONBIT (HABBIKK): UCIOIB30BAHMS CPECTB 3aIUThH HH()OPMALIUH; HCIIOIb30BaHNs HOPMATHBHBIC
MIPaBOBBIE AKTHI B 00JIACTH 3alIUTHI HHPOPMAIHH; Pa3pabOTKH PYKOBOASIIHMX TOKYMEHTOB I10 3allUTe HH()OpMAIIHH.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII

1wk (pasznen) OITOIT: K.M.03.07

2.1 Tpe0doBaHus K NpeABAPUTEIbHOI MOJATOTOBKE 00yYaIOLIEr0Cs:

Wndopmaruka

AmnmnapaTHsle CpEICTBA BBIUUCIUTENBHON TEXHUKU

Anrebpa

Mopenu 6e301aCHOCTH KOMITBIOTEPHBIX CUCTEM

Mertobl IporpaMMUpOBaHUS

KOMHLIOTepHLIe CETH

Web-mporpammupoBanue

BeCHpOBO,HHI)Ie CETH

2.2 IMCUMIJIMHBI M MPAKTHKH, JJISI KOTOPBIX OCBOCHHE JAHHOM JUCHHILTHHBI (MOAYJI5) HE0GX0AUMO KAK NMpeIecTBYIONIee:

[ToaroroBka K MpoIeAype 3aMUTHI 1 3aIIUTa BHITYCKHOW KBATU(UKAIIMOHHON pabOThI

3. KOMIIETEHIIMY OBYYAIOUIETOCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHMSI TMCLIMTLTAHBI
(MOJY.JIST)

VYK-4: CniocofeH npuMeHsATh COBPeMeHHbIe KOMMYHUKATHBHBIE TEXHOJIOIHH, B TOM YHCJIe HA MHOCTPAaHHOM(BIX) sI3bIKe(ax),
JJIS1 aKa/IeMUYeCKoro u npogeccHoHaILHOI0 B3aUMO/ielicTBHS

3HaTh.

— OCHOBHBIE TEPMUHBI U peueBble 000POTHI, yrnoTpelistoniecs B cepe KOMIBIOTEPHBIX TEXHOJIOTHHA.

YMerTh:

— COCTaBIIATh TEKCTHI U COOOIIEHHUS ¢ ONMCAHNEM TEXHOJIOTHYECKUX M IPOrPAMMHBIX XapaKTEPUCTUK pa3padaThIBaeMbIX IIPOTYKTOB.

© OI'BOY BO «Uenl'V»




MIMHOBPHAYKU POCCUUN
\)} denepanbHOE rocyIapCTBEHHOE OI0DKETHOE 00pa30BaTeIbHOe
@ YUPEXACHUE BBICIIETO 00pa30BaHUs

«YenssOuHcKui rocyaapcrenubiil yausepeuter» (PTBOY BO «Uenl'Y»)

PaGouast mporpaMma JUCHUILIMHEL "3ammTa Web-npunoxeHuil” Mo HanmpasieHnio moAroToBky (cneruansHocti) 10.05.01
"KommnbrotepHast 6e3omacHoCTs' HarpapieHHOCTH (mpodmio) crienmanuzaims N 1 " Ananu3 6€30macHOCTH cTp. 4
koMnbioTepHEIX cucteM” PI'BOY BO «Henl'Y»

Baagern:

— UMCTbh HaBBIKH Bep6am)H0171 KOMMYHUKAalIUM Ha TCXHUICCKOM MHOCTPAHHOM S3bIKC.

IIK-4: CiocoGen pazpaéaThiBaTh TPEGOBAHMS U PEKOMEH/IALMH K CHCTeMAaM 3alMThl MH(opManun B Web- npuiiokeHnsx

3HaTh.

— OCHOBBI [IOJTUTHKH OE30MACHOCTH KOMIBIOTEPHBIX CHCTEM;

— aJTOPUTMBI Pa3pabOTKK TEXHUUESCKUX 3aJIaHUIl HA CO3JJaHNE CPEJICTB 3aIUThI HH()OPMAIIHY;

— ompeesieHHH yrpo3 6e30macHOCTH HH)OPMAIINH, pealiu3alis KOTOPBIX MOXKET IMIPUBECTH K HAPYIICHUIO 0€30MacHOCTH HHPOPMAITUH
B KOMITBIOTEPHOM CHCTEME H CETH,;

— TpebOBaHu K 3aIUTE HHPOPMAIUH KOMITBIOTEPHON CUCTEMBI;

— aJITOPHUTMBI Pa3pabOTKU PYKOBOMSIIHX JOKYMEHTOB IT0 3alIUTe HHPOPMAIIUHL.

YMmeTh:

— aHAIM3UPOBATh KOMIIBIOTEPHYIO CUCTEMY C LIEJIBIO ONpPEIEICHUs] HEOOXOIMMOTO YPOBHSI 3aLUIICHHOCTH U J0BEpUS,

— pa3pabatbiBaTh MPOQUIH 3aIIUTHl KOMITBIOTEPHBIX CHCTEM;

— GOopMyIHUpPOBATH 33/1aHUS 110 OE30MACHOCTH KOMIIBIOTEPHBIX CHCTEM;

— BBINIOJIHATH aHAIN3 0E30MAaCHOCTH KOMITBIOTEPHBIX CHCTEM U pa3padaThiBaTh PEKOMEH/IAIMH 110 SKCIUTyaTaIl[ii CHCTEMbI 3aIlUTHI
uHpOpMaLUH;

— opMHUPOBATh MOJUTUKH OE30TMACHOCTH KOMITBIOTEPHBIX CUCTEM H CETEH.

Baagers:

— HaBBIKaMU HCIIOJIb30BAHUS CPENICTB 3aIUTHI HH()OPMAIHY;
— HaBBIKAMH HCIIOJIb30BaHUSI HOPMATHBHBIX IPABOBBIX aKTOB B 00JaCTH 3aLUTHl HHPOPMALUH;
— HaBBIKaMU pa3pabOTKH PYKOBOISIINX JOKYMEHTOB MO 3aluTe HH)OpMAITHH.

B pe3yabTaTe OCBOCHUA TUCHUIIJIMHBI oﬁyqalomnﬁcn JOJIZKCH

3.1|3narth:

3.1.1|- ocHOBHBIE TEPMUHBI, YHOTPEOISIOIKECS B chepe 3alnThl WeD-npuitoxeHuit;

3.1.2|- xmacchl aTak Ha Web-HpI/IJIO)KeHI/IH, METObI 3alIMTHI OT HUX.

3.13

3.2|Ymern:

3.2.1|- ucnonb30BaTh U3YYCHHBIE MEXaHU3MBI 3aLIUTHI OT PACIIPOCTPAHEHHBIX aTaK.

3.3|Baaaern:

3.3.1|- aHanu3a UCXOJHBIX KOJIOB, HACTPOCK KOH(UIYPAIMH C LIeIbI0 00Hapy)eHHs: WeD-ys3BuMocTeii.

4. OBPBEM JUCHUIIJIMHBI (MOYJIS)

O6wan TpynoeMKocTb 6 3ET

YacoB o yueOHOMY Tiany . 216 Busibl KOHTPOJIS B ceMecTpax:
B TOM 4YMCIIC :
ayUTOpHBIC 3aHsThsA . 68 sk3ameHbl 10
caMmocTosTenbHas padota . 108,7
4acoB Ha KOHTPOJIb : 36
KOHTakTHas pabora: 71,3

HKP: 3,3

5. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHBI (MOJIYJIS)

Kon HaumeHoBaHue pa3iesioB u TeM /Bua 3anstus/ Cemectp | Yacos Jlutepatypa
3aHsTHS [ Kvpe
Paznen 1. OcHoBbI Ge30macHOCTH WED-pHII0KeHI i
11 O6bexTs Web-cepBrcos. [Ipobiemsr 6e3omacaocTu Web-kineHToB. Meto bt 10 8 JI1.1J11.2 J11.3J12.1
B310Ma Web-npunoxennii. CueHapun KOMITbIOTEPHBIX atak. CHCTEeMBI J12.2712.3
OOHapY)KCHUsI BTOP)KCHHIA, (haepBOJLIBI, HCIIOIb3yeMble B Web- TeXHOIOTHSIX.
[JTex/
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MHWHOBPHAYKH POCCHUI

\)} denepanbHOE rOCYyIapcTBEHHOE OIOIKETHOE 00pa30BaTEIIbHOE
YUPEXACHUE BBICIIETO 00pa30BaHUs

«YenssOuHcKui rocyaapcrenubiil yausepeurer» (PITBOY BO «Henl'Y»)

PaGouast mporpaMma JUCHUILIMHEL "3ammTa Web-npunoxeHuil” Mo HanmpasieHnio moAroToBky (cneruansHocti) 10.05.01

"KommnbrotepHast 6e3omacHoCTs' HarpapieHHOCTH (mpodmio) crienmanuzaims N 1 " Ananu3 6€30macHOCTH

koMnbioTepHEIX cucteM” PI'BOY BO «Henl'Y»

cTp. 5

1.2

O6bexTsl Web-cepBucos. IIpobiemsr 6e3omacHocT Web-KineHToB. MeTo bl
B370Ma Web-tpunoskennii. CrieHapuy KOMIBIOTEPHBIX aTtak. CHCTEMBI
OOHapYKEeHUsI BTOPIKEHUIA, (haepBOJLIBI, HCIIOIb3yeMble B Web- TeXHOIOTHsIX.
Mp/

10

JI1.1J11.2 J11.3712.1
J2.2712.3

1.3

OcHOBBI 6e3011aCHOCTH WeD-IPHITOKEHH.
ITpopaboTka nekiponHoro Marepuaina. /Cp/

10

30

JI1.1J11.2 J11.3712.1
J2.2J12.3

Pasnen 2. Araku Ha Web-npuiioxeHust

2.1

Kunaccel aTak. Ya3suMmoctH ayreHTudukanuu. Brute Froce. Henocrarounas
ayreHtudukanus. HeGezomacHoe BOCCTaHOBJICHHUE MapoJicii. ATaku THIA
«Credential/Session Prediction», «Insufficient Authorization», «Insufficient
Session Expiration», «Session Fixation». Araku Ha kaueHToB. [Toamena
coaepxkuMoro. MexcaliToBoe UCIIONIHEHUE clieHapueB. Paciennenue
HTTP-3ampoca. Araka Ha ¢pyHkunu GopmaTupoBanust cTpok. [lepernoHenue
Oy¢epa. Buenpenue onepatopoB LDAP. Brmonnenue komana OC.
Buenpenue onepatopoB SQL. Crenble nHbeKIMU. BHEpEHHE CEpBEPHBIX
cuenapues SS|. Buenpenwue onepatopos XPath. Unentudukarms
web-npunosxxenuii. Information Leakage. Path Traversal. ITpeackazyemoe
pacnoyoKeHHe PecypcoB. 3oynoTpedinenne GyHKIMOHATBHBIMU
Bo3MOKHOCTsIMU. OTKa3 B obciysxuBanuu. @nynunr. Cross Site Request
Forgery. /JTex/

10

14

JI1.1J11.2 J11.3712.1
J2.2712.3

2.2

Knaccer atak. Ysa3sumocTu ayrentudukaiun. Brute Froce. Hegocrarounas
ayrenTu¢ukanus. Hebe3onacHoe BoccTaHOBIICHHE Napojiel. ATaku TUIa
«Credential/Session Prediction», «Insufficient Authorization», «Insufficient
Session Expiration», «Session Fixation». Ataku Ha kiueHToB. IToameHa
coepkuMoro. MexcaiToBoe HCIIOTHeHHE CIieHapueB. Pacienenne
HTTP-3ampoca. Ataka Ha GyHkuun dpopmaruposanus cTpok. [lepenonnenue
O0ydepa. Bueapenue onepatopo LDAP. Beimonnenne komana OC.
Buenpenue oneparopo SQL. Cnensle unbekiuu. Buenpenue cepBepHbIX
cuenapues SSI. Buenpenue oneparopos XPath. Unenrudukarms
web-npunosxkenuii. Information Leakage. Path Traversal. ITpeackaszyemoe
PacHoyIoKeHUE PEeCYpCcoB. 3I0ynoTpedieHne GyHKIMOHATBHBIMU
Bo3MOXHOCTsIMH. OTKa3 B o0cyxuBanuu. @nymunr. Cross Site Request
Forgery. /TIp/

10

14

J11.1J11.2 J11.3712.1
J2.2712.3

2.3

Araku Ha Web-nipunoxenus.
TpopaboTka JIEKIMOHHOTO MaTEepHaia U MaTepuaa PakTHYECKUX 3aHsTHA.
/Cpl/

10

36

J11.1J11.2 J11.3712.1
J2.2712.3

Pa3gesn 3. 3ammra web-npuioxennii

3.1

AnmunEcTpupoBaHue Web-cepBepoB. O6paboTka BXOIHBIX JAHHBIX.
Amnanusaropsl ucxoaHbix konoB. Web application firewall. @unbsrpanns
sql-3anpocos. ITapamerpu3soBanHbie 3anpocsl. CkaHepsl Web- npuioxenuit
[Jex/

10

12

J11.1J11.2 J11.3712.1
J2.2712.3

3.2

AnmunncTpupoBanue Web-cepeepos. O6paboTKa BXOJHBIX TaHHBIX.
Ananmsatops! ncxoaHbix kogos. Web application firewall. ®unsrpanus
sql-sampocos. [Tapamerpu3oBanHbie 3anpockl. CkaHepsl Web- nmpuitoxxeHuil.
Mp/

10

12

J11.1J11.2 J11.3712.1
J2.2712.3

3.3

AnmunncTpupoBanue Web-cepeepos. O6paboTKa BXOJHBIX JaHHBIX.
Ananmmsatops! ncxoaHbix kogos. Web application firewall. ®@unsrpanmst
sql-sampocos. [Tapamerpu3oBanHbie 3anpockl. Ckanepsl Web- nmpuitoxxeHuil.
IIpopaboTka JEKIMOHHOTO MaTepHaa U MaTepHana MPaKTHUECKUX 3aHATHH.

/Cp/

10

42,7

J11.1J11.2 J11.3712.1
J2.2712.3

Pa3nen 4. Unas koHTaKTHasi padoTa

4.1

WHas KoHTakTHast paboTa: MHANBUAYAIbHbBIE KOHCYJIBTAIIUM, TEKYIIHH
koHTpoItb. /[MKP/

10

3,3

JI1.3]12.2 J12.3

6. ®OH/ OIIEHOYHBIX CPE/ICTB

© ®I'bOY BO «Yenl'V»




MHMNHOBPHAYKHU POCCUN
\,} DenepanbHOE roCyJapCTBEHHOE OI0/KETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

PaGouast mporpamMma JUCHUILTHHBI "3atuTa Web-npunoxenuil” no HanpasieHuto noarotoeku (cnemuansaoctu) 10.05.01
"KommerotepHas Ge3omacHocTh" HarpasieHHOCTH (podmto) cnenuanu3arusa N 1 " Ananu3 6e3onacHOCTH ctp. 6
koMnbioTepHEIX cucteM” PI'BOY BO «Henl'Y»

6.1. IlepeyeHs BHIOB OIEHOYHBIX CPEICTB

VYerHbIi ompoc.
CamocrosrenpHas pabora.
ITepeueHs BOIPOCOB K 9K3aMEHY.

6.2. TunoBbIe KOHTPOJIbHBIC 3aIaHUS] U HHBIC MaTEPUAJIBI IJIS Te](yl].leﬁ aTTeCTaluu

Bompock! [J1s1 yCTHOTO OIpoca JUisl TeKYIIeil aTTecTaluu

. OCHOBHBIC TIPHHIIUITBI IPOBEACHHUS ayanTa HHGOPMALMOHHOHN Ge3omacHocTH Web-npunoxeHuit.
. Cranmaptsl 6e30macHOCTH WED-TprtoxeHuii.

. DTarsl MPoBeaCHNS ayauTa HHQOPMAITHOHHON 6€30IMacHOCTH WED-TIpHIoKeHH .
. IIpyHIHUIIBI TOCTPOEHHUS 3aIUIIEHHBIX Weh-npuitoxeHuil.

. Mogenu yrpo3 Ge3onacHocT Web-npHiiosKeH .

. Kitacchr koMniprOTepHBIX aTak Ha Web-TproKeHus.

. O6ue noHsITUst 06 HHPOPMAIIMOHHBIM CHCTEMax, MOCTPOSHHBIX C UCMOIb30BaHUEM WED-TeXHOIOTHiA.
. Bugp! atak Ha KIMEeHTOB Web-mpunoxenuii.

. SQL-uaBeKIINN.

0. VszBumoctu tuma "file upload”.

1. Yaanennoe noakiodyenue Gpainos.

12. VicnomHenue xoxa.

13. Ckanepbl ”HGOPMAITMOHHOH 0€30MaCHOCTH.

14. Crpyxkrypa web-cepsuca.

15. Be3omnacHocTs Web-kiuenTos.

16. CucreMbl 0OHApYKEHHUS BTOPIKEHHH.

17. Web-¢aepBoisL.

18. Kimaccer atak Ha Web-IpritosKeHusL.

19. Bujp! atak Ha IPOTOKOJIBI ayTEHTU(DUKAINN.

20. Bujpl atak Ha MPOTOKOJIBI ABTOPU3AIIHH.

21. Y43BUMOCTH 1O IOJIMEHE CO/ICPKUMOTO.

22. Artaku Ha Web-kimreHToB.

23. MexcaiiToBO€ HCIOJTHEHUE CLICHAPHEB.

24, Pacmieruienne HT TP-3ampoca.

25. TlousaTue u 3amuTa oT SQL-UHBEKIHIA.

26. OcuoBuble Buabl SQL-MHBEKINI.

27. Cnenble SQL-UHBEKIIUH, METOABI OOHAPYKEHHUS U 3AILUTHI.
28. YA3BUMOCTH IO PACKPBITHIO HHPOPMAIHH.

29. Jlormyeckue ys3BUMOCTH Web-npunoxeHuit.

30. OcHOBHBIC TIpaBIIIa aIMUHHUCTPHPOBaHHs Web-cepBepos.
31. Meroas! aHaIHM3a HCXOIHBIX KOJOB WeD-TIPHIIOKEeHHH.

32. TlpaBuia 06pabOTKU BXOTHBIX JAHHBIX.

PP OO0O~NO O, WNPE

[epeyeHb caMOCTOSITENBHBIX PAOOT

. TecTupoBaHue CUCTEMBI ayTEHTU(PUKALUH.

. TecTupoBaHHe CHCTEMBI aBTOPU3ALIUH.

. UccnenoBanne KOMIBIOTEPHBIX aTaK Ha KIMEHTOB Web-npnnome}mﬁ.
. MccnemoBanye KOMIBIOTEPHBIX aTak THIA SQL-MHBEKIHSL.

. UccnenoBauue ys3BUMOCTEH WeD-cepBHCOB 110 3arpy3ke (haiiios.

. MccnenoBanue ysa3BUMOCTEH IO YAAICHHOMY TIOAKIIOYSHUIO (aiiioB.
. UccnenoBanue ysi3BUMOCTEH O yIaJI€HHOMY UCIIOJHEHHIO KOJIa.

. Ucnionp3oBanne ckanepoB HH)OPMAIIMOHHONW O€30I1aCHOCTH.

. Mcnonp30Banue aHAIN3aTOPOB IPOrPAMMHOTIO KOJa.

10. Pedepar Ha temy "Aymur GesomacHocTH Web-cepsepa.

O©CoOoO~NO O, WNBE

ITosHBIE TEKCTHI CAMOCTOSITENIBHBIX PA0OT ¥ 3aIaHNUsI BHUIOKEHBI Ha CETEBOM JHCKe Kadeapbl KOMIBIOTEPHON 6€30MacHOCTH 1
npukiIagHoi anredpsr DC1\doc\.

6.3. TunoBbie KOHTPOJBbHBbIC BONIPOCHI M 3aIaHUA 1JIAA HpOMe?ICyTO‘IHOﬁ aTrrecraunumu

CrrCcoK BONPOCOB K 9K3aMEHY

1. Ctpykrypa web-cepauca.

2. be3onacHocTh WeD-KIIHEeHTOB.

3. CucreMbl 0OHapyKEHHUSI BTOPIKEHHH.
4. Web-daepBoisl.
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5. Kinaccer atak Ha Web-nipriosxenust.

6. Buibl aTak Ha MPOTOKOJIBI Ay TEHTH()UKAIHH.

7. Bujpl aTak Ha MPOTOKOJIBI aBTOPHU3AIIHH.

8. VSI3BUMOCTH 110 MOAMEHE COJIEPKUMOTO.

9. Artaku Ha Web-KkineHTOB.

10. MesxcallTOBOE HCIIOJTHEHHUE CIICHAPUEB.

11. Pacmerenne HT TP-3ampoca.

12. TTousaTHe u 3ammra oT SQL-UHBEKIHH.

13. OcuoBuble Buabl SQL-UHBEKITHI.

14. Cnenbie SQL-UHBEKIINH, METOIBI OOHAPY)KESHUS H 3AIIUTHL.
15. VS3BUMOCTH IO pacCKpBITHIO HH(pOpMAIIHH.

16. Jlornueckue ya3BUMOCTH WeED-NPHIIOKEHHI.

17. ATaku 10 UCTIOJTHEHHUIO KOJIa Ha CTOPOHE CepBepa.

18. OcHoBHBIE TpaBUIIa AIMUHUCTPUPOBaHUsS WeD-cepBepoB.
19. MeToB1 aHaTH3a UCXOAHBIX KOJOB Web-npuioxeruii.
20. Toustue u HazHayenue WAF.

21. TIpaBuia 06pabOTKU BXOAHBIX JaHHBIX.

6.4. Kputepuu oneHUBAHUS

B TeueHue ceMecTpa CTYACHT JOJKEH BBITOJIHUTD JIECATh CAMOCTOSTEIBHBIX PA0OT, KaKaas U3 KOTOPBIX OIICHHBAETCS B 5 6aIoB.
MaxkcuManbHbIN 04T 32 CaMOCTOSATENLHYI0 paboTy — 15 Gayios.

MakcuManbHOE KOIMYECTBO OAIIIOB 32 CAMOCTOSATEIbHBIC paboThl 32 ceMecTp — 50.

JlomyckoM 10 POBECHNS 3K3aMEHa SIBJISFOTCS CAAHHBIC CTYJICHTOM CaMOCTOSITEIbHBIC PAOOTHI B TCUCHHE CEMECTpa.

DK3aMeH MPOBOIUTCH B [1Ba dTarna. Ha mepBoM CTyCHT OTBeUaeT Ha JiBa Bornpoca. Ha BTOpOM CTyIeHT MPOBOAUT ayAUT O€30MaCHOCTH
yueOHOTO0 BeO-cepBepa U TOTOBHT MO pe3ylibTataM oTueT. [IpomomkuTtensHOCTh — 90 MUHYT.

MaxkcuManbHbIi 0aJul 32 OTBET Ha TEOPETHYECKUi Bornpoc — 15 Gamos.

MaxkcuManbHbIN 0aJl 3a MPAKTUYECKYIO YacTh dk3amena — 20 6aios.

CBopHast TabnIa PEHTHHTA YCIIEBAEMOCTH

Ne Bup oneHouHOrO cpeacraa MakcumansHoe Ko-Bo 0ajuIoB
1 CamocTtosTenbHas padota Nel-10 10x5=50

2 Dx3aMmeH (Teoperndeckuii Bonpoc) 2x15=30

3 Dk3ameH (IpaKkTHIeCKast 9acTh) 20

Uroro 100

Kpurepuu orieHUBaHUS TEOPETUUECKOTO BONIPOCA 3K3aMEHA

MaxkcrManbHBIH 0aJlt 3a OTBET HA TEOPETUIECKH Bompoc — 15 6amos.

OtnnuHo/3a4teno/12-15 6ayutos - CTyaeHTOM JaH MOJIHBIN, B JIOTHYECKOM MTOCIEI0BATEILHOCTH Pa3BEPHYTHIH OTBET Ha
MOCTaBJIEHHBII BOMPOC, B KOTOPOM OH IPOAEMOHCTPUPOBAI 3HAHHS IIPEAMETa B TOTHOM 00beMe yIeOHOI MPOrpaMMBl, JOCTATOYHO
IITyOOKO OCMBICTIMBAET AUCLHUIIIMHY, CAMOCTOSTENILHO, U HCUEPIBIBAIOIIE OTBEYACT Ha JOMOJHUTEIbHbIE BOIPOCH!, IPUBOIUT
COOCTBEHHBIE TIPIMEPSHI 110 POOIEMaTHKE TOCTABICHHOTO BOIIPOCA.

Xopomro/3auteHo/8-11 6anioB - CTyICHTOM JlaH pa3BEepHYTHIN OTBET HA IIOCTABJICHHBII BONPOC, B KOTOPOM CTYACHT JEMOHCTPHPYET
3HaHWSA, IPHOOPETEeHHBIEC Ha JICKIIHOHHBIX U CEMUHAPCKHX 3aHATHSX, a TAKXKe MOTydeHHBIE TOCPEICTBOM H3YyUCHUS 00A3aTelIbHBIX
y4eOHBIX MaTepUAJIOB IO KypCy, JaeT apryMEHTHPOBAHHBIE OTBETHI, IPHUBOAUT IIPHMEPHI, B OTBETE MPUCYTCTBYET JOTUYHOCTD
nocienoBaTenbHoCcTh. OHAKO JOITyCKaeTCs HETOYHOCTb.

VY nonetBopuTenbHO/3auTeHO/4-7 6amioB - CTyJCHTOM J1aH OTBET, CBHACTEIBCTBYIOIIHNI, B OCHOBHOM, O 3HAHHH MPOLIECCOB
M3y4aeMoil TUCIUILINHEI, OTINYAIOMINICS HETOCTATOYHOI TTyOHHOI M MOJMHOTON PacKPBITHS TEMBI, 3HAHHEM OCHOBHBIX BOIIPOCOB
TCOpHUH, ciabo C(I)OpMI/IpOBaHHBIMH HaBBIKaMH aHAJIN3a ﬂBHeHHﬁ, IIPONLECCOB, HEAOCTATOYHBIM YMCHUEM NaBaThb apryMCHTUPOBAHHBIC
OTBETHI M IPUBOAUTE IIPUMEPHI, HETOCTATOYHOH JIOTHYHOCTBIO M HOCIIE0BATENEHOCTBIO OTBETA.

HeynornerBopurensao/He 3aureno/0-3 Oaua - JlaH OTBET, KOTOPBII COICPIKHUT PsiJ] CEPbE3HBIX HETOUHOCTEH, OOHAPYKHBAIOLIHIA
HE3HaHHE MPOIIECCOB N3ydaeMol MPEAMETHON 00IaCTH, OTIMYAIOINICS HETTTyOOKHM PacKpBITHEM TEMbl, He3HAHUEM OCHOBHBIX
BOIPOCOB TEOPHH, HeCHOPMUPOBAHHBIMH HABBIKAMH aHAJIM3a SBICHUH, IPOIIECCOB, HEYMEHHEM J1aBaTh ApIyMEHTHPOBAHHBIC OTBETHI,
OTCYTCTBUEM JIOTUIHOCTH U MTOCJIEJOBATCIIBHOCTH. BBIBO}IBI TMMOBCPXHOCTHBEI. CTleCHT HE CITOCOOEH OTBETUTH Ha BOIIPOCHI XK€ ITpU
JIOTIONTHUTEIIBHBIX HaBOMSAIINX BONIPOCAX MPETOaaBaTelIs.

Kpurepuu onieHMBaHus MPaKTHYECKOW YaCTH IK3aMeHa
MaxkcuManbHbIH 6all 3a MpaKTHYeCcKyro JacTh 3aueta — 20 6amos.
Otnnuno/3auteno/15-20 6atos - CTyA€HTOM MOATOTOBJICH HOJIHBIN OTYET 00 OOHAPY)KEHHUH 110 PE3y/IbTaTaM ayAnuTa TPex
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YHUKAIIBHBIX YS3BUMOCTEH BeO-cepBepa, U3JI0KEHBI HX OMUCAHKE, CIIOCOOBI AKCILUTyaTallu U YCTPAHEHHS yrpo3 O€30MacHOCTH.
Xopoimo/3aureno/11-14 6amnos - CTyaeHTOM MOATOTOBJIEH HOJHBIN 0TYET 06 0OHAPYKEHHUH TI0 PE3y/IbTaTaM ayauTa IByX
YHUKAIIBHBIX YSA3BUMOCTEH BeO-cepBepa, U3JI0KEHBI HX OMUCAHKE, CIOCOOBI IKCIUTyaTallui U YCTPAHEHHs yrpo3 0e30MacHOCTH.

VY noenerBoputeabHo/3aurero/7-10 6amnos - CTyIeHTOM MOATOTOBJIEH MOJHBIA 0TYeT 00 0OHAPYKEHHH TI0 Pe3yJIbTaTaM ayanTa
OITHOM YHUKaJIbHOU YS3BUMOCTH BeO-cepBepa, U3JI0KEHBI €€ OMMCAaHKe, CIOCOObI IKCIUTYaTalliy U YCTPaHEeHHs yrpo3 0e30MacHOCTH.
Heynosnersopurensuo/He 3aurero/0-6 6aiuios - CTyIeHTOM [TOATOTOBJIEH OTYET, KOTOPBIN COAEPIKUT S/l CEPHE3HBIX HETOYHOCTEH,
00HapY)KUBAKOIIUI HE3HAHUE TPOLIECCOB U3YYaeMO TPEIMETHOI 001aCcTH.

Kputepuu OleHKH CaMOCTOSATEIbHON pabOThI

MaxkcuManbHbIN 04T 32 CaMOCTOSATENILHYIO PaboTy — 5 6auioB.

5 6aiIoB — caMOCTOsATEeIbHAS PabOTa BBHITIOIHEHA MOJHO U MTPABUIIBHO B COOTBETCTBUU C 3a[JAHUEM, BBIBOJI CIICJIAH CAMOCTOSITENBHO,
TEXHHUYCCKHU PABUIBHBIM SI3bIKOM, JaHbl BEPHBIC OTBETHI HA KOHTPOJIBHBIC BOIPOCHI, T10 3aJaHHUIO IPEHOIaBaTENs
MPOJIEMOHCTPUPOBAHBI JOTMOIHUTEIbHBIE ISHCTBUSA B PAMKaX TEMAaTHKH pabOTHI;

4 Haiuta — caMOCTOsITENbHAS PaboTa BBIIOIHEHA IIOJHO U IPABHIBHO B COOTBETCTBHH C 33/laHUEM, BBIBOJ CIICTIaH CAMOCTOSTENBHO,
TEXHUYECKH MPABUIIBHBIM SI36IKOM, JTAHBI HE TIOJHBIC OTBETHI HA KOHTPOJIbHBIE BOTIPOCHI, TI0 33JAHHIO MPEMOIaBaTels
MPOAEMOHCTPHUPOBAHBI JIOMIOIHUTEIbHbIC ICHCTBHUS B PAMKaX TEMAaTHKH PabOTH;

3 bayuta — caMocTosATeNbHAs paboTa BEIOJIHEHA ITOJHO U IIPABMIIBHO B COOTBETCTBHH C 33laHUEM, BBIBOJ CHICTIaH CAMOCTOSATENEHO,
TEXHUYECKHU MPABUIBHBIM SI3IKOM, TAHBI HE TIOJTHBIC OTBETHI HA KOHTPOJIbHBIE BOTIPOCHI, TI0 3aJAHUIO MPETIOIaBaTels He
MPOAEMOHCTPHUPOBAHBI JIOMIOIHUTEIbHBIC ICHCTBHUS B PAMKaX TEMAaTHKH PabOTH;

2 Oayia — caMOCTOsATeNbHAs PaboTa BBIMOIHEHA MOJHO ¥ MPABUIBHO B COOTBETCTBHH C 3aJaHUEM, BBIBOJI HE CJICTIaH, JaHbI HE MOJTHBIC
OTBETHI HAa KOHTPOJIBHBIE BOIPOCHL, 110 3aaHHIO0 TIPEMOAABATENS HE IPOAESMOHCTPUPOBAHBI AOMOIHUTEIbHbIC ICHCTBHSI B PAMKaX
TEMaTHKU pabOTHI;

1 6as — pH BHIMIOJIHEHUN CAMOCTOSTEIBHOM PabOThl 00YYAOIIIMMCS TOMYIIEHBI CYIECTBEHHBIC OLIMOKH MO COJCPKAHUIO YIeOHOTO
Marepuana, paboTa BHIOJHEHA C HAPYIICHUEM, JOMYIICHBI IPyOble OMIMOKH, Ha KOHTPOJILHBIC BOTIPOCHI JaHbI HE BEPHBIC OTBETHI.

0 6ay1oB — HE BBIMTOJHEHA CAMOCTOSATENIbHAS paboTa.

IIpu 1OBEICHUH UTOTOB YYUTHIBAIOTCS PE3YJIbTATHI TEKYIIEH arTecTarui. [10yueHHbIE 32 TEKYIIYIO aTTECTAIHIO OalTbI
CYMMHPYIOTCSI ¢ OaJUTaMH, MOJIyIEHHBIMH 33 KaXK[bIi 3TAIl IPU [IPOXO0XKICHUH TPOMEIKYTOYHOMN aTTECTALUH.

B redeHne cemecTpa MpOBOASTCS CAMOCTOSTENbHBIE Pa0OThI [0 OAHOMY M3 PACCMATPUBAEMBIX Pa3/ieloB, KOTOPBIC OCYIIECTBISIOT
Cpe3 3HaHMM 10 OCHOBHBIM MOHSTHSIM, ONPEICIEHHUAM U 3aa4aM.

Jliist sx3ameHa:

0-60 6ayu1OB - HEYIOBIETBOPUTENBHO (2);

61-74 GaymtoB - yIOBIETBOPHTENLHO (3);

75-90 6asmtoB - xoporio (4);

91-100 6ammoB - ortymuso (5).

7. YYEBHO-METOANYECKOE U UTH®OPMAIIMOHHOE OBECIHIEYEHUE JUCHUIIJIMHBI (MOAY.JISA)

7.1. Pekomenayemasi 1uTepaTypa

7.1.1. OcHoBHasi TUTEpPaTypa

ABTOpBI, COCTaBUTEIH 3armaBue WznarensctBo, ron| Pecypc
JI1.1 |CkemOpetii, Illema, CexkpeTsl xakepoB. bezonacuocts Web-mpumoxeHwii - TOTOBbIE Mocksa : Busbsmc,
Yekatkos A. A. peleHus 2003
JI1.2 |CxpeimHukoB A. B., Samura Web-npunoxenuii: yqe6Hoe mocobue Boponex : OBC
Apamnos /1. B., (https://biblioclub.ru/index.php?page=book&id=612405) BopoHnexckuit
Jenucenxo B. B, roCyJapCTBEHHBIN
T'epacumosna T. [I. YHUBEPCUTET
WHKEHEPHBIX
texHomoruii, 2020
JI1.3 |®oppucran [., Bpymc |3ammura ot xakepos Web-npunoxenuit Mocksa : JIMK OBC
K., Cumonuc [I., (https://e.lanbook.com/books/element.php? IIpecc, 2008
Bernosn b. pll_cid=25&pll_id=1116)
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7.1.2. lonoTHUTEIbHAS JIUTEPATypa

ABTOpBI, COCTABUTEIH 3arnaBue W3zpatensctBo, ron| Pecypc
J12.1 |Mapyxaenko A. JI., Paspabotka sammménnsix narepdeiicos Web-npunoxenwuii: yae6roe|Mocksa, bepiu : 9BC
Mapyxnenko JI. O., rnocobue Hupexr-Menua,
Edpemos M. A. (https://biblioclub.ru/index.php?page=book&id=599050) 2021
JI2.2 | Ty3oBckuii A. . I[poexTupoBaHue U pa3paboTka Web-IpHIoKeHni: y4eOHUK 1St Mocksaa : FOpait, 3BC
BY30B 2025
(https://urait.ru/bcode/561176)
JI2.3 |Boratenkos C. A., Pa3pabotka caiiTo u Web-npunoxenuii: yue6Hoe mocobue st By3os|Cankr- [letepOypr 3BC
bynosa E. B., (https://e.lanbook.com/book/502463) : JTaun, 2025
Kocrepun B. B.

7.3 Tlepevyennb HHPOPMAHOHHBIX TEXHOJIOTHIT

7.3.1 TIporpammHoe oGecneyeHue

Adobe Reader

Notepad++

VirtualBox

Visual Studio

NetBeans

Python

Ubuntu Linux

MySQL

PostgreSQL

7.3.2 TIpodeccuoHaibHbIE 0a3bI JAHHBIX U HH)OPMAIIMOHHO-CIIPABOYHbIE CHCTEMBI

1. DeKTpOHHBIH KaTaaor HaydHoM 6ubinoTekn Yenl'Y [DnekTpornsiii pecypce] : 6a3a nanubix / Yenso. roc. yH-T. — Yensounck, 1992,

2. Koncynbrant Ilintoc [DnekTpoHHSIi pecypc] : cripaBo4YHO-NpaBoBasi cuctema : 6asa faHHbIX / PernoH. neHTp npaBoBoit HHPOPM.
Wudopmmpaso.

3. eLIBRARY.RU [3nexrponHbIii pecypc] : HaydHas 2JeKTPOHHAs OMOIHOTEeKa [Hay4dHOI NepHOJUKH Ha PYCCKOM sI3bIKE |. —
Mocksa, [1999-]. - JlocTym K TONHBIM TekcTaM Tocie peructparuu u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTponHbIif pecypc]: cucTeMa IUCTaHIIMOHHOTO 00yueHws : [6a3a manubix] / Yens6. roc. yH-T. — Yensounck, [6.1.]. —
Hoctyn u3 cetr Yenl'Y wity, mmocsie perucTpaiyy U3 CeTH yH-Ta, U3 Jr000H TOYKH, UMeoLIel gqoctyn B uHtepHer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6ubnnoTexa YenstOMHCKOro rocy1apcTBEHHOTO YHUBEpcHTeTa [ DieKkTpoHHEI pecypce] : [caiit] / Hens6. roc. yH-T. —
Yenabunck, [2001-]. — Pexxum noctyma: http://www.lib.csu.ru/ , cBoGoausrii. — 3ari. ¢ sxpana.

6. nTepHeT yHUBEPCUTET HHPOPMAITMOHHBIX TEXHOIOTHI [DIeKTPOHHEBIN pecypc]. — DIeKTpoH. AaH. — Pexxum gocTyma |
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHHUE JUCHUIIJINHbBI (MOAY JISI)

Jlis peanuzanuy JUCUUIUIMHBI HCIIOIB3YIOTCS y4eOHbIE ay IUTOPUHU Ul IIPOBEICHUS 3aHATUN JIEKLIMOHHOIO THUIIA, 3aHATHH
CEeMUHAPCKOTO THIIA, TPYNIIOBBIX U HHANBUIYAIBHBIX KOHCYIBTALMH, TEKYIETO KOHTPOJIS ¥ IPOMEXXYTOYHOM aTTecTaluy, a TakKe
MIOMEIICHHS AJIsl CAMOCTOSTENbHON paboTHI.

VYueGHble ayAUTOPUH YKOMIUIEKTOBAHBI CIIEHANN3UPOBAHHON MEOETIbI0 1 TEXHUYECKHMH CPEACTBAMH 00yUIEHUSI: HPOESKTOPOM,
9KPaHOM, MarHUTHO-MAapKEPHOM JOCKOM, MaPKEPOM; C BOZMOKHOCTBIO JEMOHCTPAIIUH JJIEKTPOHHBIX NIPE3CHTAMK IIPU YPOBHE
OCBEILEHHUS, JOCTATOYHOM UISl PaOOTHI ¢ KOHCTIEKTOM.

I[J'If[ MMPOBEACHUA 3aHITUI JICKHUOHHOTO TUIIa UMECTCA NIEMOHCTPAlMOHHOC O60pyﬂ0BaHI/Ie: IIPOEKTOP, SKpaH.

JlabopaTopHbIC 3aHATHS IPOXO/SIT B y4€OHBIX Ta00PaTOPHUIX TEXHUUECKUX CPECTB 3auThl nHGopManuu u "'CereBoit moauron” (ayn.
421, 423, yuebusiit kopiryc Nel). MaTepuanbHO-TeXHUYECKOE 00eCIIeueHHe TIPUBEICHO B ACIIOPTAaX JIabopaTropuil.

[TomerieHust U1 CAaMOCTOSITENBHON PabOThI 00YYaIOLIMXCS OCHAIIEHBI KOMITBIOTEPHON TEXHHUKOH C MOAKIIOYEHHEM K CETH
«MHTepHET» U 00ecieueHreM J0CTYIa B AJIEKTPOHHYIO HH(POPMALMOHHO-00pa30BaTeNbHYIO Cpelly YHUBEPCHUTETA.
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9. METOAUYECKHUE YKA3AHUS JJI51 OBYUAIOIIUXCS IO OCBOEHUIO JUCHUIIJIMHBI (MOY JIST)

[Tpu u3y4yeHun JaHHOM AUCUUIIMHBI UCTIOJIB3YIOTCS JIGKUMOHHBIE U IMPAKTHYECKHE 3aHATHS, CAaMOCTOATENbHAs paboTa cTyaenTa. Ha
JIEKIMOHHBIX 3aHATUAX MPEroaBaTesb H3IaraeT OCHOBHOE COAEPKaHUE TeM MPOrpaMMEL. [IpopaboTKy JeKIMOHHOTO MaTepHaia
CTYICHTY JKeJIaTeIbHO MPOBOJUTH KaK MOCIIE KaXKIO0T0 3aHATHS, TaK U [0 3aBEPLICHUIO TEMBI. DTO IIO3BOJIUT CBA3ATh BOSAUHO
MIOJIy4EHHbIE CBEJICHUS M COCTABUTD LEJIbHYIO KapTUHY.

Ha npakTrdeckux 3aHSATUSIX PaCCMaTPUBAIOTCS MPOOJIeMbl 6€30MacHOCTH WED-KIIMeHTOB, MeTO 1! B31I0Ma WeED-IIPIIIOKEeHHH,
CIICHapHK KOMITBIOTEPHBIX aTak, aMHHUCTPUpOBaHne Web-cepBepoB u jp.

Pexomenayercs mepes KaxIbIM JIEKITUOHHBIM U HPAKTHYECKUM 3aHSATHEM BBIIIOJHUTH IOMAIIHEE 3a/laHKe, YTO MO3BOJIUTh JIydIle
YCBOUTD IIPEAbIAYIINI MaTepuall, U U3y4UTh JIGKLIMOHHBII MaTepual 110 MpeJCTosIIel Teme.

B ciyuyae mpumeHeHHs pH 00YYCHUN TUCLMAILUIMHBI JJICKTPOHHOTO 00y4eH s, AUCTAHIIMOHHBIX 00Pa30BaTEIbHbBIX TEXHOIOT Uil
o0IeHne 00yJaroIIuXCsl U MPETo/IaBaTess OCYIIECTBISIETCS B PEKIME PeabHOrO BpeMeHH (OHIaitH-JIeKIny (BeOUHAPEI), YaThl,
BHU/ICO-KOH(EPEHIMHU U JIP.) WIX OTIOKEHHOTO BpeMeHH (crcreMa quctaninuonHoro ooysenus Moodle, dopymer, anexrponHas modra
U 1p.).

BoJibIyto 94acTh BpeMEeHH 00YYaOIIHECs] CAMOCTOSTENFHO PaboTarOT ¢ yueOHO-METOqMYeCKUME MaTepuanamu. CTYICHTH HMEIOT
BO3MOXKHOCTh KOHCYJIBTHPOBATHCS C MPETOIABATENIEM 10 BCEM BOMIPOCaM, BOSHUKAIOUIUM B X0JI€ CAMOCTOSATEIbHON pabOThI
MOCPEICTBOM 3JIEKTPOHHO MOYTHI, MECCCHIKEPOB, COL[HMAIBHBIX CETEH H T.II.

Jocryn o0y4arommerocs K y4eOHBIM pecypcaM B PeXKUME OTIIOKCHHOTO BPEMEHH, CAMOCTOSTEIIBHON PaboThl OCYLIECTBIISICTCS Yepe3
ceth MHTEpHET B yJOOHOM [UIsl HETO MECTe, BDEMEHH H TEMIIE.

IMpu 06y4yeHnn U1 ¢ OTPaHNYEHHBIME BO3MOKHOCTSIMH 37I0POBBS 2IEKTPOHHOE 00yUeHNEe, TUCTAHI[OHHBIE 00pa30BaTeIbHbIC
TEXHOJIOTHH IPEyCMaTPUBAIOT BO3MOXKHOCTB IIpHUeMa-Tiepeiaul HHGOPMAIUU B TOCTYIHBIX I HUX (opMax.

Peanuzanus JTUCUUIUTHHBI C IPHMEHEHHEM DJIEKTPOHHOT0 00y4YeHHsI, IUCTAHIIMOHHBIX 00pa3oBaTeNbHbIX TexHoaorui (nanee — D0,
JIOT) ocymecTBisieTcss Ha OCHOBaHHH «I10JIOXKEHHMS O peayu3alii OCHOBHBIX M JIOIOJHUTEIBHBIX 00pa30BaTEIbHbBIX IPOrPaMM C
IPHMEHCHUEM JIIEKTPOHHOTO 00y9IeHNs U JUCTAHI[HOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHI B (helepalbHOM rOCyIapCTBEHHOM
OH0KETHOM 00pa30BaTEIFHOM YUYPEXKICHHH BEICIIEr0 00pa3oBaHus «Uesi0MHCKHI roCyIapCTBEHHBIN yHUBepcHTET», «IlonoxeHns
0 TOpsZIKe 3aUeTa 00yJaOIIMICS 110 OCHOBHBIM ITPO(eCcCHOHAIBHBIM 00pa30BaTENbHEIM IIPOTPaMMaM BBICIIIETO 00pa30BaHHS B
OI'BOY BO «Yenl V» pe3ynbTaToB OCBOCHUS B OPraHU3aLUsIX, OCYIECTBIISIONIX 00pa30BaTeIbHYIO AATEIbHOCTD, YIeOHBIX
HPEAMETOB, KypCOB, AUCUUILINH (MOAYJIEH), IPAKTHK, JOTOIHUTEIBHBIX 00pa30BaTeIbHBIX MPOrPAMM» HOCPEICTBOM IEKTPOHHON
nH(hOpMaILOHHO-00pa3oBatenbHOi cpeapl PI'BOY BO «Yenl'V». B nckiounTensHbIX ciaydasx (Gope-mMaxop ¥ T.11.) IpH
peanm3ayi 00pazoBaTensHOH AestenbHOCTH ¢ mpuMererneM D0, JIOT MoryT npuMeHSTh KOMIIOHCHTHI, HE BXOJIAIINC B IIEpeUCHb
AJIEKTPOHHOM HHPOPMAIMOHHO-00Pa30BaATENBHON CPEIbL.

10. CHEIIMAJIBHBIE YCJIOBUSI OCBOEHMUS JTUCHUIIJIMHBI OBYYAIOIMUMUCS C UTHBAJIMJHOCTBIO N
OI'PAHUYEHHBIMHA BO3MOXHOCTSAMMU 3/10POBbA

OcBoOeHME AUCUUIUIMHBI UHBAJIMIAMH U JIMLIAMH C OTPaHUYEHHBIMH BO3MOXKHOCTSIMHU 3[JOPOBbsI OCYIIECTBIISCTCS C UCIIOJIb30BaHHEM
CHEUUATIbHBIX TEXHUYECKUX CPENCTB W HH(MOPMAIMOHHBIX TEXHOJOTHH, MPEZOCTaBISIeMBIX PecypcHBIM yueOHO-METOANYECKHM
LEHTPOM MO OOYYEHWIO MHBAIMIOB W JIMI C OTPaHHYEHHBIMH BO3MOXHOCTAMHU 310poBbs UenlY mo 3ampocy oOydaromierocs
(MOOMITBHBIE CHEIHAIBHBIC TEXHHYECKHEC CPEACTBA UL JIMI] C HAPYLUICHWSMH 3PCHUS W C HAPYIICHHEM CIlyXa, aCCHCTHUBHBIC
HH()OPMAITHOHHBIE TEXHOIOTHH).

[Ipu HeoOxomuMmoOCTH st OOYYAIOUIMXCSl C HAapyLICHUSAMH 3pEHUS Ha pado4YMx MecTax [js IpPOBEINECHUS IPAKTUYECKUX MU
1abOpaTOPHBIX 3aHATHN YCTaHABIMBACTCS CIIEIHATIBHOE MpOrpaMMHOE obecredeHue (mporpaMma peueBOdl HaBUTAIMH, PEUEBBIC
CHHTE3aTOPbI, SKPAHHBIC JIYIIbI).

B yueGHble ayauropuu obecrieunBaeTcs OSCIPENSTCTBEHHBIH NOCTYI il 00YYarOIMXCsl ¢ MHBAIMAHOCTHIO MU C OTPAaHMYCHHBIMHU
BO3MOXHOCTSIMU 3[I0POBbS. B Kax10i ayuropuy, rae o0yqaroTcs HHBAJIU/BI U JIMIA ¢ OTPAHUYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBBS,
MPeyCMaTPUBACTCS COOTBETCTBYIOIIECE KOJMUECTBO MECT JUISl 00YYAIOIIMXCS C YYETOM HAPYIICHUH HX 3/10POBbSL.

Jlns ocBOeHMS TUCIMIUIMHBI MHBAIWAAM U JIMLIAM C OTpaHHYEHHBIMU BO3MOXXHOCTSIMHU 3JI0POBbS NPEIOCTABIISAETCS JOCTYII K IIEYaTHBIM
HCTOYHUKAM, UMEIOIIUMCS B Hay4yHOW Oubnuoreke Yenl'V, ¢ moMOLIbIO CIIEIMATIBHBIX TEXHUYECKUX CPEICTB; JOCTYI C MOMOIIBIO
CHENMAIbHBIX TEXHUYECKHMX W MPOTPAMMHBIX CPEJCTB K 3JEKTPOHHBIM HCTOYHUKAM, HPEICTaBICHHBIM B (OpME 3JIEKTPOHHOIO
JIokyMeHTa B poHze HayuHou Onbmuorekn Yenl'yY witn 31eKTpOHHO-OMOIMOTEUHBIX CUCTEMAX.

YuebHo-MeToANYEeCKHE MaTepHalbl Ui 00y4arOUIUXCsl U3 YMCIIa WHBAIUAOB U JIMI C OrPAaHMYEHHBIMH BO3MOXXHOCTSIMH 370POBBS
MPEOCTABISAIOTCA B (POpMaXx, aIaTHPOBAHHBIX K OFPaHHUYCHHUSAM MX 370POBbS U OCOOCHHOCTSM BOCHPHUATHS HHPOPMAIIHH.

J111s MHBAJIMIOB U JIMI] C OTPaHUYEHHBIMH BO3MOKHOCTSAMH 3/10POBbsI OCBOCHHE AUCIIUIIIMHBI MOKET OBITh YACTUYHO WJIM TIOJHOCTBIO
OCYILIECTBIICHO C UCIIOJIb30BAaHUEM JTUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOT U,

ITpu mpoBeneHNH TPOMEKYTOUHOH aTTECTALMH 110 AUCIUIUIMHE 00yHJaIOIIUMCS C HHBAJIUIHOCTBIO U C OTPAHUYCHHBIMH
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PaGouast mporpamMmMa JUCHUILIHHEL "3anmra Web-npunoskenuit” mo Hanpasienuto noarotosku (cnenuanpHoctu) 10.05.01
"KommnbrotepHast 6e3omacHoCTh' HarpapieHHOCTH (mpodmno) crienmanuzanms N 1 " Ananu3 6e30macHOCTH ctp. 11
koMnbioTepHEIX cucteM” PI'BOY BO «Henl'Y»

BO3MOXHOCTSIMH 3JI0POBbsI O0ECIIEUMBACTCS 10 MX 3asBJICHUIO IPEIOCTaBICHHE B JOCTYIHOH (hopMe B 3aBHCHUMOCTH OT HX
WHIVBHAYaJIbHBIX OCOOCHHOCTEH HMHCTPYKIMH O TOPSAKE IPOBEICHHS NPOMEXKYTOUHOH AaTTEeCTAllM, OIEHOYHBIX CPEACTB U
BO3MOKHOCTH OTBETOB Ha 3aiaHusi (MIMChbMEHHO Ha Oymare, HabOp OTBETOB HA KOMITbIOTEpE, MHUCbMEHHO mipudTom bpaitns, c
HCIIONB30BAHUEM YCITyT ACCHCTEHTA, YCTHO).

[Ipu npoBeneHUH NpOLEAYPbl OLIEHUBAHUS PE3YJIbTATOB O0YUYEHUSI HHBAINAOB U JIUI] C OTPAHUYEHHBIMH BO3MOXKHOCTSIMH 3710POBbS
IIpeycMaTpUBaeTCs UCTIONIb30BaHUe IpeocTaBiieHHbIX UYenl Y minm coOCTBEHHBIX TEXHHUECKHX CPENICTB, HEOOXOIMMBIX UM B CBSI3H C
WX UHIUBUAYAJIBHBIMH OCOOCHHOCTSMH. [Ipn HEOOXOMMMOCTH WHBAJIMIAAaM M JIMLIAM C OTPAaHWYEHHBIMH BO3MOYKHOCTSIMHU 3I0pPOBBS
MIPEJOCTABISETCS IOTIOJIHUTEIBHOE BpeMs IS ITOJrOTOBKM OTBETa Ha 3aJ[aHus, MpoLeIypa OLEHHUBAHUS Pe3yJIbTaTOB 00y4eHHS IO
JIUCHIUIUIMHE MOJKET ITPOBOJUTHCS B HECKOJIBKO ITAIIOB.
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