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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pabouast porpaMma JUCHUILTHHB "'AIMUHECTpUpoBanuie LinuX u 3amura nyGaudHbIX cityk6" [0 HAMPaBICHHUIO
noxaroroBk (creuansrocty) 10.05.01 "KommnbrotepHast 6e30macHOCTh' HAaPaBICHHOCTH (PODIIIIO) CHeHaTH3aHs cTp. 2
N 1 "Anammus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Yen'Y»

Conep:xanue

1. [len OCBOEHUSI AUCITUTIIIUHBI

2. Mecto muctmmuinabl B ctpykType OITOIT

3. Komnerenmuu obGydarornierocs, opMupyeMbie B pe3yIbTaTe OCBOCHUS TUCIIATLTAHBI
(Momyst)

4. O0beM JUCIHUILIAHBI (MOJTYJIS)

5. CtpykTypa U coaepKaHue AUCIUIUTAHBI (MOIYIIs)

6. ®oH1 OIIEHOYHBIX CPEACTB

6.1. IlepeueHb BUIOB OLICHOYHBIX CPE/ICTB

6.2. TunoBbie KOHTPOJIBHBIC 3aJaHUS U HHBIC MAaTEePUAJIbI JJI TEKYIIEH aTTecTalluu
6.3. TumoBbIie KOHTPOIBHBIE BOMPOCHI U 3aTaHMS JIJIS1 TPOMEKYTOUHOM aTTeCTAIlH

6.4. Kputepun onieHuBaHus

7. YaeOHO-MeToInIecKoe U HHPOPMAITMOHHOE 00SCIICUeHNE TUCIUTLINHBI (MOTYJIs)
7.1. PexomeHayemas nureparypa

7.2. Ilepeuenp pecypcoB HHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn ""MHTepHeT"
7.3. Ilepedenp HHPOPMAITMOHHBIX TEXHOIOTHIA

8. MaTepuaabHO-TEXHUYECKOE 00eCIIeYeHUE TUCITUTUTMHBI (MOTYJIA)

9. Meroanyeckue yka3zaHust jisl 00y4JaroMXCs 0 OCBOCHHIO AUCIUTUTHHBI (MOYJIs)
10. CriennanpHbIe YCIOBHS OCBOCHHUSI TUCIUILTAHBI O0YUYaIOMIUMHUCS C HHBATUIHOCTBIO U
OTPaHUYECHHBIMH BO3MOKHOCTSIMH 3/I0POBBS
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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/KETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

PaGouast mporpaMma JUCIHILTHHB " A IMUHECTpUpOoBanue LinuX u 3amura myGaudHbIX ciy06" 10 HAPaBICHUIO
noxaroroBk (crenuansrocty) 10.05.01 "KommnbrorepHas 6€30macHOCTS' HAaPaBIeHHOCTH (IPOQIIIIO) CrICIHATH3aIUs ctp. 3
N 1 "Anammus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Yen'Y»

1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

Llenbro MUCHUILINHBL ABISIETCS PUOOPETEHHE CHCTEMATH3UPOBAHHbBIX 3HAHKN B 001acTu aamunauctprpoBanus OC Linux u 3amuTer
MyOJIMYHBIX CITYXO.

3aga4n TACIUTIINHEI

— W3YYUTh OCHOBBI ()yHKIIMOHHPOBAHHKS OCHOBHBIX CIIyKO (cepBucoB) cetit IHTEpHET 1 KOPIOPATHBHBIX CETEH;

— O3HAKOMHUTH CTYJICHTOB C OCHOBHBIMHU TE€XHOJIOTHSIMU U ITPOTOKOJIAMH, UCIIOJIb3YEMbIMU JIJISl IOCTPOSHHS MacIITa0UpyeMBbIX
TeTepOreHHBIX HHPPACTPYKTYP, B KOTOPHIX Pa3BEPTHIBAIOTCS U (QYHKIHOHUPYIOT OCHOBHBIE KOMMYHHKAIIHOHHBIE CEPBHCHI,

— U3Y4YUTHb OCHOBBI NOCTPOCHUS 1 3allIUThI l'[y6J'II/I‘{HI>IX CJ'Iy)KG.

Pe3yHbTaTBI O6y‘-IeHI/IH 110 JUCLHUIUIMHE HAIIPaBJICHBI HA JTOCTH)KCHUE MHIUKATOPOB:

YK-4.1. O6nagaetr 3HaHUSAMH 0COOCHHOCTEH M MPABMII JIMYHOM U POECCHOHAFHON YCTHOM U MUChbMEHHOW KOMMYHHKAITUH, B TOM
YHCIIe HA UHOCTPaHHOM(BIX) si3bIKe(ax).

VK-4.2. JleMOHCTpUPYET YMEHHUE IPUMEHSTH COBPEMEHHBIC KOMMYHUKATHBHBIE TEXHOJIOTUH  JUIS aKaJEMUIECKOTO U
npoQeCcCHOHANBHOTO B3aUMOJIEUCTBHS B CHTYAI[MH YCTHOW W MUCHMEHHON KOMMYHHKAIWH, B TOM YHCIIE HA HHOCTPAHHOM (BIX)
s13bIKe(ax)

VK-4.3. ImMeeT HaBbIKK aKaJeMHIECKOT0 M IPO(PECCHOHAIBPHOTO B3aUMOICHCTBHS, B TOM YHCIIC Ha HHOCTPAaHHOM(BIX) sI3bIKE (aX).

OI1K-12.1 3HaeT NpUHLUIEI TIOCTPOSHHS COBPEMEHHBIX OIIEPAI[IOHHBIX CHCTEM U OCOOCHHOCTH MX MPUMEHEHUS; TIPUHIIMITBI
pa3pabOoTKH CHEIUATBHOTO TPOTPaMMHOTO 00ECTICUeHHs, IPeTHA3HAYEHHOTO IS IPEOI0JICHNUS 3aIIUThl COBPEMEHHBIX
OIIEPALIMOHHBIX CUCTEM C UCIIOJIb30BaHUEM HX HEJOKYMEHTHPOBAaHHBIX BO3MOKHOCTEH; OCHOBHBIE NPHHIUITBI KOH(UTYPUPOBAHUS U
aJMUHUCTPUPOBAHUS OIEPALMOHHBIX CHCTEM.

OI1K-12.2 Ymeer pa3pabaTbiBaTh CHCTEMHOE U TIPHKJIATHOE IPOrPaMMHOE 00ecIieueH e ISl MHOT033JauHbIX,
MHOTOIOJIB30BATEILCKUX U MHOTOTIPOIIECCOPHBIX CPel, a TakKe JUIs cpell ¢ MHTepdheiicoM, YIpaBIsieMbIM COOOIICHUSAMHE; TPUMEHSTh
OCHOBHBIC METO/IBI IPOTPAMMHPOBAHHsI B BEIOPAHHOU OIEPALIMOHHOM Cpere.

OIIK-12.3 Bnageer HaBbIKAMU CUCTEMHOTO TPOTPaMMHUPOBAHUS; HABBIKAMH Pa3pa0OTKH CHCTEMHBIX U IPHKJIAJHBIX IPOTPaMM,
00palIaIKXxcs K ONePallMOHHON CHCTEME C IIOMOIIBI0 CHCTEMHBIX BBI30BOB.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OIIOIT

uxx (pazaen) OITOIL: K.M.03.06

2.1 TpeGoBaHus K NpeJBapUTeIbHOI IOAT0TOBKE 00y4aIOLIErocs:

KomnbrorepHsie cetu

Mertozbl TporpaMMHpOBaHUS

OHepaHI/IOHHHe CUCTEMBI

HNudopmaruka

2.2 TMCUMNJIMHDBI U MPAKTHKH, IJIsl KOTOPbIX OCBOEHHE JAHHOI JUCHHILTHHBI (MOIYJIs1) HE0OXOIUMO KAaK NMpeaiecTBYIOUIee:

[ToaroroBka K MpoIeAype 3aMIUTHI U 3aIIUTa BHITYCKHON KBAITM(UKAIIMOHHON pabOThI

3. KOMIIETEHIINY OBYYAIOIIETOCSI, ®°OPMHUPYEMBIE B PE3YJIbTATE OCBOEHUSI JUCLUIIIMHBI
(MOJTYJIST)

VYK-4: CniocofeH npuMeHsITh COBPeMeHHbIe KOMMYHUKATHBHBIE TEXHOJIOTMH, B TOM YHC/Ie HA HHOCTPAaHHOM(bIX) s3bIKe(aXx),
JJIS1 aKa/IeMUYeCKoro 1 npogeccHoHAIBLHOI0 B3aUMO/ielcTBHS

3HaTh.

— OCHOBHBIE TEPMUHBI U peueBble 000POTHI, yrnoTpebistoniecs B cepe KOMIBbIOTEPHBIX TEXHOJIOTHH.

YMerTh:

— COCTaBJIATH TCKCThI U COO6HI€HI/I$[ C OMMCAHUEM TEXHOJIOTHYCCKUX U NIPOrpaMMHBIX XapaKTCPUCTUK paSpa6aTI)IBaCMI>IX OPpOAYKTOB.

Baaners:

— UMCTb HAaBBIKH BCp6aJ'IbHOI>i KOMMYHHUKAaIIUN HA TCXHUYCCKOM MHOCTPAHHOM A3BIKC.

© OI'BOY BO «Uenl'V»




MIMHOBPHAYKU POCCUUN
\)} denepanbHOE rocyIapCTBEHHOE OI0DKETHOE 00pa30BaTeIbHOe
@ YUPEXACHUE BBICIIETO 00pa30BaHUs

«YenssOuHcKui rocyaapcrenubiil yausepeuter» (PTBOY BO «Uenl'Y»)

Pa6ouast mporpamMma JUCHUILTHHBL " A IMUHECTpUpOoBanue LinUX u 3amura nyGaudHbIX ciryx06" [0 HAMPaBICHHUIO
noxaroroBku (crenuansroctr) 10.05.01 "KommbrorepHas 6€30MacHOCTh' HaIPaBICHHOCTH (IIPOQHUITIO) CrieHHaIn3aiis cTp. 4
N 1 "Anamus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Uenl'Y»

OIIK-12: CnocoGeH aAMHHHCTPHPOBATH ONEPALHOHHBIEC CHCTEMbI H BBINOJHATEL PA00ThI 10 BOCCTAHOBJICHHIO
padoToCcnoCcOOHOCTH NPHKJIAJHOIO U CHCTEMHOT0 IPOrPaMMHOI0 o0ecleyeHus ;

3HaTh.

— OCHOBHBIC IIOHATHSA ONCPAIMOHHBIX CUCTEM U UX 3AIUTHI,

— OCHOBHBIC IIOHATHS, OCHOBHBIC aJITOPUTMbI XPaHCHUS U 06pa6OTKI/I JAaHHBIX OC,
— OCHOBHBIC CTaHAPThI M AJITOPUTMBI IICPEAAYMN JaHHBIX;

— OCHOBHBIC aKTyaJIbHBIC MOJCJIN aTakK.

YMerTh:

— HMCIIOJIb30BATh AJITOPUTMBI F'€HEPALlUH, XPAaHEHHsI U paclpe/ieeHus KItoYel;
— MPOEKTUPOBATH U UCIOJIH30BATh CUCTEMBI 3JIEKTPOHHON IM(POBO MOIHCH;
— MPUMEHSATH Ha MPAKTUKE AJITOPUTMBI YIPABIEHUS OTKPHITHIMU KITFOUaMH.

Baaners:

— OCHOBHBIMH METOJIaMH aAMUHUCTpUpOBaHus u HacTpoiiku OC u cerell nepenauy;
— anropuT™MaMu (pOpMHUPOBAHHUS XEII-PYHKIUH;

— MHCTpYMEHTaMHU obecredeHus 6e30nacHoi paboThl B CETU UHTEPHET;

— METO/0JI0Tuel IpUMEHEHHs 0€30MacHBIX IYOIMYHBIX CIIyXO;

— METOAaMH YIPABJICHUS KIII0YaMH B CHCTEMAaX C OTKPBITHIM KITIOUOM;

— MHCTpYMEHTaMHU obecredeHus 6e30nacHoi pabOThl B CETH UHTEPHET.

B pe3yabTaTe OCBOCHUA TUCHUIIJIMHBI oﬁy'{aloumﬁcn JOJIZKCH

3.1|3narth:

3.1.1|- nonstue nHdopManuu, cnocoObl ee MPeCTaBICHUs, OCHOBHBIE ITPUEMBI TTOJIyUEHHS, XpaHEHUs, 00pabOTKH
nHPOPMALIUH;

3.1.2|- oCHOBHBIC MOHSTHS ONIEPAIIMOHHBIX CHCTEM U MX 3aI[HTHI;

3.1.3|— ocHOBHbIE IOHATHS, OCHOBHBIE aJITOPUTMBI XpaHeHuUs U 06padoTku gaHHEIX OC.

3.2|Ymerh:

3.2.1|- ucrnonp30BaTh 3aIUINECHHBIC COBPEMEHHBIC HH()OPMAIIMOHHBIC TEXHOJIOTUH B CBOCH MPOJECCHOHATLHOMN
JIESITENLHOCTH,

3.2.2|- AHAJIM3UPOBATH I/IHq)OpMaHI/IOHHyIO 0€30IMacHOCTh MHOTOIIOJIb30BATEIbCKUX CHCTEM;

3.2.3|- ucmonp30BaTh MPOTOKOJIBI TS 3aIIUTH HH(GOpPMAIUK i 00ecredeH s O€30IIaCHOCTH KaK JIOKATBHBIX, TaK U
PAacCIpeaC/ICHHBIX CHCTEM.

3.3|Baanern:

3.3.1|— HaBbIKaMH OOecHeYeHUs 3aIUTHI HHPOPMALIUH OT BHEIIHUX YIPO3;

3.3.2|— HaBBIKaMH MPUMEHEHUS] METOJI0JIOTUH 3alUThl B 00;1aCcT HHGOPMALIMOHHOI 6e30macHoCTH;

3.3.3|— OCHOBHBIMU METOaMU aAMUHHUCTpUpoBaHus 1 HacTpoiiku OC u cereil nepeaauy,

3.3.4|- merogonorueit npUMeHeHUs 0€30IaCHBIX MyOINYHBIX CIYXO.

4. OBPbEM JUCHUIIJIMHBI (MOYJIST)

O6lLas Tpya0eMKOCTb 73ET

Yacos o yuebHOMY IuiaHy : 252 Buibl KOHTPOJIS B CEMECTpax:
B TOM YMCIIC :

ayIUTOpHBIC 3aHaThs © 136 3a4eThl 8

camocTosTeNnbHas pabora :  102,2 3a4eThl C OLECHKOH 9

KOHTakTHas pabora: 149,8

WKP: 13,8
5. CTPYKTYPA U COAEP KAHUE JUCIHUIIJINHBI (MOZYJIST)
Kon HaunmeHoBaHue pa3ieioB u TeM /BuJI 3aHATHs/ Cemectp | Yacos Jlutepatypa
| saHaTHS [ Kvoe
Pasnen 1. AxmunucTpupoBanue onepannoHubix cucrem (OC)

© OI'BOY BO «Yenl'V»



MHWHOBPHAYKI POCCHUA

\,} DenepanbHOE TOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE
YUpEeKIEHUE BICLIET0 00pa3oBaHus

«YenstOuHckuii rocyaapcrBerHbiil yuusepeuter» (OPI'BOY BO «Yenl'Y»)

Pabouast porpamMma JUCHUILTHHBL " A IMUHECTpUpOoBanue LinNUX u 3amura nyGaudHbIX ci1yk6" [0 HAMPaBICHHIO

noxaroroBku (crenuansroctr) 10.05.01 "KommbrorepHas 6€30MacHOCTh' HaIPaBICHHOCTH (IIPOQHUITIO) CrieHHaIn3aiis cTp. 5

N 1 "Ananus 6e3onacHocTr KomnbioTepHbIX cucteM @I'BOY BO «Uenl'V»

1.1 Beoanast uadopmarus. /JIex/ 8 JI1.1 J11.2 J11.3]12.1
J2.2
1.2 OcHoBHbIe monoxenus /Jlex/ 8 JI1.1J11.2712.1 J12.2
1.3 Opomorms OC /Jlex/ 8 J11.1 J11.2712.1 J12.2
1.4 |Apxurekrypusie ocobennoctu OC /Jlex/ 8 JI1.1 J11.2J12.1 J12.2
1.5 Knaccudpuxanus OC Unix /JTex/ 8 JI1.1J11.2712.1 J12.2
1.6 CospemenHoe cocrosiaue /JIex/ 8 JI1.1J11.2712.1 J12.2
1.7 @aiinoeie cuctemsl /JIex/ 8 J11.1 J11.2J12.1 J12.2
1.8 IMpunnune nocrpoenus daitnosoii cucrems /JIex/ 8 JI1.1J11.2712.1 J12.2
1.9 Ipumeps! daitnosix cucteM /JIex/ 8 JI1.1J11.2712.1 J12.2
1.10 |MyasrunporpammupoBanue /Jlek/ 8 JI1.1J11.2J712.1 J12.2
1.11  |IInaHupoBaHME MPOIECCOB ¥ NOTOKOB /JIeK/ 8 JI1.1J11.2]12.1 J12.2
1.12  [3amaum ynpaBieHHs TaMSTBIO, TUIIBI aIpECalli, CXEMbI paclpe/Ie/ICHHs 8 JI1.1J11.2J12.1 J12.2
namsita /JIex/
1.13  |IIpumepsl HCIIONB30BaHMS BUPTYalbHOMN maMsty /JIex/ 8 JI1.1J11.2712.1 J12.2
1.14  |Ksmmposanue gaHHbIX /JIek/ 8 JI11.1 J11.2J12.1 J12.2
1.15 |Apxurektypa ceTeBoii moacucteMsl Linux. CTpykrypa (haiaoBoii cucTeMbl 8 JI1.1J11.2J12.1 J12.2
Linux. OcHOBHBIE ceTeBbIC YTUIINTHI M CPEACTBA JuarHoctiky /J1a6/
1.16 |Cepsuc DNS/Domain. O6sekT, noMeH, nHdopmarust 06 06bekre. OCHOBHBIE 8 JI1.1 J11.2J12.1 J12.2
THIBI 3aICcel. PeKypCHBHBIN 1 HEPEKYPCHUBHBIN PeXUMBI paboThl. /J1ad/
1.17  |Cepsuc DNS/Domain Hacrpoiika cepBepa DNS. Ipaktrnueckas pabora ¢ 8 JI1.1J11.2J12.1 J12.2
JaHHBIMA TOMEHOB. PeruTiKamms JOMEHHBIX TaHHbIX. /J1a6/
1.18 [VPN-pemrenwus. [Tpunmmmns: ¢pyukunonnposanus VPN. BupryasibHbie 8 JI1.1J11.2J12.1 J12.2
uHTEpQEHCch U 0COOEHHOCTH MapuIpyTu3anuu. KiineHr-cepBepHas
apxutektypa VPN u apxurtexrypa VPN Touka-touka. [Ipaktuueckoe VPN
-COEIMHEHHNS TOYKA-TOUKA T10 CXEME KKAXKIBINA ¢ KaxKabim» /J1a6/
1.19 [MexcereBblie 3kpanbl. [IpuHIHIBI GYHKIHOHUPOBaHUS. TaOIHIIbI, ICTTOYKH 8 JI1.1J11.2J12.1 J12.2
MPaBUJI U TIPABUIIA.
[MoHsITHE TEeMUTHTAPU30BAHHON 30HBI. [IOHSITHS COCTOSHHS COSTMHEHUS U
BUPTYyalIbHOTO coeuHeHus. [IpakTuyeckas HacTpoiika MEXCETEBOro dKpaHa
IUTSL PEXKMMOB KIIMEHTA, CepBepa M MapIpyTH3aTopa
[JTa6/
1.20 |Cepeuc LDAP (cnyx6a katanora). OCHOBHbIC IPHHIMIIBI ) YHKIIMOHUPOBAHMS, 8 JI1.1J11.2712.1 J12.2
pa3BepthiBanne. Cxema kaTanora. [Touck B katanore. OOHOBICHUE
cojiep)KuMoro Karayora /J1a6/
1.21  |Cepsuc ayrenruduramuu Kerberos. [Ipuauums: paboTsl, HOHATHS MPHHIATIAIA 8 JI1.1J11.2J12.1 J12.2
u THKeTa. Pa3BepThiBaHMe, ypasieHne cepBucoM. /J1ab/
1.22 |HuTerpauus KoMmeIoTepa B cIy>x0y kKatanora. Hactpoiika mogcucremMsl 8 JI1.1J11.2712.1 J12.2

ayTeHTU(UKALUY, T0JCUCTEMBI HICHTH(DUKALIUY.
OTKa30yCTOHYHNBOCTD, KpUNTOrpadudeckas 3aIuTa.
[J1a6/

© OI'BOY BO «Yenl'V»
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MHWHOBPHAYKI POCCHUA

YUpEKAECHNE BBICIIET0 00pa30BaHUs

denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pabouast porpamMma JUCHUILTHHBL " A IMUHECTpUpOoBanue LinNUX u 3amura nyGaudHbIX ci1yk6" [0 HAMPaBICHHIO
noxaroroBku (crenuansroctr) 10.05.01 "KommbrorepHas 6€30MacHOCTh' HAIPAaBICHHOCTH (IIPOMIIIIO) CIICHHATH3ALHSL cTp. 6

N 1 "Anamus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Uenl'Y»

1.23

AIMHHUCTpUPOBaHHE OrepaoHHbIX cucteM /Cp/

33,1

JI1.1J11.2 J11.3712.1
2.2

Paznen 2. UHast koHTaKTHasi padoTa

2.1

WHast KOHTaKTHast paboTa: MHINBUIYAIbHbIC KOHCYIBTALMH, TCKY Mt
KoHTpoub. /MKP/

6,9

Pa3nen 3. AAMUHHCTPUPOBAHHE U 3aIIUTA MYOJUYHBIX CIYKO

31

Cern, ceresble cpencta. [Ipotokodsr /JTex/

JI1.1 J11.2J12.1 J12.2

3.2

Cetesblie ciyx0b1 /JIex/

JI1.1J11.2J12.1 J12.2

3.3

MesxcereBble akpansl 1 VPN /Jlex/

JI1.1J11.2712.1 J12.2

3.4

Pacnipenenennsie cuctemsl /JIex/

J11.1 J11.2J12.1 J12.2

3.5

O6ecneuenne 6e3omacuoctu /JIex/

18

JI1.1J11.2]12.1 J12.2

3.6

MNudpactpykrypa PKI. KopreBoit ceprudukar, ceprudukar, 3ampoc Ha
cepTuduKaT, K04 cepTuhuKara, nenouka cepTuhUKaum, CIIUCOK OTO3BAHBIX
CepTHU(HKATOB.

Pa3BepThIBaHUs COOCTBEHHOTO IIEHTPa CePTHHUKAIINH

J1a6/

J11.1 J11.2]12.1 J12.2

3.7

TIporokon HTTP. ITpunrmmnet padotet HTTP-cepBepa. MoaynbHas
pacmupsiemas apxurekrypa HT TP-cepBepa. OcHOBHbIE XapaKTEepHCTHKU
(mapametpsr) HTTP-cepsepa /J1a6/

J11.1 J11.2J12.1 J12.2

3.8

Hactpoiika HTTP-cepBepa. B3aumoelicTBie U B3aMMOBIIUSIHHE MIPAB JIOCTYIIA
Ha (aiiIoBoil cHCTEMe Ha IEPEeBO TOKYMEHTOB. JIMYHbBIE pecypChl
nonb3oBareneii /J1a6/

J11.1 J11.2]12.1 J12.2

3.9

Ayrentudukanus B HTTP. Metoas! ayrentuduxanuu. Hactpoiika
ayTeHTH(HUKAIINN Ha H30JIMPOBAHHOM cepBepe. Pasmimins ayTeHTHGUKanus
cpenctBamu HTTP u cpeactBamu mpunoxenust /J1a6/

JI1.1J11.2]12.1 J12.2

3.10

Ayrentudukanus HTTP-cepBepa uepes cnyx0y katanora. /J1ad/

JI1.1J11.2]12.1 J12.2

3.11

Huterparys HHCTpYMEHTOB kpunrorpaduueckoii 3amutsl B HT TP- cepsep.
TpeboBannus, orpanndeHns. OcoOeHHOCTH. YIIpaBIeHHE PacIIpOCTPpaHCHHEM
KOpHEBBIX ceprudukaTos. /J1ad/

JI1.1J11.2]12.1 J12.2

3.12

[InanupoBanue pacmmpsieMoil HHPPACTPYKTYphI BHYTpEHHEH ceTu.
Paznenenvie BHEIIHUX U BHYTPEHHUX pecypcoB. OUIbTpanys BXOJAMX U
HCXOIIINX HH(POPMAIMOHHBIX TTOTOKOB. /J1ab/

JI1.1J11.2]12.1 J12.2

3.13

TpeOoBaHMs K BHYTPEHHHUM CETSIM, MOJKIFOUCHHBIM K VIHTEpHET.
Kommynukammonnsie cepucsl VOIP u Instant Messaging, nx rexaunueckue
XapaKTePUCTUKN U 0COOCHHOCTH MHTETPALIUH B KOPIIOPATHBHYIO
urppactpykrypy (0630pHO0). /J1ab/

JI1.1J11.2]12.1 J12.2

3.14

Anmunuctpuposanue OC. AIMUHUCTPUPOBAHKE U 3aIIUTA Ty OINYHBIX CITYkKO.

/Cp/

69,1

JI1.1J11.2712.1 J12.2

Pa3nen 4. Unas koHTaKTHasi padoTa

4.1

VHas koHTaKTHas paboTa: HHAUBHAYaIBHbIC KOHCYIIBTAIINH, TEKYIIHH
koHTpoItb. /IKP/

6.9

6. ®OHJ OIIEHOYHBIX CPEJICTB

6.1. l'[epeqel-lb BU/10B OLICHOYHBIX CPEACTB

JlaboparopHas pabora.
[epeyeHb BOIPOCOB K 3a4ETy.
[IepeueHs BOIPOCOB K 3a4YETY C OLEHKOM.

6.2. TunoBbIe KOHTPOJbHbIC 3aJaHUAA U UHbI€ MaTePHUaAJIbI 1JI1 TEKyH.leﬁ aTrecranuu
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Crcok 1a60paTopHbIX padoT:

1 Hanmmcats ckpunt Ha si3bike Python2, koTtopsrit GymeT mapcuTh 0Ty aBTopu3anuu cM. ¢aiin /var/log/auth, va momsiTky Hamrgws
OIMOOYHBIX MOIBITOK aBTOPU3AIMK. 3anuchiBath B (haiin /var/log/auth2.10og monydennsie nauusie B popMare: HMsL_IOJIB30BATEIS -
ipagpecc. P.S. HCMOIB3yeM PETyJISIPHBIC BRIPAIKCHHS.

2 C nomomipto logrotate HacTpouTh pOTAIWIO JIOTOB, JIOTH JOJKHBI POTHPOBATHCS Pa3 B JICHb WIIH IIPH TIPEBHIIICHIE pasMepa (aiiia
1Mb, cm. /etc/logrotate.conf

3 Hammcats ckpunt Ha si3pike Python, kotopsiii Ha ocHoBe XMml-daiina ¢ onvcanneM 30H, OyaeT co3maBarh (Gaiisl 30H I JeMOHA
bind9, u noGassite nHGOPMarHIO 0 30HE B KOH(UTYpanroHHsIit daiin /etc/bind/named.conf.local st ynporeHnst MoxHO
obpabateiBath 3amucu tumna: SOA, A, CNAME, MX, NS. Crpykrypy xml ¢aiina mpoxymats camum. TTocie co3maHust 30HHI,
HE00X0/IMMO TIPOBEPHUTH IIPUTOAHOCTh KOH(PUTYypaHOHHBIX (ailiioB, HapuMep, ¢ TOMOIIBI0 KoMaH bl 'named- checkconf —z",
CKPHIIT AOJUKCH €€ BBIIIOJIHUTD CaM, M BHIBECTH HH()OPMALHUIO O YCIICUIHOM/HEYCIICIIHOM BBIIOJIHEHUH 3arpy3Ke HH()OPMAIUHL.

4 MoauuipoBaTh CKpUIT €Ch0_Server2.py, CKpUIIT J0/DKEH: 3alpalliBaTh JIOTHH ¥ apoib (o aHaisoruu ¢ ssh); mucats Bee
COOBITHS YCIIENTHBIX/HEYCIIENTHBIX TOMBITOK aBTOpu3armu B 10g-taiin, /var/log/script.log, B stor ¢aiin 10KHBI THCATHCS JIOTHH,
nmaposp ¥ ip-aapec KIueHTa, KOTopblit mpoboBan moakmodnthes. Hactpouts fail2ban, uro6sr on o6pabarsisan /var/log/script.log, u
TIPY TOCTHKEHUH 5 HEYIa9HBIX MOMBITOK aBTopu3aruy, fail2ban momken 3a6anuTh ip- aapec MoIKII0YaBIIErocs KIIHEHTa.

5 YcranoBka DNS cepeepa BIND9 u BcriomorarenbHbIX YTHIIHT.

6 Asterisk. MySQL. Ycranosuts Asterisk, Hamucars mian zHabopa. Ipu 3Borke Ha 7700110, [TomkHa IPOUCXOIUTH IPOBEPKa
HaJIMYHsl 3apETHCTPUPOBAHHBIX HOMEPOB, YCIOBHBIX oreparopoB (Homepa umeroT npedukce 9, nanpumep 901, 910). Eciu Her
3aperMCTPUPOBAHHBIX OIIEPATOPOB, TO 3amuchiBaeM B Mysql coGbITHe 0 TOM YTO KIMEHT 3BOHMI. B BJ] MOIDKHBI cotepkaThes: nata
3BOHKA, KTO 3BOHMII. ECJM €CTh XOTs OBI OJTMH CBOOOHEII OmepaTop, TO HEOOX0JUMO TOMECTHTh BBI30B B O4epe/ib. (CM. KOMaHIy
Queue), uTst 3BOHSIIIETO OJDKHA BOCIIPOM3BOANTHCA My3bika (Music on hold), u crpaterus pacpeneneHns BBI30BOB 110 OIlEpaTopam
JIOJDKHA OBITH - 3BOHUTB BCEM.

7 Apache + DNS. Vcranosuts Apache u Bind9, ckorpurypuposats 30my kb.localnet. O6s3atensHo Hanuune qoMeHa
www.kb.localnet - mpu momeiTKe TOCTyMa Ha 3TOT XOCTeiM Uepe3 Opaysep, TomKkeH oTBedats Apache, Apache momkeH 3alpOCHTh
aBTOpH3auMIO Tonb3oBaresst. Joctyn k http - nomken orpannunBatecs cpeacreamiu iptables, nro6sbie mombiTku qoctyna k 80 u 53
MOPTY JOJDKHBI TorupoBathes (cpenctBamu iptables). Redis, Python. Ha nByx maminHax ycranoButh Redis, HACTPOUTD perinKauio
JAHHBIX MEXIY CEPBEPaMH, TOCTYII K TIOPTY peIrca J0/DKEH OBITh TOJBKO ¥ coceqrero cepsepa wmim localhost'a. C momormsio Python,
HaITHCaTh CKPHUIT, KOTOPBIil O3BOJIUT MPOTECTUPOBATh BpeMs 3amnucH B redis, N - Koj-Ba JaHHBIX. HAPHMEP, YHUKAJIBHBII_KITIOY ->
crydaiiHast ctpoka. Harmcarh CKpHIT, KOTOPBIH OyIeT MPOU3BOANTE aBTOPH3AIMIO MOsIb30Bareneil. T.e. OyIeT Clymars CoeIHHeHHS],
IpY KOHHEKTE K HEMY, IIepefacTCst JIOTHH U apoiib, CKPUNT obpariaercs B redis, ecim HaXoauT BEPHYIO [apy JIOTHH U Aok, TO
BO3BpaIaeT coobIIeHne SUCCESS, ecitk He HaxoauT - To failed.

8 Asterisk, Redis. Ycranosuts Asterisk, Redis. Peann3oBats rutan Habopa, KOTOPBIi TO3BOJIUT OCYILECTBIISATH BHI30BBI BHYTPH aTC
(nampumep, ¢ Homepa 901, momkHa GBIT BO3MOXXHOCTH 103BOHUTH Ha 904). [IpH 3BOHKE IODKHA OCYILECTBIIATHCS 3aIICh PA3TrOBOPOB.
JIoJDKHBI OBITH OT/AEIBHBIC SKCTEHBI, KOTOPHIC IO3BOJISAT 3BOHUTH HA YCIOBHBIC MEXAYTOPOAHIE HOMEPa, COTOBBIC, YePe3 pa3iIn4HbIC
aruTHUKA(SiP-Trps1). MHpOpMAaImio o ToM uepe3 Kakoit Sip-mmp. Heo6XoauMo oCyIeCTBIATh 3BOHOK, HyKHO XpaHuTh B Redis, u
OCYIIECTBIATH K HUM A0cTyI ¢ iomoInsio AGI/FastAGI ckpumrra. Harpumep, ¢ Homepa 901 xotum mo3sonuts Ha 83512250000, mist
TOTO 4TOOBI Y3HATD Uepe3 KaKkoi arIHUK 3BOHUTH, Bbi3biBaeM AGI ckpumt, koTopbiit oopamaercs B Redis, B kotopom Oyaem
Haxomuthes htable, B koropom Oymer Hanmcan kox ropoa 351 u amnHuk, HampuMep gatewayl.

6.3. TunoBbIe KOHTPOJbHBIE BOMPOCHI U 3aJaHUSI IJIs IPOMEKYTOUHOH aTTecTAlUM

Crincok 3a7jaHuii K 3a4ery:

1 Hactpouts MexceTeBoit 3kpaH (MHINBHAYaIbHBIC BapHAHTHI HACTPOUKH).

2 Hacrpouts cepsep HTTP (MHANBHAYaIbHBIE BAPUAHTHI HACTPOUKH).

3 Hacrpouts cepBep DNS (nHauBnayansHble BApHAHTHI HACTPOWKH).

4 Hactpouts orpannuenue gocryna o IP-agpecam.

5 HactpouTts nocrosanoe VPN-coequnenne Mexxay cepepamu.

6 3apeructpupoBats B kaTaiore LDAP o0bekT, HaiiTH 00BEKTHI YIOBIECTBOPSIOIINE 3aJaHHBIM KPUTEPHSIM.

CIHCOK TEOPETHIECKUX BOIPOCOB K 3a4€Ty C OLECHKOM:

1 OcHogsl IP-cTeka (nuTepdeiic, MapuIpyT U TabIIUIa MAPUIPYTH3AIIHH, COSAUHECHUS).

2 DNS-nactpoiika u ynpasienue cepsepom DNS, peann3zauus 305 DNS.

3 SMTP — nacrpoiika u ynpaenenue cepsepoM SMTP, nzyuenue nporoxona SMTP.

4 HTTP — Hactpoiika u ynpasnenue ceppepom HT TP, koHTpob goctyna, uydenne npotokona HT TP, nzydenue u oceoenune CGl u
SUeXecC, BUpTyalbHbIC KaTaJIOTH.

5 Ipunnuns! pysxkuuonupoBanus VPN-pemenuit

6 PassepreiBanue PKI (co3nanne u pabora CA, )KM3HEHHBIN UK CEPTHPHUKATA)
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7 HacTpoiika MEKCETEBBIX 3KPaHOB
8 Vpasnenne HTTP-cepepom (0OCHOBHBIE XapaKTEPUCTHKH, METOIbI AYTEHTU(HUKAIIMH ¥ 00eCTICUSHHUS KPUITTOTPahHIECKOM
3aIUTHI)

6.4. Kputepnn oneHuBaHUSA

B pamkax 3auera CTYICHT Ipe/IaraeTcs BBIIOIHUTE 3a/1aHue, oleHuBaeMoe B 20 6auios.

B paMkax 3a4era ¢ OI[CHKO# CTyICHTaM MpeJiaraeTcs 2 BOMPOca, KXkl U3 KOTOPBIX olleHuBaercs B 15 Oasos.

JI1st MOJIBEICHUSI UTOTA CYMMHPYIOTCSI OQJLIBI CeMeCTpa M 3a4eTa. B TeueHuH ceMecTpa MpoBOIUTCS 1O 4 1abopaTopHbie paboThI Mo
OJJHOMY M3 PaCCMATPUBAEMBIX Pa3/Ie/IOB, KOTOPBIE OCYIIECTBILIFOT CPE3 3HAHUIA 10 OCHOBHBIM IIOHATHSIM, OMPEICICHHUSAM U 3a1auaM.
MakcumanbHOe KOJIMUeCTBO 0aioB 3a 1abopaTtopHblie paboTsl B 01HOM cemecTpe — 20. J[OMOTHUTENBHO OIICHIUBACTCSI aKTUBHAS
paboTa Ha 1abopaTOpHOM 3aHATHH (MaKCHMyM 5 6ajlioB 3a CeMecTp).

CBojHas Tabimia peiiTuara ycreaeMocTs (7 cemectp)
Ne T[TepeueHb KOHTPOJIBHBIX MEPOIIPHUSITHIA B ceMecTpe MaKkcHMalbHOE KOJI-BO OaJlIOB

1 JTaboparopuast pabota (7 cemectp) 4x5=20

2 AxTuBHas paboTa Ha 1a0OPaTOPHBIX 3AHATUIX 5

3 3auer 20
4 Utoro: 45

CBopHas Tabnuna peiiTuHra ycreBaeMocTH (8 cemectp)
Ne TlepeyeHb KOHTPOJIBHBIX MEPOTIPUITHH B ceMecTpe MakcuManbHOE KOJI-BO OalIoB

1 JTabopartopHast paboTa (8 cemectp) 4x5=20

2 AxTuBHas paboTa Ha TaOOPATOPHBIX 3aHATHIX 5

3 3auer ¢ oueHKOH 2x15=30
4 Utoro: 55

Kpurepun orieHUBaHUS TEOPETUIECKOTO BOIIPOCA IS IK3aMeHa

MaxkcuManbHbIi 04l 32 OTBET Ha TEOPETUYECKHUit Bonpoc — 15 Gasos.

Otimuno/3auteno/13-15 6asmnoB - OGyJaroIniicss OTIHYHO 3HAET MaTepHall, IOHUMAaET TEPMHUHOJIOTHIO aIMHHICTPUpOBanus LinuX.
OO0y4aronuics NpakKTUYECKH He TOMYCKAeT OMIUOOK.

Xopomio/3aureno/10-12 6amios - OOydvaroniuiicss XOpOLIO 3HAET MaTepuall, IOHNMAET TEPMUHOJIOTHIO aAMHUHICTPUpOBaHust Linux.
OO0y4aronuics 1oMmycKaeT He3HAYUTENbHBIE OIIUOKH.

VY noenerBopurensHo/3auTeH0/7-9 6ainioB - OOyUYarOMIUIACS 3HAKOM C MaTEPHaJIOM, BIIajIeeT TSPMUHOIOTHEN aMUHACTPUPOBAHUS
Linux. O6y4aroniuiicss fonmyckaet GpakTHuecKue OIIHOKH.

HeynosnerBopurensuo/He 3aureno/0-8 6amtos - OOydaromuiics He 3HAeT OCHOBHBIX TIOJIOXKCHHUI BOIIPOCA, HE OPUEHTUPYETCSI B
OCHOBHBIX MOHATHSAX, U3JIaraeT MaTepuall C TPYAOM, C TpyObIMU (PaKTHYECKUMH OIIMOKaMH, THOO OTKa3bIBa€TCsS OT OTBETOB HA
BOIIPOCEHI.

Kpurepun onieHUBaHUS 3aIaHAS TS 3a4eTa

MakcuManbHbIH 6amni 3a 3ananue uis 3adeta — 20 6anios.

Otnuuno/3aurero/17-20 6amtoB - O0yJaroIIiicss OTIIMYHO 3HAET MATEPHa, TIOHMMAET TePMUHOJIOTHIO aIMHUHICTpUpOBaHus Linux.
OO0y4aronuics NpakKTUYECKH He TOMYCKAeT OMIHNOOK.

Xopomio/3aureno/13-16 6amios - OOydvaroniuiicss XOpOLIO 3HAET MaTepuall, IOHNMAET TEPMUHOJIOTHIO aIMHHICTpHpOBaHust Linux.
OO0y4aronuics qomycKaeT He3HAYUTEIbHBIC OITUOKH.

VY nosnerBopurensao/3auTeno/10-12 Gamios - OOyJaronuiicss 3HAKOM C MaTepHAIIOM, BIIaJIeeT TEPMUHOIOTHECH aIMHHUCTPHPOBAHUS
Linux. O6y4atomniuiicss fomyckaet GpakTHuecKue OIIHOKH.

HeynosnerBopurensao/He 3aurero/0-9 6aiuios - OOyJaromuiics He 3HaeT OCHOBHBIX TIOJIOXKEHHIA BOIIPOCa, HE OPHEHTUPYETCSI B
OCHOBHBIX MOHATHSAX, U3JIaraeT MaTepuall C TPYAOM, C TpyObIMU (PaKTHYECKUMH OIIMOKaMH, THOO OTKA3bIBAETCS OT OTBETOB HA
BOIIPOCHI.

Kputepun ouenuBanus 1abopaTopHoii paboThl

JlabopaTopHast pabOThI BEIOIHAETCS Ha JTI0OOM JOCTYIIHOM CTYAEHTY S3bIKE IIPOrPAMMHUPOBAHUSL.

Ornnuno/3aureno/5 Gasios - PaboTa BBITONHEHA B CPOK, 00YUAIONIMIICA OTIMYHO 3HACT MaTepual, yMeeT aHAIIM3UPOBAaTh IPOOIeMy 1
MOXeET IPaMOTHO IPOKOMMEHTHPOBATD BBHIIIOJIHEHHYIO PaboTy.

Xopomro/3aureno/4 6aiuta - PaboTa BBITONHEHA B CPOK, 00YYAIONIMIICA XOPOLIO 3HAET MaTepuall, yMeeT aHaJIu3HPOBaTh IpodIeMy U
MOXET IPOKOMMEHTHPOBATH BHINOIHEHHYIO padoTy. O0ydaromuiicss omycKaeT He3HaUYNTEeNIbHbIE OMINOKH.

VY nosnetBopurensHo/3auTeH0/3 Gasua - Pabora BINOIHEHA U CllaHa TIO3/(HEe, YeM MPEAIIONaraaoch, 00yJarONIMics 3HACT MaTepHAll,
yMeeT aHAIU3UPOBATh NPo0IeMy, HO JOIycKaeT HaKTHIeCKHe OMNOKH.

HeynosnerBopurensao/He 3auteno/0-2 Gaua - PaboTa He BbINONHEHA, JTH00 00YYAIOMIMICS HE MOXKET OTBETUTh Ha KOHTPOJIbHbIE
BOIIPOCH], HE OPUEHTUPYETCS B OCHOBHBIX IMOHATHAX, M3JIaraeT MaTeprall C TPyAOM, C TPYOBIMHU
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(I)aKTI/I‘IeCKI/IMI/I OIJ_II/I6K3.MI/I, 00 OTKA3bIBACTCSA OT OTBETOB Ha BOIIPOCHI.

Ilpu 10/(BE/ICHUH UTOTOB YYUTHIBAIOTCS PE3yJIbTATHI TEKYyIIEH arTecTalui. [10JydeHHbIE 32 TEKYIYIO aTTECTAIHIO OalTbI
CYMMHPYIOTCS ¢ OaJlTaMH, TTOJYIE€HHBIMH 32 Ka)KIbIi 3Tall P MPOX0XKIEHHH TIPOMEKYTOUHON aTTECTAIlHH.

Jlnst 3auera:

0-22 6aJ10B — BBICTABIISCTCS «HE 3a4TECHO»

0T 23 0aJJIOB M BBIILE — BBICTABJISAETCSA 3aUTEHO»

JI71s1 3a4eTa ¢ OIEHKOM:

0-27 GaJI0B — HEYIOBJICTBOPUTENLHO (2);

28-35 6a/muToB — YIOBIETBOPUTEIBHO (3);

36-45 Gauios — xoporo (4);

46-55 6amtos — omymano (5).

7. YYHEBHO-METOANYECKOE U UTH®OPMAIIMOHHOE OBECIHEYEHUE JUCHUIIJIMHBI (MOAY.JISA)

7.1. PexoMeHayemasi IuTepaTypa

7.1.1. OcHoBHas1 JUTEpPaTypa

ABTODEBI, COCTaBUTENHN 3arimaBue WznarensctBO, Tom| Pecypc
JI1.1 |Bbpaxyx A. U. CereBble cpenctsa Linux: kypc nexunii Mockaa : 3BC
(https://biblioclub.ru/index.php?page=book&id=428794) HannonanbHbIi
OTKpBITHIH
YHusepcurer

«MHTYUT», 2016

JI1.2 |Tonuapyk C. B. AnmvunanctpupoBanne OC Linux: yaeGHoe mocobue Mockaa : 9BC
(https://biblioclub.ru/index.php?page=book&id=429014) HarnpoHanbHbI#H
OTKpPBITBIN
YHuBepcuret

«MHTYUT», 2016

JI1.3 |Boiitos H. M. OcHOBBI paGoThI ¢ Linux. YueGHbIi Kype Mocksa : JIMK 9BC
(http://e.lanbook.com/books/element.php? pl1_cid=25&pl1_id=1198)|IIpecc, 2010

7.1.2. lonoTHUTEIbHAS JIUTEPATYpa

ABTOpBI, COCTaBUTEIHN 3arnaBue WznarensctBo, ron| Pecypc
J12.1 |Jloxuukos I1. C., ObecneueHne 0€30MaCHOCTH CETEBOM MHPPACTPYKTYphI HA OCHOBE  |Mockaa : 3BC
Muxaiinos E. M. orepanuoHHbIX cucrem Microsoft: mpakTukym HurtepHer-
(https://biblioclub.ru/index.php?page=book&id=233194) VuuBepcurer
MNHubopmamoHHbI
x Texnomnoruit
(UHTYUT)
|BuHOM.
Jlaboparopust
3uanuit, 2008
J12.2 |Kypsunii I'. B., OmnepanyonHas cucrema Linux: Kypc nekiuii: yuebHoe mocobue Mockaa : JIMK OBC

Macnuucknii K. A. (http://e.lanbook.com/books/element.php? pl1_cid=25&pl1_id=1202)[IIpecc, 2010

7.3 Ilepeyenb MHGOPMALMOHHBIX TEXHOJIOTH I

7.3.1 TIporpammHoe oGecmeyeHue

Adobe Reader

Notepad++

WinDjView

LibreOffice

7.3.2 Ilpodeccuonaibuble 6a3bl AAHHBIX U HH(POPMALMOHHO-CIPABOYHbIE CHCTEMBbI

1. DnexTpoHHBIH KaTanor HayIHOM 6ubnoTekn Yenl'V [DnexkTporHnsii pecypc] : 6a3a aanubix / Yensno. roc. yH-T. — Yensiounck, 1992,
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2. Koncynbrant [Ltoc [DnekTpoHHbIil pecypc] : cripaBo4HO-TIpaBoBas cucteMa : 6a3a JaHHbIX / PErdoH. EeHTp MpaBoBOi HHPOPM.
HNudopmmpaso.

3. eLIBRARY.RU [DsexrpoHHsIit pecypc] : HaydHast 31eKTpOHHAs GMOINOTeKa [HaydHON MepHOIUKH Ha PYCCKOM sI3bIKE |. —
Mockaa, [1999-]. - [locTym K ONHBIM TekcTaM Tocie peructpamun u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTponHbIii pecypc]: cucTeMa AUCTaHIIMOHHOTO 00yueHus : [6a3a manubix] / Yenst6. roc. yH-T. — Yenmstiounck, [6.1.]. —
Joctyn u3 cetu Uenl'Y uiu, nocne perucTpalyy U3 CeTH yH-Ta, U3 000U TOuky, UMerolel noctyn B untepHer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6ubnuorexa YesiOMHCKOT0 TOCYIapCTBEHHOTO YHUBepcuTeTa [DnekTponusiii pecype] : [caiit] / Yenst6. roc. yH-T. —
Yensounck, [2001-]. — Pexxum moctyma: http://www.lib.csu.ru/ , ceo6omubif. — 3ari. ¢ sKpaHa.

6. nTepHET yHUBEPCUTET HHPOPMAIMOHHBIX TEXHOJIOTHH [DIeKTpOHHBIN pecypc]. — DeKTpoH. AaH. — Pexxum gocTyma |
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIIMHBI (MO YJIS)

JIns peanu3anuu AUCIUTUTAHBI HCIONB3YIOTCS YUeOHbIC ayIUTOPHH IS TIPOBEACHUS 3aHATHH JICKIIMOHHOTO THUIIA, 3aHATHI
CEMHHAPCKOT0 TUIA, TPYIIOBBIX U UHIANBUAYAIBHBIX KOHCYIbTALUH, TEKYIIEr0 KOHTPOJIS M IPOMEKYTOYHOH aTTeCTallH, a TAKXKe
TIOMETIEHUS ISl CAMOCTOSATENHHON paOOTEHI.

VY4eOHble ayJUTOPUH YKOMIUIEKTOBAHbI CHIEHUAIN3UPOBAHHON MEOEIbI0 U TEXHUYECKUMH CPEICTBAMHU O0YYEHUS: IPOEKTOPOM,
9KpPaHOM, MarHUTHO-MapKEPHOH JOCKOH, MapKepoM; C BOZMOKHOCTBIO JEMOHCTPALIUH AJIEKTPOHHBIX MIPE3CHTAMN IIPH YPOBHE
OCBELICHUS, OCTATOYHOM JIJIsl pabOThI ¢ KOHCIIEKTOM.

Jns mpoBeeHust 3aHATHH JIEKIIMOHHOTO TUIIa HMEETCs IMOHCTPAlMOHHOE 000pyI0OBaHUE: IPOEKTOP, IKPaH.

[MomenteHus st CaMOCTOSATETBHON pabOTHl 00YJAIONINXCSl OCHAIEHBI KOMIBIOTEPHOM TEXHUKOH C MOAKIIOUSHUEM K CeTH
«HTepHeT» U obecrieueHneM J0CTyIa B 3JIEKTPOHHYI0 HHHOPMAIIMOHHO-00pa30BaTENIbHYIO CPEly YHUBEPCUTETA.

9. METOANYECKHUE YKA3AHUS AJIS1 OBYYAIOLIUXCS IO OCBOEHUIO U CHUIIIMHBI (MOY JIST)

IMpn M3ydeHNN TaHHOW TUCIUILTHHBI HCIIONB3YIOTCS JIEKI[OHHbIE, Ta00paTOpHEIE 3aHATHS H CAMOCTOATENbHAs padoTa cTyaeHTa. Ha
JIEKLIMOHHBIX 3aHATHAX MPENoaBaTesb U3JIaracT OCHOBHOE COAEPKaHUE TeM NMPOrpaMMsal. IIpopaboTKy JEKIIMOHHOTO MaTepHana
CTYZEHTY >KeJIaTeIbHO IPOBOJUTH KAaK MOCIE KaXI0r0 3aHATUS, TAK U 110 3aBEPILICHUIO TEMbL. DTO I103BOJIUT CBSI3aTh BOCAUHO
MOJIy4EHHBIE CBEJICHUS M COCTAaBUTD LIEIbHYIO KapTUHY.

Ha mabopaTopHBIX 3aHATHAX PacCCMATPHBAIOTCS BOIPOCH! aMIHACTPHUPOBAHUS OIIEPAIIMOHHBIX CHCTEM M aMUHHACTPHUPOBAHUS
myOIMYHBIX cityx0. Pexomenayercs nepes KakabIM JJa0OpaTOPHBIM 3aHSITHEM BBINOIHUTH AJOMAIIHEE 3aJaHUE, YTO O3BOJIMUTH JTyUIle
YCBOMTb IIPEAbIAYIIUI MaTepuall, U U3y4uTh JEKIUOHHBIH MaTepyran 1o npejcrosieil teme. CTyIeHTY KeJIaTellbHO MPOSIBIATH
aKTHBHOE y4acTHe Ha JJabOpaTOPHBIX U JICKIIMOHHBIX 3aHATHAX, 33/1aBaTh BOIIPOCH], TIOCKOJIBKY YMEHUE 00OCHOBBIBATH CBOIO TOUKY
3pEHHUs, HAX0KJIEHUE KOMIIPOMHUCCHOTO PEIIEHHs B ’TUYECKHU BbIIECPKaHHON TUCKYCCHH HE TOJIBKO BaXKHO JUIsl JIYUILEr0 YCBOCHUS
MaTepHala, HO ¥ LEHUTCS B PEATIbHOM KU3HH.

B ciyuyae nmpuMeHeHHs pH 00YYESHUHN TUCLMILUIMHBI JJICKTPOHHOTO 00y4eHHUs, AUCTAHIIMOHHBIX 00pa30BaTENbHbIX TEXHOIOT Ui
o0leHIe 00yUaIONIMXCS U IPEeNOAaBaTelsl OCYLIECTBISIETCS B PEKMME pealbHOro BpeMeHH (OHJIaitH-NieKkunn (BeOnHapbI), 4aThl,
BUJICO-KOH(EPEHIMHU U JP.) WK OTIOKEHHOIO BpeMEHH (crcTeMa qucTaHiionHoro ooy4senus Moodle, dopymsl, anexrponHas nmodra
u 1p.).

BoJibIy o 4acTh BpEeMEHH 00YUarOIIHECs] CAMOCTOSTEIFHO PaboTaroT ¢ yueOHO-METOANYeCKUMH MaTepuanamu. CTYACHTHI HMEIOT
BO3MOXKHOCTB KOHCYJIBTHPOBATBCS C IIPEIIOJaBaTEeNIeM 110 BCEM BOIIPOCAM, BOSHHUKAIOIIMM B X0/l CAMOCTOSTEIBHOH PaboThI
MOCPEICTBOM 3JIEKTPOHHOI MOYTHI, MECCCHIXKEPOB, COL[HAIBHBIX CETEH U T.II.

JocTyn o0y4aromerocs K y4eOHBIM pecypcaM B pexXHUMe OTI0XKSHHOTO BPEMEHH, CAMOCTOSTEIILHON Pa00THl OCYIIECTBISICTCS Yepe3
cerb VIHTEpHET B yI00HOM [IJIsI HErO MeCTe, BpEMEHH U TeMIIe.

ITpu o0y4enun JuI ¢ OrpaHUIEHHBIMU BO3MOXKHOCTSIMU 3/I0POBbS DJIEKTPOHHOE 00YyUeHHE, AUCTAaHIMOHHBIE 00pa30BaTeIbHbIE
TEXHOJIOTHH ITPeyCMaTPHBAIOT BO3MOXKHOCTB TIpHeMa-Tiepeiadll HH(GOPMAIUU B JOCTYITHEIX I HUX (opMax.

Peanu3anus JUCHMILUTHHBI C TPUMEHEHHUEM 3JIEKTPOHHOTO 00YUCHUS, JUCTAHIIMOHHBIX 00pa30BaTebHbIX TeXHOIOrHH (anee — D0,
JIOT) ocyruecTBisiercs: Ha OCHOBaHHH «[10JOXEHHsI O pean3alii OCHOBHBIX M JJOMOJHHUTEIBHBIX 00pa30BaTebHbIX IIPOrpamMM ¢
IIPUMEHEHUEM 3JIEKTPOHHOTO 00yUYEHUsI U JUCTAHIIMOHHBIX 00pa30BaTENbHBIX TEXHOIOTHH B (peepanbHOM rOCyAapCTBEHHOM
6r0/DKETHOM 00pa30BaTEIbHOM YyUPEKAECHUU BhICHIEro 00pa3zoBaHus «Henss0MHCKU rocynapcTBeHHbIH yHUBEpcUTeT», «IlonoxeHus
0 MOPSIAKE 3a4eTa 00yJaroLUIMMUCS TI0 OCHOBHBIM IIPpodeccnoHaNbHEIM 00pa30BaTeIbHBIM IPOrpaMMaM BBICILETO 00pa3oBaHus B
OI'BOY BO «Yenl VY» pe3ynbTaToB OCBOCHHUS B OPraHMU3aIMAX, OCYIIECTBISIONIMX 00pa30BaTeNIbHYIO €A TEIbHOCTD, y4eOHBIX
MPEIMETOB, KYPCOB, TUCLIMIUTHH (MOIYyJICH), IPAKTHK, JOMOIHUTEIBHBIX 00pPa30BaTE/IbHBIX IPOrPAMM» MTOCPEACTBOM dICKTPOHHOM
uH(opMaoHHO-00pa3oBarenbHoi cpeasl PITBOY BO
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«Yen['Y». B HCKIIIOUUTENBHBIX CiIydasx ((hopc-Maxop | T.11.) IPH peain3aiiu 00pa3oBaTeIbHOM AesSTelIbHOCTH ¢ npuMeHerneM DO,
JOT MoryT npuMEHSTh KOMIIOHEHTBI, HE BXOJAIINE B IEPEYCHB dJICKTPOHHON HH(OPMAIIMOHHO- 00pa30BaTeIbHON CPEIbl.

10. CHIEIIMAJIBHBIE YCJIOBHA OCBOEHUSA JUCIUIIJIMHBI OBYYAIOIIUMHUCSA C UHBAJIMAHOCTBIO U
OI'PAHUYEHHBIMHA BO3MOXHOCTSMMU 31OPOBbSA

OcBoeHNe TUCIUIUIMHBI HHBAJMAAMH U JHIAMH C OTPaHUYEHHBIMH BO3MOKHOCTSIMH 3/I10POBBSI OCYLIECTBIISIETCS C MCIIOIb30BAHUEM
CICIMANBHBIX TEXHHYECKHX CPEICTB M AaCCHUCTHBHBIX HH(OPMAIMOHHBIX ~TEXHOJOTHH, IPENOCTaBIsIEMBIX PecypcHBIM
y4eOHO-METOIMYECKUM [IEHTPOM 0 00YUSHHIO HHBAINAOB M JIHI] C OTPAaHMYSHHBIMH BO3MOXKHOCTSIMHE 310poBbst Yenl'Y mo 3ampocy
oOyuarorerocs.

1. MobuibHBIE CrIeHHATbHBIE TEXHUYECKUE CPEACTBA AJISL JIHI[ C HAPYLICHUSIMH 3PEHHUS: OPTATHBHBINA KOMIIBIOTED C BBOJOM/BBIBOIOM
mipudrom Bpaiiss ¢ cunresaropom peun «ElBraile-W14J G2»; HoyTOyku ¢ mporpaMmmuoii skparHoro poctyna NVDA; aneKTpoHHbIe
YBEIMYHUTENH IS YIAJICHHOTO ITPOCMOTPA; BUACOYBEIHINTEIH OPTAaTUBHEIE; TH(IIOILIEED; HUPPOBBIE TUKTO(OHEL

2. MoOwWIBHbIE CIELHANbHBIC TEXHHYECKHE CPEJCTBA UL JIMIl C HApYIICHHSAMH CIIyXa. CHCTeMa CBOOOJIHOrO 3BYKOBOTO IOJSI CO
BCTPOCHHOW COBMECTHMOCThIO ¢ FM-yctpoiictBamu; pamuokiaccl «ConeT-PCM» ¢ mepeaaTyukoM, 3ayIlHBIM HHIYKTOPOM U
MHIYKIHMOHHOI HeTie; cucteMa MHGOPMAIMOHHAS I CIa0OCHBIIanMX InepeHocHas «McTok» A2 co BCTPOCHHBIM ILICEPOM —
3BYKOBBIM HH()OPMATOPOM; TOKyMEHT-KaMepa; MporpaMMHUpyeMBIe CITyXOBBI€ allllapaThl HHINBHIYAIBHOTO TOIb30BaHHS.

3. AccuctuBHble MH()OPMAIMOHHBIC TEXHOJOTHH. IPOrpPaMMHOE OOECIeYeHHEe JKpPaHHOro pocTyma ¢ cuHTe3oM peun NVDA,;
MIPOrpaMMBI SKPAaHHOTO YBEIMUYEHUS; TPOTPAMMBI PEYEBOI0 CHHTE3a ISl KOMITBIOTEPOB U HOYTOYKOB; IPOrpaMMBI PEYEBOT0 CHHTE3a
JUTSt MOOHJTBHBIX YCTPOMCTB; DKpaHHast KIIaBUATYypa; SKpaHHas JIyTa.

Ilpn HEoOXOAMMOCTH Ui OOYYArOIIMXCS C HApYLICHHMSMU 3pCHMS Ha pabOuMX MecTax JUlil IPOBEICHHS NPAKTHYCCKHX WIIH
1ab0paTOPHBIX 3aHATHI YCTaHABIUBAETCS CIEHAIbHOE TporpaMMHOe obecreuenne (mporpamMma pedeBoit Hauramuu NVDA,
pedeBbIe CHHTE3aTOPEI, SKPaHHBIC JIYIIBI).

B yueOHble aymuTopuu obecreuMBaeTCsl OCCHIPENATCTBEHHBIA JOCTYH S OOYYAIOUIMXCS HHBAIMAOB M OOYYarOIUXCsA C
OrpaHMYCHHBIMH BO3MOXKHOCTSIMH 3I0pPOBBs. B Kaxnoil aymuropuu, Tae oOyd4aroTCs HMHBAJIMABI M JIMIA C OTPaHUYCHHBIMU
BO3MOKHOCTSIMH 370POBBSI, IPEAYCMATPUBAETCSI COOTBETCTBYIOIIEE KOTMYESCTBO MECT IS OOYYAIOIIUXCS C YUYE€TOM HapyIIeHUH nx
3JI0POBBSL.

J1n1st oCBOGHMS AUCIMIUTMHBI HHBAJIMIAM U JIUIaM C OTPAaHUYEHHBIMHU BO3MOKHOCTSIMH 30POBbSI IPEIOCTABISIETCS JOCTYII K IIEYaTHBIM
HCTOYHUKAM, UMEIOLIMMCS B Hay4HOH Oubmmoreke Yenl'Y, ¢ OMOLIbIO CHIELMANIBHBIX TEXHHYECKUX CPEJICTB; JIOCTYII K 3JICKTPOHHBIM
WCTOYHMKAM, TMPEACTaBICHHBIM B (OpME DIEKTPOHHOTO JOKYMEeHTa B (oHme Hay4yHoi Oubmmorexkn Yenl'Y wm
3HCKTpOHHO-6I/I6ﬂI/IOTC‘{Hle CHUCTEMAX, C MOMOLIBIO CICHUAJIBHBIX TCXHUYCCKUX W IPOrpaMMHBIX CPEACTB (pa60!{ee MECTO JIA
HE3psAYero TOJIb30BaTelIs C MPOrpaMMHBEIM oOecnedeHHeM SKpaHHOro poctyna ¢ cuHTesom peun NVDA, pabouee mecto ¢
KOMITHIOTEPHBIM POJIIEPOM U KiaBuatypoit Clevy ¢ 60opmmmMe KHOTTKAMHU | ¢ Pa3aessiioniel KIaBUIINH HAKITaAKOM).
Y4eOHO-MeTOIMUeCKHe MaTepHaibl Ul 00YYAIOIIUXCS U3 YHCIA WHBAIUIOB M JIAI C OTPaHHYEHHBIMHA BO3MOXXHOCTSIMH 37I0POBbBS
IIPE0CTABIIOTCS B hOpMax, alaliTUPOBAHHBIX K OTPAaHUYEHHSM HUX 340POBbs U BOCIPHUATHS HH(OpMALUH:

Jlnst min ¢ HapyIIeHUSIMH 3pEHHS:

- B Ie4aTHON (hOopMe yBEIMUEHHBIM IIPUPTOM,

- B (popMe DIIEKTPOHHOTO TOKYMEHTA,

- B opme aynuodaiina,

- B euaTHO# opme mpudTom Bpaiins.

Jl71st a1y ¢ HapyIIeHUsIMHU CllyXa:

- B IeyaTHoi opme,

- B (popMe HIIEKTPOHHOTO TOKYMEHTA.

JInist UL ¢ HapyIIeHUSIMH OTIOPHO-/IBUTATENBEHOTO amapaTa:

- B Ie4aTHOH dopme,

- B (popMe DIIEKTPOHHOTO TOKYMEHTA,

- B opme aynuoaiina.

JlaHHBIH IepeYeHb MOXKET OBITh KOHKPETU3UPOBAH B 3aBUCHMOCTH OT KOHTHHIEHTA 00YJaIOIIUXCS.

JIn1st MHBAJIMIOB | JIUII C OTPAaHMYSHHBIMU BO3MOKHOCTSIMH 3I0POBbSI OCBOCHHE TUCHHUIUIAHBI MOXKET OBITh YACTHYHO WU MTOJTHOCTHIO
OCYIIECTBIICHO C HCIOJIb30BAHMEM AUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOT U
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ITpu poBeieHNH IPOLEAYPHI OLICHHBAHNUS PE3YIIbTATOB 00yYCHNS HHBAJIHAAOB H JIHI C OTPAaHUYCHHBIMU BO3MOXKHOCTSIMH 3JI0POBBS 10
JMCLHIUIMHE 00ECNeYnBACTCS BBINOJHEHUE CIEAYIOMIUX JONOJIHUTEIbHBIX TpeOOBaHUiI B 3aBUCHMOCTH OT HHIMBHIYaIbHBIX
ocoOeHHOCTel, 00ydaronuxcs:

a) JocrynHas hopMa MpeIoCTaBISHHS HHCTPYKIMH 110 IIOPSAKY IPOBEJSHMS IPOLEeIyphl OlleHUBaHust (YCTHO, B IMCbMEHHOIT (opMe,
B MUCbMEHHO# (opme mpudToM Bpaiins, yCTHO ¢ HCIONIB30BaHUEM YCIIYT CypAONEPEBOIUHKA);

6) mocrynHas (opma mpenocTaBieHHs 3aJaHUil OLEHOYHBIX cpelcTB (B mevarHO Qopme, B medaTHOH (opMme yBeqM4eHHBIM
wpudroM, B nedatHoit popme mwpuprom bpaiisst, B popme 211eKTPOHHOTO JOKYMEHTA, 3a1aHHUs 3a4UUTHIBAIOTCSI ACCUCTEHTOM, 3aJaHuUsI
MPEIOCTABIISIOTCS C HCIONB30BAHUEM CYPAOIEPEBOIA);

B) JocTynHas (opMa HpeAoCTaBiIeHUs OTBETOB Ha 3a/aHMs (IMCbMEHHO Ha Oymare, HaOOp OTBETOB Ha KOMIIbIOTEpE, IHCHMEHHO
wpudrom Bpaiins, ¢ HCMOIB30BaHIEM YCIIYT aCCUCTEHTA, YCTHO).

ITpu npoBeseHUH POLEAYPhI OLCHUBAHHS PE3YJIbTATOB 00YUCHHUS MHBAINIOB H JIMI C OTPAHUYCHHBIMU BO3MOXKHOCTSIMH 3710POBbS
HpeIyCMaTPUBACTCs HCIOJIB30BAHIE TEXHUYECKUX CPEJICTB, HEOOXOAUMBIX MM B CBSI3H C MX HHAUBAAYAILHEIMH OCOOCHHOCTSIMU. DTH
CpeacTBa MOTyT ObITh IpeoctaBieHs! Yenl'yY uiim MOryT HCIIOJIb30BaThCsl COOCTBEHHBIE TeXHHYeckne cpeacTsa. [Ipu HeoOxoanmocTn
MHBAJIH/IAM ¥ JIMLIaM C OTPaHHYEHHBIMH BO3MOKHOCTSIMHU 37I0POBbS ITPEIOCTABIISCTCS JOMOIHUTEIBHOE BPEMs IJIsl TOATOTOBKH OTBETa
Ha 3aJIaHus, IPoLie/Iypa OLEHUBAHMS PE3yIbTaTOB 00YUIEHHUs 110 AUCUUIUIMHE MOXKET IIPOBONUTHCS B HECKOJIBKO ITAIIOB.

ITpoBeseHHe NPOLEYPHI OLEHUBAHKS PE3YJIbTATOB 00YUYEHHMSI HHBAIU/IOB U JIUL C OTPAHUYCHHBIMH BO3MOXKHOCTSIMU 370POBBSI

JOITYCKAa€TCs C UCIIOJIb30BAHUCM ANCTAaHIIMOHHBIX O6p330BaTeJ'H)HI>IX TEXHOJIOTHH.
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