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1. HEJIM OCBOEHUA JTUCHHUIIJIMHBI

HeﬂﬂMI/I U3YYCHHUS NUCHUILIMHBI SBJISIFOTCS:

— o0y4eHHe CTYACHTOB MIPUHIAIIAM TOCTPOCHHS CHCTEM 3aIlUThl HHpOpManuu B onepannonHbix ciucremax (OC).

3agauamMu M3YUYCHUS TUCUUILIAHBI SIBJISIIOTCS:

— O3HAaKOMJICHHE C OCHOBaMH NPUHLIUIIOB IOCTPOEHUs mojicucteM 3amuThl B OC pa3ianyHOi apXUTEKTYypHI,

— O3HAKOMJICHHUE CO Cpe€ACTBAMU U METOJaMU HECAHKINUOHNPOBAHHOI'O JOCTYIIA K peCcypcaM OC,

— U3Y4YCHHUC IIPUHIUIIOB (1)yHI(I_II/IOHI/Ip0BaHI/I$[ COBPEMCHHBIX CUCTEM I/IHCHTI/I(I)I/IKH.LII/II/I u ayTeHTI/I(bI/IKaHI/II/I.

Pe3yHbTaTBI 06yquH51 110 JUCLHUIUIMHE HAIIpaBJICHBI HA JJOCTHMKCHUE MHIUKATOPOB:

OI1K-9.1 3HaeT MeTO/BI 3aLIUTHI U CPeCTBa 00ecriedeHus] 0€30MaCHOCTH B OIIEPAMOHHBIX CHCTEMAaX, KOMITBIOTEPHBIX CETSIX U
cHcTeMax ynpaslieHHUs 0a3aMy JaHHBIX; METOABI IPEIOTBPAICHUS U OOHAPY)KEHHS BTOPKEHHUH B OTIEPAIIMOHHBIX CHCTEMaX,
KOMITBIOTEPHBIX CETSIX M CUCTEMax YIpaBJieHus1 0a3aMH JJaHHBIX.

OITK-9.2 YMeeT oCyIIeCTBISATh MEPhI MPOTHBOACHCTBHS HAPYIICHUSAM 0E30MaCHOCTH B ONEPAI[HOHHBIX CHCTEMaX, KOMITBIOTEPHBIX
CeTsIX M CHCTEMax YIpaBJeHUs 0a3aMK JaHHBIX C UCIIOJIb30BAHUEM Pa3IMYHbIX MPOTPAMMHBIX U allllapaTHBIX CPEJCTB 3aLIUTHI.

OIIK-13.1 3naer cpeacTBa U METOABI XPAHEHUS U NIepelauu ayTeHTU(GUKAIIMOHHON HHPOpPMALUK; OCHOBHbIE TPEOOBaHUS K
HOZICHCTEME ayUTA M TIOIUTHKE ayIUTa; 3alINTHBIC MEXaHU3MBI U CpeJicTBA oOecIiedeH s 6€30IIaCHOCTH OTIEPalHOHHBIX CHCTEM.

OI1K-13.2 Ymeer GhopMyTupoOBaTh U HACTPAUBATH MOJIMTHKY 0€30TIACHOCTH OCHOBHBIX OIEPAIIMOHHBIX CHCTEM; (DOPMYIHPOBATH U
HACTPAMBAaTh MOJUTHKY O€30MTACHOCTH JOKAIBHBIX KOMIBIOTEPHBIX CETEH, MOCTPOCHHBIX Ha 6a3e OCHOBHBIX OMEPAI[MOHHBIX CHCTEM.

OIIK-13.3 BnaneeT HaBbIKaMu pa3pabOTKU MIPOrpaMMHBIX MOJYyJIeH, pealu3yIOIuX 3a/laull, CBSI3aHHbIE C 00eCIIeUeHUEM
0€30MacHOCTH OIEPAMOHHBIX CHCTEM PacHpPOCTPAHEHHBIX CeMEHCTB.

2. MECTO JUCIUMILIMHBI B CTPYKTYPE OIIOIT

uxx (pazaen) OITOIL: b1.0.29

2.1 TpeGoBaHus K NpeJBapUTeIbHOI IOAT0TOBKE 00y4aIOLIErocs:

OcHoBBI HH)OPMATOHHON 0€30MTaCHOCTH

OHepaHI/IOHHHe CUCTEMBI

2.2 IMCUMNJIMHBI U MPAKTHKH, IJIsl KOTOPBIX OCBOEHUE JAHHOM JUCHHILTHHBI (MOIYJIs1) HE0GX0MMO KAK NMpeIliecTBYIONIee:

3HaHUA U NPAKTUYECKHUE HABBIKYU, OJTYUCHHBIE B Kypce «3alliTa B ONEPAIMOHHBIX CUCTEMAaX», PACIIUPSIOT IPodheCcCHOHATbHBIN
KPYT030p, HCIOJIB3YIOTCS 00YYaIOIIUMUCS TIPH pa3paboTKe KypCOBBIX M AUIUIOMHBIX padoT.

Hayuno-uccnenoBarensckas pabora

[MoaroroBka K mporeaype 3aiyThl U 3alIUTa BBITYCKHON KBATU(UKAIIMOHHOW pabOThI

3. KOMIIETEHIINH OBYYAIOIIETOCSI, ®°OPMHUPYEMBIE B PE3YJIbTATE OCBOEHUSI ANCLIUIIIAHBI
(MOJTYJIST)

OIIK-9: CnocoGeH pemath 3a1a4 NpogeccHOHAILHOM 1eTeJIbHOCTH € Y4eTOM TeKYIIero COCTOSIHMS U TeHIeHI Ui pa3BUTHS
METO/10B 3aIUThl HHPOPMALMH B ONIePALHOHHBIX CHCTEMaX, KOMIILIOTCPHBIX CeTAX H CHCTeMaX yNnpaBJjeHHs 6a3aMH JaHHbIX,
a TaKsKke MeTOJ0B M CPeJCTB 3aIMTHI HHPOPMALUHU OT YTEYKHU M0 TEXHUYECKHM KaHAJaM, ceTell M cHCTeM Neperadyu
HH(poOpMannu;

3HaTh:

— OCHOBHBIE TIOHATHS ONEPAIIMOHHBIX CUCTEM U MX 3allUTHI;

— OCHOBHBIE ITOHATHS, OCHOBHBIE QJITOPUTMBI XpaHeHHs 1 00padoTku nanHbx OC;

— OCHOBHBIE CTaHIAPTHI U aJITOPUTMBI IEPENAYH JAHHBIX;

— OCHOBHBIE NTOHATHS 3aLIUIIEHHBIX ONEPAllMOHHBIX CUCTEM, 0a3 JaHHBIX U KOMIIBIOTEPHBIX CETEH;
— OCHOBHBIE aKTyaJIbHBIE MOJIENIN aTaK;

— MOHATHE 3aIIUTH HHYOPMALNH, CHCTEMBI 3aII[UTH,

— almnapaTHO-IPOrpaMMHbIE CPEJICTBA 3ALIUTHI MHPOPMALIUU:
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— cpezcTBa obecneyeHus! KOHOUACHINATBHOCTH JaHHBIX;

— cpencTBa ayTeHTH()UKAMH JICKTPOHHBIX JAHHBIX M CPEACTBA YIIPABICHHS KIIFOUeBOM HH(pOpManuei;
— IIeJTU ¥ KOHIICTITyalbHbIE OCHOBBI 3aIIUTHI HH()OPMAIIHHY;

— OCHOBHBIC BH/IBI yIp0o3 0€30MacHOCTH HH(POPMAIMK U UX KIIACCH(DUKAIHIO.

YMerTn:

— OCYIIECTBJISATh PAallOHAJILHBII BEIOOP CPENICTB U METOJIOB 3aLIUTHI HHPOPMAIK Ha 00BEKTax HH(POPMATU3ALNH;

— OLICHHMBATh YIrpo3bl Oe3omacHocTh KineHTCKUM OC OCYIIECTBIIATH MPOBEPKY 3aIUINEHHOCTH KiareHTckux OC;

— OCYIIECTBJISATH MPOBEPKY 3aIIUIIEHHOCTH cepBepHbIX OC;

— HCTIOJIB30BATh KpUNTOrpahuIeckrue MeTO b 3aUTh HHPOPMALUH s 00ecIieYeHUs] 0€30ITacHOCTH KaK JIOKAJIbHBIX, TaK U
pacrpeesieHHbIX CHCTEM;

— HCTIONIE30BATh IPOTOKOJIBI ISl 3alUTHI HHGOpManuu U obecrieyeHns: 6e30MacHOCTH KaK JOKaJIbHBIX, TaK ¥ PACIpeaesICHHBIX
cucTeMm;

— HCTIONIb30BATh aJITOPUTMBI TeHEpalliy, XPAaHEHHUS U paclpeieNIeHNs KITI0UeH;

— MPOEKTUPOBATH U UCIOJIB30BATh CUCTEMBI JIEKTPOHHOW IIM(POBOH MOIHCH;

— NIPUMEHSATH Ha IIPAKTUKE aITOPUTMBI YIPaBISHUS OTKPBHITHIMU KITFOUaMH.

Baagers:

— HaBBIKAMH HACTPONKHU MOJIUTHKY O0€30MaCHOCTH U yueTHBHIX 3anuceid OC OIeHKH cTeNneHH 3amunieHHoCTH KimeHTckux OC;
— HaBBIKaMH OLIEHKH crerneHu OezomnacHocT OC;

— HaBBIKaMHU aJMAHHCTPUPOBAHMS IPOTOKOJIBHBIX CpeCcTB obecnedeHus Oe3zomnacaocta OC;

— HaBbIKAMHU aJIMUHHCTPUPOBAHUS NPaB I0JIb30BaTEIeH U aynuTa qoctyna kK pecypcam OC;

— OCHOBHBIMH METOJaMH afMUHUCTpupoBaHus 1 HacTpoiiku OC u cereil mepenayu,

— ajgropuT™Mamu (OPMHUPOBAHHUS Xel-()yHKIHH;

— HHCTPYMEHTaMH obecrieueHust 6€30MacHOi paboThl B CETH HHTEPHET;

— METOJIOJIOTHEH PUMEHEeHHs1 0€30MaCHBIX MyOIIMYHBIX CIYXO;

— METOJIaMH YIPaBIECHUS KIF0YaMU B CHCTEMaX C OTKPBITHIM KIIIOUOM,;

— MHCTpYMEHTaMHU obecredeHus 6e30nacHoi pabOThl B CETH UHTEPHET.

OIIK-13: Cnocofen pa3padaTbiBaTh KOMIOHEHThI IPOrPAMMHBIX M NIPOIPAMMHO-ANNAPATHBIX CPEACTB 3aIIUThI
HH(popManKuK B KOMIBIOTEPHBIX CHCTEMAX H POBOAUTH AHAJIM3 X 0€30MACHOCTH;

3HaTh:

— LIeJIU U KOHLIENTyalbHbIE OCHOBBI 3aIIUTHI HH(OPMAIUY,

— OCHOBHBIC BUJIBI YTP03 6e30MacHOCTH HHGYOPMALNH U UX KJIACCH(UKAIIHIO;

— NIPOrpaMMHO-aNNapaTHble CPeICTBA 3aLIUTHI HHPOPMALIUH:

— cpencTBa obecrieueHN KOH(QHUACHITHAIBHOCTH JAHHBIX

— CpeZicTBa ayTeHTU(UKALUY SJICKTPOHHBIX JaHHBIX U CPECTBA YIPABICHUS KII0UeBOH HH(pOpMAIUeH;
— TpeOOBaHMUA K KPHITOrpahHIECKIM CHCTEMaM 3aIlUTHl HHPOPMAIINH;

— MOHATHE U BUJbI KPUNITOIPahUUECKUX aTaK.

YMmern:

— OLIEHMBATh YIrpo3bl 6e3onacHoctu knueHTckum OC;

— IPOEKTUPOBATH U UCIIOIB30BATh CHCTEMBI ANIEKTPOHHON MU(POBOI MoIHCH;

— HMCTIOJIL30BaTh KPUITOrpauIecKrue METObI 3alUThl HHGOPMALUK A1 00ecreyeHUs] 0€30ITacHOCTH KaK JIOKAJIbHBIX, TaK U
pacrpeesIieHHbIX CHCTEM;

— MCTIOJIL30BATh IPOTOKOJIBI IS 3alUTHI HHPOpManuy U obecrieyeHns: 6€30IacCHOCTH KaK JIOKaJIbHBIX, TaK U PACIpeaeIeHHBIX
cHucTeM;

— HMCTIOJIL30BATh aJITOPUTMBI FeHEPALNY, XPAHEHUS U PacIpeesICHUs KIII0UeH;

— OCYILLECTBIIATh PalMOHANIbHBIH BBIOOP CPEACTB U METOIOB 3allUThl HHGOpMaLK Ha 00bEKTaX HHHOPMATH3ALMY;

— OCYIIECTBJIATH MPOBEPKY 3aIlUIIEHHOCTH KiaueHTckux OC;

— OCYILLECTBIIATh IIPOBEPKY 3aILUIIEHHOCTU cepBepHbIX OC.

Baaners:

— OCHOBHBIMH METOJIaMHU aJIMUHMCTpUpoBanus 1 HacTpoiiku OC u cerelt nepenaum;
— anropuT™MaMu (GOPMHPOBAHHS XeNI-(yHKIHIA;

— MHCTpYMEHTaMHU obecredeHus 6e30nacHoi paboThl B CETH HHTEPHET;

— METOZ0JI0TUeH IpHMEeHeHHs 0€30acHbIX MYOIMUYHBIX CIIyXKO;

— METOJIaMHU YIPABJICHUS KIIOYaMHU B CHCTEMaX C OTKPBITHIM KIIIOUOM,

— MHCTpyMeHTaMu obecredueHus 6e30nacHOi pabOThl B CETU UHTEPHET.
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B pe3yabTaTe 0cBOCHHS TUCHUILIMHBI 00yYaIOIIUCH 10KEH

3.1|3uaTh:
3.1.1|- oCHOBHBIC MOHATHS OMIEPALIHOHHBIX CHCTEM U HX 3aIllUTHI, TOHATHE XelI-()YHKIMIH; TOHSITHE 3alUThl UHHOPMAIMU 1
OCHOBHBIC aKTyaJIbHbIC MOJICIH aTaK.
3.2|YmeTh:
3.2.1|- dopmynupoBath, pa3pabaTbiBaTh U HACTPAUBATH IMOJIMTHKY 0€30TIACHOCTH OCHOBHBIX OIEPAI[HOHHBIX CHCTEM;
3.2.2|- none3oBaThes B CBOCH MPo(eCCHOHATBHOM AEATEIBHOCTH OCHOBHBIMU METOJIAMHU M CPENICTBAMH 00CCIICYCHUSI

MHPOPMAITMOHHOH 6€30MaCHOCTH € YUETOM yrpo3 6e30macHOCTH HH(OPMALIUHU U TPeOOBaHHH 10 3aluTe HHPOPMAIUH;

3.23

— HCIIONB30BATh KPUNTOrpaduuecKkre MEeTOIbI 3aliThl HHPOPMAIHH I oOecriedeHus 0e30ITacHOCTH KaK JIOKAIBHBIX,
TaK U pacrpe/elIeHHbIX CHCTEM.

3.3

Baagern:

33.1

— HaBbIKaMH IPOBEACHMA SKCIICPUMCHTAJIbHBIX I/ICCJ‘ICZ[OBaHI/Iﬁ C MIPUMCHCHUEM CTaHAAPTOB U MOJIUTHKHU 6630HaCHOCTI/I
OC;

3.3.2

— HaBBIKAMHU OIleHKU crenenu oesonacuoctu OC;

3.33

— HaBbIKaMH HaCTpOﬁKH IIOJINTUKY 0€30IIaCHOCTH Y4ETHBIX 3anucen OC, OIICHKH CTCIICHU 3allTUIICHHOCTH KIIMCHTCKUX
(0105

3.3.4|— HaBBIKaMM aJIMHHUCTPUPOBAHUS IPOTOKOJIBHBIX CpeAcTB obecneueHus 6esonacHoct OC;
3.3.5|- HaBbIKaMy aJIMUHHCTPUPOBAHUS NIPaB MOJIb30BaTENICH U aynuTa Joctyna k pecypcam OC.
4. OB BbEM JUCHUIIJIMHBI (MOAY JIS)
O6wwan TpynoeMKocTb 6 3ET
YacoB o yueOHOMY Tiany . 216 Buyiel KOHTPOJII B ceMecTpax:
B TOM 4YHCJIC .
aynutopHbie 3ansTus © 100 9K3aMeHbI 9
caMoCTOsITeNbHAs paboTa @ 74,7 3a4eThl 8
9acoB Ha KOHTPOJb : 27
KOHTakTHas pabora: 114,3
UKP: 14,3
5. CTPYKTYPA U COAEPKAHUE NUCIHUIIJIMHBI (MOIYJISI)
Kon HanmeHnoBaHue pa3ieioB u TeM /Bu 3aHATHs/ Cemectp | YacoB JlutepaTtypa
3aHSTHS [ Kvpe
Pa3nen 1. Hoacucrema 3ammts! uHGopmanuu B OC UNIX.
1.1 TToncucrema 3anmrtel nHGopmMaru B OC UNIX. 8 2 JI1.1 J11.2 J11.3J12.1
OcHoBHbIe KOMIIOHEHTHI oicucteM 3ammThl UNIX. daiinoBas cucrema — kak J12.2

OCHOBA TOJICHCTEMBI 3alUTHI. [IpaBa J0CTyMa K 3eMeHTaM (aifinoBoi

cucteMsl. YrpasneHue npoueccamu. Co3faHue U yaaneHne 610 1KeToB
nonp3oBareseil. OCHOBHbIE MPOOIEMBI ¢ 6E30MACHOCTHIO W BO3MOXKHBIE
pewenust B UNIX-nogo0ubix cucremax. /Jlex/

1.2 Cosnanue 0romxkeros nonssosatens B OC Windows, UNIX /JTa6/ 8 2 JI1.1 J11.2 J11.3J12.1
J12.2

1.3 Hcnons3oBanue crvcko gocryna B OC Windows, UNIX /J1a6/ 8 2 JI1.1 J11.2 J11.3J12.1
J12.2

1.4 Aymut B Windows, UNIX /JIa6/ 8 2 JI1.1 J11.2 J11.3J12.1
J12.2

15 Cosnanne Oromxkeros nonssosatens B OC Windows, UNIX. 8 15 JI1.1 J11.2 J11.3J12.1
Hcnons3oBanue crvcko gocryna B OC Windows, UNIX. J12.2

Aymur B Windows, UNIX. /Cp/

Paznen 2. Moacucrema 3amutsl uHpopmanuu B OC Windows
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2.1 IMopcucrema 3amutet napopmarmu B OC Windows. 6 JI1.1 J11.2 J11.3]12.1
OcHoBHbIe KOMIOHEHTHI mocucteM 3amutel Windows. Tonmuruku. [TonsTre J2.2
nomeHa. OCOOCHHOCTH YCTAaHOBIICHHUS TOBEPUTEIBbHBIX OTHOIICHUH. Co3naHue
1 ynaneHue 6roKeToB mosb3oBareneit. /JIex/

2.2 OlieHKa 3alIUIEHHOCTH 3a1aHH0i KoHpurypanuu Windows: daiinosas 2 JI1.1 J11.2 J11.3J12.1
cucrema, peectp /J1ad/ J2.2

2.3 OlieHKa 3alUIEHHOCTH 33 1aHH0U KoHpurypamuu Windows: criicok 2 JI1.1 J11.2 J11.3J12.1
OJTb30BATENIEH, MOJTUTHKA O€30MAaCHOCTH B 00acTH maposeit /J1a6/ J12.2

2.4 |OreHKa 3anMIIEHHOCTH 3a1aHHo# KoHpuryparn Windows: daiimosas 10 |J1.1J11.2 J11.3712.1
cucrema, peecTp. J2.2
OrieHKa 3alUIIeHHOCTH 3a1aHHoM KoHpurypamun Windows: criimcok
MOJIb30BATENEH, MOMUTHKA OE30MAaCHOCTH B 00JIaCTH TapoJiei.

IMownck mporpaMMHBIX 3aKJIaJ0K B 3amanHoi koHcyasTarmu Windows. /Cp/
Pasznea 3. 3amura undopmamun npu uarerpamuu UNIX u Windows

3.1 SammuTa uadopmarmu npu uaTerpannu UNIX u Windows. 2 JI1.1J11.2 J11.3J12.1
OCHOBBI B3aUMOJICHCTBUS SJIEMEHTOB reTeporeHHbix ceteid. [1lmo3er NFS. J12.2
SMB B UNIX. Hcnonb3oBanue cepsepa Samba st pasneneHus 10cTymna K
cereBbIM pecypcam B momene Windows. /Jlex/

3.2 |Wuterpauns cereit Microsoft u UNIX ¢ ucnions3oBannem cepsepa Samba /J1a6/ 2 JI1.1J11.2 J11.3712.1

J2.2
3.3 W3ydenue cpeCcTB 3alUTE CETEBOTO B3amMoaeticTers Unix. /J1a6/ 2 JI1.1J11.2 J11.3J712.1
J2.2
3.4  |Wuterpauns cereir Microsoft u UNIX ¢ ucrionszoBannem cepsepa Samba /Cp/ 9,7 |J1.1J11.2)11.3712.1
J2.2
Paznen 4. IlporpaMMHo-anmapaTHbie METObI H CPEJICTBA OrPAHMYEHHSI
noctyna K pecypcam [I9BM

41 [IporpamMMHoO-annapaTHble METOIBI M CPEJCTBA OIPAHUUYEHHUS TOCTYIA K 4 JI1.1J11.2 J11.3]12.1
pecypcam [IT9BM. J12.2
MeTop1 ¥ cpesicTBa OrpaHUYEHUS 10CcTyna K komnoneHTam [I9BM. Metoast n
CpPeCTBA NMPHUBS3KH IPOrPAMMHOTO 00ECIIEYeHUS K alllapaTHOMY OKPYXEHHUIO
1 pusngeckuM HOCUTEISIM. METOIbI M CPEICTBA XPAHEHHUS KITIOUEBOM
nHpopmarmu. /JIex/

4.2 ITorck MporpaMMHBIX 3aKJIaJ0K B 3aaHHON KoHCynbTanmu Windows. 2 JI1.1J11.2 J11.3]12.1
Hcnonp3oBanne BO3MOKHOCTEH (aitmosoit cucrembr OC Windows st J12.2
mmdposanus daiinos. /J1ad/

4.3 [IporpaMMHoO-annapaTHble METOIBI M CPEJCTBA OFPAHUUYEHHUS TOCTYIA K 2
pecypcam [13BM. /Cp/

Pa3znea 5. loacucrema 3amuthl nHGopmanuu B OC UNIX.

5.1 IMoncucrema 3ammtel HHGopMarwn B OC UNIX. 2 JI1.1 J11.2 J11.3J12.1
OcHoBbl HHPOpMaIoHHO# Oe3onacHocTr. Konnenuu 6e3onacaoctu UNIX. J12.2
Hacrpoiika cucremsl 6e3onacuoct. /JIex/

Pa3znea 6. 3auer

6.1 Wnast koHTaKTHAs paboTa: HHINBHAYaJbHbIC KOHCYJIbTAIMHU, TEKYIINHA 3,3
koHTpous. /[UKP/

Pazgen 7. UndpacTpykrypa oTKpBITHIX KiIt0veii PKI

7.1 Hudpactpykrypa oTKphITHIX Kimtoueit PKI. 4 JI1.1J11.2 J11.3]12.1
OcHoBHBbIe KOMIIOHEHTH! PKI, omuckiBaloTess GyHKINY yIOCTOBEPSIONIETO U J2.2
PETHCTPALMOHHOTO IIEHTPOB, PETIO3UTOPUS, apXUBa CEPTU(HUKATOB, CEPBEPHBIX
xomioHeHToB PKI, npuBoauTces kpatkas xapakrepuctuka cepsucos PKI u
cepBucoB, O6azupytomuxcs Ha PKI, o6cyxnatores kpunrorpadpudeckue u
BCIIOMOTATENbHBIE CEPBUCHI, CEPBUCHI YIIpaBiIeHus cepTudukaTamu. /Jlek/

7.2 W3ydenne nHOPACTPYKTYPhI OTKPHITHIX Kitoueit /JTa6/ 4 JI1.1 J11.2 J11.3J12.1

2.2
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7.3 N3ydenne co3aaHusi cMapT-KapT B HHPPACTPYKType OTKPBITBIX Kitoueid. /J1ab/ 9 JI1.1J11.2 J11.3712.1
J12.2
7.4 |Coznanue ceprudukaros B PKI /Cp/ 9 JI1.1J11.2 J11.3712.1
J12.2
7.5 Cosmanne cmapt-kapt B PKI /Cp/ 9 JI1.1 J11.2 J11.3J12.1
J12.2
Pasznen 8. Cayxonl ceprudpuxamuu B OC Windows
8.1 Cryx6n1 cepruduxamu 8 OC Windows. 9 JI1.1J11.2 J11.3J12.1
OCHOBHBIE ISUCTBUST HEOOXOMMBIC TSl YCTAHOBKH M 0a30BOil HACTPOWKH J12.2
ciyx0s1 ceprudukannu ActiveDirectory® (AD CS) B tecrosoii cpene. /JIex/
8.2 Wzyuenne 3amuTtsl Konpurypaiwn ADCS. /J1a6/ 9 JI1.1J11.2 J11.3J12.1
J12.2
8.3 Coznmanne peno3uTtopus cepTudukaros u Bocctanosienne [IC /Cp/ 9 JI1.1J11.2 J11.3712.1
J12.2
Paznen 9. Cay:x6a ynpaBiaenuss npaam ADRMS
9.1 Cnyx06a ynpasnenus npaBam ADRMS. 9 JI1.1J11.2 J11.3712.1
PaccMoTpeHre OCHOBHBIX BO3MOXxHOCTel kommonenta OC WindowsServer J12.2
2008 R2, npemHa3HAYCHHBIN /71 YIPABJICHH [IPpaBaMH JIOCTyMA K (aiinam B
EJSIX MOBBIIICHHS YPOBHS 0€30MacHOCTH HH)OPMAITHOHHBIX aKTUBOB. /JIek/
9.2 W3zyuenue ciyxObl ynpasienue npasamu. /J1a6/ 9 JI1.1J11.2 J11.3J12.1
J12.2
9.3 M3yyeHne OCHOBHBIX HACTPOEK CITy:KObI yrpaBieHus npasamu. /J1a6/ 9 JI1.1J11.2 J11.3J12.1
J12.2
9.4 Coznmanne madmoHoB RMS st 3ammrsr opucHbIX 1oKymMenTos /Cp/ 9 JI1.1J11.2 J11.3712.1
J12.2
Pasznea 10. Bezomacuocts OC Windows Ha cepBepHOM ypoBHe
10.1 |BesomacHocts OC Windows Ha cepBepHOM ypOBHE. 9 JI1.1J11.2 J11.3J712.1
Paccmotpenue obecrieuenns pusnueckoi 6esomacaoctu WindowsServer. J12.2
Co3nmanue BXOMIINX M UCXOASAIINX TPABUII Jist OpanaMayspa. JlocTym K
CHCTEME C TIOMOIIIBIO CMapT-KapT. PaccMOTpeHne TOMONMHUTEIBHBIX MEp
6e3onacHocTH (3amyTa ¢ HOMOIIBIO PE3ePBHOTO KOIMPOBaHUs, paboTa co
ciyx60it ooHoBIeHus) . /JIex/
10.2 |Usyduenue pusnueckoit 6e30macHoCcTH cepepa. /J1ao/ 9 JI1.1J11.2 J11.3712.1
J12.2
10.3 [U3yuenue puznyeckoii 6€30MacHOCTH cepBepa. 9 JI1.1J11.2 J11.3J12.1
W3ydeHune DOTOTHUTENBHBIX Mep Oe3omacHoCcTH. /J1ad/ J12.2
10.4  |Usyuenwue cayx0b1 o6HOBIeHNs WindowsServer /J1a6/ 9 JI1.1 J11.2 J11.3J12.1
J12.2
10.5 |Co3nanue NOMOIHUTEIBHBIX CLIICHAPHEB pe3epBHOTO KomupoBauust. /Cp/ 9 J11.1J11.2 J11.3J12.1
J12.2
Pa3znen 11. llndporanne IPsec B OC Windows
11.1 |lIudposanue IPsec 8 OC Windows. 9 JI1.1J11.2 J11.3J12.1
Paccmorpenne mmdpoanust IPsec B WindowsServer 2008R2. TTpuHiust J12.2
paborst IPsec. OcuoBhbie BosmoxkHOcTH IPsec. NAT Traversal B IPsec.  /JIex/
11.2  |U3yuenue xommonenToB NAP. /J1a6/ 9 JI1.1J11.2 J11.3712.1
J12.2
11.3 |U3yuenue npotokoia RADIUS. /J1a6/ 9 JI1.1 J11.2 J11.3J12.1
J12.2
11.4 |PasBeprhiBaHME U BHEIPCHIE BUPTYaIbHOM 4acTHOI cetu. /J1ab/ 9 JI1.1J11.2 J11.3J12.1
J12.2
11.5 |Cosnanue monutuk cereoro pocrymna /Cp/ 9 JI1.1 J11.2 J11.3J12.1
J12.2
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Pa3gen 12. CepBep ceTeBbIX NOJUTHK, 3a1IUTA M MAPIIPYTH3ALUS
CeTEeBOro IOCTYNA ¥ TUCTAHIHOHHBIH T0CTYI

12.1 |CepBep ceTeBBIX IOJIMUTHK, 3aIUTA U MapIIPYTH3ALHUs CETEBOIO JOCTYIA H 9 8 JI1.1J11.2 J11.3712.1
JTUCTAHIIMOHHBINA JOCTYII. J12.2
3amura cereoro gocrymna (NAP) 8 WindowsServer 2008R2. Ipuunsbt
pasepthiBanust NAP. O630p komnonentoB NAP.Konneniust NPS. Tynuenu
VPN. Iporokosnst PPTP, L2TP. Akrususzanus VPN Ha cepeepe RRAS. /Jlex/

12.2  |BHenmpenue mapamMeTpoB MOJUTHKH C TOMOIIBIO CEpPBEPa CETEBBIX TOJIUTHK. 9 2 JI1.1J11.2 J11.3712.1
1J1a6/ J12.2

12.3  |Co3nauune nonoiHuTENbHBIX Bepuduxaropos. /Cp/ 9 5 JI1.1J11.2 J11.3712.1

J12.2
Pa3znen 13. Dk3amen
13.1  |/Ok3amen/ 9 27 (JI1.1J11.2 J11.3]12.1
J12.2
13.2 |Mnas xoHTaKkTHas paboTa: HHAMBUAYaIbHbIE KOHCYIbTALlUH, TEKYIHH 9 11

KOHTPOJIb. /UKP/

6. ®OHJ OIIEHOYHBIX CPEJICTB

6.1. [lepeyeHb BUIOB OLIEHOYHBIX CPEACTB

VYceTHBIH ompoc.

CamocrosrenbHas pabora.

JlaboparopHas pabora.

IepeyeHs BOMPOCOB K 3a4eTy. (8 cemectp)
IMepeduens BOMpocoB K 3k3ameny. (9 cemectp)

6.2. TunoBbIe KOHTPOJBbHBbIC 3aIaHUA U HHbIC MaTCPHUAJIbI 1]l TeKyI]_leﬁ aTrrecranuu

Bonpock! 11 yCTHOTO ompoca Ut TeKyIIel aTTecTaluu

1. TunoBele MOAENH yNpaBICHUS JOCTYIIOM.

2. JIMCKpeuMOHHOE YIPaBJICHUE JOCTYIIOM.

3. M3onupoBaHHas mporpaMMHasi cpejia.

4. MaHJaTHOE yIpaBJeHUE JIOCTYIIOM.

5. Apxutektypa 6e3omacnoctn OC Windows.

6. Security accounts manager.

7. LM, NTLM, NTLM2, NTLMv2.

8. Kerberos.

9. Peectp OC Windows.

10. Microsoft Management Console.

11. MMoncucrema 3amuntsl nHGopManuu B OC UNIX.

12. Passwd u shadow daitssr.

13. OcHoBHbIE KOMIIOHEHTHI TIoAcucTeM 3amuTel UNIX.

14. TIpaBa nocTyna K yeMeHTaM (GaiioBoil CHCTEMBI.

15. Ynpasnenne nmpoueccamy.

16. OcHOBHBIE IPOOIEMBI C O€30ITaCHOCTHIO U BO3MOXKHBIE perreHrst B UNIX-mogo0HbIX cucTeMax.
17. Ayaur coOpITHi.

18. bromxer nonb3osarerns 8 OC Windows.

19. Crcoxk mocryma 8 OC Windows.

20. Aymur 8 Windows, UNIX.

21. Tloacucrema 3aumTsl HHpopMarmu B OC Windows.

22. OcHOBHBIE KOMITOHEHTHI mojicucTeM 3amutsl Windows.

23. TTonuTrku 6€30MaCHOCTH.

24. Tlousatue noMeHa.

25. OcHOBBI B3aMMOJICHCTBUS HIEMEHTOB I'€TEPOr€HHbIX CETEH.

26. Hlmro3sr NFS.

27. IlporpaMMHO-anmapaTHbIe METOABI M CPEACTBA OTPaHUUYEHHUS JOCTyMa K pecypcam [IDBM.
28. MeTo/ibl U CpelICTBa OrpaHUYUCHHS J0CTYIa K KomrnoHeHTam [I9BM.

29. MeTtobl ¥ CpelicTBa MPUBSA3KH MPOTPAMMHOI0 00ECTICUEHHS K alllIAPATHOMY OKPYKEHHIO U (PU3HUECKHUM HOCHUTEIISIM.
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30. MeTobl U CpeicTBAa XpaHEHUs KIFOUeBOil HH(OpMaITHH.

31. TIporpammHas 3aKiajKa.

32. UndpacTpykTypa OTKpHITHIX Kitoueit PKI.

33. OcHoBHbIe KoMITOHEHTHI PKI.

34. OyHKIMU yIOCTOBEPSIIONIECTO U PETUCTPALMOHHOTO ICHTPOB, PEIO3UTOPHS, ApXUBA CEPTHU(HUKATOB, CepBEpHBIX KOMITOHEHTOB PKI.
35. Ciyx06s1 cepruduxanun 8 OC Windows.

36. OCHOBHBIE EUCTBUS HEOOXOANMBIE /sl YCTAHOBKY M 6a30BO# HACTPOUKH Ciryk0bI ceprudukarmu ActiveDirectory® (AD CS) B
TECTOBOM cperie.

37. Cyx06a ynpapnenus npasam ADRMS.

38. Illudpposanue IPsec 8 OC Windows.

39. NATTraversal B IPsec.

40. KommnonenTs! NAP.

41. TIporokosn RADIUS.

42. CepBep CETEBbIX MOJIUTHK.

43. CereBas cucteMa OOHapY)KECHHsI U TIPEIOTBPAILCHHS BTOPIKCHHH.
44. BoIBiIeHHE BTOP)KEHUI.

45. MeToipl IPEeIOTBPAIICHUS BTOPIKCHUH.

46. Crioco6bl 00X0/Ja CHCTEMBI OOHAPYKEHHSI BTOPXKEHUH.

47. XoctoBast cucteMa 00Hapy>KECHHSI BTOPIKCHH.

48. MonuTopuHT (ailioBOH CUCTEMBL.

49. O6uapyxenne rootkit.

50. Honeypot. Buzpl, knaccudpuxanusi.

51. O6napyxenue Honeypot.

52. Security Information and Event Management.

53. Log Management System

54. Security Log/Event Management

55. Security Information Management

56. Security Event Correlation

57. Security Information and Event Management.

58. ®ynkiuu SIEM

ITepeueHs caMOCTOSTENBHBIX PA0OT

. Coznanue 6romkeros nons3oatens B OC Windows, UNIX.

. Ucnonp3oBanue cninckos gocryna B OC Windows, UNIX.

. Aymut B Windows, UNIX.

. OtieHKa 3aIuIeHHoCTH 3aqanHoi koHdurypanuu Windows.

. Coznanne ceprudukaros B PKI.

. Co3nanue cmapt-kapt B PKI.

. Co3nanue penosutopus cepTudukaroB 1 BoccraHoBieHue L[C.
. Coznanue ma6iaoHoB RMS 11 3amunThl 0QUCHBIX JTOKYMEHTOB.
. Co3aHue JOTOTHHUTENBHBIX CLIEHAPHEB PE3ePBHOTO KOMMUPOBAHHSI.
10. Coznanue NOJMMTUK CETEBOrO AOCTYIIA.

O©oo~No ok, wWwN R

[epeuens mabopaTopHbIX paboT

1. Uzyuenne cucteM GesomacHoctn OC Windows, UNIX. Cosnanne 610KeTOB MOab30BaTels. MCoap30BaHne CIIMCKOB J0CTYIIA.
2. Aynmur cobsrruii 8 OC Windows, UNIX.

3. OrneHKa 3aMMIeHHOCTH 3a1aHHoi KoHdurypanuu Windows: ¢aiinoBast cucrema, peecTp, CIIUCOK II0JIb30BATENEH, MOJIUTHKA
6e30macHOCTH B 00JI1aCTH HapoJieil.

4. Narerpauwst cereit Microsoft u UNIX ¢ ucnions3oBanuem cepsepa Samba.

5. M3yueHne CpeCcTB 3aIUThI CETEBOTO B3aumomecTrst UNix.

6. [Touck mporpaMMHBIX 3aKJIa/I0K B 331aHHON KoHCymbranuu Windows.

7. Vicnions3oBanue Bo3MoXkHOCTEH (aitmosoii cucrembr OC Windows  mist mudposanus daitnos BitLocker, EFS.

8. NzyueHne nHdpacTpyKTypbl OTKPHITHIX Kirodei. Coznanue cMapT-KapT. 3anmra koHpurypamun ADCS.

9. 3y4eHune TOMONHUTENBHBIX Mep Oe30macHOCTH (pe3epBHOE KOMUPOBaHUE, paboTa co ciyk00il 0OHOBICHNMS).

10. U3yuenue nporokosna RADIUS.

11. Pa3BepThIBaHUE U BHEAPEHUE BUPTYAJIbHON YaCTHOM CETH.

12. BHeapeHue napaMeTpoB MOJUTHKH C TOMOIIBIO CePBEpa CETEBBIX MOIUTHK.

13. Hacrpoiika u paspabotka npasui st NIPS/NIDS Snort.
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14
15
16
17

. Hactpotika u paspaborka npasmi gt HIDS OSSEC.

. Hactpoiika cucremsr Honeypot u unrerpanus ¢ SIEM.
. Ornpagka ysenomnenuit OSSEC.

. SIEM Splunk.

[TonHbIe TEKCTHI Ia00PATOPHBIX PA0OT M 3aJaHKs BBUIOKEHDBI HA CETEBOM JIHCKe KadeApbl KOMIIBIOTEPHOM 6€30MaCHOCTH U
npuknagHoit anredopsr DC1\doc\.

6.3. THNOBBIe KOHTPOILHEBIE BONPOCHI H 3aIaHHS IS MPOMEKYTOUHOI aTTecTalUH

IMepeuens BompocoB k 3auery (8 cemectp)

O©COoO~NOOITD,WNBE

19.
20.
21.
22.
23.

24

25.
26.

. [Moncucrema 3amutel nHGopMmarmu B8 OC UNIX.

. Passwd u shadow ¢aitisr.

. OcHOBHbBIE KOMIOHEHTHI nojicucTeM 3amuTel UNIX.

. I[IpaBa mocrymna k 31eMeHTaM (GaiaoBoi CHCTEMBI.

. YipaBiieHHe MpoIeccaMu.

. OcHOBHbIE TPOOIIEMBI ¢ 0€30TTaCHOCTHIO 1 Bo3MOkHBIe petieHnss B UNIX-1o00HbIX cucTeMax.
. AyauT cOOBITHH.

. Bromker mosp3oBarens B OC Windows.

. Cincok nocryna B OC Windows.

. Aymur B Windows, UNIX.

. IToncucrema 3auurs! ndopmarmu B OC Windows.

. OCHOBHBIC KOMITOHEHTHI TiofcucteM 3amutbl Windows.

. [Monutnku 6e30macHOCTH.

. Ilousitue nomeHa.

. OCHOBBI B3aUMOJICUCTBHS JIEMEHTOB I'€TEPOTEHHBIX CETEHl.

. Hlmo3er NFS.

. [IporpaMmMHo-anmapaTHble METOIBI H CPEACTBA OIPAaHUYEHUS JI0CTyIa K pecypcam [I9BM.

. MeTope1 1 cpencTBa orpaHMUEHUs HocTyma K KommoHeHTam [I19BM.

MerTobl U CpelicTBa MPUBSA3KH MPOrPAMMHOT0 00ECIICUEHHsI K alllIapaTHOMY OKPYKEHHIO U (PU3HUECKHUM HOCHTEIISIM.

MeTompl U cpefcTBa XpaHeHHUs KIF0UeBOi HH(OpMaIHH.

IIporpamMmHast 3axnazka.

Hudpactpykrypa OTKphITHIX Kitouer PKI.

OcHoBHble KoMTIOHEeHTHI PKI.

. DYHKINH yIOCTOBEPSIOIETO U PETUCTPAIHOHHOTO [ICHTPOB, PENO3UTOPHSI, apXHBa CEPTUPHKATOB, CEPBEPHBIX KOMIIOHEHTOB PKI.
Cayx0st ceprudukaim 8 OC Windows.

OCHOBHBIE JIEUCTBUS HEOOXOAUMBIE /ISl YCTAHOBKK M 6a30BOM HaCTpOUKH ciryk0bI ceprrudukarmu ActiveDirectory® (AD CS) B

TECTOBOM cperie.

27
28
29
30
31
32

. Cnyx6a ynpasienus nmpasam ADRMS.
. ndporanue IPsec 8 OC Windows.

. NATTraversal B IPsec.

. Komnonentst NAP.

. [Iporoxon RADIUS.

. CepBep ceTeBbIX NOIUTHUK.

Iepeyens BOMpocoB k dk3ameny (9 cemectp)

OO ~NOOOTDE, WN PP

10
11
12
13

. THIOBBIC MOZIEITH YIIPABIICHHS JOCTYIIOM.

. JIACKpEIMOHHOE yIPaBIEHHE JOCTYIIOM.

. M3onupoBaHHast mporpaMMHast cpe/a.

. ManzgaTHOE yrpaBieHue JOCTYIIOM.

. Apxurekrypa 6e3omacHocta OC Windows.
. SECUI'ity accounts manager.

. LM, NTLM, NTLM2, NTLMv2.

. Kerberos.

. Peectp OC Windows.

. Microsoft Management Console.

. Apxurekrypa 6ezomacHocti OC Unix.

. bazoBas ¢aitioBas cTpykrypa.

. IIpaBa moctyna kx ¢aiiiamMm U TUPEKTOPHUSIM.
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14. Passwd u shadow caitsbr.

15. Ayaut coObITHi.

16. Ayaur 8 OC Windows.

17. Aymur B OC Unix.

18. CereBas cucteMa 0OHapYXCHUS ¥ IPEOTBPAIICHUS BTOPKCHUH.
19. BeIsBIICHUE BTOPKEHHIA.

20. MeTobl PeI0TBPAIICHHS BTOPKECHUI.

21. Crioco0BI 00X0/1a CHCTEMBI OOHAPYKEHHST BTOPIKCHHI.
22. XocroBas cucteMa 0OHApYIKEHHUST BTOPKCHHUH.

23. MouuTOpHHT (haiI0BOH CHCTEMBI.

24. O6uapyxenne rootkit.

25. Honeypot. Bunsl, kiaccubukanus.

26. O6napyxenue Honeypot.

27. Security Information and Event Management.

28. Log Management System

29. Security Log/Event Management

30. Security Information Management

31. Security Event Correlation

32. Security Information and Event Management.

33. ®ynkuuu SIEM.

6.4. Kputepuu oneHUBaHUS

IMops 1ok IPoOBEACHHS IPOMEKYTOIHOMN aTTECTALIMH

Yacts 1 (8 cemectp)

B Teuenne cemecTpa CTYICHT AOJDKCH BBITOIHHUTH ABEHAANATH JTa00PaTOPHBIX paboT, KaKaast M3 KOTOPBIX OLEHHBAETCs B 5 OaioB.
MaxkcumManbHbIi 06asut 3a 1abopatopHyro paboty — 5 6ajuios.

MakcuManbHbIi 0an 3a 1abopatopHbie paboTel B 8 cemectpe 60 Oaios.

B TedeHue ceMecTpa CTYICHT JJOJKEH BBITOIHUTD YEThIPE CAMOCTOSTENBHBIX PabOTHI, KaXKIast U3 KOTOPBIX OIIEHUBACTCS B 5 6asioB.
JlomrycKoM 10 IPOBECHHS 3a9eTa SBISIFOTCS CAaHHBIC CTYJICHTOM JIa00OPATOPHBIC M CAMOCTOSTENbHBIC Pa0OTHI B TEUCHHE CEMECTPA.
3a‘leT MPOBOAUTCA B OAWH 3Tall, HA KOTOPOM CTYACHT OTBEYACT OJUH TeOpeTI/l‘{eCKI/Ii/’I BOIIPOC U BBINIOJIHACT OAHO NPAKTHYICCKOC
3a/IaHUe U3 CIIUCKA JTab0PATOPHBIX U CAMOCTOSTEIbHBIX pabot. [IpogomkurensaocTs — 30 MUHYT.

MaxkcuManbHbIN 0aJll 3a OTBET Ha TeopeTudeckuii Borpoc — 10 Gamnos.

MaxkcumanpHbIi 6asl 3a MPaKTHYECKyo 4acTh 3auera — 10 6amios.

Caojnast Tabnuia peiiTinra ycnesaemocts (8 cemectp)
Ne [TepeueHb KOHTPOJIBHBIX MEPONIPUATHH B ceMecTpe MakcuMalbHOE KOJI-BO 0aioB

1 JTaGoparopuass pabota Nel-12 12x5=60
2 CamocrosTenbHast padora Ne 1-4 4x5=20
3 3ager (TeopeTHUECKHIT BOIIPOC) 10

4 3auer (mpakTHYECKas 4acTh) 10

Utoro 100

Yacts 2 (9 cemectp)

B Teyenue cemecTpa CTYACHT AOJDKEH BBIIIOIHUTD IATh Ja00OPAaTOPHBIX PAabOT, Kaxast U3 KOTOPBIX OLICHUBAETCs B 5 OaoB.
MaxkcumManbHbli 6asu1 3a 1abopaTtopHyro paboty — 5 6ajuios.

MakcuManbHbIi 0an 3a nabopatopHsie padoTsl B 9 cemectpe — 25 Gaos.

B TeyeHne ceMecTpa CTYACHT JOJDKEH BBIIIOJIHUTD IIECTh CAMOCTOATENBHBIX PAa0O0THI, KaXasi U3 KOTOPBIX OLIEHHBAETCS B 5 0aIIoB.
JlomyckoM /10 IPOBEACHMUSI IK3aMEHa SBIISIOTCS CJIAHHBIC CTYCHTOM J1JaOOPaTOPHBIC U CAMOCTOSTENBHBIC PAOOTHI B TCUCHHE CEMECTPA.
DK3aMeH MPOBOJMTCS B OAMH 3Tall, HA KOTOPOM CTYISHT OTBEYaeT Ha JJBa TEOPETUIECKHUX BOIPOCA M BBIMONHSIET OAHO MPAKTUIECKOE
3aJlaHKe U3 CIIHCKA Ja00paTOPHBIX M CaMOCTOSTENbHBIX padoT. [IponomkurensHocTs — 30 MUHYT.

MakcumanbHbIi 6ai 3a OTBET Ha TeopeTnieckuid Bonpoc — 10 6asios.

MakcuManbHbIH 6ai 32 IPaKTUYECKYIO YacTh 9k3ameHa — 20 6asoB.

Ceoanas Tabnuna peiiTunra ycrnesaemocts (8 cemectp)
Ne TlepeueHb KOHTPOIBHBIX MEPOINPHATHI B ceMecTpe MaKkCHMalbHOE KOJI-BO OAILIOB
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1 JIaGoparoprast pabota Nel-5 5x5=25

2 CamocrosrenbHas pabora Ne 1-6 6x5=30
3 IMocemaemoctsb (Bce 3aHATHS) 5

3 DKk3aMeH (TeOpETHIECKHIA BOIPOC) 2x10=20

4 Dx3ameH (pakTHYECKast 4acTh) 20
HUtoro 100

Kpurepun orieHHBaHUS TEOPETUYECKOTO BOMIPOCA 3aUeTa U IK3aMeHa

MakcuManbpHbIi 6ai 32 0OTBET Ha TeopeTuueckuii Bornpoc — 10 6asmos.

Otmuno/3aureno/9-10 6amioB - OOyYArONTHIACS OTIMIHO 3HAET MAaTEPHAIl, YMEET aHATN3UPOBATH MPOOIIEMY U apryMEHTHPOBAHO
M3JIOXKUTH CBOIO TOUKY 3peHHs. OOyJaroImuiics MpaKTHYECKH He JTOIYCKaeT OMHOOK.

Xopoimo/3aureno/7-8 6asm1oB - OGYyYAIOIIHIACS XOPOIIIO 3HAET MaTEpHal, yMEeT aHATM3UPOBATh MPOOIEMY U apTyMEHTHPOBAHO
M3JIOXKUTE CBOIO TOUKY 3peHHs. OOydJaromuiics 1omycKaeT He3HAYUTEIbHBIC OIIHOKH.

VY noBnerBopuTeabHo/3auTeH0/5-6 Gamtos - OGydaromuiics 3HakoM ¢ MatepraioM. OOyUaronHiics qomyckaeT GaKTHIECKUe OIIHOKH.
HeynosnerBopurensHo/He 3auteno/0-4 6ama - O6ydaromuiics: He 3HaeT OCHOBHBIX MTOJIOXKEHHIT BOIIPOCca, HE OPHEHTHPYETCS B
OCHOBHBIX MOHSATHSIX, H3JaracT MATEPHA C TPYAOM, C IPYObIMU (paKTHUICCKUMHU OMIMOKaMH, JTHOO OTKa3bIBAETCS OT OTBETOB Ha
BOIIPOCHI.

Kpurepun onieHUBaHUS IPAKTHYECKON YacTH (PaKTHYECKOTo 3a/JaHMs) 3a4eTa

MaxkcuManbHbIN 04T 32 OTBET Ha TeopeTudeckuil Borpoc — 10 Gamos.

OmimmuHo/3auteno/9-10 6ayuioB - O0y4aronmiicss OTIMYHO 3HACT MaTEpHal, yMEET aHAIU3UPOBATh IIPOOIEMy ¥ apryMEHTHPOBAHO
M3JI0KHUTH CBOIO TOUKY 3peHus. OOyUaromuiicst MpakTUYeCKH He JOMYCKAeT ONIHOOK.

Xopomro/3auteHo/7-8 6amioB - OOyUarOMmUHCs XOPOIIO 3HACT MaTepHall, yMeeT aHAITM3UPOBATh NPOOIIEMy W apryMEHTHPOBAHO
M3JI0KUTH CBOIO TOUKY 3peHHs. OOyJaromuiics TomycKaeT He3HaYUTeNbHbIe OITHOKH.

VY noBnetBopuTeNbHO/3auTeHO/5-6 6amtoB - OOy4aromuiics 3HakoM ¢ MaTepranoM. OOy4alomuics TOMycKaeT (akTHISCKHE OIIHOKH.
Heynosnersopurensro/me 3aureno/0-4 Gamna - O0yyarommiicst He 3HaeT OCHOBHBIX MOJIOKEHUH BOMIPOCa, HE OPHEHTHPYETCS B
OCHOBHBIX NMOHATHUSX, H3JIaracT MaTepHa C TPYAOM, C TPyOBIMU (paKTHUIECKUMHU ONIMOKaMH, THOO OTKa3bIBACTCS OT OTBETOB Ha
BOIIPOCEHI.

Kpurepnu olleHUBaHUS MPAKTHIECKON YacTH (IPAKTUYECKOTO 3a1aHus) YK3aMeHa

MakcuManbpHbIi 62 328 MPaKTHYECKYIO YacTh dk3aMeHa — 20 6asos.

Orinyno/3auteHo/17-20 6assoB - OOy4JaroUHiics: OTIMYHO 3HAET MaTepHall, yMeeT aHaJIU3UPOBaTh NPOGIIEMy U apr'yMEHTHPOBAHO
H3JIOKUTH CBOIO TOYKY 3pCHUSA, I'PAMOTHO U3BACHACTCA C UCIIOJIB30BaAaHUEM TOYHBIX TCPMUHOB U Ha3BaHUM. O6y‘{aIOLLlPII>’lC$I
MPaKTHYECKH He JIOMYCKaeT OIIHOOK.

Xopomro/3auteHo/13-16 6asos - OOy4aromuiicss XOPOIIO 3HAST MaTepUal, yMEeT aHAIU3HPOBATh IPOOIEMy U apryMEHTHPOBAHO
M3JI0KUTH CBOIO TOUKY 3PCHUS, TPAMOTHO M3BSICHIETCS C UCIIONB30BaHUEM TOUHBIX TEPMHIHOB M Ha3BaHHI. OOyJarOmuHcs TOITycKaeT
HE3HAYUTEIIbHBIE OIINOKY.

V nosierBopurenbHo/3auTeHo/8-12 6aiuios - OOy4aromuicst 3HaKOM ¢ MaTepHaIoM, HO  JIOIycKaeT (pakTHIECKUE OLINOKH.
HeynosnerBopurensHo/He 3aureno/0-8 0auios - OOy4aronuiics He 3HaCT OCHOBHBIX TIOJIOKCHHUI BONIPOCA, HE OPUCHTUPYETCS B
OCHOBHBIX IOHATHSX, H3JaracT MaTepHa ¢ TPYAOM, C TpyObIMHU (paKTHUeCKUMHU ommMOKaMu, THOO OTKa3bIBaeTCs OT OTBETOB Ha
BOIIPOCEHI.

Kpurepuu ornienku 1a60paTopHOii paboThI

5 bamoB - 1abopaTopHas paboTa BEIIONHEHA IIOJTHO U MPABIUIIBHO B COOTBETCTBHUH C 3aJJaHHEM, BEIBOJ CIIETIAH CAMOCTOSTEIBHO,
TCXHUYCCKH NIPABUIIBHBIM SI3BIKOM, JIaHbl BEPHBIC OTBCTHI HA KOHTPOJIbHBIC BOITPOCHI, 110 3aJaHUIO IIPETIOAaBaTCIIA
HPOAEMOHCTPHUPOBAHEI JOMOIHHUTENEHbIE ISHCTBUS B PaMKaX TEMAaTHKH PaOOTH;

4 Gayuta — maboparopHasi paboTa BBINOJIHEHA MOJHO M MPABHUIILHO B COOTBETCTBHH C 33JJaHUEM, BBIBOJI C/ICJIaH CAMOCTOSITENIBHO,
TEXHUYECKH MPABUIIBHBIM SI3BIKOM, JaHEI HE ITOJTHBIE OTBETHI HA KOHTPOJIBHBIE BOIPOCEHL, 110 3aJaHHIO ITPETI0JaBaTels
MIPOAEMOHCTPUPOBAHBI JOTIOJIHUTCIIBHBIC ﬂeﬁCTBHﬂ B paMKax TEMaTUKH pa6OTLI;

3 bayuta — mabopaTopHas paboTa BBHITIOIHEHA MTOJHO U IIPABHIEHO B COOTBETCTBHY C 33laHUEM, BBIBOJ CIENAH CAMOCTOSTEIBHO,
TCXHUYCCKHU IPABUJIBHBIM SI3BIKOM, JaHbI HC ITOJIHBIE OTBETHI HA KOHTPOJIBHBIC BOIIPOCHI, 110 3aJaHUI0 ITPETIOAaBaTECIIA HE
HPOAEMOHCTPHUPOBAHBI JOMOJIHHUTENbHEIE JEHCTBHS B paMKaX TEMAaTHKH PabOTHI;

2 bamma — mabopaTropHast paboTa BBITOTHEHA MOJHO U MPAaBHIIFHO B COOTBETCTBUH C 3aJaHUEM, BBIBOJ HE CHIeNIaH, JAaHEI HE ITOJTHBIC
OTBCTBHI HAa KOHTPOJIBHBIC BOIIPOCHI, IO 3aJaHUIO MPETIOAaBaTCIIsA HE MPOACMOHCTPUPOBAHBI JOITOJTHUTCIIBHBIC HeﬁCTBHH B paMKax
TEeMaTHUKH pabOTEHI;

1 ©ann — npu BEINONHEHUH 1a00PaTOPHOI PaboTHI 00YJAIOIMMCS JOITYIIEHB! CYIIECTBEHHBIE OMNOKHU 10 COAEPKaHUI0 yueOHOTO
MarepHana, paboTa BEIIIONHEHA C HApYIIEHHEeM, JOIyIIeHb TpyOble OMIOKY, Ha KOHTPOJIBHBIC BOIIPOCH! JAHBI HE BEPHBIC OTBETHI.
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0 6aynoB — He BHITIOJIHEHA J1abopaTopHas padoTa.

Kputepuu OleHKH CaMOCTOSATEIbHON pabOThI

5 DayutoB — caMoCTOsATENbHAS paboTa BHIIOIHEHA ITOJHO M IPABHIBHO B COOTBETCTBHH C 33JaHUEM, BBIBOJ CICIaH CAMOCTOSITEIBHO,
TEXHUYECKHU MPABUIIBHBIM SI36IKOM, JAHBI BEPHBIE OTBETHI HA KOHTPOJIBHBIC BOIIPOCHI, 11O 33/IaHHI0 MPET0IaBaTes
[POAEMOHCTPUPOBAHBI OMOIHUTEIbHBIC ICUCTBHS B PAMKaX TEMaTHKH PaOOTHI;

4 Ganna — caMOCTOsTENbHAs paboTa BBIMOIHEHA MOJHO U MPABHIBHO B COOTBETCTBUH C 33J]aHUEM, BBIBOJI CJICTIaH CAMOCTOSTENBHO,
TEXHHUYCCKHU PABUIIBHBIM SI3bIKOM, JAHBI HE MTOJIHBIC OTBETHI HA KOHTPOJIBHBIC BOIPOCHL, 110 3aJaHHIO IIPEIIO1aBaTels
MPOJICMOHCTPUPOBAHBI JIOTMOIHUTEIBHBIC ISHCTBHS B PAMKaxX TEMATHKH paOOTHI;

3 bayuta — camocTosTeNnbHas paboTa BEIIOIHEHA IIOJHO U IIPABHUIIBHO B COOTBETCTBHH C 33laHUEM, BBIBOJ CICTIaH CAMOCTOSTENBHO,
TEXHUYECKHU MPAaBUIBHBIM SI3IKOM, JTAHBI HE TIOJTHBIC OTBETHI HA KOHTPOJIbHBIE BOTIPOCHI, TI0 3aJAHUIO MIPETOIaBaTells He
[POAEMOHCTPHUPOBAHBI JIOMIOIHHUTEIBHBIC ICHCTBUS B PAMKaX TEMAaTHKH PabOTH;

2 Gayia — caMOCTOSATebHAS PaboTa BBIMOIHEHA MOJHO ¥ MPABUIBHO B COOTBETCTBHH C 3aJaHUEM, BBIBOJI HE CJIeTIaH, JaHbI HE MOJTHBIC
OTBETHI HAa KOHTPOJIBHBIE BOIPOCHI, I10 3aaHHIO0 IPENOAABATENS HE IPOAEMOHCTPUPOBAHBI JIOMONTHUTEIbHBIC ICHCTBHSI B PAMKaX
TEMaTHKU pabOTHI;

1 6as — IpH BBIMIOJIHEHUN CAMOCTOSTEIBHON PabOThl 00YYAOIIIMMCS TOMYIIEHBI CYIECTBEHHBIC OLIMOKH MO COJCPKAHUIO YIeOHOTO
Marepuana, paboTa BHITOJHEHA C HAPYIICHUEM, JTOMYIICHBI TPyOble OMIMOKH, Ha KOHTPOJILHBIC BOMIPOCHI JaHbI HE BEPHBIC OTBETHI.

0 Gayu10B — HE BBINIOJIHEHA CAMOCTOATENbHAs paboTa.

[Ipu noJBeICHUN UTOTOB YUUTHIBAIOTCS PE3YJIbTAThI TEKYIIEeH aTTecTanuu. [ToydeHHbIe 3a TEKYIIYIO aTTECTAIUI0 OaIThI
CYMMHPYIOTCS ¢ OaJlIaMH, TTOJYIEHHBIMH 32 KKl 3Tall P MPOX0XKICHHN POMEXKYTOUHO aTTecTaIu.

B Teuenunn cemecTpa MpoBOAUTCS 1a00paTOpHBIE pabOThI, MPOBEPSIOTCS CAMOCTOSITEIBHBIE PAOOTHI TI0 OJJHOMY M3 PacCMaTPHUBACMBIX
pa3nenoB, KOTOPbIE OCYIIECTBISIOT CPe3 3HAHHI 10 OCHOBHBIM MOHSITHSM, OMPEISICHUSIM U 3a1a4aM.

Jlnst 3agera:

0-59 6anoB — BEICTaBISETCS KHE 3aUTCHO»

oT 60 0aNIoB ¥ BBIIIE — BRICTABIISICTCS «3aU4TCHO»

Jlnst sx3ameHa:

0-59 GamtoB — HEYIOBIETBOPUTENHHO (2);

60-74 6amtoB — yIOBIETBOPUTEIHHO (3);

75-90 6amtoB — xoporio (4);

91-100 6ammoB — orimuno (5).

7. YYEBHO-METOANYECKOE U UTH®OPMAIIMOHHOE OBECIHIEYEHUE JUCHUIIJIMHBI (MOAY.JISA)

7.1. PexoMenayemasi iuTeparypa

7.1.1. OcHoBHas JUTEpaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue WznarensctBo, ron| Pecypc
JI1.1 |Bpaxyk A. U. Ceressle cpenctia Linux: xype exrmit Mockaa : 9BC
(https://biblioclub.ru/index.php?page=book&id=428794) HanunoHanbHbIH
OTKpPBITHIHA
YHuBepcurer

«MHTYHUT», 2016

JI1.2 |TIpockypun B. T, 3ammra B ONepaliOHHbIX CUCTEMaX: IPOrpaMMHO-anapaTHbIe Mocksa : Pagno u
Kpyros C. B., cpencTBa obecreueHus: MHGOPMAIIMOHHOH Oe30omacHocTH © yuebHoe |[cBsa3pb, 2000
Marnkesuu U. B. rocobue 11 By30B

JI1.3 |Menbuukos B. I1., ox [IupopmannonHas 6€301MacHOCTh: Y4eOHUK Mocksa : KaoPyc, DBC
pen., Kynpusiros A. U. |(https://book.ru/book/924214) 2018

7.1.2. lonotHUTEbHAS JIUTEPATypa

ABTOPEBI, COCTaBUTEIN | 3arnaBue WznparensctBo, Ton| Pecypc
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ABTOpLI, COCTaBUTCIIN 3armaBue I/ISI[aTeJ'H)CTBO, roxa Pecypc

JI2.1 |Jloxnuxos II. C., ObecneueHne 0€30MaCHOCTH CETEBOM HHPPACTPYKTYphl HA OCHOBE  |Mockaa : 3BC
Muxaiinos E. M. orepanuoHHbIX cucreM Microsoft: mpaktukym Wurepuer-
(https://biblioclub.ru/index.php?page=book&id=233194) VYuusepcurer
MNHupopMannoHHBI
x TexHonoruit
(MHTYUT)
|Brutom.
JlaGoparopwust
3nanuit, 2008

JI2.2 |Lapes P. 1O, ITporpamMMHble U annapaTHbIE CpecTBA HHPOPMATUKH: yIEOHUK Kpacnospck : 3BC
IIpokonenko A. B., (https://biblioclub.ru/index.php?page=book&id=435670) Cubupckuit
Kusasskos A. H. (enepanbHbIi
YHUBEPCUTET
(Cov), 2015

7.3 Tlepevyenb HHPOPMAMOHHBIX TEXHOJIOTHIt

7.3.1 IlporpaMMHoe o0ecnieyeHue

Adobe Reader

Notepad++

Visual Studio

VirtualBox

Ubuntu Linux

7.3.2 IlpodeccnonaibHble 0a3bl AAHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DrekTpOHHBIH KaTaaor HayIHoM 6ubinoTekn Yenl'Y [DnekTponnsiii pecypc] : 6a3a ganubix / Yenso. roc. yH-T. — Yensounck, 1992,

2. KoncynbranT ITitoc [DnexTpoHHSbIH pecypc] : cripaBo4HO-TIpaBoOBas cucteMa : 6as3a faHHbIX / PErnoH. HeHTp MpaBoBoi HHGOPM.
Hudopmmpaso.

3. eLIBRARY.RU [2sekTponuslit pecypc] : HaydHas 2JIeKTpOHHAst OMOIHOTEKa [HaydHOM TIEPHOJUKH Ha PYCCKOM SI3bIKE |. —
Mockaa, [1999-]. - locTyn k mONHBIM TekcTaM Tocie peructpanun u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTpoHHbIif pecypc]: crucTeMa IUCTaHIIMOHHOTO 00yueHws : [6a3a manubix] / Uenst6. roc. yH-T. — Yensounck, [6.1.]. —
JHoctyn u3 cetn Yenl'Y wity, mmocsie perucTpaiyy U3 CeTH yH-Ta, U3 Jr000H TOYKH, UMerLIel focTyn B uHTepuer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6ubnnotexa YenstOMHCKOro rocy1apcTBEHHOTO YHUBEpcHTeTa [ DiekTpoHHBI pecypce] : [caiit] / Hens6. roc. yH-T. —
Yenaodunck, [2001-]. — Pexxum noctyma: http://www.lib.csu.ru/ , cBoGomusIii. — 3ari. ¢ sxpana.

6. nTepHeT yHUBEPCUTET HHPOPMAITMOHHBIX TEXHOJIOTHH [DIeKTpOHHEIH pecypc]. — DIeKTpoH. AaH. — Pexxum mocTyma |
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCIUIIJIMHBI (MOYJISA)

I[J'If[ p€amm3anu JUCHUIIJIMHBI UCTIOJIB3YIOTCA y‘Ie6HI)Ie AYIUTOPHUHU IJId MTPOBECACHUA 3aHATUH JEKIIMOHHOTO THIIA, 3aHATUH
CEMHUHApPCKOT'0 TUIIA, I'PYNIIOBBIX U MHAUBUAYAJIbHBIX KOHCyHbTaL[I/Iﬁ, TCKYLIETO KOHTPOJIA U HpOMC)KyTO'{HOFI aTTeCTaluu, a TaKKe
NOMCIICHUSA 1A CaMOCTOSITEIbHOM pa60TI)I.

VYueOHble ayAUTOPUH YKOMILIEKTOBAHBI CHIEHUATN3UPOBAHHON MEOETbI0 1M TEXHUYECKHMH CPEACTBAMHU 00yUEHUsI: IPOEKTOPOM,
9KPaHOM, MarHUTHO-MAapKEPHOM JOCKOH, MaPKEPOM; C BOZMOKHOCTBIO JEMOHCTPALIUH JJIEKTPOHHBIX NIPE3EHTALMK IIPU YPOBHE
OCBEILEHHUS, JOCTATOYHOM UISl paOOTHI ¢ KOHCTIEKTOM.

I[J'IS[ MPOBCACHUA 3aHIATUH JICKHUOHHOT'O TUIIa UMECTCA NIEMOHCTPAIlMOHHOC 060py,HOBaHI/IC: IMPOCKTOP, 3KpaH.

JlabopaTopHbIC 3aHATHS IPOXO/SIT B y4€OHBIX Ta00PaTOPHIX TEXHUUECKUX CPECTB 3auThl nHGopManuu u "'CereBoit moauron” (ayn.
421, 423, yuebusiit kopiryc Nel). MaTepuanbHO-TEXHHYECKOEe 00eCIeueHHe IIPUBEICHO B ACIIOPTaX JIabopaTopuil.

[TomerieHust U1l CAaMOCTOSITENBHON PabOThI 00YUAIONIMXCS OCHAIIEHBI KOMITBIOTEPHOI TEXHUKOH € MOAKIIOYEHHEM K CETH
«HTepHeT» U 0becrieueHneM JOCTyNa B JIEKTPOHHYIO HHYOPMAIIMOHHO-00pa30BaTeNIbHYIO CPEy YHUBEPCUTETA.

9. METOANWYECKUE YKA3AHUS JJIS1 OBYYAIOLIUXCS 11O OCBOEHUIO AU CHUIIIMHBI (MOAYJIS)

HpI/I H3YyUCHUHN ,HaHHOfI JAUCHUIITIMHBI UCHIOJIb3YIOTCA JICKIIMOHHBIC, J'Ia60paT0pHI>Ie 3aHATHA U CaAMOCTOATCIIbHAsA pa60Ta
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cryneHTa. Ha TeKIIMOHHBIX 3aHATUSAX MPEojaBaTellb H3JlaraeT OCHOBHOE CO/IepKaHue TeM IporpaMmbl. [IpopaboTKy JeKIHOHHOTO
MaTepHala CTYAEHTY JKeJIaTeJIbHO IPOBOJUTH KaK IMOCIIe KaKIO0T0 3aHATH, TaK U 110 3aBEPUICHUIO TEMBI. DTO TI03BOJIUT CBA3aTh
BOEJIMHO TTOJIYYEHHBIE CBE/ICHHS U COCTaBUTH LIEJIbHYIO KAPTUHY.

Ha naGopaTopHbIX 3aHATHAX pacCMaTPHUBAIOTCS BOIIPOCHI OPraHU3aIMU ayIuTa JOCTyNa K 00beKTaM (HaiIoBOH CUCTEMBI, OLICHKU
3alIMIICHHOCTH 3a/laHHOM KoHurypauuu OC, co3qaHne JOKaJIbHOM MOJUTUKY Naposield ¥ mpod. PexoMeHmyeTcs nepes KaxabM
71a00paTOPHBIM 3aHATHEM BBIIIOJIHUTH JIOMAITHEE 3aaHUE, YTO MTO3BOJMTS JIYUIlle YCBOUTH MPENbIIYIIMNA MaTepual, U U3y4YUTh
JIEKIMOHHBIH MaTepHal 1o mpeacTosmei TeMe. CTyIeHTY )KelaTeIbHO NPOSBIATh aKTUBHOE YJacTHe Ha Tab0paTOPHbIX U
JICKIIMOHHBIX 3aHATHUSX, 33/1aBaTh BOIPOCHI, HOCKOJIBKY YMEHHE 000CHOBBIBATh CBOIO TOUYKY 3PECHUS, HAXOKAEHHE KOMIIPOMUCCHOTO
pEILICHHs B 3TUYECKH BBIAEPKAHHOM TUCKYCCHH HE TOJBKO BAXKHO JUIS JIYUIIEro YCBOGHHs MaTepuasa, HO U LIEHUTCS B pealibHOM
HKHU3HU.

B ciyuae mpumeHeHHs pH 00yYCHUN TUCLMILUIMHBI JJICKTPOHHOTO 00y4eH s, AUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOT Uil
o0IeHne 00yJaroIuXCsl U MPETo/iaBaTess OCYIIECTBISIETCS B PEKIME PeabHOTO BpeMeHHU (OHIaiH-JIeKIMK (BeOUHAPEI), YaThl,
BHU/ICO-KOH(EPEHIMHU U JP.) WX OTIOKEHHOTO BpeMEHH (CHCTeMa qUCTaHIOHHOro 00y4yeHus Moodle, dopymel, anmekTponHas modra
U 1p.).

BoJibIyto 94acTh BpeMEHH 00YYaOIIHECs] CAMOCTOSTENFHO Pab0TaroT ¢ y4eOHO-METOqMIeCKUME MaTepuanamu. CTyIEeHTH HMEIOT
BO3MO)XHOCTh KOHCYJIBTUPOBATBCS C NIPEIIOJaBaTENIeM I10 BCEM BOIIPOCAM, BOSHHKAIOIIMM B XO/I¢ CAMOCTOSTEIBHOH paboThI
MOCPEICTBOM DJICKTPOHHOM MOYTHI, MECCEHIXKEPOB, COIHATBHBIX CETeH U T.II.

Jocryn 00y4arommerocs K y4eOHbIM pecypcaM B PeKUME OTIOKESHHOTO BPEMEHH, CAMOCTOSTEIBHON Pab0Thl OCYILIECTBIISCTCS Yepe3
ceTh VIHTEpHET B YJI0OHOM JIJIsl HETO MECTe, BpEMEHH M TEMIIE.

[Tpu oOy4eHun JIuII ¢ OTpaHHIEHHBIMUA BO3MOKHOCTSIMH 3JI0POBbBS DJIEKTPOHHOE O0YUeHNE, AUCTAaHIMOHHEIE 00pa3oBaTeIbHEIE
TEXHOJIOTHH TIPeyCMaTpUBAIOT BOZMOXKHOCTD IIpUeMa-iepejaul HH(GOpMaIK B JOCTYIHBIX A1 HUX (hopMax.

Peanu3zanyst AUCHMILTHHBI C IPUMEHEHUEM 3JIEKTPOHHOTO O0YUYCHUS, NUCTAHIIMOHHBIX 00pa3oBaTeabHbIX TexHOIorHH (1amee — D0,
JIOT) ocymecTBisieTcss Ha OCHOBaHHH «I10JIOXKEHHMS O peau3alii OCHOBHBIX M JIOIOIHUTEIBHBIX 00pa30BaTeIbHBIX IIPOrPaMM C
MIPUMEHEHUEM JIEKTPOHHOTO 00yUYEeHUSI ¥ IUCTAHIIMOHHBIX 00pa30BaTeNbHBIX TEXHOIOTHH B (eepatbHOM roCyaapCTBEHHOM
Oro/KEeTHOM 00pa30BaTEIbHOM YUPEKIESHUH BhICHIEr0 00pa3oBaHus «HYenssOMHCKUI rocy1apCTBEHHBIH yHUBEpcUTeT», «IlonoxeHus
0 MOPSIIKE 3a4eTa 0OYYArOLIMMUCS TI0 OCHOBHBIM MPO(eCcCHOHANBHBIM 00pa30BaTeIbHBIM POTrpaMMaM BBICILETO 00pa30BaHUS B
OI'BOY BO «Yenl V» pe3ynbTaToB OCBOCHUS B OPraHU3alUsIX, OCYIIECTBIISIONIX 00pa30BaTeIbHYIO AATEIbHOCTD, YIeOHBIX
MPEIMETOB, KYPCOB, TUCLMIUIMH (MOIYINeH), IPAKTHK, JOIOJHUTEIIBHBIX 00pa30BaTE/IbHBIX IPOrPAMM» MOCPEICTBOM dJICKTPOHHON
nHpopMaImoHHo-00paszoBarenbHoi cpeasl PTBOY BO «Uenl'V». B HCKIIOYHTENBHBIX CiTydasx (popc-Maxkop U T.11.) TIPH
peanu3anuu odpa3oBatesibHOU AesTenbHOCTH ¢ mpuMeHeHreM D0, JIOT MoryT NpuMEHSATh KOMIIOHEHTHI, HE BXOISIIUE B IepeUeHb
ANIEKTPOHHON MH(POPMAITHOHHO-00Pa30BaTEILHON CPE/IBI.

10. CHEIIUAJIBHBIE YCJIOBHUA OCBOEHUSA JUCIIUIIJIMHBI OBYYAIOIIUMHUCS C UHBAJIMAHOCTBIO U
OI'PAHUYEHHBIMHA BO3MOXHOCTSMMU 31OPOBbS

OcBoeHMe AUCIUIUIMHBI HHBAJIMAMH U JIMLAMH C OTPaHHYEHHBIMH BO3MOXKHOCTSIMH 3[J0POBbSI OCYILECTBIISIETCS C UCIIOJIb30BAaHUEM
CHELHATbHBIX TEXHUYECKUX CPEACTB U IoJI0 MHPOPMALMOHHBIX TEXHOIOT Ui, IpeAocTaBIsieMbIX PecypcHBIM yueOHO-METOANYECKUM
LEHTPOM 110 00y4EHHIO HHBAIUOB U JIML C OFPAHUYEHHBIMH BO3MOXKHOCTAMHU 310poBbs Uenl'VY 1o 3ampocy o6y4atromerocs.

1. MobuupHBIC CrICHHATIBHBIC TEXHUYECKUE CPEICTBA AJIS JIMIL] C HAPYLICHUSIMHU 3PEHHMS: IOPTATHBHBIN KOMITBIOTEP C BBOZIOM/BBIBOIOM
mpudrom Bpaiins ¢ cunresatopom peun «ElBraile-W14J G2»; noyrOyku ¢ nporpammuoii skpannoro gocryrna NVDA; snekrpoHHbIe
YBEIMYUTEH AT yAAJIEHHOTO IPOCMOTPA; BUACOYBEINYUTENN IIOPTAaTUBHEIE; TU(IIOIIIeED; HU(POBBIE TUKTO(OHBL.

2. MoOunpHbBIe CrielHaNbHbIe TEXHUUECKHE CPEACTBA JUIS JIMI ¢ HAPYIICHUSMH CIIyXa: CHCTeMa CBOOOJHOTO 3BYKOBOTO HOJIS CO
BCTPOCHHOH COBMECTHMOCTBI0 ¢ FM-ycTpolictBamu; paamokiaccel «CoHeT-PCM» ¢ mepemaTyukoM, 3ayIIHBIM HHIYKTOPOM H
WHIYKOWOHHOU TeTNel; cucteMa MH(OpMaroHHas sl ciadocibplmanyX nepeHocHas «McTtok» A2 co BCTPOSHHBIM IIEEPOM —
3BYKOBBIM HH()OPMATOPOM; JOKYMEHT-KaMepa; IporpaMMHUpyeMbIe CIIyXOBBIE alNapaThl HHINBUAYAILHOTO IOJIb30BaHMUS.

3. AccuctuBHble WH()OPMALMOHHBIE TEXHOJOTWHU: IPOrpaMMHOE obecrieueHne SKpaHHOTo aocTyma ¢ cuHTe3oM peun NVDA,;
IIPOTpaMMBI SKPaHHOTO YBEIMUYEHUS; IPOrPaMMBl PEYEBOI0 CHHTE3a Il KOMIIBIOTEPOB U HOYTOYKOB; MPOIpaMMBI PEYEBOIO CHHTE3a
JUTE MOOMJIBHBIX YCTPOICTB; 3KpaHHAas KIIaBUATypa; SKpaHHAs JTyna.

IIpu nHeoOxomuMmoOCTH ajst OOYYAIOUIMXCSl C HApyLICHUSAMH 3pEHUS Ha padO4YMx MecTax [js IpPOBEINEHUS IPAKTUYECKUX MU
1abopaTOPHBIX 3aHITHH YCTAHABIMBACTCS CICLMAIbHOE MporpammHoe obecrmedenue (mporpamma peueBoid HaBurammu NVDA,
pEYEBBIC CHHTE3aTOPbI, SKPAHHBIE JIYIIbI).

B y4eOHbIe aynuTopun obecrieunBaeTcs OeCIpensITCTBEHHBIN JOCTYI I 00YyJaloIUXCs HHBAIUAOB U 00yJaloIuXcs ¢
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OrpaHMYECHHBIMH BO3MOXKHOCTSIMH 3I0pPOBBA. B Kaxmoil aymuropuu, Tae oOydaroTcs HHBAJIMABI M JIMNA C OTPAaHAYCHHBIMHU
BO3MOKHOCTSIMH 3I0POBBSI, IPEAYCMATPUBAETCSI COOTBETCTBYIOIIEE KOJMYECTBO MECT I OOYJAIOIUXCS ¢ YUETOM HapyIICHHH uX
3JI0POBbS.

J151s1 oCBOGHMS AUCIMIUIMHEI HHBAJIHIAM U JIUIAM C OTPAaHHYEHHBIMHI BO3MOKHOCTSIMHU 340POBbS IPEIOCTABISIETCS JOCTYII K IIEYaTHBIM
HCTOYHHMKAM, UMCIOIINMCS B HayqHOH Onbmmorexe Yenl'VY, ¢ MOMOIIBIO CHEHATBHBIX TEXHUIECKUX CPEJICTB; OCTYII K AJICKTPOHHBIM
HCTOYHHMKAM, IPEICTAaBICHHBIM B (OpME 9JICKTPOHHOIO JOKyMeHTa B (oHAe Hay4yHol OubOmmorekn YenlY wm
3NICKTPOHHO-OUOIHOTEYHBIX CHCTEMaX, C MOMOLIBIO CIICHHATIBbHBIX TEXHHYECKHX W IPOTrPAMMHBIX cpernctB (pabodee MecTo s
HE3psTYero II0JIb30BaTENs C IPOrPAMMHBIM OOecliedeHHeM SKpaHHOro jpoctyma ¢ cuHTesoM peun NVDA, paGouee Mecto ¢
KOMIIBIOTEPHBIM POJIIEPOM U Ki1aBuatypoil Clevy ¢ 0oipIiMi KHONKaMHK | C Pa3AeISFOLICH KIIABUIIH HAKIIAAKOM).
V4eOHO-METOJUIECKHe MAaTePHANBI IS 00YYaIOIUXCS U3 YHCNA HHBAIUAOB U JIHI[ C OTPAHHYCHHBIMH BO3MOXKHOCTSIMU 3/10POBbS
MIPEIOCTABIIIOTCS B hOpMax, aAalTUPOBAHHBIX K OTPAaHUYEHHSIM HX 3JJ0POBbSl M BOCTIPHATHS HH()OPMAIHH:

JUst UL ¢ HapyIICHUSIMA 3PEHHUS

- B IIeYaTHOH popMe yBEITMUECHHBIM MIPUPTOM,

- B (hpopMe 3IIEKTPOHHOTO IOKYMEHTA,

- B hopme aynuoaiina,

- B meyaTHOH dopme mpudrom Bpaiins.

Jnst mn ¢ HapyIIeHUsIMH CITyXa:

- B IeyaTHoOi opme,

- B (JopMe DIIEKTPOHHOTO TOKYMEHTA.

JUst UL ¢ HapyIICHNUSIMU ONIOPHO-J[BUTATENBHOTO allapara;

- B mieyaTHO# opme,

- B (popMe IIEKTPOHHOTO IOKYMEHTA,

- B hopme aynuoaiina.

JlaHHBII IepedYeHb MOXKET ObITh KOHKPETU3HPOBAH B 3aBUCUMOCTH OT KOHTHHI'€HTa 00YYaIOIINXCS.

J151s1 THBaJIMIOB | JIAII ¢ OTPAaHUYEHHBIMH BO3MOYKHOCTSIMH 310POBbSI OCBOSHUE AUCIIUILUIMHBI MOXKET OBITh YACTHYHO HITH MOJTHOCTHIO
OCYIIECTBICHO C UCIOJIB30BaHUEM JMCTAHIIMOHHBIX 00pa3oBaTenbHbIx TexHomorui (Moodle, Adobe Connect Pro u mp.).

B ocBoeHMH MUCHUILIMHBI WHBAJHAAMH M JIMIAMH C OTPAaHUYSHHBIMH BO3MOXKHOCTSIMH 37I0POBbSI HCIIONB3YeTCs WHIWBHIYaTbHAS
pabora. ITon MHIMBHIyanbHOH paboToil moapasymeBaeTcs ABE ()OPMBI B3aMMOACHCTBHS C INpEHOJaBaTeIeM: HHAMBHAyaJbHAS
yueOHast pabora (KOHCYIIBTAINH), T.C. AOMOJHUTEIBHOEC Pa3bsiCHEHHE y4eOHOTO MaTepHaia u yriiyOJICHHOE M3ydCHHE MaTepHaia C
TEMU O6y‘ialOH_lI/IMI/IC$I, KOTOPBIC B O3TOM 3aWHTEPCCOBAHbI, W HWHAUBHUAYaJIbHas BOCHUTATCIIbHAs pa60Ta. I/IHZ[I/IBI/I[lyaJ'H)HI)IC
KOHCYJIbTAllUH HAaIIPABJICHbI Ha MHAWBUIYaIN3allI0 00yYEeHUs U YCTAaHOBJIEHHUIO BOCIIUTATEILHOTO KOHTAKTa MEXKIY IPENoaaBaTeIeM
u O6y‘{a}0HLI/IMC$I HHBAJIUJA0M HUIIN O6y‘{aI'OH_lI/IMC5[ C OrpaHUYC€HHBIMH BO3MOKXHOCTSAMMU 3J0POBbS.

[Tpu npoBeeHNM MPOLIETyPhI OLIEHUBAHUS PE3yIbTATOB O0YUESHHUS MHBAIUIOB H JIUII C OTPaHHYCHHBIMIA BO3MOKHOCTSIMH 3I0POBBS IO
JAUCLHUIITIMHE O6eCHe‘lI/IBaeTCﬂ BBIIIOJIHCHUEC CJIICAYIOIIUX JOIOJHUTEIIbHBIX Tpe60BaHIdI>’I B 3aBUCHUMOCTU OT HWHAUBUAYAJIBHBIX
0COOEHHOCTEH, 00YYaIOIIUXCS:

a) MHCTPYKIHMS O MOPSAKY MMPOBEACHHUS IPOLEAYPhl OLICHUBAHUS MPEIOCTABISLCTCS B NOCTYIMHOUW (opme (YCTHO, B MHCHMEHHOI
¢opme, B mucsMeHHOH (hopmMe mpudTom Bpaiins, yCTHO ¢ HCTIONB30BaHUEM YCIIYT CYPIONEPEBOIYNKA);

6) mocrymHast (opMa IPEIOCTABICHUS 3a/laHUil OLEHOYHBIX cpeacTB (B medyatHod Qopme, B medyatHod (opme yBETHICHHBIM
mpudrom, B neuatHoit Gpopme mpudrom bpaiind, B hopMe 31eKTPOHHOTO JOKYMEHTA, 3aJJaHHs 3aUUTHIBAIOTCS aCCUCTEHTOM, 3a/laHus
MPEIOCTABIISIIOTCS C MCIIOJIb30BaHUEM CYPAOICPEBOIA);

B) JIOCTymHas (opMa MpeJOCTaBICHHS OTBETOB Ha 3ajaHus (IIMCBMEHHO Ha Oymare, HaOOp OTBETOB HA KOMIBIOTEpE, IHCHMEHHO
mpudrom Bpaiinst, ¢ UCIOIb30BaHUEM YCIYT aCCUCTEHTa, YCTHO).

IMpu npoBeneHuU MpoLEAYPHl OLIEHUBAHUS PE3YIbTaTOB 00YUEHHs MHBAIUIOB U JIUI ¢ OTPAaHUYEHHBIMUA BO3MOXKHOCTSIMH 310POBbS
MpeyCMaTPUBACTCS UCTIOIb30BAHUE TEXHUUECKHUX CPENICTB, HEOOXOANMBIX MM B CBSI3H C UX HHIMUBHAYaJIbHBIMH OCOOCHHOCTSAMH. DTH
cpencTBa MOTYT OBITh IIpeiocTaBieHbl Yenl Y miin MOTYT HCTIONIB30BaThCsl COOCTBEHHBIC TEXHUUECKHUE cpeicTBa. [Ipr HeoOxoaumocTn
WHBAJIHAAM U JIAIAM C OTPaHIMIEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbS MPEIOCTABISETCS JOTIOIHUTEIHLHOE BPEMs ISl HOATOTOBKH OTBETA
Ha 3alaHusd, Ipoueaypa OI€HUBAaHUA PE3YJIbTaTOB OGy'{eHI/If{ O AUCHHUIIIIMHE MOYKET MPOBOAUTHCA B HECKOJIBKO 3TaIlOB.

[IpoBeneHue mpoLeaypbl OLCHUBAHUS PE3yAbTATOB OOYYEHHsS WHBAIHMIOB W JIMI C OTPAHMYCHHBIMH BO3MOXKHOCTSMH 3I0POBBS
JOITYCKAC€TCs C UCIIOJIB30BAHUCM AUCTAaHIITUOHHBIX O6pa30BaTCJ'[BHBIX TEXHOJIOTHH.
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