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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrsernbiii yuusepcuter» (OPI'BOY BO «Yenl'Y»)

Pabouas nporpamma nucuumnuasl TecTHpoBaHIE KOMIBIOTEPHBIX CUCTEM HA IPOHUKHOBEHHSA'' MO HANPABICHUIO
noxaroroBk (creuansrocty) 10.05.01 "KommnbrotepHast 6e30macHOCTh' HAaPaBICHHOCTH (PODIIIIO) CHeHaTH3aHs cTp. 2
N 1 "Anammus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Yen'Y»

Conep:xanue

1. Ilenun 0cBOEHUS TUCUUTLINHBI

2. Mecto muctmmuinabl B ctpykType OITOIT

3. Komnerenmuu obyyarorierocs, GopMupyeMble B pe3yiabTaTe OCBOCHHUS UCIUILTAHBI
(Momyst)

4. O0beM JUCHUILUTHHBI (MOIYIIA)

5. Ctpyktypa u copepikaHue AUCIUILTHHBL (MOIYJIS)

6. ®OoHJ OLIEHOUHBIX CPEJCTB

6.1. [lepedueHpb BUIOB OLIECHOYHBIX CPECTB

6.2. TunoBble KOHTPOJILHBIE 3a/1aHUS U UHBIE MaTepUabl IJIsl TEKYIIEH aTTecTaluu
6.3. TunoBble KOHTPOJILHBIE BOIIPOCHI U 3a/IaHUS JJIs1 TPOMEKYTOUHOM aTTeCTaIH

6.4. Kputepun onieHuBaHus

7. YueOHO-MeTOIMYeCcKOe U HHPOPMAIIMOHHOE 00ECIICYCHUE TUCITUILTHHBI (MO/TYJIs)
7.1. PexomeHayemas nureparypa

7.2. Ilepeuenp pecypcoB HHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn ""MHTepHeT"
7.3. I[lepedenp HHPOPMAITMOHHBIX TEXHOIOTHI

8. MaTepuaabHO-TEXHUYECKOE 00eCIIeYeHUE TUCITUTUTMHBI (MOTYJIA)

9. MeToaunueckue ykazaHusl Ui 00YYarOIMXCsl IO OCBOCHUIO TUCIIMIUTHHBI (MOTYJIs)
10. CneunanbHble yCIOBUS OCBOEHUS TUCHUILIIMHBI O0YUYaIOLUMUCS C UHBAJIUIHOCTBIO U
OrpaHUYEHHBIMHA BO3MOKHOCTSIMHU 3/10POBbS
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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pabouas nporpamma nucuumnuasl TecTHpoBaHIE KOMIBIOTEPHBIX CUCTEM HA IPOHUKHOBEHHSA'' MO HANPABICHUIO
noxaroroBkH (crenuansrocty) 10.05.01 "KommnbroTrepHast 6€30macHOCTh' HAaPaBICHHOCTH (IPOMHIIIO) CHCIHATH3aIUs ctp. 3
N 1 "Anamus 6e3omacHoctr KomnbioTepHbIX cucteM' @I'BOY BO «Uen'Y»

1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

HCJ'IL npernogaBaHus JUCIHUIIINHBI — (1)OpMI/Ip0BaHI/Ie Yy CTYACHTOB KOMHCTCHHHﬁ, HCO6XO,£[I/IMI>IX JUISL IpOBEACHUA TECTUPOBAHUA
KOMITBIOTCPHBIX CUCTEM Ha IIPOHUKHOBCHUE.

3agadell IUCHUIUIMHBI ABIsIeTCS GOPMUPOBAHKE Y CTYACHTOB 3HAHHUH O MPUHIHUIAX U alTOPUTMaX IPOBEICHUS TECTUPOBAHHS
KOMITBIOTEPHBIX CUCTEM Ha MPOHUKHOBEHHUE, (POPMUPOBAHHUS IPAKTHYECKUX HABBIKOB HUCCIIEIOBAHUS 3alUILIEHHOCTH
UH()OPMAIOHHO-KOMMYHHKAIIHOHHBIX CHCTEM, BBISIBICHHS yrpo3 HH)OPMAIIMOHHOH 0€30I1aCHOCTH 1 BBIPaOOTKE PEKOMEHAAIHH 110
UX JIOKQJIN3AIHH.

Pe3yHbTaTBI O6y‘-IeHI/IH 110 JUCLHUIUIMHE HAIIPaBJICHBI HA JTOCTHM)KCHUE MHIUKATOPOB!

ITK-2.1. ObnaaeT 3HAHUSAMH O MPUHIAIIAX TOCTPOCHHUS CHCTEM OOHAPYKCHUSI KOMITBIOTEPHBIX aTaK; O METOAaX 00pabOTKH JaHHBIX
MOHHTOPHHTA 0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM H CeTell; 0 MOpsAAKEe CO3MaHU U CTPYKTYpa OTYeTa, CO3aBaeMOT0 10
pe3yspTaTaM IPOBEPOK; O crocodax oOHapyKeHUs U HeUTpalu3aliy IOCIEeICTBUM BTOPKEHUH B KOMIIBIOTEPHbIE CUCTEMBI; O
HOPMATHBHBIX PABOBBIX aKTaX B 00JIACTH 3aIIUTH HHGOPMAINH; O PYKOBOASIINX U METOIWIECKIX JOKYMEHTAX YIOTHOMOYEHHBIX
(enepanbHBIX OPraHOB UCIIOIHUTEIBHON BIACTH 110 3alUTe HHGOPMaLUY.

IIK-2.2. leMoHCTpUpyeT yMeHHUs: (opMann30BbIBATh 3a/4ady YIPABICHHUs 0€3011aCHOCTBIO KOMIIBIOTEPHBIX CUCTEM; IPUMEHSTh
HMHCTPYMEHTAJIbHbIE CPEJCTBA IPOBEJCHUS] MOHUTOPHHTA 3aLIUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM; [IpUMEHATh METObI aHATH3A
3aIIUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM U CeTeH; CTPYKTYypUPOBATh AHATUTUYECKYIO HHPOPMALIUIO IS BKIFOUCHUS B OTYET.

ITK-2.3. imMeeT npakTUIeCKHii OMbIT (HABBIKH): BBIMOJHEHHE aHATN3a 3aIIUIIEHHOCTH KOMIBIOTEPHBIX CHCTEM C UCIIOIB30BAHHEM
CKaHepoB 0E30ITaCHOCTH; BHIIIOJHEHNE aHAJI3a 3AIHIICHHOCTH CETEBBIX CEPBHUCOB C UCIIOJIF30BAaHHEM CPENICTB aBTOMAaTHIECKOTO
pearupoBaHus Ha MONBITKH HECAHKIIMOHUPOBAHHOTO JIOCTYIA K pecypcaM KOMIIBIOTEPHBIX CUCTEM U CETEH; COCTaBIIEHHE OTYETOB O
pe3yabpTaTaM MpoBEpPOK.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OIIOII

Ik (pazmen) OITOIT: b1.B.01

2.1 TpeGoBaHus K NpeJBapUTeIbHOI NOAT0TOBKE 00y4aIOLIErocs:

Wndopmaruka

Mopenu 6e301aCHOCTH KOMITBIOTEPHBIX CUCTEM

Anrebpa

AHHapaTHLIe CpeacCTBa BBIYMCITUTEILHONW TEXHUKHU

Mertobl TporpaMMHpOBaHUS

KOMHLIOTepHLIe CETH

3amuTa NporpaMM U AaHHBIX

3amyra B ONEeparMOHHBIX CUCTEMAaX

BecnipoBoanbie cetn

2.2 INCUMIITMHBI M MPAKTHKH, IJ151 KOTOPBIX OCBOEHHE JAHHON TUCHHILIMHBI (MOIYJIsI) HEOOX0AMMO KAaK NMpeAleCTBYOLIEE:

IloaroroBka k ciade v ciada rocyJapCTBEHHOT'O 9K3aME€Ha

[ToaroroBka K mporeaype 3aiyThl U 3alIUTa BEITYCKHON KBATU(MUKAIIMOHHOW paboOThI

3. KOMIIETEHIINY OBYYAIOIIETOCSI, ®°OPMHUPYEMBIE B PE3YJIbTATE OCBOEHUSI ANCLIUIIAHBI
(MOJTYJIST)

TIK-2: Cnocoben NMPOBOIUTH MOHUTOPHUHT 3AIMUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM

3HaTh.

— 3Tamnbl IPOBEACHUS TECTUPOBAaHHU KOMIIBIOTEPHBIX CUCTEM HAa NPOHUKHOBEHUE;

— TEOPETUYECKUE OCHOBBI KOMITBIOTEPHBIX aTaK, MOJEIMPYEMBIX B paMKaXx IIPOBEIEHH dKCIIEPUMEHTOB I10 TPOHUKHOBEHHIO B
KOMIIBIOTEPHBIE CHCTEMBI,

— NIPUHIUIBI PaOOTHI CKAaHEPOB OE30IIACHOCTH U METOAUKY IPOBEPKH MOTYIAEMbIX UMH CBEICHH,

— NpaBHJIa JOKYMEHTUPOBAHUS M TOCTPOEHUSI OTYETOB IO PE3YJIHTATaM IIPOBOJAHUMBIX TECTOB HA IIPOHUKHOBEHHE.

YMmern.

— HCTIOJIb30BaTh CKaHEePhl MHPOPMAIIMOHHOH 0€30IIaCHOCTH 1 IPOBOJNUTH OLIEHKY, OIyJaeMBIX UMU CBEACHHH;
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— MOJICTTUPOBATh COBPEMEHHBIE KOMIIBIOTEPHBIC aTaKH, MPECTABIIAIONINE AKTYyaIbHbIE YTPO3bl HHPOPMAMOHHON 0€30MaCHOCTH JIJIs
KOMIIBIOTEPHBIX CHCTEM;

— IETEKTHPOBATh CPEICTBA OOHAPYKEHUST KOMITBIOTEPHBIX BTOPIKEHUH U MPEIOTBPAIllCHUs yTeueKk HHHOpMAaIHy;

— HCIob30Bath npreMsl 00xoxa IDS, IPS, DLP-cucteM, aHTHBHPYCHOTO IPOTPaMMHOT0O 00eCeUeHHs U KpUNTorpadguyeckux
MPOTOKOJIOB, IPUMEHSAEMBIX JIJIs 3alIUTH KOMITBIOTEPHBIX CHCTEM,;

— MPOBOJUTH OLICHKY KOHDUTYpalluK CPENICTB 3alIUThl HH)OPMAIMHY U 1aBaTh PEKOMEH/AINH 110 €€ KOPPEKTHPOBKE.

Baagers:

— NPAKTUYCCKUMU HaBbIKaMH IIPOBCACHUA TCCTUPOBAHUA KOMIIBIOTCPHBIX CUCTEM HAa MPOHUKHOBECHUE U IIOATOTOBKH I10 X
pe3yinbTaTaM COOTBETCTBYIOIIUX OTYETOB.

B pe3yabTaTe OCBOCHUA TUCHUIIJIMHBI oﬁyqamumﬁm JOJIZKEH

3.1|3narth:

3.1.1|- coBpeMeHHbIC POCCUHCKUE U MEKAYHAPOIHBIC CTAHIAPTHI B 00JacTH HHPOPMALIMOHHOW 0€30T1aCHOCTH;

3.1.2|—- sramsl IMPOBEACHUS TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha MIPOHUKHOBCHUE.

3.2|Ymern:

3.2.1|- NpuUMEHATh METO/IbI BBISIBIICHUS YSI3BUMOCTEH MH(POPMAIIMOHHBIX CUCTEM U MPOBOJUTH OLIEHKY HH(POPMALIUOHHON
3a[UIIEHHOCTH;

3.2.2|- MozmenupoBaTh COBpEMEHHBIE KOMITBIOTEPHBIE aTaKH, IPEACTABIIONINE aKTyaIbHbIE YIPO3bl HH)OPMAIIHOHHON
0€30I1aCHOCTH Il KOMITBIOTEPHBIX CUCTEM,;

3.2.3|— neTekTUpoBaTh CPeCTBa OOHAPYKEHHS KOMIBIOTEPHBIX BTOPXKEHUH U NIPEIOTBPALIeHHs yTeuek HHPOpMaIHH.

3.3|Baanern:

3.3.1]- IMPAKTUYCCKUMH HaBbIKaAMU ITPOBCIACHUA TECTUPOBAHNUA KOMIBIOTCPHBIX CUCTEM HAa IPOHUKHOBCHUE U ITIOATOTOBKH ITO
HX pe3yjibTaTaM COOTBECTCTBYIOIIUX OTUCTOB.

4. OBPBEM JUCHUIIJIMHBI (MOAYJIS)

O6Lwas TpyaoeMKoCTb 53ET

Yacos o yueOHOMY any : 180 Buyel KOHTPOJIS B ceMecTpax:
B TOM 4YMCIIC :
ayTUTOpHBIC 3aHsThsA . 68 9K3aMeHbI 9
caMmocTosiTenbHas padoTa . 81,7
9acoB Ha KOHTPOJb : 27
KOHTakTHas pabora: 71,3

HKP: 3,3

5. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIUHBI (MO Y.JISA)

Kon HanmeHoBaHue pa3ieioB u TeM /BUJ 3aHATHs/ Cemectp | Yacos Jlutepatypa
| saHaTHS [ Kvoe
Pa3nen 1. 1. MeToauka npoBeieHUsI TECTHPOBAHMUS KOMIBIOTEPHBIX
cucTeM
11 OO0u1Me NOHATHS TECTUPOBAHUS KOMITBIOTEPHBIX CHCTEM Ha IIPOHUKHOBEHHE 9 2 JI1.1J11.2J12.1
[JTex/
1.2 IIpaBoBoe perynupoBaHue TECTUPOBAHUS KOMIIBIOTEPHBIX CUCTEM Ha 9 2 JI1.1J11.2]12.1

npoHukHoBenue /JIex/

Paznen 2. 2. Coop nndopmanuu

2.1 Tousitre n Hasnauenue «Open source intelligence». /Jlex/ 9 2 JI1.1J11.2712.1

2.2 Merananusie [Jlex/ 9 2 JI11.1 J11.2J12.1

2.3 C60p MH(MOPMAIIMH B OTKPBITHIX TEIEKOMMYHHKAITHOHHBIX ceTsix /J1a6/ 9 4 JI1.1J11.2J12.1

2.4 CxaHUpOBaHHE KOMITbIOTEPHBIX cucteM /J1ab/ 9 2 JI1.1J11.2J712.1
Paznen 3. 3. CkaHHpoBaHHe KOMNbIOTEPHBIX CHCTEM

3.1 MeTob1 CKaHUPOBAHUSI CETEBBIX TIOPTOB /JIex/ 9 4 JI1.1J11.2712.1
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Y

Pabouas nporpamma nucuumnuasl TecTHpoBaHIE KOMIBIOTEPHBIX CUCTEM HAa IPOHUKHOBEHHSA' MO HANPABICHUIO

noxaroroBku (crenuansroctr) 10.05.01 "KommbrorepHas 6€30MacHOCTh' HaIPaBICHHOCTH (IIPOQHUITIO) CrieHHaIn3aiis cTp. 5
N 1 "Anamm3 6e3omacHocTr KoMnbloTepHBIX cucteM @I'BOY BO «Uen'V»
3.2 O0xox cpeAcTB 0OHAPYKEHUS BTOPKEHUH IPH CKAHUPOBAaHUU CETEBBIX IIOPTOB 9 2 JI1.1J11.2712.1
[JTex/
3.3 Hcnonb3oBanue OubIroTexu ""scapy" Ui NpoBeIeHUs pa3IMYHbIX BUIOB 9 4 JI1.1 J11.2)12.1
CKaHUPOBaHMs CETEBBIX MOPTOB. /J1ab/
Paznen 4. 4. DxcniyaTanus ysa3BUMOCTel IPOrpaMMHOI0 odecreyeHust
4.1 O6uenocrymHbie 6a3bl SKCIIIONTOB /JIek/ 9 2 JI1.1 J11.2)12.1
4.2 Metasploit Framework /JTex/ 9 2 JI1.1J11.2712.1
4.3 O0X0/1 ¥ TECTHPOBAHUE CPEIICTB AHTUBUPYCHOM 3amuThl /JIex/ 9 2 JI1.1J11.2712.1
4.4  [Hcnonb3oBanue nmporpaMmmHoro obecreuenus «Metasploit Framework» /J1a6/ 9 2 JI1.1J11.2712.1
45 Hcnonp3oBanne JOMONHUTENBHBIX Moayaeit «Metasploit Framework» /JTa6/ 9 2 JI11.1 J11.2712.1
Pa3nen 5. 5. [IpoBeneHne 3IKCIEPUMEHTOB 10 OLIEHKE 3aUIUIIEHHOCTH
BBIYHCIUTEILHBIX CHCTEM.
5.1 Knaccudukanus ceTeBbIX KOMIIbIOTEPHbBIX aTak. /JIek/ 9 2 JI1.1J11.2J12.1
5.2 VSI3BUMOCTH CETEBBIX MPOTOKOIIOB. /JIek/ 9 2 JI1.1J11.2712.1
5.3 ARP-cny¢wunr. IP-ciydunr. /Jlex/ 9 2 JI1.1J11.2J12.1
5.4  |[TomaBnenue DHCP-cepsepa. /JTek/ 9 2 JI1.1J11.2712.1
5.5 DNS-cydumar. Strip SSL. /JTex/ 9 2 JI1.1J11.2]12.1
5.6 IpocaymmBanue 1 MOAU(PHUKAIIUS ceTeBOro Tpaduka. /J1ad/ 9 3 JI1.1J11.2712.1
5.7 TTonasnenue B cetu DHCP-cepBepa. /J1ao/ 9 3 JI1.1J11.2712.1
5.8 ATaka Ha KIHeHTCcKoe npunoxenue /J1a6/ 9 2 JI11J11.2J12.1
5.9 ArTaka «stripssl» ma mporoxon HTTPS /JTa6/ 9 2 JI1.1J11.2712.1
5.10 |Awuanm3 cereBoro Tpaduka nporpammoii Intercepter-NG /J1a6/ 9 2 JI1.1J11.2J12.1
511 |Ataka Ha GecripoBOAHYIO ceTh /JTab/ 9 2 JI1.1J11.2712.1
Pa3ges 6. 6. Onenka 3alMIIEHHOCTH KOMNBIOTEPHBIX CHCTEM, BBIPadoTKa
peKoMeHaanui
6.1 OneHka 3aIUIEHHOCTH KOMIIBIOTEPHBIX CUCTEM, BHIPAOOTKa PEKOMEH AN, 9 4 JI1.1J11.2]12.1
[JTex/
6.2 OT4eT 0 NPOBEEHUH TECTUPOBAHUS KOMITBIOTEPHON CUCTEMBI Ha 9 6 JI1.1J11.2J12.1
npoHukHoBeHue /J1a6/
6.3 CamocrosTenbHas MpopaboTKa U3yUEHHOTO JICKIIHOHHOTO MaTepUaa, 9 81,7 JI1.1J11.2J12.1
PEKOMEH/I0OBAHHOM JINTEPATYPHI.
3akperuieHne MpakTHYeCKOro MaTepHaa.
ToaroroBka K mpomexyTodHoit arrecrarmu. /Cp/
Paznen 7. Unast koHTaKTHast padoTa
7.1 Wnas xoHTakTHAs paboTa: HHIUBHIYaIbHbIE KOHCYJIBTAIIUN, TEKYIINH 9 3,3 J1.2J12.1
KOHTpOJIb. /UKP/

6. ®OHJI OIEHOYHBIX CPEJICTB

6.1. ITepeyeHb BUIOB OLIEHOYHBIX CPEJACTB

YcrHbli onpoc.

JlaGoparopuas pabora.
CamocrostensHas pabora.
ITepedeHs BOIIPOCOB K SK3aMEHY.

6.2. TunoBbIe KOHTPOJIbHBIE 32JaHHS M MHbIE MATEPHAJIBI 151 TEKYIeli aTTecTAlUU

BOHpOCH JJI1 YCTHOI'O OIipocCa IJid TeKymeﬁ arTecrauguu

1. 3Tal'[bl TCCTI/IpOBaHI/I}I KOM]‘IBIOTeprIX CUCTECM Ha HpOHI/IKHOBCHI/Ie.

2. BI/IILI)I u KJ'IaCCI/I(bI/IKaHI/II/I TeCTI/IpOBaHI/Iﬁ KOMIIBIOTEPHBIX CUCTEM HAa IPOHUKHOBEHUE.
3. Black box, White box, Black hat, White hat.

4. HOHSITI/IC STUYHOI'O B3JIOMaA.

© OI'BOY BO «Yenl'V»
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5. IIpaBoBBIC OCHOBBI IPOBE/ICHHUS TECTA HA IPOHHKHOBEHHE.

6. ITousitre 1 HasHauenue «Open source intelligence».

7. Lo-tech OSINT.

8. Hi-tech OSINT.

9. Obwee MOHATHE (YTIPHHTHHTA.

10. Tlpuunumsr rexuonoruu «google hacking database».

11. Meronap! aHaIHM3a METaTaHHBIX.

12. Meropl CKaHUPOBAHUSI TOPTOB.

13. SYN-ckanupoBaHue.

14. ACK-cxaHupoBaHHe.

15. XMAS-ckaHupoBaHue.

16. FIN-ckaHupoBaHue.

17. UDP-ckanupoBaHHe.

18. Window-ckanupoBaHue.

19. Cnoco0Ob! uaeHTHGUKAINH TPUITOKEHHH, IETCKTUPOBAHHUE YSI3BUMOCTEH.
20. Anaroputmsl HYHKIIMOHUPOBaHHS AaHTHBUPYCHBIX CPENCTB.

21. TIpoakTHBHas 3aIUTA.

22. PeakTuBHas 3aIIUTA.

23. Buptryanusainus OKpyKeHusl.

24, Dwmynsauus Kona.

25. Tlonumop(HBIH MPOrpaMMHBIN KO/I.

26. Metamop(hHbIi IporpaMMHBIH KO,

27. IludpoBaHue NporpaMMHOTO KOJA.

28. Metonsl 00X01a CPEACTB AHTUBHPYCHOM 3aLUTHI, CETEBBIX IKPAHOB, CHCTEM OOHAPYKCHUIT BTOPIKCHUH.
29. DKCIUIOWT.

30. Knaccudukarys KOMIbIOTEPHBIX aTak.

31. CereBble aTaky Ha KaHAIBHBIN ypOBEHB cTeka mpotokooB TCP/IP.
32. CereBble aTaku Ha CETEBOU YPOBEHB cTeka mpoTokosioB TCP/IP.
33. CereBble aTaky Ha TPAHCIIOPTHBINA YPOBEHH CTeKa MPoTokoios TCP/IP.
34. Araxu Ha IPOTOKOJIBI MAapLIPYTU3ALUU.

35. TIporokon DHCP.

36. Hcromenue DHCP-cepsepa.

37. DNS.

38. DNS-cnydumr.

39. IIltopm noxubix DNS-3ampocos.

40. MeToABI IETEBOTO BHEAPEHUS CIIEIHAIBHOTO TPOrPaMMHOTO 00eCTICUeHHSI.
41. Araxka Strip-SSL.

42. Mexanmsm 3anmtsl HSTS.

43. HSTS cnydumr.

44. Anroputm padotst WPA2.

45. Araxka neayrentudukanuun WPA2.

46. JlokymeHTanbHOE 0pOpMIICHHE TeCTa Ha TPOHUKHOBEHHUE

ITepeueHs caMOCTOSTENBHBIX Pa0OT
1. Pa3pabotka ceTeBoro ckaxepa.
2. UcnonpzoBanue TexHonoruu OSINT B OTKPBITHIX TEIEKOMMYHUKAIIMOHHBIX CETSIX.

[epeuens mabopaTopHbIX paboT

. Coop MH(OPMAIHH B OTKPHITHIX TEICKOMMYHHKAMOHHBIX CETAX.

. Ucnonp3oBanue Oubanorexy "scapy" i npoBeIeHUs pa3IMyHbIX BUAOB CKAHUPOBAHUSI CETEBBIX TIOPTOB.
. Ucnonp3oBanue nporpammuoro obecredenus «Metasploit Framework».

. Ucnonp3oBanre D0omoTHATENbHBIX MoayIiel «Metasploit Framework».

. IIpocrymmBanue 1 MOgU(HKAINSA CETEBOTO TPadHKa.

. [Monasnenue B cern DHCP-cepsepa.

. ATaka Ha KJIMEHTCKOE MIPIIIOKEHHUE.

. Araka «stripssl» na nporoxon HTTPS.

. Anamm3 cereBoro Tpaduka nmporpammoi Intercepter-NG.

10. Araka Ha OeCIpOBOAHYIO CETh.

11. Order o mpoBeieHNH TECTUPOBAHHS KOMITBIOTEPHON CHCTEMBI Ha TIPOHNKHOBEHHE.

O©oo~NooThkh,wNE
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IMostHbIe TEKCTHI Ta00PaTOPHBIX PaboT U 3aJaHKs BHIOKEHBI HA CETEBOM JIMCKE KadeIphl KOMITLIOTEPHOU GE30IIaCHOCTH U
npukitaaHoi anrebpsr DC1\doc\.

6.3. TunoBbie KOHTPOJBbHBbIC BONIPOCHI M 3aIaHUA 1JIA l'IpOMe)RyTO‘lHOﬁ aTrecranun

[TepeueHs BOIPOCOB K 9K3aMEHY

. DTaIbl TeCTUPOBAHNS KOMITBIOTEPHBIX CHCTEM HA IPOHUKHOBCHYE.

. Bune! u knaccuukanuy TeCTUPOBaHN KOMIIBIOTEPHBIX CHCTEM HA MPOHUKHOBEHHUE.
. Black box, White box, Black hat, White hat.

. [lonATue aTHYHOTO B3JIOMA.

. IIpaBOBBIC OCHOBEI IIPOBEICHHUS TECTA HA IPOHUKHOBCHHE.

. INonsitre u nHasnauenne «Open source intelligence».

. O6wee nousTUe HyTOPUHTUHTA.

. Ipunrumsr Texunosoruu «google hacking database».

. MeTonb! aHanu3a MeTaaHHBIX.

0. Metoxsl CKaHUPOBAHUS TOPTOB.

1. Crnoco6b! uaeHTUGUKALMY IPUIOKEHUH, IeTEKTUPOBAaHHUE YSI3BUMOCTEH.
12. Anroput™bl QyHKIIMOHHPOBAHHUS aHTHBUPYCHBIX CPEICTB.

13. Meroas! 00x0/1a CpeaCTB aHTUBHPYCHOM 3aIlIUThI, CETEBLIX YKPAaHOB, CUCTEM OOHAPYKEHUH BTOP KEHUH.
14. OOmias cxemMa NpUMEHEHUS 3KCILIOHTA.

15. Knaccudukanust KOMIBIOTEPHBIX aTak.

16. CereBble aTaku Ha KaHAJIBHBIN YPOBEHD cTeKa mpoTtokonos TCP/IP.

17. CereBble aTaku Ha CETEBOI ypoBeHb cTeka npoTokoios TCP/IP.

18. CereBble aTaku Ha TPAHCHOPTHEIN YPOBEHb cTeka mpoTokosoB TCP/IP.

19. Artaku Ha IPOTOKOJIBI MAPIIPYTH3ALIHH.

20. VYsazsumoctu DHCP-npoTokona.

21. Araku Ha ciayx0y DNS.

22. Mertobl 11€N€BOr0 BHEIPEHHS CIIEIUAIILHOTO IPOrPaMMHOT0 00€CIICUeHUsL.
23. Ataxka Strip-SSL.

24. JloxymeHTanbHOE 0pOpMIICHUE TECTa HA IPOHUKHOBEHHUE.

PP OO0O~NOOITD, WNBE

6.4. Kputepuu oneHUBaHUS

[opsinox npoBeneHUs IPOMEKYTOUHON aTTECTALUU

B TeueHune cemectpa CTYACHT JOJDKEH BBIIOIHUTH OJUHHAANATE Ta00paTOPHBIX paboT, Kaxkaas U3 KOTOPBIX OL[EHUBAETCS B 5 0aJlioB.
MakcuManbHbIi 0asut 3a 1abopatopHyro paboty — 5 6ajuios.

MakcuManbHbIi 0as11 3a 1abopaTopHbie paboThl B cemecTpe — 55 0aios.

Taxoke He0OXOIUMO BBIIIOJIHUTH ABE CAMOCTOSTEIbHbIE PAOOTHL.

MakcuManbHBIH 0ajll 38 CaMOCTOSTENBHYIO paboTy — 5 GayuioB.

JlomyckoMm 10 NpoBeIeHUs SK3aMEHa SIBIISIOTCS CAAHHBIE CTYICHTOM JIa0OpaTOpHBIE U CAMOCTOSITENIbHbIE paOOTHI B TEUEHHE CEMECTPA.
DK3aMeH NMPOBOJMTCS B OJMH JTall, HA KOTOPOM CTYJEHT OTBEUYaeT Ha JBa TEOPETHUECKUX Bompoca. [IporomkurensHocTs — 30 MUHYT.
MaxkcrManbHBIH 0asut 3a OTBET Ha TEOpEeTHYecKuil Bormpoc — 15 6ammos.

CaojHas Tabauiia peiTuHra ycrneBaeMocT (8 cemectp)
Ne [TepedeHb KOHTPOIIBHBIX MEPOIIPHUSITHI B ceMecTpe MaKCHMaIbHOE KOJI-BO OaIlIOB

1 JTaboparopnast padota Nel-11 11x5=55
2 CamocrosrenbHas pabora Ne 1,2 2x5=10
3 INocemaemocts (Bce 3aHATHS) 5

4 Dx3amMeH (TeOpeTHYECKUil BOIPOC) 2x15=30
Uroro 100

KpuTepun olleHHBaHHS TEOPETHYECKOTO BOIIPOCA

MaxkcuManbHbIi 0aJuIbl 3a OTBET Ha TeopeTHdecKuii Borpoc — 15 6anos.

Otnnuno/3auteno/13-15 6amtos - CTyaeHTOM JaH MOJHBIN, B JIOTHYECKOM [TOCIEI0BATEILHOCTH Pa3BEPHYTHIH OTBET Ha
MOCTaBJIEHHBII BOMPOC, B KOTOPOM OH IPOAEMOHCTPUPOBAN 3HAHHS IIPEAMETa B IOTHOM 00beMe yIeOHOI IPOrpaMMBI, JOCTATOYHO
[IyOOKO OCMBICIIMBACT JUCLUIUIMHY, CAMOCTOSTEIBHO, H HCYEPIBIBAIOLIE OTBEYACT Ha JOTOJIHUTEIBHBIC BOIPOCHI, IIPUBOAUT
COOCTBEHHBIE TIPUMEPEI 10 POOIEMaTHKE TOCTABICHHOTO BOIIPOCA.

Xopomro/3auteHo/9-12 6anioB - CTyICHTOM JIaH pa3BEePHYTHIN OTBET HA [TOCTABJICHHBIN BOIIPOC, B KOTOPOM CTYACHT JEMOHCTPHPYET
3HaHWS, IPHOOPETECHHBIEC HA JICKIIHOHHBIX U CEMUHAPCKHX 3aHATHSAX, a TAKXKe MOTyUeHHBIE TOCPEICTBOM
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H3y4deHHs 0053aTeIbHBIX y4eOHBIX MaTEpPHAJIOB 110 KypCy, JaeT apryMEHTUPOBAHHBIE OTBETHI, IPUBOAUT IIPHUMEPHI, B OTBETE
MIPUCYTCTBYET JIOTHYHOCTH U ITOCTIE0BaTeIbHOCTE. OHAKO JIOMYCKAETCsl HETOYHOCTh B OTBETE.

V nosnierBopuTeNbHO/3auTeH0/6-8 6aiutoB - CTyIEHTOM JaH OTBET, CBUACTEILCTBYIONIUI B OCHOBHOM O 3HAHHH TIPOLIECCOB U3Y4aeMOii
JICHUIUIMHB], OTIHYAIOIINICS HEOCTATOYHOM ITTyOMHOM 1 IIOTHOTOM PAacKPBITHS TEMBI, 3HAHHEM OCHOBHBIX BOIIPOCOB TEOPHH, Cl1abo
c(hOopMHPOBaHHBIMY HAaBBIKAMH aHAJIN3A SIBJICHUMH, IIPOLIECCOB, HEOCTATOYHBIM YMEHUEM JJaBaTh apI'yMEHTHPOBAHHBIE OTBETHI U
MIPUBOJIUTH MTPUMEPHI, HEIOCTATOYHON JIOTHYHOCTHIO U MIOCIIEI0BATEILHOCTHIO OTBETA.

Heynosnersopurenpro/ne 3aurero/0-5 6amia - CTyIeHTOM JIaH OTBET, KOTOPBIN COAEPIKHUT P/l CEPhE3HBIX HETOTHOCTEH,
00HapyKUBAIOIIUI HE3HAHUE TTPOLIECCOB U3YYaeMOU IpeIMETHOH 001aCTH, OTIIMYAIONINICS HETITYOOKHUM PACKPBITHEM TEMBI,
He3HaHHEM OCHOBHBIX BOIIPOCOB TEOPHH, HeC(hOPMHUPOBAHHBIMH HaBBIKAMH aHAIIM3a SBJICHHI, IPOIIECCOB, HEYyMEHNEM 1aBaTh
apryMeHTHPOBaHHbIE OTBETHI, OTCYTCTBUEM JIOTHYHOCTH U MTOCIIEIOBATENILHOCTH. BBIBO/IBI TOBEpXHOCTHBI. CTYJIEHT HE CIIOCOOeH
OTBETHUTH Ha BOIIPOCHI JaXKe MPH JOTOTHUTENbHBIX HABOIIIIMX BOIPOCAX MIPEIoIaBaTels.

Kpurepuu onenku 1a60paTopHOil paboTh

MakcuManbHbIi 0asuT 3a 1abopaTopHbIe paboTHI 3a cemecTp — 55 6asoB.

5 basuioB - 1abopaTopHas paboTa BHIIONHEHA IIOJIHO U MPABWIILHO B COOTBETCTBHH C 3aJJaHHEM, BBIBOJI ClIeJIaH CAMOCTOSTEIBHO,
TEXHUYECKH MMPABUIBHBIM SI3BIKOM, JAHBI BEPHBIE OTBETH HA KOHTPOJILHBIE BOIIPOCHI, 11O 33/IaHHIO0 TIPETIOaBaTeNs
MPOJIEMOHCTPUPOBAHBI JOTOIHUTEIbHBIC ISHCTBUS B PAMKaX TEMAaTHKH PabOTHI;

4 6ayuta — mabopaTopHasi padoTa BBITIOJIHEHA MTOJIHO M NPABHIBHO B COOTBETCTBUY C 33/laHUEM, BBIBOJI CACNAH CAMOCTOSTEIIBHO,
TEeXHHUYECKH MPABUIBLHBIM SI36IKOM, JTAHBI HE TIOJTHBIE OTBETHI Ha KOHTPOJIBHBIE BOTIPOCK, IO 3aJaHHUIO MIPETIOIaBaTeNs
MPOJIEMOHCTPUPOBAHBI JOTOTHUTEIbHBIC ISHCTBHS B PaMKaX TEMATHKH pabOThI;

3 bGayuta — maboparopHast paboTa BBIMOJIHEHA MOJTHO U MPABHUIILHO B COOTBETCTBHH C 33JJAHUEM, BBIBOJI C/ICTIaH CAMOCTOSITEIIBHO,
TEXHUYECKH MPABUIHHBIM SI36IKOM, TAHBI HE TIOJHBIC OTBETHI HA KOHTPOJIBHBIE BOMIPOCHI, TI0 33 JAHHUIO TIPETIOIABATENS HE
MIPOJIEMOHCTPHUPOBAHBI JOTIOJHUTEIBHBIE IEHCTBHS B PaMKaxX TEMAaTHKH paOOTHI;

2 Gamta — 1abopaTopHast paboTa BBIITOJIHEHA TIOJIHO U MPABHIBHO B COOTBETCTBUU C 33JaHUEM, BBIBOJI HE C/ICJIaH, JaHbI HE ITOJIHBIC
OTBETHI Ha KOHTPOJIbHBIE BOIIPOCH, 10 3aJaHHUIO MIPEIOAaBaTelis He MPOIeMOHCTPHPOBAHBI JOTIOIHUTEbHBIE ISHCTBHS B paMKax
TEMaTHKU pabOTHI;

1 6as — pH BBIMOJIHEHHUH JIA00PATOPHOI pabOThl 00yYAOIUMCS JOMYIICHBI CYIIIECTBCHHBIC OLIHMOKH 110 COJIEPIKAHUI0 yUeOHOTO
Marepuaia, paboTa BEINOJIHEHA C HApYIIEHUEM, AOMYIIEHbI IPpyOble OMMOKY, Ha KOHTPOIBHBIE BOIIPOCHI JaHBI HE BEPHBIC OTBETHI.
0 GayIoB — HE BBIMOJHEHA JIAbOpaTopHas paboTa.

Kpurepuu OIeHKH caMOCTOSATEIbHON pabOThI

MaxkcuManbHbIi 021 32 caMOCTOATENbHBIE paboThl 3a cemecTp —10 GasoB.

5 6aoB — caMocTosITeNbHAS PadOTa BBHITIOJIHEHA MTOJTHO U ITPABIJIBHO B COOTBETCTBHH C 3aJJaHUEM, BBIBOJI CIIEJIAH CAMOCTOSTENBHO,
TCXHUYCCKHU IPABUJIBHBIM S3BIKOM, JIaHbl BEPHBIC OTBETHI HA KOHTPOJIbHBIC BOIIPOCHI, 10 3aJaHUIO IIPETIoAaBaTeIsA
MIPOJIEMOHCTPUPOBAHBI AOTIOTHATEIbHBIE IEHCTBHS B paMKaxX TEMAaTHKH paOOTHI;

4 Hajuta — caMOCTOsATENbHAs paboTa BEIIOIHEHA ITOJHO U IPABUIIBHO B COOTBETCTBHH C 33laHHEM, BBIBOJ CIICIaH CAMOCTOSTENEHO,
TEXHHYECKH MPAaBUIILHBIM SI36IKOM, JTAHBI HE TIOJTHBIE OTBETHI Ha KOHTPOJBHBIE BOTIPOCH, TI0 3aJaHHUIO MIPETIOIaBaTeIs
MIPOIEMOHCTPUPOBAHBI JJOTIOJTHUTENILHBIE ISHCTBUS B pAMKaX TEMAaTUKU paboThl,

3 Oaxa — camocTOsTENbHAs pab0Ta BBITOJHEHA MOJIHO M MPaBHIBHO B COOTBETCTBUH C 3aIaHUEM, BBIBOJI CIeTIaH CAMOCTOSTENBHO,
TCXHUYCCKHU IPABUJIBHBIM SA3BIKOM, JIaHbI HC ITOJIHBIC OTBETHI Ha KOHTPOJIBHBIC BOIIPOCHI, 110 3aIaHUI0 ITPETIOAaBaTECIIA HE
MIPOJIEMOHCTPUPOBAHBI AOTIOJHUTEIBHBIE ISHCTBUS B paMKaxX TEMAaTHKH PabOTHI;

2 basTa — caMOCTOsITeIIbHAsE pab0Ta BHIMOJIHEHA MTOJTHO M TPABHIIBHO B COOTBETCTBHH C 33JaHHEM, BBIBOJ HE C/IeJIaH, IaHbI HE MOJHBIC
OTBETHI Ha KOHTPOJIbHBIE BOIIPOCH, 10 3aJaHUIO MPEIOIaBaTeNs HE MPOIEMOHCTPHPOBAHbI AOTIOTHUTEIbHBIC ISHCTBHS B paMKax
TEeMaTHKU paboTH,

1 ©ayut — Ipy BHINONHEHUH CAMOCTOSATENBHOM pabOThl 00YyYarOMIMMCS AOMYIIECHBI CYIIECTBEHHBIE OIIHOKH MO CONEPKaHUIO YIeOHOTO
Marepuana, paboTa BEIOIHEHA C HAPYIIEHUEM, AOMYLICHBI IpyOble OMIMOKH, HA KOHTPOJILHBIE BOIIPOCH JaHBI HE BEPHBIC OTBETHI.

0 6anoB — He BBITOJHEHA CAMOCTOsTENbHAs padoTa.

Ipu HoIBEICHUH UTOTOB YYUTHIBAIOTCS PE3yJIbTATHI TEKYIIEH arTecTalui. [10JydeHHbIE 32 TEKYIIYIO aTTECTALHIO OalTbI
CYMMHUPYIOTCsI ¢ 0ajljlaMHu, NOJIyYEHHBIMHU 33 KaXKbIi 3Tall IPY MPOXO0XKIEHUU TPOMEKYTOYHOM aTTECTALMH.

Jlist sK3ameHa:

0-60 6ayut0B — HEyJOBICTBOPHTEIHHO (2);

61-74 6aiutoB — yIOBIETBOPUTEIHHO (3);

75-90 6ayutoB — xoporo (4);

91-100 6amtoB — orimuHo (5).
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7. YYHEBHO-METOINYECKOE U UTH®OPMAIIMOHHOE OBECIHIEYEHUE JUCHUIIJIMHBI (MOAY.JISA)
7.1. PexoMeHAyeMas JINTepaTypa

7.1.1. OcHoBHas1 JUTEpPaTypa

ABTOpBI, COCTABUTEIH 3arnaBue UsnatenbcTBO, ron| Pecype
JI1.1 |Hmeiinos B. f1. HNudopmaimonHas 6e30nacHOCTh U 3aiura nHpopManuu: Teopusi 1 (Mocksa, bepiun : 9BC
MpaKTHKa: yaeOHOe mocobue Mupekr-Menua,
(https://biblioclub.ru/index.php?page=book&id=571485) 2020
JI1.2 |Axman JI. M., 3ammra OT XakepoB KOPIIOPATHBHBIX CeTel Mocksa : JIMK 9BC
Hy6pasckwuii 1., (https://e.lanbook.com/books/element.php? IIpecc, 2008

Onund X., Ipaun . [pll_cid=25&pll_id=1120)
7.1.2. lonoTHUTEbHAS JIUTEPATypa

ABTODBI, COCTABUTEITH 3arnaBue U3natenbcTBo, ron| Pecype
J12.1 |Menbuukos B.IT., HNudopmaimonHas 6€30MacHOCTh: yIeOHHK Mocksa : KHoPyec, 9BC
KynpusiHos A.1., (https://book.ru/book/955528) 2025

Mensuuxos B.I1.

7.3 Tlepevyenb HHPOPMAMOHHBIX TEXHOJIOTHIt

7.3.1 IlporpaMMHoe o0ecnieyeHue

NetBeans
Notepad++
VirtualBox
Ubuntu Linux
LibreOffice

7.3.2 Ilpodeccrnonaibuble 6a3bl AAHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DieKTpOHHBIH KaTaaor HaydHoM 6rbinoTekn Yenl'Y [DnekTpornsiii pecypce] : 6a3a ganubix / Yenso. roc. yH-T. — Yensounck, 1992,

2. KoncynbranT ITitoc [OnexTpoHHSBIH pecypc] : cripaBo4HO-TIpaBoOBas cucteMa : 6as3a faHHbIX / PErnoH. HeHTp MpaBoBoi HHGOPM.
Hudopmmpaso.

3. eLIBRARY.RU [2sekTpoHHBIi pecypc] : HaydHas 2JIeKTpOHHAsE OMOIHOTeKa [HayYHOM TIEPHOJUKH Ha PYCCKOM SI3bIKe |. —
Mockaa, [1999-]. - locTyn k mONHBIM TekcTaM Tocie peructpamun u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTponHbIif pecypc]: cucTeMa IUCTaHIIMOHHOTO 00yueHus : [6a3a manubix] / Yens6. roc. yH-T. — Yensounck, [6.1.]. —
JHocryn u3 cetrt Yenl'Y wim, mmocie perucTpalyy U3 CeTH yH-Ta, U3 Jr000H TOYKH, UMeoLIel foctyn B uHtepuer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6ubnnoTexa YenstOMHCKOro rocy1apcTBEHHOTO YHUBEpcHTeTa [ DiekTpoHHEI pecypce] : [caiit] / Hens6. roc. yH-T. —
Yenaodunck, [2001-]. — Pexxum noctyma: http://www.lib.csu.ru/ , cBoGoausrii. — 3ari. ¢ sxpana.

6. nTepHeT yHUBEPCUTET HHPOPMAITMOHHBIX TEXHOJIOTHH [DeKTpOHHEIN pecypc]. — DIeKTpoH. AaH. — Pexxum gocTyma |
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIJIMHBI (MOY JIS)

I[J'If[ p€amm3anu JUCHUIIIMHBI UCTIOJIB3YHOTCA y‘Ie6HI>Ie AYOAUTOPHUU IJId MPOBCACHUA 3aHATUH JICKIIMOHHOI'O THIIA, 3aHATUI
CEMHUHApPCKOT'0 TUIIA, I'PYNIIOBBIX U MHAUBUAYAJTIbHBIX KOHCyHbTaL[I/Iﬁ, TCKYLIETO KOHTPOJIA U HpOMC)KyTO'{HOFI aTTeCTaluu, a TaKKe
NOMCIICHUS JJIA CaMOCTOSITEILHOM pa60TI>I.

VYueGHble ayAUTOPUH YKOMIUIEKTOBAHBI CIIEHATN3UPOBAHHON MEOETIbI0 1 TEXHUYECKHMH CPEACTBAMH 00yUIEHUSI: IPOESKTOPOM,
9KPaHOM, MarHUTHO-MAapKEPHOM JOCKOH, MaPKEPOM; C BOZMOKHOCTBIO JEMOHCTPALIUH JJIEKTPOHHBIX NIPE3CHTALMK IIPU YPOBHE
OCBEILEHHUS, JOCTATOYHOM ISl paOOTHI ¢ KOHCTIEKTOM.

I[J'If[ MMPOBEACHUA 3aHITUI JICKHUOHHOTO TUIIa UMECTCA IEMOHCTPAlMOHHOC 060pyz[013aHI/Ie: IMPOCKTOP, SKpaH.

JlabopaTopHbIC 3aHATHS IPOXO/SIT B y4€OHBIX Ta00PaTOPHUIX TEXHUUECKUX CPECTB 3auThl nHGopManuu u "'CereBoit moauron” (ayn.
421, 423, yueOusiit kopiryc Nel). MaTepuanbHO-TeXHUYECKOE 00eCIIeueHHe TIPUBEICHO B ACIIOPTAaX JIabopaTropuil.

[TomerieHust U1 CAaMOCTOSITENBHON PadOTHI 00YHAIONIMXCS OCHAIIEHBI KOMITBIOTEPHOI TEXHUKOH € MOAKIIOYEHHEM K CETH
«HTepHeT» U obecrieueHneM A0CTYIa B JIEKTPOHHYI0 HH)OPMAIIMOHHO-00pa30BaTENbHYIO CPEy YHUBEPCUTETA.
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9. METOANYECKUE YKA3AHUS JJIS1 OBYYAIOLIIUXCS 11O OCBOEHUIO AU CHUIIIMHBI (MOAYJIS)

[pu n3yyeHNH JaHHOW AMCLMIUIMHBI UCIIONB3YIOTCS IEKINOHHbIE, Ta00paTOpHBIE 3aHATHS U caMOCTOsITeNIbHas paboTa cTyneHTa. Ha
JICKIIMOHHBIX 3aHATHUSAX MPEIO/aBaTellb U3j1araeT OCHOBHOE COZIep)KaHHe TeM NporpaMMbl. [IpopaboTKy JEKIMOHHOTO MaTepHuaja
CTYZIEHTY >KeJIaTeIbHO MPOBOIUTE KaK MOCIE KaXI0T0 3aHATHS, TaK U M0 3aBEPILCHUIO TEMBL. DTO MO3BOJIUT CBSI3aTh BOSIHHO
MOJIy4YEHHBIE CBEJICHUS M COCTABUTD LENbHYIO KapTHHY.

Ha 1aGopaTopHbIX 3aHATHAX PaCCMaTPHUBAIOTCS METOBI IIPOBEICHHS TECTUPOBAHHS KOMIIBIOTEPHBIX CUCTEM Ha IPOHHUKHOBEHHE.
Pexomennyercs mepen KaxIpIM JIaOOpaTOPHBIM 3aHSATHEM BBIIIOJIHUTH JIOMAIIIHEE 3aJaHHE, YTO TO3BOJIUTH JIy4Ille YCBOUTD
TIpeABIIYIINIA MaTeprai, ¥ U3yIUTh JEKIHOHHBIA MaTepHal 110 MpeAcTosmel TeMe. CTyAeHTY KenaTeIbHO IPOSBISATh aKTHBHOE
ydacTHe Ha J1abopaTOpHBIX U JIEKIIMOHHBIX 3aHATUAX, 37aBaTh BOIPOCHI, TOCKOJILKY YMEHHE 000CHOBBIBATH CBOIO TOUKY 3pEHH,
HaX0XJEHHUE KOMIPOMHCCHOTO PEICHHUS B 3THYECKHU BEIIEP)KaHHON THCKYCCHH HE TOJIBKO BaYKHO JUIS JIYYIIEro YCBOGHHS MaTepHaa,
HO U LIGHUTCS B pEaJIbHOMN JKU3HU.

BaXHBIM MOMEHTOM TIPH U3yUEHHH JIFOOOH TUCIUIUIMHBI SBJISETCS OpraHU3alis CaMOCTOATENIbHOM paboThl. [Ipu ocBoeHHH
MaTepHala He CIelyeT CTPEMUTHCS K MEXaHMYECKOMY 3allOMHHAHUIO MIPUBEICHHBIX ONpeAeaeHUH, (OpMyTUPOBOK H MOJIOKEHUH,
ecii TpeOOBaHMs MPSIMO He YKA3BIBAIOT Ha 3T0. BrioHe 3¢ GeKTUBHOM MOXKET 0Ka3aThCsl MOMBITKA OHATH CYTh SBJIEHHS, BEIPaboTaTh
CBOE OTHOLIEHNE K HEMY, OIIHPasCh HAa MaTepUall, COJAEPKaIUNAC B PeKOMEHJ0BaHHOH uTeparype. CkazaHHOE 0COOEHHO

3¢ eKTHBHO, KOT/Ia PeYb HAET O TAKUX TPEOOBAHMUX, KaK KIIOHIMAET» WIH HUMEeT IpeicTaBIeHne». HanpoTuB, eciti CTyJeHT NMeeTe
JIeJI0 ¢ TpeOOBaHUEM K JICATEILHOCTH «JIOJDKEH YMETB», TO PEKOMEHYeTCs MOYNPAXHITHCS B COOTBETCTBYIOIIEM BUE ACATEILHOCTH.
Bce 9T0 HMeeT HemocpeICTBEHHOE OTHOLIEHHE K ITOJrOTOBKE K MPAKTHYECKUM 3aHATHSIM.

B ciyuae mpumeHeHus pu 00YYCHUH TUCILMAILUTMHBI SICKTPOHHOTO 00y4eH s, AUCTAHIIMOHHBIX 00Pa30BaTENbHBIX TEXHOIOT Uil
o0IeHne 00yJaroIuXCsl U MPEToIaBaTesss OCYIIeCTBISIETCS B PEKIME PeabHOrO BpeMeHH (OHIaitH-JeKIny (BeOUHAPEI), YaThl,
BHU/ICO-KOH(EPEHIMHU U IP.) WK OTIOKEHHOTO BpeMeHH (crcreMa quctanionHoro ooygenus Moodle, dopymer, anexrponHas modra
U 1p.).

BoJibIyto 4acTh BpeMEHH 00YYaOIIHECs] CAMOCTOSTENFHO Pab0TaroT ¢ yueOHO-METOqMYeCKUME MaTepuanami. CTYICHTH HMEIOT
BO3MOXKHOCTh KOHCYJIBTUPOBATHCS C MPETOAaBaTesieM 0 BCEM BOMPOCaM, BOSHUKAIOIIMM B XOJ/I€ CAMOCTOSTEILHOM pabOThI
MOCPEICTBOM 3JIEKTPOHHO MOYTHI, MECCCHIKEPOB, COLMAIIBHBIX CETEH H T.II.

JocTtyn oby4arommerocs K y4eOHbIM pecypcaM B PeKUME OTIIOKCHHOTO BPEMEHH, CAMOCTOSTEIIBHON PaboThl OCYLIECTBIICTCS Yepe3
ceth MHTEpHET B yJOOHOM [UISl HETO MECTE, BPEMEHH H TEMIIC.

ITpu 06y4eHnn U1 ¢ OTPaHNYEHHBIME BO3MOKHOCTSIMH 37I0POBBS SIEKTPOHHOE 00yUeHNEe, TUCTAHI[OHHBIE 00pa30BaTeIbHbIC
TEXHOJIOTHH TIPeyCMaTPUBAIOT BO3MOXKHOCTD IIpHeMa-fiepeaul HH(GOpMaIK B JOCTYIHBIX AT HUX (GopMax.

Peanuzanus JUCUUIUTHHBI C IPUMEHEHHEM DJIEKTPOHHOT0 00y4eHHs, AMCTAHIHOHHBIX 00pa30BaTeNbHbIX TeXHoIoruit (nanee — D0,
JIOT) ocymectBisieTcst Ha ocHOBaHHHU «I10OXKEHHMS O peasu3alii OCHOBHBIX M JIOIOIHUTEIBHBIX 00pa30BaTEIbHbIX IPOrPaMM C
HIPHMEHCHHEM JIIEKTPOHHOTO 00yYeHNs U JUCTaHIIMOHHBIX 00pa30BaTeNbHBIX TEXHOIOTHH B (heIepalbHOM rocyIapCTBEHHOM
010/DKETHOM 00pa30BaTeIbHOM yUPEXKACHUH BhICIIEro o0pa3zoBanus «HensiOMHCKUM rocy1apCcTBEHHbINH YHUBEpCUTET», «IlonoxxeHus
0 TOpsZIKe 3aUeTa 00yUaOIIMICS IT0 OCHOBHBIM ITPO(ECCHOHAIBHEIM 00pa30BaTENbHBIM IPOTPAMMaM BEICIIIETO 00pa30BaHHS B
OI'BOY BO «Uenl V» pe3ynbTaToB OCBOCHHUS B OpPraHU3aIMsIX, OCYIIECTBISIONIMX 00pa30BaTeIbHYIO ACATCIBHOCTD, yUEOHBIX
HPEAMETOB, KypCOB, AUCUHUILINH (MOAYJIEHt), IPAKTHK, JOIOIHUTEIBHBIX 00pa30BaTeIbHBIX IPOrPAMM» MOCPEACTBOM IJIEKTPOHHOI
nH(bOpMaIOHHO-00pa3oBatenbHOi cpepl PTBOY BO «Yenl'V». B uckimounTensHbIX ciydasx (Gope-mMaxop ¥ T.1.) IpH
pean3anuu o0pazoBaTensHOH aestenbHOCTH ¢ mpuMererneM D0, JJOT MoryT npuMeHSTh KOMIIOHCHTHI, HE BXOJIIIINC B IIEpeUCHb
AJIEKTPOHHOM HHPOPMAIMOHHO-00pa30BaATENBHON CPEIbI.

10. CHIEIIMAJIBHBIE YCJOBHA OCBOEHUSA JUCIUITIJIMHBI OBYYAIOIIIMMHUCS C UTHBAJIMAHOCTBIO U
OI'PAHUYEHHBIMHA BO3MOXHOCTSAMMU 31I0POBbSA

OcBoenne JAUCHUIUIMHBI MTHBAJIMAAMU U JIMIAMU C OTPAHUYCHHBIMU BO3MOXXHOCTAMU 300POBbA OCYIICCTBIISICTCA C UCIIOJIb30BAHUEM
CHEUUATbHBIX TEXHUYECKUX CPEICTB W HH(OPMAIMOHHBIX TEXHOJOTHH, MPEAOCTaBISIEMBIX PecypCHBIM yueOHO-METOANIECKHM
LEHTPOM MO OOYYEHWIO HMHBAIMIOB W JIMI C OTPaHHYEHHBIMH BO3MOXXHOCTAMH 310poBbs Uenl'Y mo 3ampocy oOydaromierocs
(MOOMITBHBIE CHEIHAIBHBIC TEXHHYECKUE CPEACTBA [UISL JIMI[ C HAPYLUICHUSMH 3PCHUS W C HAPYIICHHEM CIIyXa, aCCHUCTHUBHBIC
HH(OPMALOHHBIC TEXHOJIOTUH).

IIpu nHeoOxomuMmoOCTH ajst OOYYAIOUIMXCSl C HApyLICHUSAMH 3pEHUS Ha padO4YMx MecTax [js IpPOBEINEHUS IPAKTUYECKUX MU
1abOpaTOPHBIX 3aHATHN YCTAHABIMBACTCS CIIEIHATIBHOE MPOrpaMMHOE obecredeHue (ImporpamMma peueBOdl HaBHTAIMH, PEUCBBHIC
CHHTE3aTOPbI, SKPAHHBIC JIYIII).

B yueGnble aynuropun obecrieunBaeTcss OECIpensTCTBEHHBINH NOCTYH il 00y4aroIMXCcsl ¢ MHBAIWAHOCTBIO U C OIpPaHUYECHHBIMHU
BO3MO>KHOCTSIMH 3I0POBbs. B Ka)knoit aynuropun, rae o0ydaroTcsi HHBAIMIB! U JIMNA C OrPAHHYEHHBIMHA BO3MOYKHOCTSIMH 3JJ0POBB,
MIpeyCMaTpUBaETCs COOTBETCTBYIONIEE KOJIMUECTBO MECT JUIsl 00YHaIOIINXCs C y4ETOM
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HapyLIICHUH UX 3710POBbSL.

J151s1 OCBOGHMS AUCIMIUIMHEI HHBAJIHIAM U JIUIAM C OTPAaHUYEHHBIMHI BO3MOKHOCTSIMHU 340POBbS IPEIOCTABISIETCS JOCTYII K IIEYaTHBIM
HCTOYHHUKAM, UMEIOIUMcs B HayyHoW Oubnuorexe Yenl'V, ¢ moMouIpio crielaibHBIX TEXHUYECKUX CPEICTB; JOCTYI C MOMOIIBIO
CHELHAIbHBIX TEXHHYECKUX M NPOTPAMMHBIX CPEICTB K 3JIEKTPOHHBIM HCTOYHMKAM, MPEACTABICHHBIM B (OpME DIEKTPOHHOTO
JokyMeHTa B onze HayuHo Onbnuorexu Yenl'yY mim 31eKTpOHHO-OUOIMOTEUHBIX CUCTEMAX.

VY4eOHo-MeToANYEeCKHEe MaTepHaibl Uil 00yYalONIUXCsl U3 YHMCIIa WHBAIWAOB U JIMI C OrPAaHMYEHHBIMH BO3MOXXKHOCTSIMHU 370POBBS
MIPEIOCTABISIIOTCS B OpMax, aAaNTUPOBAHHBIX K OTPAaHUYEHHSIM HUX 340POBbS H OCOOEHHOCTSIM BOCHIPHUATHS HHOOPMALIUH.

J111s MHBAJIM/IOB U JIUI] C OTPaHUYEHHBIMHA BO3MOKHOCTSAMH 3/10POBbsI OCBOSHHE JAUCIUILIMHBI MOKET OBITh YACTUYHO WJIM IOJHOCTBIO
OCYIIECTBIICHO C UCIOJIB30BAHUEM IUCTAHIIMOHHBIX 00Pa30BaTELHBIX TEXHOIOTHH.

[Ipu mnpoBeneHNHM NPOMEXKYTOUHOHW aTTECTAlMM I10 JUCHHUIUIMHE OOYYaroIUMCS C HMHBAIWIHOCTBIO M C OTrPaHUYCHHBIMHU
BO3MOKHOCTSIMH 3/I0POBBSI 00ECIEUHMBACTCSl IO HX 3asABICHHUIO IIPEAOCTAaBICHHE B JOCTYIHOH (opMe B 3aBHCUMOCTH OT HX
WH/IMBUAYAIBHBIX OCOOCHHOCTEH WHCTPYKUMH O MOpPSJIKE NPOBEICHHS IMPOMEXKYTOYHOH aTTecTalluy, OLEHOYHBIX CPEICTB U
BO3MO)KHOCTH OTBETOB Ha 3amaHus (MMChMEHHO Ha Oymare, HabOp OTBETOB Ha KOMIbIOTEpe, MHUCbMEHHO mipuprom bpaiits, c
HCIIONB30BaHUEM YCIIyT aCCHCTEHTA, YCTHO).

[pu npoBexeHHH MPOLEAYPHI OLICHUBAHUS PE3YIBTaTOB O0YUYEHHs MHBAIUIOB H JIHI C OTPAaHMYSHHBIMIA BO3MOKHOCTSIMH 30POBbS
MpeycMaTpUBaeTCs UCTIONIb30BaHUE ITpeocTaBlieHHbIX Yenl Y ninm coOCTBEHHBIX TEXHHUECKHX CPENICTB, HEOOXOAUMBIX UM B CBSI3H C
WX UHIUBUAYaJBHBIMH OCOOCHHOCTSMH. [Ipn HEOOXOMMMOCTH WHBAJIHIaM U JIMLIAM C OTPAaHWYEHHBIMH BO3MOYKHOCTSIMHU 3I0pPOBBS
MIPEOCTABISETCS IOTIOJIHUTEIBHOE BpeMs IS ITOJrOTOBKM OTBETa Ha 3aJ[aHus, Mpoleaypa OLCHUBAHUS PE3yJbTaTOB 00ydeHHS IO
JICIUIUTHHE MOXKET MTPOBOIUTEHCS B HECKOJIBKO JTAIIOB.
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