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1. HEJIX OCBOEHUMA TUCHUTIINHBI

[enbro MpenoiaBaHust AUCIUTUTHHBL SBIISSTCS 03HAKOMIICHHE CTYJICHTOB C COBPEMEHHBIMH CUCTEMaMHU HH()OPMAIIMOHHOM
6€301acHOCTH, OPTaHU3AMOHHBIMHI U TEXHHYECKIMH MEPAMHU 3aIUTHl HHQOPMALUK, SKOHOMUYCCKUMH U [IPABOBBIMH IPHHIIAIAMA
¥X (QYHKIHOHUPOBAHUS, & TAKKE BO3ZMOKHOCTSIMHU HUCIIOIH30BAHUS METOJIOB 3aIIUThI HH(GOPMAIMHU B paboTe ¢ MHDOPMAIIMOHHBIMHU
pecypcamu B pa3IMyHbIX 00JIACTIX 3KOHOMHUKH U OM3HEca;

321)121‘{3MI/I NU3YyHUCHUS NJUCHUIIIINHBI ABJIAIOTCA:

1. MO3HAKOMHTH CTYACHTOB C OIIPEACIICHUEM, Knaccn(l)m(auneﬁ 1 XapaKTECpUCTUKaAMU PIH(i)OpMaLIPIOHHOI;'I 6C3OHaCHOCTI/I;

2. IO3HAKOMUTD C OPTaHU3AIIMOHHBIMH H 9KOHOMHYECKUMH acIIeKTaMH paboThI ¢ HHPOPMAaMOHHEIMHI PECYpCaMH H METOJaMHU
o1eHKH 3¢ (HEeKTUBHOCTH UX 0E30I1aCHOCTH;

3. naTh npencrabiaeHue 00 0COOCHHOCTIX HH(POPMALMOHHOW 0€30IaCHOCTHU, CETMEHTaX U y4acTHUKaX MH(OPMAIIMOHHOTO PHIHKA,
0COOEHHOCTSIX POpPMHUpPOBaHUS 0€30MaCHOCTH HHPOPMALINHY;

4. paccMOTPETh OCHOBHBIE TEXHOJIOTHUECKUE TIPUHITAIIBI O€30TTACHOCTH MHPOBBIX HH()OPMAIIMOHHBIX PECYPCOB HA OCHOBE
robanpHOM cetn Internet;

5. paccMOTpeTh OCHOBHBIE MEXaHU3MBI 00ecriedeHns 6e30macHOCTH pecypcos Internet;

PeSyJ'[I)TaTI;I O6y‘{eHI/I$[ 10 JUCHUIUIMHE HAITPAaBJICHBI HA JOCTHXKCHUEC NHAUKATOPOB!:

YK-4.1 Nmeer npencraBieHre o NpaBuiiax U MPUHIHUIAX J1€IOBOW YCTHOW U MUCBMEHHON KOMMYHUKAIIUKM HA TOCYJAPCTBEHHOM SI3bIKE
Poccwuiickot @enepannu 1 THOCTPAaHHOM(BIX) SI3BIKE(aX)

YK-4.2 JIeMOHCTpHPYET yMEHHE OCYIIECTRIIATH JEI0BYI0 KOMMYHHKAIIMIO B YCTHON U MUCBMEHHOM (hopMax, UCTIOJIb30BATh METO/IBI 1
HaBBIKH JIEJIOBOTO OOIEHHS

VYK-4.3 MimeeT HaBBIKH AEJI0BOr0 OOIICHUS HA rocy1apCcTBEHHOM si3bike Poccuiickoii denepanunu u H”HOCTpaHHOM(BIX) SI3bIKE (ax)

ITK-1.1. [leMOHCTpUpYeT 3HAHNE OCHOB ONEPAIIMOHHBIX CHCTEM, CETEBBIX TEXHOJIOTHH, I3BIKOB IPOTrPAMMHPOBAHUS, 643 TaHHBIX H
TEXHOJIOTHH 00padOTKH JaHHBIX, OCHOB IPOEKTUPOBAHUS HHTEP(EHCOB, SI3BIKOB U METOI0B (hOPMAIbHBIX CeLU(UKALNi

ITK-1.2. [leMoHCTpUpYET yMEHUs pa3padaThiBaTh CUCTEMHOE U IIPUKIAJAHOE IPOrPAMMHOI0 00ECIIeUeHHE C UCTIOIb30BAaHUEM SI3BIKOB
U TEXHOJIOTHI IPOTPaMMHUPOBaHUS, 6a3 JaHHBIX, CETEBBIX TEXHOJIOTHH M ONEPAIIMOHHBIX CHCTEM, S3BIKOB M METOIOB (POPMAITBHBIX
cnenupuKanun

ITK-1.3. MeeT npakTUIECKHH OTBIT UCIOIB30BaHMS ONIEPAlMOHHBIX CHCTEM, COBPEMEHHBIX SI3BIKOB IIPOTPAMMHUPOBAHHUSI, CHCTEM
ynpaiieHHs 0a3aMu TaHHBIX U TEXHOJOTHH 00paOOTKH JaHHBIX, CPEICTB pa3pabOTKU MPOrpaMMHOTO HHTepdeiica

VYK-10.1. Mmeet npencraBieHne o CoAepKaHUN NOHITHHA «IKCTPEMHU3M», «TEPPOPH3M», OCHOBHBIX (POpMax MX MPOSBICHHS 1
MOCJIC/ICTBHSIX.

VYK-10.2. Umeet mpencraBieHue o COAep KaHUU MOHATUSL «KOPPYILUOHHOE MOBEIEHHEY, Pa3rPaHMUUBAET KOPPYIIIMOHHbIE U CX0XKHE
HEKOPPYIIHOHHBIE SBICHHS B PA3IIMYHBIX cepax )KU3HU o0IIecTBa.

VYK-10.3. Opranuzyet npo(ecCHOHAIBHYIO CPEAY, OMHPAsCh HA STHIESCKHE H MPAaBOBBIE HOPMBI IOBEICHUS, MPEISITCTBYIOLIHE
MIPOSIBJICHHUAM SKCTPEMU3Ma, TEPPOpU3Ma, HOPMHUPOBAHUIO KOPPYIILIMOHHOTO OBEACHHUS.

2. MECTO JUCHUIIIMHBI B CTPYKTYPE OIIOII

Huxn (pazgen) OIIOIT: |K.M.O3.05

2.1 TpeOoBanus K NpeABaAPUTEIbHOH NOATOTOBKE 00y4Yalomierocs:

OcHoBa JUCIHHUIIINHBI COCTOUT U3 0a30BLIX 3HAHUI MOJIYUYCHHBIX U3 CJICAYIOMNUX JUCHUIIIINH: «HporpaMMHpOBa}me»;
((OHepaIlI/IOHHI)IC CUCTEMBD», «baszbl n XpaHUIMIIAa JaHHBIX) «BpraucnurenbHbie CUCTEMBI, CETHU U TCIICKOMMYHHUKAIIUW)).

OHepaHI/IOHHHG CUCTEMBI

basbl u XpaHuIviia JaHHBIX

BrraucnurenpHbIC CUCTEMBI, CETH U TCICKOMMYHUKAIIUN

[IporpammupoBanue

2.2 IucuMIuIMHbI M NPAKTUKH, JUIS1 KOTOPBIX 0CBOEGHHE IAHHOM U CHUILUINHBI (MOIYJIs1) HE00X0AMMO KaK MpeauiecTByloIIee:

3HaHI/I$I, TIOJIY4YCHHBIC B JIaHHOM JAUCHUIUIMHE, MOT'YT OBITh HCIOJb30BaHBI JJIA HanmruCaHus BBIHyCKHOﬁ KBaHH(l)HKaHHOHHOﬁ pa60TI>I.

BrinoaHeHye U 3al1uTa BbITYCKHON KBanu(UKalMOHHON paboTh

© ®I'bOY BO «Yenl 'Yy
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3. KOMIIETEHL[Y OBYYAIOLIETOCSl, POPMUPYEMBIE B PE3YJIbTATE OCBOEHMS JUCLIAIITAHBI
(MOZY.JIST)

YK-4: Cnoco6eH ocymiecTBJIATH 1€J0BYI0 KOMMYHHKAIMIO B YCTHOI M MUCbMEHHOH (popMax Ha rocyJapCcTBEHHOM SI3bIKe
Poccuiickoii ®@eaepannu U ”HOCTPAaHHOM(bIX) sI3bIKe(aX)

3HaTh:

MOHSTHE UH(POPMALOHHBIX YIPO3 U MX BUIIBI, MOJXOBI K OLEHKE HH(POPMAIIMOHHBIX PHCKOB; OCHOBHBIC TIPHHITHITBI
(YHKIMOHUPOBAHUS CETEi U METOIbI 00eCTICUeHUs UX 0€30MacHOCTH; TPEOOBAHUS K ITOJITOTOBKE MPE3CHTAIHi, 0)OPMIICHHIO
HAYYHO-TEXHHYIECKUX OTYCTOB.

YMeThb:

MIPUMEHSTH METO/IbI OLIEHKH PUCKOB HHPOPMAIIMOHHOI 0€3011aCHOCTH, IPUMEHATh KOMITBIOTEP JIsl IPOU3BOJICTBA PabOT B 00IacTH
3alMThl KHQOPMAIMK; HACTPaUBaTh OCHOBHBIC CPEJICTBA O0CCIICUCHHSI CETEBOM 0€30MaCHOCTH; MPEACTABIATh PE3yIbTaThl pabOThI B
BUJIE CTATEll U JIOKJIAJIOB.

Baagers:

HaBbikamMu ornvcaHus BbISIBICHHBIX yﬂSBI/IMOCTeﬁ u pCKOMeHZ[aLII/Iﬁ T10 UX YCTPaHCHHUIO

IIK-1: Bragenne HaBbIKaMH HCIIOJIb30BAHNS ONMEPALMOHHBIX CHCTEM, CETEBBIX TEXHOJIOTHIi, COBPEMEHHBIX A3BIKOB
NMPOrpaMMHUPOBaHNS, TEXHOJIOTHIl 00pPadOTKH TaHHBIX, CPEACTB Pa3padoTKH NPOrpaMMHOro nHTepdeiica, MpuMeHeHuUst
SI3BIKOB U MeTO0B (hopMaTbHBIX cienupUKALUii, CHCTEM YIpaBJeHHs 0a3aMH IaHHBIX

3HaTh:

OTalbl IIOCTPOCHUA CUCTEMBI 3aIUThI I/IH(bOpMaL[I/II/I, TOHSATHE TTOJIMTHKH 0€30TIaCHOCTH.

YMeTh:

IIPUMEHITH OCHOBHBIE METOABI U CPEACTBA 00eCIedeH s 0€30MaCHOCTH.

Baanern:

HaBbBIKaMH HaCTpOfIKPI 6e3omacuoct B Windows cucreme.

YK-10: Cnoco6en ¢popmMupoBaTh HeTepNUMOe OTHOIIEHUE K MPOSIBJIEHUSIM IKCTPeMU3Ma, TePPOPU3Ma, KOPPYNIHOHHOMY
NMOBEAeHUI0 U IPOTHBO/IEHCTBOBATH UM B PO(ecCHOHAIBLHOI 1eATeILHOCTH

3HaTh:

3HaTh NOHATHE KOPPYILINHU, KOPPYHIIIMOHHOTO MOBEICHHUS; MTOJI0KEHHS aHTUKOPPYNIIHOHHOTO 3aKOHOAATENbCTBA

YMeTh:

YmeTh MNPUMECHATH HOPMBI aHTUKOPPYIIIIHUOHHOTO 3aKOHOAATEJILCTBA,

Baanernb:

Bnaners HaBbIKaMu IPUMEHEHUST HOPM aHTUKOPPYILIMOHHOTO 3aKOHO/1aTeIbCTBA

B pe3yabTaTe OCBOCHUA AUCHHUIIIMHBI Oﬁyqalﬂllll/lﬁCfl JOJIZKEH

3.1{3naTn:

3.1.1|nonarue nHGOPMAIIMOHHBIX YTPO3 M UX BUABL, METOABI 00ecHeUeHuUs O€30IaCHOCTH

3.2|YmeTn:

3.2.1|mpuMeHATh OCHOBHBIE METOJIBI U CPEICTBa 0OecIieYeHrs Oe30MacHOCTH

3.3|Baagern:

3.3.1|naBeIKaM¥ HCIIOIE30BaHUS CPEICTB OOecIedeHrsI HHHOPMAMOHHON 0€30MacHOCTH

© ®I'bOY BO «Henl'V»
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npeneaeHTos. /IIp/

"[IporpamMmHuas nrxeHepus" HanpasieHHOCTH (Tpodmnio) PaspaboTtka mporpammuo-mHpopMannoHHEIX cucteM GTBOY cTp. 5
BO «Henl'V»
4. OFBEM JUCIUIIJIMHBI (MOAYJIS)
O6was TpyaoemMKocTb 53ET
Yacos o yueOHOMY Iutany : 180 Bunpr koHTpOIsT B ceMecTpax:
B TOM YHUCIIE :
ayIUTOpHBIC 3aHATHS : 78 9K3aMEHBI 8
camocTosTeNnbHas padota : 71,9 3a4eThl 7
4acoB Ha KOHTPOIb 18
KoHTakTHas pabora: 90,1
UKP: 12,1
5. CTPYKTYPA U COAEP KAHUE JUCIIMIIIMHBI (MOOYJIS)
Kon HaumeHnoBaHue pa3iejioB U TeM /BU/I 3aHATUS/ Cemectp | Yacos Jlutepatypa
| 3aHATHS [Kvpc
Paznen 1. Unas koHTaKkTHasi padoTa
1.1 WunuBrayanbHbIe KOHCYIBTAIMHN, TEKYILHH KOHTPob /KP/ 7 4,9 | JI1.1J11.2J12.1 J12.2
24 35 26
1.2 WnnuBuayanbHble KOHCYIbTAIUU, TEKYIUH KOHTpoib /MTKP/ 8 7,2 |[JI1.1JI1.2J12.1 JI2.2
24 25 26
Paznen 2. Paznen 1. OcHoBblI 6e30nacHoCcTH HHGOPMALHOHHBIX
TeXHOJIOT Uil

2.1 AKTyaIpHOCTB TPOOIIEMBI 0OecIieueHe 6e30MacHOCTH HH(POPMAIIMOHHBIX 7 6 JIT.1 JI1.2J12.1 J12.2
TexHonorui. OCHOBHbIE MOHATHS HH(YOPMAIIMOHHOHN 0€30I1aCHOCTU. YTPO3bI D4 35 36
nHdopmanmonHoi 6ezonacHocT B AC. Bubl Mep 1 OCHOBHBIE TPUHIIUIIBI
obecneyeHns: nHGOpMalMOHHOM Oe3onacHocTH. [IpaBoBbIE OCHOBBI
obecrieyeHnst ”HPOpMAMOHHOH Oe3omacHOCTH. OCHOBHBIE 3aI[UTHEBIE
MeXaHU3MBbI, ucronb3yembie B C3U /Jlex/

2.2 W3zyuenue cnenuanbHON TEPMUHOJIOIUH, HCIONB3YEMOH B Kypce 7 4 JI1.1 J11.2J12.1 JI2.2
«MudpopmanmonHas 6e3onacHoctsy. Co3qaHue TMYHOTO TEPMUHOIOTHIECKOTO 24 35 D6
cnosaps.  /IIp/

2.3 TpeboBaHus K CCTEMaM U CPEJICTBAM 3aIIUThl HHQOPMAIIUU OT 7 5,1 JIT.1 J11.2J12.1 J12.2
HEeCaHKIIMOHUPOBaHHOTO noctyma. /Cp/ 24 55 26
Pazgen 3. Paznen 2. O6ecnieyenue 6e301acHOCTH MH(OPMALIHOHHBIX
TeXHOJIOTHIl

3.1 OpraHu3aluoHHas CTPYKTypa CUCTEMbI o0ecrniedeHns: HHQOPMaIlMOHHOM 7 4 JIT.1 JI1.2J12.1 J12.2
oe3omacHocTr. OOSI3aHHOCTH KOHEYHBIX MOJIb30BaTeNIe U OTBETCTBEHHBIX 32 24 35 56
OWUB B noxpazaenenusx. MTHCTpyKIUM 1Mo OpraHu3alyiy NapoibHON 1
aHTHBHPYCHOM 3ammThl. OnpeneneHue TpeOoBaHMH K 3alUTe PECYPCOB.

OCHOBHBIE 3a[Ja4t TIOAPA3eIeHuUs oOecredeHus! NHGOPMaMOHHON
6e3onacHocTH. KoHnennus nHGpopMannoHHOH 0€30MacHOCTH OpraHu3aluH
/JTex/

3.2 Amnanu3 crioco00B XpaHeHHUs naposieii Ha caifiTax. M3ydeHne MeTo10B XpaHeHHst 7 4 JIT.1 JI1.2J12.1 J12.2
naposeii. ITonck noreHnuansHo Hebe3onacHbIX caifTos /I1p/ D4 35 36

33 bezonacHocTh NHGOPMALMU B KOPIOPATUBHBIX MHGOPMALMOHHBIX CUCTEMAX. 7 4 JI1.1J11.2J12.1 J12.2
Buyrpennue yrpossr.  /IIp/ 24 55 56

34 3aKOHOATENBCTBO B chepe MHPOPMALMOHHOH 0€30MacHOCTH. AHANN3 7 2 JI.1J11.2J12.1 J12.2

04 55 D6

© ®I'bOY BO «Yenl 'Yy
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35 Pa3paboTka MoJeNIH pasrpaHUuEHHUs IOCTYNA K HHpOpManuy. YIIpaBieHue 8 JI1.1J11.2J12.1 J12.2
JOCTYTIOM B KOMIIBIOTEPHBIX CHCTEMaX. 3aJaui KOHTPOJIS U 00eCTICUeHHSI 24 35 D6
6e3onacHocTy nHpopManuK. Pa3zpymaromue nporpaMMHbIe BO3/IEHCTBUS U
3ammra oT HuX. Obecnevenue nenoctnoctd napopmanun /Cp/

Paznen 4. Paznen 3. Cpencra 3amuthl HHGOPMAIMHU OT
HECAHKIMOHMPOBAHHOIO A0CTYyNA

4.1 Haznauenwue u Bozamoxxnoctu C311 HCJI. PexoMeHnaimu o BIOOPY CPeCTB 3 JIT.1J11.2J12.1 JI2.2
3amuthl oT HC/I. Annaparnsle cpencrsa C3U1 HCJI.  /JIex/ D4 35 36

4.2 CucTeMbl aBTOPHU3AILIMHU OTIepallMOHHBIX cucteM. /IIp/ 4 JIL.1J11.2J12.1 J12.2

24 35 36

4.3 Wzyuuts pabory muppoBanHoii daitnopoii cucremsl EFS: ocobeHHOCTH 4 JI.1J11.2J12.1 J12.2
umdpoBanus, GaiaoB U Manok, npeJHa3HaueHue U paboTa areHTa 24 55 D56
BOCCTAHOBJIEHUS, CIOCOOBI XpaHeHus kitoueBoil undopmaruu. /IIp/

4.4 IIporpamMmMHo-anmapaTHbie cpeacTBa MUGPOBaHU. METO bl pactpeiesieHHs U 6 JIT.1 JI1.2J12.1 JI12.2
XpaHEeHHUs KIII0UeBOH U naposabHoi unpopmaruu /Cp/ 324 35 26
Paznea 5. Pa3nen 4. O0ecnieuenne 6€30MacCHOCTH KOMIILIOTEPHBIX CHCTEM H
ceTei

5.1 YTpo3bl, yI3BUMOCTH U aTaku B ceTax. CeTeBble cpeacTBa 3amuThl. /Jlex/ 3 JIL.1J11.2J12.1 J12.2

24 35 36

5.2 O06ecneuenne 0€30MaCHOCTH MEXKCETEBOIO B3aUMOAEHCTBHUA. Y JaJeHHEIE 10 JI1.1 J11.2J12.1 J12.2
CeTeBbIC aTakh. TEeXHOJIOTHH MEXCETEBBIX 3KpaHOB. CHCTEMbI OOHAPYKEHHS 24 35 26
aTak W BTOp)KeHWH. BupTyansHbie uactrsie cetu  /IIp/

Pasnen 6. O6ecnneuenne 6e30macHOCTH BeO-pecypcoB.
6.1 VYsa3BumocTu BeO-pecypcoB. /Jlex/ 10 |JI1.1J11.2J12.1 J12.2
24 35 36

6.2 OOGHapyxeHune, dKCILTyaTalus U MpeIoTBpaiieHne Beo-ysa3sumocteit (SQL 20 JIT.1 JI1.2J12.1 JI12.2
Injection: Types of SQL Injection, Different, DBMSs, Blind SQL Injection, D4 35 36
Cross-Site Scripting (XSS) Attacks, Cross-Site Request Forgery (CSRF)

Attack, Command Injection Attacks, File Injection Attacks, Session Injection
Attacks, Weak authentication and session management, Security
Misconfiguration, Insufficient Transport Layer Protection). /IIp/
6.3 O6ecneueHne 6e3onacHoctH BeG-pecypcos /Cp/ 52,8 | JI1.1J11.2J12.1 JI2.2

0334 3536

6. POHJ1 OHEHOYHBIX CPEJICTB

6.1. ITepeyeHb BUI0OB OLICHOYHBIX CPEICTB

[IpoBepka npakTHyecKoil padboTbl
TectupoBanue

6.2. TunoBbie KOHTPOJIbHBIE 32JaHNS M MHbIE MAaTepHAJIbI JUISl TEKYLIelH aTTecTaluu

[Ipumep TecTOBOTO 3aJaHUsL:
1. Kakoe cBoiicTBO kKomIioHeHTa (pecypca) AC 3akiroyaeTcsi B TOM, YTO OH JOCTYIICH TOJILKO TeM CyObeKTaM (II0JIb30BaTEIsIM,

nporpamMmmam, npoueccaM), KOTOPBIM IIPEAOCTABICHBI HA TO COOTBETCTBYIOIINEC MTOJTHOMOYHS?

a KOH(UICHIIATIBHOCTD
b uenocTHocTh

C IOCTYIHOCTb

d HeoTKazyeMoCTh

€ IOJJOTYETHOCTh

f mocroBepHOCTB

g ayTeHTHYHOCTh
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2. Kaxoe cBolicTBo koMIOHEHTa (pecypca) AC mpearonaraer, 4To OH MOXET ObITh MOAU(DUIIMPOBAH TOJIBKO CYOBEKTOM, UMEIOIIUM
JUTSL 3TOTO COOTBETCTBYIOIINE MpaBa?

a LIeJIOCTHOCTh

b KOH(UIECHIIMATBHOCTh

C IOCTYIHOCTb

d HEOTKa3yeMOCTb

€ TIOAOTYETHOCTD

f nocroBepHOCTH

g ayTeHTHIHOCTh

3. Kakoe cBoiicTBo koMIOHEHTa (pecypca) AC 03Ha4aeT, YTO UMEIOIIUI COOTBETCTBYIOLINE OTHOMOYHS CyOBEKT MOXKET 0€3 0COOBIX
po06IeM HONYIUTh CBOEBPEMEHHBIH TOCTYI K HEOOXOAUMOMY KOMIOHEHTY CHCTEMBI?

a JIOCTYIHOCTb

b kKOH(UIECHIIMATBHOCTh

C LIEJIOCTHOCTh

d HeoTKa3yeMoCTh

€ TIOAOTYETHOCTD

f mocroBepHOCTH

g ayTEeHTUIHOCTh

B xone 00y4eHus IUCIUIIMHE 00y4alOIUiCcs TOKEH BBIIOIHUTH HA0Op 1a00paTOPHBIX/IPAKTUUECKUX PalOT.

1. H3ydeHue crieruaabHON TEPMUHOJIOTHH, UCTIONIB3yeMOit B Kypce «HpopmanmonHas 6e3omnacHOCTh». Co3aaHue TMIHOTO
TEPMHHOJIOTUYECKOTO CIIOBapsI.

2. Amnanu3 crocoOOB XpaHEeHHs Maposici Ha caifTax. M3yueHre MeToI0B XpaHeHus mapoJei. [lorck moTeHInaibsHO HeOe30macHbIX
caiiTos.

3. bBe3omacHocTh HHGOpPMALMK B KOPHOPATHBHBIX HH(POPMAIIMOHHBIX CUCTEMaX. BHyTpeHHHE yrpo3bl.

4. 3axkoHOJaTeNnbCTBO B chepe nHPOpMaIMOHHOM Oe30MacHOCTH. AHAIIN3 TIPEIICICHTOB.

5. CucTeMBl aBTOpU3AIUH ONEPAIIMOHHBIX CHCTEM.

6. Usyuuts paboty mudposanHoi ¢aiinoBoii cucremsl EFS: ocobennocTr mudposanus, Gaiiinos 1 namnok, npeHasHaueHUue 1
paboTa areHra BOCCTaHOBJIEHHS, CIOCOOBI XpaHeHHUs! KIIIOUeBOi HHOpMAaLIH.

7. OOHapyxenue u dkcrutyatanus ysazsumoctu SQL Injection: Types of SQL Injection, Different DBMSs, Blind SQL Injection
8. OOHapyxeHue u dkciuTyaTanus ys3pumoctu Cross-Site Scripting (XSS) Attacks

9. OOHapyxeHue u dkciuTyaTanus ysassumoctu Cross-Site Request Forgery (CSRF) Attack

10. OGHnapyxenue u skciutyaraius ys3sumoct Command Injection Attacks

11. OGnapyxenue u sxciutyaranus yszsuMmocti File Injection Attacks

12. OOGHapyxeHHe U 3KCIUTyaTals ys3BUMocTh Session Injection Attacks

13. OGHapyxeHue U 9KCIUTyatanus yszsuMmoctd Weak authentication and session management

14. OOHapyxeHHe U dKCIUTyaTanus ysi3BuMocTu Security Misconfiguration

15. OGnapyxenue u skcruryaranus yszsumoctH Insufficient Transport Layer Protection

6.3. TunoBblie KOHTPOJIbHBbIC BONIPOCHI U 3alaHUA JIsA l'lpOMe)l(yTO‘-lHOif'l aTreCcTaln

ITpumepHBIE BONPOCH! TECTOBOTO 3alaHUsL:

UTo U3 epeyrcIeHHOro He JO0/DKHO OTPAXKaThesl B OJIUTHKE HHPOPMALMOHHON 0€30M1acCHOCTH NPEeaNpUATHS?
a. ey 3aIUThl HH)OPMaIHU

b. Kakue pecypchl OJIEKAT 3aIUTe

C. OT KaKHX yrpo3 3allUIIAOTCs PECYPChI

d. KTO HECET OTBETCTBEHHOCTB 3a 3aLUIIEHHOCTh PECYPCOB
€. CTOMMOCTb 3alllMIIAeMBIX PECYPCOB

f. chepa nelicTBUS TONMUTHKI

g. TopsI0K HHGOPMHUPOBaHUS 00 HHIIMACHTAX

h. kakue JTOKyMEHTHI JOTOJHSIIOT MOJIUTUKY O€30MaCHOCTH
1. opraHu3aIys B3auMOACHCTBUS 3aIlIUIIAEMBIX PECYPCOB
j. Huuero u3 npeacTaBieHHOTO

Komruteke anmapaTHBIX WM IPOTPAMMHBIX CPEICTB, OCYLIECTBILIIOLINN KOHTPOJIb M QUIBTPALIMIO IPOXOISIINX Yepe3 HETO CETEBBIX
[IAKETOB B COOTBETCTBUH C 3aJaHHBIMH IIPAaBUIIAMH, 3TO?

a. MEXKCETEBOM IKpaH

b. cucrema oOHapyxeHHs aTaK

C. aHTUBHPYCHOE CPENICTBO
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d. cpencTBa KOHTPOJIS JOCTYIIA U ayTeHTU(PHUKAILIN

Kakue MexceTeBble SKpaHbl IPOBEPSIOT (AKT, UTO MakKeT sBiseTcs 1160 3anpocoM Ha TCP-coenunenue, nubo NpeacTaBsLeT JaHHbIE,
OTHOCSIINECS K YK€ YCTAaHOBICHHOMY COEIMHEHHUIO, TH00 OTHOCHTCS K BUPTYaTbHOMY COCTHHEHHIO MEKIY ABYMS TPAHCTIOPTHBIMH
YpOBHAMHU?

a. MeXCeTeBbIe YKPaHbl YPOBHS COCANHEHHS

b. MexceTeBble 3KpaHbl IPUKIAJHOTO YPOBHS

C. MeXKCeTeBbIe YKPaHbl ¢ THHAMUYECKON (QUIbTpanuel maKkeToB

d. MexceTeBble S3KpaHbl HHCIIEKIUU COCTOSHUI

€. MeXKCeTeBbIe SKPaHbl YPOBHS spa

6.4. Kputepuu oueHuBaHUs

Ipu cobeceroBaHUU BBIIEINSIOTCS KPUTEPUH, IO KOTOPBIM OLIEHUBAIOTCS 3HAHHS YIAIUXCSL.

OTMeTKa «OTIMYHO» CTABUTCS B TOM CIIy4ae, €CJIH IO ABYM U3 TPEX KPUTEPHUEB OTBET OLIEHUBAETCS «OTIUYHO» U 110 OJHOMY — Ha
«XOPOIIION.

OTMeTKa «XOPOLIO)» — €CIIU 10 ABYM KPUTEPHSIM — HE HIDKE «XOPOILO» U IO OJJHOMY «YIOBJIETBOPUTEIBHO.
OTMeTKa «yIOBJIETBOPUTEIFHO» — €CIIM TI0 IBYM KPUTEPHSM HE HIDKE «YIOBJIETBOPUTEIHHO» U 110 OJHOMY —
«HEYIOBIETBOPUTEIHHOY.

OTMeTKa «HEYJJOBIETBOPUTEIHHOY» — €CITH 110 JBYM U 00JIee KPUTEPUSIM «HEYIOBICTBOPUTEIHLHOY.
Kpurepun:

BrnaneHve NOHATHHHBIM anmnapaToM

Brnanenue GpakTHUECKHM MaTEPHAIOM II0 TeMe

JlornuHOCTH M3JI0XKEHUs MaTepHaa.

Kaxayro mpakTudeckyio paboTy MOXKHO 3a4eCTh, CCIHU:

1 - OGyyaromnuiics: CBOOOZHO OPUEHTUPYETCS B TEPMUHOJIOTHH; CIIOCOOEH NPHUBECTH MTPUMEPHI; CBOOOTHO MOXKET OTBETUTH Ha
JIONOJTHUTEJILHbIE BOIPOCHL.

2-15 - OOyyaronuiics: CBOOOTHO OPUEHTHPYETCS B MaTepHae TEMaTHKH; BJIaJIeeT HaBBIKAMH HACTPOUKH 0€30IIaCHOCTH; MOXKET
aHATM3UPOBATH MH(QOPMAIIMIO U IPHHUMATh PELICHHUS; CBOOOIHO MOXKET OTBETHTh Ha JOMOJIHUTEIBHBIE BOIIPOCHL.

OrmeHka TecTa:

Habpannast cymMa 0ajuioB - OI[CHKa
Menee 60 - HEYAOBIETBOPUTENLHO;
60-75 - yIOBIETBOPHUTEIHHO;

76-90 - xopouio;

91-100 - otnugHoO.

Hrorosas onenka 3a 7 cemecTp GopMupyeTcs CIeTyIomuM 00pa3oM:
Kaxnas npaxktuueckas padora ¢ 1 mo 6 ouennBaercs B 8 6ayia HTOroBoi oneHKU. VITOroBhIi TecT Aaet 52 Gajia UTOrOBOH OIICHKH.
Maxkcumym MoxHO Habpath 100 6amtoB 3a cemecTp.

Hrorosas onenka 3a § cemecTp GopMHUpyeTCs CIEAYIOMIM 00pa3oM:
Kaxnas npaktiueckas paboTa ¢ 7 mo 15ouenuBaercst B 6 6aia UTOroBoi oneHku. MIToroeiit Tect naet 46 6anaoB UTOrOBOH OLIEHKH.
Maxkcumym MoxHO HaOpath 100 6amtoB 3a cemecTp.

Hrorosas orieHKa KOHBEPTUPYETCS B 5 OAIbHYIO CUCTEMY:

Habpannas cymma 6aiioB - olieHKa
Menee 60 — HEYAOBIETBOPUTEILHO;
60-75 — y110BIE€TBOPUTEIBHO (3a4ET);
76-89 — xoporo (3a4er);

90-100 — oTnnyHO (3a4er).

Tpe60BaHI/I$I (KpI/ITepI/IaHBHBIe HOKaBaTeJ’II/I) K YPOBHSIM OCBOCHUS TPOIpaMMbl JUCHUIIIMHBI BO BTOPOM CEMECTPE NU3YyUCHUS
JUCIUITITHHBI

«OtinuaHOY (5) — CTYIEeHT TI1yOOKO U TIOJIHO BJIaJICET COACPIKaHHEeM Y4eOHOro MaTepualia; yMEeT CBSI3bIBATh TEOPHIO C

© ®I'bOY BO «Henl'V»




MIMHOBPHAYKU POCCUN
\)} DenepanbHOE roCyJapcTBEHHOE OI0/KETHOE 00pa3oBaTeIbHOES
@ Y4pEeXAEHUE BbICIIET0 00pa3oBaHus

«Yenabunckuii rocynapctBeHssii yausepeurer» (PI'BOY BO «Henl'Vy)

Pabouas mporpamma aucuumuinasl "3amura nHGopManuu' Mo HaIpaBJIeHUIO NOATOTOBKH (crenuanbHoctH) 09.03.04
"[IporpamMmHuas HrxeHepus" HanpasieHHOCTH (1podmto) Pa3paboTka nporpamMMHo-uHpopMaIonHsx cucteM @PI'BOY cTp. 9
BO «Henl'V»

MIPAKTUKOM, pelIaeT MUKPOIKOHOMUYECKHUE 3a/1auH, TEOPETUUECKUE BBIBOIbI IIOATBEPKAACT IpUMEpaMH, (aKTaMu, TaHHBIMU
HayYHBIX MCCIIEJI0BAaHUM; OCYIIECTBISIET MEKIIPEAMETHbIE CBA3H, NPEI0KeHHs. JlenaeT BbIBObI IOTHYHO, YETKO. SICHO U KpaTKo
M3JIaraeT OTBETHI Ha MIOCTABJICHHBIE BOIIPOCHI; YMeeT 00OCHOBBIBATH CBOM CYXKACHUS U NPO(PECCHOHAIBHO- JINYHOCTHYIO TIO3UIIHIO T10
n3naraeMomy Bompocy. OTBET HOCUT CaMOCTOSATEIbHBIN XapakTep.

«Xoporoy (4) — OTBET CTYIEHTa COOTBETCTBYET YKAa3aHHBIM BBIIIE KPUTEPHS, HO COIEPKAHIE OTBETa UMEET OTAENbHbIE HETOUHOCTH
(HecyuiecTBEHHbIE OIIMOKN) B U3JI0KEHUH TEOPETUYECKOr0 U MPAKTHYECKOTO MaTepualia, OTIIMYAeTCsl MEHbILEH 00CTOATENBHOCTBIO,
ITyOrHOM, 000CHOBAaHHOCTBIO U TOJHOTO; TOMYIIEHHBIE OMINOKN HCIPABISAIOTCS CTYASHTOM IIOCTIE JOTIOIHUTETIBHBIX BOIIPOCOB
JK3aMeHaTopa.

«Y IOBJIETBOPUTEIHHOY (3) — CTYZICHT OOHAPYKUBAET 3HAHUE U IOHUMaHHE OCHOBHBIX TIOJIOXKEHHH y4eOHOro MaTepHaia, Ho u3jaraer
€ro HeIoJHO, HeMOCIeN0BAaTEIbHO, IOMyCKaeT HETOYHOCTH H CYIIECTBEHHBIE OIIHOKH B ONpeNIeNICHUH OHITHH, (OPMYIUPOBKE
TIOJIOXKECHUH, HE MPUBJICKACT JIJIsl apryMEHTAIlUK OTBETa OCHOBHBIC MTOJIOKEHHS UCCIIEI0BATENBCKUX, KOHIENTYaIbHBIX U
HOPMATHBHBIX JOKYMEHTOB, HE yMeeT 000CHOBATh CBOHU CYXJICHHUS; HAaOII0gaeTcsl HapyIIeHHe JIOTUKHU U3IoKeHusI. OTBET OTImYaeTcs
HU3KUM YPOBHEM CaMOCTOSTEIBHOCTH, HE COJIEPIKUT COOCTBEHHOH MPO(ECCHOHANBHO- TMYHOCTHOW MO3HIUH.

«HeynosneTBopuTensHO» (2) — CTyIEHT UMEET pa3po3HEHHbIEe, OECCUCTEMHBIC 3HAHUS: HE YMEET BBLACIATH IJIaBHOE U
BTOPOCTETIEHHOE; IOMYCKAaeT OIIMOKH B OTIPEeIeHIH IIOHATHI, (HOPMYIHPOBKE TEOPETUIECKHUX MOJOKEHHUH, NCKaXKAeT X CMBICIT; HE
OpPUEHTUPYETCS] B HOPMATUBHO-KOHIIENTYJIbHBIX, IPOTPaMMHO-METOJUUECKHX, UCCIIEI0BATEIBCKUX MaTepHaliax, OeCIopsI04HO U
HEYBEPEHHO H3JIaraeT MaTepuall; He yMeeT COEUHATh TEOPETUYECKUE ITOJIOKEHHUS C IPAKTUKOM; HE yMEeT IPUMEHTh 3HAHUS JUIS
000CHOBaHUS U 00BSICHEHHS (PAKTOB, HE YCTAHABIMBAET MEXKIIPEIMETHBIC CBSI3H.

7. YHEBHO-METO/MYECKOE 1 HTHO®OPMAIIMOHHOE OBECIIEYHEHWE JTUCHUIIJIMHBI (MOAY JIS)

7.1. Pexomenayemasi 1uTepaTypa

7.1.1. OcHoBHasi TUTEPaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue WznarensctBo, ron| Pecype
JI1.1 |Umeiinos B. 4. WNudopmanmonHast 6e3onacHOCTh U 3amura nHGopmanuu: Teopust 1 (Mocksa, bepiuH : OBC
MpakTHKa: yaeOHoe mocobue Jupexr-Menua,
(https://biblioclub.ru/index.php?page=book&id=571485) 2020
JI1.2 |Bapanosa E.K., babam |ndopmannonnas 6e30nacHOCTb U 3amuTa nHbopMaruu: yuebHoe |[Mocksa : OBC
A.B. nocobue U3narensckuii
(https://znanium.com/catalog/document?id=393765) Hentp PUOP, 2022

7.1.2. JlonoaHuTeIbHAS JIUTEPATYpPa

ABTOpBI, COCTaBUTEIH 3arnaBue WznarensctBo, ron| Pecype
JI2.1 |TonukoB A. M. Konmuposanwe n mmppoanuie nHopMaImu B cucreMax cBsi3u. Yacts|Mocksa : TYCVYP, OBC
2. udpposanue: yuebHOE MocoOHe VIS CIICIIUATUTETA: 2016

210601.65paarosneKTpOHHBIE CUCTEMbI i KOMIUIEKCHI. KypC JIEKIUH,
KOMIBIOTEPHBIA TPAKTHKYM, 3aJaHHE Ha CAMOCTOSITEIBHYIO

paboty
(https://e.lanbook.com/book/110225)

JI2.2 |TonukoB A. M. Konmuposanwe n mmpposanuie nHopMaImu B cucreMax cBsi3u. Yacts|Mocksa : TYCVYP, OBC
1. Koguposanue.: yueGHOe mocobue sl CeuaInTeTeTa: 2016

210601.65 paano31eKTpOHHBIE CUCTEMBI M KOMITJIEKCHI. KypC JIEKIHUH,
KOMIBIOTEPBIH MPAaKTUKYM, 3a/IaHHE Ha CAMOCTOSTEIIbHYIO paboTy.
(https://e.lanbook.com/book/110240)

7.2. IlepeyeHb pecypcoB HHOPMAIMOHHO-TeJIeKOMMYHHKAMOHHOI ceTn "UHTepHeT"

31 |Hayunas snexkrponHas 6ubauorexka eLIBRARY .RU» - pazgen "XypHaibl OTKpbITOro gocTyna"
(https://elibrary.ru/projects/subscription/rus_titles_free.asp)

32 |EnmuHOe OKHO J0CTymHa K 00pa30BaTelIbHBIM pecypcaM - (enepaibHas HHPOpMALMOHHAS CHCTEMa OTKPBITOrO TOCTYMA K
HMHTETPAJLHOMY KaTaory o0pa3oBaTeIbHBIX HHTEPHET-PECYPCOB U K AJIEKTPOHHOM OHOIHOTEKE y4eOHO- METOMUYECKIX
MaTepualoB IS BCeX ypOBHEH 00pa3oBaHus: TOUIKOIBHOE, 00IIIee, cpeaHee NpohecCHOHaIbHOE, BBICIIEE,
nononuutensHoe. http://window.edu.ru
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93  |JIekTOpUyM - IPOCBETUTENBCKUIT IPOEKT: MAacCOBBIE OTKPHITHIEC OHJIAH-KYpPCHI, OTKPBITHIA BHJICOAPXUB JIeKLIUi By30B Poccun
https://www.lektorium.tv

94  |Jlanb [OnekTpoHHBIH pecypc] : 3neKTpoHHO-0ubaoTeuHas cucreMa (ObC) / u3narensctso Jlans http://e.lanbook.com

35 |Vuusepcuterckas OuOIHOTEKA OHIAWH [ DIEKTPOHHBIN pecypc] : nekTpoHH0-0ubMoTeuynas cucrema (O6C) / 000
Jupexrmenua [Tabmumunr  http://biblioclub.ru

96 |Znanium.com [DnexTpoHHBIN pecypc] : 31eKTpoHHO-OudaroTeyHas cucrema (ObC) / Hayu. anekTpoH. 6-ka
http://znanium.com/

7.3 IlepeyeHb HHGOPMALMOHHBIX T€XHOJIOTHii

7.3.1 [IporpaMmmHoOe oGecnieueHue

MS Office365

LMS Moodle

Python

7.3.2 IIpodeccnonaibHbie 6a3b1 JAHHBIX 1 HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. Hayunas snexrponHas 6ubnnorexka eLIBRARY.RU (https://elibrary.ru/defaultx.asp?) eLIBRARY.RU : HayuHas sneKkTpoHHAs
o6ubnuoreka : caiit. — Mocksa, 2000 — . — URL: https://elibrary.ru. — Pexxum gocTyna: ass 3aperucTpup. nois3zoareneid. — TekcT :
3JIEKTPOHHBIM.

2. HaumonanbHas snexrponHas 6ubnuorexa (HOB) (https://rusneb.ru/) Haunonanshas snekrponHas 6ubnmorexa (HOB) :
00BETMHEHHBIH JICKTPOHHBII KaTanor (GOHI0B poccuiickux 6ubmamnorek : cait. — URL: http://H36.pd. — Pexxum noctyna: u3
YUTAIbHBIX 3a510B 0uOaoTeku Yenl'y. — TeKCT : 3IeKTPOHHBII.

3. Ilpesunentckas Gubnuoreka (https://www.prlib.ru/) Tlpesnnentckas 6nbimoTexa : 3leKTPOHHas HALMOHANbHAS OHOIHOTEKA : CaliT
/ ®T'BY Tlpesunéurckas 6ubmuotéka imenu b. H. Enpiuna. — CanktllerepOypr, 2009 — . — URL: https://www.prlib.ru/. — Teker :
3JIEKTPOHHBIN.

4. CrpaBouHo-nipaBoBas cucrema «Koncynprantllmocy (http://www.consultant.ru/) KorcynbsranTILimtoc : cripaBoYHO- paBoBast
cucreMa : 0a3za TaHHBIX / PernoHanbHbIN eHTp mpaBoBoil mHpopMamu Mudopmmpaso. — Mocksa, 1992 — . — Pexxum nocryna: u3
YUTAIBHBIX 3a7I0B ONOIMOTEKH. — TEKCT : 3JICKTPOHHBIH.

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHbBI (MOYJIST)

JInist peanuzanvy JUCHUIUIMHBI UCTIOIB3YIOTCS yueOHbIe ayJUTOPHH VIS IPOBEACHUS 3aHATUII JTEKI[MOHHOTO TUIIA, 3aHATHH
CEMUHAPCKOr0 THUIA, TPYNIOBBIX U HHAUBUYAIIbHBIX KOHCYIbTAlUH, TEKYLIET0 KOHTPOJIA U IIPOMEKYTOUHOM aTTECTAlUH, a TAKKe
MIOMEIIECHUS AJISI CAMOCTOSATENbHON paboThl. YueOHbIe ayAUTOPUH YKOMIUIEKTOBAHbI CIICIMAIN3UPOBAHHON MEOENbIo U
TEXHUYECKAMH CPEJICTBAMH OOyUYEHHs: JOCKA, TApThl, MyIFTUMEANIHOE U ayfHoo0opynoBanue. Jliis mpoBeAeHUS 3aHATHI
JIEKLIMOHHOTO TUIIa IpeIIaraloTcss Habophl IEMOHCTPALIMOHHOTO 000pY0BaHUS U Y4e€OHO- HAaTJISIIHBIX OCOOMH: u(pOBLIe
00pa3oBaTeNbHEIE PECYPCHI, a TAKXKE HCTIONB3YeTCs IEPEHOCHOE U / MM CTAaI[IOHApHOE MYIbTUMEIIHHOEe 000pyIOBaHUE (IKpaH,
HOYTOYK, IPOEKTOP, KOJIOHKH). JI1s1 CeMUHAPCKUX 3aHATHH MCIONB3YIOTCS Ay AUTOPUH OCHAIIEHHbIE 0OBIYHOI JOCKOM, mMapTamy,
HEPEHOCHBIM MYJIBbTUMEAUMHBIM U ay1H0000pyI0BaHUEM (B cilyyae HeoOXoauMocTH). IloMenenus A1 CaMOCTOSTENbHOR paboThl
00y4aroIuXCsl OCHAIIEHB! KOMITBIOTEPHON TEXHUKON ¢ MOAKIIOYEeHHeM K ceTd "MHTepHeT" 1 o0ecriedeHreM JOCTya B 3JIEKTPOHHYIO
MH(POPMAOHHO-00pa30BaTENbHYIO CPEly YHUBEPCHTETA.

9. METOANYECKHUE YKA3AHUA AJI1 OBYYAIOHIUXCS IO OCBOEHUIO JUCHUIIJIMHBI (MO1Y JIS)

VYcnenrHoe uzydeHue Kypcea TpedyeT oT 00ydarolxcs NOCEIeH s JIEKIUN, aKTUBHON paboThl Ha CEMUHAPAX, BHIIOIHEHUS BCEX
y4eOHBIX 3aJaHUi IpenogaBaTessi, 03HAKOMJICHHUS ¢ 0a30BBIMH y4eOHUKAaMH, OCHOBHOH M JIOTIOJIHUTENBHON JIUTEpaTypoil. 3anuch
JIEKLUK — 0JHA U3 (OpPM aKTUBHOI pabOThI CTYAEHTOB, TpeOYIOLas HABBIKOB U YMEHHsI KPaTKO, CXEMAaTUYHO, OCIIEI0BATENbHO U
JIOTHYHO (MKCUPOBATH OCHOBHBIE IIOJIOKEHUS], BBIBOABI, 00001eHus, hopMmynupoBku. Ilocnenyromas paboTa Hag TEKCTOM JIEKLIUH
BOCKpELIAET B IIaMsATU €€ COJepKaHKe, II03BOJISET Pa3BUBAaTh 3KOHOMUYECKOE MBIIIIIEHHE. B KOHIIE JIEKIIMY IIPENoJaBaTelb OCTaBIIsET
BpeMs (5 MUHYT) JUIS TOTO, YTOOBI CTYJCHTHI UMEIH BO3MOXHOCTh 337aTh YTOYHSIOIIUE BOIIPOCHI II0 U3y4aeMOMY MaTepHay.
OCHOBHBIM METOJIOM O0YUYEHUS ABIAETCSA CAaMOCTOSITENIbHASL paboTa CTYIEHTOB C y4eOHO-METOANYECKUMY MaTepualaMu, HayuHoi
nmTepaTypoil. [Ipu n3ydeHny ANCIUILTHHBI HE0OX0JUMO H3yIHTh BOIPOCHI, KOTOPHIE NIPEI0JaBaTellb BBIHEC HA CAMOCTOSATENBHOE
u3ydeHue, ObITb TOTOBBIM K 00CYXJICHUIO 3TUX BOIPOCOB. JlUCKyccus — KOJUIEKTUBHAs (popMa YCTHOTO MIPEACTABICHU HHGOPMALIUY.
OOBIYHO IHCKYCCHIO TOTOBHT OJMH MIIH HECKOIBKO YETIOBEK, MPEICTABIAIOIIINX OCHOBHBIE BOIPOCHI TEMBI U TOUKHU 3PEHHSI.
OcraibHble Y4aCTHUKH AUCKYCCHU BBICKA3bIBAalOT CBOU MHEHUS U CyXJeHUs. JJUCKYCCUIO OpraHu3yeT Beayluuil (vaie
HpeTnoaaBaTesb) B 003aHHOCTh KOTOPOTO BXOJHT MPEIOCTAaBICHUE CII0BA Pa3HBIM yIaCTHHKAM, CIECP)KUBAHAE YMOLIHOHAIBHBIX
peaKiuii y4acTHUKOB U IIO/IBEI€HUE UTOTOB O0CYKIECHHS.

K npomesxyTouHo# aTTecTanin He0OXOINMO TOTOBUTHCS IIENICHATIPABICHHO, PETYIAPHO, CHCTEMAaTHYECKH U C MIEPBBIX THEH
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o0ydeHus 1o ganHoi qucnuruinge. [locne 3Toro y 06ydaromerocs: JOJKHO c(OPMHUPOBATHCS YETKOE NpeJicTaBlIeHue 00 00beMe U
XapakTepe 3HAHWI U yMEHUH, KOTOPBIMHU Hamo OyJeT OBIafeTh 1o AuciuIuinHe. CHcTeMaTHdecKoe BEIMONTHEHHE yueOHO! paboTh! HA
JIEKLUSX U CEMUHAPCKUX 3aHATUAX IIO3BOIUT YCIIEITHO OCBOUTh JUCLMILIUHY.

B ciyuae mpuMeHeHns npu 00y4eHHN TUCIUILIMHEI YIEKTPOHHOTO 00YUeHNS, JUCTAHI[OHHBIX 00pa30BaTEeIbHBIX TEXHONOTHH
o01eHne 00yJaroIuXcsl U MPENoiaBaTeNs OCYIIECTBIIETCS B PEXUME PEalbHOrO BpeMeH! (OHJIaiH-IeKuu (BeOUHaph), 4aThl,
BUJI€0-KOH(EPEHIINY U JP.) UM OTJIOKEHHOTO BpeMEHH (cucTeMa JUCTaHIIMOHHOro 00ydenust Moodle, hopyMsl, 3J1eKTpOHHAs 110YTa
U 11p.).

Bonbliryto yacTh BpeMeHU 00ydarouecs CaMOCTOSTENIbHO paboTaloT ¢ yueOHO-METOJUYECKUMU MaTepranaMy. CTyJeHTbl UMEIOT
BO3MOXKHOCTh KOHCYIBTHPOBATHCS C IIPETOaBaTeNieM 10 BCEM BOIPOCAM, BO3HUKAIOIIUM B XOJI€ CAMOCTOSTEILHON paboThI
HOCPEACTBOM DJIEKTPOHHOMN MOYTHI, COLIMANIBHBIX CEeTEeH U T.IL.

Joctyn o0y4arorierocs K yaeOHbIM pecypcaM B peXKUME OTIIOKEHHOTO BPEMEHH, CAMOCTOSITEIIEHOW PabOThI OCYIIECTBIISCTCS Yepe3
ceTb MIHTepHeT B yIOOHOM /ISl HETO MECTE, BPEMEHU U TEMIIE.

IMpu 06y4eHnn U1 ¢ OTPaHIMYEHHBIMH BO3MOKHOCTSIMH 30POBBS IEKTPOHHOE 00yUeHHE, TUCTaHIMOHHBIE 00pa30BaTeIbHBIC
TEXHOJIOTHH NIPeJyCMaTPUBAIOT BO3MOXKHOCTD IIpHeMa-niepeaul HH(HOPMAaIMK B JOCTYIIHBIX I HUX (hopMax.

Peanu3anus TUCIUILTHHBI ¢ TPUMEHEHHEM 3JIEKTPOHHOTO 00ydYeHH s, IUCTaHIIMOHHBIX 00pa30BaTeNbHEIX TeXHONIOTHII (Hanee — D0,
J1OT) ocymectiseTcs Ha ocHOBaHUU «I1010KeHUS 0 peanu3aluy OCHOBHBIX U AONOJHUTEIBHBIX 00pa30BaTeIbHBIX IPOrPaMM ¢
HIpHMEHEHUEM JIIEKTPOHHOTO 00YUeHNUS 1 AUCTaHIIMOHHBIX 00pa30BaTeNbHBIX TEXHONIOTHIT B (heiepambHOM TOCyIapCTBEHHOM
010/DKETHOM 00pa30BaTEILHOM YUPEXICHUH BhICIIEr0 00pa3oBaHus «HelsiOuHCKull rocy1apCTBEHHbIH YHUBEpCUTET», «IlonosxeHns
0 TOpsIKe 3a4eTa 00yJaOIIIMHUCS IT0 OCHOBHBIM ITPO(eCcCHOHAIBHBIM 00pa30BaTeNbHBIM IIPOTPAMMaM BBICIIIET0 00pa30BaHUS B
OI'BOY BO «YHenl'Y» pe3yabTaToB OCBOCHUS B OPraHU3ALUIX, OCYIIECTBIIIOIINX 00pa30BaTeNbHYIO JeITeIbHOCTD, YUeOHBIX
HpeIMEeTOB, KypCOB, JUCIHIIIAH (MOIYNeH), TPAKTHK, JOMOTHUTEIBHBIX 00pa30BaTeIbHBIX IPOTPAMM» HOCPEACTBOM IEKTPOHHOM
uHpopmarronHo-o0paszoBarensHoi cpeasl PI'BOY BO «Henl V». B uckitountenbHbIx ciiydasx (Gopc-Maxkop U T.11.) IpU
peanu3zanuu 00pa3oBatelibHON AesTenbHOCTH ¢ npuMeHerreM D0, JIOT MoryT npUMeHATh KOMIIOHEHTBI, He BXO/SIINE B IEPEUCHb
AJIEKTPOHHOM HHPOPMAIIMOHHO- 00pa30BaTEILHON CPEIIBI.

10. CHEIIMAJIBHBIE YCJIOBUS OCBOEHUA JUCHUIIIMHBI OBYYAIOINIUMHUCHA C HHBAJIMJHOCTBIO 1
OI'PAHMYEHHBIMHA BO3MOXKHOCTSIMMU 3/10POBbSI

OcBoeHMe IMCIMIUIMHBI MHBAIMIAMHI U JIMIIAMHU C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3/10POBbsI OCYIIECTBIIAETCS C UCIIOJIb30BAaHUEM
CHELHATbHBIX TEXHUUYECKUX CPEJCTB U IoJI0 HHGOPMALMOHHBIX TeXHOIOTHH, IPE0CTaBIsAeMbIX PecypcHbIM yueOHO-METOJUIECKUM
LEHTPOM I10 00YUEHHIO HHBAINIOB U JIUI] C OTPAaHUUEHHBIMH BO3MOXHOCTSAMH 3710poBbs Yenl'Y 1o 3anpocy oOydaromerocs.

1. Mo6unpHble crienyaibHble TEXHUYECKUE CPEJCTBA AJIS JIUL ¢ HApyLUIEHHSAMH 3pEHHS: IOPTATUBHBIM KOMIIBIOTEP C BBOJOM/BBIBOIOM
uipudTom Bpaiins ¢ cuarezatopom peun «ElBraile-W14J G2»; HOyTOYKH ¢ IporpaMMHO# SkpaHHOTro fAocTyna NVDA; a5ieKTpoHHbIC
YBEIMYUTENH AN yAAJIEHHOTO IPOCMOTPa; BUICOYBEIMUUTENN IOPTATHUBHBIE; THU(IOIIIeep; HU(POBbIE AUKTODOHBI.

2. MoOuibHBIE CIIelHANbHbIE TEXHHYECKUE CPENCTBA JUIS JIMI] C HApPYIIEHUSIMH CIIyXa: CHCTeMa CBOOOTHOTO 3BYKOBOTO HOJISI CO
BCTPOEHHOH coBMecTUMOCThI0 ¢ FM-ycrpoiictBamu; paauoxsaccsl «Coner-PCM» ¢ nepepaTdynkoM, 3aylIHBIM HHAYKTOPOM H
MHIYKIHMOHHON TNeTiel; cucreMa MHGOpPMalMOHHAs Ui ciabocibluanmx nepeHocHas «Mcrok» A2 co BCTPOCHHBIM ILIEEPOM —
3BYKOBBIM HH(OPMATOPOM; JOKYMEHT-KaMepa; MporpaMMHUpYyEMbIe CIIyXOBBIE alrapaThl HHIUBHYalbHOTO MOJIb30BAHHS.

3. AccuctuBHble MH(GOPMALMOHHBIE TEXHOJOTHHU: MPOTpaMMHOE OOeClieYeHHE SKPaHHOrO JOocTyna ¢ cuHTe3oM peun NVDA;
MIPOTPaMMBbI SKPaHHOT'O YBEJIMUEHHUS; IPOrpaMMbI PEUEBOT0 CHHTE3a Ul KOMITBIOTEPOB U HOYTOYKOB; IIPOTrpaMMbl pE4eBOr0 CUHTE3a
JUIst MOOMJTBHBIX YCTPONCTB; KpaHHas KIAaBUATYypa; SKpaHHAs JIyma.

[Ipu HeoOxomumocTH uis OoOydarolMXCs C HapyIIEHUSAMH 3pEHHS Ha pabouMx MecTax Uil MpPOBENEHHS INPAKTHYECKUX HIIU
a00paTOPHBIX 3aHATHI YCTaHABIMBACTCS CIELUAIBLHOE TPOTpaMMHOEe obecnieueHue (mporpamma peueBod HaBuranuu NVDA,
peueBble CUHTE3aTOPbI, SKPAHHbIE JIYIIBI).

B yueOHple aymuropum obecredMBaeTCsi OECHPEMATCTBEHHBIH IOCTYN Il OOyYaloIMXCs WHBAIMIOB M OOYYaIOIIUXCS C
OTpPaHUYEHHBIMH BO3MOXHOCTSMH 3/10pOBbs. B Kaxnol ayauTopuu, rie OOydHalOTCS MHBAJIMABI WU JIMLA C OrpaHMYEHHBIMU
BO3MO>KHOCTSIMH 3/10POBBSI, IPEyCMaTPUBACTCS COOTBETCTBYIOIIEE KOJMIECTBO MECT [yl 00yJalomuXCs ¢ yUeTOM HapyLIeHUH UX
310POBbS.

Jlng ocBOGHMs NUCUUIUIMHBI MHBaJMJaM M JMLIAM C OIPaHUYEHHBIMH BO3MOKHOCTSIMM 3/10pOBbsl NPENOCTABIAETCS IOCTYN K
HEeYaTHbIM UCTOYHUKAM, UMEIOLIMMCS B HaydHOH 6ubauoreke Yenl'V, ¢ IOMOIIBIO CHEHUANBHBIX TEXHUYECKUX CPEJCTB; JOCTYIL K
9JICKTPOHHBIM HCTOYHUKAM, MPEACTABICHHBIM B (hopMe SIEKTPOHHOTO JOKyMeHTa B (onme HaydHOH OmbOmmorexu Yenl'VY wnmm
JJIEKTPOHHO-OUOIMOTEUHBIX CUCTEMAX, C IOMOLIbIO CHELUANIbHBIX TEXHUYECKUX U NPOrPaMMHBIX CPEACTB (pabouee MeCTO s
HE3psSYero TMOJb30BaTeNsl C MPOTPaMMHBIM OOECIIeYeHHEM JKPaHHOTO JOoCTynma ¢ cuHTe3oM peud NVDA, pabouee Mmecto ¢
KOMIIBIOTEPHBIM POJLIEPOM U K1aBuaTypoil Clevy ¢ G0nbIIUMH KHOIKAMU U C Pa3[elsionlel KIaBUIIY HAaK/IaaKoM).
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V4eOHO-METOJUIECKHEe MaTepHANBI Ul 00yJalONUXCsl U3 YHCIa MHBAJIUAOB U JIMI] C OTPAaHUYCHHBIMH BO3MOXHOCTSIMH 3/10POBbS
MIPEIOCTABISIIOTCS B hOpMax, alaliTHPOBAHHBIX K OTPAHUYCHHUSM UX 310POBBS U BOCTIPUATHS HHGOPMaLINH:

JUst UL ¢ HapyIICHUSIMH 3PEHHUS:

- B IIe4aTHOM popMe yBEJIMYEHHBIM HIPUPTOM,

- B (hopMe NIEKTPOHHOI0 JOKYMEHTA,

- B popme aynuodaiina,

- B mevaTHo# popme mpudTom Bpaitns.

JIist T ¢ HApYIICHUSIMH CITyXa:

- B mevaTHoi (opme,

- B (hopMe JIEKTPOHHOTO JOKYMEHTA.

Jnist L ¢ HapyIIeHNUsIMUA OIIOPHO-/IBUTaTENBEHOTO anmapaTa:

- B Ie4aTHo# (opme,

- B (hOpMe IIIEKTPOHHOTO JOKYMEHTA,

- B hopme aynuodaiina.

JlaHHBIA IepeYeHb MOXKET OBITh KOHKPETH3UPOBAH B 3aBUCHMOCTH OT KOHTHHT'€HTa 00YJarOIIHXCsl.

JIJ1s MHBATIMIIOB U JIUL C OTPaHUYEHHBIMHU BO3MOKHOCTSIMU 310POBbSI OCBOEHHUE AUCLUIIIIMHBL MOKET ObITh YACTUYHO WJIH IOJIHOCTBIO
OCYILIECTBIICHO C UCIIOJIb30BAHUEM TUCTAHIIMOHHBIX 00pa3oBarenbHbIX TexHodoruid (Moodle, Adobe Connect Pro u mp.).

B OCBOCHUM AMCLWIUIMHEI HHBAIHJIAMH W JIMIAMU C OTPAaHHYCHHBIMH BO3MOXXHOCTSIMH 37I0POBbS HCIIONB3YSTCsl MHIMBUIyaJIbHAS
pabora. Ilon WHAMBHAYalbHOH paboToi mMoxpazymeBaeTcs ABe (OpPMBI B3aUMOICHCTBHS C NperoJaBaTeleM: WHIMBHAYabHAS
ydeOHast paboTa (KOHCYIbTallUu), T.€. JIONIOJHUTENbHOE Pa3bhsCHEHUE y4eOHOro MaTepuana U yriyOleHHOe M3y4eHHe MaTepuala ¢
TeMH OOYyJalOIMIMMHCS, KOTOpbIE B 3TOM 3aWHTEPECOBAHBl, W WHIWBHIyallbHas BOCHHTAaTeNbHas pabora. MHauBHIyalbHEIE
KOHCYJIbTallUM HaIIPaBJICHbI HA HHIUBUIYAIN3aLUI0 O0YUEHHUS U YCTAHOBICHHIO BOCIIUTATEILHOIO KOHTAKTa MEXKAY IIPENojaBaTesieM
1 00yJaromuMcs HHBUTUIOM HITH O0YYAIOIIHMCS ¢ OTPaHMYESHHBIMH BO3MOXKHOCTSIMHU 3I0POBBSL.

IMpu npoBeieHNH NPOLEAYPHI OLIEHUBAHUS PE3YIbTaTOB 00YUEHHs HHBAINUIOB U JIUL C OTPaHMYEHHBIMU BO3MOXKHOCTSIMHU 3/I0POBbSI 110
JUCIUIUINHE O00ECIeYNBAECTCSl BBHIOJHEHHE CIEAYIOUIMX IOIOJHHUTENBHEIX TPeOOBaHMH B 3aBUCUMOCTH OT WHIMBUAYaJIbHBIX
0COOCHHOCTEH, 00yUaroLIUXCs:

a) MHCTPYKIHMS IO TOPSIKY IPOBEISHUS NMPOLENypbl OLEHUBAHUS NMPEIOCTABISIETCS B NOCTYMHOH (opMme (YCTHO, B THCHMEHHOM
¢dopme, B nucbMeHHOH (opme mpupTom Bpailiis, ycTHO ¢ UCIOIB30BaHUEM YCIYT CYpAONEPEBOIUNKA);

0) moctymHas (opMa NpeIOoCTaBICHUS 3aJaHUi OIEHOYHBIX CPEACTB (B Me4yaTHOH (opMe, B medaTHOW (GopMme yBEIUYSHHBIM
mpudTom, B neyatHoil popme mpudrom bpaitiis, B hopme 31eKTPOHHOTO JOKYMEHTA, 33/1aHUS 3aUMTHIBAIOTCS] aCCUCTEHTOM, 3a1aHUS
MPETOCTABIISIIOTCS C HCTIOJIb30BaHHEM CYPIONIEPEBOIA);

B) J0oCTynHas (popMa NpeaoCTaBiICHUs] OTBETOB Ha 3aJaHus (IMHMChMEHHO Ha Oymare, HaOOp OTBETOB Ha KOMIIBIOTEPE, THCHMEHHO
mpudTom Bpaiins, ¢ mcnone30BaHNEM YCIYT aCCUCTEHTA, YCTHO).

ITpu npoBeneHNnH NPOLETYPHI OLIEHUBAHUS PE3YIbTATOB 00yUEeHNs UHBAIUIOB U JIUI] C OPAHUYCHHBIMH BO3MOXKHOCTSAMH 3/10POBbS
IpeIycMaTprUBaETCs HCIOIb30BaHUE TEXHUUECKUX CPEICTB, HEOOXOIMMBIX M B CBSI3H C HX HHIHBUIYaJIbHBIMH OCOOCHHOCTSIMH. DTH
CpeAcTBa MOTYT OBITH mpenocTaBieHbl Yenl'Y WM MOTYT WCHONB30BAaThCS COOCTBEHHbIE TEXHUUYECKHE CpeacTa. [lpu
HEOOXOIUMOCTH MHBAJIU/AM M JIULAM C OTPAaHUYEHHBIMHU BO3MOXHOCTSIMU 3[I0POBbS NIPEIOCTABIIETCS AONOIHUTEILHOE BPEeMs JJIs
MOATOTOBKH OTBETA Ha 3aJaHHs, IPOLEeNypa OLCHUBAHUS PE3yIbTATOB OOYYCHUS 10 TUCIUILTHHE MOXKET MPOBOJUTHCS B HECKOJIBKO
JTaIoB.

IIpoBeneHne mpoLenypbl OLCHUBAHUS PE3YNbTATOB OOYYEHHS WHBAJIHIOB M JIMI C OTPAHUYECHHBIMH BO3MOXKHOCTSIMH 3J0POBBS
JIOIYCKAeTCs C UCTIOIb30BaHNEM AUCTAHIIMOHHBIX 00Pa30BaTEILHBIX TEXHOIOTHH.
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