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1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

HeﬂﬂMI/I U3YYCHHUS NUCHUILIMHBI SBJISIFOTCS:

- 03HAKOMJIEHHE CTYZEHTOB C IPUHLUIIAMHU IIOCTPOEHUS U apXUTEKTYPOH COBPEMEHHBIX CETEBBIX ONEPAIIMOHHBIX CUCTEM,
MIPUHIHUIIAMH aJMUHUCTPUPOBAHUS KOPIIOPATHBHBIX CETEBBIX MHPOPMALMOHHBIX CHCTEM, C IPUHLIUIIAMU O00ECIIeUeHHs peaan3aluu
TUIIMYHBIX OU3HEC-TIPOIIECCOB, XapaKTePHBIX IS OOIBIINHCTBA COBPEMEHHBIX MPEANPHUSITHI;

- OCBOCHUEC CTYACHTaMHU OCHOB a/IMUHUCTPUPOBAHUA KOPIIOPATHBHBIX CETEBBIX ONEPALIMOHHBIX CUCTEM.

33)18.‘{3MI/I U3YYCHUS NUCUUILINHBI SBJISAIOTCA:

- hopMHpOBaHKE U PA3BUTHE KOMIICTCHIMH, 3HAHUIT, TPAKTUYECKUX HABBIKOB M YMCHHIA 10 BOIPOCAM apXUTEKTYPhI COBPEMEHHBIX
CETEBBIX OMEPAIMOHHBIX CUCTEM, HACTPOIKH KOHKPETHOW ONEPAlMOHHON CHCTEMBI JUIsl BBHITTOJIHEHUS OM3HeC- 3a/1a4, 0COOCHHOCTEH
obecrieueHns1 6€30TKa3HOTO pesKUMa paboThl cucteMbl 24/7.

PeSyJ’ILTaTLI O6y‘IeHI/I$I 0 JUCLHUIIJIMHE HAIIPaBJICHbI HA JOCTUKCHUE HHIUKATOPOB:

VK-4.1. O6nagaet 3HaHUAMU OCOOCHHOCTEN U MPABMII JINYHON ¥ TIPO(YECCHOHAIBHON YCTHOU M IIMCbMEHHON KOMMYHUKAIIUH, B TOM
9HCITe Ha HHOCTPaHHOM(BIX) sI3bIKe(ax).

VK-4.2. [leMOHCTpUpYET yMEHHE NPUMEHATH COBPEMEHHBIE KOMMYHUKATHBHBIE TEXHOJIOTUH  JIJIsSl aKaJIEMUYECKOTO 1
npoheCCHOHATILHOTO B3aUMOJICHCTBHS B CUTYAllMK YCTHOM M IIMCHbMEHHOM KOMMYHHKAIIUK, B TOM YUCJIE HA HHOCTPAHHOM (BIX)
s13bIKe(ax)

VK-4.3. ImMeeT HaBbIKU aKaJeMHYECKOr0 1 MPO(heCcCHOHATHHOIO B3aUMOICHCTBYSI, B TOM YHCIIe Ha HHOCTpAaHHOM(BIX) s3bIKe (ax).

OIIK-12.1 3HaeT NPUHIMIIBI IOCTPOSHHST COBPEMEHHBIX OIIEPAIIMOHHBIX CHCTEM U OCOOEHHOCTH MX IPUMEHEHHS; TIPHHIIHITBI
pa3paboTKH CIIEIHaIbHOTO IPOrPAMMHOI0 00eCTIeYeH U, IPeHA3HAYEHHOT0 JUIS IPEOI0JICHUS 3aIUTh COBPEMEHHBIX
OTIEPAIIMOHHBIX CUCTEM C HCIOIB30BaHHEM HX HEJOKYMEHTHPOBAHHBIX BO3MOYKHOCTEH; OCHOBHBIE IPHHIIUITEI KOH(MHUTYPUPOBAHHS U
aJMUHUCTPUPOBAHUS OINEPALUOHHBIX CHCTEM.

OIIK-12.2 Ymeer pa3pabaThIBaTh CHCTEMHOE M IPUKIIATHOE IPOrpaMMHOE 0OecTieueHne sl MHOT03aJauHbIX,
MHOTOIIOJIb30BAaTENILCKUX U MHOTOIIPOLIECCOPHBIX CPell, a Takxke JUIs cpell ¢ uHTepdeiicoM, yIpaBisieMbIM COOOIEHUAMH; IPUMEHATh
OCHOBHBIE METOJIBI POTPAMMHUPOBAHUS B BEIOpAaHHOW ONEpalMOHHON cpene.

OIIK-12.3 BnaneeTr HaBbIKaMU CUCTEMHOTO IPOTPaMMUPOBAHYS; HABBIKAMH Pa3pad0TKU CUCTEMHBIX U MPHUKIIaJHBIX IPOTPaMM,
oOparmaronmxcs K ONepanoHHON CHCTeMe C IOMOIIBIO CHCTEMHBIX BBI30BOB.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OIIOIT

Luk (pazaem) OITOIT: [K.M.03.05

2.1 TpeGoBaHus K NpeJBapUTeIbHOI NOAT0TOBKE 00y4aIOLIErocs:

OHepaHI/IOHHHe CUCTEMBI

CeTH M cHCTeMBI Tiepenadr HHHOpMaIu

KOMHLIOTepHLIe CETH

2.2 IMCUMNJIMHDBI U MPAKTHKH, IJIsl KOTOPBIX OCBOEHUE JAHHOM JUCHHILTHHBI (MOAYJI51) HE0GX0MMO KaK MpeaiecTBYIOHIee:

3aHII/ITa B OIICPAITMOHHBIX CUCTEMAX

3. KOMIIETEHLINY OBYYAIOIIETOCSI, ®°OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI ANCLIUILIAHBI
(MOJTYJIST)

VYK-4: CniocofeH npuMeHsITh COBPeMeHHbIe KOMMYHHKATHBHBIE TEXHOJIOTMH, B TOM YHC/Ie HA HHOCTPAaHHOM(bIX) s3bIKe(aXx),
JJIS1 aKa/IeMUYeCKoro 1 npogeccHoHAIBLHOI0 B3aUMO/ielcTBHS

3HaTh.

— OCHOBHBIE TEPMHHBI U pe4eBbIe 000POTHI, yHOTpeOsiomuecs B chepe KOMIbIOTEPHBIX TEXHOJIOTHH.

YMerTh:

— COCTaBJIATH TCKCThI U COO6HI€HI/I$[ C OMMCAHUEM TEXHOJIOTHYCCKUX U NIPOrpaMMHBIX XapaKTCPUCTUK paSpa6aTI)IBaCMI>IX OPpOAYKTOB.

Baagertsn:

© OI'BOY BO «Uenl'V»




MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pa6ouast mporpamMma JUCIUILUTHHBI " A iMuHECTpUpoBanue Windows" 1o HampaBJIeHHIO MOArOTOBKH (CIEHHaIbHOCTH)
10.05.01 "KowmmbioTepHasi 6e30macHOCTh HamnpaBlieHHOCTH (poduiio) crenpanu3anus N 6 cTp. 4
"NHdopMarmoHHO-aHAINTHIECKas U TEXHUYECKas SKCIepTH3a KoMnbioTepHsIx cucteM” ®I'BOY BO «Yenl'V»

— UMCTbh HaBBIKH Bep6am)H0171 KOMMYHHUKAIIUU Ha TCXHUYCCKOM MHOCTPAHHOM S3bIKC.

OIIK-12: Cnoco6eH agMHHHCTPHPOBATH ONIEPAMOHHEBIE CHCTEMBI M BBINOJHATE PA0OTHI 0 BOCCTAHOBJICHHIO
PaboToCIOCOOHOCTH MPHKJIAJHOTO U CHCTEMHOI0 POrpaMMHOTI0 ofecleYeHH s ;

3HaTh.

— OCHOBHBIE TTOHSTHUS 3aIUICHHBIX ONEPAllIOHHBIX CHCTEM, 0a3 JaHHBIX U KOMITBIOTEPHBIX CEeTeH;

— MOHATHE 3alIUTH THPOPMALIUK, CUCTEMBI 3aIUTHI;

— OCHOBHBIE BUJIbI YIPpo3 0e30MacHOCTH UHGOPMAIMU U UX KIacCH(UKALUIO;

— OCHOBHBIE ITOHSATHS, OCHOBHBIE AJITOPUTMBI XpaHeHHs 1 00padoTku nanHbx OC;

— OCHOBHBIE CTaH/IaPThl U aJITOPUTMBI IIepeiady JaHHBIX;

— OCHOBHbIE aKTyaJIbHbIE MOJICJIN aTakK;

— almnapaTHO-IPOrpaMMHbIE CPEICTBA 3aLUThHl MHGOPMAIUU: CpPeACTBa oOecrnedeHNs KOHGUICHINANbHOCTH JaHHBIX;
— cpezcTBa ayTeHTH(OUKAIUK JIEKTPOHHBIX JaHHBIX M CPECTBA YIIPABICHHS KII0YeBOH HH(POpMaIHei;

— TpeboBaHuUs K KpUITOrpaUIeCKUM CUCTEMaM 3alllUThl HHYOPMALHY,;

— MOHATHAMYA KOMITBIOTEPHOH 0E30MaCHOCTH B PAMKaX a{MUHHUCTPUPOBAHUS M 3AIUTHI MyOInaHbIX ciryx0 Windows.

YMerTn:

— HCIIOJIb30BATh AJITOPUTMBI T€HEPALIUH, XPAHEHHUSI U PacIIpe/IeIeHus KIII0Yel;

— MPOEKTUPOBATH U UCIOJIB30BATh CUCTEMBI JIEKTPOHHOU IIM(POBOH MOIHCH;

— MIPUMEHATH Ha MPAKTUKE AJITOPUTMBI YIIPABICHUS OTKPHITHIMU KITFOUaMH;

— pa3pabarbiBaTh 1 KOH(HUTYpHPOBATh MPOrPAMMHO-ANIApPaTHBIE CPEICTBA 3aLIUTHI HHPOPMAIMH, CHCTEMBI YIIPaBJICHUs Oa3amMu
JIAHHBIX, KOMITBIOTEPHBIE CETH, CHCTEMbI aHTUBHPYCHOMW 3aLIUTHI, CPEACTBA KpUNTOrpadhHIecKOr 3aUTH HH(OPMAIIHH.

Baagerts:

— OCHOBHBIMH METOJIaMH aAMUHUCTpUpOBaHus u HacTpoiiku OC u cetell nepenauy;

— anropuT™MaMu (pOpMHUPOBAHHUS XEII-PYHKIUH;

— MHCTpYMEHTaMHU obecredeHus 6e30nacHoi paboThl B CETH HHTEPHET;

— METOZOJIOoT el MPUMEHEHHUsI 0€30MaCHBIX ITYOIMIHBIX CIYXKO;

— METOZIaMH YIPaBJICHUS KIIOUYaMU B CHCTEMaX C OTKPBITHIM KIIIOUOM,;

— HHCTPYMEHTaMH 00ecTieueHNsI 0e30IacHON pabOTHI B CETH HHTEPHET,

— OCHOBaMH KOH(GHUTYPUPOBAHUS U Pa3pabOTKH NPOrpaMMHO-ANIaPaTHIX CPEACTB 3aIUTHl HH(GOPMALMK, CUCTEMBI YIIPABIECHUS
0a3aMH TaHHBIX; KOMITBIOTEPHBIX CETeH, CHCTEMBI aHTUBHPYCHOM 3aIlIUTHI, CPEACTB KPUNTOrpapuIecKon 3aUTH HHPOPMAIIUH B
paMKax aIMHHHACTPUPOBAHUS M 3AIUTHI IyOInUHbIX ciryx6 Windows.

B pe3yabTaTe OCBOCHUA TUCHUIIJIMHBI oﬁyqammm‘/icsl JOJIZKEH

3.1|3narth:

3.1.1|- nousarue nHpOPMAIUY, CIIOCOOBI €€ IPEICTaBICHUS, OCHOBHBIE IIPUEMBI TIOJIyYEHUs], XpaHEHUsI, 00pabOTKH
HHPOPMAITUH;

3.1.2|— ocHOBHBIE MOHSTHUS 3aAlUILEHHBIX ONEPAIIMOHHBIX CHCTEM, 0a3 JAHHBIX U KOMITBIOTEPHBIX CETEH;

3.1.3|- noHATHAMH KOMIBIOTEPHO# 0€30MaCHOCTH B paMKaX aJMHHUACTPUPOBAHUS M 3ALIUTHI IIyOIHYHbIX ciy:x0 Windows.

3.2|Ymern:

3.2.1|- nonp30BaTHCS MPOrPAMMHBIMH CPEACTBAMH, PEATU3YIONIMMHI OCHOBHBIC KpHIITOrpaduueckue GpyHKINH;

3.2.2|- pa3pabaTbIBaTh MPOTPaMMHO-ANMAPaTHBIX CPEACTB 3aLIUTHl HHPOPMAIIUHL.

3.3|Banangern:

3.3.1|- HaBbIKamMu oOecriedeHust Oe30MacHO padOTHI Ha KOMIIBIOTEPE;

3.3.2|- cpencrBamu kpunrorpaduIecKoi 3anTHl HHPOPMALUH B paMKaX aIMHHUCTPUPOBAHUS U 3aIIUThI ITyOIMIHBIX
ciyx6 Windows.
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4. OFbEM JUCHUIIJIMHBI (MOAY JIS)
O6wasn TpyooeMKoCcTb 33ET
Yacos o yueOHOMy miany : 108 Bupl KOHTPOIIT B ceMecTpax:
B TOM YHCIIC :
aynuTopHbIe 3aHsThsA ;. 50 3a4eThl 7
caMmocTosTeNbHas paboTa . 52,9
KOHTaKTHas pabora: 55,1
HKP: 5,1
5. CTPYKTYPA U COAEPKAHUE TUCIHUIIJIUHBI (MOIY JIST)
Kon HanmeHoBaHue pa3ieioB H TeM /BU] 3aHATHs/ Cemectp | Yacos Jlutepatypa
| 3aHATHS [ Kvoe
Paznen 1. Pa3nen 1. OcHOBHbBIE MOHSITUSI U ONPeIeIeHUS .
1.1 OCHOBHBIE TTOHATHS U onpeaesieHust. /Jlex/ 7 1 JI1.1J11.2 J11.3J12.1
J12.2J12.3
1.2 JlokanbHbIE TIOTUTUKHU Oe3omacHocTH /JIek/ 7 1 JI1.1J11.2 J11.3J12.1
J12.2712.3
1.3 Taposbhas 3amura Windows /JTex/ 7 2 JI1.1J11.2 J11.3J12.1
J12.2712.3
1.4 Hcnonp3oBaHue CpeACTB 3anuThl HHGOPMALIUU OT HECAHKIIMOHUPOBAHHOTO 7 2 JI1.1J11.2 J11.3712.1
JIOCTyTIa TSl YCUJIeHus maposbHoit 3amutet Windows /JTex/ J12.2 J12.3
1.5 JlaGopatopnas padora Ne 1 - TlaponsHas 3ammra B Windows /JT1a6/ 7 4 JI1.1J11.2 J11.3J12.1
J12.2J712.3
1.6 OcHOBHBIE TOHATHS 1 onpenesienns. [TaponsHas 3amura Windows /Cp/ 7 13,2 |J11.1J11.2 J11.3J712.1
J12.2J712.3
Pasnen 2. Pasaen 2. AyauT B onepanuoHHbIX cucremax \Windows
2.1 Aynut B orrepannoHHbIx cucremax Windows /JTex/ 7 2 JI1.1 J11.2 J11.3J12.1
J12.2J712.3
2.2 JlabopatopHas pabota Ne 2 - Ayaut B onepaiiioHHbIX ciuctemax Windows 7 6 JI1.1J11.2 J11.3J12.1
[J1a6/ J12.2712.3
2.3 Aynut B oneparmonnsix cucremax Windows /Cp/ 7 13,2 |J11.1J11.2 J11.3]12.1
J12.2J12.3
Pa3gen 3. Pa3nen 3. Microsoft Active Directory
3.1 Microsoft Active Directory /JTex/ 7 1 JI1.1J11.2 J11.3J12.1
J12.2J12.3
3.2 Jlabopatopnas padora Ne 3 - Microsoft Active Directory /JTa6/ 7 4 JI1.1J11.2 J11.3J12.1
J12.2J12.3
3.3 Microsoft Active Directory. KomrtekTop sxypHanos /Jlex/ 7 1 JI1.1J11.2 J11.3J12.1
J12.2J712.3
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3.4  |JlaboparopHas paGota Ne 4 - Microsoft Active Directory. Komnnexktop xypHanoB 7 6 JI1.1J11.2 J11.3712.1
[JTa6/ J12.2712.3
35 Microsoft Active Directory /Cp/ 7 13,2 |J1.1J11.2 J11.3J712.1
J12.2J12.3
Pasnen 4. Pasnex 4. Positive Technologies MP SIEM
4.1 Positive Technologies MP SIEM. AxTtuBarus, 0OCHOBHBIE QYHKIMH, COOp 7 2 JI1.1J11.2 J11.3]712.1
coObrtuii /Jlex/ J12.2J12.3
4.2 |JTaboparopnas pabota Ne 5 - Positive Technologies MP SIEM. Akruaitus, 7 4 JI1.1J11.2 J11.3J712.1
OCHOBHbIE (DYHKIMHU, cOOp coObITHIA /JTTab/ J12.2712.3
4.3 Positive Technologies MP SIEM. Ananu3 3amumensocty /JIex/ 7 2 JI1.1J11.2 J11.3712.1
J12.2J12.3
4.4  |JlabopatopHas padora Ne 6 - Positive Technologies MP SIEM. Ananu3 7 4 JI1.1J11.2 J11.3712.1
samuIeHHocty  /J1a6/ J12.2 112.3
45 Positive Technologies MP SIEM. O6pa6oTka coobituii /JIex/ 7 2 JI1.1J11.2 J11.3J712.1
J12.2J712.3
4.6  |JTaboparopuas paGota Ne 7 - Positive Technologies MP SIEM. O6pa6oTka 7 6 JI1.1J11.2 J11.3J712.1
coObITHil /J1ab/ J12.2712.3
4.7 Positive Technologies MP SIEM. /Cp/ 7 13,3 |J11.1J11.2 J11.3712.1
J12.2J712.3
Paznen 5. Unas koHTaKTHas1 padoTa
5.1 WHast koHTaKkTHast paboTa: HHIMBHyalbHbIC KOHCYIbTAIIUH, TCKYIHN 7 51
koHTpoub. /[KP/

6. ®OHJ OIIEHOYHBbIX CPEJICTB

6.1. l'[epeqel-lb BU/10B OLICHOYHBIX CPEACTB

JlaGoparopHas pabora.
IMepeuens BOIPOCOB K 3a4eTYy.

6.2. TunoBbIe KOHTPOJBbHBbIC 3aIaHUA U HHBIC MaTePHUAJIbI 1J151 TeKle_[eﬁ aTrecrTanun

Jla6opaTopuast pabora Ne 1 - TlaponbHas 3amura B Windows

B BUpTYyaIbHON MaIllliHE YCTAHOBUTD KIIMEHTCKYIO ONeparontyio cucremy Windows.

C HCMOJIb30BaHUEM JIOKAJIBHBIX TIOJIUTHK 0€30MACHOCTH YCTAHOBUTD OTPAHHUCHHS:

- MUHUMAaJIbHas JJIMHA maposts nosis3osatesns Windows — 14 cumBoIioB;

- TpeOOBaHHUE CIIOKHOCTH MapOJIs;

- OJIOKMPOBKA YYETHOM 3alucH Mojb3oBaTelis Ha 30 MUHYT MOCIIE MATH HEYIauHBIX MOMBITOK aBTOPU3AIIHH.

Co3zarh yU4eTHYIO 3aKch mojb3oBarenst Windows ¢ maposieM, yIoBIeTBOPSIIONIMM YCTaHOBIEHHBIM TPEOOBAHHSM.
CO6pocuts mapoib mosb3oBatesst Windows ¢ Uemoab30BaHHEM TIPEIOCTABICHHOTO CIICIHATH3HPOBAHHOTO TPOTPAMMHOTO
o0ecreyeHus.

Y CTaHOBUTH MPEIOCTABICHHOE CPEJICTBO 3aAIUTHI OT HECAHKIIMOHUPOBAHHOTO AOCTYIIA.

CO6pocuTh mapoitb mojib3oBatelst Windows Ha BUPTYaIbHOM MaIllHE ¢ YCTAHOBJIEHHBIM CPEICTBOM 3aIUTHI OT
HECaHKLIMOHUPOBAHHOTO JOCTYyIA.

HactpouTh cpecTBO 3alUThl OT HECAHKIIMOHUPOBAHHOTO AOCTYIA 115 OJIOKUPOBKH MOMBITOK COpOca Mapois CreHaIu3uPOBAHHBIM
I10.

*JIucTprOYTHBBI, JTUIICH3UH U CICHHATM3UPOBAHHOE MIPOrPaMMHOE 00€CIIeUeHHE MPEAOCTABIISIOTCS PEOAaBaTEIIEM.

JlaGoparopHast pabota Ne 2 - Ayaut B orepanioHHbIx ciucremax Windows
HacrpouTts xypHanupoBanue coosrtuii Windows — co3naTh cucTeMy pa3rpaHu¥eHus J0CTyna (MHHEMYM aBa moss3oBaterns Windows
C pa3HBIM YPOBHEM IOJHOMOYHIA: MOJIHBIN JOCTYII U JOCTYII TOJBKO YISl YTCHHUSI) U HACTPOUTH ayJIUT
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WCIIONb30BAHMUS IPUBUIICTHUI JIIS KaTalIora Ha JJOKATBHOM JMCKE U BIOXKEHHBIX B HEro (aiiyioB, 00eCeunBarONIHil PETHCTPAIIUIO
CBE/ICHHH:

- METOJ] IOCTYTA K KOHTPOJIHPYEMBIM (haiiiaM U KaTaJory;

- pe3ynbrat (ycrex, 0TKa3) MOMBITKH HCIIOIb30BaHUS IPUBUIICTHIA;

- yYETHasl 3aMUCh MOTB30BATENS, UCTIONB3YIOIIETO PUBUIICTHY;

- BpeMs COOBITHS;

- perucTpanus cBeJeHi 00 ynaiéHHbIX (aitnax.

Bocco3aathk CTPYKTYpY CETH, CLICHAPUH HCIIOIb30BaHMsI KOMITBIOTEPOB B JIOKAJIBHON CETH MO pe3yyibTaTaM aHAINu3a MPEJOCTABICHHBIX
KYpHAJIOB 0€30MacHOCTH, COACPIKAIIYIO CISIYIOUIYI0 HH)OPMAIIHIO:

- CeTeBbIC UMEHA KOMITBIOTEPOB, BXO/ISIIHUX B JIOKATBHYIO CETh;

- y4E€THBIC 3aIIHCH MMOJIB30BATENICH M MX COOTBETCTBUE CETEBBIM HMEHAM KOMITBIOTEPOB, HA KOTOPBIX 3TH YYCHBIC 3AIIUCH
UCTIONB3YIOTCS;

- PEKHUM SKCIUTyaTauu (Bpemsl, THU HEeIeIr) KOMITBIOTEPOB,;

- HAJTMYKE CETEBOrO MPOrPAMMHOT0 00eCICUeHHS;

- OIpejieNieHre HAIMYMSA U THIIa KOHTposutepa aomena Windows;

- UCTIONIb3YEeMbIE CETEBbIC TIPOTOKOJIBI;

- ICIOJIb3yeMOe MPUKIIAJHOE MPOrPAMMHOE 00ECIIEUCHHUE;

- NpUONU3UTENbHAS CXeMa JIOKATbHOMN CeTH.

*CIEUaIbHO TI0rOTOBICHHBIC KYPHAJIbI, COACPIKAILIE HCXOAHBIC COOBITHS, IIPEAOCTABIIIOTCS IPEMOAaBaTeIeM

Jla6opaTopnas pabora Ne 3 - Microsoft Active Directory

Ha ByX BUpTyaJbHBIX MalIMHAX YCTAHOBHUTH COOTBETCTBEHHO cepBepHyro (Windows 2008 Server mmu 0osee HOBast) U KIMEHTCKYIO
(Windows 7 wim 6ostee HOBast) OTIEPAIIMOHHEBIE CHCTEMBI.

KITOHHpOBAaTh BUPTYaIbHYIO MAIIMHY C CEPBEPHOI ONEpaIlMoHHOil cucTeMoi, n3MeHuB uaeHtudukarop (SID) onepaunonHo
CHCTEMBI U CETEBOE UM

Mexay CO3aHHBIMH BUPTYaIBEHBIMU MaIlIMHAMU HACTPOUTB BUPTYAIBHYIO CETh, COOTBETCTBYIOIIYIO TPEOOBAHUAM:

- BCe BUPTYyaJbHbIE MAaIIMHBI HaxosTcst B oxHoM Virtual lan;

- BCE BUPTYyaJbHbIC MAIIMHBI MIMEIOT Pa3INYHbIC CETCBBIC IMCHA U ip-aapeca;

- BCE BUPTYaJIbHBIC MAIIMHBI JOCTYITHBI IPYT APYTY IO IIHPOKOBEIIATEIEHBIM PACChIIKaM (HaXOAATCS B OJHOM MOJICETH);

- OCHOBHBIM IIUTFO30M H CEPBEPOM MMEH SIBISIETCS BUPTYalIbHAs MAIIMHA C HCXOAHOM (M0 OTHOIICHHIO K KIIOHUPOBAHHOM BUPTYaJIbHOI
MallIMHE C CePBEPHOI ONEPaHOHHO CHCTEMON).

CepBepHO# OMepalMoHHON cucTeMe 100aBUTh poJib KOHTpoIuiepa foMmeHa Active Directory.

CxoHUTypHpOBaTh KOHTPOJUICP AOMEHA C HACTPOIKaMHM 110 YMOJIYAHUIO, BBECTH KIIMEHTCKYIO ONEPAHOHHYIO CHCTEMY B COCTaB
KOHTpOJIIepa JoMeHa (MoKa3aTelb YCeUHOCTH HACTPOHKH — Ha KITMEHTCKOM MAIlIMHE MOSIBISETCS BO3MOXKHOCTh aBTOPH30BATHCS €
JIOMEHHOH y4EeTHOM 3aIHChIO).

Ha kj10HMpOBaHHON BUPTYaIbHOM MalIMHE C CEPBEPHON ONIEPALIMOHHON CHCTEMOIT HACTPOUTH POJIb PE3EPBHOI0 KOHTPOIIIEpa JOMEHa
(rmokasaresp YCICNTHOCTH HACTPONKH — M3MEHEHHe cTpyKTyphl Active Directory Ha ocHOBHOM KOHTpoJIIepe JoMeHa (1o0aBneHne
HOJIb30BaTeIei, KOMIIBIOTEPOB U T.J11.) BIeYET H3MeHeHne cTpyKTypbl Active Directory Ha pe3epBHOM KOHTpOJIIEpE OMEHA.

Jla6opaTopnas padora Ne 4 - Microsoft Active Directory. KomrexTop KypHaioB

Ha ByX BUpTyaJbHBIX MAIIMHAX YCTAHOBHUTH COOTBETCTBEHHO cepBepHyro (Windows 2008 Server munu 0osee HOBast) U KIMEHTCKYIO
(Windows 7 witi Gosiee HOBast) ONEpPaIIOHHbBIE CHCTEMBI.

Hacrpouts )xypHanupoBanue coobrruit Windows — co3nats cucteMy pasrpaHudeHus 1octymna (MUHUMYM JiBa ronbs3oBarest Windows
C Pa3HbIM ypPOBHEM ITOJHOMOYHIA: MOJHBII IOCTYII M TOCTYII TOJBKO [UIS YTEHHSI) M HACTPOUTH ayJUT HCIIOIB30BAHMS IIPUBMIIETHIT IS
KaTaJiora Ha JIOKaJbHOM JMCKE W BIOXKCHHBIX B HEr0 (ailyioB, 00ECIIeUNBAIONINI PETUCTPALIUIO CBEACHUI:

- METOJ I0CTYIIa K KOHTPOJIMPYEMBIM (hailiiaM 1 KaTauory;

- pe3ynbTar (ycmex, 0TKa3) MOMBITKH HCIIOIb30BaHNs [TPUBHIICTHI;

- y4eTHas 3aIKCh I10JIb30BATENs, HCIIOJB3YIOIEro MPHUBUICTUH;

- BpeMsl coObITHS;

- perucTpanys CBeJeHUH 00 yIalEHHbIX (aiinax.

MexIy CO3aHHBIMU BUPTYaIbHBIMH MaIlllMHAMH HACTPOUTH BUPTYAIBHYIO CETh, COOTBETCTBYIOILYIO TPEOOBAHUSIM:

- BCe BUPTYyaJIbHbIE MAIINHBI HAXOSITCsI B ofHOoM Virtual lan;

- BCE BUPTYaJIbHbIC MAIIMHBI HIMCIOT Pa3JINYHbIC CETCBBIC MMCHA U IP-ajpeca;

- BCE BUPTYaJbHBIC MAIIMHBI JOCTYITHBI IPYT APYTY IO IIHPOKOBEIIATEIbHBIM PACCHIIKaM (HaXOAATCS B OXHOM MO/CETH);
- OCHOBHBIM IIITIO30M U CEPBEPOM HMEH SIBIISIETCS] BUPTYaAlIbHASI MalllMHA C CEPBEPHON OMEPAMOHHON CHCTEMOM.
CepBepHO# OTIepaIlOHHON CHCTeMe T00aBHUTh POJTb KOHTpouTepa qomena Active Directory.
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CKOH(HUTypHPOBATh KOHTPOJUIEP JOMEHA C HACTPOIKAaMHU ITO-YMOIYaHHIO, BBECTH KIHEHTCKYIO ONEPAI[IOHHYIO CUCTEMY B COCTaB
KOHTpOJLIepa AoMeHa (T0Ka3aTesb yCIEHOCTH HACTPONKH — Ha KIIMEHTCKOM MAIIMHE HOSIBISCTCS BO3MOXKHOCTh aBTOPH30BATHCSI C
JIOMEHHOH y4YETHOH 3aIIHChI0).

HacrtpouTs KoyutekTop (COOPINHUK) )KypHAIOB O€30IIACHOCTH B CEPBEPHOM OTIEPAIIOHHON CHCTEME st COopa COOBITHIA M3 KypHAaIa
6€301MacHOCTH KJIMEHTCKOM OMepaloHHOM CHCTEMBI ([I0Ka3aTelIb YCIEIHOCTH BBITOJTHEHMS 3a/IaHus - COOBITHS 110 pe3yJIbTaTaM
aynuTa (B KIMEHTCKOW ONMEepallMoHHOM CHCTeMe, B )KypHaie 6e30I1aCHOCTH) I0CTYIIa K KaTalory, Ha OCHOBE CO3aHHOM CHCTEMBI
pasrpaHHYEHHs JOCTYIIA, MOSBISIFOTCS B CEPBEPHOI ONEPAI[MOHHON CHCTEME, B )KypHale KoJuIeKTopa (cOOpIIHKa) )KypHAJIOB).

JlaGoparopHast padora Ne 5 - Positive Technologies MP SIEM. Akruarus, oCHOBHBIE (QYHKI[MHU, COOp COOBITHIT
ToAKTIOYUTECS K yAAIEHHOMY CTEHIY ¢ ycTaHoBIeHHBIM Positive Technologies MP SIEM. AKTUBHpPOBATH MPEIOCTABICHHYIO
JIMIEH3HIO, B COOTBETCTBUH C TIPEIOCTABIICHHOM JoKyMenTaiueii Ha Positive Technologies MP SIEM.

Cosnars 3a1aqy 10 cO0py JKypHAIOB U3 KoJuiekTopa (cOopimka) sxypaaizos Windows.

Cosnate 3a1a4y 1o c6opy coObITuii u3 6a3sl manubix Kaspersky Security Center.

Cosnars 3a1auy 1o c6opy cobbIThit Mo cranaapty Syslog.

Jla6opaTopmast pabota Ne 6 - Positive Technologies MP SIEM. Ananu3 3anuinieHHOCTH

IMoxKMIOYUTECS K YIaJIEHHOMY CTEHAY ¢ ycTaHoBIeHHBIM Positive Technologies MP SIEM.

ITpoBecTH MOUCK JOCTYIHBIX XOCTOB B CETH. BBINOMHUTH 3314y 110 CKAaHUPOBAHHIO JOCTYITHBIX XOCTOB Ha HAJIMYHE YSI3BUMOCTEH B
pexume PenTest (mokasarelsb YCHEIIHOCTH — OOHAPY)KSHHBIE YSI3BUMOCTH B Pe3yJIbTaTax CKAHHPOBAHHS JOCTYIHBIX XOCTOB).
ITpoaHaM3uPOBATH BBIBICHHBIE YSI3BUMOCTH PACCMOTPETH, OMMCATh U HPHHSTH MEPBI [0 UX YCTPAHEHHIO CTaHAAPTHBIMU
cpencreamu Windows (3akpbiTHe TOPTOB, YCTAHOBKA OOHOBJICHUH H T.1.).

Jlabopatophast padota Ne 7 - Positive Technologies MP SIEM. O6pa6oTka coObITHi
TMoaKIIOUUTECS K YAAIEHHOMY CTEHAY ¢ ycTaHoBiIeHHBIM Positive Technologies MP SIEM.
Hanwucars npou3BoJIbHOE MPABHUIIO HOPMAJIU3AIHH.

Hanucars npou3BoJIbHOE MPABIIIO arperainm.

Hanwvcarh npou3BOJIbHOE MPABHIIO 00OTAIIEHHS.

Hanucars npou3BoIIbHOE NPABHIO KOPPEIISIHH.

Hanwmcarh npou3BoJIbHOE MPABUIIO JIOKATH3AIHH.

6.3. TunoBbie KOHTPOJbHBIE BOMPOCHI U 3aJaHUSI /IS IPOMEKYTOUHOM aTTecTALMM

Bomnpocs! k 3auéty

. Mogens OSI

. Mogens TCP/IP

. Apxurektypa DNS

. [Iporoxon LDAP

. MS Windows Server. Ponu

. MS Active Directory. Apxutektypa

. MS Active Directory. Cpezncrsa yrpaBieHus

. Komnexrop xypranos coosrruii Windows Server

. IMoctpoenne VPN cetu cpencrBamu MS Windows Server
0. Hactpoiika cepBepa ynanéHHbIx pabouux ctoioB RDP
11. Maposnbras 3amura Windows (jokanbHas)

12. Cucrema aynura Windows

13. RAID

14. UEFI/Legacy pexumsl 3arpy3ku Windows

15. SIEM-cuctemsl. [IprHIATIBI TOCTPOCHHS 1 Ha3HAUCHHE
16. SIEM-cuctemsl. @opMupoBaHue HHIUACHTOB U YIPaBICHUE UMU
17. SIEM-cuctemsl. O6paboTka coObITHIt

18. SIEM-cucremsl. Hactpoiika coopa coObITuii

P Oooo~NOoO O, WNE

6.4. Kputepuu oneHUBaHUS

[Topsinox mpoBeaeHNs TPOMEKYTOUHOM aTTeCTALUU

Ha 3auére cTynenT nomyuaer 6uner. B 6unere aBa Teopernueckux Borpoca. Ha Hanncanue orBera gaercs 1 gac. Iocne atoro
IIPOUCXOIMT OLIeHKa 0TBeTa. [IpenonaBaTens MOXKET 3a/1aBaTh BOIPOCH! 1O TEKCTy oTBeTa. CTYAEHT IOJDKEH Ha HUX OTBETUTb.
MaxkcuManbHbIi 0aJlT 32 OTBET Ha TeOpeTHIecKuit Borpoc - 10.

MaxkcumanbeHbIi 6armt 3a 1abopatopHyto padory - 10.
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CBo/iHas TaOJIUIIA PEUTHHTA YCTICBAEMOCTH
Ne TlepedeHb KOHTPOJIBHBIX MEPOTIPUATHI B ceMecTpe MakcuManbHOe KOJI-BO 0aijioB

1 JlaGopatopnas pabora Nel-7 7x10=70
2 3ader (TEOpETHUYECKHUIT BOIPOC) 2x10=20
Hroro 90

Kpurepun orlieHHBaHHUS TEOPETUYECKOr0 BOMIPOCa U T1ab0paTopHOil paboThI

OrnnyHo/3auteH0/9-10 6aioB - O6y4YaoUHics OTIHYHO 3HAET MaTeprall, MOHUMAET TEPMHUHOJIOTHIO Ha S3bIKE TPOrPaMMHPOBAHUS
PERL wn Python . O6yuarormuiicst IpakTHUECKH He JOMYCKAET OITHOO0K.

Xoporo/3aureHo/7-8 Gamios - OGy4aronmiics: XOpOLIO 3HAeT MaTepHall, IOHUMAET TEPMHUHOJIOTHIO Ha SI3bIKE NPOrPaMMHUPOBAHHSI
PERL wn Python. O6yuaromuiicst JOIMyCKaeT He3HAYUTEIbHBIE OIUOKH.

V nonetTBOpuUTENbHO/3auTeHO/5-6 6amToB - OOyUarOMHUIACsS 3HAKOM C MaTepUaIoM, BiIaieeT TEPMHUHOJIOTHEH 00BEKTHO-
OPHEHTHPOBAHHOTO POrpaMMHUpoBanust. OOyJaromuiics TOIycKaeT pakTHIEeCKUe OIIHOKHL.

HeynosnerBopurensHo/He 3auteno/0-4 6ama - O6ydarolmuiicst He 3HaCT OCHOBHBIX MTOJIOXKEHHIT BOIIPOCa, HE OPHEHTHPYETCS B
OCHOBHBIX MOHSATHSIX, H3JaracT MATEPHa C TPYAOM, C IPYObIMU (paKTHICCKUMHU OMIMOKaMH, JTHOO OTKA3bIBAETCS OT OTBETOB Ha
BOIIPOCHI.

ITpu noaBeJeHUM UTOTOB YUUTHIBAIOTCS PE3yIbTaThl TEKYIEH arTectanuy. IIpoMexyTouHas aTTecTalus B 1€JI0M BBICTABIISAETCS 110
pe3yabTatam JabopaTopHBIX paboT H OTBETA HA OMJIET Ha 3a4eTe.

Kpurepuii oneHuBaHus pe3ynbTaToB 3a4eTa!

0 - 55 0amioB — He 3a4erT;

56 — 90 Gasu1oB — 3auer.

7. YYEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECHHEYEHUE JUCHUIIJIUNHBI (MOAY.JIS)

7.1. PexoMeHayeMas JINTepaTypa

7.1.1. OcHoBHas JUTepaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue WzparensctBo, ron| Pecypc

JI1.1 |Bnacos 1O. B., AIMUHHCTpHpOBaHHUE ceTei Ha iardpopme MS Windows Server: Mocksa : 9BC
Punkosa T. H. yueOHOe mocobue Wutepuer-
(https://biblioclub.ru/index.php?page=book&id=233291) YHuBepcurer
HudopmarioHHs!
x TexHomnoruit
(MHTYUT)
|BrrrOM.
JlaGopatopust
3ganuii, 2008

JI1.2 |AiiBenc K. Anvunauctpuposanne Microsoft Windows Server 2003: Mocksa : BBC
IpaKTUIeCcKoe nocodue HnrepHer-
(https://biblioclub.ru/index.php?page=book&id=233685) YHuBepcurer
HudopmarioHHs!
x TexHonoruit
(MHTYUT), 2008

JI1.3 |Oncennutep P., Bent |Aamunuctpuposanue cereir Microsoft Windows XP Professional:  [Mocksa : OBC
Tobwu JIx. yaeOHoe mocobme HanuonaneHbIi
(https://biblioclub.ru/index.php?page=book&id=428821) OTKpBITHIIH
YHuBepcurer

«MHTYUT», 2016

7.1.2. lonotHUTEIbHAS JIUTEPATYpa

ABTOPEBI, COCTaBUTEIN 3arnaBue WsparensctBO, TOa | Pecypce
J12.1 |Xopyxuukos C. 3., Anmuuncrpuposanue cereit Windows: ygebHoe mocobue Cankrt- [TetepOypr | OBC
Ipeiryn B. B. (http://e.lanbook.com/books/element.php?pll_id=40727) : HUY UTMO,
2012
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ABTOpBI, COCTABUTEIH 3arnaBue WznarensctBo, ron| Pecypc
JI2.2 |AtiBenc K. BHenpenue, ynpaBieHUe U MOJIepKKa ceTeBol nHdpacTpykTypbl MS{Mocksa : 3BC
Windows Server 2003: npaktiueckoe mocobue WurepHer-
(https://biblioclub.ru/index.php?page=book&id=233686) VYuusepcurer
MNHupopMannoHHBI

x TexHomoruit
(MHTYUT), 2008

JI2.3 |Tanenbaym 0., CoBpeMeHHBIE ONEPAIIMOHHBIE CUCTEMBI Cankr- [letepOypr
JleontneB A. : Murep, 2005

7.3 IlepeyeHb MHGOPMALMOHHBIX TEXHOJIOTH I

7.3.1 TIporpammHoOe oGecneyeHue

Adobe Reader

Notepad++

VirtualBox

LibreOffice

7.3.2 IlpodeccnonaibHble 0a3bl AAHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DrekTpOHHBIH KaTaaor HayIHoM 6ubinoTekn Yenl'Y [Dnekrponnsiii pecypc] : 6a3a ganubix / Yenso. roc. yH-T. — Yensounck, 1992,

2. Koncynbranr [Inroc [DaekTpoHHbI pecypc] : cipaBoYHO-TIpaBoBast cucTeMa : 0a3a TaHHbIX / PErnoH. eHTp npaBoBoit HHGOPM.
Hudopmmpaso.

3. eLIBRARY.RU [2sekTpoHHBIi pecypc] : HaydHas 2IeKTpOHHAs OMOIHOTeKa [HaydHOM TIEPHOJUKH Ha PYCCKOM sI3bIKE |. —
Mockaa, [1999-]. - locTyn K MONHBIM TekcTaM Tocie peructpamun u3 cetu Yenl'yY. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTponHsbIif pecypc]: crucTeMa IUCTaHIIMOHHOTO 00yueHws : [6a3a manubix] / Yens6. roc. yH-T. — Yensounck, [6.1.]. —
Hoctyn u3 cetn Yenl'Y wiy, mmocie perucTpanyy U3 CeTH yH-Ta, U3 Jr000H TOYKH, UMeoLIel focTyn B uHTepuer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6u6nnorexa YensiOMHCKOro rocy1apCTBEHHOTO yHHBEpcHTeTa [DnekTpoHHslil pecype] : [caiit] / Yens0. roc. yH-T. —
Yensiouuck, [2001-]. — Pexxum moctyma: http://www.lib.csu.ru/ , ceoboaHbIif. — 3ari. ¢ skpaHa.

6. uTepHeT yHUBEPCUTET HHPOPMAITMOHHBIX TEXHOJIOTHH [DIeKTpOHHEIH pecypc]. — DeKTpoH. AaH. — Pesxxum gocTyma |
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCHUIIJIUMHBI (MOIY JISI)

HJI}I peajim3aliii JUCHUTIUIMHBI UCTIOJIB3YIOTCH y‘Ie6HBIe AYIAUTOPHUU OJI MTPOBECACHUA 3aHATUH JEKIIMOHHOTO THIIA, 3aHATUI
CEMUHApPCKOT'0 TUIla, 'PYNIIOBBIX U MHAUBUAYAJIbHBIX KOHCyJ'IbTaLlI/If/’I, TCKYLIETO KOHTPOJIA U HpOMe)KyTO‘{HOﬁ aTTeCTaluu, a TaKXKE
NOMCHICHUS JIA CaMOCTOSITEIbHOM pa6OTLI.

VYueOHble ayAUTOPUH YKOMIUIEKTOBAHBI CIIEUATN3UPOBAHHON MEOETIbI0 UM TEXHUYECKHMU CPEACTBAMU 00yUEHUSI: IPOESKTOPOM,
9KPaHOM, MarHUTHO-MAapPKEPHOM JOCKOH, MaPKEPOM; C BOZMOKHOCTBIO JEMOHCTPALIUH JJIEKTPOHHBIX NIPE3EHTALMI IIPU YPOBHE
OCBEILEHHUS, JOCTATOYHOM UISl PaOOTHI ¢ KOHCTIEKTOM.

I[J'If[ MMPOBEACHUA 3aHITUI JICKHUOHHOTO TUIIa UMECTCA AEMOHCTPAIMOHHOC 060pyz[013aHI/Ie: IIPOCKTOP, SKpaH.

[Tomerienust U1 CaMOCTOSITENBHOM PadOThl 00YYAIOLIMXCSI OCHAIIEHBI KOMITBIOTEPHOIN TEXHUKOH € MOAKIIIOYEHHEM K CETH
«MHTepHET» 1 00ecieueHreM J0CTyIa B AJIEKTPOHHYIO HH(POPMALMOHHO-00pa30BaTENbHYIO Cpelly YHUBEPCHUTETA.

9. METOANMYECKHUE YKA3AHUS JJIS1 OBYYAIOIIUXCS IO OCBOEHUIO JUCHUIIIMHBI (MOAY JISI)

[Mpu n3yueHn AaHHOW AMCLMIUIMHBI UCIIOIB3YIOTCS JIEKIMOHHbIE, Ta00paTOpHBIE 3aHATUS U caMOCTOsITeNIbHAs paboTa cTyaeHTa. Ha
JIEKLIMOHHBIX 3aHATUAX NPENoJaBaTesb U3J1aracT OCHOBHOE COAEPAKAHUE TeM MporpaMmMsal. IIpopaboTKy JeKIUOHHOIO MaTepHrana
CTYZICHTY >KEJIaTeJIbHO NPOBOJUTH KaK MOCIIe KaKJOTr0 3aHATHs, TaK U M0 3aBEPLICHUIO TEMBI. DTO IO3BOJIUT CBA3aTh BOSIAUHO
IIOJy4YEHHBIE CBEJICHUS H COCTAaBUTh LEIBHYIO KaPTHHY.

Ha 1abopaTopHbIX 3aHATHAX pacCMaTPUBAIOTCS YCTAaHOBKA M HACTPOHKa Cyk0 1 6a30BBIX apaMeTpoB. PekoMeHnayercs nepen
Ka)XJbIM JIa00paTOPHBIM 3aHATUEM BBINOIHUTH JOMAIIHEE 33aHKUE, YTO [O3BOJIMTH JIy4lle YCBOUTD IPEbLIYIIUI MaTepyall, u
W3Y4YUTH JEKLIHOHHBIA MaTepHal o npeacTosimei Teme. CTyAeHTY jKenaTeIbHO NPOSBIATh AKTUBHOE yJacTHe Ha 1a00opaTOpPHbIX U
JIEKI[HOHHBIX 3aHATHSAX, 33/1aBaTh BOIPOCHI, TIOCKONBKY YMEHHE 000CHOBBIBATE CBOIO TOUKY 3PEHHMS, HAXOXKICHIE KOMIIPOMHICCHOTO
pEIIEHKs B 3TUYECKH BBIAECPKAHHOM JUCKYCCHH HE TOJBKO Ba)KHO JUIA JIYUILIErO YCBOECHHS
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MaTepualia, HO U ICHUTCS B peaHLHOﬁ KU3HU.

B ciyuae npuMeHeHHs pH 00YYCHUH TUCIAILTMHBI DJICKTPOHHOTO 00YyYeHH s, IUCTAHIIMOHHBIX 00pPa30BaTEbHbIX TEXHOIOT Uit
o0leHIe 00YYAONIMXCS ¥ TPETIOAABATENS OCYIIECTBISIETCS B PEKMME PEAbHOTO BpeMeHH (OHIaiiH-NeKiun (BeOUHAPHI), 4aThl,
BUJICO-KOH(EPEHIMHU U JIP.) WIK OTIOKEHHOTO BpeMeHH (CrcTeMa qUCTaHIoHHoro o0ydyenus Moodle, hopymel, snexTpoHHas modra
u 1p.).

BoJibIIy 0 4acTh BpeMEHH 00YYarOIIHecs] CAMOCTOSATELHO PA00TalOT ¢ Y4eOHO-METOMMYeCKUME MaTepuanaMu. CTYIEHTH HMEIOT
BO3MOXHOCTH KOHCYJIBTHPOBATBCS C MPETIOIABATENIEM 10 BCEM BOMPOCAM, BOSHHKAOIIMM B XOJI€ CAMOCTOSTENBHOM paboThI
MOCPEICTBOM 3JIEKTPOHHOM MOYTHI, MECCCH/IKEPOB, COI[MAIIBHBIX CETEH H T.II.

JocTymn 00y4aronerocs K y4eOHbIM PECypCaM B PEXKHME OTIIOKEHHOTO BPEMEHH, CAMOCTOSTEIbHOM pabOThl OCYLIECTBISIETCS Yepe3
ceth MIHTEpHET B yJJOOHOM Ul HETO MECTE, BPEMEHH M TEMIIE.

[Tpu 0Gy4eHuu JuL C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3/I0POBBSI 3JIEKTPOHHOE 00Y4eHUE, IUCTAHIIMOHHBIE 00pa30BaTeIbHbIC
TEXHOJIOTHH TIPEeIyCMaTPUBAIOT BOZMOXKHOCTh IIpHEeMa-Tiepeadr MHGOPMAaIiK B JOCTYITHBIX IS HUX hopMax.

Peanuzaiiuist AUCHUILTHHBI C MPUMEHEHHUEM 3JICKTPOHHOTO O0OYUYEHUsI, TUCTAaHIIMOHHBIX 00pa30BaTeNbHBIX TeXHONOTHiT (1anee — D0,
JOT) ocymectBisiercst Ha ocHOBaHHHU «I10I0XKEHHUS O peanr3alui OCHOBHBIX U IOIOIHUTEIBHBIX 00pa30BaTENbHbBIX IPOrPAMM C
MIPUMEHEHUEM DJIEKTPOHHOTO 00yUeHHS U TUCTAaHIIMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTHN B (eliepabHOM TOCYAapCTBEHHOM
OTO/DKETHOM 00pa30BaTeIbHOM YUPEKIESHHH BBICIIEro 00pa3zoBaHus «UensIOMHCKUH roCy1apCTBEHHbIH YHUBEpCUTET», «[lomoskeHns
0 MopsiAKe 3a4eTa 00YJaIOIMIMMHUCS 110 OCHOBHBIM MPO(PECCHOHAIBHBIM 00pa30BaTEIbHBIM MPOTPaMMaM BhICIIETO 00pa3oBaHUs B
OI'BOY BO «Yenl 'V» pe3yabTaToB OCBOCHHS B OPraHU3aIUIX, OCYIISCTBIISIONIMX 00pa30BaTeIIbHYIO ACATCILHOCTD, yIeOHBIX
MPEIMETOB, KypPCOB, TUCIUILINH (MOYJIeH), MPAKTHK, TOMOJIHUTENBHBIX 00pa30BaTEIbHBIX MIPOrPaMM» MOCPEACTBOM AIICKTPOHHOM
nHpopMaImorHo-00paszoBarenbHoi cpeasl PTBOY BO «Yenl'V». B HCKIOYHTENBHBIX CiTydasx (popc-Maxkop U T.11.) TIPH
peanu3anuu o0pa3oBatesibHOU AesTenbHOCTH ¢ npuMeHeHreM D0, IOT MoryT NpUMEHSATh KOMIIOHEHTHI, HE BXOSIIHE B TIEpeUCHb
3JIEKTPOHHOH HHPOPMAITUMOHHO-00Pa30BATEIBHON CPEIBI.

10. CHEIIUAJIBHBIE YCJIOBHU OCBOEHUSA JUCIUIIJIMHBI OBYYAIOIIUMHUCS C UHBAJIMAHOCTBIO U
OI'PAHUMYEHHBIMHA BO3MOXHOCTSMMU 31TOPOBbS

OcBoeHUE TUCHUILIMHBI HHBAJMIAMH U JHIAMHU C OTPAaHWYEHHBIMU BO3MOXKHOCTSIMH 3/I0POBBSI OCYLIECTBISIETCS C UCIIOIb30BaHUEM
CHENHANBHBIX TEXHUYECKHX CPEACTB W WH(POPMAIMOHHBIX TEXHOJOIHMH, TPEAOCTaBIIEMBIX PecypcHbIM y4yeOHO-METOANYECKUM
LEHTPOM 10 OOYYEeHHI0O WHBAIWAOB W JIMI C OTPAaHMYEHHBIMH BO3MOXKHOCTAMH 310poBbs Yenl'Y mo 3ampocy oOydaromierocs
(MOOHIBHBIE CHIEIHMANBHBIE TEXHHYSCKHE CPEICTBA Ul JIMI[ C HAPYNICHHSIMH 3PEHHS W C HapYIICHHEM CIyXa, aCCHCTHBHBIC
HH()OPMALOHHBIEC TEXHOJIOTUH).

IIpu HeoOXomuMOCTH sl OOYYAIOUIMXCSl C HApYLUICHUSMH 3pPEHUS Ha pabO4YMX MecTax Jjisl HPOBEICHUS IMPAKTUYECKUX HITU
n1abopaTOPHBIX 3aHATHI YCTAHABIMBACTCS CIICHUAIBHOE MMPOrpaMMHOE obecredeHue (MporpaMMma peveBOil HABHTAIUH, PEYCBbHIC
CHHTE3aTOPbI, SKPAHHBIC JIYIIbI).

B yueGnble ayauropuu obecrieunBaeTcs OSCIPENnsTCTBEHHBIH NOCTYH it 00yYaroIMXCcsi ¢ MHBAIMAHOCTHIO U C OrPaHMYCHHBIMHU
BO3MOKHOCTSIMH 3I0POBbs. B Kak10i#l aynuropuy, re o0yJaroTcsi HHBATUIB! U JIUNA C OrPAaHHYEHHBIMH BO3MOYKHOCTSIMH 3JI0POBB,
IIpeyCMaTpUBAETCsl COOTBETCTBYIONIEE KOTMIECTBO MECT JUISl OOYUAIONIUXCS C YyYETOM HapyLIEHUH UX 30POBbSL.

J1n1st ocCBOSHMS AUCIMIUTMHEI HHBAJMIAM U JIUIaM C OTPAaHUYEHHBIMHU BO3MOKHOCTSIMHU 370POBbSI IPEIOCTABIISIETCS TOCTYI K IEYaTHBIM
HCTOYHUKAM, UMEIOIIUMCS B Hay4yHoW Oubnnoreke Yenl'V, ¢ mOMOLIbIO CIIEIMATIBHBIX TEXHUYECKUX CPEICTB; JOCTYI C MOMOIIBIO
CHEUUATbHBIX TEXHHYECKUX M NPOTPAMMHBIX CPEICTB K JJIEKTPOHHBIM HCTOYHUKAM, MPEACTABICHHBIM B (OpPME DIEKTPOHHOTO
JIokyMeHTa B poHze HayuHoH Onbmuorekn Yenl'yY wim 31eKTPOHHO-OMOITMOTEUHBIX CUCTEMAX.

Y4eOHo-MeToANYeCKHE MaTepHalbl Ui 00yYarOUIUXCsl U3 YMCIIa WHBAIUAOB U JIMI C OrPAaHUYEHHBIMH BO3MOXKHOCTSIMH 370POBBS
MPEOCTABISAIOTCA B (POpMaXx, aIaTHPOBAHHBIX K OFPaHHUYEHHUSAM MX 370POBbS U OCOOCHHOCTSAM BOCHPHUATHS UHPOPMAIIHH.

Jl11s MHBaJIMIOB U JINI] C OTPaHUYEHHBIMHA BO3MOKHOCTSIMH 3/10POBbsI OCBOCHHE TUCIUIIMHBI MOXKET OBITh YACTUYHO WJIU TIOJHOCTBIO
OCYIIECTBIICHO C UCIOIb30BAHUEM IUCTAHIIMOHHBIX 00PAa30BaTENBHBIX TEXHOIOTHH.

[Ipy mnpoBeseHNHM NPOMEXKYTOUHOM aTTeCTAllMM I10 JAUCIHMIUIMHE OOYy4YarolUMCS C HMHBAIMJHOCTBIO M C OrPaHUYCHHBIMHU
BO3MOKHOCTSIMH 3/I0POBBSI 00ECIIEUMBACTCS IO HX 3asBJICHMIO IIPEAOCTAaBICHHE B AOCTYINHOM (opMmMe B 3aBHCHMOCTH OT HX
WH/IMBUAYAIbHBIX OCOOCHHOCTEH WHCTPYKLUMH O MOpPSJIKE NPOBEICHHS IMPOMEKYTOYHOH aTTecTalluy, OLEHOYHBIX CpPEICTB U
BO3MO)XKHOCTH OTBETOB Ha 3amaHusi (MMChbMEHHO Ha Oymare, HabOp OTBETOB Ha KOMITbIOTEpE, MUCbMEHHO mpudToM bpaiins, ¢
HCIIOJIB30BAHUEM YCITyT ACCHCTEHTA, YCTHO).

[Ipu npoBeaeHUM NPOLEAYPhI OLICHUBAHUS PE3YIbTATOB O0YUYCHUS WHBAIUIOB U JIMIl C OTPaHHYEHHBIMUA BO3MOXKHOCTSIMH 37I0POBbS
IIpeycMaTpuBaeTCs UCTIONIb30BaHMe IpegocTaBiieHHbIX Yenl Y unn coOCTBEHHBIX TEXHUUECKHX CPENICTB, HEOOXOAUMBIX UM B CBSI3H C
WX WHAMBUAYAIBHBIMH 0COOCHHOCTSAMU. [Ipr HEOOXOAMMOCTH MHBAIMIAM M JIMLIAM C OTPAaHMYCHHBIMH BO3MOXXHOCTSMH 37I0POBbS
MIPEOCTABISAETCS JOMOIHUTEIbHOE BpeMsI IS IIOATOTOBKH OTBETA Ha 3a/laHM,
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Ipoueaypa OUCHUBAaHUS pE3YJILTATOB O6y‘IeHI/I$I I10 JUCHHUIIJINHE MOXCT IPOBOJAUTLCS B HECKOJIBKO 3TAIIOB.

© OI'BOY BO «Uenl'V»



CneuuansHocts 10.05.01 KomnblorepHas 0e30nacHOCTh

Cneuuanuzanus Ne6 « IHpopMaLHOHHO-AaHAIMTHYECKAS] U TEXHMYeCKas IKCIepTH3a
KOMIILIOTEPHBIX CHCTEM»

PaGouas nporpaMma AMCHUILUIMHBI KAAMUHHCTPUpPOBaHHe Windows»

2025 rox Habopa, ouHasi popma o0yueHust
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