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MK 00pabOTKH HaHHBIX B 3koHOMHUKEe» PI'BOY BO «Uenl'V»

@OH]1 OLIEHOYHBIX CPEJICTB AJI1 HIPOMEKYTOUHOM aTTeCTallMK 110 AUCHUIUIMHE (MOYJIIO)
«AupopmanuonHas 6€30MaACHOCTb»
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09.03.03 IIpuxnagnas uHpopMaTHKa, HUT-pemiennss u TexHoJa0oruu o0padoTkm
JaHHBIX B JKOHOMUKE, 0akanaBp, Hugpopmayuonnasn 6ezonacnocms, 2025, ounas

DoH/1 OLIEHOYHBIX CPEACTB JUCHUILIUHBI (MO1YJIs1) 0100PeH U PeKOMEH0BAH
[TpopexTop no yuebHoit pabore yrBepxaeHo 24.02.2025 A.A. CanamaToB

Y4eHbIM COBETOM HHCTUTYTa HH(POPMAIIMOHHBIX TEXHOJIOTUH
[Tporoxon 3acenanus Ne 6 ot 20.02.2025
[Ipencenarens YdueHoro cosera

MHCTHUTYTa WH(POPMAITMOHHBIX
TEXHOJIOTUH COIJJaCOBAHO IO. B. Ilerpuuenko

3acenanueM kKadeapsl HHPOPMANMOHHBIX TEXHOJOIHMA M  JIKOHOMHYECKON
MH(POPMATHKHA

ITporoxon 3acenanus Ne 6 ot 20.02.2025
H. o. 3aBenyromiero kadeapoit COTJIaCOBaHO C.A. Ckpumnos

ABTOD (COCTaBUTEIb) A.B. MutsgHuHa

Crpykrypa paGoyeii mporpaMmsl cOOTBeTCTBYeT npuka3sy pekropa ®I'bOY BO
«Heal'¥V» ot «13» anpess 2021 r. Ne 247-1



MUWHOBPHAYKHU POCCHUU
\‘)} denepalibHOE TOCYIAPCTBEHHOE OIOIKETHOE
@ 06pa3oBarelibHOE YUPEXKICHHE BHICIIEro 00pa3oBaHusI

«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
6e3omacHOCTb) N0 HanpasieHuto moaroroBku 09.03.03 «IIpuknagnas nHdopmaTrkay HanpasieHHOCTH «T- cTp. 2
peLIeHUs 1 TEXHOIOTUH 00paboTKH AaHHBIX B 3koHOMEKe» PI'EOY BO «Henl'V»

Conep:xkanue
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4.1. IlopsaoK NPOBENEHUS TPOMEKYTOUHOM ATTECTALIMM +...vvvvveseeesnreereensreesneesnreesnneeneesnneanns 30

4.2. Kputepuu OLleHUBaHUS IPOMEXYTOUHOM aTTECTAIMU 10 BHIaM OLICHOYHBIX CPEJCTB ...31

4.3. PesynbraThl IPOMEKYTOYHOU aTTecTaluu U ypPOBHHU c(hOpMHUPOBAHHOCTH
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MUWHOBPHAYKHU POCCHUU
\‘)} denepalibHOE TOCYIAPCTBEHHOE OIOIKETHOE
@ 06pa3oBarelibHOE YUPEXKICHHE BHICIIEro 00pa3oBaHusI

«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
6e3omacHOCTb) N0 HanpasieHuto moaroroBku 09.03.03 «IIpuknagnas nHdopmaTrkay HanpasieHHOCTH «T- crp. 3
peLIeHUs 1 TEXHOIOTUH 00paboTKH AaHHBIX B 3koHOMEKe» PI'EOY BO «Henl'V»

1. IMacnopT GoHIA OLIEHOYHBIX CPEICTB

Hampasnenue nogarorosku: 09.03.03 IIpuxnaanas nHdopMaTrka

Hanpasnennocts: UT-penieHust U TEXHOJIOTHH 00paOOTKH JaHHBIX B SIKOHOMUKE
Jucnunnuna: Madopmaimonnas 6e30mMacHOCTh

Cemectp (cemecTpbl) u3yueHus: /

®dopma (hopMbl) MPOMEKYTOUHOHN aTTecTaluu: dk3ameH (7 ceMmecTp).

Jist onleHMBaHMS Pe3yIbTaTOB 00yUEHHS UCIOIB3yeTCs OaTbHO-PEUTHHTOBast CUCTEMA.
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MUHOBPHAVYKHI POCCUUA

DenepanpHOE rocyJapcTBEHHOE OI0HKETHOE
o0pa3oBaTesIbHOE YUIpEeXKCHHE BHICIIEro 00pa3oBaHuUs
«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

®DOH/1 OLIEHOYHBIX CPEACTB UI1 IPOMEKYTOUHON aTTecTalluy 1o JUcHUILIHHE (Moayio) «HpopMamoHHas

6e3omacHOCTb) N0 HanpasieHuto moaroroBku 09.03.03 «IIpuknagnas nHdopmaTrkay HanpasieHHOCTH «T- cTp. 4
peLIeHUs 1 TEXHOIOTUH 00paboTKH AaHHBIX B 3koHOMEKe» PI'EOY BO «Henl'V»
2. [lepeuens popMuUpyeMbIX KOMIIETEH U
2.1. KomnereHunu, 3aKpeniéHHbIE 32 TUCHIUILIHHOM
Wzyuenne  mucrumuHbel  «MHQOpManmuonHas — Ge30mMacHOCTh» — HAmpaBleHO  Ha

dbopMupoBaHue CIEAYIOIUX KOMIIETEHIIUHN, MPUBEAEHHBIX B 1.

Tabmuua 1. Pe3ynaprarel 00yueHUs 110 TUCIUILUIHHE.

Kozaps!r xom-
METECHU NN Conepsxanue Komrie-
N WNHukaTopsl 10CTH- [Iepedyens muiaHupyeMbIX
COrJIaCHO TCHIIMH COT'JIaCHO 6
®roC ®roC KCHUA KOMHS”IF_IG(I;I;[I/II/I PE3YJIbTATOB OOYUYCHUA
(OHOH (OHOH BO) COI'JIaCHO 10 JUCHUIIIIMHE
BO)
1 2 3 4
OI1K-3 CnocobeH pemtats ctanaaptaele | OINK-3.1. Ob6mamaer 3HaTh: OCHOBHBIC TPEOOBaHHS
3a/1au¥ MPO(EeCCHOHANLHOMN Jies- | Ga30BBIMH 3HAHHUAMH UH(OPMAIOHHON
TEJIHOCTH Ha OCHOBE MH(pOpMa- UHPOPMAITUOHHO- 0€30MaCcHOCTH
LHOHHOH 1 GHONMHOrPadUIECKON | KOMMyHHKAIIHOHHBIX YMeTb: BEIOUpaTh
KyIBTYpEI € IPHMCHCHMEM HH- TEXHOJIOTUH, OCHOB UH(OPMAIIOHHO-
topmarmOHHO- UH()OPMALOHHO- KOMMYHHUKAIHOHHbIE
KOMMYHHKALMOHHBIX TCXHOJI0- oubImIorpaduIecKoi TEXHOJIOTUHM JIJIsl AHATH3a 1
THIHHC yHCTOM OCHOBHBIX Tpe- KYIBTYpBI, TpeOOBaHU obecniedeHUsT HHYOPMAITMOHHOM
Goaruii MHOPMALMOHHON Oe3- HHPOPMAITMOHHON 0€30MacHOCTH
OMACHOCTH;
6e3omacHoCTH Brnaners: HaBBIKaMM peIeHUs
OIIK-3.2. JIlemoHCTpUpYyeT | 3amaq oOecIeYeHuUs
YMEHHS IIPOBOANTD nH(pOpMaMOHHOH
nH(OPMALMOHHBIN TTIOHCK, 6e3omacHoCTH
OCYIIECTBIIATH BBIOOD
UH(OPMAIIOHHO-
KOMMYHHUKAIMOHHBIX
TEXHOJOTHH JIJIS peIIeHHS
npodecCHOHANBHBIX 3a/1a4
UCXO/Is U3 TpeOOBaHUH K
peleHuto u TpeOoBaHUH
nH(pOpMaIMOHHOH
6e3omacHOCTH
OIIK-3.3. Umeer
MIPaKTHYECKUH OTBIT
pemeHus
po¢heCCHOHANBHBIX 3a/1a4d
C IPIMEHEHUEM
HHPOPMAITMOHHO-
KOMMYHHKAI[MOHHBIX
TEXHOJIOTUH
OI1K-5 CrniocobeH unctammuposats npo- | OIIK-5.1. Obnamaer 3HaTh: OCHOBHBIE YSI3BUMOCTH
rpaMMHOE U alNapaTHoe o0ec- 0a30BBIMH 3HAHUSIMU OCHOB | TIPOrPaMMHOTIO U allapaTHOTO
TCYCHHE Ui HHGOPMALIMOHHBIX | ycTpOHCTBA U obecrieyeHnst ”HPOPMAMOHHBIX
1 aBTOMAaTU3UPOBAHHBIX CUCTEM; aMUHUCTPUPOBAHUS CHUCTEM
IIPOrpaMMHOTO U YMeTh: MHCTAIIUPOBATh U
anmaparHoro o0ecrieueHnst | pa3BepThIBATH IPOrPaMMHOC
“H(OPMAITMOHHBIX CUCTEM obecrieueHre ¢ y4eToMm
u 0a3 MaHHBIX TpeboBaHUi MHGOPMAITMOHHOH
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MUHOBPHAVYKHI POCCUUA

DenepanpHOE rocyJapcTBEHHOE OI0HKETHOE
o0pa3oBaTesIbHOE YUIpEeXKCHHE BHICIIEro 00pa3oBaHuUs
«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
6e3omacHOCTb) N0 HanpasieHuto moaroroBku 09.03.03 «IIpuknagnas nHdopmaTrkay HanpasieHHOCTH «T-
peLIeHUs 1 TEXHOIOTUH 00paboTKH AaHHBIX B 3koHOMEKe» PI'EOY BO «Henl'V»

cTp. 5

OIIK-5.2. JlemoHCTpUpYeT
YMCHUSI HHCTAJUTUPOBATh
IporpaMMHOE o00ecIiedyeHue
HHO)OPMAIMOHHBIX CHCTEM
n 0a3 TaHHBIX

OIIK-5.3. Imeet
MIPaKTUYECKUI OIBIT
YCTaHOBKHU H
COTIPOBOKIICHUS
HPOrPaMMHOTO U
ammapaTHoro odecrneyeHus
UH(OPMALIMOHHBIX CUCTEM
u 0a3 TaHHBIX

0€30I1aCHOCTH

Braners: HaBbIKaMU
Pa3BepThIBAHUS MPOTPAMMHBIX
KOMIUICKCOB C yYETOM
TpeOoBaHUH HH(POPMATHOHHON
0e30macHOCTH

IK-3

CriocoOeH MPOBOIUTH OLICHKY
9KOHOMMYECKHUX 3aTPaT U PUCKOB
B IIPOEKTaX MO pa3paboTKe U
BHezpeHuto U T-pemmennii B op-
TaHU3aLUH

TIK-3.1. O6nagaer
0a30BLIMU 3HAHUSIMHU
MHKPO- ¥ MAaKPOIKOHOMUKHU
[IK-3.2. JlemoHCTpUpYET
YMEHHE peIIaTh TUIIOBBIC
3a1a4M 110 OLIEHKE
SKOHOMHUYECKHX 3aTpaT ’
PHUCKOB

TIK-3.3. MeeT HaBBIKH
MIPOBEJICHUS OLIEHKU
SKOHOMHYECKHX 3aTpaT U
PHUCKOB B IMPOEKTaxX

3HAaTh: NOHATHE
UH(POPMAITHOHHBIX YTPO3 U UX
BH/JIBI, TIOJXOEI K OLIEHKE
WH(POPMAIIMOHHBIX PHCKOB;
OCHOBHBIE TIPUHIIUTIBI
(YHKIMOHUPOBAHUS CETeH 1
METO/IBI 00ECIIEYEHHS UX
0e30macHOCTH;TpeOOBaHNUS K
IIOATOTOBKE

YMeTh: MPUMEHSITh METO/IBI
OIICHKH PUCKOB
UH(OPMAOHHON
6€3011aCHOCTH, IPUMEHSTh
KOMIIBIOTEP TSl IPOU3BOICTBRA
pabot B 00macTH 3aMIUTHI
HHPOPMALIUH;TIPEICTABISAT
pe3yNbTaTel padOTHI B BUJIE
cTarey U JOKIag0B

Bruaners: HaBBIKaM#
BEITIOJTHEHHS PabOT TI0 aHATN3Y
U OIICHKE IPOIIECCOB
ynpasnenust UT npennpustus

© ®I'BOY BO «Ueal Y»




MHWHOBPHAYKHM POCCHUU
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DenepanpHOE rocyJapcTBEHHOE OI0HKETHOE
o0pa3oBaTesIbHOE YUIpEeXKCHHE BHICIIEro 00pa3oBaHuUs
«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
6e3omacHOCTb) N0 HanpasieHuto moaroroBku 09.03.03 «IIpuknagnas nHdopmaTrkay HanpasieHHOCTH «T-

peLIeHUs 1 TEXHOIOTUH 00paboTKH AaHHBIX B 3koHOMEKe» PI'EOY BO «Henl'V»

ctp. 6

3. ConepxxaHmne OLEHOYHBIX CPEACTB MO AUCUUIIJIMHE

3.1 Buabl O1lIeHOYHBIX CPeICTB

Tabnuua 2. Bujbl OIIEeHOYHBIX CPE/ICTB.

Ne i/

Kon xommeTeHmu/
IUTAHUPYEMBIC PE3YIbTaThI
o0yueHust

KoHTtponupyemsie TeMbl/
paszzaensl

HaumenoBanue
OLIEHOYHOT'O CPEJICTBA
JI7IS1 TEKYLIETO
KOHTPOJIS

HaumeHnoBaHue
OIICHOYHOTO Cpe/ICTBa
Ha TIPOMEKYTOUHOM
arrectanun/Ne 3aaHust

OIIK-3.1. O6mamaer
0a30BEIMH 3HAHUAMH
HHPOPMAITHOHHO-
KOMMYHHKAIMOHHBIX
TEXHOJIOTHI, OCHOB
UHPOPMAITHOHHO-
oubauorpadpuueckoit
KYyJIBTYpBl, TpeOOBaHUit
nH(OPMAIMOHHOM
6e3omacHoOCTH

3HaTh: OCHOBHBIE TPEOOBAHUS
nH(OPMAIMOHHOM
6e3omacHoCTH

OCHOBEI 0e30macHOCTH
HH(POPMAIIMOHHBIX
TEXHOJIOTHI

Tect

3amanns tecra Ne 1-151

OIIK-3.2. [lemoHCTpUpYET
YMEHHS TIPOBOINTH
MH(OPMAITMOHHEIN TIOHCK,
OCYIIECTBISATH BEIOOD
UHPOPMAITHOHHO-
KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH JUIS PelIeHHs
npodeccuoHaNnbHBIX 3a/1a4
UCXOAs U3 TpeOOBaHUH K
pemeHuo U TpeboBaHUH
MHPOPMAITMOHHON
0e30macHOCTH

YMmeTs: BEIOMpaTh
nH(OpMAITMOHHO-
KOMMYHHKaIlOHHbIE
TEXHOJIOTHH JUIS aHaJIn3a 1
obecrieueHus
HHPOPMAITMOHHON
6e3omacHoOCTH

OCHOBEI 0e30macHOCTH
HH(POPMAIIMOHHBIX
TEXHOIOTHUI

Tect

3amanns tecra Ne 22-48

OIIK-3.3. ImeeT
NPaKTHYECKUH OTBIT PEIIeHHs
npodeCCHOHAIBHBIX 3a71ad C
MPUMEHEHHUEM
nH(OpMAITMOHHO-
KOMMYHHKaIlMOHHBIX
TEXHOJIOT Ui

Bnaners: HaBBIKAMM peIICHHS
3aja4 00ecIeYeHUs
nH(OpMAaITMOHHOH
6e3omacHoCTH

OCHOBBI Oe3omacHOCTH
MH()OPMALIMOHHBIX
TEXHOJIOTHI

Tecrt

3amanus tecta Ne 49-
151

OIIK-5.1. Obnagaer
06a30BBIMH 3HAHUSMU OCHOB

OCHOBEI 0e30macHOCTH
UH(QOPMAIIMOHHBIX

Tect

Bamanms tecra Ne 1-151
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MHWHOBPHAYKHM POCCHUU

@” DenepanbHOE rocyIapCTBEHHOE OIOKETHOES

o0pa3oBaTesIbHOE YUIpEeXKCHHE BHICIIEro 00pa3oBaHuUs
«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

peLIeHUs 1 TEXHOIOTUH 00paboTKH AaHHBIX B 3koHOMEKe» PI'EOY BO «Henl'V»

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
6e3omacHOCTb) N0 HanpasieHuto moaroroBku 09.03.03 «IIpuknagnas nHdopmaTrkay HanpasieHHOCTH «T- cTp. 7

YCTPOMCTBA U TEXHOJIOTUH
aJIMUHUCTPUPOBAHUS
MPOTPAMMHOTO U aIlapaTHOro
obecreueHus
MHPOPMAITHOHHBIX CUCTEM H
0a3 JaHHBIX

3HaTh: OCHOBHBIC Y3BHUMOCTH
MIPOTPAMMHOTO H alllapaTHOTO

MH(OPMAIIMOHHBIX CUCTEM U
6a3 TaHHBIX

5 ‘YMeTh: HHCTAJIUPOBATh U
pa3BepThIBaTh POrpaMMHOE
o0ecIIeUeHHE C YUETOM

obecrieueHNs

MH(POPMALMOHHBIX CHCTEM

OIIK-5.2. JlemoHCTpHpYET OCHOBBI 6esonacHoctu | Tecr 3aganus tecta Ne 22-48
YMEHHSI MHCTaJUITUPOBATh HH(OPMALIMOHHBIX

MpOTpaMMHOE 00eCIICUCHUE TEXHOJIOTHH

YCTaHOBKHU U COIIPOBOKIECHHUS TEXHOJIOTUH
IIPOTPaMMHOI0O U aIaparHoro
obecniedeHus
MH(QOPMAITMOHHBIX CUCTEM H

6 6a3 gaHHbBIX

Bnaners: HaBbIKamMu
pa3BEPTHIBAHMS IIPOIPAMMHBIX
KOMIUIEKCOB C YYETOM

TpeboBaHMit

HHPOPMAITHOHHOH

0E30IMaCHOCTH

OIIK-5.3. UmeeT OCHOBBI 6e3omacuHoctH | Tect Bamanus Tecta Ne 49-
MPaKTUIECKUN OITBIT HH(QOPMAIIMOHHBIX 151

3HaTh: OHATHE
MHPOPMAITMOHHBIX YTPO3 U UX
BHUBI, IIOAXOABI K OLICHKE
MHPOPMAITHOHHBIX PHCKOB,
OCHOBHBIC l'[pI/IHHI/Il'H)I
(hYHKIMOHUPOBAHHSA CETEH U
METOBI 00eCIIeUueHUs X
0e30macHOCTH;TPeOOBaHUS K
ITOATOTOBKE

TpeboBaHMit

HHPOPMAITHOHHOH

0E30IMaCHOCTH

TIK-3.1. O6namaer 0a30BEIMUA OCHOBBI 6e3onacHoctu | TecT 3amanns tecra Ne 1-151
3HAHUSIMHA MUKPO- U HH()OPMAIIMOHHBIX

MaKpO3KOHOMHUKH TEXHOJIOTUH

[IK-3.2. lemoHCTpHUpYET OcHOBEI 6e3zomacHoct | Tect
YMEHHUE pelaTh THIIOBbIE HUH(POPMAIIMOHHBIX
3aJ1a49M 110 OLICHKE TEXHOJIOTui
HSKOHOMHYECKHX 3aTpaT U
PHUCKOB

YMeTh: MPUMEHATH METOBI
OLIEHKH PUCKOB
MHPOPMAITUOHHOK
0€301acHOCTH, TPUMEHSITh
KOMIBIOTEP Ul IPOU3BOACTBA

3amanus tecra Ne 22-48
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MHWHOBPHAYKHM POCCHUU
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DenepanpHOE rocyJapcTBEHHOE OI0HKETHOE
o0pa3oBaTesIbHOE YUIpEeXKCHHE BHICIIEro 00pa3oBaHuUs
«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
6e3omacHOCTb) N0 HanpasieHuto moaroroBku 09.03.03 «IIpuknagnas nHdopmaTrkay HanpasieHHOCTH «T-
peLIeHUs 1 TEXHOIOTUH 00paboTKH AaHHBIX B 3koHOMEKe» PI'EOY BO «Henl'V»

cTp. 8

padoT B 00JIACTH 3aIUTHI
HH(POPMAIUH;IPEICTABIATh
pe3ynbTaThl paboTHI B BHIIE
cTarei U JOKJIag0B

T1K-3.3. MeeT HAaBBIKH OCHOBEI 0€30MacHOCTH
TIPOBEICHISI OIICHKH HUHPOPMAIIHOHHBIX
TEXHOJOTHI

SKOHOMHYECKHX 3aTparT U
PHCKOB B ITPOEKTaX

BnaneTs: HaBBIKaMU
BBITIOJTHEHHUS paboT 110
aHaIIU3y U OLEHKE MPOLIECCOB
ynpasnenus UT npennpusitus

Bamanus tecta Ne 49-
151

Tect

TunoBele 3aaHus, KPUTEPUN U IIOKA3aTEIM OLICHUBAHUA B paMKaX TEKYIIEro KOHTPOJIA
npeAcTaBieHbl B pabodeil nmporpamMme AUCUUIUIMHBL. [10oHBIE KOMIUIEKTHI OLEHOYHBIX CPEACTB U
KOHTPOJIbHO-U3MEPUTEIIFHBIX MAaTePHAIOB XpaHATCs Ha Kadepe.

3.2 Coaep:xaHue OlIeHOYHBIX CPEICTB

baza TecToBBIX BOITPOCOB

No BapuaHTsl 0TBETOB
0 /;[ DdopmynrpoBKa BOIpoca (Tony>XKUpHBIM MIPUPTOM — BEpHBIE
BapHaHTHI)

1. Kaxk Ha3pIBaeTCs MOJKIIOUEHHE, YCTAHOBICHHOE T10 a. BupryajibHble YacTHBIE CeTH
CYIIECTBYIOIIEH 00IIeI0CTYMHON HHDPACTPYKTYpe U b. YnaneHHoe moakIO4YeHE
UCTIONb3YIolee MU(pPOBaHHE U AyTEHTU(HHUKALIUIO JUIs c. [lupunroBsie cetn
obecrieueHunst 6e30MacHOCTH cojieprkanus nepenaBaembix | d. daiiooOMeHHas ceTh
MaKeTOB?

2. Kaxk Ha3pIBaeTCsl pEKUM MOAKIFOYECHUS [0 TIPOTOKOITY a. TPAHCIOPTHBII PeKUM
IPSec, mpu xoTopoM HcTONB3yeTcst popMa CBSI3U THIIA b. TyHHENBHBIN
y3el-y3ell, e NpUMEeHsIeTCs IH(POBAHUE TOIBKO C. CTaTHYHBIN
conepkaTenpHON yacTu maketra? 1ot pesxkuMm VPN d. ITMHAMUYHBIA
YA0OHO UCIIOIB30BATH ISl 3a(DPOBAHHON CBA3U €. MOHOJIUTHBIN
MEX/Iy y3JIaMH OJIHOU CETH.

3. Kak Ha3pIBaeTCs pekUM MOAKIIOUSHUS 110 MPOTOKOITY a. PeKUM TYHHEeJIMPOBAHUS
IPSec, koTopsIit MpUMEHSETCS MPH CO3TaHUN b. TpaHCTIOPTHEIN PEKUM
6ompmmeCcTBa VPN, ToToMy 9T0 OH mMdpyeT Bech C. CTaTUYHBII
OpHUTHHAIBHBIH makeT? J[aHHBIH peXrM MOXKET d. TMHAMWYHBIH
MPUMEHSTBCS U OPraHM3alMy CBSI3M TUIIA y3eJ-y3el, €. MOHOJINTHBIN
Y3eJ-1IUTI03 WIIH HITF03-11TI03.

4, Kaxk Ha3piBaeTCs cTaHaapTHbIM npotokon IPsec, a. IKE (Internet Key Exchange)
HCIIOJIB3YEMBIH JUIs 00€eciedeHrs 6e30aCHOCTH b. SPD (Security Policy Database)
B3aUMOJIEMCTBHSI B BUPTYAJIbHBIX YaCTHBIX ceTsx? Ero c. SAD (Security Association Database)
Ipe/iHa3HaYeHNEe — 3aIIUIICHHOE COIVIACOBaHUE U d. SPI (Security Parameter Index)
JI0CTaBKA UICHTH(GHUIUPOBAHHOTO MaTepHaa i
acconpanuuy 6ezonacHocTu (SA).

5. VceTaHOBNEHHE O€30MaCHOTO COCANHCHUS HAYMHACTCSA ¢ | @. B 0a3e JaHHBIX MOJUTHKHA
(dopMmupoBaHus acconuanuy odecrieuenus oesonacHocty | Gezomacuoctu (Security Policy Database,
(Security Association, SA) Mexay AByMst SPD)

COO0O0MIAOIIUMHUCS cTOpoHaMH. [Iperxie uem b. B 6a3e mamHBIX acconuanuyu 0OeCIeUCHUS!
JIOrOBapUBAThLCsI 00 aCCOIMAIMU 00eCIeYeH s Ge3omacuoctu (Security Association
0€30MMaCHOCTH, HEOOXOIUMO JIOKAIBHOE Database, SAD)

KOH(UTYpHUPOBaHKE 3JIEMEHTOB IpoTokoia IPSec, C. B BUJIC YHUKJILHOTO MHJIEKCA TTapaMeTpa
KOTOpbIE TaHHBIN TTApTHEP COOMPAETCS MOANCPIKUBATE. obecrieuenus Ge3omacHocTH (Security

I'ie XpaHsaTCcs STH ITapaMeTPhl HACTPOUKHU? Parameter Index, SPI)
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6. Ha kaxoii ¢aze nporokoia IKE ynaneHHsrit a. Ha nepBoii pase
TI0JIb30BATENb HAYMHACT CEaHC CO HITI030BBIM b. Ha BTOpO daze
yerpoiictBom VPN? Dta ¢a3a BeImonHseT ABe QyHKLUUH: | C. Ha TpeTbeil (ase
ayTeHTU(QUKAIMIO yIAJIEHHOTO IT0JIb30BaTelisi 1 00MEH d. Ha yerBeproli daze
nHpOopMaIme 00 OTKPHITHIX KITFOUaX.
7. B nepBoii aze npu oOMeHe ayTeHTHHHUKATMOHHON a. OCHOBHOM
nHpopmaruel 1 mapaMeTpamMu 6€30MaCHOCTH MOTYT b. arpeccuBHbIit
HCIIONB30BaThCsl HECKOIBKO PEXKUMOB. Pasmiuus Mexay | ¢. TpaHCHOPTHBIIH
HUMH 3aKJII0YAI0TCS B KOJIMYECTBE CETEBBIX TAKETOB, d. TYHHEeNBHBIN
KOTOPBHIMH OOMEHHBAIOTCS CTOPOHBI, M BO BPEMEHH, 32
KOTOpOE FeHEepHUpyeTCsl OTKPHITHIH Kimtou. HazoBuTe 3TH
PEXKUMBL.
8. Ha kakoii ¢aze nmporokoia IKE cornacoBbiBatoTcs a. Ha nepBoit (aze
KOHKPETHBIC MapaMeTPhI aCCOIMAIIUN 00CCIICUCHHUS b. Ha BTOpOI (paze
6ezomacuoctu IPSec? ITocne 3aBepiieHust 3Toi (asbl C. Ha TpeThel (asze
(dbopmupyeTcst accouuanus odecreueHus 0e30MacHOCTH d. Ha yeTBeprol daze
(SA) u mosp3oBarens moaydaet noakiaodeHue Kk VPN,
9. Kaxkoit mpoTOKOJI MOKHO OTHECTH K mpoTokoiay VPN a. SSL/TLS (Secure Socket
TPAHCIIOPTHOTO YPOBHs? Layer/Transport Layer Security)
b. IPSec (IPSec Protocol Suite)
c. PPTP (Point-to-point Tunneling Protocol)
d. L2TP (Layer Two Tunneling Protocol)
10. Jnst opraHu3alyy 3aliUIIeHHBIX CBsI3eld He0OX0IMMO a. reHepanuIo
NpUMEHEHHE MU(PPOBAHUS, KOTOPOE, B CBOKO OYepe/b, b. npoBepky
TpeOyeT HaNnu4us y M0JIb30BaTells Kiltoya MnppOoBaHUsL. C. pacrpocTpaHeHune
[Tpu 3TOM BO3HHKAET MpodIeMa yIIpaBIeHHs KIIFOYaMH. d. ucrnosib30Banue
Kakue 3agaun Britoyaercs B ce0s jaHHas npobsiema? €. XpaHeHHe
f. pezepBupoBanue
g. 00HOBJIeHHE
h. yanuToxeHnue Kiodei
i. ycTaHOBJIeHHE BpeMeHH KH3HH KJII04Ya
11. Kak Ha3bpIBaeTCs BBIMYIIEHHBIN YIOCTOBEPSIOIINM a. uuposoii cepruurar
LEHTPOM DJICKTPOHHBIN WM NEYaTHBI JOKYMEHT, b. ko4 mmdpoBaHus
TOATBEPKAAIOIINI IPUHAIC)KHOCTD BIIAJICIIBILY C. OTKPBITBIN KITFOY
OTKPBITOTO KITFOYa HJIH KaKUX-JTH00 aTprOyTOB? d. 3aKpBITHII KITIOY
12. Ha xakne 0CHOBHBIX THITa MOJKHO ITOJIPa3/IeNIUTh 110 a. yseur-y3ea (host-to-host)
koHpurypanun VPN? b. yzea-uraio3 (host-to-gateway)
C. muI3-uLI3 (gateway-to-gateway)
13. Kaxkoit Tt VPN MOKHO HCIIOJIB30BaTh ISt a. yzea-y3sea (host-to-host)
OpraHM3alliK KaHaja CBSI3H IPOXOJISIIEr0 Yepes b. yzea-uraio3 (host-to-gateway)
Wurepuer? C. muI3-uLI3 (gateway-to-gateway)
14. Kaxk HazpiBaeTCs poliecc HHKANCYIISIIUK OHOTO THIIA a. TYHHeJIUPOBaHMe
IIAKETOB BHYTPH APYIOTO B HEJSX ITOIyIECHUS b. mudposanue
HEKOTOPOT'O NPEHMYIIEeCTBa IIPU TPAHCIIOPTHPOBKE? C. ayTCHTU(HUKALUSL
d. mpouecc coenuHeHUSs
15. Kakue Mmoxuo ormeruts Hegoctarku VPN? a. HAKJIaJHble Pacxoabl 00padoTKHn

JaHHBIX
b. nakeTHbIe HAKJIATHbIE PACXOIBI
¢. Mpo0JieMbl peajiu3aliu, CBI3aHHbIE ¢
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NpHMeHEeHHEeM TPAHCISAIUHU CeTeBbIX
aapecoB 1is VPN, ¢ pasmepom
MAaKCHMAJIbHOIO 0JI0KA Neperavn
JAHHBIX

d. npo6;1eMbl ynipaBieHUs1 U MOMCKA
KOH(UINKTOB

€. 1podJieMbl ¢ PYHKIIMOHMPOBAHMEM
CeTEBBIX CHCTeM 00HAPY:KEeHHA

BTOP KeHUH

f. HapymeHne KOHPUICHIHATHHOCTH
uHpopmMau

16. Kakue nportokos! peanuzanuu VPN cymecTByroT Ha a. IPOTOKOJI TYHHEJIMPOBAHUSA THIIA
KaHaJbHOM YpOBHE? «Touka-Touka» (Point-to-point Tunneling
Protocol, PPTP)
b. mpoToKoJI TYyHHEJIUPOBaHUSI BTOPOTO
ypoBHus (Layer Two Tunneling Protocol,
L2TP)
c. HabOp MPOTOKOJIOB ISt 00€CIICUECHUS
3aIIUTHI JaHHBIX, IEPEAABACMBIX 1O
MexceTeBomy npotokoiy IP (IP Security,
IPSec)
d. Kpurrrorpagudaeckunii mpoTOKOI, KOTOPHIH
obecreunBaeT yCTaHOBJIEHHUE O€30MMacCHOTO
COE/IMHEHUsSI MEXY KIIMEHTOM U CEpPBEPOM
(Secure Sockets Layer, SSL)
17. B kakue sTansl mporcxoauT GopMHUpOBaHUE a. ycTaHOBJIEHHE COeTUHEHUsI KIINEeHTa ¢
3alUIIEHHOTo KaHana? cepBepoM yIaaeHHOT0 J0CTyNa
b. ayrenTudukanus noab3oBaress
¢. KOH(GUTypHpPOBaHHe 3AIHILEHHOT0
TYHHeJIsA
d. omreHka 3(h(heKTHBHOCTH 3aIUIICHHOTO
TYHHEJIS
€. aHaJIM3 OOBEKTOB 3aIINTHI
18. Kax HassiBaeTcst HA0OP MPOTOKOJIOB JJIst 00ECTICUEHUS a. IPSec (IPSec Protocol Suite)
3alIUTHI JAHHBIX, IEPEAaBACMBbIX [0 MEKCETEBOMY b. PPTP (Point-to-point Tunneling Protocol)
npotokory IP? OH mO3BOISET OCYIIECTBIISTD c. L2TP (Layer Two Tunneling Protocol)
MOATBEPKIEHNE MOATMHHOCTH W/viK mndposanue |P- d. SSL (Secure Sockets Layer)
MAKETOB, & TAKXKE BKJIIOYAET B CEOsI IPOTOKOJIBI JIJIsI
3amuIEHHOT0 0OMeHa KitouamMu B ceTi MHTepHeT.
19. Kakue 0CHOBHBIE PEXKUMBI UMEET MOJKIIIOUSHHE 110 a. TPaHCNIOPTHBI|
nporoxoiy IPSec? b. TyHHeIBHBIH
C. CTaTUYHBII
d. gTMHAMUYHBII
€. MOHOJIUTHBIN
20. Kommiieke armaparHbIX MM IPOTPAMMHBIX CPEJICTB, a. Me;KceTeBOi IKpaH
OCYIIECTBISIFOIINA KOHTPOJIb ¥ (PHIIBTPAIIHIO b. cucrema oOHapyKeHUS aTak
MIPOXO/ISIIIIMX YepPe3 HErO CETEBBIX MAKETOB B C. aHTUBHPYCHOE CPEICTBO
COOTBETCTBHH C 33JJaHHBIMH IIPaBHIIAMH, 3TO? d. cpeacTBa KOHTPOIIA AOCTYTA U
ayTeHTH()UKAITII
21. Kakue mexceTeBble 9KpaHbI IPOBEPSIOT (DAKT, UTO MAKET | 2. MeKCETEBbIE IKPAHbI YPOBHSI

siBIsICTCs 100 3anpocom Ha T CP-coenunenue, aubo

COCAUMHCHUSA

© ®I'BOY BO «Ueal Y»




MHWHOBPHAYKHM POCCHUU

@” DenepanbHOE rocyIapCTBEHHOE OIOKETHOES

o0pa3oBaTesIbHOE YUIpEeXKCHHE BHICIIEro 00pa3oBaHuUs
«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

®DOH/1 OLIEHOYHBIX CPEACTB UI1 IPOMEKYTOUHON aTTecTalluy 1o JUcHUILIHHE (Moayio) «HpopMamoHHas

6e3omacHOCTb) N0 HanpasieHuto moaroroBku 09.03.03 «IIpuknagnas nHdopmaTrkay HanpasieHHOCTH «T- ctp. 11

peLIeHUs 1 TEXHOIOTUH 00paboTKH AaHHBIX B 3koHOMEKe» PI'EOY BO «Henl'V»

IIpeJCTaBIsIeT JaHHBIE, OTHOCSIIUECS K YXKe
YCTaHOBJICHHOMY COEIMHEHHIO, JIN0O OTHOCHUTCS K
BHUPTYaJIbHOMY COEAMHEHUIO MEXLy JBYMs
TPaHCHIOPTHBIMU YPOBHAMU?

b. MexceTeBbIe 3KpaHbI PUKIATHOTO
YpOBHS

C. MEXXCETEBBIE PKPaHbl C IUHAMUYECKON
(ubTpaIye IakeToB

d. MexceTeBbIe SKpaHbl HHCTIEKIIHN
COCTOSTHHI

€. MEXKCETEBBIC SKpaHbl YPOBHS S1pa

22,

B ciryyae mcnonb30BaHUSI MEKCETEBOTO IKpaHa YPOBHS
COEAVMHEHUS, Kakas HH(YOPMAIMI OOBIYHO XPAHHUTCS B
Ta0IHIe COCTOSIHNH MTOCTIEe YCTAHOBICHUS COCIMHEHNUS?

a. uaeHTUUKaATOp ceaHca

b. cocTosiHHe coeqMHEHUS

¢. mocJjieoBarebHast HHpopManus

d. IP-agpec ucrounuka u IP-agpec
Ha3HAYeHHUs

€. HOMepa MOPTOB, YYACTBYIOIIUX B
ceaHce

f. pusuyecknii nuTepdeiic, kyna npuodbLI
naker

g. pusnueckunii MHTEepeiic, Kyaa
nepeaaercs naker

h. BpeMeHHbIe MeTKH HAYaJ1a OTKPBITHS
ceaHca

1. KOHTPOJBHYIO CYMMY

23.

Ilepeuncnure JOCTOMHCTBA MEXKCETEBOTO KpaHa
YPOBHS COEIMHEHMUS.

a. Bo3amoskHOCTB 3anpenieHust
cOeIMHEeHHUIi ¢ onpeaeTeHHBIMU X0CTAMH
b. Ilpu ucnosn3oBanun NAT — ckpbiTHE
BHyTpeHHux IP-aapecos

c. Pabora ¢ mpoTokonamMu BBICIIIETO YPOBHS
(HTTP, FTP)

d. Bo3MOXXHOCTh XpaHEeHHsI YaCTUIHON
nH(OpMALNK O COCTOSIHUH, TIOIHON
nH(pOpMALINK COCTOSHNUS IPUIIOKEHUS 1
YacTHYHOM MH(OpMaIiK o ceaHce

. Bo3MoXXHOCTB OorpaHnueHus 10CTyIa K
OIIPEEIIEHHBIM CETEBBIM CIIY>KOaM

f. BO3MOXHOCTh ONIEPUPOBAHHS C
uHpopMaIen TaHHbIX MaKeTa

24,

HEIOCTATKU MECKCECTCBOI'O OKpaHa YPOBHA COCTUHCHUSA

a. He MoryT orpaHu4uTs 1octyn
NMPOTOKOJI0B, 0TJIMYHBIX 0T TCP

b. He ocymecTBJIsIIOT IPOBEPKHU A5
NPOTOKOJIOB BbICIIHMX YPOBHEMH

¢. Orpann4eHHbIil ayniuT (c1a6as CBA3b C
BBICHINMH YPOBHSIMH TPOTOKOJIOB)

d. He no3Boss10T 10no/tHeHHs QyHKIUH
— HTTP-k3mmpoBaHus 0TBETOB,
¢unsrpanun URL, ayrenTudunkanuio

e. TpynHOCTH TeCTHPOBAHMS NPABUJI

f. He mognepxxuaer NAT

g. He MoeT 3anpemaTs cOeTUHEHUE C
OINPCACICHHBIMU XOCTaMU

25.

Kakwne mexceTeBbie SKpaHBl OIICHUBAIOT CETEBBIE
MTAKeTHl Ha COOTBETCTBHE OINPEICIICHHOMY IPUKIaTHOMY
YPOBHIO Mepe]l yCTaHOBKOW coenHeHus1? OHU ke
HCCIIEYIOT JaHHBIE BCEX CETEBbIX MAKETOB Ha

a. Me)KceTeBble IKPaHbI PUKJIATHOTO
YPOBHs

b. MexceTeBbIe IKPAHbI YPOBHS COCTHHEHHUS
C. MEKCETEBbIE DKPAHbI C IMHAMUYECKOM
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IIPUKJIAJIHOM YPOBHE U YCTAHABIUBAIOT COCTOSIHUE
MIOJIHOTO (3aBEPILIECHHOI0) COEANHEHUS U
NocJeA0BaTeNIbHOM HH(OpMAaLHH.

(ubTpaIye IakeToB

d. MexxceTeBbIe IKpaHbl MHCTICKIIHU
COCTOSTHHMI

€. MEXCETEBbIE 3KpaHbl YPOBHS SApa

26.

[epeuncanTe JOCTOMHCTBA MEKCETEBBIX HKPAHOB
MIPUKIIQIHOTO YPOBHS.

a. PadoTa ¢ npoTrokoJiaMu BbICIIEro
yposus (HTTP, FTP)

b. Bo3M0OKHOCTH XpaHEHUS] YACTHYHOM
HH(OPMALMHU O COCTOSTHUM, IIOJIHOMI
HHQOPMALMH COCTOSIHMA NPHUJI0KEHUS H
YacTUYHON MH(OpPMALMHU 0 ceaHce

c. Bo3Mo:kHOCTB OrpaHHYeHMs A0CTyNa K
onpeaeIeHHBIM CeTeBbIM CJIYy:K0aM

d. Bo3M0:KHOCTb OIIePHPOBAHHS C
uHpopManyeil JaHHBIX IAKETa

e. 3anpenieHne NpsiMoro coeANHEHNs ¢
BHELIHMMH cepBepaMu

f. llpo3pavyHoOCTh Proxy

g. Bo3amoskHOCTB peajm3anumn
JONIOJTHUTEJIBHBIX CBOMCTB (puasTpauuu
URL, ayreHTH()MKALUM, KIIUHPOBAHUS
HTTP)

h. Xopoumwuii aynur

27.

Ilepeunciinre HELOCTATKU MEKCETEBBIX IKPAHOB
IIPUKJIAHOTO YPOBHSI.

a. Cayx0a proxy TpedyeTr 3aMeHbI
ceTeBOro cTeka Ha cepsepe M3

b. Cay:x0a proxy ciaymaer nopt (Kak
ceTeBoii cepBep, T.e. MD He MOXKeT ero
HCMO0JIL30BAaTh)

c. Bpemennas 3anep:kka (BX0AHOM naker
o0padarbiBaeTcsl IBAKIBI —
NPHJI0KEHHEM U Proxy)

d. HoBblii proxy ao/sxeH 0bITh 100aBj1eH
IJISl KAsKI0T0 KOHTPOJIMPYEMOro
MPOTOKOJIA

e. Ci1y:k0bl1 proxy o0bI4H0 TPedyIOT
MoauGuKaUU NPoLeaypP KIHEeHTOB

f. Cy:x0b1 proxy ysi3BUMbI K OLIHOKaM
OC u 1O npuxkIagAHOro YPOBHA

g. He ocymecTBiasiercsi mpoBepka
HHpoOpManMK NaKeTa, coaep:Kauleiics B
HH3IIUX YPOBHSIIX

h. Ciry:x0a proxy moxeT TpeGOBaTh
JOMOJHHUTETbHBIX MapoJIeii nin
Npoueayp AyTeHTH(PUKALNH

i. He obecnieunBaet xopouiero ayaura

j. He mognep>xuBaeT BO3MOXKHOCTH
OTIepHPOBaHUS ¢ HHPOPMAIHEH JTaHHBIX
rmakera

28.

Kaxkue mexceTeBbie OKpPaHbI IMMO3BOJIAIOT OCYIICCTBIATH
MoaupHUKauio 6a3sl MpaBuil «Ha jery» (on fly)?

a. Me:KceTeBble IKPaHbI ¢ IMHAMHYeCKOH
¢unbTpanueii nakeron

b. MexceTeBbIe SKPaHbl YPOBHS COCTUHECHUS
C. MEXKCETEBBIEC HKPaHbl IPUKIATHOTO
YpPOBHS

d. MexxceTeBbIe YKpaHbl MHCTICKIIMU
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COCTOSIHUI
€. MEXCETEBbIE 3KpaHbl YPOBHS SApa

29. Kakue mexceTeBble 9KpaHbl UMEIOT BO3MOXHOCTb a. Me;KceTeBble IKPAHBI HHCTIEKIUT
OTCJIEKUBATh TEKYILUE COSIUHEHUS U NPOITYyCKaTh COCTOSTHU
TOJIBKO TAKHE MAKEThI, KOTOPBIE yAOBICTBOPSIOT JIOTHKE | b. MEXCETEBbIE 3KPaHbl YPOBHS COCANHECHUS
U aJTOPUTMaM pabOTHI COOTBETCTBYIOIINX MPOTOKOJIOB M | C. MEKCETEBBIEC SKPaHbI IPUKIATHOTO
TIPUIOKEHUH? YPOBHSA

d. MexceTeBbIe 3KpaHbl C TUHAMHIECKON
¢$uIbTpaIen makeTos
€. MEeKCETEBbIC SKpaHbI YPOBHS sIpa

30. YCTpONCTBO HHCIIEKLIUU COCTOSIHUM OCYILIECTBIISIET a. IPOTOKOJ1, HCIIOJIb3YeMBbIH J1JIs1
aHaJIM3 NaKeTOB U ()OPMUPOBAHHE JIAHHBIX O «COCTOSHUU | COeIMHEHHS
BUPTYaJIbHOTO COeUHEHHs». Best nHpopmanus, b. IP-anpeca ucrounnka u Ha3HAYEHUS
CBSI3aHHAsI C COCTOSHHEM JaHHOTO BUPTYaIbHOTO €. HOMepa NMOPTOB HCTOYHNKA H
COETUHEHUS, XpaHUTCA B TaO/IUIe TUHAMUYECKHUX Ha3HAYeHUs
COCTOSIHUH, C TIOMOIIIBIO KOTOPOH OIEHUBACTCS d. TMCTHHT ¢ o0palleHHBIMH a/pecaMu U
JanbHEHIINH OOMEH B paMKax 3TOTO BUPTYaIbHOTO HOMepaMH MOPTOB
coennHenus. Korna coeuHeHne HaYMHAETCS © €. BpeMsl, 110 UCTeYeHHI0 KOTOPOro
HCIIONB30BaHUEM OTCIIS)KHBAEMOTO IPOTOKONa, IP-tables | coenunenme Gyaer ynaaeno
JIO0aBISCT 3aMUCH B TAONHUITy COCTOSHUI BCETO f. cocrosinue TCP-coequHenus (ToJbKO
coeauHenus. Kakyio nH(pOpManuio BKIIOYaeT B ceds nas TCP)
3anucy B TaOJINIIE COCTOSTHUI? g. COCTOSIHHE OTCJIeKHBAEMOTO

coeIMHeHUs!
h. KOHTPOJIBHYIO CyMMY

31. Jy1s BBITTOJTHEHNS KaKUX 3a7a49 MOTYT OBITh a. JIois1 3a1UTHI U U30IAUU

HCTIOJIb30BaHbI MEKCETEBBIE IKPAHBI? NPUI0KEHU T, CepBUCOB U MALLIMH BO
BHYTPEHHeIl ceTH 0T HexKeJIaTeIbHOro
Tpauka, NPUXOASILEro U3 BHEIIHeH
ceTH HHTEPHeT.

b. lns orpannyeHust WM 3anpeLieHust
JA0CTYNA XOCTOB BHYTPEHHEH ceTH K
cepBHCAaM BHeIIHel ceTH HHTepPHeT.

c. JJas1 mopaepskku npeodpazoBaHus
ceTeBbIX a/IPecoB.

d. 111 oO6HapyXeHUs B pealbHOM MaciiTabe
BPEMEHH CETEBBIX aTakK Ha CETEBOM YPOBHE.
e. JIns oOHapyKeHUs ysI3BUMOCTEH,
TTO3BOJITIONINX PEai30BaTh aTaKy.

32. [Ipu omeHKe MPAKTHIECKUX PeaTH3annuil MEKCETEBBIX a. MeskceTeBbIe IKPaHbI YPOBHS A1pa
9KPaHOB B KaU€CTBE OTHOTO U3 TIIaBHBIX [TapaMETPOB b. MexxceTeBble IKpaHbl YPOBHS COSMHEHHMS
BhIcTynaeT ObicTposeiicTre. CII0HOCTB IPOBEPOK, C. MEXKCETEBBIE dKPaHbI IPUKIIAJHOTO
OCYIIECTBIIIEMBIX MEXCETEBBIMU SKPaHaMH1, OOBIYHO YPOBHS
MIPUBOJUT K CHIDKEHUIO €r0 MPOU3BOIUTEIBHOCTH. d. MexceTeBbIe 3KpaHbl C TUHAMHYECKON
Kakue mexceTeBble 9KpaHbl CTaJM pa3padaTeiBaThes Uil | (UIBTpALMEH TaKeTOB
YCTpaHEHHS 3TOTO CYIIECTBEHHOTO HEOCTaTKa? €. MEXCeTEeBBIC SKPaHbl HHCIEKINH

COCTOSIHUI
33. OnuH U3 OCHOBHBIX MOIYJICH MEXCETEBBIX 3KPAHOB a. nepexBaTYMK NMaKeTOB

YPOBHS sIJipa sBAsETCS aapo Oe3omacHocTd. Kakue
KOMIIOHEHTBI, COCTABJISIONIME CYTh TEXHOJIOTHH
(YHKIIMOHUPOBAHKS Ha YPOBHE SAPa, COAEPKUT AAPO
Oe3omacHocTH?

b. aHaiM3aTOp NaKeToB

c. MOAYJIb BepuuKanuu

d. iMHAMHYecKHe CTeKH

€. MOJIyJIb YIPABIICHUSI XOCTOB
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f. arenr perucrpanumn BXxoa0B

34, Snpo Ge3onmacHOCTH, SIBISIONIEECS OAHUM U3 OCHOBHBIX | a. MEPeXBaTYHK MAKETOB
MOJIyJIel MEKCETEBBIX IKPaHOB YPOBHS 5/1pa, COIEPKUT | b. aHANIU3aTOp MAKETOB
YEeThIpe KOMIIOHEHTA, COCTABIISIFOIINX CYTh TEXHOJIOTUU C. MOIYJTb BepuUKAIIH
(YHKIIMOHUPOBAHUS MEXKCETEBBIX IKPaHOB Ha YPOBHE d. tMHAMHIYEeCKue CTEKH
simpa. Kakast 13 9THX KOMITOHEHT ITepeXBaTHIBACT MAKETEHI,

MTOCTYTIAOIIIE Ha MEXCETEBOU dKpaH, U IepelaeT ux Ha
00paboTky?

35. Snpo 6e3omacHOCTH, SIBISIOMICECS OJJHAM M3 OCHOBHBIX | a. IEPEXBAaTUYHK MAKESTOB
MOJYJIEH MEXKCETEBBIX SKPAaHOB YPOBHS SIpa, COAECPKUT | b. aHAIM3aTOP MaKeTOB
YeThIpe KOMIIOHEHTA, COCTABIISIOIINX CYTh TEXHOJIOTHH C. MOIYNb BepUUKAIIH
(YHKIIMOHUPOBaHHS MEKCETEBBIX SKPAHOB HAa YPOBHE d. nuHamMHYecKue CTeKn
sapa. Kakas U3 9THX KOMIIOHEHT 110 UH(OpMaIHK
3aroJIoBKa NakeTa MOJr0oTaBINBACT MaKeT U
COOTBETCTBYIOIIUE JaHHbIE JUIs JaJIbHENIIeH
00paboTku?

36. Snpo 6e30macHOCTH, SBIAIONIEECS OJHUM M3 OCHOBHBIX | a. IEPEXBATUMK IAKETOB
MOJIyJIel MEKCETEBbIX SKPaHOB YPOBHS 5/Ipa, COIEPKUT | b. aHANIU3aTOP MAKETOB
YeThIpe KOMIIOHEHTA, COCTABIISIOIINX CYTh TEXHOJIOTHH €. MOIYJIb BepU(PHKAINT
(YHKIIMOHUPOBAHUS MEKCETEBBIX IKPaHOB Ha YPOBHE d. aMHAMHIYEeCKUE CTEKH
simpa. Kakast 13 9THX KOMITIOHEHT MPUMEHSET 3aJaHHYIO
MIOJIUTUKY 0€30MaCHOCTH (3arpy)aeMyro B IO
aJIMUHUCTPATUBHBIM areHTOM ), HHUIHATH3UPYET U
OTCJIEKMUBAET CEaHCHI BCEX PAa3pPEIICHHBIX COSTUHEHUIT?

37. Snpo 6e3omacHOCTH, SABISAIOIIEECS OJHUM M3 OCHOBHBIX | a. IEPEXBAaTUYMK IAKETOB
MOJyJIeH MEeXKCETEBBIX 3KPAaHOB YPOBHS si/ipa, COAEPKUT | b. aHanu3aTop makeToB
YeThIpe KOMIIOHEHTA, COCTABIISIOIINX CYTh TEXHOJIOTHH C. MOIyJIb BepUHUKAIIH
(YHKIIMOHUPOBaHHS MEKCETEBBIX SKPAHOB HAa YPOBHE d. TMHAMMYeCcKHe CTeKH
snpa. Kakast U3 9TUX KOMIIOHEHT 3aBHCUT OT
KOHKPETHOTO MPOTOKOJIA COSANHEHHS?

38. BrIaensroT HeCKOJIBKO OCHOBHBIX MOIXO/I0B K 00XOTY a. ocTeneHHbII MoaXo
MEXKCEeTEBBIX PKpaHOoB. Kakne? b. TyHHe1MpOBaHue

C. CHCTEMHBIN TIOIXO]T
d. HHKeHepHBIH MOIX0

39. ITon xakuM MOJIXOIOM K 00XOAY MEKCETEBBIX SKPAHOB a. OCTeNeHHbIi MOIX0/
IMOHUMAETCsI METOIuKa cOopa nHpOopMAaUU 00 b. TyHHENTMpOBaHHE
yIAJIEHHOM ceTH, 3alIMILEHHON MEXCETEBBIM SKPAaHOM? C. CUCTEMHBIH MOJIX0]
DTOT METOJ] HCTIONIL3YET MOCHUIKY 1 aHau3 |P-makeToB d. MHXEeHEePHBIN MOIXOT
JUTSL OTIpeZieNICHUs BO3SMOKHOCTH OIIPEEIIEHHOTO MakeTa
MIPONTH Ha XOCT HA3HAYCHHS Yepe3 YCTPOHCTBO
¢mrpTpanyy nakeToB. MeTo Mo3BOJISET ONPEaeIUTh
OTKPBITBIE TIOPTHI JAHHOTO yCTPOIHCTBA, BOSMOXXHOCTh
MIPOXOXKACHHS TTAKETOB [T PA3IUIHBIX CITYXKO0 uepes
JAHHBIA TOPT U T.1.

40. ITon xakuM MOJXOIOM K 00XOAY MEKCETEBBIX SKPAHOB a. MOCTENEeHHbIN TOAXO,
MTOHUMAETCS 00IIAast TEXHOJIOTHS Iepeadr MPOTOKOIIA b. TyHHeIMpOBaHME
yepe3 00IIyI0 CeTh C UCTIONb30BaHUEM APYTOTO C. CUCTEMHBIN TIOXO]T
IpoTOKONa? d. MHXeHepHBIH TOIX0A

41. [IpumeHeHHe TakoBO MOIX0AA K 00X0/1Y MEKCETEBBIX a. HeCyLUM i MPOTOKOJI

9KPAHOB KaK TYHHEIHPOBAaHHE, O3HAYACT UCTIOIE30BAHHE
MHKAICYJISIIAN TIPOTOKOJIOB TIPH MEKCETEBOM
B3aMMOZCICTBUU. B mporiecce nHKANCysIuu
MIPUMEHSIOTCS TPH THIA IpoTokoJoB. Kakue 310 THITEI?

b. nporokos-nacca:kup

C. IPOTOKOJI MHKATICYJISIIUT
d. MPOTOKOJI-KOHAYKTOP

€. MPOTOKOJIbI MapIIPyTU3ALUT
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42. [Ipu MexceTeBOM SKpaHUPOBaHUU Kax bl |P-miakeT a. pusnyecknii naTepdeiic, oTkyna
HCCIIEAYETCsl HA COOTBETCTBUE MHOXKECTBY IPaBHJL. DTH | MPHIIE] MaKeT
NpaBUJia yCTAHABJIMBAIOT pa3pelIeHHe CBI3H 110 b. IP-anpec ncrounuxa
COZIEPIKaHUIO 3ar0JIOBKOB CETEBOTO U TPAHCIIOPTHOTO c. IP-agpec HasHaueHus
yposueii mogenu TCP/IP, ananmusupyercs u Hanpasienne | d. Tun TpancnoprHoro yposusi (TCP,
nepeaBIKeHNs nakeTa. Kakue mossi KOHTpOIHPYIOT UDP, ICMP)
(UIBTPEI TAKETOB? €. TPAHCHOPTHbIE MOPThI HCTOYHHKA H
Ha3HaYeHUs
f. KOHTpONIBHYIO CyMMY
43. OTMeThTe IPaBHUIIO OOIIEH CXEMBI HCCIIEIOBaHUS a. ecJIM MPAaBUJIO pa3periaeT, TO MaKeT
MaKeTOB MPH (QUIIBTPALIUH: JonycKaercsi
b. ecim mpaBuII0 3anpeniaeT, TO NaKeT
ynagasiercst
C. €CJIM HM OJIHO NTPABUJIO He NIPHMEHEHO,
TO MaKeT yAajsercst
d. ecnu paBuIIO paspelnaet, TO NakeT
yRanseTcs
€. CJIM MIPABUJIO 3aIPEIIAcT, TO AKeT
JIOIYCKaeTCs
f. ecri HU OJTHO TIPABMIIO HE MPUMEHEHO, TO
TIAKET OTIIPABIIAETCS B OUepeb JUIs
OTJIOKCHHOH 00paboTKH
44, MesxceTeBoil FKpaH, QHIBTPYIONINHA TaKeThl, 9acTO a. cxeMa TPaHCJIASLHMHU APecoB
nepeaspecyer CETeBbIE NAKEThI TaK, YTO BBIXOJHOM b. MappyTH3anus
TpaduK OCYIIECTBISIETCS ¢ APYTUMH ajpecamu. Kak C. KOMMYTaIHs
HA3bIBACTCS TaKas cxema? d. cxema TpaHchopMaIuu aapecoB
45. Yro no3BossieT npumeHeHne cxembl NAT? a. CIIPATATh TONOJIOTUIO H CXeMY
aJpecauyu 10BepeHHOMH ceTH
b. ncno1b30BaTh BHYTPH OPraHu3anuu
nya IP-agpecoB MeHblIEr0 pazmepa
c. obecrieunBaTh paboTy IPOTOKOJIOB
MapHIpyTH3aN
d. oOHapyXMBaTh MOTBITKN BTOPKEHUS B
CHCTEMY
46. Kaxkue paznu4aroT BUIbI TPAHCISAIIUN aApeCcOB? a. craTnyeckas
b. nmHaMuyeckast
C. IMCKpeTHas
d. KOHIIEHTpHYECKas
47. ITepeuncnure npenuMyIiecTBa (GUIBTPAIIUH. a. beicTpora pa6oThI (110 cCpaABHEHUIO €

APYTHMMH TexHoJorussmu M3)

b. M3 moskeT ObITH pealTn3oBaH
anmnapaTrHo

c. He Tpedyercs kondurypnposanmne
XOCTOB M0JIb30BaTeJIs

d. Cxema NAT «npsiuer» BHyTpeHHue IP-
ajpeca

e. Pabora ¢ mpoToKosaMy BBICIIIETO YPOBHS
(HTTP, FTP)

f. Xopomwuii aynut
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48.

HepeqnchTe HCIO0CTAaTKU (bHHLTpaHI/II/I.

a. He «nonumaer» npukjiaagabie
MPOTOKOJIBI

b. He MoxeT OrpaHUYHUTH JOCTYI
MOJAMHOKEeCTBY ITPOTOKOJIOB JIaKe 1151
OCHOBHBIX CJIYKO

c. He orcie:xknBaer coennHeHus (He
coAepKUT HHPOPMALHIO O CeaHce)

d. Ci1aGble BO3MOKHOCTH 00padOTKH
HH(popManuM BHYTPH NaKeTa

e. He Moxxet orpannuuth nngopmaunuio ¢
BHYTPEHHHX KOMIIbIOTEPOB K CJIy:K0am
MD cepBepa

f. IlpakTHYecKH He UMeeT ayTuTa

g. TpyaHo TectupoBarh npasujia (u3-3a
CJI0KHOCTY BHYTPEHHHUX ceTeil, Haanaus
Pa3JIHYHBIX CJIYKO)

h. He MoxeT ObITh peann30BaH ammnapaTHo
i. He moxnepxuBaetr NAT

49.

Kak Ha3pIBaloT KOMILIEKC (ammapaTypa 1 IporpaMMHOE
obecrieueHne), KOTOPHIH 10 Pe3ynbTaTaM aHaIn3a
KOHTPOJIMPYEMBIX 1 COOMPAEMBIX JaHHBIX TPUHUMAET
pEIIeHHE O HAJIMYMK aTaKy WINA BTOP>KCHUS?

a. cucTeMa 00HapyKeHUsI BTOP KeHUl
b. MexxcereBoit sKpaH

C. aHTUBHPYCHOE CPEACTBO

d. cpencTBa KOHTPOIIA AOCTYyTA U
ayTeHTHU(PUKAIIUN

50.

Kaxkwue cucteMbl 00Hapy>KEHHUS] BTOPKESHHI
OCYIIECTBIISIOT aHAJIM3 aKTHBHOCTHU OT/EJIBHOTO
KOMITbIOTEpa?

a. CETEBLIC
b. XxocToBBIE

C. THOpUTHBIE
d. MOOUIBHEIE

51.

Kakwue crctempl 0OHapyKeHHUS BTOPKEHHUHA BHITOTHIIOT
(YHKIIUH XOCTOBBIX CHCTEM OOHAPYKCHHUS BTOPKECHUH H
TIPH ATOM HCTIONB3YIOT U aHAJIH3 CETEBBIX MMAKETOB,
MPUXOISIIMX Ha JaHHBIA XOCT?

a. CeTeBbIE
b. xocToBBIE

¢. rudpuaHbIe
d. MOOMIILHBIE

52.

Ha xakune cucrembl 0OHapy)KE€HHS aTak IOPa3AeIIOTCS
o cTpyKType?

a. HeHTPAJIN30BAHHbIE
b. neneHTpanu3oBaHHbIE
C. IEMUJINTAPU30BaHHBIC
d. nepapxuueckue

53.

Kakwne pazniuaioT cucTeMbl 00HAPYKEHHUS BTOPKEHUN
10 XapaKTepy peaKkIuun?

4. AKTHBHBIE
b. maccuBHbIE

C. [IEPMaHEHTHBIE

d. He3aMeINTETBLHBIE

54,

Kakue noaxonel MOTYT HCIIOIB30BAThCS IS
oOHapy>xeHus1 curHaryp?

a. CoBnagenue ¢ madJI0HOM

b. CoBnagenne ¢ madJJ0HOM COCTOSTHHS
¢. AHAJIN3 HA OCHOBE IIa0JI0HA
HCII0JIb3YeMOI0 POTOK0JIA

d. OBpucTHYecKkHii MOAX0T

55.

B xakom cirygae oOHapy)keHHe CUTHATYyp Oasupyercs Ha
MOMCKe (PUKCUPOBAHHOMN TOCIIEA0BATEILHOCTH OaHTOB B
paccMmaTpruBacMOM dJIEMEHTE JIAaHHBIX (HapUMep, B
€IMHIIHOM TIakeTe)?

a. CoBnajeHue ¢ madJo0HOM

b. CoBriazienne ¢ madI0HOM COCTOSHUS
¢. AHanu3 Ha OCHOBE IIa0J0HA
HCIIOJIb3YEMOTO IIPOTOKOJIA

d. DOBpHUCTHYECKUH TTOAXO]

© ®I'BOY BO «Ueal Y»




MHWHOBPHAYKHM POCCHUU

\‘)} DeneparbHOE TOCYIAPCTBEHHOE OIOKETHOE
00pa3oBaTeNbHOE YUPEIKACHIE BBICIIEr0 00pa3oBaHUs

«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

®DOH/1 OLIEHOYHBIX CPEACTB UI1 IPOMEKYTOUHON aTTecTalluy 1o JUcHUILIHHE (Moayio) «HpopMamoHHas

6e3omacHOCTb) N0 HanpasieHuto moaroroBku 09.03.03 «IIpuknagnas nHdopmaTrkay HanpasieHHOCTH «T- ctp. 17

peLIeHUs 1 TEXHOIOTUH 00paboTKH AaHHBIX B 3koHOMEKe» PI'EOY BO «Henl'V»

56. B kakoMm cityqae oOHapy»XeHHE CUTHATyp MPOUCXOIAMUT a. CoBrnasieHue ¢ M1a0JI0HOM
CJIEIyIOLIMM 00pa3oM: MO OHOMY IaKeTy b. CoBnanenne ¢ madJI0HOM COCTOSTHUS
yCTaHaBJIMBAETCS COCTOSTHHE ITOTOKA JIAHHBIX, MOSIBJICHUE | C. AHAJIN3 Ha OCHOBE IIaboHa
JPYroro mnakera (WX MaKeTOB), KOTOPHIH COOTBETCTBYET | HCIIOIB3YEMOIO IIPOTOKOJIA
JIAHHBIM COCTOSIHMS, CAMTAETCST aTaKon? d. OBpuCcTHYECKHI TTOAXOT

57. B kaxoM cirygae oOHapy>KeHHE CUTHATYP TIPOUCXOIUT a. CoBmazieHue ¢ mabIoHOM
TakKuM 00pazoM, 4TO It POPMUPOBAHHS COCTOSHUS b. CoBmaieHue ¢ mabIOHOM COCTOSHUS
UCTIONB3YETCS ICKOJUPOBAaHNE Pa3IMUHbBIX JIEMEHTOB ¢. AHaJIM3 HAa OCHOBe Ia0J0HA
nporokona? B aToM ciydae npu AeKoIupOBaHUN HCIO0JIb3yeMOro MPoTOK0JIa
nportokosnia COB npumensieT npaBuia, ONpeaesieHHbIE d. OBpuCcTHYECKHIT TTOAXOT
RFC st HapymeHuil. B HEKOTOpBIX citydasx 3T
HapyIIEHUS MOTYT HAXOJUTHCS B OIPEICIECHHBIX MOJISIX
IPOTOKOJA, 4TO TpedyeT OosIee NeTaabHOro aHAIU3a.

58. Kaxoii noxxos 00Hapy>KeHHUS! CUTHATYp UCIIOJIb3YeT a. CoBnajieHue ¢ M1abJI0HOM
JIOTHYECKHUE TPaBHIa, IOTYyYCHHbIE IBPUCTHYECKU? b. CoBmnasieHre ¢ 1madIOHOM COCTOSHUS

c. AHanu3 Ha OCHOBe I1a0JI0Ha
HCIIOJIB3YEMOTO IIPOTOKOJIA
d. OBpucTHYecKHii NOAX0

59. Kakue paznuuatoT BUIbI cCUTHATYp? a. CUrHaTypbl 3KCIJI0MTa
b. Curnarypsl ya3BUMOCTH
¢. CurHarypnl aHOMaJIUI IPOTOKOJI0B
d. CurHarypsr aHaMaITHiA

60. JIeHCTBUS, IPEIIPUHIMAEMBbIE 3TI0YMBIIIJICHHUKOM, a. aTaka
IIPOTUB KOMIIBIOTEpA (WJIM CETH) MOTEHIHAIBHOMN b. BTOp>XCHME
JKEPTBBI, 9TO? C. yrposa

d. ys3BUMOCTB

61. Kakune curaatypbl onuparoTcst Ha XapaKTepUCTUKH a. Curnarypsl 3KcIIoOiTa
aTaKu, KOTOPHIE IT03BOJISIFOT OJIHO3HAUHO b. Curaatypsl ysI3BUMOCTH
UACHTH(UINPOBATH aTaKy? c. CurHarypbl aHOMaJIMi IPOTOKOJIOB

62. Kakue curHarypsl onmuparoTcst Ha 0COOEHHOCTH a. CurHarypsl KcInioira
KOHKPETHOH ys3BUMOCTH, T.€. Ha T€ apaMeTphl HIIH b. Curnaryps! yai3BHMOCTH
JEUCTBHUS, KOTOPbIe HEOOXOIMMO BBITTOJIHUTD IS c. CurHarypbl aHOMaJIMi IPOTOKOJIOB
WCIIOJIb30BaHMsl IAHHOH YSI3BUMOCTH?

63. Kakue curHarypsl HHOTIa TPAKTYIOTCS KaKk a. CurHarypsl dKcIuioiira
oOHapyxeHne aHomainuii mpotokosa? st pa3paboTKu b. Curnarypsl ys3BUMOCTH
TaKUX CUTHATYyp HEOOXOIMMO MPOBECTH aHAJIHN3 ¢. CurHaTypsl aHoMaJIMii TPOTOKOJIOB
peanu3anun paccMaTpruBaeMoro MpOTOKOJIa Ha
cootBercTBue RFC.

64. Hexotopsie coBpemernsie COB Henp3s OTHECTH HU K a. Mmeroabl Data Mining
cucTeMaM 0OHapY)KeHHsI CUTHATYp, HH K CHCTEMaM b. MeTOIbI TEXHOJIOIMH MOGHJIBbHBIX
obHapyxeHns aHoManuil. OHE OMUPArOTCs Ha HOBBIE areHTOB
(VHOTIa MX HA3BIBAIOT AJITEPHATUBHEIE) MTOIXOJIBI K €. METOABI MOCTPOEHUSI MMMYHHBIX
oOHapyxeHnto. Kakue moaxo/ sl MOXXHO OTHECTH K YHCITy | CHCTeM
JIBTEPHATUBHBIX 11OJIX0JI0B? d. npuMeHeHNe TeHeTHYEeCKHX

AJITOPUTMOB
. IpMMEeHeHNe HeHPOHHBIX ceTei
f. MeTo/BI HEWPOIMHI BUCTHYECKOTO
TIPOTPaMMHPOBAHUS

65. Kaxyro TEXHOIOIMI0 MOXKHO ONPEAEIUTh KaK IPOLECC a. TexHojorus Data Mining
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oOHapyxeHus! B He0OpaOOTaHHBIX JaHHBIX: - paHee
HEHM3BECTHBIX; - HETPUBUAIIBHBIX; - TIPAKTUYECKU
TIOJIE3HBIX; - OCTYIHBIX HHTEPIPETallly 3HaHHH,
HEOOXOANMBIX /IS IPUHSTHSI PELICHUH B Pa3INUHbIX
chepax geIoBeYeCKOil JesITeTbHOCTH?

b. TexHOIOrHusS MOOUILHBIX ar€HTOB

C. METOJIbI MOCTPOEHUS UMMYHHBIX CUCTEM
d. npuMeHEeHNE TCHETUYCCKUX alITOPUTMOB
€. IpPUMEHEHNE HEHPOHHBIX ceTel

66. KakoBbI 0CHOBHBIE METO/IBI 00X0/1a CETEBBIX CUCTEM a. cOMBaHuUe € TOJKY
0OHapy>KeHUS BTOPKEHUI? b. pparmenTanus
c. mudpoBanue
d. neperpyska
€. COIMaJbHasi HHKCHEPUs

67. Kaxkoii MmeTon 06xoza ceTeBbIX cuCTeM OOHapYKCHHS a. cOMBaHHe C TOJKY
BTOPKEHHI 3aKJIIOYAETCSl B MAHUITYJMPOBAaHUH JaHHBIME | b. pparmeHTaus
TakuM 00pa3oM, uytoOsl curnarypa COB ne c. mudppoBaHue
COOTBETCTBOBAJIA MTPOXOJISILEMY MTAKETY, KOTOPBIH OBl d. meperpy3ska
HHTEPIPETHPOBAJICS IPUEMHOI CTOPOHOM (Hanmpumep,

MOCHIJIKA NAKeTa, UCIONb3YIOLIET0 KOJUPOBAHUE, HITH
J00aBJICHUE BCTIOMOTATEIbHBIX CHMBOJIOB)?

68. Kaxkoit meTos 06x0/1a CeTeBBIX CUCTEM O0HAPYKEHUS a. cOMBaHUE C TONKY
BTOPXKEHHH 3aKJIIOYAETCs B Pa3OMBKE IMaKeTa JaHHBIX HA | b. (pparmenTamus
(parMeHTsl, KOTOPbIE MOXKHO TTOCIIATh B PA3THIHOM c. mu¢ppoBaHue
TopsiaKe (M ¢ pa3TNYHBIMHA BPEMEHHBIMH HHTCPBaJIaMU d. meperpy3ska
MEXTy HUMH)?

69. Kakoii MmeTon 00Xx0/1a CETEBBIX CUCTEM OOHAPYKEHUS a. cOMBaHHUE C TOJNKY
BTOPKEHHH 3aKJIIOYaeTCs B AEHCTBUSAX HAPYIIUTEIS C b. pparmenrarms
LIENbI0 IIPOTUBOACUCTBOBATh CETEBBIM CUCTEMAaM c. mudpoBanue
0OHapy>KeHHs! aTak UCCIEe0BaTh MOJIE3HYI0 HArpy3Ky d. meperpy3ska
nakera’?

70. Kakoit MeTos 00X01a CeTEeBhIX CUCTEM OOHAPYKEHUSI a. cOuBaHue C TOJIKY
BTOPKEHHI 3aKJIFOUACTCS B IEPEIIOTHEHUH CETEBOM b. ¢pparmenranus
CHUCTEMBI OOHAPYKEHUS BTOPKESHUIA? c. muppoBanue

d. meperpy3ka

71. HecankunoHnpoBaHHBIN BXO B HHPOPMaMOHHYIO a. BTOp:KeHHe
cucteMy (B pe3ynbrare IeHCTBHH, HapyIIaloIINX b. araka
TIOJINTHKY O€30IaCHOCTH MIIM OOXOISIINX CUCTEMY C. yrposa
3aIUTHI), 3T0? d. ys3BEMOCTB

72. J1J1s1 XOCTOBBIX cUCTEM OOHapY)KEHHsI BTOPIKEHUH a. KOHTPOJIb PACHOJIOKEHHS U
0OBIYHO UCTIONB3YETCs] KOMOMHANUS OOHApY)KECHUS HeJa0cTHOCTH aiiioB
aHOMaIuil 1 0OHapyXeHus curHatyp. OTHUM H3 b. cOouBaHue ¢ TOIKY
oCcHOBHBIX 1Sl X0cToBBIX COB siBnsieTcst Bompoc: eciu C. BCTABKAa HYJIEBOI0 3HaKa B 3a1lIpoC
XOCT OyJIeT CKOMIIPOMETHPOBAH, TO KaK ylepkKaTh 1ocJie yKa3aHusi MeToJa
HapyILIUTENs OT MaHUynupoBaHus ¢ emMenTaMu COB | d. mepexBat nmpuiioskeHust
JUIs IPEAOTBpalleHust oOHapyxenus ataku? Kakue €. COlMaJbHas HHKSHEPUs
METOJIbI JUIsl 3TOTO SIBJISIOTCS OCHOBHBIMH?

73. Kaxk Ha3bpIBaloOT reHepanunio curnaia 006 oOHapyXeHUH a. JIOKHAsl TpeBora
araky (BTOpP)KEHHMs1), KOTOpOi He ObLI0? b. npomyck

C. araka
d. BrOp>keHue
74. Kak Ha3bpIBalOT POITYCK aTaKky MM BTOPIKECHHS a. MPomycK

(OTCYTCTBHE CHTHAJIA TPEBOTH MPH HATUYHUN
BTOpXKCHHS)?

b. noxHas TpeBora
C. YA3BHMOCTh
d. BrOpkeHHe
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75. J11s mocTpoeHusl TAKCOHOMHHU CUCTEM OOHapy )KEHHS a. MOJIX0/1 K 00OHAPY/KEHHIO
arak HeoOXOIMMO BBIOpaTh KPUTEPHH, COTTIACHO b. 3ammmaemasi cucrema
KOTOPBIM OyaeT mpoBoAnThes Kinaccupukanus. Onun u3 | ¢. crpykrypa COB
HOZXOZI0B BEIOOpA KPUTEPHEB — 3TO MOAXOJ, B KOTOPOM B | d. HCTOYHUK JAHHBIX (1JIsl NPHHITHS
KaueCTBE TAKUX KPUTEPHEB BHIOPAHBI THITHYHBIC peleHust)

(YHKIMH 1 0COOEHHOCTH POCKTUPOBAHHS U e. BpeMs aHaJIu3a
peanm3anuy cucTeM oOHapyx)eHus arak. Kakue 3to f. xapakTep peakuun
¢byHKIII? g. 61oKHpoBKa TpaduKa

76. Kakue BBIIENSIOT TOAXOABI K OOHAPYKEHHUIO aTak? a. 00Hapy:KeHHe CUTHATYP

b. o0Hapy:xeHue aHOMAJINI
. THOPUMAHBIN MOAX0]
d. oOHapyxeHue BTOPIKCHHIA

17. Kakue BBIICTSIOT BUIBI CHCTEM OOHAPY)KCHHS aTak? a. XOCTOBBIE

b. cereBbie
c. ruOpuaHbIE
d. MoOunbHBIE

78. Kakue cucreMbr 00HapyKeHHUS BTOPKEHUH a. ceTeBbIe
OCYIIECTBIIAIOT COOp M aHATIM3 CETEBBIX NTAKETOB, HA b. xocToBbIe
OCHOBaHHH KOTOPBIX IIPOBOJNTCS OOHApYXeHHE? C. THOpHTHBIE

d. MmoOuITEHBIE

79. Kak Ha3bIBalOT ceTh Ha ypOBHE KOMIIAHHUH, B KOTOPOH a. KopnoparuBHas cerb (MHTpaHeT)
UCIIOJNIb3YIOTCSl IPOrPAaMMHBIE CPE/ICTBA, OCHOBaHHbIE HA | b. DKcTpaHeT-ceTh
cteke nipotokonoB TCP/IP? c. [TonHo-cBs3Has ceTh

d. 'mobankHas ceth

80. HeratuBHoe BO3/IEHCTBUE HA CUCTEMY B LIEJIOM WIIH a. Otka3
OTJAEIbHEIC €€ DJIEMEHTHI, OKa3hbIBAEMOE KaKUMHU-THO0 b. Cooit
SIBJICHUSIMHU, IPOUCXOASIINME BHYTPH CUCTEMbI HJIH BO c. Omnodka
BHEIIIHEN cpefie, 9T0? d. IToGouHoe BIAMsIHME

81. Kaxkoe npoucxoxenue yrpo3sl 00yCcIOBIMBAETCS a. ciry4aiiHoe
3JI0yMBIIUIEHHBIMH JEUCTBUSAMU TIOAEH, b. npeanamepeHHoe
OCYIIECTBIAEMBIMH B LIEJSAX PEaIU3aIiy OAHOTO WIIN C. CyObEeKTHBHOE
HECKOJIbKMX BHIOB Yrpo3? d. o6bexTHBHOE

82. Kakue BBIIENSIOT pa3HOBUIHOCTH NPENOCHIIOK a. cilyyalHble
MOSIBJICHHST YTpo3? b. npenHamepentsie

C. Cy0ObeKTHUBHbIE
d. 00bexTUBHBIE
83. OTMeuaroT /iBe pa3HOBUIHOCTH TPEIIOCHUIOK a. KOJINYeCTBEHHAsl HEIOCTATOYHOCTh

MOSIBIICHUS YTPO3: OOBEKTHBHBIE (KOJTMIECTBEHHAS WITH
KaueCTBEHHAs! HEJIOCTaTOYHOCTD 3JIEMEHTOB CHCTEMBI) U
CyOBbEKTUBHBIE (JI€SITEILHOCTD PAa3BEAbIBATEIbHBIX
CITy’k0 MHOCTPAHHBIX TOCYAAPCTB, IPOMBIIUICHHBIN
LIIHOHAXK, JEATEIbHOCTh KpUMUHAJIBHBIX U
XyJAUTaHCTBYIOLIUX 3JEMEHTOB, 31I0YMBIILITICHHBIE
JeUCTBUS HEIOOPOCOBECTHBIX COTPYIHHKOB CHCTEMBI).
Ilepeuncinennble pa3HOBUAHOCTH NPEANOCHUIOK
HHTEPHPETHPYIOTCS pa3HBIM 00pa3zoM. Kak Ha3pIBaroT
cIeNyIOYI0 HHTepnpeTanuio: Ousndeckas HexBaTka
OJTHOTO HMJIM HECKOJNBKHX JIEMEHTOB CHCTEMBI 00paboTKH

b. KayecTBEHHAsI HEJIOCTATOYHOCTD

C. ICSATEINBHOCTh Pa3BEIbIBATCIBHBIX CITYKO
HMHOCTPaHHBIX TOCYIapCTB

d. IpOMBIIUTEHHBIN MITTHOHAXK

€. ICHCTBUS KpUMUHAIIBHBIX U
XYJIUTAaHCTBYIOIINX 3JIEMEHTOB

f. 3mOyMBIIIIICHHBIC EHCTBUSA
HET0OPOCOBECTHBIX COTPYIHUKOB

© ®I'BOY BO «Ueal Y»




MHWHOBPHAYKHM POCCHUU

D

DeneparbHOE TOCYIAPCTBEHHOE OIOKETHOE
o0pa3oBaTesIbHOE YUIpEeXKCHHE BHICIIEro 00pa3oBaHuUs

«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
6e3omacHOCTb) N0 HanpasieHuto moaroroBku 09.03.03 «IIpuknagnas nHdopmaTrkay HanpasieHHOCTH «T-
peLIeHUs 1 TEXHOIOTUH 00paboTKH AaHHBIX B 3koHOMEKe» PI'EOY BO «Henl'V»

ctp. 20

JIAHHBIX, BBI3BIBAIOIIAS HAPYLICHHS TEXHOIOTHUCCKOTO
npouecca 00paboTKu u (WiIN) Neperpy3Ky MMEIOIUXCs
9JIEMEHTOB.

84. OTMeqaroT AB€ Pa3HOBUIHOCTHU MPENNOCHUIOK a. KOJIMYECTBEHHAs! HEZJ0CTaTOUYHOCTh
TIOSIBJICHHS YTPO3: OOBEKTUBHBIE (KOJIMUESCTBEHHAS HIIH b. KayecTBeHHas HEAOCTATOYHOCTH
KadeCTBEHHAsI HEJOCTaTOYHOCTD 3JICMEHTOB CHCTEMBI) H | C. AATENIFHOCTh Pa3BeIbIBATEIBHBIX CIIYXKO
CyOBEKTHBHEIC (IEATENEHOCTD Pa3BEeIBIBATEIBHBIX HWHOCTPAHHBIX TOCYAAPCTB
CITy’k0 HHOCTPaHHBIX TOCYAAPCTB, MPOMBIIIICHHBIN d. IpOMBINUTEHHBIH MTTHOHAXK
IITAOHAXK, NESTEIPHOCTh KPUMHHAIBHBIX 1 €. IeHCTBUS KpUMUHAIBHBIX U
XYJIUTAaHCTBYIOIINX 3JIEMEHTOB, 3JI0YMBIIIIIICHHBIC XYJIUTAaHCTBYIOIINX 3JIEMEHTOB
JeHCTBUS HEIOOPOCOBECTHRIX COTPYIHUKOB CHCTEMEI). f. 3MOyMBIIIIICHHBIE eHCTBUS
[lepeuncneHHble pa3HOBUIHOCTH MPEAIOCHIIOK HEJJ00POCOBECTHBIX COTPYAHUKOB
HHTEPIPETHPYIOTCS pa3HbIM 00pa3om. Kak Ha3biBatoT
CIeIYIOUTYI0 HHTepnpeTanuio: HecoBepiieHcTBO
KOHCTPYKITUH (OpraHU3aI[iH) SJIEMEHTOB CUCTEMBI, B
CHJTy Yero MOTYT MOSIBJIATHCS] BO3ZMOXHOCTH IS
CITy4aifHOTO MJIM NpeJHAMEPEHHOTO HETaTHBHOTO
BO3/ICHCTBHS HAa 00pabaTHIBACMYIO FITH XPaHUMYIO
HHPOPMAITHIO.

85. OTMEYaroT IBe Pa3HOBUIHOCTH IPEIIOCHUIOK a. KOJIMYECTBCHHAS HEJOCTAaTOYHOCTh
TIOSIBJICHUS YTPO3: OOBEKTHBHBIC (KOIHICCTBEHHAS HITH b. KauecTBeHHAs HEIOCTATOYHOCTD
KaueCTBEHHAs! HEIOCTATOYHOCTD 3JIEMEHTOB CHCTEMBI) U | C. IEATEIbHOCTh Pa3BelbIBaTeIbHBIX
CYOBEKTHUBHBIE (JESITEIHOCTD PA3BEABIBATEIBHBIX CJIY:K0 HHOCTPAHHBIX FOCYIAPCTB
CITy’k0 MHOCTPaHHBIX TOCYAAPCTB, MPOMBIIUICHHBIN d. IpOMBINIUTEHHBIH MITTHOHAXK
LIMHOHAXK, AEATEILHOCTh KPUMHHAIBHBIX U €. IGUCTBUSI KpUMUHAJIBHBIX U
XyJIUTaHCTBYIOIINX 3JIEMEHTOB, 31I0YMBIIIJICHHBIE XYJIUTaHCTBYIOITNX 3JIEMEHTOB
JeHcTBUS HEIOOPOCOBECTHBIX COTPYAHUKOB CUCTEMBI). f. 3MoyMBINIICHHBIE JEUCTBHS
[lepeuncnenHble pa3HOBUIHOCTH MPEAIOCHIIOK HEeIOOPOCOBECTHBIX COTPYIHUKOB
MHTEPIPETUPYIOTCS pa3HbIM 00pa3oM. Kak Ha3bIBatoT
CIEIYIONIYIO HHTepIpeTanuio: CrennanbHo
opraHuzyeMasi IesITeNbHOCTh TOCYIaPCTBEHHBIX OPTaHOB,
po¢eCCHOHATFHO OPUCHTUPOBAHHBIX HA TOOBIBAHUE
HeoO0XonuMOH MH(OPMAIH BCEMH JOCTYITHBIMA
croco0aMu U CpeICTBAMH.

86. OTMeYaroT IBe Pa3HOBUIHOCTH MPEIOCHUIOK a. KOJIMYECTBCHHAS HEJOCTAaTOYHOCTh
MOSIBJICHUS YTPO3: OOBEKTUBHBIEC (KOJTMICCTBEHHAS HIIH b. KauecTBEeHHAsT HETOCTATOYHOCTh
KadeCTBEHHAsl HEJJOCTaTOYHOCTh 3JIEMEHTOB CHCTEMBI) U | C. A€ATENBHOCTh Pa3BEbIBATEIbHBIX CIYXKO
CyOBEKTHBHBIE (AEATEIBHOCTD Pa3BEBIBATEIBHBIX HWHOCTPAaHHBIX TOCYAAPCTB
CITy>k0 MHOCTPaHHBIX TOCYAAPCTB, MPOMBIIUICHHBIN d. npoMbILIJIEeHH B IHNHOHAK
LIMUOHAXK, AESTEIbHOCTh KPUMHHAIBHBIX U €. IGUCTBUSI KpUMUHAIBHBIX U
XyJIUTaHCTBYIOIINX 3JIEMEHTOB, 3II0YMBIIIIJICHHBIC XYJIUTaHCTBYIOIINX 3JIEMEHTOB
JEeHCTBHUS HEOOPOCOBECTHBIX COTPYIHUKOB CHCTEMBI). f. 3MOyMBITIIIEHHBIE EHCTBYS
IlepeuncnenHble pa3HOBUIHOCTH MPEAIOCHUIOK HeJI0OPOCOBECTHBIX COTPYHUKOB
HHTEPIIPETHPYIOTCS pa3HbIM 00pa3oM. Kak Ha3pBatoT
CIeAyIOUYI0 HHTepnpeTanuto: HernacHas 1esTenbHOCTh
OpraHM3alyH (ee MpeACTaBuTeINei) 10 JOOBIBAHUIO
nH(opMaIUH, CIIEUAITBEHO OXPAaHSIEMON OT
HECAHKIIMOHUPOBAHHON €€ YTEUKH WM MOXHIICHHUS, a
TaKKe 10 CO3IAHUIO [T ceOs OIaronpUATHBIX YCIOBHH
B IEJISX MTOJIyYCHHS] MAKCHMAJIbHOM BBITOABI.

87. OTMe"aroT ABE Pa3HOBUAHOCTH IPEAIIOCHUIOK a. KOJIMYECTBEHHAs! HEZ0CTaTOYHOCTh

MOSIBJICHUS YTPO3: OOBEKTHBHBIE (KOIMICCTBEHHAS WITH
KadeCTBEHHAsI HEJOCTaTOYHOCTD 3JIEMEHTOB CHCTEMBI) H
CyOBEKTHBHEIC (IEATEIEHOCTD Pa3BEIBIBATEIBHBIX
CITy’k0 MHOCTPAaHHBIX TOCYAAPCTB, MPOMBIIUICHHBIN
IIIMTAOHAXK, CSITCIPHOCTh KPUMHHATIBHBIX U

b. KauecTBEeHHAs! HEJOCTATOYHOCTH

C. IeSTEIBHOCTH Pa3BEIBIBATEIBHBIX CITYKO
HWHOCTPAHHBIX TOCYAAPCTB

d. IpOMBIIUTCHHBIN MITHOHAXK

€. 1eiiCTBHSI KpUMUHAJIBHBIX H
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XyJIUT@HCTBYIOIINX 3JIEMEHTOB, 3JI0yMBIIIJICHHbIC
JeUCTBUS HETOOPOCOBECTHBIX COTPYIHHKOB CHCTEMBI).
[NepeuncnenHple pa3HOBUAHOCTH MIPEATIOCHUIOK
HHTEPIPETUPYIOTCS pasHbIM 00pa3oM. Kak Ha3bpIBatoT
CIIEAYIOLIYI0 HHTEPIPETAIHNIO: XHIIeHHE HH(DOPMAIIH
WJIN KOMIIBIOTEPHBIX IPOTPaMM B LIEJISTX HAKUBBI WIIN X
pa3pylIeHHe B HHTEpecax KOHKYPEHTOB.

XyJIMTAHCTBYIOIIUX 371¢MEHTOB
f. 3MoyMBINITICHHBIE JEUCTBHS
HEeZ0OPOCOBECTHBIX COTPYHUKOB

88. OTMEJaroT IBe Pa3HOBUIHOCTH IPEIIOCHUIOK a. KOJINYECTBEHHAs HEOCTATOYHOCTD
TIOSIBJICHHS YTPO3: OOBEKTUBHBIE (KOTMYECTBCHHAS HIIN b. KauecTBeHHas! HEIOCTATOYHOCTh
KaueCTBEHHAs HEJIOCTATOYHOCTD 3JIEMEHTOB CHCTEMBI) U | C. AEATEIBHOCTh Pa3BEbIBATEIILHBIX CIYKO
CyOBEKTHUBHBIE (ESITEILHOCTD PA3BEABIBATEIBHBIX MHOCTPaHHBIX TOCYAApCTB
CTy»0 WHOCTPaHHBIX TOCYNAPCTB, MPOMBIIITICHHBIH d. IpOMBINUIEHHBIH MIMTHOHAXK
IIMAOHAXK, NCATCIIbHOCTh KPUMUHAJIbHBIX U c. HeﬁCTBHﬂ KPpUMHUHAJIBHBIX U
XYJIUTAHCTBYIOIIUX 3JICMCHTOB, 3JIOYMbILIJICHHBIC XYJIUTAHCTBYIOIIUX 3JICMCHTOB
JeUCTBUSI HeTOOPOCOBECTHBIX COTPYIHHKOB CHCTEMBI). f. 3M0yMBIILTICHHBIE AelicTBUS
IlepeuncneHHble pa3HOBUIHOCTH MPEAIOCHIIOK HEI00POCOBECTHBIX COTPYAHIKOB
UHTEPIPETHPYIOTCS pa3HbIM 00pa3oM. Kak Ha3biBatoT
CJIEYIOLTYI0 HHTEPIPETAINIO: XHIIEHHE (KOITMPOBaHMHE)

WIN YHUYTOXXEHHE HMH(POPMAIIMOHHBIX MACCHBOB M (WJIN)
IIPOTPaMM IO 3TOMCTHYECKUM HIIH KOPBICTHBIM
MOTHBaM.

89. Kakune nmpuHINIB HHPOPMAIMOHHOH a. IpUMeHeHHUe 3alIUTHI BO
rapaHTHPOBAHHOCTH PEKOMEH/YET CTPATETHS MHOKecTBeHHBIX MecTax. [Tockoabky
SIIEIOHUPOBAHHON OOOPOHBI: 3JIOyMBIIIJIEHHUKH MOTYT aTaKOBaTh

CHCTEMY M3 MHOKeCTBa MeCT, BKJII04ast
BHeIIIHMe M BHYTPEHHHE, OPraHU3anus
J0JZKHA MPUMEHATH 3alllMTHbIE
MeXaHU3MBbI B Pa3JIMYHBIX TOYKAX,
KOTOpbIe A0JI’KHbI 00ecTeYuBaTh 3aLIUTY
ceTeil 1 HHPPACTPYKTYPbI, 3ALUTY
TPAHUII CeTH U TEPPUTOPHUH, 2 TAKIKe
3aIUTY KOMNBIOTEPHOTO 000PYAOBAHUS;
b. npuMeHeHHe YPOBHEBOH 3alIUTHI
MpeanoJiaraeT yCTaHOBKY 3alIUTHBIX
MEeXaHH3MOB MesK1y MOTeHIHATIbLHbIM
3J10yMBbIIIJIECHHHKOM M 1eJbI0;

¢. ompe/ejieHHe YCTOHYMBOCTH
0e30MacHOCTH 10CTUIaeTCsl OLEHKOM
3aMTHBIX BO3MOKHOCTEI Ka)KI0ro
KOMIIOHEHTAa HH()OPMALMOHHOI
rapaHTHPOBAHHOCTH;

d. npuMeHenne HHPPACTPYKTYPBI
o0Hapy:KeHHs ATAK M BTOPIKCHUI,
HCNOJIb30BaHNE METO/IOB H CPEICTB
AHAJIN32 H KOPPEJSANH M0JTy4YaeMbIX
JAHHOH MH(PACTPYKTYpPOIi pe3yIbTATOB.

90. Kax Ha3bpIBatOT HHTPAHET-CETh, MOAKIIOYCHHYIO K a. JKCTpaHeT-ceTh
WuTepHeTy, T.e. CeTh THIIa HHTPAHET, HO CAHKIINOHHU- b. [lmoGanbHas ceTh
pyromIast JOCTYII K €€ pecypcaM OIpeeIeHHOMN c. UnpnBrayansHas ceth
KaTeropuu Nojb30BaTesel, HaJeJIeHHOU d. KopropatuBHas cetsb
COOTBETCTBYIOIIMUMH TTOJTHOMOYHAMH?

91. YTo U3 HIKETIEPEUUCIICHHOTO SBIAETCS HCTOYHHKOM a. JIIoau

yrpo3?

b. Texnnyeckue cpeacrea
€. MOJIeJIM, AJITOPATMBI U IPOTPAMMBI
d. TexHOJIOTHYECKHE CXeMbI 00pad0TKH
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JAHHBIX
€. BHELIHsAA cpeaa
f. MHOTUTAHETHEIH pa3yM

92. PaccMarpuBasi HICTOYHHMKH YIPO3, KaK ONPEEIISIIOT a. JIIoIH
TPYHITy HICTOYHHUKOB ITOTIAJAI0NINX MO/ CIEIYIOIIee b. TexanUeckue cpeacTsa
OTIMCaHUE: MEPCOHAI, TI0JIb30BATEIH U TOCTOPOHHUE C. MOZENH, aITOPUTMBI M IPOTPaMMBbI
JMIa, KOTOphIe MOTYT B3aHMOAEHCTBOBATh C pecypcaM | d. TEXHOIOTHYECKUE CXEMBI 00pabOTKH
1 JaHHBIMH OPTaHHU3aIH HETIOCPEACTBEHHO ¢ pabodnx JAHHBIX
MECT U yAaJEHHO, UCTIONB3YsI CETEBOE B3aMMOJCHCTBHE. | €. BHELIHSAA cpena
93. PaccmarpuBasi HICTOYHHKHN YTPO3, KAK ONPEAEIIOT a. JTIoan
IPYNILy HICTOYHHUKOB ITOTIAAI0NINX MO/ CIIeIyIoIIee b. TexHuveckue cpencTa
OIMCaHUE: HEMOCPEICTBEHHO CBSI3aHHBIE C 00pa0OTKO#, | C. MOZIENH, AITOPUTMBI M IPOTPAMMBI
XpaHCHUEM U Tiepenaucii napopMmanuu (Hampumep, d. TexHOMOTHUECKHE CXEeMBI 00pabOTKH
CPEe/ACTBA PErucCTpalvy JaHHbBIX, CPEACTBA BBOAA U T.1I.), | JQHHBIX
U BCIIOMOTaTeJbHbIE (HapuMep, CpeACTBa €. BHELIHSS cpela
ANIEKTPONIMTAHMSI, KOHIMIMOHUPOBAHUS U T.J1.).
94, PaccmarpuBast MICTOYHUKY yrpo3, Kak ONpeIelisioT a. JIIou
TPYNITy HCTOYHHUKOB ITOTIAJAIONINX MO CIIeyIoIIee b. TexHMYECKHE cpencTBa
OTIMCAHUE: ATy IPYNITY HCTOYHUKOB PACCMATPUBAIOT KaK | €. MOJIeJIH, AJITOPUTMbI H POrPAMMBbI
HEJIOCTaTKU NMPOSKTHPOBAHUS, PEaTN3aINU 1 d. TexHONMOTMUECKHME CXEMBI 00pabOTKH
KOH(UTYparun (IKCIDTyaTaIlim). JAaHHBIX
€. BHEIIHSS cpea
95. PaccMarpuBasi HICTOYHHKH YTPO3, KaK ONPEAEIISIOT a. JIIoIn
IPYIITy ICTOYHHUKOB ITOTAAI0NIMX MO/ ClIeyIoIIee b. TEXHUYECKHUE CPE/ICTBA
OIMCaHUe: BBIJCISIIOT PyYHbIE, HHTEPAKTHBHBIE, C. MOJIEJIY, aJITOPUTMBI U ITPOTPAMMBbI
BHYTPUMAIIMHHBIE U CETEBbIE TEXHOJIOTNUYECKUE CXEMBI d. TexHosIOrn4YecKne cxeMbl 06padOTKH
00paboTKH. JTAHHBIX
€. BHELIHsS cpelia
96. PaccmarpuBast HICTOYHHKHN YTPO3, KaK ONPEAEISIOT a. Jroan
TPYNITy HCTOYHHUKOB ITOTIAAIONINX MO ClIeyIoIiee b. TexHnUeckue cpeacTsa
OTIMCaHME: BBIJEISIIOT COCTOSTHUE CPelibl (BO3MOXKHOCTD C. MOZIENH, AITOPUTMBI M IPOTPaMMBbI
MI0XKapOB, 3EMJICTPSICEHUH U T.11.), TOOOYHBIEC ITYMBI d. TexHOMOTHYECKHE CXeMBI 00paboTKH
(ocobeHHO oma-cHbIE IIPH Nepe/iade JaHHBIX) U JTAHHBIX
10OOYHBIE CUTHAJIBI (HAllpUMep, JNIEKTPOMAarHUTHOE e. BHENIHSAS cpeaa
M3ITyYEHUE aNmaparypsl).
97. [epeuncianTe OCHOBHbIC IPUYMHBI YTEUKH a. HecoOUTI0IeHHE TIEPCOHAJIOM HOPM,
uHpopmarum. TpedoBaHMii, MPaBHJI IKCILTyaTallHH
b. oIMOKHM B NPOEKTHPOBAHUM CHCTEMBbI
U CHCTEM 3alIUThI
. BeJleHHe IPOTUBOCTOsIIIEl CTOPOHOI
TeXHUYECKOIl U areHTYPHOii pa3Be1oK
98. Kakue Buzb! yreuku Boaenstor B coorseTcTBur ¢ [OCT | a. pa3riamenune
50922-96? b. HeCaHKIIMOHUPOBAHHBII JOCTYI K
uHpopManuu
¢. MoJTy4eHHe 3amumnaeMoii nugpopmanuu
pa3BeakamMu
99. Urto noHuMaeTcs o HECaHKIIMOHUPOBAaHHBIM a. Pazrimamenne ungopmannu

JIOBEACHUEM 3allHIacMOil HH(OPMALIIH 10
MoTpeOuTENCH, HE MMEIOIIUX IPaBa JO0CTYIa K
3aImumnaeMon nHpopMarmm?

b. HecaHKITMOHUPOBAHHBIN TOCTYII K
uH(popMaIun
c. [Tonydenue 3amuniaeMoit HHGOpMAaIH
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pa3BeaKaMu
100. | Yro moHMMaeTcs Mo MOJTyYeHHUEM 3aIlUIIaeMOM a. HecanKnimoHNpOBaHHBII A0CTYNI
nH}pOpMaLK 3aUHTEPECOBAHHBIM CyOBEKTOM C b. Pasriamenne napopmanmu
HapyIIeHHEM YCTaHOBJICHHBIX ITPABOBBIMU JIOKyMeHTaMu | c. [lomydenue 3ammuinaemoii HHGopMau
Wi cOOCTBEHHHMKOM, BIIaJIeNblieM HH(OPMAINH TIpaB pa3BenKaMu
WM TIPABWJI JOCTYTIA K 3aIuiaeMoi nHpopmManmn?
101. | Kakne MOXHO BBIJETHTH OCOOCHHOCTH KOPIOPATHBHBIX | a. INI06AJILHOCTH CBSA3€il
ceTel, KOTOpBIE TIPECTAaBIIAIOT HOBBIIICHHYIO OTACHOCTh | b. MacmTaGHOCTD
TS BBITTOJTHEHUSI UMM CBOMX (DYHKIIMOHAJIBHBIX 3a1a4? C. reTepOreHHOCTh
d. M30MpOBaHHOCTH
102. | C momoIIbIO 9ero MOXKET OCYIIECTBISATHCS TOTydSHUE a. TeXHUYeCKHe CpeJCcTBa
3amuIaeMoi HHdopmaly pa3Beikamu’? b. areHTypHBIE METOBI
C. BO3/YIIHBIE CPEACTBA
d. MeTomBI TITyOOKOTO aHATH3a
103. | Yro Ha3bIBaIOT COBOKYITHOCTHIO HCTOUHHKA a. KaHaJ yTedKH HHpopManun
nHpopMaLuK, MaTepHaIbHOTO HOCUTEISI MIIU CPEIIbI b. uHMOpMAaITMOHHBIN KaHaI
pacIpocTpaHeHHs] HECYNIEro YKa3aHHYI0 HH(POPMAIUIO C. yI3BUMBIil KaHaJ
CHUTHAJIa ¥ CPEACTBA BBIICICHUS HHPOPMALUK U3
CUTHAJIa WJIM HOCHUTEIS?
104. | Yro noHmMaeTcs 1moj «MHPOPMaIMOHHOH a. 3amuIeHHOCTh HHPOPMALIMH 1
0€3011acHOCTBI0N? noaAepKuBaouieii HHPPACTPYKTYPHI OT
CJIy4aifHBIX U MpeAHAMEePeHHBIX
BO3/1eICTBHII €CTECTBEHHOTO UJIH
HCKYCCTBEHHOI'0 XapaKTepa, YpeBaThbIX
HaHeCceHHEM ylIep6a BiaeablamM uin
M0JIb30BaTEISIM HHpOPMALUU 1
NoAJAePKUBAIOLIEH HHPPACTPYKTYPHI.
b. MckyccTBO M HayKa MCIIOJIb30BaHUS BCEX
9JIEMEHTOB IOCYJapCcTBa B MUPHOE U
BOCGHHOE BpeMs ISl 00ECTICUCHHUS 3al[UThI
HallMOHAILHBIX HHTEPECOB.
c. Hayka o xom¢popTHOM 1
TPaBMOOE30IIaCHOM B3aHMMOJICHCTBUHU
YeJI0BEeKa CO Cpe/ioi 0OnTaHus.
d. CocrosiHne 3amnIEHHOCTH KU3HEHHO-
Ba)KHBIX HHTEPECOB JINUHOCTH, OOIIECTBa,
OpraHM3aIiH, MPEANPUITHS OT
MOTEHIAJIBHO U PEaJIbHO CYIIECTBYIOLIMX
yrpo3, WIIM OTCYTCTBUE TAKUX YIPO3.
105. | Ha xakux ypoBHSIX OJDKHBI IPUMEHSATHCS MEPhI a. 3aKOHOJATeJIbHbIH
obecrieuenus 6e30macHOCTH? b. aIMUHUCTPATHBHBIA
€. IpoLeYPHBIi
d. nporpaMMHoO-TeXHHYeCKHUIH
e. ObITOBOIA
106. | Kakue 3Tamns! 0DKHBI BKIIIOYATE B ce0s1 pabOTHI 110 a. onpenenenue noautuku Ub

00eCIeYeHHIO pexXuMa HHPOPMAITHOHHOH 0€301TacHOCTH
opraHu3anuu?

(JoxyMeHTBHI NOJIMTHKH 0€301IaCHOCTH)
b. onpenenenne chepol (rpaHu)
CHCTEeMBI yNpaBjaeHus HHGpOPMaLHOHHOIT
0e30MacCHOCTHI0 U KOHKPeTH3auus ueJiei
ee co3nanus (JlokyMeHTHI,
onpeaeasioniye rpaHNIbl CHCTEMbI)
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¢. oleHKa puckoB (Onucanne yrpos,
YA3BUMOCTei M OLlCHKA BO3MOKHOI0
yuiep6a)

d. ynpasJjieHne puckaMu

€. BbI0Op KOHTpMep, o0ecneynBaloIuX
pe:xxum UB (Bpi0op KOHTpMep 1JIs1
Kax10ro us yposei, Ilocrpoenue
KOMILJICKCHOI CHCTeMBbI 00ecnedeHus
HBb)

f. aynurt cucremsbl ynpapiaenus Ub

107.

HazoBuTe 0CHOBHBIE CBOICTBa O€30macHOCTH?

a. KOHPUIEHIHAJIBLHOCTh
b. nejocTHOCTH

C. JIOCTYIMHOCTh

d. mMOCTOSIHHOCTE

€. PAaBHOMEPHOCTh

f. HempepBIBHOCTH

108.

CBoHiCTBO 6€30MACHOCTH IIPH KOTOPOM MH(pOPMAIHS
JOCTYITHA TOJBKO TEM, KTO aBTOPH30BaH JUIs 0CTyIIa?

a. KOHQUIEHIIUAJIBHOCTD
b. 1eI0CTHOCTD

C. IOCTYITHOCTh

d. HEOTKa3yeMOCTh

€. IOJOTYETHOCTD

f. nocroBepHOCTH

g. ayTEeHTHYHOCTD

109.

CBo#cTBO 0€30MaCHOCTH NP KOTOPOM rapaHTHPOBaHa
TOYHOCTh, ITOJTHOTA U METOJIbI 00PaOOTKH HHpOPMALTUU?

a. IeJIOCTHOCTD
b. KOH(UACHITHATEHOCTh
C. TOCTYITHOCTb

d. HEeOTKa3yeMOCTh

€. TIOJOTYETHOCTh

f. mocToBEpHOCTH

g. ayTEeHTHYHOCTh

110.

CBoHicTBO 0€30MaCHOCTH MPU KOTOPOM HH(OPMAITHS 1
aCCOLMMPOBaHHBIE 0OBEKTHI JIOCTYITHBI 110 TPEOOBAHHIO
aBTOPHM30BAHHBIX TIOJIb30BaTENIEH?

a. IOCTYMTHOCTH
b. KoH(pHUIECHIINATEHOCTD
C. LEJIOCTHOCTD

d. HeOTKa3yeMOCTh

€. OJIOTYETHOCTD

f. mocToBepHOCTH

g. AayTEHTUYHOCTh

111.

YT0o HA3BIBAIOT IJIAHOM BBICOKOT'O YPOBHSI, B KOTOPOM
OTKCHIBAIOTCS [IEJIH U 3a/1a4d OPTaHU3aINH, a TAKKE
MepOonpusITHS B chepe odecredeHus 6e30macHOCTH?

a. [losimTnka nHGOPMALIUOHHOMK
0e3omacHOCTH

b. Mogens yrpo3

c. [Tonoxenue o koHpuaEeHIMATEHON
nHpopmanuu

d. Konnenust 6e3onacHocTH

112.

Kak Ha3bIBarOT JIFOOYIO XapaKTEPUCTHKY, UCTIONBE30BaHIE
KOTOPOI HApYIIUTENIEM MOXET IMPUBECTH K peau3aiiiu
yIrpo3bi?

a. yI3BUMOCTh HHGOPMALMOHHOM
CHCTEMBI

b. yrpo3a nH(pOpMaAIIMOHHON CUCTEME

C. pUCK 0€30TacHOCTH HHPOPMAITMOHHOM
CHCTEMBI

113.

Kakwne pazensr MoXXeT BKIIOUATh B ce0sl peasibHast

a. 001IMe MOJI0KEHUs
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MOJIUTHKA 0E30MaCHOCTH OpraHu3auu’?

b. mosMTHKA yHpaBJieHHs MapOJIsIMA

C. HIeHTH(PUKANA MOTb30BaTeJIei

d. moTHOMOYHS MOJIL30BaTeIel

€. 3aIUTa HHPOPMAIIMOHHBIX PeCypCcoB
OpraHu3alMuu 0T KOMIbIOTEPHBIX
BHPYCOB

f. mpaBuJIa ycTAaHOBKH M KOHTPOJISI
ceTeBbIX COeIMHEHHU

g. IPaBUJIA MOJIUTHKHU 0€30MaCHOCTH MO0
padore ¢ cucTeMoii 3JIeKTPOHHOM MOYTHI
h. npaBuia o0ecneyenns 6e30MaCHOCTH
HHPOPMAIIHMOHHBIX PECYpPCOB

i. 00s13aHHOCTH MOJIL30BaTeJIel M0
BBINOJTHEHHIO MPABUJI MIOJTATHKH
0e30macHOCTH

114. Kakue THITBI CeTEeBBIX IEPUMETPOB MOXKHO BBLACTHTH? a. BHEIIHMUH
b. BHyTpeHHU#
C. KOIBLIEBOH
d. dpenepanpHBIA

115. | Kakoii ceTeBoi nepuMeTp HACHTUPHUIUPYET TOUKY a. Buemnuii cereBoii mepumerp
paszeneHus MeXIy YCTPOHCTBaMH, KOTOPbIC b. BHyTpeHHnii ceTeBoil mepuMeTp
KOHTPOJINPYIOTCS, ¥ TEMH, KOTOPBIE HE c. TeppuropuansHbIi ceTeBOl epuMeTp
KOHTPOJUPYIOTCS? d. Uepapxuueckuii ceTeBoil IepUMETp

116. Kakoii Tum ceteBoro nepuMerpa npeacTaBiseT co0oi a. BHyTpeHHmii ceTeBoi nepumMeTp
JIOTIOJIHUTEIIbHBIE TPAHULIBI, B KOTOPBIX Pa3MEIIAlOTCs b. BHemHuit ceteBoii nepumeTp
JpyTHe MeXaHU3MBI 0€30IIaCHOCTH, Takue Kak MO u ¢. TeppuTopuallbHbI CETEBOM IEPUMETP
(GUIBTPYOLIME MapLIPYTH3aTOPbI? d. Uepapxuueckuii ceTeBoil epumerp

117. | Kak Ha3bIBaIOT ceTH BHYTPHU CETEBOTO IIEpUMETpa, HaJ a. IOBepeHHbIe CeTH
KOTOPBIMH CHEIHAINCTBI OPraHN3alMi UMETOT TTOJTHBIH b. HeOBepeHHBIE ceTH
aJIMHHUCTPATHUBHBIA KOHTPOJIb? C. IEMUJIUTApU30BaHHAs 30HA

d. smenoHnpoBaHHbIE CETH

118. | Kak Ha3bIBaIOTCs CE€TH, KOTOPbIE HAXOIATCS BHE a. HeIOBEPEHHBIE CeTH
YCTaHOBIEHHOI'O CETEBOTO MEPUMETPA U HaXOAALIHECs b. noBepeHHsbIe ceTH
BHE KOHTPOJIS? C. IEMHJIINTApH30BaHHAS 30HA

d. s1IeTOHUPOBAHHEIE CETH

119. Kak Ha3piBaeTcs 067aCTh BHEITHETO MMEPUMETPA B a. IeMUJIUTAPU30BaHHAS 30HA
KOTOPOH cepBephl, OTBEYAIOIINE Ha 3aPOCHI U3 BHENTHEH | b. HeJOBepeHHAas CeTh
CEeTH, OTPaHUYEHBI B IOCTYIE K OCHOBHBIM CETMEHTaM C. IOBEpPEHHAs CETh
BHYTPEHHETO NEPUMETpPa CETH, C LENbI0 d. smennoHMpOBaHHAS CEThH
MHUHAMH3HPOBATh yIIepO, IPH B3JIOME OHOTO U3
00IIeI0CTYITHBIX CEPBUCOB?

120. | Yro noHMMaeTcs Moj MpakTHYECKOH cTpaTerneit a. JIeJIOHHPOBAHHAS 000pPOHA
JOCTHXEHHU NH(YOPMAITMOHHOW TapaHTHPOBAHHOCTH B b. TeppuropuansHas obopoHa
ceTeBOM 000pyoBaHHUU? (3Ta CTpATErus MpeCTaBIseT c. l'ocynapcTBennast 000poHa
co0oi1 OayaHC MeXy CBOMCTBaMH 3aLUTHI U d. Bpaxeckast o6opoHa
CTOMMOCTBIO, IPOU3BOJUTEILHOCTBIO U
(hyHKITMOHATIHHBIMU XapaKTEPUCTUKAMU)

121. | Kak Ha3BpIBalOT MOTEHIHAIBEHO BO3MOKHOE COOBITHE, a. yrpo3a uHgopmMaiuoHHOI cucTeMe

JICUCTBUE, MPOLIECC WIIU SBJICHUE, KOTOPOE MOXKET
BBI3BaTh HAHECEHHE yIIepOa (MaTepruabHOTO,

b. ys13BUMOCTh HHPOPMAITHOHHOW CHCTEMBI
C. pUCK 0€30TaCHOCTH HHPOPMAITMOHHOM
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MOPANBHOTO WJIM UHOTO) peCypcaM CHCTEMBI?

CUCTCMBI

122. | Kakoe npoucxoxJieHne yrpo3 00ycnaBIuBaeTcs a. cayyaiiHoe
CHOHT@HHBIMU M HE 3aBUCSALIMMHE OT BOJIU JIFOAEH b. npenHaMepeHHOE
00CTOSATELCTBAMH, BO3HUKAIOIIUMH B CUCTEME C. CyObEKTHUBHOE
00paboTKN TaHHBIX B Tporiecce ee pyHKIHOHUpOoBaHUA? | d. OOBEKTHBHOE
123. | Hapymenue paboToCIoCOOHOCTH KaKoTo-mnb0 a. Orka3
AIIEMEHTa CHCTEMBI, IPUBOIAIICE K HEBO3ZMOXHOCTH b. Cooit
BBIITOJTHEHHS UM OCHOBHBIX CBOMX (YHKIHH, 3T0? c. Omnbka
d. [To6ouHOE BIHsAHME
124. | BpemeHHOE HapymIeHHE PabOTOCIIOCOOHOCTH KaKOTO- a. Otka3
100 3JIEMEHTA CUCTEMBI, CIEICTBHEM YET0 MOXKET ObITh | b. COoil
HENpPaBUILHOE BBHIIIOJIHEHUE UM B 3TOT MOMEHT CBOECH c. Omnobka
¢byHkumy, 310? d. [Tobounoe BnustHUE
125. | HenpaBunbHoe (pa3oBoe WM CUCTEMAaTHYECKOE) a. Otka3
BBINIOJTHEHHE 3JIEMEHTOM OJJHOM MIIM HECKOJIBKHX b. Cooii
(byHKIMH, Tpoucxosiee BCIEACTBHE crielupuieckoro | ¢. Omudka
(TTOCTOSTHHOTO WJIM BPEMEHHOT'0) €0 COCTOSIHUSL, 3TO? d. ITobouynoe BnmstHNE
126. Uro opranuzanus UEHUT U XOUET 3alUTUTh? a. Pecypcsi
b. Yects
C. Y43BUMOCTH
d. KonTpomns 6e3omacHOCTH
127. | B mpouecce naeHTU(GUKALNY yI3BUMOCTEH, KaKue a. pe3yJ1bTaThl IPeAblIYIIHX OLEHOK
MOTYT NPUMEHSTHCS IOKYMEHTHPOBAHHbIE HCTOYHUKU pucka
JAHHBIX TI0 YSI3BUMOCTSM? b. oruers! aynuta UT cucremsl, 0TYETHI 0
CHCTEMHBIX aHOMAJIMSIX, OTYETHI €
0030paMu 6e30MACHOCTH, OTYETHI
CHCTEMHBIX TECTaX M OLleHKaX
€. CIIUCKH YA3BHMOCTeii, Hanmpumep, u3
0a3 JaHHBIX YA3BUMOCTeH
d. undopMaLHOHHBIE 010JVIETEHH 10
0e3o0macHoOCTH
e. nHgopManHOHHbIE 0I0/1JIeTeHH
HU3rOTOBHUTEJICH
f. koMMepueckne KOMIIAaHUH,
BBINOJIHSIIOIHE (PYHKIIMT
HH(OPMAMOHHOTO0 ayIUTAa §E30MaACHOCTH
g. aHasm3 6e3onacHoctu cucremuoro IO
h. TectupoBanue cucreMHoM|
0e30MmacHOCTH
1. muTeparypa
128. | [1ys1 OLEHKHM peanbHOTO HAJIM4HS YI3BUMOCTEH MOTYT a. cpeIcTBA AaBTOMATHYECKOT0
MIPUMEHSTHCSI METOJIbI TECTUPOBAHMS (BKITOUAsI CKAaHUPOBAHMS ySI3BUMOCTEH
CHCTEMHOE TECTHPOBaHHKE) JJISl HACHTH(DUKALIUH b. TecThI M oleHKA §€30MACHOCTH
CHUCTEMHBIX ySI3BUMOCTEH B 3aBUCIMOCTH OT €. TECThI HA MPOHNKHOBEHHNE
kputnaHocTd T cructembl M ocTymHBIX pecypcoB. Uto | d. cpemcTBa ymaneHHOTO
BKIIFOYAIOT B c€0s1 METObI TECTHPOBAHNUSA? aZIMUHUCTPUPOBAHHUS
129. | Yro ucnonb3yeTcs Il CKAHUPOBAHHUS I'PYIIIT XOCTOB a. cpeCcTBa AaBTOMAaTHY€CKOIro

WJIM CETH Ha U3BECTHBIC YSI3BUMBIC CITYKObI?

CKaHHPOBAHUSA Yﬂ3BHMOCTeﬁ
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YS3BUMOCTH, OIPEJICIICHHbIE TAKUM aBTOMaTHYECKUM
CPEACTBOM, MOTYT HE MPECTABISATh PEATIbHBIX
YS3BUMOCTEH B KOHTEKCTE PEabHOrO CUCTEMHOTO
000pyOBaHUS OPTaHU3AIHH.

HCO6XO)II/IMO 3aMETUTD, YTO HCKOTOPLIC IMMOTCHIUAJIbHBIC

b. TecThI 1 OIICHKa OE301aCHOCTH
C. TECTbl Ha IPOHUKHOBCHUC

130. UYto MOXeET OBITh UCTIONB30BAHO IS HACHTUDIKAIIHN

YA3BUMOCTEH BO BpeMsl Iporiecca OLCHKU PHCKa?

a. CPeICTBa aBTOMAaTHIECKOTO
CKaHMPOBAHUS YSI3BUMOCTEH
b. TecThI U OLleHKA 0€30MACHOCTH
C. TECTHI Ha IPOHUKHOBECHHE

131. UTo MOXET UCIOIB30BAThCA Il OLICHKU KOHTPOJISI
0€30MaCHOCTH U YBEPEHHOCTH B TOM, YTO Pa3INIHBIC
acnektel UT cucTeMsl 3alIUIEHb?

a. CpCACTBA aBTOMATHUYCCKOTI'O
CKaHUPOBAHUS yﬂSBI/IMOCTeﬁ

b. TeCcThI 1 OIICHKa 0e30IMacHOCTH
C. TECThI HA MPOHUKHOBCHUE

132. [enpro KaKoro IIara OleHKH pUCKa SBISETCS aHAIU3
MIPUMEHSICMBIX WU TUIAHUPYEMBIX K IPUMEHCHHUIO
CPENCTB 3alIUThl (KOHTPOJIS) B OpTaHU3AINH TS
MUHUMHU3AIUY WK YCTPAHCHUS BEPOATHOCTH
VSI3BUMOCTH, pealn3yeMoil HCTOYHHKOM yTpo3?

a. XapaKTePUCTHUKA CHCTEMBI
b. uneHTuduKaysa yrpos

C. UICHTU(UKAINS YI3BUMOCTEH

d. anau3 cpeacTB 3a1UUThI (KOHTPOJIS)
€. OTIpe/IeiieHIe BEPOsSTHOCTEH
(pamXUpOBaHUE YACTOT MOSBICHU)

f. aHamu3 BIUSHUA

g. ONpe/eNICHNUE PUCKa

h. pexoMeH1aIMH 110 CPEACTBAM 3AIUTHI
(KOHTpOITIO)

1. pe3yNIbTUPYIONIAs JOKYMEHTAIHS

133. | Llenp xaxoro mara OLEHKH PUCKa COCTOUT B
OIIPEACIICHNU HEKEIIATCIIbHOTO BIUAHUA yCHeHIHOﬁ
peanuza-1uH ys3BUMOCTeH yrpo3aMu?

. XapaKTepPUCTHKa CUCTEMBI
. UICHTU(UKALHS yTPO3

. UIeHTUQUKAIHS YI3BUMOCTEH

. @HAJIN3 CPE/ICTB 3aIUTHI (KOHTPOJIS)
€. OTIpe/ieIICHNE BEePOSTHOCTEH
(pamXupoBaHHE YACTOT MOSBIICHIUS)

f. anau3 BaUSIHUSA

g. OTlpeieTICHHEe PUCKa

h. pexoMeHmauy 1O CpeCTBaM 3aIIUTHI
(KoHTpOITIO)

1. pe3yAbTHPYIOIIAs JOKYMEHTAIHS

00 o

134. IIpu npoBeaeHNM aHanU3a BIUSHUS 1I€JIb COCTOUT B
OTIpe/IeNIeHUH HEXKEIaTeIbHOTO BIUSHHS yCIICITHOM
peanuzanun ysa3BUMOCTel yrpozamu. Kakyro
nHGOPMAIHI0 HEOOXOANMO MTOIYIHTH JJIS 3TOT0?

a. MHCCHSI CHCTeMBI (T.€. IPollecChl,
ocymiecrBiasiemble UT cucremoii)

b. KPUTHYHOCTH CHCTEMBbI U TAHHBIX (T.€.
3HAYeHUEe WJIH Ba)KHOCTH CHCTEMBbI JJIsl
OpraHu3anmM)

C. YYBCTBUTEJIBHOCTH CHCTEMBI H IAHHBIX
d. uadopmarms 00 aHATIOTHYHBIX CUCTEMaX

135. | Ha3HaueHmeM Kakoro mrara OI[CHKH PHCKa SBIIICTCS
oneHka ypoBHs pucka UT cucrempr?

a. XapaKTepUCTHKA CHCTEMBI
b. npentnduxanus yrpos

C. NIeHTU(HKALIS yI3BUMOCTEH

d. aHanmm3 cpencTB 3amuThl (KOHTPOIIS)
€. oIpeJeIeHHe BEPOATHOCTEH
(pamXupoBaHUE YACTOT TIOSBIICHIS )

f. aHanmu3 BIUSHUA

g. ompeieIeHHe pucKa

h. pexoMeHIalluK 10 CPENICTBAM 3aLIUTHI
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(xoHTpOIIO)
1. pe3y/IbTHPYIOIast JOKYMEHTAIHs

136. | Ha ocHoBe 4yero BEIOMparOTCs CpezcTBa 3aIUThI a. MaTpUIBI YPOBHEH pucKa
(KOHTPOJIST), KOTOPbIE MOTYT YMEHBIINTh WM YCTPAHUTH | b. pe3ysbTaTtoB HACHTH(UKALIMY YTPO3
UACHTU(DHUIUPOBAHHBIN PUCK? C. pe3yNbTaTOB UACHTU(PUKAINT

YSI3BUMOCTEMN
d. aHanm3a BIMAHUS

137. | Kak Ha3pIBalOT MOTCHIMAIBHYIO IPUINHY a. ¥rposa
HEKENaTeNIbHOTO COOBITHS, KOTOPOE MOXKET HAHECTH b. Vs3BuUMOCTB
yiep6 oprann3anuy u ee oobexTam? c. Puck 6e3onacHocTH

d. Pecypc
138. | IlocpencTBoM nmpuMeHEHHs KaKUX ONEpaLui MOXXHO a. NPpUHSATHE PUCKA
JOCTHIHYTh YMEHBILCHHS] pUCKa? b. ykJIOHeHHe 0T pucKa
C. OTpaHMYeHne pucKa
d. IiIaHMpoBaHHE PHCKA
€. HCCJIe/IOBAHNSI H TIOATBEPKIeHUS
f. nepenaua pucka

139. | ITocpencTBoM uyero opraHm3amys MOXKET IOIYIHTh a. ylaJieHUus] HEKOTOPBIX CHCTeMHBIX

JOITyCTUMBIN OCTaTOYHBII PUCK? ysasBumocreii (negekToB u ciadocreit)
MyTeM YMeHbIIEeHHUS Y1 CJIa BO3MOKHBIX
nap HCTOYHHUK YTPO3bI—YA3BUMOCTh
b. no6aB/IeHns cnenuadbHBIX
HalleJIEHHBIX CPEICTB /J11 YMeHbIIeHUsl
CIOCOOHOCTH M MOTHBAIIMM UCTOYHHKA
yrpos
C. YMeHbIIEHHUs] BeJTUYUHBI
HeKeJIaTeJbHOT0 BJIMSIHUS

140. | Kak Ha3pIBalOT CUCTEMHBIH IPOLECC TOIYyIESHUS U a. AyIuT HH(OPMALMOHHOI CHCTEeMbI
OILIEHKH OOBEKTHBHBIX JAHHBIX O TEKYIIEM COCTOSHHUA b. Tect Ha MpoOHNKHOBEHHE
CHUCTEMBI (TEXHOIIOTHIT), TEHCTBHUAX U COOBITHSX, c. Buyrpennuii aynut
MIPOMCXOMSIINX B HEl, KOTOPBIN ycTaHaBIMBaeT ypoBeHb | d. BHemHwuii aymur
UX COOTBETCTBHS OIPE/ICIICHHOMY KPUTEPHIO U
MIPEIOCTABIISICT PE3YNIBTATHI 3aKa3UHKYy?

141. | Ilepeuncnure oCHOBHbIE HH()OPMALMOHHBIEC aKTUBBI a. uaen
opraHu3anuu’? b. 3HaHuA

€. MMPOEKTHI
d. pe3yabTarbl BHyTPEHHHX
o0csienoBanmii

142. | Ha xakue BHIBI MOXHO MOAPA3ICIUTh aYTUT a. BHEIHHIA ayTuT
6e301acHOCTH MH(POPMAIMOHHBIX CHCTEM? b. BHyTpeHHUii ayaut

C. KBapTaJIbHBIN ayuT
d. ce30HHBIN ayauT

143. | Kakoii BuJ ayauTa UCIIONIB3YETCs JUIS IPOBE/ICHHS BHE a. BHEIHHIA ayTuT
OpraHM3aliH U, KaK MMPaBUIIO, CIICIHATN3UPOBAHHBIMA b. BHyTpeHHUit ayauT
OpraHU3aLsIMH, 3aHUMAIOIMHUCS ayAUTOM C. KBapTaJIbHBIN ayIuT
nH(pOpMaITMOHHOHN Oe30macHOCTH? d. ce30HHBIN aymuT

144. | Yro oTHOCHTCS K OCHOBHBIM KOMIIOHEHTAM a. MexKceTeBble IKPaHbI

0€301MacHOCTH, KOMOWHAITUS KOTOPBIX 00ECIICUNBACT

b. cucTeMbl 0GHApY KEHHSI BTOPKEHHIA
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3aIIUTY OT aTak Ha IIeJI0CTHOCTh, KOH(PHICHINAIBLHOCTh
U IOCTYIHOCThH?

€. CPeICTBA KOHTPOJISI EeJTOCTHOCTH
d. cpeacTBa NPOBEPKH COAEPKMMOI0
€. CKaHepBbI

f. cpencTBa KOHTPOJIA KOHGUTypanmii
g. CpeIcTBA KOHTPOJIA A0CTYNA U
ayreHTUGUKaALUU

h. BUpTya/ibHbIE YaCTHbIE CETH

145.

Kakwue BuaBI yTpo3 MOXKHO BBIICITUTH?

a. ecTeCTBEHHbIE
b. npexnamepenHbie
¢. cIy4aiiHble

d. mapanopmanbsHble

146.

CabocTH, acCOIMUPOBaHHbIE C pecypcaMu
opraHuzanuu, 31o?

a. YA3BUMOCTH

b. Yrpo3za

c¢. Puck 6e3omacHocT
d. Yiep6

147.

Kak Ha3pIBaeTCs BO3MOXKHOCTH TAHHOM YTPO3bI
peann3oBatTh yI3BUMOCTH ISl TOTO, YTOOHI BRI3BAThH
ymepO wiIu pa3pymeHne pecypca Wil TPYIITEl PECypCcoB,
YTO MPSIMO TN KOCBEHHO BO3ICHCTBYET Ha
opraHuzanuio?

a. Puck 6e3onacnocrn

b. Korrpons 6e3onmacHoCTH
c. Pecypc

d. Ysa3BumocTs

148.

Kakwue maru Bkirouaet B ceds 00IIas OleHKa prcka?

a. XapaKTepUCTHKA CHCTEMbI

b. upenTudukauus yrpos

¢. HAeHTH(PUKauA YA3BUMOCTeH

d. anaju3 cpeacTB 3aIUTHI (KOHTPOJIsI)
e. onpe/eeHue BepoATHOCTell
(paH:KUPpOBaHUE YACTOT MOSIBJICHUS)

f. anau3 BAUSIHUS

g. onpeaeeHue pUCKa

h. pexomenganum no cpeacTBaM 3aUTHI
(KOHTPOJI10)

i. pe3ysbTHpYIOIIAst AOKYMEHTALMS

j- BBIBJICHUE pecypcHOTO (hoHIa

149.

THITE ySA3BIMOCTEH U METOHOJIOTHHU UX ONPEICICHUS
0OBIYHO 3aBUCAT OT MPUPOIBI HHPOPMAITHOHHBIX
TeXHOHOFI/Iﬁ CUCTEMBI U (1)3351 €€ )KU3HCHHOI'O IIUKJIA.
Kaxkas merononorus ucnons3yercs, ecinu UT cucrema
eI1e He CIIPOEKTUpOBaHa?

a. [louck ysi3BMMOcCTell KOHUEHTPUPYeTCst
HA OPTraHU3aIHOHHOI MOJHTHKE
0e30MacHOCTH, JIAHUPYEMBIX NPO-
neaypax 0e30nMacHOCTH, ONpeieIeHun
CHCTEMHBIX TPeOOBaHUI U aHAJIN3e
JIOKYMEHTOB MOCTABIIMKOB MPOIYKTOB
0e30MacHOCTH.

b. MnenTudukanus ya3BUMOCTEH TOIDKHA
OBITh pacIIMPeHa JJIsl BKIFOUYCHUS
JIOTIOJTHUTEIEHOW HH(POPMAIIUH, TAKOH,
HaTpUMep, Kak COOTBETCTBUE CBOICTB
0e30MacHOCTH, OITUCAHHBIX B
JIOKYMEHTAIIIH 110 0€30MacHOCTH,
pe3yinbTaTaM cepTUPUKAIMOHHBIX TECTOB U
HUCTIBITAHHM.

c. [Ipornecc naeHTUPUKAIIIN YA3BUMOCTEH
JIOJDKEH BKITIOUATh B ce0s aHaJI3 CBOICTB
6e3omacHoCTH VT CHCTEMBI U KOHTPOJIS
0€30MMacHOCTH (TEXHUIECKOTO U
MPOIETYPHOT0), UCIIOIB3YEMOTO JIIsI

© ®I'BOY BO «Ueal Y»




MUWHOBPHAYKHU POCCHUU
\‘)} denepalibHOE TOCYIAPCTBEHHOE OIOIKETHOE
@ 06pa3oBarelibHOE YUPEXKICHHE BHICIIEro 00pa3oBaHusI

«YensOunckuii rocynapctseHHsliil yausepeuret» (PI'bOY BO «Henl'Vy)

@DOH/T OLICHOYHBIX CPEJICTB IJIs IIPOMEIKYTOHHOI aTTeCTalliH Mo JUCUUILInHE (Moayio) «HopManoHHas
6e3omacHOCTb) N0 HanpasieHuto moaroroBku 09.03.03 «IIpuknagnas nHdopmaTrkay HanpasieHHOCTH «T- ctp. 30
peLIeHUs 1 TEXHOIOTUH 00paboTKH AaHHBIX B 3koHOMEKe» PI'EOY BO «Henl'V»

3alIUThl CUCTCMBI.

150. | Twumnsl yA3BUMOCTEH U METO/IOJIOTHHU UX OTIPEACIICHUS a. UnenTuduxanus ysa3BUMOCTeMH
0OBIYHO 3aBUCAT OT NPUPOIBI HHPOPMALTMOHHBIX J0JIZKHA OBITh paclIupeHa JJs
TEXHOJIOTHH CUCTEMBI U (ha3bl ee )KU3HEHHOTO LIUKIIA. BKJIIOYCHHS 10NIOTHUTEIBHOM
Kakas metogonorus ucnonssyercs, ecan UT cucrema HH(pOpMALMH, TAKOH, HAIPUMeEP, KAK
yKe IpUMEHsIeTCs? COOTBETCTBHE CBOMCTB 0€30I1aCHOCTH,

ONMHCAHHBIX B IOKYMEHTALUH 110
0e30macHOCTH, pe3yabTaTaM
cepTU(GUKAIMUOHHBIX TECTOB U
HCIBITAHUIA.

b. [Touck ysI3BUMOCTEH KOHIICHTPUPYETCS
Ha OpraHMU3allMOHHON MOJTUTHKE
0€30MacCHOCTH, TUIAHUPYEMBIX MIPO-IIeIypax
0€30MacHOCTH, ONPEIACICHIH CHCTEMHBIX
TpeOOBaHU U aHAIU3E JJOKYMEHTOB
MOCTABIIMKOB MPOJYKTOB OS30MacHOCTH.
c. [Iponecc naeHTHPUKANNN YI3BUMOCTEH
JIOJDKEH BKITIOUATh B ce0s aHAJI3 CBOICTB
6e3omacaocTH UT cuCTEMBI U KOHTPOJIS
0e30macHOCTH (TEXHIIECKOTO U
MPOIETYPHOTO), HCIIOIB3YEMOTO IS
3aIUTHl CHCTEMEI.

151. Tumnsl y13BUMOCTEN U METOIOJIOTUU UX OIPEACICHUS a. IIpouecc naeHTupuranun
0OBIYHO 3aBUCST OT NPUPOIBI HHPOPMAITHOHHBIX YSI3BUMOCTeil 10/KeH BKJIKIOYATh B ce0s
TEXHOJIOTHI CHUCTEMBI U (ha3bl €€ )KUZHEHHOTO LIUKIIA. aHaJmu3 cBoiicTB 6e3onacuoctu UT
Kakas merononorus ucnonssyercs, eciau UT cuctema CHCTEMBbI U KOHTPOJIsI 6€30NMacCHOCTH
¢byHKuMOHUpYeT? (TeXHUYECKOI0 M NPOLEYPHOIO0),

HCIOJIb3YeMOro IS 3aLHThI CHCTEMBI.
b. INounck ya3BuMoOcCTEH KOHIEHTPUPYETCS
HA OpPraHU3allMOHHON MOJTUTUKE
6€3011acHOCTH, ITAHUPYEMBIX TPO-LieAypax
0€3011acHOCTH, OTIPEETICHUN CUCTEMHBIX
TpeOOBaHMH 1 aHAIN3E JJOKyMEHTOB
MOCTABIIMKOB ITPOAYKTOB O€30MaCHOCTH.

c. Unentudukanus ya3BUMOCTEN T0IKHA
OBITH pacIIMpeHa s BKIFOYCHUS
JOTIOJTHUTEIEHON MH(POPMAIINH, TaKoii,
HalpuMep, Kak COOTBETCTBHE CBOMCTB
0e30IaCHOCTH, OITUCAHHBIX B
JIOKyMEHTAIINH 110 OE30I1acHOCTH,
pe3yabraraM cepTH(UKAIMOHHBIX TECTOB U
HCIBITaHUH.

4. Ilopsanok NpoBeeHNs 1 KPUTEPUH OLCHMBAHNUS NMPOMEKYTOYHOM aTTecTAlMU

4.1. Tlopsaok npoBeaeHusi IPOMEKYTOUHON ATTECTAMH

DK3aMeH MNPOBOAUTCS B BHiIE TecTHpoBaHus. CTYIEHT NOJKEH OTBETHTH Ha BOIPOCHI
3aKPBITOTO THUIA, KOTOPBIE MPENOIAraloT BHIOOp BApUaHTOB 0TBeTa. Beero 20 TeCTOBBIX BOMPOCOB.
ITponomKuTENBHOCTD TECTA — 35 MUHYT.
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42 KpnTeplm OICHUBaAHUA l'lpOMC)KyTO‘lHOﬁ aTTeCTallum 1Mo BUJAAM OHCHOYHBIX

CpeICTB.

4.2.1. Kpurepuu oueHUBAHUS TeCTa

Tect dhopmupyercs B cucteme dekrporHoro ooydenus MOODLE.
MaxkcumaiipHbIl 0ajut 3a Tect — 100 0auIoB.

Ouenka O1nuuno/ Xoporo/ VYnonerBoputelb | HeynosineTBopuTenbHO/
3ayTeHo 3a4YTEHO HO/3a4TEHO HE3a4TEHO
Bayuiel 100-90 GasmtoB 89-75 GayuioB 74-60 GamtoB 59-0 6ayutoB
YpoBeHb BBICOKUIA CpeaHuit 0a30BbIil HENOCTATOUHBIN
OCBOCHUS
IIPOBEPSAEMBIX
KOMIIETEHIIUN
4.3. PesyabTarhl NPOMEKYTOYHOH AaTTECTAMM M YPOBHH Cc()OPMHPOBAHHOCTH

KOMIIeTeHI M
[Ipu moiBeIeHUM UTOTOB YUYUTBIBAIOTCS PE3YIBTATHI TOJIBKO MPOMEKYTOYHON aTTECTALNU:

0-59 GanmoB — HEYAOBIETBOPUTEIIHHO/HE3aYTCHO;
60-74 6am1oB — yIOBIETBOPUTEIHHO/3aUTEHO;
75-89 6aioB — XOpOII0/3auTEHO;

90-100 6ay10B — OTJIIMYHO/3aUTEHO;

Oco0eHHOCTH MPOBEICHNUHU MPOLETYphl OLIEHUBAaHUS PE3yJAbTaTOB OOyUYEHHUS] WHBAJIUIOB U
JUIl C OrPaHUYEHHBIMH BO3MOXKHOCTSIMHM 3J0pOBbS 0003HaueHbl B paboueil mnporpamme
JUCIUIIAHBI (MOJTYIIS).

YpoBHU cHOPMUPOBAHHOCTH KOMIIETEHIIMH ONpPENENIeTCs CIeAYIOINUM 00pa3oM:
1. Bricokuil ypoBeHb CPOPMHUPOBAHHOCTH KOMIIETEHIIMII COOTBETCTBYET OIIEHKE OT-
JIUYHO:

- npeamnojgaracTt (bOpMI/IpOBaHI/IC KOMIIETEHIIUM Ha BEICOKOM YPOBHE;

= S3HAHUC TCOPCTUUYCCKHUX pPa3acCiIOB H3y‘-IaeM01>i JAUCHUIINIMHBI Ha YPOBHC HC HUIKC
OLICHKH OTJIMYHO,

- CTYACHT YMCCT NPUMCHATL HA IMPAKTHUKC 3HAHHS, IOJIYYCHHBIC B paMKaX H3YUYCHUA
JUCIMITIIMHBI

- (bOpMUPYIOTCS HaBBIKH HCIONH30BAHUS TEOPETUUYECKUX U MPAKTUYECKUX Pa3eIoB
JTUCIUIUIAHBI ISl peIeHUs 3a/1a4 podecCnOHaIbHOMN 1eATeIbHOCTH;
2. CpenHuii ypoBeHb COOTBETCTBYET OLIEHKE XOPOUIO:

- npeznonaraetT GopMUpPOBaHHE KOMIIETCHIIUI Ha CpPEIHEM YPOBHE;
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peLIeHUs 1 TEXHOIOTUH 00paboTKH AaHHBIX B 3koHOMEKe» PI'EOY BO «Henl'V»

- 3HAHHE TEOPETHMYECKUX pPa3lelioOB M3y4yacMOW IUCLMIUIMHBI HAa YpOBHE HE HMKE
OLICHKH XOPOLIO;

- CTYAEHT yMEeT IPUMEHATh 3HAHUs, IIOJIyYEHHbIE B PAMKAX M3y4YEHHUS IUCLUIUIAHBI,
JUISL peIlIeHUs 3a/1a4 TPO(ECCUOHATIBHON AEATEIbHOCTH;

3. ba30BbIil YpOBEHB COOTBETCTBYET OLIEHKE YOBICTBOPUTEIIBHO:

- npenmnonaaraet (GopMupoOBaHUE KOMIIETEHIINI Ha 6a30BOM YPOBHE;
- 3HAaHHE TEOPETHMYECKHX pPa3leNioB H3y4yaeMoW IUCIHUILUIMHBI Ha YpOBHE HE HIKE

OLICHKH Y[ OBJIETBOPUTEIIBHO;
4. Henocrarounslii ypOBEHb COOTBETCTBYET OLIEHKE HEYAOBIETBOPUTEIIBHO.

© ®I'BOY BO «Ueal Y»




