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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pa6ouast mporpamMmMa JUCHUILIHHGL "3amuTa Web-npunoskenuit” mo Hanpasienuto moarotosku (cnenuanpHoctu) 10.05.01
"KommbrotepHas 6e3omacHOCTh" HanpaieHHOCTH (podmo) crietpanu3anust N 6 "MHpopMannoHHO- aHaTMTHYECKAs 1 cTp. 2
TeXHHYEeCKas 3KcnepTu3a KoMnbioTepHbIX cucteM” ®I'BOY BO «Uen'Y»

Conep:xanue

1. [len OCBOEHUSI AUCITUTIIIUHBI

2. Mecto muctmmuinabl B ctpykType OITOIT

3. Komnerenmuu obGydarornierocs, opMupyeMbie B pe3yIbTaTe OCBOCHUS TUCIIATLTAHBI
(Momyst)

4. O0beM JUCIHUILIAHBI (MOJTYJIS)

5. CtpykTypa U coaepKaHue AUCIUIUTAHBI (MOIYIIs)

6. ®oH1 OIIEHOYHBIX CPEACTB

6.1. IlepeueHb BUIOB OLICHOYHBIX CPE/ICTB

6.2. TunoBbie KOHTPOJIBHBIC 3aJaHUS U HHBIC MAaTEePUAJIbI JJI TEKYIIEH aTTecTalluu
6.3. TumoBbIie KOHTPOIBHBIE BOMPOCHI U 3aTaHMS JIJIS1 TPOMEKYTOUHOM aTTeCTAIlH

6.4. Kputepun onieHuBaHus

7. YaeOHO-MeToInIecKoe U HHPOPMAITMOHHOE 00SCIICUeHNE TUCIUTLINHBI (MOTYJIs)
7.1. PexomeHayemas nureparypa

7.2. Ilepeuenp pecypcoB HHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn ""MHTepHeT"
7.3. Ilepedenp HHPOPMAITMOHHBIX TEXHOIOTHIA

8. MaTepuaabHO-TEXHUYECKOE 00eCIIeYeHUE TUCITUTUTMHBI (MOTYJIA)

9. Meroanyeckue ykazaHus isl 00y4YarOIMXCs 0 OCBOCHHIO JUCIUTUTHHBI (MOYJIS)
10. CriennanpHbIe YCIOBHS OCBOCHHUSI TUCIUILTAHBI O0YUYaIOMIUMHUCS C HHBATUIHOCTBIO U
OTPaHUYECHHBIMH BO3MOKHOCTSIMH 3/I0POBBS
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MHMNHOBPHAYKHU POCCUN
\,} DenepanbHOE roCyJapCTBEHHOE OI0/KETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

PaGouast mporpamMmMa JUCHUILIHHEL "3anmra Web-npunosxenuii” mo Hanpasienuto noarotosku (cnenuaipHoctu) 10.05.01
"KommbrotepHas 6e3omacHocTh" HampasieHHOCTH (podmto) cnienpanu3zarms N 6 "MHbopMaIlMOHHO- aHATMTHYECKAs U ctp. 3
TeXHHYEeCKas 3KcnepTu3a KoMnbioTepHbIX cucteM” ®I'BOY BO «Uen'Y»

1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

HCHLIO OCBOCHUS JUCHUIIIINHBI SIBJISCTCS.

00ydYCeHHE CTYACHTOB MPUHIMIIAM O0OHAPYKEHHS YSI3BUMOCTEH B WED-TIPHIIOXKEHMSIX U METOIaM 3aIlUThI OT HUX.

Pe3yHbTaTI:I O6y‘-IeHI/IH 110 JUCLUIUIMHE HAIIPaBJICHBI HA JTOCTH)KCHUE MHIUKATOPOB!

VK-4.1. O6naznaer 3HaHUAMU OCOOCHHOCTEH U MPABUII JIMUHOH U NPOoGhecCHOHANBHON YCTHOM U MUCbMEHHON KOMMYHUKALUY, B TOM
9HCITe HAa HHOCTPaHHOM(BIX) sI3bIKe(ax).

VK-4.2. [leMoHCTpUpYET yMEHHE IPUMEHATH COBPEMEHHBIE KOMMYHHUKATHBHBIE TEXHOJIOTUH  [IJIsSI aKaJIEMUYECKOTO 1
npo(heCCHOHATIBLHOTO B3aUMOJICUCTBIS B CUTYAllMK YCTHOM M IIMCHbMEHHOM KOMMYHHKAIIUH, B TOM YKCIIE HA HHOCTPAHHOM (BIX)
s13bIKe(ax)

VK-4.3. ImMeeT HaBBIKU aKaJeMHIECKOr0 1 MPO(HEeCcCHOHATHHOIO B3aUMOICHCTBYSI, B TOM YHCIIe Ha HHOCTpAaHHOM(BIX) s3bIKe (ax).

[TK-4.1. O6naaaet 3HaHUSIMU O POPMUPOBAHHUH MOJUTUK OE30MTACHOCTH KOMITBIOTEPHBIX CUCTEM; O pa3pab0TKe TEXHHUCCKUX 3aJaHUi
Ha CO3/]aHHE CPEJICTB 3aIlUThl HH(GOpMaIHHY; 00 onpeieNIeHu  yrpo3 6e30macHoCTd nHGOpMaLUY, peaau3alys KOTOPBIX MOXKET
MIPUBECTH K HApYIIEHUIO 0€30II1aCHOCTH HH(POPMAILIH B KOMITBIOTEPHON CHCTEME U CETH; O TPEOOBAHMUX K 3aIIUTE HH(POPMAIHU
KOMITBIOTEPHOH CHCTEMBI; O pa3pabOTKe PYKOBOISAIIMX JOKYMEHTOB IO 3alIUTE HH(POPMALIUH.

[1K-4.2. [leMOHCTpUpYeT yMEHHS: aHATM3UPOBATH KOMITBIOTEPHYIO CHCTEMY C LIENBIO ONpeAeIeH s He00X0JMMOT0 YPOBHS
3alUIICHHOCTH U J0BEpUs; pa3padarbiBaTh NPO(UIM 3aIIUTHI KOMITBIOTEPHBIX CHCTEM; (POpPMYIIHPOBATH 3a1aHH 10 OE30IaCHOCTH
KOMITBIOTEPHBIX CHCTEM; BBIIOJHATH aHAJIH3 0€30IMaCHOCTH KOMITBIOTEPHBIX CHCTEM U pa3padaThiBaTh PEKOMEHIAINH 10
9KCIUTyaTallud CUCTEMBI 3alIUThl HHOpMaLuH; GOpMUPOBATH MOJIUTHKH O€30MACHOCTH KOMITBIOTEPHBIX CUCTEM M CETEH.

ITK-4.3. ViMeeT npakTU4ecKuii ONBIT (HABBIKH): HCIOIB30BAHMS CPEICTB 3aIUThHl HH()OPMALINH; HCIIOJIb30BaHNs HOPMATHBHEIC
MIPaBOBBIE AKTHI B 00JIACTH 3alIUTHI HHPOPMAIMH; Pa3paOd0TKH PYKOBOASIIHX IOKYMEHTOB I10 3alUTe HHHOpMAILIUH.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII

1wk (pasznen) OITOIT: K.M.03.07

2.1 Tpe0doBaHus K NpPeABAPUTEIbHOI MOATOTOBKE 00y4YaIOLIEroCs:

Wndopmaruka

AmnmnapaTHsle CpEICTBA BBIUUCIUTENBHON TEXHUKU

Anrebpa

Mopenu 6e301aCHOCTH KOMITBIOTEPHBIX CUCTEM

Mertobl IporpaMMUpOBaHUS

KOMHLIOTepHLIe CETH

Web-mporpammupoBanue

BeCHpOBO,HHI)Ie CETH

2.2 INCUMIIMHBI M NPAKTHKH, JJ151 KOTOPHIX 0CBOEHHUE JAHHOIM JUCHUILIHHBI (MOLYJ151) HEOGX0AMMO KAK MpPeIIeCTBYOLIee:

[ToaroroBka K MpoIeAype 3aMIUTHI U 3aIIUTa BHITYCKHON KBAIN(UKAIIMOHHON pabOThI

3. KOMIIETEHIIMY OBYYAIOUIETOCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHMSI TMCLIMTLTAHBI
(MOJY.JIST)

VYK-4: CniocofeH npuMeHsITh COBPeMeHHbIe KOMMYHHKATHBHbIE TEXHOJIOTMH, B TOM YHC/Ie HA HHOCTPAaHHOM(bIX) sI3bIKe(aX),
JJIS1 aKa/IeMUYeCKoro u npogeccHoHaILHOI0 B3aUMO/ielicTBHS

3HaTh.

— OCHOBHBIE TEPMUHBI U peueBble 000POTHI, yrnoTpelistoniecs B cepe KOMIBIOTEPHBIX TEXHOJIOTHHA.

YMerTh:

— COCTaBIIATh TEKCTHI U COOOIIEHHMS ¢ ONMCAHNEM TEXHOJIOTHYECKUX M IPOrPAMMHBIX XapaKTEPUCTUK pa3padaThIBaeMbIX IIPOIYKTOB.

© OI'BOY BO «Uenl'V»




MIMHOBPHAYKU POCCUUN
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TeXHHYeCKas 3KcnepTu3a KoMnbloTepHbIX cucteM” ®I'BOY BO «Yen'Y»

Baagern:

— UMCTbh HaBBIKH Bep6am)H0171 KOMMYHUKAalIUM Ha TCXHUICCKOM MHOCTPAHHOM S3bIKC.

IK-4: CiocoGen pazpadaThiBaTh TPEGOBAHMS U PEKOMEH/IALMH K CHCTeMaM 3alMThl HHGopManun B Web- npuiio:KeHusx

3HaTh.

— OCHOBBI [IOJTUTHKH OE30MACHOCTH KOMIBIOTEPHBIX CHCTEM;

— aJTOPUTMBI Pa3pabOTKK TEXHUUESCKUX 3aJIaHUIl HA CO3JJaHNE CPEJICTB 3aIUThI HH()OPMAIIHY;

— ompeJesieH!H yrpo3 0e30macHOCTH HH)OPMAIINH, pealIu3alisl KOTOPHIX MOXET MIPUBECTH K HAPYIICHUIO 0€30MaCHOCTH HHPOPMAIUH
B KOMITBIOTEPHOM CHCTEME H CETH,;

— TpeOOBaHUsI K 3aIUTE HHPOPMAIIUH KOMITBIOTEPHON CUCTEMBI;

— aJITOPHUTMBI Pa3pabOTKU PYKOBOMSIIHX JOKYMEHTOB IT0 3alIUTe HHPOPMAIIUHL.

YMmeTh:

— aHAIM3UPOBATh KOMIIBIOTEPHYIO CUCTEMY C LIEJIBIO ONpPEIEICHUs] HEOOXOIMMOTO YPOBHS 3alUIICHHOCTH U JOBEPUS;

— pa3pabatbiBaTh MPOQUIH 3aIIUTH KOMITBIOTEPHBIX CHCTEM;

— GOopMyIHUpPOBATH 33/1aHUS 110 OE30MACHOCTH KOMIIBIOTEPHBIX CHCTEM;

— BBINIOJIHATH aHAIN3 0E30MAaCHOCTH KOMITBIOTEPHBIX CHCTEM U pa3padaThiBaTh PEKOMEH/IAIMH 110 SKCIUTyaTal[ii CHCTEMbI 3aIlATHI
uHpOpMaLUH;

— (opMHUPOBATh MOJUTUKU OE30MACHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH.

Baagers:

— HaBBIKaMU HCIIOJIb30BAHUS CPENICTB 3aIUTHI HH()OPMAIHY;
— HaBBIKAMH HCIIOJIb30BaHUSI HOPMATHBHBIX IPABOBBIX aKTOB B 00JaCTH 3aLUTHl HHPOPMALUH;
— HaBBIKaMU pa3pabOTKH PYKOBOISIIMX JOKYMEHTOB MO 3aluTe HHGOpMAIHH.

B pe3yabTaTe OCBOCHUA TUCHUIIJIMHBI oﬁy'{aloumﬁcn JOJIZKCH

3.1|3narth:

3.1.1|- ocHOBHBIE TEPMUHBI, YHOTPEOISIOIKECS B chepe 3alnThl WeD-npuitoxeHuit;

3.1.2|- kaccel atak Ha WeD-npuiioxeHust, METOIbI 3aLUTHI OT HHUX.

3.2|Ymerh:

3.2.1|- ucnonb30BaTh U3YYCHHBIE MEXaHU3MBI 3aLIUTHI OT PACIPOCTPAHEHHBIX aTaK.

3.3|Baagern:

3.3.1|- aHanu3a UCXOHBIX KOIOB, HACTPOCK KOH(PHUIYPALMH C LEIbI0 00HApY)eHus: WeD-ys3BUMOoCTei.

4. OBPBEM JUCHUIIJIMHBI (MOAYJISI)

O6wasn TpygoemMKocTb 6 3ET

Yacos o yueOHOMY Tiany . 216 Buyel KOHTPOJISI B ceMecTpax:
B TOM 4YMCIIC :
ayUTOpHBIC 3aHsThsA . 68 sk3amensl 10
caMmocrosTenbHas padora . 101
4acoB Ha KOHTPOJIb : 36
KOHTaKTHas pabota: 79

HKP: 11

5. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHBI (MOIYJIA)

Kon HaumeHoBaHue pa3iesioB u TeM /Bua 3aHsTusi/ Cemectp | Yacos JIutepatypa
3AHATHS [ Kvpc

Pa3zgen 1. OcHoBBI Ge30macHOCTH WeD-npuiIoxKeHn i

11 O6bexTsr Web-cepBrcos. [Ipobiemsr 6e3omacaocTn Web-kineHToB. Meto bt 10 8 JI1.1J11.2 J11.3J12.1
B310Ma Web-npunnoxennit. CueHapun KOMITbIOTEPHBIX atak. CHCTEeMBI
OOHapY)KCHHUsI BTOPIKCHHIA, (haepBOJLIBI, HCIIOIb3yeMbIe B WED- TeXHOIOTHSIX.
[JTex/
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PaGouast mporpaMma JUCHUILIMHEL "3ammTa Web-npunoxeHuil” Mo HanmpasieHnio moAroToBky (cneruansHocti) 10.05.01

"KommbrotepHast 6e3omacHoCTh' HarpaeieHHOCTH (mpoduro) criennanuzanus N 6 "MHbopMaoHHO- aHATUTHYIECKAs U cTp. 5

TeXHHYeCKas 3KcnepTu3a KoMnbloTepHbIX cucteM” ®I'BOY BO «Yen'Y»

1.2 O6wekTsr Web-cepsrcos. [IpobGiemst Ge3omacHocT Web-KiTHeHTOB. MeTo bl
B370Ma Web-tpunoskennii. CrieHapuy KOMIBIOTEPHBIX aTtak. CHCTEMBI
0OHapy)XeHHs BTOP)KEHHUH, (acpBOILIBI, HCIIOIb3yeMble B Web- TexHoornsix.
Mp/

10

JI1.1J11.2 J11.3712.1

1.3 OcHOBBI 6e3011aCHOCTH WeD-IPHITOKEHH.
ITpopaboTka nekiponHoro Marepuaina. /Cp/

10

30

JI1.1J11.2 J11.3712.1

Pa3snen 2. Ataku Ha Web-npuioxenust

2.1 Knacce atak. Ys3eumoctu ayrentudukanuu. Brute Froce. HenocraTtounas
ayrentuduxarms. HebesomacHoe BOCCTAHOBIICHHUE TTapoIeil. ATakd THIIA
«Credential/Session Prediction», «Insufficient Authorization», «Insufficient
Session Expiration», «Session Fixation». Ataku Ha kiaueHToB. [ToameHa
coepkuMoro. MexcaiToBoe HCIIOTHEHNE ClieHapueB. Pacierienne
HTTP-3ampoca. Ataka Ha GpyHkuun dopmaruposanus cTpok. [lepenonnenue
Oydepa. Bueapenue onepatopo LDAP. Beimonnenne komana OC.
Buenpenue oneparopo SQL. Cnensle uabekuu. BHeapeHue cepBepHbIX
cuenapues SS|. Buenpenne oneparopos XPath. Unentudukarms
web-npunosxxenuii. Information Leakage. Path Traversal. [Tpeackaszyemoe
pacnoyoKeHUe PecypcoB. 3oynorpedienne GyHKIMOHATBHBIMU
Bo3MOkHOCTsIMU. OTKa3 B obciysxuBanuu. @nynunr. Cross Site Request
Forgery. /JTex/

10

14

JI1.1J11.2 J11.3712.1

2.2 Knaccer atak. Ysa3zsumocTu ayrentudukaiun. Brute Froce. Hegocrarounas
ayrenTu¢ukanus. Hebe3onmacHoe BoccTaHOBICHHE Napojiel. ATaku TUIa
«Credential/Session Prediction», «Insufficient Authorization», «Insufficient
Session Expiration», «Session Fixation». Ataku Ha kiueHToB. IToamena
coepxuMoro. MexcaiiToBoe HCIIOTHeHHE ClieHapueB. Pacienenne
HTTP-3ampoca. Ataka Ha GyHkuun dopmaruposanus cTpok. [lepenonnenue
O0ydepa. Bueapenue onepatopo LDAP. Beimonnenne komana OC.
Buenpenue oneparopo SQL. Cnensle nnbekiy. Buenpenue cepBepHbIX
cuenapueB SSI. Buenpenue onepatopo XPath. Mnentuduxarms
web-mpunoxennii. Information Leakage. Path Traversal. I[Ipexckaszyemoe
pacroyioxkeHue pecypcoB. 3noynorpedieHue QyHKIHOHATbHBIMU
Bo3MOHOCTsAMH. OTKa3 B o0cayxuBanuu. @ymunr. Cross Site Request
Forgery. /TIp/

10

14

J11.1J11.2 J11.3712.1

2.3 Artaku Ha Web-npHiIoKeHus.
IpopaboTka JIEKLMOHHOTrO MaTepuaja u MaTepuana NpakTHUeCKHX 3aHSTHIl.

/Cp/

10

36

JI1.1J11.2 J11.3]12.1

Pasznen 3. 3amuTa Web-npuiaoskenni

3.1 AnMuHHCTpHpOBaHne Web-cepBepoB. OO6paboTKa BXOIHBIX JaHHBIX.
Amnanusaropsl ncxoaHbix konoB. Web application firewall. ®unbsrpanns
sql-3ampocos. [Tapamerpu3oBanHbie 3ampockl. Ckanepsl Web- mpunoxennii

[Jex/

10

12

J11.1J11.2 J11.3712.1

3.2 AnmunncTpupoBanue Web-cepeepos. O6paboTKa BXOJHBIX JaHHBIX.
Ananmsatops! ncxoaHbix kogos. Web application firewall. ®@unsrpanus
sql-sampocos. [Tapamerpu3oBanHbie 3anpockl. CkaHepsl Web- nmpuitoxxeHuil.
Mp/

10

12

J11.1J11.2 J11.3712.1

3.3 Anmunanctpuposanue Web-cepeepos. O6paboTka BXOJHBIX TaHHBIX.
Amnanusarops! ucxoausix koxos. Web application firewall. ®unsrpanus
sgl-3anpocos. ITapameTpuzoBanmbie 3anpocsl. Ckaneps Web- mpunoxenuit.
IpopaboTKa JIEKIMOHHOTO MaTepralia i MaTeprala IPakTHICCKUX 3aHATHIA.
/Cp/

10

35

JI1.1J11.2 J11.3]12.1

Paznen 4. Unast koHTaKTHasi padoTa

4.1 Wnas xoHTakTHas paboTa: HHINBUAYAIbHBIE KOHCYIbTALNH, TEKYILUH
koHTpoItb. /[MKP/

10

11

6. ®OHJ OIEHOYHBIX CPEJICTB

© ®I'bOY BO «Yenl'V»




MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

PaGouast mporpamMma JUCHUILTHHBI "3atuTa Web-npunoxenuil” no HanpasieHuto noarotoeku (cnemuansaoctu) 10.05.01
"KommbroTepHast 6e3omacHocTs” HanpaBiaeHHOCTH (npoduro) cnienmanuzanms N 6 "MHbopMalioHHO- aHATUTHYECKAs U ctp. 6
TeXHHYecKast SKcrepTr3a KoMnbioTepHbIx cucteM” @I'BOY BO «Yen'V»

6.1. [lepeyeHb BHIOB OLEHOYHBIX CPEICTB

YcTHBIl ompoc.
CamocrosrenbHas pabora.
ITepeueHsb BOIPOCOB K 3K3aMEHY.

6.2. TunoBbIe KOHTPOJbHbIC 3aJaHUA U UHbIC MaTePHUaAJIbI 1JIs1 TEKyHleﬁ aTrecTaluu

Bompock! JJ1s1 yCTHOTO OIpoca JUisl TeKYIIei aTTecTaluu

. OCHOBHBIC IIPHHIIUITBI IPOBEACHHUS ayanTa HHGOPMALMOHHOHN Ge3omacHocTH Web-npunoxeHuit.
. Cranmaptsl 6e30MacHOCTH WED-TIprtoxkeHuii.

. DTars! MpoBeaCHUS ayauTa HHQOPMAITHOHHON 6€30IMacHOCTH WED-TIpHIoKeHH .
. IIpyHIHUIIBI TOCTPOEHHUS 3aIIUIIEHHBIX Weh-npuitoxenuil.

. Mogenu yrpo3 6e3omacHocTH Web-TpuioKeHui.

. Kitacchl kKoMIbIOTEpHBIX aTak Ha WeD-MpUIoKeHusL.

. O6uiue mosTHs 00 HHPOPMAIIMOHHBIM CHCTEMaX, TOCTPOCHHBIX C MCIIOIb30BaHHeM Web-TexHomoruii.
. Buzel atak Ha KITHEHTOB WeD-pHIIoKeHUiH.

. SQL-uabeKnnm.

0. Vszeumoctu tuna "file upload™.

1. VnaneHHoe moaxiroueHue Gaiios.

. Ucnonuenue koxa.

13. Ckanepbl HHPOPMAITMOHHOH 0€30MACHOCTH.

14. Ctpyktypa web-cepsuca.

15. Be3omacHocTh WED-KIHCHTOB.

16. Cuctemsl 0OHapyKeHHS BTOPKEHUH.

17. Web-¢paepBosmisl.

18. Kiaccel atak Ha Web-IpHIIOKeHUS.

19. Bujipl atak Ha IPOTOKOJIBI ayTCHTH()HUKAIIUH.

20. Buzsl atak Ha MPOTOKOJIBI ABTOPH3AIIHH.

21. Y3BEMOCTH 10 IOAIMEHE COJIEPIKAMOTO.

22. Artaku Ha Web-KJIHEHTOB.

23. MexcaiiToBO€ HCIIOJHEHHE CIICHAPHEB.

24. Pacwieruienne HT TP-3ampoca.

25. TToustue u 3amuTa oT SQL-HHBEKIHIA.

26. OcHoBHbIe BUIBI SQL-MHBEKINH.

27. Cnenble SQL-UHBEKIIUH, METOABI OOHAPYKEHHS Y 3ALUTHI.
28. YA3BUMOCTH O PACKPBITHIO HHPOPMAIHH.

29. Jlormyeckue ys3BUMOCTH WeD-npunoxeHuit.

30. OcHOBHBIC TIpaBUIIa aIMUHUCTPUPOBaHuUs WeD-cepBepos.
31. Meroas! aHaIM3a HCXOIHBIX KOJOB Web-IIPHIIOXKEeHHH.

32. TlpaBuiia 06pabOTKU BXOTHBIX JaHHBIX.

PP OO0O~NOOUOITR, WN R

[y
N

ITepeueHs caMOCTOSTENBHBIX PA0OT

. TecTupoBaHue cUCTEMBI ayTEHTU(PHUKALHH.

. TCCTI/IpOBaHI/IC CHUCTCEMbI aBTOPHU3ALIHNHU.

. UccnenoBanne KOMIIBIOTEPHBIX aTaK HA KJIMCHTOB Web-TIPHIIOKCHH.
. UccnenoBanue KOMIBIOTEPHBIX atak THa SQL-uHbeKIus.

. UccnenoBauue ys3BUMOCTEH WeD-cepBHCOB 110 3arpy3ke (haiiinos.

. MccnenoBanye ysa3BUMOCTEH IO YAAICHHOMY TIOAKIIOYESHUIO (haiiioB.
. UccnenoBanue ysi3BUMOCTEH 1O yIaJI€HHOMY UCIIOJHEHHIO KO/Ia.

. Ucnionb3oBanne ckaHepoB HH)OPMAIIMOHHONW O€30I1aCHOCTH.

. Mcnonp30Banue aHAIN3aTOPOB IPOrPAMMHOTIO KOJA.

10. Pedepar na Temy "Aymaur Ge3omacHocTr Web-cepsepa”.

OO ~NO OIS, WN P

IToHbIE TEKCTHI CAMOCTOSATEIBHBIX Pa0OT U 3aJaHKsl BBIJIOKEHBI HA CETEBOM JIMCKE Ka(eapbl KOMIILIOTEPHOM 0€30I1aCHOCTH U
npukiagaoi anre6pst DC1\doc\.

6.3. TunmoBbIe KOHTPOJbHBIE BOMPOCHI U 3aJaHUSI IJIs IPOMEKYTOUHOH aTTecTAlUM

Cnucok BONpocoB K 9K3aMEHy

1. Crpykrypa web-cepauca.

2. be3onacHoCTh WeD-KIHEHTOB.

3. CucteMbl 00HAPYKEHHS BTOPIKCHHIA.
4. Web-haepBosbr.
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5. Kinaccer atak Ha Web-nipriosxenust.

6. Buibl aTak Ha MPOTOKOJIBI Ay TEHTH()UKAIHH.

7. Bujpl aTak Ha MPOTOKOJIBI aBTOPHU3AIIHH.

8. VSI3BUMOCTH 110 MOAMEHE COJIEPKUMOTO.

9. Artaku Ha Web-KkineHTOB.

10. MexcallTOBOE HCIIOIHCHUE CIICHAPHEB.

11. Pacmerenne HT TP-3ampoca.

12. TTousaTHe u 3ammra oT SQL-UHBEKIHH.

13. OcuoBuble Buabl SQL-UHBEKITHI.

14. Cnenbie SQL-UHBEKIINH, METOIBI OOHAPY)KESHUS H 3AIIUTHL.
15. VS3BUMOCTH IO pacCKpBITHIO HH(pOpMAIIHH.

16. Jlornueckue ya3BUMOCTH WeED-NPHIIOKEHHI.

17. ATaku 10 UCTIOJTHEHHUIO KOJIa Ha CTOPOHE CepBepa.

18. OcHoBHbIE TpaBUIIa AIMUHUCTPHPOBaHUS WeD-cepBepoB.
19. MeToB1 aHaTH3a UCXOAHBIX KOJOB Web-npuioxeruii.
20. Toustue u HazHayenue WAF.

21. TIpaBuia 06pabOTKU BXOAHBIX JaHHBIX.

6.4. Kputepuu oneHUBaHUS

B TeueHue ceMecTpa CTYACHT JOJKEH BBITOJIHUTD JIECATh CAMOCTOSTEIBHBIX Pa0OT, KaKaas U3 KOTOPHIX OIICHUBACTCS B 5 6asoB.
MaxkcuManbHbIN 04T 32 CaMOCTOSATENLHYI0 paboTy — 15 Gayios.

MakcuManbHOE KOIMYECTBO OAIIIOB 32 CAMOCTOSATEIbHBIC paboThl 32 ceMecTp — 50.

JlommyckoM 10 POBEICHNS 3K3aMEHa SIBISFOTCS CAAHHBIC CTYICHTOM CaMOCTOSITEIbHBIC PAOOTHI B TCUCHHE CEMECTPA.

DK3aMeH MPOBOIUTCH B [1Ba dTarna. Ha mepBoM CTyCHT OTBeUaeT Ha JiBa Bornpoca. Ha BTOpOM CTyIeHT MPOBOAUT ayAUT O€30MaCHOCTH
yueOHOTO BeO-cepBepa U TOTOBHT MO pe3yibTaraM oTueT. [IpomomkuTtensHOCTh — 90 MUHYT.

MaxkcuManbHbIi 0aJul 32 OTBET Ha TEOPEeTH4YECKUit Bonpoc — 15 Gamos.

MaxkcuManbHbIN 0aJl 3a MPAKTUYECKYIO YacTh dk3amena — 20 6aios.

CBopHast TabnIa PEHTHHTA YCIIEBAEMOCTH

Ne Bupi oneHouHOrO cpeacTsa MakcumansHoe KoJ-Bo 0ajuioB
1 CamocTtosTenbHas padota Nel-10 10x5=50

2 Dx3ameH (Teopernyeckuii Borpoc) 2x15=30

3 Dk3ameH (IpaKkTHIeCKast 9acTh) 20

Uroro 100

Kpurepuu orieHUBaHUS TEOPETUUECKOTO BONIPOCA 3K3aMEHA

MaxkcrManbHBIH 0asut 3a OTBET Ha TEOpPEeTHYeCcKHit Borpoc — 15 6ammos.

Otnnuno/3a4teno/12-15 6ayutos - CTyaeHTOM JaH HOJIHBIN, B JIOTHYECKOM MOCIIEI0BATEILHOCTH Pa3BEPHYTHIH OTBET Ha
TIOCTaBJIEHHBII BOMPOC, B KOTOPOM OH IPOAEMOHCTPUPOBAI 3HAHHS ITPEAMETa B TOTHOM 00beMe yIeOHOI MPOTpaMMBI, JOCTATOYHO
IITyOOKO OCMBICTIMBAET AUCLHUIIIMHY, CAMOCTOSTENILHO, U HCUEPIBIBAIOIIE OTBEYACT HA JOTOJHUTEIbHbIE BOIPOCH!, IPUBOIUT
COOCTBEHHBIE TIPIMEPSHI 110 POOIEMaTHKE TOCTABICHHOTO BOIIPOCA.

Xopomro/3auteHo/8-11 6anioB - CTyICHTOM JIaH pa3BEepHYTHIN OTBET HA IIOCTABJICHHBIN BOIIPOC, B KOTOPOM CTYACHT JEMOHCTPHPYET
3HaHWSA, IPHOOPETEeHHBIEC Ha JICKIIHOHHBIX U CEMUHAPCKHX 3aHATUSX, a TAKXKe MOTydeHHbIE TOCPEICTBOM U3YUCHUS 00A3aTEIIbHBIX
y4eOHBIX MaTEpPUAJIOB TI0 KypCy, JaeT apryMEHTHPOBAHHBIE OTBETHI, IPHUBOAUT IIPHMEPHI, B OTBETE MPUCYTCTBYET JJOTUYHOCTD U
nocienoBaTenbHoCcTh. OHAKO JOITyCKaeTCs HETOYHOCTb.

VY nonetBOpuUTeNbHO/3auTeHO/4-7 6amioB - CTyJCHTOM J1aH OTBET, CBHACTEIBCTBYIOIIHNI, B OCHOBHOM, O 3HAHHH MPOLIECCOB
M3y4aeMoil TUCIUILIMHEI, OTINYAIOMINICS HETOCTATOYHO TTyOHHOI M HOTHOTON PacKPBHITHS TEMBI, 3HAHHEM OCHOBHBIX BOIIPOCOB
TCOpHUH, ciabo C(I)OpMI/IpOBaHHBIMH HaBBIKaMH aHAJIN3a ﬂBHeHHﬁ, IIPOLECCOB, HEAOCTATOYHBIM YMCHHUEM daBaTh apryMCHTHUPOBAaHHBIC
OTBETHI M IPUBOAUTE IIPUMEPHI, HETOCTATOYHOH JIOTHYHOCTBIO M HOCIIE0BATENEHOCTBIO OTBETA.

HeynornerBopurensHo/He 3aureno/0-3 Oaa - JlaH OTBET, KOTOPBII COISPIKHUT PsiJ] CEPbE3HBIX HETOUHOCTEH, OOHAPYKHBAIOLIHIA
HE3HaHHE MPOILIECCOB N3ydaeMOol MPEeAMETHONH 00IacTH, OTIHMYAIOUIMICS HETTTyOOKHM PacKpPBITHEM TEMbl, He3HAaHWEM OCHOBHBIX
BOIPOCOB TEOPHH, HeCHOPMHUPOBAHHBIMH HABBIKAMH aHAJIM3a SBICHUMH, POIECCOB, HEYMEHHEM J1aBaTh ApIyMEHTHPOBAHHBIC OTBETHI,
OTCYTCTBUEM JIOTUIHOCTH U MTOCJIEJOBATCIIbBHOCTH. BLIBOJILI TMMOBCPXHOCTHHI. CTy}IeHT HE CITOCOOEH OTBETUTH Ha BOITPOCHI JaXK€ ITPU
JIOTIONTHUTEIIBHBIX HaBOMSAIINX BONIPOCAX MPETOaaBaTelIs.

Kpurepun onieHMBaHus MPaKTHYECKOW YaCTH dK3aMeHa
MaxkcuManbHbIH 6all 3a MpaKTHYeCcKyro JacTh 3aueta — 20 6amos.
OrnnuHo/3auteno/15-20 6awtoB - CTyA€HTOM MOATOTOBJICH HOJIHBIN OTYET 00 OOHAPY)KEHHUH 110 PE3yNIbTaTaM ayAnuTa TPex
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YHUKAIIBHBIX YSI3BUMOCTEH BeO-cepBepa, U3JI0KEHBI HX OMUCAHKE, CIOCOOBI AKCIUTYaTallul U YCTPAaHEHHS yrpo3 0€30MacHOCTH.
Xopormo/3aureno/11-14 6amnos - CTyAeHTOM MOATOTOBJIEH MOIHBIA 0TYET 006 0OHAPY)KEHHH TI0 PE3YIIbTaTaM ayanuTa IBYX
YHUKAJIBHBIX YS3BUMOCTEH BeO-cepBepa, U3JI0KEHBI HX OMUCAHKE, CIOCOOBI AKCIUTYaTalluk U YCTPAaHEHHs yrpo3 O€30MacHOCTH.

VY noenerBoputeabHo/3aurero/7-10 6amnos - CTyIeHTOM MOATOTOBJIEH MOJHBIA 0TYeT 00 0OHAPYKEHHH TI0 Pe3yJIbTaTaM ayanTa
OITHO¥ YHUKaJIbHOU YS3BUMOCTH BeO-cepBepa, U3JI0KEHBI ¢ OMMCAaHKe, CIOCOObI IKCITYaTalliy U YCTPaHEeHHs yrpo3 0e30MacHOCTH.
Heynosnersopurensuo/He 3aurero/0-6 6aiuios - CTyIeHTOM [TOATOTOBJIEH OTYET, KOTOPBIN COAEPIKUT S/l CEPHE3HBIX HETOYHOCTEH,
00HapY)KUBAKOIIUI HE3HAHUE TPOLIECCOB U3y4aeMoOi TIPeIMETHOI 00IacTH.

Kputepuu OleHKH CaMOCTOSATEIbHON pabOThI

MaxkcuManbHbIN 04T 32 CaMOCTOSATENILHYIO PaboTy — 5 6auioB.

5 6aiIoB — caMOCTOsATEeIbHAS PabOTa BBHITIOIHEHA MOJHO U MTPABUIIBHO B COOTBETCTBUU C 3a[JAHUEM, BBIBOJI CIICJIAH CAMOCTOSITENBHO,
TEXHHYECCKHU MPABUIIBHBIM SI3bIKOM, JIaHbl BEPHBIC OTBETHI HA KOHTPOJIBHBIC BOIPOCHI, 110 33IaHUIO IIPEHO1aBaTEeIs
MPOJIEMOHCTPUPOBAHBI JIOTOIHUTEIbHBIC TEHCTBHS B PAMKaX TEMATHKH pabOTHI;

4 Gaiuta — caMoCTOsTENbHAs paboTa BIIOIHEHA IIOJHO U IIPABAUIIBHO B COOTBETCTBHH C 33laHHEM, BBIBOJ CICIaH CAMOCTOSTEIBHO,
TEXHUYECKHU MPABUIIBHBIM SI36IKOM, JTAHBI HE TIOJHBIC OTBETHI HA KOHTPOJIbHBIE BOTIPOCHI, TI0 38JAHHIO MPETOIaBaTeIs
MPOAEMOHCTPHUPOBAHBI JIOMIOIHUTEIbHbIC ICHCTBHUS B PAMKaX TEMAaTHKH PabOTH;

3 bayuta — caMocTosATENbHAs PaboTa BEIOJIHEHA ITOJHO U IIPABUIIBHO B COOTBETCTBHH C 33aHHMEM, BEIBOJ CIICTIaH CAMOCTOSTEIBHO,
TEXHUYECKH MPABUIIBHBIM SI36IKOM, TAHBI HE TIOJHBIC OTBETHI HA KOHTPOJIBHBIE BOMIPOCHI, TI0 33JaHHIO MPETOIABATENSI He
MPOAEMOHCTPHUPOBAHBI JIOMIOIHUTEIbHBIC ICHCTBHUS B PAMKaX TEMAaTHKH PabOTH;

2 Oayia — caMOCTOsATeNbHAs PaboTa BBIMOIHEHA MOHO M MPABHJIBHO B COOTBETCTBHH C 3aJaHUEM, BBIBOJI HE C/ICTIaH, JaHbl HE MOJTHBIC
OTBETHI Ha KOHTPOJIBHBIE BOIPOCHI, 110 3aIaHHUIO TIPEIOIABATENS HE IPOIEMOHCTPUPOBAHbI JOMOIHUTEIbHbIC ICUCTBHS B PAMKAX
TEMaTHKU pabOTHI;

1 6asn — pH BBIMIOJIHEHUN CAMOCTOSTEIBHON Pab0ThI 00YYAOIIMMCS OMYIIEHBI CYIIIECTBEHHBIC OIIMOKH MO COJICPKAHUIO YIEOHOTO
Marepuana, paboTa BHIMOJIHEHA C HAPYIICHUEM, JTOMYIICHBI TPyOble OMIMOKH, Ha KOHTPOJILHBIC BOMIPOCHI JaHbI HE BEPHBIC OTBETHI.

0 6ay1oB — HE BBIMTOJHEHA CAMOCTOSATENIbHAS paboTa.

Ilpu 1OBEIEHUH UTOTOB YYUTHIBAIOTCS PE3YJIbTATHI TEKYIIEH arTecTaui. [10JyueHHbIE 32 TEKYIYIO aTTECTALNIO OaIbI
CYMMHPYIOTCSI C OaiTaMu, MOJyISHHBIMH 33 KaXKbIi 3TaIl IPU MPOXOKICHHU TPOMEKYTOIHOMN aTTECTALIH.

B redeHne cemecTpa MpOBOASTCS CAMOCTOSTENbHBIE pabOTHI [0 OJHOMY M3 PACCMATPHUBAEMBIX Pa3/IeNioB, KOTOPbIE OCYIIECTBISIOT
Cpe3 3HaHMM 10 OCHOBHBIM MOHSTHSIM, ONPEICIEHHUAM U 3aa4aM.

Jliist sx3ameHa:

0-60 6ayu1oB - HEYIOBIETBOPUTENBHO (2);

61-74 GaymtoB - yIOBIETBOPHTENLHO (3);

75-90 6asmtoB - xoporio (4);

91-100 6ammoB - ortymuso (5).

7. YYHEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIHEYEHUE JUCHUIIJIMHBI (MOAY.JISA)

7.1. Pekomenayemasi 1uTepaTypa

7.1.1. OcHoBHasi TUTEpPaTypa

ABTOpBI, COCTaBUTEIH 3armaBue WznarensctBo, ron| Pecypc
JI1.1 |CkemOpetii, Illema, CexkpeTsl xakepoB. bezonacuocts Web-mpumoxeHwii - TOTOBbIE Mocksa : Busbsmc,
Yekatkos A. A. peleHus 2003
JI1.2 |®oppucran [., Bpymc |3ammura ot xakepos Web-npunoxenuit Mocksa : JIMK OBC
K., Cumonuc /., (https://e.lanbook.com/books/element.php? TIpece, 2008
berunoin b. pll_cid=25&pll_id=1116)
JI1.3 |CxpeimHuKkoB A. B., Zamgura Web-niprnoxenuii: yaeGHoe mocobue Boponex : OBC
Apamos 1. B., (https://biblioclub.ru/index.php?page=book&id=612405) BopoHexCcKHii
Jlenucenko B. B., roCyJIapCTBEHHBII
T'epacumosna T. 1. YHUBEPCUTET
HWH)XEHEPHBIX
texnojoruii, 2020
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7.1.2. lonoTHUTEIbHAS JIUTEPATypa

ABTOpBI, COCTABUTEIH 3arnaBue UsnatenbcTBo, Ton| Pecype
J12.1 |Mapyxaenko A. JI., Paspabotka sammménnsix narepdeiicos Web-npunoxenwuii: yae6roe|Mocksa, bepiu : 9BC

Mapyxnenko JI. O., rnocobue Hupexr-Menua,

Edpemos M. A. (https://biblioclub.ru/index.php?page=book&id=599050) 2021

7.3 Tlepevyennb nHPOPMAHOHHBIX TEXHOJIOTHIt

7.3.1 IIporpaMMHoe obecnedeHne

Adobe Reader

Notepad++

VirtualBox
Visual Studio
NetBeans
Python
Ubuntu Linux
MySQL
PostgreSQL

7.3.2 IlpodeccnonaibHble 0a3bl AAHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DrekTpOHHBIH KaTaaor HayIHoM 6rbnoTekn Yenl'Y [DnexkTponnsiii pecypc] : 6a3a ganubix / Yensno. roc. yH-T. — Yensounck, 1992,

2. Koncynbranr [nroc [DaekTpoHHbI pecypc] : cipaBoYHO-TIpaBoBas cucTeMa : 0a3a TaHHbIX / PErnoH. eHTp npaBoBoit HHGOPM.
Hudopmmpaso.

3. eLIBRARY.RU [2sekTpoHHBIi pecypc] : HaydHas 3JIeKTpOHHAss OMOIHoTeKa [Hay4YHOM TIEPHOJUKH Ha PYCCKOM SI3bIKE |. —
Mockaa, [1999-]. - locTyn K MONHBIM TekcTaM Tocie peructpamun u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTpoHHEIi pecypc]: cucTeMa AUCTAaHIIMOHHOTO 00y4eHwus | [6a3a nanubix] / Yens6. roc. yu-T. — YensiouHuck, [6.r.]. —
Hoctyn u3 cern Yenl'Y unm, mocne perucTpaiyy U3 CeTH yH-Ta, U3 TI000H TOUKH, nMeromeit noctyn B uaTepHer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6ubnnoreka YensOMHCKOro roCy1apCTBEHHOTO yHHBepeHTeTa [DnekTpoHHslil pecype] : [caiit] / Yenso. roc. yH-T. —
Yensiouuck, [2001-]. — Pexxum moctyma: http://www.lib.csu.ru/ , ceoboanbIif. — 3ari. ¢ skpaHa.

6. uTepHeT yHUBEPCUTET HHPOPMAITMOHHBIX TEXHOIOTHH [D1eKTpOHHEBIN pecypc]. — DIeKTpoH. AaH. — Pexxum mocTyma |
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCHUIIJIUMHBI (MOIY JISI)
JInst peanu3anyy JUCHHUIDIMHBI HCTIONB3YIOTCS y4eOHbIe ay IUTOPHUH IS IIPOBEICHUS 3aHATHH JIEKIMOHHOTO THIIA, 3aHATHH
CEMHMHApPCKOro TUIA, TPYNIOBBIX U UHAUBUAYAIbHBIX KOHCYIbTALUH, TEKYIIErO KOHTPOJIS ¥ IPOMEKYTOUHOM aTTECTALMH, a TAKXKe
MTOMEIIEHUS I CAMOCTOSITEIbHOW PaOOTHI.

VYueOHble ayAUTOPUH YKOMIUIEKTOBAHBI CIIEHATN3UPOBAHHON MEOEIbI0 UM TEXHUYECKHMU CPEACTBAMU 00yUEHUsI: IPOEKTOPOM,
9KPaHOM, MarHUTHO-MAapKEPHOM JOCKOH, MAPKEPOM; C BOZMOKHOCTBIO JEMOHCTPALIUH JJIEKTPOHHBIX NIPE3EHTALMK IIPU YPOBHE
OCBEILECHHUS, JOCTATOYHOM UISl PaOOTHI ¢ KOHCTIEKTOM.

Jlnst mpoBeeHNst 3aHATHH JEKIIMOHHOTO TUIIa HIMEETCs IEMOHCTPALMOHHOE 000pYAOBaHUE: IPOEKTOP, KPaH.

JlaGoparopHbIe 3aHSTHS IPOXO/ISIT B yIeOHBIX JTA00PaTOPHUSIX TEXHUUECKUX CPECTB 3amuThl nHGopManuu u "'CereBoii mouron” (ay/.
421, 423, yuebnsrit kopmyc Nel). MaTepuanbHO-TEXHHYECKOE 00ECIIeYeHUE TIPUBEICHO B MACIIOPTAaX JlabopaTopuil.

[TomerieHust U1l CAaMOCTOSITENBHOM PabOThl 00YYAIOIIMXCS OCHAIICHBI KOMITBIOTEPHON TEXHHUKOH ¢ MOAKIIOYEHUEM K CETH
«MHTepHET» U 00ecieueHreM JOCTYIa B AJIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTeNbHYIO Cpelly YHUBEPCHUTETA.

9. METOAUWYECKHUE YKA3AHUS JJIS1 OBYYAIOLIUXCS IO OCBOEHUIO JUCHUIIIMHBI (MOAYJIS)

[Tpu M3y4eHnn TaHHOW AMCUUITIMHBI UCTIONIB3YIOTCS JICKIIMOHHBIC ¥ MPAaKTHYECKUE 3aHATHS, CAMOCTOsITeIbHAs paboTra cTyneHTa. Ha
JIEKIIMOHHBIX 3aHATHUAX MPETNoaBaTellb U3JaraeT OCHOBHOE COJiepKaHue TeM MporpaMmel. [IpopaboTKy IEKIIMOHHOTO MaTepraia
CTYZIEHTY JKeJIaTeIbHO MPOBOJUTH KaK MOCe KaKIOr0 3aHATHS, TaK U 110 3aBEPIICHUIO TEMbI. DTO MO3BOJUT CBSI3aTh BOSAMHO
MIOJIyYEHHBIE CBEJICHNS U COCTABUThH LIEJIbHYIO KapTUHY.

Ha npakTH9ecKux 3aHATHAX PACCMATPHUBAIOTCS MPOOIEMBI 6€30ITaCHOCTH WED-KITHEHTOB, MeTOIBI B3JTOMa WeD-TIPHITOKEHHIH,
CIICHApUH KOMITBIOTEPHBIX aTak, a[[MAUHUCTpUpOBaHue Web-cepsepos u jip.

© OI'BOY BO «Uenl'V»



MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus
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PaGouast mporpamMmMa JUCHUILIHHEL "3anmra Web-npunoskenuit” mo Hanpasienuto noarotosku (cnenuanpHoctu) 10.05.01
"KommbrotepHas 6e3omacHOCTh" HanpaieHHOCTH (podmo) crietpanu3anust N 6 "MHpopMannoHHO- aHaTMTHYECKAs 1 ctp. 10
TeXHHYECKas 3KCIepTi3a KoMnbloTepHbIX cucteM” ®I'BOY BO «Yen'Y»

Pexomenayercs mepes KaxIbIM JIEKITUOHHBIM U HPAKTHYECKUM 3aHSATHEM BBIIIOJHUTH IOMAIIHEE 3a/laHKe, YTO MO3BOJIUTh JIydIle
YCBOUTD IIPEAbIAYIINI MaTepuall, U U3y4UTh JIGKLMOHHBII MaTepuall 110 NpeJCTosIIel TeMe.

B ciyuyae mpuMeHeHHs IPH 00YYEHUH JUCIMILUIMHBI SJIEKTPOHHOTO 00y4€eHH s, AUCTAHIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOT Uit
o0mieHre 00YJarOIIUXCsl ¥ IPETOAaBaTelist OCYIIECTBISIETCS B PEKUME PealbHOr0 BpeMeHH (OHIaiiH-eKud (BeOUHAPHI), YaThl,
BUJIEO-KOH(DEPEHIMHU U JIP.) MM OTJIOKEHHOIO BpeMEHH (CHCTEMa QUCTaHIIMOHHOro 00y4yenus Moodle, hopymebl, sexTpoHHas nmodyra
u 1p.).

BoJIbIIyI0 YacTh BpEMEHH 00YUAOIIUECs CAMOCTOATENLHO Pa0OTaIOT ¢ YUeOHO-METOMMIECKMMH MaTepuaaaMu. CTYIEHTH HMEIOT
BO3MOXKHOCTH KOHCYJIBTHPOBATBCS C MPEIO[aBATENIEM T10 BCEM BOIIPOCAM, BOSHUKAIONIMM B XOJI€ CAMOCTOSITEIbHOM paboThI
MOCPENCTBOM 3JIEKTPOHHOM MOYTHI, MECCEHIXKEPOB, COLMAILHBIX CETEH U T.II.

Joctyn 00y4arommerocst K yueGHbIM PecypcaM B PeKUMe OTIIOKEHHOTO BPEMEHH, CAMOCTOSTENILHON PaboThl OCYLIECTBIISCTCS Yepes
ceth MIHTEpHET B yJOOHOM Ul HETO MECTE, BPEMEHH M TEMIIE,

Ipu 06y4eHny U1 ¢ OTPaHMYEHHBIME BO3MOXKHOCTSIMH 37I0POBBSI 2TIEKTPOHHOE 00yUeHHe, TUCTAHIIOHHBIE 00pa30BaTeIbHbIC
TEXHOJIOTHH TIPeyCMaTpUBAIOT BO3ZMOXKHOCTD IIpHeMa-iepejaul HH(GOpMAaIK B JOCTYIHBIX A1 HUX (hopMax.

Peanuzanus JUCUUIUTHHBI C IPUMEHEHHEM DJIEKTPOHHOT0 00y4eHHs, AUCTAHIMOHHBIX 00pa30BaTeNIbHbIX TeXHOIorHi (Hanee — D0,
JIOT) ocymecTBisieTcss Ha OCHOBaHHH «I10JIOXKEHHMS O peayu3alii OCHOBHBIX M JIOIOJHUTENIBHBIX 00pa30BaTEIbHbBIX IPOrPaMM C
HIPHMEHCHHEM JIIEKTPOHHOTO 00y9IeHHS U JUCTAHI[HOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHIA B (heIepaIbHOM IrocyJapCTBEHHOM
610/DKETHOM 00pa30BaTeIbHOM YUPEKAECHUU BhICIIEro o0pa3zoBanus «HenssOuHCKU rocynapcTBeHHbIH yHUBEpcUTeT», «IlonoxeHus
0 TOpsJIKe 3aUeTa 00yJaOIIMUCS 110 OCHOBHBIM ITPO(eCcCHOHAIBHBIM 00pa30BaTENbHEIM IIPOTPaMMaM BBICIIIETO 00pa30BaHHUS B
OI'BOY BO «Yenl V» pe3ylnbTaToB OCBOCHUS B OPraHU3alUAX, OCYILECTBIIAIOIUX 00pa30BaTeNIbHYIO AEATEIbHOCTD, YIeOHBIX
HPEAMETOB, KypCOB, AUCUUIUINH (MOAYJIEH), IPAKTHK, JOTIOIHUTEIBHBIX 00pa30BaTeIbHBIX MPOrPAMM» HOCPEICTBOM IEKTPOHHON
nH(OpMaIOHHO-00pa3oBaTensHoi cpensl PIBOY BO «Yenl'Y». B HCKITIOUUTENBHBIX cIydasix (hopc-Maskop | T.I1.) IpH
peanu3anuu 00pa3oBateNibHON AesTensHOCTH ¢ puMeneHreM D0, JIOT MOryT IpUMEHSATh KOMIIOHEHTHI, HE BXOJISIIHE B TIEPEUCHb
3JIEKTPOHHON HH(POPMAIIMOHHO-00Pa30BaTEILHON CPeIbl.

10. CHEIIUAJIBHBIE YCJIOBHUA OCBOEHUSA JUCIUIIJIMHBI OBYYAIOIIIUMHUCS C UHBAJIMAHOCTBIO
OI'PAHUMYEHHBIMHA BO3MOXHOCTSMMU 31OPOBbS

OcBoeHe NUCLUIIMHBI HHBAIMIAMYU U JULAMHU C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/10POBbSI OCYLIECTBIISETCS C UCIONb30BAHUEM
CHELHATbHBIX TEXHUYECKUX CPEACTB M AaCCUCTUBHBIX HMH(GOPMALMOHHBIX TEXHOJOTHMH, MpPEdOoCTaBIsSeMBbIX PecypcHbIM
y4eOHO-METOJUIECKUM IIEHTPOM 110 00yICHNIO HHBAIUIOB U JIUI] C OTPaHHIEHHBIMH BO3MOXKHOCTAMH 310poBbs Yenl'V 1o 3ampocy
oOyuarorerocs.

1. MoGubHBIE CrIeLUaIbHbIC TEXHUYECKHE CPEICTBA VISt JIULL C HAPYLICHUSIMHU 3PEHHUS: TOPTATHBHBIH KOMITBIOTEp ¢ BBOZOM/BBIBOIOM
mipudrom Bpaiiss ¢ curresaropom peun «ElBraile-W14J G2»; HoytOyku ¢ mporpammuoii skpartoro goctyna NVDA; anekTpoHHbIe
YBEJIMUHUTENH TS yIAJeHHOTO IPOCMOTPA; BUICOYBEININTENN OPTaTHBHEIE;, TH(IOMIeep; IM(pPOBEIE TUKTO(OHBL.

2. MoOunpHble CrienManbHble TEXHUUECKHE CPEACTBA Ul JIMILl ¢ HApYLICHUSMHU CllyXa: CHUCTeMa CBOOOJHOTO 3BYKOBOTO IOJS CO
BCTPOEHHOU COBMECTUMOCTbI0 ¢ FM-ycTtpoiictBamu; paauokiaccel «CoHer-PCM» ¢ mepenaTyukoM, 3ayIIHBIM HHIYKTOPOM MU
UHIYKIHOHHON meTiel; cucrema MH(OpMaIMoHHast sl cnadociblmamux nepeHocHas «Mcroxk» A2 co BCTPOEHHBIM IIIEEPOM —
3BYKOBBIM HH(OPMATOPOM; TOKyMEHT-KaMepa; IIporpaMMHpyeMble CITyXOBBIE alapaThl HHANBHIYaTbHOTO ITOb30BAHHS.

3. AccuctuBHble MH(GOPMAIMOHHBIE TEXHOJOTHH. NpOrpaMMHOE oOecmedeHne dKpaHHOro npoctyma c¢ cuHTte3oM peun NVDA,;
IIPOrpaMMBbl SKPaHHOT'O YBEIMYEHUS; IPOrpaMMbl PE4E€BOI0 CHHTE3a Il KOMIIBIOTEPOB U HOYTOYKOB; IIPOrpaMMBbl PEYEBOIO CUHTE3a
JUISt MOOMJIBHBIX YCTPOMCTB; PKpaHHast KIIaBUATypa; SKpaHHas JIyma.

ITpu HeoOxomuMocTH Ul OOY4YaIOIUXCS C HapyLIEHMAMH 3peHHs Ha pabouMx MecTax Ul MpPOBEAEHHS IMPaKTHYECKUX WU
1ab0opaTOPHBIX 3aHITHH YCTAHABIMBACTCS CICLMAIbHOE MporpammHoe obecredenue (mporpamma peuyeBoid HaBurammu NVDA,
peueBble CHHTE3aTOPbI, SKPAHHBIE JIYIIBI).

B ydeOuble ayanTopum obecreunBaeTcs OECHPENATCTBEHHBIH NOCTYN I OOy4YaloUIMXcs HHBAIMAOB M OOydYaromuxcs ¢
OTPaHWYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbS. B Kakmol aynutopuu, rae oOydyaroTCsl MHBAJIMABI M JIMIA C OTPaHWYCHHBIMU
BO3MOKHOCTSIMU 370POBbS, IIPEAYCMATPUBAETCSI COOTBETCTBYIOIIEE KOJMYECTBO MECT A 0O0YYaIOIUXCs ¢ Yy4ETOM HapylleHuil ux
37I0POBBS.

JI1s 0CBO€HHUS AUCLIMILIMHBI MHBAIMIAM U JIULIAM C OFPAHUYEHHBIMU BO3MOXKHOCTSIMU 340POBbsl IPEI0CTABISETCS JOCTYII K I€4aTHBIM
HCTOYHMKAM, UMEIOUMCs B HaydHOH 6ubmrotexe Yenl'V, ¢ HOMOIIBIO CHIEMANbHBIX TEXHUYECKUX CPEACTB; JOCTYII K DJIEKTPOHHBIM
UCTOYHUKAM, [PEACTABICHHBIM B (GOpPME DBIEKTPOHHOIO JOKyMeHTa B ¢GoHIe HayyHoil Oubnuoreku Yenl'Y wuim
9NICKTPOHHO-OMOIMOTEYHBIX CHCTEMaX, C MOMOLIBIO CICHMATIBHBIX TEXHHYECKMX W IPOTrPAMMHBIX cpeactB (pabodyee MecTo st
HE3psAYero I0JIb30BaTels C IpOrpaMMHBIM OOecIedeHHeM SKpaHHOro aoctyna c cunre3oM peun NVDA, pabouee mecto ¢
KOMIIBIOTEPHBIM POJIJIepOM 1 KiiaBuatypoil Clevy ¢ 00ibIHIMI KHONKaMK | C Pa3eIISIOLICH KIIaBUIIH HAKIIAAKOM).
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Y4ueOHO-METOIUUECKHE MAaTepUANIbl U 00YYAIOIIUXCS U3 YKCNAa WHBAIUIOB U JIUI] C OTPAaHHYCHHBIMUA BO3MOXHOCTSIMH 37I0POBbS
MIPEIOCTABISIIOTCS B hOpMax, aAalTUPOBAHHBIX K OTPAaHUYEHHSM HX 340POBbS M BOCIPHUATHS HH(OpMAIHIH:

JInist v ¢ HapYIICHUSIMH 3PSHHUS:

- B IIeYaTHOM (hopMe yBEITMUECHHBIM MPUPTOM,

- B (popMe DIIEKTPOHHOTO IOKYMEHTA,

- B hopme aynuodaiina,

- B ieuaTHO# popme mpudTom Bpaiins.

JIist v ¢ HapYIICHUSIMH CITyXa.

- B mieyaTHoit opme,

- B (popMe DIIEKTPOHHOTO TOKYMEHTA.

Jlnis1 1 ¢ HapyIIeHUsIMHM OIIOPHO-/IBUTATENBEHOTO anapaTa:

- B leyaTHoit opme,

- B (popMe DIIEKTPOHHOTO TOKYMEHTA,

- B hopme aynuodaiina.

JlaHHBIH IepeYeHb MOXKET OBITh KOHKPETU3UPOBAH B 3aBUCHMOCTH OT KOHTHHIEHTA 00YIaIOIIIXCH.

JI1s1 MHBAJIMIIOB | JIKII C OTPaHMYCHHBIMU BO3MOKHOCTSIMHU 3I0POBbSI OCBOCHHE TUCIIUIUIMHBI MOXKET OBITh YACTHYHO MM MOJTHOCTHIO
OCYIIECTBIICHO C UCIIOJIB30BAHHEM IHCTAHIIMOHHBIX 00PAa30BaTENFHBIX TEXHOIOTHH.

[Tpu npoBeeHNH MPOLIE Ty Pl OLIEHUBAHUS PE3yIbTATOB 00YUESHHUS MHBAIUIOB H JIUII C OTPaHHICHHBIMUA BO3MOKHOCTSIMH 3/I0POBBSI IO
JUCHUIUIMHE 00ECIeYMBACTCSl BBIIIOJHEHUE CICIYIOUINX JIOTIOJHUTEIbHBIX TpeOOBaHUH B 3aBUCHMOCTH OT WHJIUBHIYaJbHBIX
0COOEHHOCTEH, 00YYaIOIIHXCS:

a) JocTyImHask popMa MpeTOCTABICHHUS HHCTPYKIIUH MO TIOPSIKY MPOBEACHUS MPOIEYPhl OlleHUBaHus (YCTHO, B MUCbMEHHOH (opme,
B IIMCBMEHHOM (hopMme mprdToM Bpaiinis, yCTHO ¢ HCITOIB30BAHHEM YCITYT CYPIOIIEPEBOIINKA);

6) moctymHas (opma NpPeNOCTaBICHHS 3aJaHUN OICHOYHBIX CpeACTB (B medaTHOW (opme, B Me4aTHOUW (GopMe YBEIHYCHHBIM
mpudTom, B meuatHolt popme mpudrom Bpaiiis, B hopMe 2IeKTPOHHOTO JOKYMEHTA, 3aIaHHs 3aUUTHIBAIOTCS aCCHCTEHTOM, 3a/IaHUs
MPETOCTABISIFOTCSI C HCTIOJIB30BaHUEM CYPIOTIEPEBOIA);

B) IOCTymHasl (popMa MpEIOCTaBICHHS OTBETOB Ha 3amaHus (IIMCbMEHHO Ha Oymare, HaOOp OTBETOB HA KOMIIBIOTEpE, IMHCHMEHHO
nipudrom Bpaiinis, ¢ HCONB30BaHHEM YCIYT aCCHCTEHTA, YCTHO).

[Ipu nmpoBeneHUN MpoLEaYpbl OLIEHUBAHUS PE3yIbTaTOB O0YYEHUS WHBAIUAOB U JIUI] C OTPAHUYEHHBIMH BO3MOXKHOCTSIMH 3710POBbS
npeaycMaTpmuBacTCsd UCIOJIBb30BAHUC TEXHUYECKUX CPCACTB, HGOGXOILI/IMI)IX UM B CBA3U C UX UHAUBUAYAJIbHBIMU OCOGCHHOCTf{MI/I. 3TI/I
cpeicTBa MOTYT OBITh IpeocTaBieHsl Yenl'yY mim MOTYT HCIOJIB30BaThCsl COOCTBEHHBIE TEXHIUECKHE CpencTBa. [Ipr HE0OX0AUMOCTH
HWHBAJIMAaM U JinaM € OTPaHUYC€HHBIMH BO3MOKHOCTAMHU 3J0POBbA MPEAOCTABIACTCA AOIMMOJHUTEIBHOC BPEMS I IIOATOTOBKH OTBETA
Ha 331aHus, IPOLIEAypa OLICHUBAHUS PE3yIbTaTOB 00YIEHHS 110 JUCHHUIUTNHE MOXKET IPOBOAUTHCS B HECKOJIBKO JTAIIOB.

HpOBCZ[eHl/Ie npoueaypbl OUCHUBAHUS PE3YJIbTATOB OGy‘{CHI/Iﬂ HWHBAJIMAOB U JIML C OTPAaHUYCHHBIMH BO3MOXKHOCTSAMHU 3J0POBbA
JIOYCKAeTCs C UCIIOJIb30BAHUEM JMCTaHIIMOHHBIX 00Pa30BaTEbHBIX TEXHOIOTHH.
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CrnenuaabHocTh 10.05.01 KomnbroTepHas 6e30mMacHOCTh

Cneununanuzauus Ne6 «MHpopManMoOHHO-aHATUTHYECKAS U TEXHUYECKAS] IKCIEPTH3a
KOMIBIOTEPHBIX CHCTEM

PaGouas nporpaMma JuCHMIUINHBI «3amuTa web-npuioxeHnn»

2024 ron nadopa, ouHasi popma o0yUeHH s

IIpopexTop mo yueOHO# padoTte yTBepkaeno 21.02.24 A.A. CaramaroB
Y4eHBIM COBETOM MaTeMaTn4eckoro Gpaxkylbrera

IIporokon 3acemanus Ne 9 ot 15.02.2024

IIpencenarens YueHoro coBeta

MaTeMaTHIeCcKoro GakyIbTeTa COTJIACOBAHO E.A. Coponora
3acenannem kadeapbl KOMIbIOTEPHOH 0€30MMACHOCTH U NMPHUKJIATHON aJredpbl
IIporoxon 3acemanus Ne 7 ot 03.02.2024

3aBenyrommii kKadempoit COTJIAaCOBAHO A.H. Pyuait

ABTOp (COCTaBUTEID) A. H. Pyuaii

CTpykTypa padoueii mporpaMmbl coO0TBeTcTBYeT npukaiy pekropa ®I'bOY BO «Ueal ' V» ot «13»
anpess 2021 r. Ne 247-1



