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02.04.02 dyHgamMeHTANbHAA HWHPOPMATHKA M HWH(OPMaLMOHHBbIC TEXHOJIOTHH,
HNHTevIeKTyalbHbIE TEXHOJOTHMH, MArucTp, 3awjuma unpopmayuu (npoosurymotii
ypoesens), 2025, ounast

DoH/1 OLIEHOYHBIX CPEACTB JUCHUILIUHBI (MO1YJIs1) 0100PeH U PeKOMEHI0BAH

[TpopexTop no yuebHoit pabote yrBepxaeHo 24.02.2025 A.A. CanamatoB
Y4eHBIM COBETOM HHCTUTYTa HH(POPMAIIMOHHBIX TEXHOJIOTUH

ITporoxoi 3acenanus Ne 6 ot 20.02.2025

[Ipencenarens YueHoro cosera

MHCTHUTYTa WH(POPMAITUOHHBIX
TEXHOJIOTUH COIJJaCOBAHO IO. B. Ilerpuuenko

3acenanueM kKadeapsl HHPOPMANMOHHBIX TEXHOJOTHA M  JIKOHOMHYECKOM
uHpopMaTHKH

ITporokon 3acenanus Ne 6 ot 20.02.2025
W. o. 3aBenyromero kadenpoit COIJIACOBAaHO C.A. Ckpunos

ABTOD (COCTaBUTEIb) A.B. MutsgHuHa

Crpykrypa paGoyeii mporpaMmsbl cOOTBeTCTBYeT npuka3sy pekropa ®I'bOY BO
«Yeal'¥V» ot «13» anpess 2021 r. Ne 247-1
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(DOH,Z[ OLICHOYHBIX CPEACTB AT HpOMe)KyTO‘lHOfI aTreéCraiuy 110 JUCHUILINHE (MOZ[yJ'[IO) <(3aH_[I/ITa I/IH(bOPMaIII/II/I

nH(OpMaIMOHHBIE TEXHOIOTHI) HalpaBleHHOCTH «MHTemekTyanbHble TexHonorunmy @I'bOY BO «Uenl'V»
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MUWHOBPHAYKHN POCCHUA
\‘)} denepanbHOe TOCYyJapCTBEHHOE OI0PKETHOE
@ 00pa3oBaTeIbHOE YIPESIKICHUE BBICIIETO 00pa30BaHUs

«Yensbunckuii rocynapcrsensiid yausepeurer» (PI'BOY BO «Uenl'Vy)

®DOHJT OLIEHOUHBIX CPECTB TSI IPOMEXYTOYHON aTTeCTaIUy [0 AUCIUILIHHE (MOIYII0) «3amuTa HHPOPMauH
(TpOBHHYTHIH ypOBEHB)» 10 HarpasieHnio moarotoBku 02.04.02 «dynnameHTansHas HHPOpPMATHKA 1 cTp. 3
nH(OpMaIMOHHBIE TEXHOIOTHI) HalpaBleHHOCTH «MHTemekTyanbHble TexHonorunmy @I'bOY BO «Uenl'V»

1. IMacnopTt ¢oHIA OLIEHOUYHBIX CPEACTB

Hanpasnenue noarorosku: 02.04.02 dynnamenrtanbHas HHPOpPMaTHKA U UH(OPMAIIMOHHBIE TEXHOJIOTUU
HanpasieHHOCTB: MIHTEIEKTYaJIBHBIE TEXHOJIOTUU

JucuurumHa: 3amuTa uHpopMayu (IpoIBUHYTHIA YPOBEHb)

Cemectpsr: 1

dopma TpOMEKYTOUHON ATTECTALMU: 3AUET

Jl1s oLeHUBaHUA PE3YNIbTATOB 00YyUEHHSI HCIOJIb3YeTCs OaIIbHO-PEUTHHIOBAsE CUCTEMA.

© ®I'bOY BO «Henl'Y»




MUWHOBPHAVYKH POCCUH
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®DOHJT OLIEHOUHBIX CPECTB TSI IPOMEXYTOYHON aTTeCTaIUy [0 AUCIUILIHHE (MOIYII0) «3amuTa HHPOPMauH
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2. Ilepeuenb popMupyeMbIX KOMIIETEHIIHI

Wzyuenne aucuuiuiHbel «3amuTta WHbopManuu (MPOABUHYTHI YPOBEHB)» HAINPaBICHO Ha
(bopMHpOBaHKE KOMIIETCHIIUH, TPUBEIEHHBIX B 1.

Tabmuua 1. Pe3ynprarel 00yueHUs 110 TUCIHUILUIHHE.

Kozpr
KOMIIETEHLIN Copnepxanue WNHpukaTopsl
N [Iepeuyens miaHupyeMbIX
u KOMIICTCHIIMHU COI''TaCHO JOCTHIXCHUA
pe3yabTaTOB OOYYEHHS 110
COIJIACHO oroc KOMIIETEHIIUH
DI'oC (OIIOII BO) cornacHo OIIOIT AMCHHTITIHE
(OIIOII BO)
1 2 3 4
VK-4 Croco0eH MPUMEHATh VYK-4.1. Obnaznaer 3HaHUSIMH | 3HATH:MOHATHE HHPOPMAIIMOHHBIX
COBPEMEHHbBIE KOMMYHHKATHBHBIE | 0COOEHHOCTEH U TIpaBHII YTPO3 U MX BHJIBL, OIXO/bI K
TEXHOJIOTMH, B TOM YHCJIC Ha JIUYHOU U olleHKe UH()OPMAIIMOHHBIX
MHOCTPaHHOM(bIX) A3bIKE(aX), A | npodhecCHOHANBHOMN YCTHOI PHCKOB; OCHOBHBIE IIPUHIUIIBL
AKaJICMHIECKOTO 1 U [TUCbMEHHOU (YHKIIMOHUPOBaHUS CeTeil 1
HpO(beCCHE)HaHBHOFO KOMMYHHUKAIIUH, B TOM YKCJIE | METOMIbI 00ECHIEUEH s HX
B3aUMONICHCTBHA Ha UHOCTPAaHHOM(bIX) 6e301acHOCTH; TPeOOBAHUS K
sI3bIKE(ax) MIOAATOTOBKE TIPE3CHTANNH,
VK-4.2. leMmoHCTpUpYET 0 OPMIICHHIO HAyYHO-
YMEHHE IPUMEHSATH TEXHUYECKHUX OTUYETOB.
COBPEMEHHbBIE VYMEeTh: IPUMEHATH METO/IbI
KOMMYHHUKaTHBHbIC OLIEHKH PUCKOB MH(POPMAIIMOHHO
TEXHOJIOTHU ISt 0€3011aCHOCTH, IPUMEHSThH
aKaJIeMU4eCKOro U KOMITBIOTEP ISl TIPOU3BOJICTBA
npodeccuoHAILHOTO paboT B 00JIACTH 3aAIIUTHI
B3aUMOJICHCTBHS B CUTyallul | MH(OpPMAIMK; HACTPAUBATh
YCTHOH U MUCbMEHHOMI OCHOBHBIC CPEJICTBA 00eCTICUCHNU S
KOMMYHHKAIIMHU, B TOM YHCIIE | CETEBOW 0OE30MacHOCTH;
Ha WHOCTPaHHOM(BIX) TIPE/ICTABIATH PE3YIBTAThl PAOOTHI
sI3bIKe(ax) B BHJIE CTaTeH U JOKIAJI0B.
VK-4.3. ImeeT HaBBIKU Biagers:HaBsikamu onucaHust
aKaJIeMH4eCKOTo 1 BBISIBJICHHBIX YSI3BUMOCTECH U
podecCHOHaIBHOTO PEKOMEHJIalNii 0 MX YCTPAHEHUIO
B3aUMOJICCTBHS, B TOM
YHCcIIe HA HHOCTPAaHHOM(BIX)
A3bIKe(ax)
I1K-5 CrnocoOHOCTb K YCTaHOBKE, [IK-5.1. lemoHCcTpUpyeT 3HaTh:3TaMbI ITOCTPOCHUS
aIMUHUCTPUPOBAHUIO 3HAHUC aPXUTCKTYPhI U CHCTEMBI 3aIIUThI HHPOPMALIUH,
NPOrpaMMHBIX CHCTEM U CHCTEM aIMUHUCTPUPOBAHUS MTOHATHE MOJTUTHKH O€30MaCHOCTH.
yHpaBiieHust 0a3aMH JaHHBIX, WH(POPMAIMOHHBIX CUCTEM, YMeTh:IPUMEHATh OCHOBHBIE
ONTHMH3AIMH YHKIMOHMPOBAHKS | cpcrem yrpapieHns 6a3aMi | METOJIbI M CPECTBA 00ECIICUeHs
MHOPMAIHOHHBIX CHCTEM 1 6a3 JIAHHBIX, CHCTEMHOTO 06e30MacCHOCTH.
ZAHHEIX; CIOCOOHOCTB MPOBOMMTE | 11 orpanvHoro obecriedenns, | BaeTh:HABBIKAMH HACTPOIKH
2HAJIH3 CHOTEMHBIX TIpobien TpeOOBaHUIA 6e3omacHocTH B pa3znuaHbix OC.
00paboTku nH(pOpMAIHH, HEGbOPMAIHOHHOH
PRSI IR0 | oo
EOHpOBO)KZ[eHI/IH " [IK-5.2. leMmoHCTpHpYET
MePCIIEeKTHBHOTO PAa3BUTHS yMeH1 BBIGHpaTh
MH(OPMAITHOHHBIX CHCTEM 1 623 araparHoe n porpaMMHOC
JAHHBIX obecrieueHne UCXOas U3
TpeboBaHUi K
¢ynxunonuposanuio MC n

© ®I'bOY BO «Uenl'V»
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0a3 1aHHbIX, pa3pabarbiBaTh
TIPE/ITIOKEHUSI 10
peai3anuy CONpPOBOXKICHHS
1 Pa3BUTHUA
WHPOPMAIIMOHHBIX CHCTEM U
NT-cepBucos

[IK-5.3. Umeet
MIPAKTUIECKHUN OITBIT
YCTaHOBKH,
aJIMUHUCTPUPOBAHUS U
UHTETPaliy IPOrpaMMHBIX
CHCTEM M CHUCTEM
yIrpaBieHus 0a3aMu JaHHBIX

© ®I'bOY BO «Uenl'V»
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DY

®DOHJT OLIEHOUHBIX CPECTB TSI IPOMEXYTOYHON aTTeCTaIUy [0 AUCIUILIHHE (MOIYII0) «3amuTa HHPOPMauH
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cTp. 6

3. Conep:xaHue OLEHOYHBIX CPEICTB MO AUCIHUIINHE
3.1.Buabl OlIeHOYHBIX CPEICTB

Tabmmma 2. Busibl OlIEHOYHBIX CPENICTB.

Haumenosanue HaumenoBanue
Kox xomnerenumn/ KoHTtponupyemsie TeMbl/ OLIGHOYHOTO CPEeJCTBA OILIGHOYHOT'O CPEJCTBa
Ne n/n IUTaHUPYEMBIE PE3yIbTaThl pa3zaensl JUIS TEKYIIEro Ha NIPOMEKYTOYHOMH
o0yueHMs KOHTPOJIS arrecrarmun/Ne 3aaHus
VK-4.1. O6nazaeT 3HAHUAMHA OCHOBBI oe3omacunoct | Tect, cobecenoBanue, | 3aganus tecrta Ne 1-106
0COOCHHOCTEH U IpaBUII HH(pOPMATTMOHHBIX IIPOBEpKa 3amanusa tecta Ne 107-
JUYHOM U IpodeccuonabHol | TexHomoruid  OGecneueHue | mpakTuyeckux pabor 187
YCTHOU U MUCbMEHHOU 6esonacrocTn
KOMMYHUKAIIUHU, B TOM YHCIIE HH‘bOpMameHHHX
Ha HHOCTPAHHOM(BIX) TEXHOJIOTUH Cpencra
a3b1Ke(ax) 3aIUTEl  MHGOPMAIMK  OT
3HATH: TOHSITHE HECaHKI[HOHUPOBAHHOTO
MH(OPMALMOHHBIX YTPO3 U UX foctyra Obecneuenie
1 6e30MacCHOCTH
BUJIBI, TOJXOABI K OIICHKE
) KOMITBIOTEPHBIX CHCTEM U
MH()OPMAITMOHHBIX PHCKOB; cereil Obecredenme
OCHOBHBIC NPUHIMIEL 6e30MACHOCTH Be6-
(DYHKIIMOHUPOBAHUS CeTel 1 peCypeoB.
METOIbI 0OEeCTIeUeHNST UX
0e30macHOCTH; TPeOOBaHUS K
TIO/ITOTOBKE TTPE3EHTALNH,
0(pOpPMIICHUIO HAYIHO-
TEXHHYECKHUX OTYETOB.
VYK-4.2. JleMoHCTpHUPYET OcHOBBI 6esomacHoctr | Tect, cobecenoBanue, | 3amanus Tecta Ne 1-106
YMEHHE IPUMEHATh MH(OPMALMOHHBIX IpoBepKa 3amanus tecta Ne 107-
COBPEMEHHBIE TexHonornit  ObecnedeHne | npakTHueckux paboT 187
KOMMYHUKaTUBHbIE 6ezomnacHoCTH
TEXHOIOTHH IS HH(OPMALIMOHHBIX
AKAJIEMIUECKOTO H TEXHOJOTUI Cpencra
POdEeCCHOHAILHOTO 3amuTel  MH(oOpManmuu  OT
B3aUMOJICHCTBHS B CUTYalUH HECAHKIIMOHMPOBAHHOTO
YCTHOU U MUCbMEHHON Aoctyna Obecnetenne
6e30MacHOCTH
KOMMYHHIAILIH, B TOM HHCIIC KOMIIBIOTEPHBIX CHUCTEM M
Ha MHOCTPaHHOM(BIX) cereit Ob6ecnieuenne
2 A3bIKe(ax) 6e3omacHOCTH BeO-
YMeTh:IPUMEHSATh METOBI P —
OIIEHKH PUCKOB
MHPOPMAITMOHHON
6€30MacHOCTH, IPUMEHSTh
KOMIIBIOTEP IS IPOM3BOACTBA
padoT B 00JIaCTH 3aIIUTHI
nH(OpMaIK; HaCTpanBaTh
OCHOBHBIE CPE/ICTBA
obecrieyeHus CeTeBon
06e30MacHOCTH; PEACTABISATh
pe3yabTaThl paboTHl B BUC
cTaTel U JO0KJIa/lI0B.
VK-4.3. ImeeT HaBBIKH OCHOBBI oe3omacunoct | Tect, cobecemnoBanue, | 3aganus Tecta Ne 1-106
3 aKaJIeMUIECKOTO H UH(OPMaLMOHHBIX TpOBEpKa 3amanus tecta Ne 107-
npodheCcCHOHATEHOTO TexHonornii  ObecrneveHne | mpakTHuecKux paboT 187

© ®I'bOY BO «Henl'Y»
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DY
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ctp. 7

B3aUMOJICHCTBHS, B TOM YHCie | Oe30macHOCTH

Ha UHOCTPAHHOM(BIX) MH(POPMAIIHOHHBIX
sI3bIKe(ax) TEXHOJIOTHHA CpenctBa
Buazners:Hasbikamu omycanus | 33IUMTEL  HHQOpMANMH  OT

BBISIBJICHHBIX YS3BUMO cTel u

HCCAaHKNUOHUPOBAHHOT'O

peKOMeH AL 110 KX Joctymna Obecnieuenne
YCTPAHEHHIO 6e30macHOCTH
KOMIBIOTEPHBIX CHCTEM |
cereit ObecnieueHne
6e3omacHOCTH BeO-
pecypcoB.
[1K-5.1. lemoHCTpUpYET OcCHOBBI 6esomacroctr | Tect, cobecenoBanue, | 3amanus Tecta Ne 1-106
3HAHUE aPXUTCKTYPBI U MH(OPMALMOHHBIX IIPOBEpKa 3amanusa tecta Ne 107-
aIMHHHCTPHPOBAHHUS TexHoNoruid  OGecleYeHne | paKTHYECKUX paboT 187
HHPOPMAITHOHHBIX CHCTEM, 6esomacHocTH
CHCTEeM YIpaBiieHHs 0azamu HH}OPMAIOHHBIX
JAHHBIX, CHCTEMHOTO TEXHOJIOTHI Cpencraa
3alMThl  UHQOpMAIMKA  OT

MPOrpPaMMHOTO 00eCIeueHH s,
TpeboBaHui

HECCAaHKIIMOHNPOBAHHOT'O

HHGbOPMAIHOHHOI JocTymna ObecrieueHne
6e3omacHoOCTH Oesomackoctn
KOMIBIOTEPHBIX CHCTEM |
3HaTh:3TaINbl IOCTPOCHUS . P
cereit Ob6ecneueHue
CHCTCMBI 3aIIIUTEI 6e30macHOCTH BeO-
nH(OpMaINH, TTIOHATHE pPECYPCOB.
TIOJIMTHKN 0€30M1aCHOCTH.
[K-5.2. lemoHCcTpUpyeT OCHOBEI 6esonacHoctu | Tect, cobecenoBanme, | 3amanus tecta Ne 1-106
YMEHHsI BLIOUPATH armaparHoe | UHPOPMAIMOHHBIX IIPOBEpKa 3ananusa tecta Ne 107-
U TIPOrpaMMHOE 00ecIieueHIe TexHonornit  Obecnedenne MIPAKTUYIECKUX padboT 187
UCXOJIS U3 TpeOOBaHHN K Oe3omacHocTn
dyrxmornposaruio MC u Gas | MHPOPMAIHOHHEIX
JIAHHBIX, pa3pabaThIBaTh TEXHOJIOTHH Cpencrsa
3amuTel  MH(pOpManmuu  OT

MPCAJIOKCHUA 110 pe€ain3ainun
COITPOBOXACHUSA U PA3BUTUA

HCCaAaHKINUOHHUPOBAHHOT'O

JoCTyna Ob6ecneuenue
HH(POPMAIHOHHBIX CUCTEM U
UT-cenBrcos 0€30MMacHOCTH
p KOMITBIOTEPHBIX CHCTEM H
YMeTh:IPUMEHSTh OCHOBHBIC N
cerei Oo0ecmeucHue
MgTOm’I ep egcma 0€E30M1aCHOCTH BEO-
obecrieueHust 0€30acHOCTH. peCypCoB.
ITK-5.3. NUmeet npaktuuecknii | OCHOBBI 6esonacuoctu | Tect, cobecenoBanue, | 3aganus tecrta Ne 1-106
OTIBIT YCTAHOBKH, MH()OPMAIIMOHHBIX TpOBEpKa 3amanns tecra Ne 107-
aIMUHHCTPUPOBAHKS U TexHonornit  ObecnedeHue | npakTHueckux paboT 187
WHTErpauyu IporpaMMHBIX 6esomnacHocTn
CUCTEM M CHUCTEM YIIPaBICHHUS HH(OPMAIOHHBIX
6a3zaMy TaHHBIX TEXHOJIOTUH Cpenctia
3aIUTHl  MHOOPMALUK  OT

Braners:HaBbIKaMU
HacTpOWKN 0e3011acCHOCTH B
paznuuneix OC.

HecaHKHI/IOHHpOBaHHOr‘O
JIoCTymna ObecnieueHne
0€30I1acCHOCTH
KOMIIBIOTEPHBIX CHCTEM U
cerei OobecrmeucHue
0€30IacCHOCTH BeO-

pecypcosB.

© ®I'bOY BO «Henl'Y»
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®DOHJT OLIEHOUHBIX CPECTB TSI IPOMEXYTOYHON aTTeCTaIUy [0 AUCIUILIHHE (MOIYII0) «3amuTa HHPOPMauH
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TunoBele 3agaHus, KPUTEPUU U I[IOKA3aTENIM OLEHMBAaHUS B paMKax TEKYIIEro KOHTPOJIS
MIPEJICTaBJICHBI B pa0oueil mporpaMme JUCHUTLIHHBI (MOTyIist). [ToJTHBIE KOMIUIEKTHI OIEHOYHBIX CPEICTB
Y KOHTPOJIbHO-U3MEPUTEIbHBIX MaTEPHAJIOB XpaHITCs Ha Kadepe.

3.2.C011ep)1<anne OLCHOYHBIX CPEACTB

baza tecToBBIX BOITPOCOB

BapuanTs! oTBETOB
dopmynupoBKa BOIpoca (TIOMYy>XUPHBIM MIPUPTOM — BEpHEIE
BapHaHTHI)

Ne
n/n

1. Hammmmre kxoMaHy s36IKa acceMmOlepa mporeccopa a. loop
Intel8086 momxosiryto Mo onrcanue: BrIMOIHUTE
nekpemeHT coaepxkumoro perucrpa CX/ECX;
npoananusuposars peructp CX/ECX: Tosbko eciu
CX/ECX=0, nepeaath ynpaBjieHUE CICTYIOUICH
komanne, ecian CX/ECX+#0, nepenars ynpasieHHe
KOMaH/Ie, METKa KOTOPOH yKa3aHa B KauecTBe ONepaH/a.
CMerieHne METKH OTHOCUTEIFHO TEKYIIEro 3HAYCHUS
peructpa IP/EIP momxHO OBITH B quana3one -128...+127
OaifT. B mome oTBeTa BIMcaTh TONBKO KOMaHLY, 03
oTiepaHy

2. Hanmmmre xoMaHy s36IKa acceMOlepa mporeccopa a. nop
Intel8086, eAMHCTBEHHBIM PE3YIBTATOM KOTOPOI
SIBIISICTCS. MHKPEMEHT PerucTpa eip/ip, ¥ Mpu 3TOM, He
MMEIOIIYIO OllepaH]l

3. Hanummre depes 3anatyro B HOPSAKE BO3pACTAHUS a. db,dw,dd,df,dq,dt
o0bemMa OTHOTO 3JIEMEHTa JUPEKTUBBI OOBSBICHUS b. db,dw,dd,dp,dq.dt
JIAHHBIX B SI3bIKe acceMOinepa mpoiieccopa Intel8086 ¢. db,du,dd,dp,dq,dt
d. db,du,dd,df,dq,dt

4, Uepes 3amsiTyto, 6e3 mpoOenoB, pacioioKUTe a.

CJIC/LyIONINE PETUCTPHI B IOPSAJKE YObIBaHUS pa3Mepa: rax,rflags,ebp,eip,esp,ax,ss,bl,dh,dil,sil,spl
dh, spl, bl, rax, esp, ss, dil, eip, ebp, ax, rflags, sil
Peructpsl paBHOTO pa3Mepa pacioiokKHUTe B aipaBUTHOM
MopsiIKe

5. Hanmmmre komMaHy si3bIKa acceMOiepa nporieccopa a. call
Intel8086, mogxomsmntyro nox ommucanue: B EIP/IP u CS
3arpy’karoTcst 3HAYCHHSI CMEIEHHS U a/Ipeca CerMEHTa
M3 yKa3aTejid B aMATH UM KOMaH/bI. B crek 3aHOCHTCS
conepxxumoe EIP/IP u CS.

6. Hanummre koMaHapI(depes 3amiTyro, B ali)aBUTHOM a. JA,JNBE
nopsiake, 6e3 mpoOeioB) sI3pIKa acceMOepa npoieccopa
Intel8086, momxonsmryto mox onucanue: Peanusyer
nepexo[ K siueiike, 0003Ha4e€HOMH OIepaH/IoM, IpU
paBenctBe HymIto (iaros CF u ZF u k cienyrorei
KOMaH/Ie B IIPOTUBHOM cirydae. MOXKeT MCIOIb30BaThCs
KakK JUIsl 3HAKOBBIX, TaK M JUIs O€33HAKOBBIX YHCEIl.

7. Hanummmre komManp1(uepes 3arsTyto, B alihaBUTHOM a. JNE,JNZ
nopsxke, 6e3 mpooenoB) s3pIka acceMoOiepa npoueccopa
Intel8086, moaxonsuryto oy onucanue: Peanusyer
nepexo[ K siueiike, 0003Ha4eHOH OIepaHioM, Ipr
paBeHCTBe HyIIO (hrara ZF u Kk criemyromeii kKomanae B
MIPOTHBHOM cirydae. MOXKeT HCIOIh30BaThCS KaK ISt
3HAKOBBIX, TaK M JJIs1 0€33HAKOBBIX YHCEI.

8. Hammmmre 160uTHBIE peructpsl mporeccopa Intel8086 | a. axbxexdx
HCIIOJIB3YEeMBIe ISl XpaHEHUsI JAHHBIX M BHITTOJHCHHS
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pa3IUYHBIX apU(PMETHIECKHX U JOTHYECKUX OIepanui,
pasJlieNieHHbIX Ha 2 4acTH 110 §-OHT, C KOTOPBIMH MOKHO
pabotarh Kak ¢ 8-OuTHBIMU peructpamu. OTBeT
Hanumute 6e3 MpoOesoB, PacIIoI0KUB PETUCTPHI B
a(aBUTHOM TIOPSIIKE.

Hanumure koMaHy si3blka acceMoOiepa mpoieccopa
Intel8086, mogxomsmuryro ox onmcanue: Han
orepaHIaMy MPUEMHHUKA ¥ UCTOYHHKA POU3BOIMUTCS
JICUCTBHE METO/IOM BBIYUTAHHSI, TIPH ITOM CaMH
ornepaH/pl He u3MeHsroTes. [1o pesynsraraMm TaHHOTO
JICHCTBUS YCTAaHABIUBAIOTCS (hIIary.

a. cmp

10.

Hamnumure komMaHy si3bika acceMOiepa npolieccopa
Intel8086, moaxomsuryro noxa onucanue: Komanna
BBITIOJTHSET LETIOUUCICHHOE JISJICHHE CO 3HAKOM.
JenMoe 3a1aeTcsi HESIBHO, U €T0 pa3Mep 3aBUCUT OT
pasmepa JIeNuTeNs1, KOTOPBIN IBHO YKa3hIBACTCS B
KoMaHzie. MecTOnoNoKeHus! eTUMOT0, JeTUTENs,
YAaCTHOTO M OCTATKa — B 3aBHCUMOCTH OT UX
pa3MepHOCTH.

a. idiv

11.

Hanmmre kxoMaHy s3pIKa acceMOliepa mporeccopa
Intel8086, mogxomsmnTyro nox onmcanue: Komanna
YMEHBIIIAeT 3HAYCHUE PETUCTPa-yKa3aTels sp/esp, mocie
9TOTO 3aIUCHIBACT 3HAUYCHUE NCTOYHHKA IO aAPECy
perucTpa-yka3aresi.

a. push

12.

Hanumure koMaHy si3bika acceMmOiepa npoleccopa
Intel8086, monxonsuryto mon onucanue: [lepenaua
YIPaBJICHUsI [0 aJIpecy, PacIiOI0KEHHOMY Ha BEpIIUHE
cteka. HeoOsi3aTenbHBIN OmepaH;l YUCIIO ONpeneseT
KOJIN4ECTBO 0AiTOB CTEKa, KOTOpPbIE OYAyT BBITOIKHYTHI
10CJIe BHITAJIKUBAHMS a/Ipeca BO3BpaTa.

a. ret

13.

Harnwiuire Ko co3aarommuil iACHTU(GUKATOP C KMEHEM
"Answer"(0e3 koBbI4ek). [Ipu acceMOMnMMpoBaHHUN
JTAaHHBI WACHTU(PHUKATOP TOJDKEH 3aMEHUTHCS Ha
BEIYUCIISIEMBIE aCCEMOIePOM HITH KOMITOHOBIITUKOM
a0COITIOTHBIH WM OTHOCHTENBHBIN anpec. JaHHbIH
UICHTU(PHUKATOP OJDKEH OBITh OOBSIBICH CAMBIM
KOPOTKHM CITOCOOOM.

a. Answer:

14.

Hanmmure uepes 3amsityto, 6e3 nmpoGesnos, B
aﬂq)aBI/ITHOM TOPAAKE CIICUHUAJIbHBIC UMEHA, C ITOMOIIBIO
KOTOPBIX BO3BMOXKEH MEPEXO0] HA aHOHUMHYIO MCTKY.

a. @b,@f

15.

OOBSBUTE METKY, KOTOPBIX B ITPOTPaMMe MOKHO
0OBSBIATH HEOTPAHNUEHHOE KOIMIECTBO, HO OOPAaTHTHCS
MOJYYIHTCS TOJIBKO K OrpKaimei.

a. @@:

16.

B kakux ciaydasx paOOTHUK HMPEATIPUATHS MOKET
0TO3BaTh CBOE COTTIacHe Ha 00pabOTKy MepCOHAIBHBIX
JIAaHHBIX KaJIpOBBIM OTAEIOM?

a. Bo Bcex kpome cirydaeB, korna oopmireH
JIOTYCK K TocynapcTBeHHOM TaliHe 1 Gopmbl
b. Bo Bcex kpome ciryuaes, koraa odopmileH
JIOIYCK K TOCYJIapCTBEHHOM TaliHe 2 hopMbI
c. Bo Bcex kpome ciryuaes, korna opopmileH
JIOIYCK K TOCYJIapCTBEHHOM TaliHe 3 (hopMbl
d. Ecnm 310 IpefycMOTpEHO TPYyILOBBIM
JIOTOBOPOM

e. Ecnu panee naBai MICbMEHHOE COTIIACHE
f. Hudero u3 npeacTaBjieHHOTO

17.

Kaxkue u3 3aga4 nHOOpPMAIMOHHOTO 6€30MaCHOCTH
penraer IeKTPOHHO-IIM(POBast MOANHCH?

a. KOHQUICHINATHEHOCTh
b. TOCTYITHOCTH
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C. HEeJIOCTHOCTh
d. Bce mepeunciIcHHBIC
e. Huuero u3 npejicTaBaeHHOro

18.

Br1 cotpymank cimyx6s1 b. Kakue cutyannm Moryt
BOCIIPUHUMATHCS KaK HHIUICHT O€30MacHOCTH?

a. BBIXOJI M3 CTPOS KaHaJIa CBA3H MEXKIY
odrcoM U mpoBaigepoM

b. yBOIBHEHHNE CHCTEMHOTO
aIMHHHCTpaTopa

C. yTepsi COTPYAHMKOM Ka/JipOBOIo 0THe/a
paGoyero HOyTOYKA

d. nepenonHeHne nucka Ha GaiioBoM
cepBepe

€. CKaHHpOBaHKE [IOPTOB 3aIUIIAEMOH CeTH

CHapyKH
f. Huvero u3 npencTaBieHHOTo

19.

KT0 momxeH 3HaTh 0 HOPSIIKE PETUCTPALUH U
pacciieoBaHNH HIMICHTOB 0€3011acHOCTH?

a. PykoBoasimuii nepcoHas

b. Ilpou3BoACTBEHHBII EPCOHAT

c. Tomeko cotpynaukHu ciyx0s1 b

d. TospKO pYKOBOANTEH BBICIIETO 3BEHA
e. Tonpko coTpyaHuKH paboTaromue
coXpaHsIeMOoi HHPpOpMaITHEH

f. TonbKO COTPYAHMKH CITY>KOBI OXpaHBI
g. Huuero u3 mpezacraBieHHOTO

20.

ITpu paccnenoBaHuM UHIUIEHTA OE30MACHOCTH CIIEAYET
JIM CKPBIBATh €r0 XOJI M PEe3YIbTaThI?

a.ja

b. HeT, JKeJIarIKe JOJDKHE HMETh
BO3MOYKHOCTh O3HAKOMUTCS C JAHHON
nHpOpMaIuen

C. HET, BCE JOJDKHBI OBITh B 0053aTEIBHOM
HOPSIKE O3HAKOMIICHBI C JTaHHOM
nHpOpMAaIueH

d. Huuero u3 npeacTaBieHHOTO

21.

Kak na3eiBarot J'HO6yIO XapaKTECPUCTUKY, UCITIOJIb30BAHUC
KOTOpOﬁ HAPYHIIUTEIIEM MOKET NPUBECTU K pEaJIU3alIun

yrpo3si?

a. yI3BUMOCTb MH(POPMALIUOHHOM
CHCTEMBI

b. yrpo3a undopMaIoHHO# cucTeMe

C. pUCK 0e301macHOCTH HH)OPMAITHOHHOM
CHCTEMBI

d. Huuero u3 mpeacTaBIeHHOTO

22.

Kak Ha3bIBaOT MOTEHIINAIEHO BO3MOXKHOE COOBITHE,
JIefCcTBHUE, MTPOIECC WIIH SBIEHUE, KOTOPOE MOXKET
BBI3BaTh HaHECEHNUE yliepoa (MaTepHaIbHOTO,
MOPaJIBHOTO MJIM MHOTO) PECypcaM CUCTEMBI?

a. yrpo3a uH(pOpMalMOHHOI cUcTeMe

b. ya3BUMOCTB HH(OPMATMOHHOW CHCTEMBI
C. pucK 0e301acHOCTH HH(POPMAMOHHOM
CUCTEMBI

d. Hudero n3 npenacraBieHHOTO

23.

Kaxkoe mponcxoxaenue yrpo3 oOycliaBiBaeTcs
CIIOHTAHHBIMU M HE 3aBHCSAIINMH OT BOJIH JIOAEH
00CTOSITENILCTBAMHU, BOSHUKAIOIIUMHU B CUCTEME
00paboTKN TaHHBIX B IIponecce ee QyHKIMOHNPOBaHUS?

a. cay4yaiiHoe

b. npennamMepeHHOE

C. CyOBEKTUBHOE

d. oObpexkTHBHOE

e. Huuero u3 npeacraBieHHOTo

24,

Kakue BbIICISIFOT pa3HOBUIHOCTH TPEIIOCHUIOK
MOSIBIIEHUS YTpo3?

a. ciy4yaiHble
b. npegHamMepeHHbIE
c. cy0beKTHBHbBIE
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d. 00LeKTHBHEBIE
e. Hugero u3 npencraBieHHOTO

25.

Kakue npuHIuns! nHGpopMamoHHOH
TapaHTHPOBAHHOCTH PEKOMEHIYET CTPATET U
MHOTOYPOBHEBOM 3aIIIUTHIL:

a. IpUMeHeHue 3aIUThI BO
MHOkeCTBeHHBIX MecTax. IlockonbKy
3JIOyMBILIJICHHUKH MOTYT aTaKOBaTh
CHCTEMY M3 MHOXKECTBAa MeCT, BKJII0Yas
BHELIHHME M BHYTPEHHHE, OPraHU3aLHA
AOJIKHA IPUMEHSATH 3allUTHbIE
MEXaHU3MBbI B Pa3JIMYHBIX TOYKAX,
KOTOpbIe T0JI’KHbI 00eCIeYUBATh 3ALIUTY
ceTeil 1 HHPPACTPYKTYPBI, 3aLUTY
TPAHHUL CeTH M TEPPUTOPHH, a TAKIKe
3aIMTY KOMIIBIOTEPHOI0 060PYAOBaHMSA;
b. npuMeHeHne YPOBHEBOI 3a1UThI
NpeAnoJjaraeT yCTaHOBKY 3alMTHBIX
MEXaHH3MOB MEK1Y MOTCHIHAIbBHBIM
3JI0yMBILIJICHHUKOM H LIEJIbIO;

. onpe/eJieHue yCTOHYMBOCTH
0€30IaCHOCTH JJOCTUIaeTCs OLCeHKOM
3aIIUTHBIX BO3MOKHOCTEH KaKA0r0
KOMIIOHEHTa UH(OPMALMOHHOM
TapaHTHPOBAHHOCTH;

d. npuMeHeHNe MHPPACTPYKTYPHI
00HapyKeHHUs aTaK ¥ BTOP KEeHMii,
HMCIO0JIb30BAHHE METOI0B U CPEACTB
aHAJM32 U KOPPeJSIUU M0JTy4aeMbIX
JaHHOW MH(PaCTPYKTYpOii pe3yJbTaTOB.
e. Hudero u3 npencraBieHHOTo

26.

Yro u3 HIKCTIEPCYHNCIICHHOTO SABJIACTCA NCTOYHHUKOM

yrpos?

a. Joau
b. TexHu4eckue cpercrea

€. MOJIeJIH, AJITOPUTMBI U IPOTPAMMBI
d. TexHoI0rMYecKHe cXeMbl 00padoTKHU
JaHHBIX

e. BHEeIIHSAA cpea

f. MHOIUTAHETHBIN pa3ym

g. Huuero u3 mpezacraBieHHOTO

217.

[lepeuncnrTe OCHOBHBIC IPUYUHBI YTEUKH
HHPOPMAITHH.

a. HecoOJII0IeHHE IEPCOHAJIOM HOPM,
TpeGOBaHUI, MTPABUJI IKCIIIyaTALUH

b. oliM0KH B IPOEKTHPOBAHUHU CHCTEMBbI
H CHCTEM 3aIlHThI

. BeleHHe NPOTHBOCTOs el CTOPOHOI
TeXHUYECKOI U areHTYPHOI pa3BeoK

d. Hudero n3 npeacraBieHHOTO

28.

Ha kakux YPOBHAX OOJI>KHBI IPUMECHATHCA MCPbI

oOecrieueHus 0e3omacHOCTH?

a. 3aKOHOATeJIbHbIH

b. aAMUHUCTPATHBHBII

¢. IpOLEeAYyPHBI

d. nporpaMMHO-TeXH! Y eCKHUii
€. OBITOBOI

f. Huuero u3 npeacraBieHHOTO

29.

Ha3zoBure ocHOBHBIE CBOMCTBA Oe30MacHOCTH?

a. KOHQUIeHINATbHOCTH
b. nenocrHocTn
C. TOCTYNIHOCTh
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d. mocrostHHOCTB

€. PABHOMEPHOCTb

f. HeTIpepBIBHOCTH

g. Huuero u3 npeacTaBieHHOTO

30.

Kaxwue pazzensl MoXKeT BKIIIOYATh B ce0s peabHas
MOJHUTHKA OE30IIaCHOCTH OpraHU3auu?

a. 001IHe MOJI0KEeHUS

b. nouTHKa ynpasJjieHUus: IAPOJISAMH

¢. HAeHTH(pUKaLMs M0JIb30BaTe el

d. mosiHOMOYMS MOJIb30BaTeIel

e. 3a1UTa MHGOPMALMOHHBIX PecypcoB
OpPraHu3alnuu 0T KOMIBIOTEPHBIX
BHPYCOB

f. npaBuJIa yCTAaHOBKH M KOHTPOJIS
CeTeBbIX COeTMHEHMI

g. MPaBUJIa NOJUTUKHU 0€30I1aCHOCTH O
padoTe ¢ cucTEMOIi 3JIEKTPOHHOM MOYTHI
h. npaBuia oGecneyeHnst 6e30MaACHOCTH
MH(OPMALIMOHHBIX pecypcoB

i. 00s13aHHOCTH MOJIL30BaTeEIeH Mo
BbINOJIHEHH IO MIPABUJ NOJUTHKH
0e30MacHOCTH

j- Hugero u3 mpencTaBieHHOTO

3L

Ha xaxue BUIBI MOYKHO NMOAPA3AETUTh ayaUT
6e3omacHoCTH MH(POPMAIIMOHHBIX CHCTEM?

a. BHEIIHUI ayaquT

b. BHyTpeHHMI ayquT

C. KBapTAJIbHBIN ayuT

d. ce30HHBIH ayauT

¢. Huuero u3 npeacTaBiieHHOrO

32.

Ha xakom ypoBHE yTBepKJaeTCsl MOJTUTHKA
MH()OPMAITMOHHOW 06€301aCHOCTH MPEATIPUATHA?

a. Ha YPOBHE PYKOBOJUTEIIS
(YHKIIMOHAJIBHOTO MOIPa3/ICIICHUS

b. Ha ypoBHE HauabHUKA ciyxObs1 b
C. Ha YPOBHE TEXHHYECKOTO TUPEKTOpa
d. Ha ypoBHe BbICIIETr0 PYKOBOJICTBA
npeAnpUsiTHS

€. Ha YPOBHE BBILIECTOSILETO HIIH
HaJ[3UPAIOIIEro OpraHa

f. Huuero u3 nmpeacraBieHHOTO

33.

Ha xoro Bo3maraercsi OTBETCTBEHHOCTb 3a OTpeeIeHne
MOJTeKAIIHNX 3aIIUTE PECYPCOB HA NPEANPUITHN?

a. Ha BBICIIEE PYKOBOJCTBO
b. Ha pykoBoauTeeil cpeHero 3peHa
C. Ha PAJOBBIX paOOTHHUKOB

d. na cyx6y b

€. Ha BBIIIECTOSIINE WK Ha/I3UPAIOIINe
OpTraHbl

f. Hudero u3 npencTaBieHHOTO

34.

MOosKeT JTi aIMHHUCTPATOP UHPOPMAITOHHON CHCTEMBI
MPENPUSITHS TIepelaBaTh OTBETCTBEHHOCTh U
moJTHOMOouHs 1o obecneuennto Vb nocraBmuky yciayr?

a. HeT
b. monmHOMOYMS - HCT, OTBCTCTBCHHOCTS - J1a
C. IOJTHOMOYHMS - 13, OTBETCTBEHHOCTD -
HeT

d. ma

e. Huuero u3 npeacraBieHHOro

35.

3aKoHOJIATENTLCTBO KAKOH CTpaHbl IPUMEHSETCS K
JIeHCTBUSIM NoJIb30Bareseil cetu Mutepuer?

a. CIIA
b. BenukoOpuranus
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c¢. Poccus

d. Kurait

€. CTpaHbl, Ha TEPPUTOPHH KOTOPOU
HaXOJUTCS MOJIb30BATEIh

f. cTpaHBI, Ha TEPPUTOPHN KOTOPOI
HaXOIHUTCS CEPBEP

g. CTpaHBbl, Ha TEPPUTOPUHU KOTOPOH
3apernCTPUPOBAH MPOBaiiiep MOIB30BATENS
h. cTpansl, Ha TeppUTOpPHN KOTOPOI
HaXOJIUTCS TIOTEPIIEBIINHN (HCTelT)

1. TIOOOH CTpaHbI IO BEIOOPY MCTIIA

j. MO0 CTpaHBbI IO BEIOOPY OTBETYHKA
k. crpanbl, 0003HaUeHHOH B JIOrOBOpE
MEX/y M0JIb30BaTeNIeM U ITPOBaiIepOM
1. B 3aBHCHMOCTH OT TOT0, YbH HHTEPECHI
3aTPOHYTHI

M. HUKaKO€ 3aKOHO/IATEIbCTBO HE
MPUMEHSeTCS

N. IPUMEHSETCS TOIBKO MEXTyHapOIHOE
3aKOHO/IATEIBECTBO

0. IPUMEHSETCS] HHTEPHET-
3aKOHOJIAaTENNbCTBO (CeTeBbIE HOPMBI)

p. Huuero u3 npencraBieHHOTo

COCAMHCHM:, KaKas I/IH(l)OpMaHI/ISI 00BIYHO XpaHUTCS B

36. Uro U3 NepeurciIeHHOro He J0JDKHO OTPaXKaThCs B a. eI 3aluThl HHPOpMaLnH
MOJUTHKE MHPOPMAIMOHHOMN 6€30NMacHOCTH b. Kakue pecypchl MOJIEKAT 3alHUTE
TPEANPHSITHS? C. OT KaKMX yrpo3 3allMIIAITCs PECYPCh
d. KTO HECET OTBETCTBEHHOCTH 32
3aIUIIEHHOCTD PECYPCOB
€. CTOHMOCTb 3aIMIIAeMBIX PeCYypPCOB
f. chepa gelicTBUS MOTUTHKH
g. IOpsIOK HHHOPMHUPOBAHUS 00
WHIUJICHTaX
h. KaKkue JTOKYMEHTBI JIONOJHSIOT TOJIUTHKY
6e30macHOCTH
i. opraHuzaunus B3auMoaencTBUs
3alIMIIAEMbIX PeCypCcoB
j. Hudero u3 mpeacTaBieHHOTO
37. KoMIutekc anmapaTHbIX WIH IPOTPAMMHBIX CPEICTB, a. MexKceTeBOii IKpaH
OCYILECTBIISIONINI KOHTPOJIb ¥ (PUIBTPALIUIO b. cuctema oOHapyKeHUsI aTak
MPOXOMSAIINX YePe3 HErO CETCBBIX MAKETOB B C. aHTHBHPYCHOE CPEACTBO
COOTBETCTBHH C 33IaHHBIMU MIPABIIIAMH, 3TO? d. cpencTBa KOHTPOJIS JOCTYTIA H
ayTeHTU(DUKAIIHN
38. Kakue MexceTeBble 9KpaHbl TPOBEPSIIOT (PAKT, YTO MAKET | a. MeKCeTeBbIe IKPAHBI YPOBHSI
siBrsieTcst 0o 3anpocoM Ha TCP-coenunenue, 1160 CoeTUHEHHUS
MPEJICTABIISAET JAaHHBIE, OTHOCSIIUECS K yKe b. MexceTeBble IKpaHbI IPUKITAHOTO
YCTaHOBIICHHOMY COEIMHEHHIO, JINOO OTHOCHUTCS K YPOBHS
BUPTYaJIbHOMY COCANHEHUIO MEXY JIBYMsI C. MEXCETEBBIE IKPAHbI C AUHAMUYECKOI
TPaHCTIOPTHBIMHU YPOBHIMH? (bunpTparyen nakeToB
d. MexxceTeBbIe SKpaHbl HHCIICKITHH
COCTOSHUIL
€. MEXKCETEBBIC IKPaHbI YPOBHS SIpa
39. B cirydyae ucnonb30BaHUsS MEKCETEBOTO IKpaHa YPOBHS | a. WAEHTH(UKATOP ceaHca

b. cocTosiHMe coeTNHEHNST
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Ta6nnue COCTOSIHUHM MOCIe YCTaHOBJICHUA COG,HI/IHCHI/ISI?

¢. mocJjeoBareabHasi HHGopManus

d. IP-agpec ucroununka u IP-aapec
HA3HAYEHUS

€. HoMepa NMOPTOB, YYACTBYIOIHX B
ceaHce

f. puzuyeckuii unTepdeiic, Kyga npuobLI
MaKeT

g. pusnuyeckuil nHTEpPeiic, Kyna
nepenaercs naker

h. BpeMeHHbBIe MeTKH Hayaj1a OTKPBITHS
ceanca

i. KOHTPOJIBHYIO CYMMY

40.

IIepeuucnure 1OCTOMHCTBA MEXKCETEBOIO KpaHa
YPOBHS COEAUHEHUSI.

a. Bo3amokHOCTB 3anpenieHus
COeIMHEHHII ¢ onpeaeIeHHBIMU X0CTAMM
b. Ilpu ucnoun3oBanun NAT — ckpbiTHE
BHYTpeHHux IP-anpecos

c. Pabota ¢ nmpoTokonamu BBICIIETO YPOBHS
(HTTP, FTP)

d. BO3MOXHOCTB XpaHEHUs YaCTHIHON
nH(pOpPMALIH O COCTOSTHUH, TIOJTHOH
MH(OpPMALINH COCTOSIHUS IPHUIOKEHUS 1
YaCTHYHOM MH(OPMAIMH O CeaHce

€. BO3MOXXHOCTb OrpaHUuYEHUs JOCTYyIa K
OTIpeJIeIEHHBIM CETEBBIM CITyK0am

f. BO3MO)KHOCTB OIIEpUPOBAHHMSI C
nHpOpMaIuel JaHHBIX MaKkeTa

41.

HEAOCTATKU MEKCCTEBOI'O 9KpaHa YPOBHS COCIUHCHUA

a. He MoryT orpaHu4mTh gocryn
NMPOTOKOJIOB, OTJIN4YHBIX 0T TCP

b. He ocymecTB/IsSIOT NPpOBEPKHU A5
NMPOTOKOJIOB BLICHINX YPOBHeH

¢. OrpannyeHHblil aynur (caadasi cBA3b €
BBICIIMMH YPOBHSIMH NIPOTOKOJI0B)

d. He n103B0JIs110T 10N0THEHHs] (PyHKIUIH
— HTTP-x31mupoBaHust 0TBETOB,
¢uasTpanuu URL, ayrenTudukanuio

e. TpynHocTh TecTUpPOBaHMS MPABUI

f. He monnepxuBaer NAT

g. He MoxeT 3anpemniaTs COeANHEHUE C
OIpENIeNIEHHBIMU XOCTaMHU

42,

Kakue MexceTeBbie SKpaHbl OLIEHUBAIOT CETEBBIE
MAKeThl HA COOTBETCTBHE ONPEECIIEHHOMY MPUKIATHOMY
YPOBHIO Tepe]l yCTaHOBKOM coennHeHus1? OHU ke
UCCIIEYIOT JaHHbIE BCEX CETEBbIX MAKETOB Ha
MIPUKIJIATHOM YPOBHE M YCTAaHABIIMBAIOT COCTOSTHUE
MOJTHOTO (3aBEPIICHHOTO0) COSTUHEHUS U
MOCJICZIOBATEILHON MH(POPMAIIHH.

a. MeKceTeBbIe IKPAHbI IPHKJIAHOIO
YPOBHS

b. MexxceTeBble SKpaHbl YPOBHS COSTUHEHUS
C. MEXKCETEBBIE KPaHbI C JUHAMUYECKON
¢mIpTpayen makeTon

d. MexceTeBbIe SKpaHbl HHCIEKITHH
COCTOSIHUI

€. MEXCETEeBBIE SKpaHBl YPOBHS sIipa

43.

[lepeuncnuTe TOCTOMHCTBA MEKCETEBBIX HKPAHOB
MPUKIIAHOTO YPOBHS.

a. Pabdora ¢ nporokoJiaMu BbICIIEro
ypoBHsi (HTTP, FTP)

b. B03M0OKHOCTb XpaHeHHUS YaCTHYHOMH
HHPOPMALMH 0 COCTOSIHUH, MOJTHOM
HHPOPMALHMH COCTOSIHUS NPHIOKEHUS U
YACTHYHOW HHPOPMALMH O ceaHce
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¢. Bo3Mo:kHOCTB OrpaHUYeHHs A0CTYNA K
onpeeeHHBIM CeTeBBIM CJIyK0aM

d. Bo3M0O:KHOCTH OIIEPUPOBAHHS €
HHpopManMeil JaHHBIX NaKeTa

e. 3anpenieHne NPsIMOro coeAMHEHHs ¢
BHELIHMMH CepBepaMH

f. Ipo3pauyHocTh proxy

g. Bo3aMokHOCTD peaju3auuun
JAONOJIHUTEIbHBIX CBOCTB ((puabTpanmuu
URL, ayrenTuduKanuu, KIMHPOBAHUA
HTTP)

h. Xopommii ayqur

44,

Ilepeuncnure HENOCTATKU MEKCETEBBIX 3KPAHOB
IIPUKJIAHOTO YPOBHS.

a. Cayx0a proxy Tpedyer 3aMeHbI
ceTeBoro creka Ha cepsepe MJ

b. Cay:x0a proxy caymaer nopt (kak
ceTeBoOi cepsep, T.e. MD He MOxKeT ero
HMCIO0JIb30BATh)

c. BpemenHast 3aiep:kka (BXOAHOM maKeT
oOpadarbiBaeTcs ABAKIABI —
NPUJIOKEHUEM U Proxy)

d. HoBblii proxy A0J/uKeH ObITh 100aBJ1eH
AJISl KasK10r0 KOHTPOJINPYeMOoro
NMPOTOKOJIa

e. Ciy:k0bl1 proxy o0bIYHO TPeOyIOT
MoauGUKALUM NPOLEAYP KIUEHTOB

f. Cay:x0b1 proxy ya3BUMbI K OIIMOKaM
OC u 1O npukJIagHOro ypOoBHS

g. He ocymecrBasiercs npoBepka
MH(opMannu nakera, coep:kaueiics B
HHU3IIHX YPOBHSIX

h. Cay:x0a proxy mo:xer Tpe6OBaTh
JTOMOJHHUTETbHBIX MAPoJIei nin
npoueayp ayreHTupukanuu

i. He obecnieunBaet xopouiero ayaura

j. He moaep>xuBaeT BO3MOKHOCTH
OTIEepUPOBaHKS C HMHPOPMALIUEH JaHHBIX
maKera

45,

Kakue MexcereBble SKpaHbl MO3BOJISIOT OCYLIECTBIISTH
MoanGUKaIuio 0a3bl MpaBuil «Ha Jety» (on fly)?

a. MesKceTeBble IKPAHbI ¢ AMHAMUYECKOI
¢unbTpanmeii nakeros

b. MexxceTeBble SKpaHbl YPOBHS COSTMHEHHUS
C. MEXCETEeBbIE IKPaHbl IPUKIATHOIO
YpOBHS

d. MexceTeBble SKpaHbl HHCIICKIN
COCTOSIHUI

€. MEKCETEBbIC DKPaHbl YPOBHSA sAlIpa

46.

Kakne mexceTeBbIe SKpaHbl IMEIOT BO3SMO)KHOCTD
OTCJIEKUBATH TEKYIIHE COSTNHEHUS U ITPOIYCKaTh
TOJIBKO TaKHE MAKETHI, KOTOPHIE YAOBIECTBOPSIOT JOTHKE
M aJTOpUTMaM paboThI COOTBETCTBYIOIINX IIPOTOKOJIOB U
MPUITOXKESHUH?

a. MesKceTeBble IKPaHbl HHCTIEKIMHU
COCTOSIHUH

b. MexxceTeBbIie SKpaHbl YPOBHS COCTUHEHHS
C. MEXKCEeTEeBbIE IKPaHbI MPUKIATHOTO
YPOBHS

d. MekceTeBbIC IKpPaHbI ¢ JMHAMHYCCKON
(dubTpaImen IakeToB

€. MEXKCEeTEBbIE IKpaHbl YPOBHS spa
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MOJyNeil MEeXKCETEBBIX IKPAHOB YPOBHS SIIpa, COAEPIKUT
4eThIpe KOMIIOHEHTA, COCTABIISIFOLIUX CYTh TEXHOJIOTHU
(DYHKIIMOHUPOBaHHSI MEKCETEBBIX SKPAHOB Ha YPOBHE

47, YcTpoHCTBO MHCHIEKIIMH COCTOSHUI OCYIIECTBISIET a. MPOTOKOJI, HCIOJIb3YeMBbIii 1151
aHaJIM3 aKeTOB M ()OPMUPOBAHHE JITAHHBIX O «COCTOSIHUM | COeTMHEHUSsI
BUPTYaJILHOTO COeTMHEHHsI». Best nHpopmanus, b. IP-anpeca ncTOYHNKA U HA3HAYEHMUSI
CBSI3aHHAs C COCTOSTHUEM JaHHOTO BUPTYaJILHOTO c. HOMepa MOPTOB HCTOYHUKA U
COEAMHEHUS, XPAaHUTCS B TaONUIIE ANHAMUYECKUX Ha3HaYeHHs
COCTOSIHUH, C IOMOIIBIO KOTOPO! OLEHUBAETCS d. TMCTHHT ¢ 00pallleHHBIMH aipecaMu 1
JaTbHEHIINH 0OMEH B paMKax 3TOTO BUPTYaJIbHOTO HOMepaMH MOPTOB
coenuHenus. Korna coeanHeHne HaqMHAETCS © e. BpeMsl, 110 HCTEYEHHI0 KOTOPOro
HCIIOIb30BaHNEM OTCIIC)KUBAEMOTO IIPOTOKONA, [P-tables | coexnHeHue Oyner ynajieHo
J00aBIIsIeT 3aKCH B TaOJIUILy COCTOSIHUIA BCETO f. cocrosanue TCP-coennHeHust (TOJALKO
coenuneHus. Kakyro nH(popManuio BKIOYaeT B ce0s aas TCP)
3anucH B TabIMIIE COCTOSTHUNA? g. COCTOSIHUE OTCJIeKUBAEMOro

coeAMHEHHUS
h. KOHTpOJIBHYIO CyMMY

48. J171s1 BBITTOJIHEHHS KaKUX 3a]1a4 MOTYT OBbITh a. Jluis 321U THI 1 U30JISAUH

HCTIOIb30BaHbI MEKCETEBBIE HKPAHbI? NPUJIOKeHHIi, CePBHCOB M MALLIMH BO
BHYTPEHHeIi CeTH 0T Heke1aTeIbHOr0
Tpaduka, NPUXOASILIETr0 U3 BHEIIHeH
CeTH HHTEPHeT.

b. lns orpanuyeHus1 MM 3anpelieHust
JAOCTYIIA XOCTOB BHYTPEHHel ceTH K
cepBHCaM BHeUIHel ceTH HHTepHeT.

c. lng noaaep:KKu npeodpa3oBaHus
ceTeBbIX aiPecoB.

d. Inst oOHapy»eHHsI B peaabHOM MaciiTade
BPEMEHH CETEBBIX aTaK Ha CETEBOM YPOBHE.
e. [lns oOHapyx)eHus yI3BUMOCTEH,
TIO3BOJISIFOIIMX PEAIM30BaTh ATaKY.

49, ITpu oneHKe MPaKTHYECKUX peann3alui MeKCETEeBbIX a. MelKkceTeBbIe IKPAHbI YPOBHS sIAPa
9KPaHOB B KaU€CTBE OHOTO M3 IIIABHBIX NMApaMeTPOB b. MexxceTeBble SKpaHbl YPOBHS COSTUHEHUS
BBICTyNaeT ObicTponeiicTBre. CIIOXKHOCTB MPOBEPOK, C. MEXXCETEBBIE IKPAHBI MPUKJIIAJHOTO
OCYIIECTBIISIEMBIX MEXCETEBBIMU 3KPaHaMH, OOBIYHO YPOBHS
MPpUBOAUT K CHUKCHHUIO €T0 ITPOU3BOJAUTECILHOCTH. d. MexxceTeBbIE OKpaHbI C }Z[PIHaMH‘IeCKOﬁ
Kakne mexceTeBble SKpaHbl CTalU pa3padarelBaThes I | QuiabTpalueil makeToB
YCTpaHEHHUS 3TOTO CYIIECTBEHHOTO HE0CTaTKa? €. MEXCETEBbIE SKPaHbl HHCIIEKITH

COCTOSIHUI

50. OnuH 13 OCHOBHBIX MOAYJIEH MEXCETEBBIX IKPAHOB a. mepexBaTYMK NaKeTOB
YPOBHS si7pa sBisieTcs 1apo OezomacHocTH. Kakue b. aHau3aToOp NMaKkeToB
KOMIIOHEHTBI, COCTABIISIIOIUE CYTh TEXHOIOTUU ¢. MOIYJIb BepuuKanun
(DYHKIIMOHUPOBAHUS Ha YPOBHE sIIpa, CONEPKHUT PO d. AMHAMUYecKHe CTeKH
6e3zomacHocTH? €. MOZyJb YIIPABIEHUSI XOCTOB

f. areHT peructTpanuy BX0o10B

51. Snpo 6e30macHOCTH, SBISIONIEECs OJTHMM M3 OCHOBHBIX | a. MEPeXBATYUK MAKETOB
MOJyJNeil MEKCETEBBIX SKPAHOB YPOBHS SIIpa, COAECPKUT | b. aHANMM3aTOp MaKETOB
YCThIPE KOMIIOHEHTA, COCTABJIAIOUINX CYTh TEXHOJIOTUH C. MOYJIb Bepnqmlcaupm
(hyHKIMOHHUPOBAHMS MEKCETEBBIX IKPAHOB HA YPOBHE d. TMHAMITYECKHe CTeKn
Aapa. Kakas u3 3THX KOMIIOHEHT NIEPEXBATHIBACT MAKETHI,

MOCTYMAIOIMINE HAa ME)XCETEBON IKPaH, U MEPEAAET UX Ha

00paboTky?

52. SAnpo 6e30macHOCTH, ABISIONIEECS OAHIM U3 OCHOBHBIX | a. IEPEXBaTUHK IIAKETOB

b. anau3aTop nMakeroB
C. MOJYJIb BepU(HKAIIN
d. nuHaMuueckue cTekn
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sapa. Kakast U3 9THX KOMIIOHEHT 10 HH(OPMAIMH
3aroJioBKa MakeTa MOArOTaBIMBACT MAKET U
COOTBETCTBYIOIUE JaHHbIE JJIS JalbHEHIICH
00paboTKu?

MIAKETOB NPH (DMIIBTPAITIH:

53. SAnpo 6e3omacHOCTH, SIBISIONIEECS OJHAM M3 OCHOBHBIX | a. IEPEXBaTIHK ITAKETOB
MOJyIei MEKCETeBBIX SKPAHOB YPOBHS SIIPa, COACPKUT | b. aHANMM3aTOp MAKETOB
YETHIPE KOMIIOHEHTA, COCTABIAIOIINX CYyTh TEXHOJIIOTUH ¢. MOYJIb BepUpuKanuu
(hyHKIMOHHUPOBAHHSA MEXCETEBBIX IKPAHOB HA YPOBHE d. nTMHAMITYECKHE CTEeKU
spa. Kakast U3 3TUX KOMIIOHEHT IPUMEHSET 3aJaHHYI0
MOJUTHKY OE30MACHOCTH (3arpykaeMyro B IO
aJMHUHUCTPATUBHBIM areHTOM), HHUITMAJIU3UPYET U
OTCJIEKHUBAET CEAHCHI BCEX Pa3peIIeHHBIX COSANMHEHUN?

54, Slnpo 6e30macHOCTH, SBISIOLIEECs OTHUM M3 OCHOBHBIX | a. IEPEeXBaTYMK ITaKETOB
MOAYJIEeH MEXKCETEBBIX IKPAHOB YPOBHS SIpa, CONCPXKUT | b. aHAIM3aTOp MaKeToB
YeThIpe KOMIIOHEHTA, COCTABISIONINX CYTh TEXHOJIOT U C. MOJYJIb BepU(PHKAIIH
(YHKIIMOHUPOBaHHS MEKCETEBBIX IKPAHOB Ha YPOBHE d. TMHAMMYeCKHUe CTeKH
sapa. Kakas u3 3THX KOMIOHEHT 3aBUCUT OT
KOHKPETHOT'O ITPOTOKOJIA COETUHEHMS?

55. BbIensroT HeCKOIBKO OCHOBHBIX TOIXO0B K 00XO0IY a. MocTeneHHbIi MOIX0]
MEKCETEBBIX IKpaHOB. Kakne? b. TyHHe1MpOBaHue

C. CUCTEMHBIH MOJIXO0.
d. MHXEHEepHBIH TOIX0

56. IMox kKakuM TOIX0AOM K 00XOZY MEXCETEBBIX AKPAaHOB a. MoCTeneHHbIi MOIX0]
MIOHUMAETCsl METOMKa cOopa nHpopMaIuu 0o b. TyHHeNnupoBaHue
yAaJIeHHON CeTH, 3alNIIEHHON MEXXCETeBBIM SKpaHOM? C. CHCTEMHBIH OAXO0.

DTOT METOJ] KCTIONIb3YET MOCHUIKY U aHanu3 [P-makeToB d. MHXEeHEePHBIH MOIXO0/T
JUTS OTIpEIeNICHHSI BO3MOKHOCTH OTIPEICIEHHOTO MakeTa

MPOITH Ha XOCT Ha3HAYECHUS Yepe3 YCTPOHCTBO

(unpTparuy nakeToB. MeTos Mo3BOJISET ONPeeNnTh

OTKPBIThIE IOPTHI IAHHOTO YCTPONCTBA, BO3MOKHOCTb

MIPOXOXKICHMS TTAKETOB JUTS PAa3NIMYHBIX CIYXKO depes

JIAHHBIHA NIOPT U T.1.

57. [Mox xKakuM MOAXOIOM K 00XOTY MEKCETEBBIX SKPAHOB a. TIOCTENEHHBIA OJX0]
MOHMMAETCS! 00IIast TEXHOJIOTHS Mepelady MPOTOKOIIA b. TyHHeTMpOBaHME
yepes 00MIYI0 CeTh C UCIOIB30BaHUEM JIPYTOTO C. CUCTEMHBIH MOJIXO0.
MpoTOKOJIa? d. HHXEHEepHBIH TOIX0]

58. [IpumMeHeHne TaKOBO TOAX0/1A K 00X0Ty MEKCETEBBIX a. HeCyIIMii MPOTOKOJI
HKPAHOB KaK TyHHEJIMPOBAHHE, O3HAYACT UCTIONIb30BaHUE | b. MPOTOKOI-IACCAKUP
MHKATCYISINHY IPOTOKOJIOB IPH MEKCETEBOM €. MPOTOKOJ HHKATCYISAHH
B3aUMOZEHCTBUU. B mpouecce HHKanCyIsanuu d. IPOTOKOI-KOHITYKTOP
MPUMEHSIOTCS TPY THIIA TIPOTOKoJI0B. Kakue 310 THIbI? €. IPOTOKOJIBI MapIIPyTH3ALNU

59. IIpu MexceTeBOM SKpaHUPOBAHUU Kaxabli [P-maker a. puznuecknii uHTEpdeiic, 0TKyA
UCCIIElyeTCsl Ha COOTBETCTBHE MHOXKECTBY IIPAaBUIL. OTH | MPHUIIEJI MaKeT
MpaBUJa yCTAHABIUBAIOT Pa3peIICHUE CBA3H MO b. IP-agpec ncrounnka
COJIEP>KaHUIO 3ar0JI0OBKOB CETEBOTO U TPAHCIIOPTHOTO c. IP-agpec Ha3HaYeHUs
ypoeaeii Mmogenu TCP/IP, ananmsupyercs u d. Tun TpancnoptHoro yposus (TCP,
HalnpaBJieHHe NepeABIKeHns nakera. Kakue momus UDP, ICMP)

KOHTPOJIUPYIOT (PUIIBTPHI TAaKETOB? €. TPAHCIOPTHBIE NOPTHI HCTOYHUKA U
Ha3HaYeHHsl
f. KOHTPONLHYIO CyMMY
60. OTMeTBTE IPaBHIIO OOIIEH CXEMBI HCCIICIOBAHUS a. ecJIM MPaBMJIO pa3pelaeT, TO MaKeT

JA0MYCKAETCH
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b. ecii MpaBUJIO 3aMpenIaeT, TO NaKeT
yaassiercs

C. €CJIM HU OIHO NMPABUJIO He NPUMEHEHO,
TO MAKET YIAJISIeTCs

d. ecnu mpaBmIO pa3peInaeT, TO maKkeT
yAAISIETCS

€. CCITM IPABIJIO 3aMPEIIaeT, TO MAKEeT
JOITYCKASTCsI

f. eciut HU OZJHO MPABUIIO HE IPHMEHEHO, TO
MaKeT OTMPABISETCS B OYSPEb IS
OTJIOXKEHHOH 00paboTKN

61.

MexceTeBoii 3kpaH, QUIBTPYIOLINI AaKeThl, 4aCTO
nepeasipecyeT CeTeBbIe MAKeThl TaK, YTO BHIXOAHOM
TpaduK OCYIIECTBISIETCS C IpYrUMH anpecamu. Kax
Ha3bIBaeTCs Takas cxema?

a. cxeMa TPaHCJSIHA aPecoB
b. mapupyruzaums

C. KOMMYTalus

d. cxema TpaHchopManuu aapecoB

62.

Urto no3BossieT npuMeHeHue cxeMbl NAT?

a. CIPSATATh TOMOJIOTHIO U CXeMy
aJpecaumu 10BePeHHOMH ceTH

b. HcnoJIL30BaTh BHYTPH OPraHU3aUu
nyJ IP-agpecoB MeHbLIer0 pazmepa

c. obecrieuynBars paboOTy IIPOTOKOJIOB
MapUIpyTH3AIIH

d. oOHapy)UBaTh MOTBITKA BTOPKECHUS B
CHCTEMY

63.

Kakue paznudaror BUIbI TPAHCISIIUU aIpECOB?

a. craTuyeckas
b. tmHaMmuuyeckas
C. TUCKpeTHAast

d. KOHIIeHTpHIYeCcKas

64.

[epeuncnute npenMyniecTBa GuiIbTpannm.

a. beicTpora pa6orsI (110 cpaBHEHMIO €
APYrUMH TexHoJsorusimu MJ)

b. MD mMo:keT ObITH peaju3oBaH
anmnaparHo

c. He Tpedyercst koHpurypuposaHue
XOCTOB M0JIb30BATEJIs

d. Cxema NAT «npsiuer» BHyTpeHHue IP-
ajpeca

e. PabGora ¢ mpoToKkosiaMu BEICIIIETO YPOBHS
(HTTP, FTP)

f. Xopommii aymut

65.

HepeqnanTe HCIOCTAaTKHU (bHJ'IBTpaL[I/II/I.

a. He «nonumaer» npukjiaagHbie
NPOTOKOJIBI

b. He MoskeT OrpaHu4YHMTDb 10CTYN
MOAMHOKECTBY IPOTOKOJIOB JaKe LI
OCHOBHBIX CJIYyKO0

c. He oTcaexuBaer coennHeHus (He
coep:KUT UHGoOPMALMIO 0 ceaHce)

d. C1aGble BO3MOKHOCTH 00padOTKH
HH(popManuu BHYTPH NakeTa

e. He MoxkeT orpann4uTh HHGOpMaLHIo ¢
BHYTPEHHHMX KOMIIbIOTEPOB K CJIy:k0amM
MD cepgepa

f. IpakTHYecKH He HMeeT ayuTa

g. Tpyano TectupoBarh npaBuJia (u3-3a
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CJI0KHOCTH BHYTPEHHHX ceTeil, Haau4Ius
Pa3IHYHBIX CJYXK0)

h. He moxeT OBITh pean3oBaH anmnapaTHo
i. He monnepxuBaer NAT

TaKuM 00pa3zoM, 4To s POPMUPOBAHHUS COCTOSHUS
UCIIOJIb3YETCs ICKOAUPOBAHIE PA3JIMYHBIX JIEMCHTOB
npotokona? B 3ToM ciydae mpu IeKOAUPOBAaHIH
npotokosia COB npumensieT npasuia, onpenaeieHHbIe
RFC mis Hapymenwnii. B HEKOTOPBIX CiTydasix 3TH
HapyIICHAS MOTYT HaXOJUTHCS B OINPEICIICHHBIX ITOJISIX

66. Kak Ha3pIBalOT KOMIIIEKC (ammapaTrypa U IporpaMMHOE | a. CHCTeMa OOHAPYKEeHUs BTOP:KeHMit
obecriedeHne), KOTOPBI IO pe3ylibTaTaM aHaIn3a b. MexceTeBoit 3kpaH
KOHTPOJIMPYEMBIX I COOMPAEMBIX TaHHBIX IPUHIMAET C. aHTUBUPYCHOE CPEACTBO
pelICHHE O HATMYUY aTaKH WIN BTOPXKECHUS? d. cpencTBa KOHTPOISI AOCTYNA U

ayTeHTU(UKALUH

67. Kakue cuctembl 0OHapyKeHHUS BTOP)KEHHUH a. CETEBbIE
OCYILECTBIIAIOT aHAJIN3 AKTUBHOCTH OTAEIBHOTO b. xocToBbBIE
KoMIbroTepa? C. THOpHTHBIC

d. MmoOunbHBIE

68. Kakue cucrembl 0OHapy>KeHHUS! BTOP)KEHHUH BBITTOIHSIIOT a. CeTeBbIE
(YHKIIMU XOCTOBBIX CHUCTEM OOHapyXeHHs BTOp)KEHHH U | b. XOCTOBbIE
IIPU 3TOM HCTIOB3YIOT M aHAJH3 CETEBBIX MAKETOB, c. rupugHbie
NPUXOIAIINX HA JaHHBIH X0CT? d. MmoOuBHBIE

69. Ha xakue cucteMbl 00HApYKEHHUS aTak MOAPA3JICIAIOTCSA | a. HeHTPAJIN30BaHHbIE
1O CTPYKType? b. neneHTpanu3zoBaHHbIE

C. IGMUJIUTapU30BaHHbIC
d. uepapxudeckue

70. Kakue paznudarot cuctembl 0OHapYKEHUS BTOPKEHUN a. aKTHUBHbIE

0 XapakTepy peakuuu? b. maccuBHbIE
C. IEPMAHEHTHBIE
d. He3ameIUTeNIbHBIe

71. Kaxue moaxombl MOTYT UCTIOIB30BATbCS JIS a. CoBnajenue ¢ madioHOM

oOHapy>KeHus curHaryp? b. CoBnagenue ¢ adJJ0HOM COCTOSIHUS
¢. AHAJIM3 Ha OCHOBe a010Ha
HCI0JIb3yeMOr0 MPOTOKOJIa
d. OBpucTHYeCKHIi MOAX0

72. B kakom ciydyae oOHapykeHHe curHaryp 6asupyercs Ha | a. CoBmajieHue ¢ a0JIOHOM
NOMCKe (PMKCUPOBAHHOM TOCIenoBaTebHOCTH OaiiToB B | b. CoBnazenue ¢ n1abJoHOM COCTOSTHHMS
paccMaTpHUBaeMOM dJIEMEHTE TaHHBIX (HalpuMmep, B ¢. AHanM3 Ha OCHOBE IIabJIoHa
€MHUYHOM TaKeTe)? HCII0JIB3YEMOT0 MPOTOKOJIA

d. DBpuCcTHYECKNH TTOAXO

73. B kakoMm ciyqae oOHapy>XeHHE CUTHATYP ITPOUCXOIUT a. CoBmazieHue ¢ mabIoHOM
CIEYIOIIMM 00pa3oM: 10 OJHOMY TMaKeTy b. CoBnageHue ¢ madJJ0HOM COCTOSIHUS
YCTaHABJIMBAETCS! COCTOSTHHE TIOTOKA IAHHBIX, NOsIBIICHNE | C. AHAJIM3 Ha OCHOBE IIalJIoHa
JIPYToro MakeTa (WX ITaKeTOB), KOTOPHIM COOTBETCTBYET | MCIIOJIB3YEMOTO IIPOTOKOJIA
JIAHHBIM COCTOSIHUSI, CYUTAETCSI aTakon? d. OBpucTHYecKHii TOAXOT

74. B kakom ciydqae oOHapyXe€HHE CUTHATyp ITPOUCXOANT a. CoBriaieHue ¢ M1a0JI0HOM

b. CoBnanenue ¢ ma0I0HOM COCTOSHUS
C. AHAJIM3 Ha OCHOBeE I1a0JJ0HA
HCI0JIB3YeMOTr0 MPOTOKOJIA

d. DBpuCcTHYECKUI TIOAXOM
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MPOTOKOJIA, YTO TpeOyeT Oosee AeTaTbHOTO aHaIU3a.

BTOPIKEHHI 3aKIIIOYAETCS] B MAHUITYJIMPOBAHUH JAHHBIMH
TaknuM 00paszom, uToObl curaatypa COB He

75. Kakoit noixos 0OHapyXeHHUs! CUTHATypP UCTIOJIB3YeT a. CoBmnazieHue ¢ madbIo0HOM
JIOTUYECKHUe MPaBUIIa, NONTyYSHHBIE SBPUCTHIECKN? b. CoBnasieHue ¢ Ma0JI0HOM COCTOSIHUS
c. AHanu3 Ha OCHOBE IIa0JIOHA
HCTIONB3YEMOTO IIPOTOKOIIA
d. DBpuCTHYECKUI MOTX0
76. Kaxkue pazangaror Bupl CUTHaTyp? a. CurHarypsbl JKCILI0iTa
b. CurHarypsl ysi3BUMOCTH
¢. Curaarypbl aHOMAJIMil IPOTOKOJIOB
d. CurHatypbl aHamMaITHiz
77. JEUCTBUS, IPEAIPUHUMAEMBIE 3J10YMBIILIICHHUKOM, a. aTaka
MIPOTHUB KOMIIbIOTEpa (MM CETH) MOTEHIIUATIbHOM b. BTOpKEHHE
JKEPTBBI, 3TO? C. yrposa
d. ya3BUMOCTB
78. Kakue curHatypsl OMUparoTCs Ha XapaKTePUCTHKH a. CurHarypsl 3KCILI0iTa
aTaky, KOTOPBIE MO3BOJIAIOT OZHO3HAYHO b. CurHarypsl yss3BUMOCTH
UICHTU(HUINPOBATH aTaKy? c. CurHarypbl aHOMaJIH{ IIPOTOKOJIOB
79. Kakue curnaryps! onmmparoTcsi Ha 0COOEHHOCTH a. Curaarypsl SKCIIIONTa
KOHKPETHOW YSI3BUMOCTH, T.€. Ha T apaMeTphl HIIH b. CurHaryps! ysi3BUMOCTH
JIEWCTBHS, KOTOPbIE HEOOXOIMMO BBITTOIHUTD JJIS c. CurHarypbl aHOMaJIM{ IIPOTOKOJIOB
WCIIOIb30BaHMUS JAHHON YSI3BUMOCTH?
80. Kakue curnarypsl HHOTJa TPAKTYIOTCS KaK a. CurHarypsl 9KCIIIONTa
oOHapyXeHHe aHoMaIni npotokona? J{ng pa3paboTku b. CurHarypsl ys3BUMOCTH
TaKUX CUTHATYp HEOOXOJAMMO IPOBECTH aHAJIN3 c. CurHarypsl aHOMaJIHii IPOTOKOJIOB
pean3aIiy paccMaTpuBaeMoro IpoToKosia Ha
cootBercTBre RFC.
81. Hexotopsie coBpemernsie COB Henp3s OTHECTH HU K a. meroas! Data Mining
crcTeMaM OOHapY)KEHHsI CUTHATyp, HH K CHCTEMaM b. MeTOIbI TEXHOJIOTHH MOOUIbHBIX
oOHapyxeHus: aHomanuid. OHM ONUPAIOTCSl HAa HOBBIE areHToB
(vHOTIA MIX HA3BIBAIOT AJILTEPHATUBHEIE) ITOIXOJIBI K €. METOABI MOCTPOEHUSI HMMYHHBIX
obHapyxeHu1o0. Kakue moxxoapl MOXKHO OTHECTH K UHCITYy | CHCTeM
aJBTEPHATUBHBIX TTOX010B? d. npuMeHeHHe TeHeTHYeCKUX
aJITOPUTMOB
€. IPIMeHeHHe HelPOHHBIX ceTel
f. MeTobI HEHPOIMHIBUCTHYECKOTO
NIPOTPaMMHUPOBAHHUSA
82. Kakyro TeXHOJIOTHIO MOYKHO OTIPEIENIUTh KaK MpoIiece a. Texnojorusi Data Mining
oOHapykeHHs B He0OpaOOTaHHBIX IaHHBIX: - paHee b. TeXHONOTHS MOOMIIEHBIX ar€HTOB
HECU3BCCTHBIX; - HCTPUBUAJIBHBIX; - IPAKTUYCCKHU C. MECTOAbI TOCTPOCHUA NMMYHHBIX CUCTEM
ITOJIE3HBIX; - JOCTYIMHBIX HHTEPIIPETALINN 3HaHHﬁ, d. MMPUMEHCHUEC TCHETUYCCKUX AJITOPUTMOB
HEOOXOIMMBIX JUTS IPUHATHS PELICHUH B pa3IMdHbIX €. IPUMEHEeHNE HEHPOHHBIX CeTeH
cepax 4enoBeUeCKOH AeTETHHOCTH?
83. KakoBbI 0CHOBHBIE METOIBI 00X0/1a CETEBBIX CUCTEM a. cOMBaHuUe ¢ TOJKY
0OHapyXECHHUST BTOPKCHUI? b. pparmenTanus
c. mudppoBanue
d. neperpyska
€. COLMaJIbHAs HH)KEHEPHs
84. Kakoit MmeTo 06X0/1a CETEBBIX CHCTEM O0HAPYKEHUS a. cOuBaHue ¢ TOJIKY

b. pparmenranus
c. muppoBaHue
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COOTBETCTBOBAJIA MPOXOAAIIEMY NAKEeTy, KOTOPBII Obl

MHTEPIPETHPOBAJICS IPUEMHON CTOPOHOM (HampuMep,
MOCBHUIKA TTaKeTa, UCIONb3YIOLIET0 KOIUPOBAHUE, UIH

J00aBIeHNEe BCIIOMOTaTeIbHbIX CHMBOJIOB)?

d. meperpy3ka

85. Kakoit MmeTo 06Xx0/1a CETEBBIX CHCTEM O0HAPYKEHUS a. cOMBaHMUE C TONKY
BTOPKEHHH 3aKJII04aeTcsl B pa30MBKe MIaKeTa JaHHBIX HA | b. ¢pparmenTanus
(hparMeHTHI, KOTOPBIE MOXKHO TTOCIIATh B PA3IMIHOM c. mm¢ppoBaHue
Hopsake (M ¢ pasIMIHbBIMK BPEMEHHBIMH HHTEpBaaMU d. meperpyska
MEXy HUMH)?

86. Kaxkoit MmeTo 06X0/1a CETEBBIX CUCTEM OOHAPYKEHUS a. cOMBaHHUE C TOJKY
BTOP’KEHHH 3aKJIIOYAETCs B AEHCTBUSAX HAPYILIUTEINS C b. ¢pparmenrarms
LEJIbI0 IPOTUBO/ICHCTBOBATh CETEBBIM CHCTEMaM c. mugpoBanue
OoOHapy>KeHUs! aTaKk UCCIIE0BaTh MOJIE3HYI0 HAarpy3Ky d. neperpyska
nakera’?

87. Kakoit MmeTo 00Xoz1a ceTeBbIX CUCTEM 0OHAPYKEHHUS a. cOMBaHUE C TOJIKY
BTOP>KCHUH 3aKJII0YAaeTCs B MIEPETIOIHEHUN CETEBOH b. ¢pparmenrarms
CUCTEMBI OOHAPYKECHUS BTOPKCHUIT? . mu(poBaHue

d. meperpyska

88. HecaHKmoHNpOBaHHBIN BXOJ B HHPOPMALMOHHYIO a. BTOp:KeHHe
cucteMy (B pe3yabTare JeHCTBHHA, HapyIIAIOMINX b. araka
MOJIMTHKY 0€30IaCHOCTH MM OOXOIAIINX CUCTEMY C. yrposa
3aIUTHI), 3TO? d. ya3BEMOCTB

89. J171s1 XOCTOBBIX CHCTEM OOHapY)KeHHsI BTOPIKEHUH a. KOHTPOJIb PACHOJIOKEHUS 1
OOBITHO MCTIONB3YETCS KOMOMHALIUSA OOHAPYKESHUS EeJOCTHOCTH (hailioB
aHoManuil u ooHapyxenus curHaryp. OnHUM U3 b. conBaHue ¢ TOJIKYy
0CHOBHBIX JyTst X0cToBBIX COB siBNsieTCst BOMpOC: ecin C. BCTaBKAa HYJIEBOI0 3HAKA B 3aNPOC
XOCT OyZIeT CKOMIIPOMETHUPOBAH, TO KaK yAepKarh nocJie yKa3aHusi MeToa
HapyIIUTess OT MaHUITyupoBaHus ¢ aemeHTaMu COB | d. mepexBat nmpuiosKeHus
JUTSI IpEOTBpaleHust oOHapykeHus araku? Kakue €. colaibHasi UHKEHEPUS
METOJIbI JUISl 3TOTO SIBIISIIOTCS OCHOBHBIMH?

90. Kak Ha3pIBalOT reHepanuio curuana oo oOHapyKeHUH a. JI0JKHASI TPeBOTa
ataku (BTOpXKEHUs ), KOTOPOH He ObL10? b. mpormyck

C. aTaka
d. BTOp>KCHUE

91. Kak Ha3bIBaIOT NPOITYCK aTaku MM BTOP)KCHUS a. mpomyck
(OTCyTCTBHE CHTHAJIA TPEBOTH NPH HATMYHA b. noxxHas TpeBora
BTOPKeHHS)? C. YI3BUMOCTb

d. BTOpKeHnE

92. JI1st MOCTpOEHUST TAKCOHOMHHY CUCTEM OOHAPY>KEHUS a. MOIX0/ K 00HAPYKEHUIO
aTak HeoOXOMMO BhIOpAaTh KPUTEPUH, COTIIACHO b. 3amuaemas cucrema
KOTOPBIM OynieT MpoBOAUTHCS Kinaccupukanus. OnuH n3 ¢. ctpykrypa COB
MIO/IXOJIOB BEIOOpA KPUTEPUEB — ITO MOAXOJ, B KOTOPOM B | d. HCTOYHMK JAAHHBIX (ISl MPUHATUS
KayecTBE TAKUX KPUTEPHEB BHIOPAHBI THITHYHbIC pelreHus)

(yHKIMU ¥ 0COOEHHOCTH NMPOEKTUPOBAHUS U e. BpeMsl aHAJIM3a
peanu3ay cucTeM oOHapyxeHus arak. Kakue sto f. xapakTep peakuun
¢$yHKIMN? g. GiokupoBKa Tpaduka

93. Kakue BBIIEISIIOT TOX0/1bI K OOHAPYXEHHIO aTaK? a. o0Hapy:KeHHe CHTHATYP

b. o6Hapy:xeHHe aHOMaHIT
¢. THOpUIHBII MoaAXo/
d. oOHapyXeHHe BTOPKCHHMA
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MOSIBJICHUS YTPO3: OOBCKTHBHEIC (KOJIMYECTBEHHAS WIIH
KaueCTBCHHAs HEJJOCTATOYHOCTh 3JICMEHTOB CHCTEMBI) H
CYOBEKTHBHEIC (ICATEIIFHOCTh Pa3BeIbIBATEIIBHBIX
CIIY>k0 MHOCTPAaHHBIX TOCYAAPCTB, POMBIIUICHHBIN
MMAOHAX, ACATCIbHOCTh KPUMHUHAJIBHBIX U
XYJIUTaHCTBYIOIINX DJIEMEHTOB, 3JI0YMBIIILJICHHbIE
JIEHCTBUS HEMOOPOCOBECTHBIX COTPYITHUKOB CHCTEMBI).
[epeuncieHHble Pa3HOBUIHOCTH MPEATNOCHUIOK
MHTEPIPETHPYIOTCS pa3HbiM 00pa3oM. Kak Ha3biBatoT
CllelyolLyIo nHTepnperanuio: HecoBepiieHcTBO

94. Kakue BBIIEISIIOT BUIBI CUCTEM OOHapY)KEHHMs aTak? a. XOCTOBBIE
b. cereBbIe
¢. rudpuaHbIE
d. MmoOunbHBIE
95. Kakue cucteMbl 00Hapy>KeHUS BTOPKEHUH a. ceTeBbIe
OCYIIECTBIISIOT COOp M aHAIHU3 CETEBBIX MTAKETOB, HA b. xocToBBIE
OCHOBaHHHU KOTOPBIX IIPOBOAUTCS 0OHApyKeHHE? c. rubpuIHBIe
d. MmoOmBEHBIE
96. Kak Ha3pIBaIOT CETh HA yPOBHE KOMIIAHUH, B KOTOPOI a. KopnoparuBHasi cerb (MHTpaHeT)
UCTIOJIB3YIOTCS IPOrPaMMHBIE CPEACTBA, OCHOBAHHBIE HA | b. DKCcTpaHeT-ceTh
cteke npotokosio TCP/IP? c. IlonHo-CBsI3HAS CETh
d. I'nobanpHas cetb
97. HeratuBHoe Bo3/eliCTBHE HA CUCTEMY B 1I€JIOM WIIH a. OTkas
OT/ICNBHBIE €€ DIIEMEHTBI, OKa3bIBAEMOE KaKUMHU-THOO0 b. Cooit
SIBJICHUSIMH, IPOUCXO/ISIIIMMH BHYTPU CUCTEMBI HIIH BO ¢. Omnodka
BHEILIHEH cpefe, 3To? d. IToOouHOe BAUsIHUE
98. Kaxkoe mponcxoxaeHue yrpo3sl 00yCIOBIMBACTCS a. ciryJaiiHoe
3JI0yMBIIUIEHHBIMU JEHCTBUSAMU JIIONEH, b. npeanamepennoe
OCYIIECTBIIEMBIMHU B LIEJISIX PEATN3AI[MN OHOTO WIIN C. CyOBEKTHBHOE
HECKOJIBKHUX BUIOB yTpo3? d. oObexTHBHOE
99. Kakue BBIIENSIOT pa3HOBUIHOCTH MIPEIIOCHIIOK a. cIyJaiHbIe
MOSIBJICHUST YTPO3? b. npenHaMepeHHbIE
¢. cy0ObeKTHBHbIE
d. 00beKTHBHBIE
100. | OrmeuaroT ABe pa3HOBUIHOCTH NPENNOCHIIOK a. KOJINYeCTBEHHAsI HE0CTATOYHOCTh
MOSIBJICHUS YTPO3: 00bEKTUBHBIE (KOJMYECTBEHHAS HIIH b. kauecTBEHHAas HEJIOCTATOYHOCTh
KaueCTBEHHAs! HEIOCTATOYHOCTh 3JIEMEHTOB CUCTEMBI) U | C. AEATEIBHOCTh Pa3BebIBATEIILHBIX CITYKO
CyObEKTHBHBIE (JEITEIILHOCTD Pa3BeIbIBATEIEHBIX WHOCTPaHHBIX TOCYAaPCTB
CIIy0 MHOCTPaHHBIX TOCYJapCTB, IPOMBIIUICHHBINH d. IPOMBIIUIEHHBIH IITTHOHAX
MIITHOHAXK, A€ATEILHOCTh KPUMHHAIBHBIX 1 €. JICUCTBUS KpUMHUHAIIBHBIX
XYJIUTaHCTBYIOIINX 3JIEMEHTOB, 3JI0YMBIIIJICHHBIE XyJIMTaHCTBYIOIINX AJIEMEHTOB
JISWCTBHS HETOOPOCOBECTHBIX COTPYIHUKOB CHCTEMBI). f. 370yMBINITIEHHBIE IEHCTBHA
[epeuncieHHble Pa3HOBUIHOCTH MPEATIOCHUIOK HeJJ00POCOBECTHBIX COTPYAHUKOB
HHTEPIPETUPYIOTCS pa3HbIM oOpa3zoM. Kak HazpIBaroOT
CIIEAYIOIIYIO HHTepIpeTanuio: du3ndeckas HexBaTKa
OJTHOTO WJIM HECKOJIBKHX 3JIEMEHTOB CHCTEMBI 00paboTKH
JIAHHBIX, BBI3BIBAIOIIAS HAPYIIEHHS TEXHOJIOTHIECKOTO
mporecca 00paboTKH U (MJIH) TIEPETPY3Ky UMEFOIITHXCS
JJIEMEHTOB.
101. | OrmeuaroT ABe Pa3HOBUIHOCTH NPENIOCHIIOK a. KOJIMYECTBEHHAsl HEJJOCTaTOYHOCTh

b. kayecTBeHHasi HEAOCTATOYHOCTH

C. IeSITETBbHOCTh Pa3Be/IBIBATEIILHBIX CITYKO
HWHOCTPAHHBIX TOCYIapPCTB

d. IPOMBINITEHHBIN MITTHOHAXK

€. ICUCTBUSI KpUMUHAIBHBIX U
XyJAUTaHCTBYIONTNX AJIEMEHTOB

f. 3moyMBIIIIICHHBIE NeHCTBUS
HETOOPOCOBECTHBIX COTPYIHUKOB
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KOHCTPYKIIMHU (OPraHHU3aIin) SJIEMEHTOB CUCTEMBI, B
CHJLY Y€ro MOTYT TOSIBIISITHCS] BO3MOXKHOCTH JUIS
CJIly4alHOTO WJIM MPEIHAMEPEHHOTO0 HETAaTUBHOTO
BO3JICHCTBHS Ha 00pabaThIBaEMyIO WIIM XPaHUMYIO
HHPOPMAITHIO.

TIOSIBIIEHUS YTPO3: OOBEKTUBHBIEC (KOJTMYESCTBEHHAS WITH
KaueCTBEHHAs! HEJJOCTaTOYHOCTH 3JIEMEHTOB CHCTEMBI) H
CYOBEKTHBHEIC (I€ATEIIFHOCT Pa3BEIBIBATEIbHBIX
CITy>k0 MHOCTPAHHBIX TOCYAAPCTB, POMBINUICHHBIN
IIMAOHAXK, ICITCIBHOCTh KPUMHHAIBHBIX U
XYJIUTAaHCTBYIOIIMUX 3JIEMEHTOB, 3JI0yMBIIIJICHHBIE
JICHCTBUS HEJOOPOCOBECTHBIX COTPYHUKOB CUCTEMEI).

102. OTMe"aroT 1B Pa3HOBUIHOCTH IPEAIIOCHUIOK a. KOJIMYECTBEHHASI HENOCTATOYHOCTD
MOSIBIICHUS YTPO3: OOBEKTUBHBIC (KOTMIECCTBECHHAS WIN b. kauecTBEHHas HEIOCTATOYHOCTh
KaueCTBEHHAs! HEIOCTATOYHOCTh JIEMEHTOB CUCTEMBI) U | C. IeITEJILHOCTH Pa3BebIBaTeJbHbIX
CyOBEKTHBHBIE (IEATEILHOCTD Pa3BEAbIBATEIBHBIX CJIY:K0 MHOCTPAHHBIX FOCY1apCcTB
CITy0 MHOCTPaHHBIX TOCYJapCTB, IPOMBIIUICHHBIN d. TPOMBIIIIEHHBIH ITTHOHAX
HIMTHOHAXK, AEATSILHOCTh KPUMHHAIBHBIX U €. JICUCTBUSI KPUMHUHAJIbHBIX U
XyJIMTQHCTBYIOIUX 3JIEMEHTOB, 3JI0yMBIIIICHHbIE XyJIUT@HCTBYIOIIUX 3JIEMEHTOB
JIEWCTBHSI HETOOPOCOBECTHBIX COTPYIHHKOB CHCTEMBI). f. 370yMBILITIEHHBIE IEHCTBUS
[TepeuncneHHble Pa3HOBUAHOCTH MPEAIOCHIIOK HeJJ00POCOBECTHBIX COTPYAHUKOB
MHTEPIPETHPYIOTCS pa3sHbIM o0pa3oM. Kak Ha3pBatoT
crenyoulyto narepnperanuio: CrenuaibHO
opraHusyemas AesTeIbHOCTh TOCYNapCTBEHHBIX OPTaHOB,
npodeccrHoHaTbHO OPUEHTHPOBAHHBIX HA TOOBIBAaHNE
HeoOxoxnMoi nHdpopMauy BCEMH TOCTYITHBIMH
Croco0aMu U cpeicTBaMU.

103. | OrmeuaroT ABE Pa3HOBHUIHOCTH NPEAMNOCHIIOK a. KOJIMYECTBEHHAsI HEJJOCTATOYHOCTh
MOSIBJICHUS YTPO3: OOBEKTUBHBIC (KOTMIECTBECHHAS WIN b. kauecTBEHHas! HEIOCTAaTOYHOCTh
KaueCTBEHHAs! HEIOCTATOYHOCTh 3JIEMEHTOB CUCTEMBI) U | C. ACATEIBHOCTD Pa3BEIbIBATEIBHBIX CITYKO
CyObEKTHBHBIE (JIEITEIbHOCTD Pa3Be/IbIBATEIbHBIX WHOCTPaHHBIX TOCYAapCTB
ci1y0 MHOCTPaHHBIX FOCYJapPCTB, IPOMBIIIUICHHBIN d. MpoMBIIJIEHHBIH IITTHOHAXK
HIMTHOHAXK, AEATSIbHOCTh KPUMHHAIBHBIX U €. JICUCTBUSI KPUMHUHAJIbHBIX U
XYJIUTaHCTBYIOIINX DJIEMEHTOB, 3JI0YMBIIIJICHHbIE XyJIUT@HCTBYIOIINX 3JIEMEHTOB
JISUCTBHSI HEZIOOPOCOBECTHBIX COTPYIHUKOB CHCTEMBI). f. 370yMBILITIEHHBIE IEHCTBHS
[epeuncienHble pa3HOBUAHOCTH MIPEAIIOCHIIIOK HeJJ00POCOBECTHBIX COTPYAHUKOB
MHTEPIPETHPYIOTCS pa3sHbIM 00pa3oM. Kak Ha3bBaroT
CJIeLyIONIYI0 HHTepIpeTannio: HeracHas nesitensHoCTh
OpraHu3aINH (ee IpeACTaBUTENeH) 0 TOOBIBAHUIO
nH(OpMaINH, CIIEHAIFHO OXPaHIeMOH OT
HECAHKIIMOHUPOBAHHON €€ YTEUKH WY MOXUIIEHHS, a
TaKXKe 10 CO3/IaHMIO /I cebsl OIaronpusATHBIX yCIOBUH
B 1IEJISIX MOJTY4eHHs] MAKCUMaJIbHON BBITOJIBL.

104. OTMeyaroT ABe Pa3sHOBUAHOCTH MPEANOCHUIOK a. KOJIMYECTBEHHAs! HEJOCTaTOUHOCTh
MOSIBJICHUS] YTPO3: 00bEKTUBHBIE (KOJMUYECTBEHHAS HIIH b. kauecTBEHHAas HEIOCTATOYHOCTh
KaueCTBEHHAs HEJIOCTATOYHOCTh JIEMEHTOB CUCTEMBI) U | C. JACATEIBHOCTh Pa3BeIbIBATEIILHBIX CIYKO
CyObEKTHBHBIE (JeSITEIILHOCTD Pa3BEAbIBATEIbHBIX MHOCTPaHHBIX TOCYIaPCTB
ci1y0 MHOCTPaHHBIX TOCYJAPCTB, MIPOMBIIUIEHHBIN d. IpOMBIIUIEHHBIH IITTHOHAXK
MIITHOHAXK, AEATEILHOCTh KPUMHHAIBHBIX U e. 1elicTBHSI KpUMUHAJIBHBIX 1
XYJIUTaHCTBYIOIINX 3JIEMEHTOB, 3JI0YMBIIIJICHHbIE XyJHUTaHCTBYIOLIHX JJ1eMEeHTOB
JISWCTBHS HETOOPOCOBECTHBIX COTPYIHUKOB CHCTEMBI). f. 370yMBINITIEHHBIE IEHCTBHA
[epeuncienHble pa3HOBUAHOCTH MPEAIIOCHIIIOK HeJJ00POCOBECTHBIX COTPYAHUKOB
MHTEPIPETHPYIOTCS pa3sHbIM 00pa3oM. Kak Ha3bBaroT
CJIEIYIOLIYIO MHTEpIpeTaluio: XulieHne HHhopMaIun
WJIM KOMIIBIOTEPHBIX MPOrPaMM B IEJISIX HAXKHUBbI UK UX
paspyliieHHe B HHTEpecax KOHKYPEHTOB.

105. | OrmedaroT JBe pa3HOBUIHOCTH HPEIOCHUIIOK a. KOJIMYECTBEHHAs! HEJJOCTaTOYHOCTh

b. kauecTBEHHAs HEJOCTATOYHOCTD

C. IESITETHHOCTH Pa3BE/IbIBATEIIFHBIX CITY)KO
HWHOCTPAHHBIX TOCYAapPCTB

d. IPOMBINUTICHHBIN MITHOHAXK

€. IeUCTBUSI KpUMUHAJBHBIX U
XYJUTaHCTBYIOIIUX 3JIEMEHTOB

f. 3710yMBblLILIEHHBbIE 1eHCTBUS
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IlepedncneHHble pa3HOBUIHOCTH MPEIOCHIIOK
UHTEPIPETUPYIOTCS pa3HbIM 00pa3zoM. Kak HazbpIBaroT
CIEAYIOIIYIO HHTepIIpeTaluio: XulleHue (KonupoBaHue)
WY YHAYTOXXEHHE HH(POPMAIIMOHHBIX MaCCUBOB H (WJIN)
MPOTPaMM MO 3TOMCTHIECKUM HIIH KOPBICTHBIM
MOTHBaM.

HeI00POCOBECTHBIX COTPYAHHKOB

106.

Kakne mpuHIAIIEI HHPOPMAITHOHHON
TapaHTHPOBAHHOCTH PEKOMEHIYET CTPATET U
SIIETIOHUPOBAHHONW OOOPOHBI:

a. IpUMEHEeHHUe 3alUThI BO
MHOkeCTBeHHBIX MecTax. IlockonbKy
3JIOyMBILIJICHHHKH MOTYT aTaKOBaTh
CHCTEMY M3 MHOXKECTBa MeCT, BKJII0Yas
BHELIHMe M BHYTPEHHHe, OPraHU3alus
AO0JIZKHA MPUMEHSITh 3alllUTHbIE
MeXaHU3MBbI B Pa3JIMYHBIX TOYKAX,
KOTOpbIe T0JI’KHbI 00eCIeYUBATh 3ALIUTY
cereil 1 HHPPACTPYKTYPHI, 3ALUTY
TPAHHUL CeTH M TEPPUTOPHH, a TAKIKe
3aIMTY KOMIIBIOTEPHOI0 000PY10BaHN;
b. npuMeHeHue ypoBHEBO# 321U THI
NMPEANoJIaraeT yCTaHOBKY 3alHTHBIX
MEXaHH3MOB MEK1Y IOTCHIHAIbHBIM
3JI0yMBILIJICHHUKOM H LIEJIbIO;

. onpe/eJieHue yCTOHYMBOCTH
0e30MacHOCTH JOCTHTaeTCsl OLIEHKOM
3aIMTHBIX BO3MOKHOCTEH KasKA0ro
KOMIIOHEHTa HH(OPMALMOHHOM
TapaHTHPOBAHHOCTH;

d. npuMeHeHNe MHPPACTPYKTYPHI
O0Hapy:KeHUsl aTaK U BTOPKeHUH,
HCII0Ib30BAHUE METOO0B M CPEICTB
aHAJIM32 U KOPPeJANA M0JIy4aeMbIX
JaHHOW MH(PaCTPYKTYpOii pe3yJbTaTOB.

107.

Kak Ha3BIBalOT HHTPAHET-CETh, MOJKITIOYCHHYIO K
WHTEpHETY, T.€. CETh THUITAa HHTPAHET, HO CAaHKIIHOHH-
pyromas JOCTYI K ee pecypcaM OIpeaeIeHHOH
KaTeropuu InoJib3oBaresei, HaJeIeHHON
COOTBETCTBYIOIIMMU MOJITHOMOYHSAMU?

a. JKCTpaHeT-ceTh

b. 'mobanbHas ceTh

C. I/IHI[I/IBI/I}IyaJ'H)Haﬂ CETh
d. KopnioparusHas ceTb

108.

Yro u3 HIKCTIEPECYUCIICHHOTO ABJIACTCA HCTOYHUKOM
yrpo3?

a. JIIou
b. TexHnM4eckue cpeacTsa

€. MOJIeJIM, AJITOPUTMBI U IPOTPaAMMBbI
d. TexHOJIOTHYECKHE CXeMbl 00padoTKH
AAHHBIX

€. BHEIIIHsSAA cpeaa

f. MHOIITAHETHBIN pa3yM

109.

PaccmarpuBas HICTOYHUKH yIpo3, KaK ONPEAEIsIIoT
rpymnIy UCTOUHUKOB MONAJA0MIMX NO] CIeTyoLIee
OIMCaHUe: ePCOHA, TOJIb30BATENN 1 OCTOPOHHHE
JIMIIa, KOTOPBhIE MOTYT B3aMMO/ICHCTBOBATE C peCypcaMu
W TaHHBIMH OPTaHM3AI[UN HEMOCPEICTBEHHO ¢ pabodnx
MECT U yaJIeHHO, UCTIONb3YsI CETEBOE B3aMMOJICHCTBHE.

a. JIIo1u
b. TexHHYecKne cpeacTBa

C. MOJI€JIH, aJITOPUTMBI U TIPOT'PaMMBI
d. TeXHOIOTHYECKHE CXeMBI 00pabOTKH
JTAHHBIX

€. BHEIIHSAA cpefa

110.

PaccmarpuBast HCTOYHHUKH yTPO3, KaK ONPEACIISIOT
TPYIITY ACTOYHUKOB MOMAIAIOMINX TIO]] CIIEIyIOIIee
OIMKCAHKE: HEMOCPEICTBEHHO CBsI3aHHBIC ¢ 00Pa0OTKOMA,
XpaHCHHEM | Tiepeaadeit nHhopMalmu (Harpumep,
CpEeJCTBA PETUCTPAIIUH JAHHBIX, CPEJICTBA BBOJA U T.1I.),

a. JIIOIH

b. TeXHHYeCKHe CPeACTBa

C. MOJZIEJIH, aJITOPUTMBI U IIPOTrPaMMBbI
d. TexHONOTHUECKME CXEMBI 00pa0OTKH
JIAHHBIX

© ®I'bOY BO «Henl'Y»




MHMWHOBPHAVKH POCCHUH

\‘)} ®DenepaibHOE TOCYJAPCTBEHHOE OIOIKETHOE
00pa3oBaTebHOE YIPEKICHUE BBICIIETO 00OpPa30BaHUs

«Yensbunckuii rocynapcrsensiid yausepeurer» (PI'BOY BO «Uenl'Vy)

®DOHJT OLIEHOUHBIX CPECTB TSI IPOMEXYTOYHON aTTeCTaIUy [0 AUCIUILIHHE (MOIYII0) «3amuTa HHPOPMauH
(TpOBHHYTHIH ypOBEHB)» 10 HarpasieHnio moarotoBku 02.04.02 «dynnameHTansHas HHPOpPMATHKA 1 ctp. 25
nH(OpMaIMOHHBIE TEXHOIOTHI) HalpaBleHHOCTH «MHTemekTyanbHble TexHonorunmy @I'bOY BO «Uenl'V»

" BCIIOMOT'aTCIIbHBIC (HaHpI/IMep, CpcacTBa
QJICKTPONMUTAHUA, KOHAUITMOHUPOBAHUS U T.,H.).

€. BHCIIHAA Cpeaa

111. | PaccmarpuBasi HICTOYHHKH YIPO3, KaK ONpPEIesioT a. Jroau
TpYIIY HCTOYHUKOB TIONaJal0NIHX MO ClIeTyIoliee b. TexHHYECKHE CpeacTBa
OIIMCAHUE: 3Ty TPYIITy HCTOYHUKOB PACCMATPHUBAIOT KaK | €. MOJIeJIH, AJITOPUTMBI H POrPaMMbI
HEIOCTATKH! MPOCKTUPOBAHNUS, PEATH3ALNHN U d. TexHOOTHYECKHE CXEeMBI 00pabOTKH
KOH(UTYpaIin (3KCIUTyaTaIliH). JTAaHHBIX
€. BHEIIHAA cpena
112. | PaccmarpuBas HCTOYHHKH YTPO3, KaK ONPEICISIOT a. JIoan
TPYIITY HCTOYHUKOB TOTAJAIONINX MO CIIETyIomIee b. TexHHYECKHE CpencTBa
OIMCaHUE: BBIJCISIIOT PyYHbIE, HHTEPAKTHBHBIC, C. MOJIEJIH, aJITOPUTMBI U IIPOTrPAMMBbI
BHYTPUMAIINHHbIEC U CETEBbIC TEXHOJIOTUUECKUE CXEMBI d. TexHOJIOTHYECKHE CXeMbI 00PadOTKH
00paboTKH. JAHHBIX
€. BHEIIHSS cpeia
113. PaccMarpuBas HCTOYHMKY YIPO3, KaK OIPEICIISIOT a. JIIox
IPYIILy NCTOYHUKOB MOTAAA0IINX O CIEAYIOIee b. TexHHYECKHE CpeaCTBa
OTIMCAHUE: BBIACISIOT COCTOSIHIE CPe/Ibl (BO3MOXKHOCTh C. MOZIEJIH, aJITOPUTMBI U IIPOTPAMMBI
MOXKAPOB, 3eMJICTPICEHUH U T.1I.), TOOOYHBIC IITYMBI d. TexHOOTHYECKHE CXEMBI 00pabOTKH
(ocobeHHO ona-CHbIE IPH Nepeade JaHHbIX) U JTAaHHBIX
NM0OOYHbIE CUTHAJBI (HAIIPUMEp, HIEKTPOMAarHUTHOE e. BHELIHsA cpefa
W3JIyYCHHE allapaTypsl).
114. | Tlepeuncnure OCHOBHBIE IPHUUHBI yTEUKH a. HecoOJII0IeHHE TIEPCOHAIOM HOPM,
uHpopmanum. TpedOBaHU, MPaBHJI IKCILTYaTAIIMH
b. omIMOKH B IPOEKTHPOBAHUHU CHCTEMBI
M CHCTEM 3alIUThI
C. BeJleHHe IPOTUBOCTOsAIIEli CTOPOHOI
TeXHMYECKOIl H areHTypHOii pa3Benok
115. | Kakue Buasl yreuku BoiessiioT B coorBeTcTBuU ¢ [OCT | a. pasriamenune
50922-96? b. HeCAHKMOHMPOBAHHBIH J0CTYN K
uHpopmanuu
¢. moJIyYeHue 3almiaemMoii uHpopMauuu
pa3BeaKamMu
116. | Yro moHmmaetcs 1moj HECaHKIIMOHUPOBAHHBIM a. Pasrnamenue nadopmanun
JIOBE/ICHHEM 3alllMIaeMoi HH(opMaImu 10 b. HecaHKIIMOHMPOBAaHHBIH JOCTYII K
noTpeduTeNeH, He NMEIOIINX MIpaBa J0CTyMa K nHpOPMAITUH
3anumaeMoit nHpopmanuu? c. [Toryuenne 3amummaemont HHGOpMAIIH
pa3BeqKaMu
117. | Yro moHMMaeTCs TOJ HNOTyYEeHHEM 3alIUITaeMO a. HecankumoHupoBaHHbIH J0CTYIT
MHPOPMAITUH 3aMHTEPECOBAHHBIM CYOBEKTOM C b. Pasmmamenne nadopmarmn
HapyIIeHHEM YCTAaHOBJICHHBIX ITPABOBBIMHU JJOKyMeHTamu | c. [lonmydenue 3amuiaeMoi nHbpopMauu
WM cOOCTBEHHUKOM, BJIa/IeNIbIIeM HH(POPMAIUH TIpaB pa3BeaKaMu
WJIY ITPaBWJI JIOCTYTIA K 3alinIaemMoii nadopmarin?
118. Kakne MOXXHO BBIIEITHUTH 0COOCHHOCTH KOPIIOPATHBHEIX | a. IJI00aJbLHOCTH CBSI3€i
ceTel, KOTOpBIE MPEACTABIISAIOT OBBIIICHHYIO ONACHOCTE | b. MacIITaGHOCTH
JUISL BBITIOJTHEHUSI UMM CBOMX (DYHKIIMOHAJIBHBIX 3a/1a4? €. reTepOreHHoCTh
d. m3onupoBaHHOCTH
1109. C TIOMOTIBIO YeTO MOXET OCYIIECTBISATHCS MTOTyUCHHE a. TeXHHYeCKHe CpeAcTBa

3aImuIaeMon HHGOPMAITUH pa3BeIKaMu?

b. areHTYpHBIE METOIbI
C. BO3.IIIIHBIE CPEJICTBA
d. MeTopl TITyOOKOTO aHaJm3a
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120.

YTo HA3BIBAIOT COBOKYITHOCTHIO HCTOYHHKA
HH(POPMAITUH, MATEPHATBHOTO HOCHUTEIIS WIIH CPEJIbI
pacmpoCTpaHEHHsI HECYIIETO YKa3aHHYI0 HHPOPMAITHIO
CHTHaJIa U CPEACTBA BbIACICHUs HH(pOpMAIK U3
CHTHaJIa W1 HOCUTEIIS?

a. KaHaJ yTe4KHu MHpopManun
b. nHMOPMAIIMOHHBIN KaHAI
C. yA3BUMBIN KaHAJ

121.

Uro moHMMaeTcs mof «HH()OPMaIIMOHHON
6€30macHOCTBIO»?

a. 3ammimeHHocTh HHOPMaAHMH 1
NoAJdepKUBaIOLIel HHPPacTPYKTyphI OT
CJIy4aiHBIX H NPeAHAMEPEHHbIX
BO3/JeHCTBHI €CTECTBEHHOI0 WJIH
HCKYCCTBEHHOI0 XapaKTepa, YpeBaTbIX
HaHeceHHeM yliep0da BjaageablaM WU
MOJ1b30BaTeJIsIM HH(pOpMALUU U
NoAJAepKUBaOLIell HHPPaCTPYKTYPHI.
b. MckyccTBO 1 Hayka HCIOJIb30BaHHS BCEX
3JIEMEHTOB IOCY/IapCTBa B MUPHOE U
BOCHHOE BpeMsI JUIs 00eCTIE€UeHNUS 3aIUTHI
HallMOHAIIbHBIX HHTEPECOB.

c. Hayka o xompopTHOM 1
TPaBMOOE30IaCHOM B3aNMOCHCTBHI
YeJIoBeKa CO Cpeloi 0OnTaHus..

d. CocrostHne 3aMMIIEHHOCTH )KU3HEHHO-
Ba)KHBIX MHTEPECOB JINYHOCTH, OOIIECTRA,
OpraHu3zanuu, NpeAnpudaTus oT
MOTEHIIMATIBHO U PEaJbHO CYIIECTBYIOIINX
Yrpo3, Uik OTCYTCTBUE TAKUX yIPO3.

122.

Ha KaKHux ypOBHHX JOJIZKHBI HpHMeHﬂTLCH Mepm
oOecrieueHus 0e30macHOCTH?

a. 3aKOHOATe/IbHbIH

b. aAMUHHMCTpPAaTUBHBII

¢. IpoUeAYyPHBI

d. nporpaMMHO-TeXHUYeCKUM
e. OBITOBOIT

123.

Kakwe 3Tansl TOMKHEL BKITIOYATh B ¢e0s1 paOOTHI 110
00eCTeYeHNIO pexkrMa HH(POPMAIIHOHHOH 0e301MacHOCTH
opraHuzanuu?

a. onpenesaenue noautuxku Ub
(lokyMeHTBI MOJIUTHKH 0e3011aCHOCTH)
b. onpenenenue chepsnl (rpaHu)
cHCTeMBbI ypaBJieHus: HHGOPMALUOHHOI
0e30MacHOCTBIO M KOHKpeTH3auus meaeit
ee co3nanus (JJokymeHTHI,
onpeesonie rPaHULbI CUCTEMBbI)

c. oleHKa puckoB (Onucanue yrpos,
ySI3BUMOCTEil M OLleHKa BO3MOKHOT0
yiep6a)

d. ynpaBieHne puckaMu

€. BbIOOp KOHTpMep, 00ecneyrBaloMX
pexnm UB (Bei6op koHTpMep 115t
Ka:k10r0 13 yposHeii, [loctpoenne
KOMILJIEKCHOI cHCcTeMbl o0ecrnedyeHus
nBb)

f. aynut cucremsl ynpasiaenusi Ub

124.

Ha3zoBute ocHOBHBIE CBOMCTBA O0€3011aCHOCTH?

a. KOHQUIEHIHAJIBHOCTh
b. nejocTHOCTH

C. TI0CTYNHOCTh

d. HOCTOSIHHOCTE

€. PABHOMEPHOCTh

f. HerIpepHIBHOCTH
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125.

CBolicTBO 0€301aCHOCTH IPU KOTOPOM HMH(MOPMAIHs
JIOCTYTIHA TOJIBKO T€M, KTO aBTOPH30BaH JUId AOCTymHa?

a. KOHQUIEHIHAJIBHOCTh
b. 11eI0CTHOCTE

C. TOCTYIHOCTh

d. HEeOTKa3yeMoCTh

€. MOJOTYETHOCTh

f. JocTOBEpHOCTH

g. ayTeHTUYHOCTh

126.

CBolicTBO 0€30MaCHOCTH IIPH KOTOPOM TapaHTHPOBaHA
TOYHOCTB, IOJIHOTA U METOJIbI 00paboTKH nHpopmarun?

a. IeJIOCTHOCTD

b. koH(pHACHITHATEHOCTD
C. TOCTYIHOCTh

d. HeoTkazyemocTb

€. NOJAOTYETHOCTD

f. nocroBepHOCTH

g. QyTeHTUYHOCTh

127.

CBOHCTBO 0€30MaCHOCTH IIPH KOTOPOM MH(GOPMAIHs 1
aCcCOLMUPOBaHHbBIC O0BEKTHI JOCTYITHEI 110 TPEOOBaHHUIO
ABTOPU30BAHHBIX MOJIB30BATENICH?

a. IOCTYNTHOCTH
b. koHpHACHITHATEHOCTD
C. IEIOCTHOCTh

d. HeoTkazyeMoCTh

€. IOJOTYETHOCTD

f. nocToBepHOCTH

g. ayTeHTUYHOCTD

128.

YT0 Ha3BIBAIOT IUIAHOM BBICOKOTO YPOBHS, B KOTOPOM
OIMMMCBIBAOTCA ILICJIN U 3aa4U OpraHu3alu, a TaKxXe
MeporpusThs B chepe odecrieueHus 6e30macHOCTU?

a. IlosmTuka nHopmannoHHOM
0e3onacHoCcTH

b. Mogens yrpo3

c. [Nonoxxenue o KOHPpHUACHIATBHON
nHpOPMAIUH

d. Konnenus 6e30macHocTH

129.

Kak na3eiBarot J'HO6yIO XapaKTECPUCTUKY, UCITIOJIb30BAHUC
KOTOpOﬁ HAPYHIIUTEIIEM MOKET NPUBECTU K pEaJIM3allun

yrpo3si?

a. yI3BUMOCTb MH(POPMALIUOHHOM
CHCTEMBI

b. yrpoza uaopManmoHHO# cucTeMe

C. pUCK 0e30MacHOCTH HH(POPMALIMOHHON
CHCTEMBI

130.

Kakue paszensl MOKET BKIIIOYATh B Ce0sI peaibHast
MOJIUTHKA 0€30MaCHOCTH OpTaHU3aIUH?

a. o01IMe MMOJI0KEHHU s

b. nouTUKA ynpaBJieHUs] APOJIIMH

¢. naeHTU(pUKAUMS NMoJIb3oBaTeeil

d. moJiHOMOYHS IOJIL30BaTEIeH

e. 3a1uTa HHGOPMAIMOHHBIX PeCypcoB
OPraHM3alMu 0T KOMIIbIOTEPHBIX
BHPYCOB

f. npaBUIa yCTaHOBKYU M KOHTPOJIS
ceTeBBIX COeINHeHnit

g. MPaBUJIA MOJUTHKHA 0€30MACHOCTH MO
padoTe ¢ CHCTeMOii 3JIeKTPOHHOM MOYTHI
h. npaBuia o6ecneyenust 6e30MaACHOCTH
HHPOPMALHOHHBIX PECYPCOB

i. 00s13aHHOCTH MoJIb30BaTeJIel Mo
BBINOJTHEHH IO MPABUJ MOJUTHKH
0e30MacHOCTH

131

Kakwue TUIIBI ceTeBBIX TIEPUMETPOB MOXKHO BBIZ[CIII/ITB?

a. BHEIHMI
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b. BHyTpeHHUii
C. KOJbLIEBOU
d. dpenepanbublii

(dbynkUM, 3107

132. | Kakoii ceTeBoii nepuMeTp HACHTH(PUIUPYET TOUKY a. BHemnHuii cereBoii mepumerp
pasaesieHust MeXy YCTpOHCTBaMH, KOTOPbIE b. BHyTpeHHuii ceTeBoi mepuMeTp
KOHTPOJIUPYIOTCS, U TEMHU, KOTOPBIE HE c¢. TeppuTopuanbHblil ceTeBON NEPUMETP
KOHTPOJIUPYIOTCS? d. Uepapxudeckuii ceTeBoi epuMeTp

133. | Kakoii Tum ceteBoro nepuMeTpa MpeacTaBisieT coOoH a. BHyTpeHHuii ceTeBoii mepuMeTp
JOTIOJIHUTEINIBHBIE TPAHUIIBL, B KOTOPBIX Pa3MeNIaloTcs b. BHewHwit ceteBoil nepumerp
JIpyrue MexaHu3MBbl 6€30IaCHOCTH, Takue Kak MO u c¢. TeppuropuanbHblil cETEBOM IIEPUMETP
(unbTpyIOIIe MapIpyTH3aTOPbI? d. Uepapxuueckuii ceTeBoii nepumerp

134. Kak Ha3pIBalOT CETH BHYTPHU CETEBOTO MEpUMETPA, HAJ a. J0BepeHHbIE CETH
KOTOPBIMH CHELUAIHCTB OPraHU3aluy UMEIOT ITOJIHbIH b. HeJOBEpEHHBIE CETH
aJIMUHUCTPATUBHBIA KOHTPOJIB? C. IGMUIIUTapU30BaHHas 30Ha

d. s1IenoHMpOBaHHbBIC CETH

135. | Kak Ha3bIBaloTCS CETH, KOTOPBIE HAXOMATCS BHE a. Hel0OBepeHHbIE CETH
YCTaHOBJICHHOTO CETEBOTO MEPHMETPa M HaXOIAIIHECs b. TOBepeHHbIE CETH
BHE KOHTPOJIA? C. AEMHJINTAapU30BaHHAs 30Ha

d. sIIenoHHpoOBaHHBIC CETH

136. | Kak Ha3pIBaeTcs 00JIacTh BHEIIHETO IIEPUMETPaA B a. IeMIJIUTAPU30BAHHAS 30HA
KOTOPOIi CepBepbl, OTBEYAIOLINE Ha 3allPOCHI U3 BHELIHEH | b. HeloBepeHHas ceTh
CeTH, OTPaHUYCHBI B IOCTYIIE K OCHOBHBIM CErMEHTaM C. IOBEpEHHas CeTh
BHYTPEHHET0 epHMETpa CETH, C LEIIbIO d. smenonupoBaHHas ceTh
MHHHUMH3HPOBATH yIIEpO, IPH B3JIOME OIHOTO U3
00IIEIOCTYITHBIX CEPBUCOB?

137. | Yro moHMMAETCsS MO MPAKTHYECKOW CTpareruei a. JuIeJIOHUPOBaHHAs 000pOHA
JIOCTHXKEHUsI THPOPMALIMOHHOM IrapaHTHPOBAHHOCTH B b. TeppuropuansHas o6opoHa
ceTeBOM 000pyHoBaHUU? (3Ta CTpATEerHs NPEACTABIACT c. l'ocynapcrBenHas o6opoHa
co0oii 6aaHC MEKAY CBOHCTBAMU 3aIUTHI U d. Bpaxeckas o6opoHa
CTOUMOCTBIO, TIPOM3BOJUTEIBHOCTBIO H
(YHKLIMOHAIBHBIMU XapaKTEPUCTUKAMH)

138. | Kak Ha3bIBalOT MOTEHIMAIBHO BO3MOXKHOE COOBITHE, a. yrpo3a ungopMannoHHo¥ cucreme
JIeWCTBHE, MIPOLIECC W SIBJICHUE, KOTOPOE MOXKET b. ys13BUMOCTH HH()OPMAITMOHHOM CHCTEMBI
BBI3BaTh HaHECEHNUE yliepoa (MaTepHaIbHOTO, C. pucK 0e301acHOCTH HH(POPMAMOHHOM
MOPaJIbHOTO MJIM HHOTO) PeCypcaM CUCTEMbI? CHCTEMBI

139. Kaxkoe npoucxoxienue yrpo3 o0ycaaBinBaeTcs a. ciayvaiiHoe
CIIOHTAHHBIMHU M HE 3aBHCAIINMH OT BOJIH JIFO/EH b. npenHaMepeHHOe
00CTOSITENILCTBAMHU, BO3HUKAIOIIUMU B CUCTEME C. CyObEKTUBHOE
00paboTKH TaHHBIX B Mpoliecce ee GyHKIHOHUpoBaHusA? | d. 0ObeKTUBHOE

140. | Hapymenue paboTocriocOOHOCTH KaKOT0-JIM00 a. OTka3
3JIEMEHTa CHCTEMBI, IIPUBOJIAIEE K HEBO3MOXKHOCTH b. Cooit
BBITIOJIHEHHSI UM OCHOBHBIX CBOMX (DyHKIIMH, 3TO? c. Ommbka

d. [To6ouynoe BiusTHHIE

141. | BpemeHHOe HapylIeHHE pabOTOCIOCOOHOCTH KaKoro- a. Orkas
JTU00 3JIEMEHTa CUCTEMBI, CIEICTBUEM Yero MoxeT ObITh | b. COoit
HENPaBHILHOE BBIIIOJIHEHHE UM B 3TOT MOMEHT CBOCH ¢. Ommbka

d. [ToGouHOE BAUSIHKE
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142. | HenpasuibHoe (pa3oBO€ MM CHCTEMAaTHIECKOE) a. Otkas
BBITIOJIHEHHE JIEMEHTOM OJIHOM MITH HECKOJIBKHX b. Cooit
(yHKIMH, poucxosiee BleACcTBIE crieruduieckoro | ¢. Omuodka
(TIOCTOSTHHOTO MJTM BPEMEHHOT'0) €r0 COCTOSIHUSL, 3TO? d. ITo6ouynoe BnusiHHIE

143. | Kak Ha3bpIBaeTCs MOAKIIOYEHUE, YCTAHOBIEHHOE 110 a. BupryaJbHble YacTHBIE CeTH
CYIIECTBYIOIIEH 00IIe10CTyTHONW HHPpacTpyKType 1 b. YmanenHO€ OAKITIOUEHIE
UCTIONB3YIoIIee MU(PPOBaHNE U ayTEHTU(DHKAIIIIO IS c. [Tupurrossie cetn
obecniedeHns1 6€30IIaCHOCTH coAepkaHus nepenaBaeMbix | d. aitmooOMeHHas ceTh
MaKkeToB?

144. | Kak Ha3bpIBaeTCS PEXKUM MOJKIIOUCHHUS 110 ITPOTOKOIY a. TPAHCHOPTHBIH PesKuM
IPSec, npu KOTOPOM KCIONIB3YeTCs (POpMa CBSI3U TUIIA b. TyHHENBHBIN
y3el-y3el, Iie IpUMeHseTcsl IH(POBAHUE TOJIBKO C. CTaTHYHBIN
coJiep KaTebHON yacTu nakera? 1ot pexxum VPN d. nuHaMUYHBIH
yIA0OHO HCIOIB30BaTh IS 3alIM()POBAHHON CBA3H €. MOHOJIUTHBIN
MEXy y3JIaMU OJJHO! CETH.

145. Kak Ha3pIBaeTCs peKUM MOIKIIOUSHHS MO IPOTOKOITY a. pesKUM TYHHEIUPOBaHUS
IPSec, koTOpBIil IpUMeEHseTCs IPU CO3aHuU b. TpaHCTIOPTHBII pexUM
OomnpmmHCcTBa VPN, moToMy 9TO OH mU(pPYyeT BeCh C. CTAaTUYHBIN
OpUTMHAJIbHBIN nakeT? J[aHHBIN peXUM MOXKET d. nTMHAMUYHBIN
MPUMEHSATHCS JUI OpPTaHN3aluy CBSA3U THIIA y3el-y3ed, €. MOHOJINTHBIN
Y3€J-IIUTI03 WJIH IITI03-IITIO3.

146. | Kak Ha3bpIBaeTcs cTaHAapTHHIN npoTtokou [Psec, a. IKE (Internet Key Exchange)
UCIIOJIE3YEeMBI 1T 00eciedeHus 0e30macHOCTH b. SPD (Security Policy Database)
B3aMMOJICHCTBHSI B BUPTYaIbHBIX YACTHBIX ceTax? Ero ¢. SAD (Security Association Database)
MpeHa3HaYeHNe — 3alUIEHHOE COTIaCOBaHUE U d. SPI (Security Parameter Index)
JIOCTaBKa UJICHTU(HUIMPOBAHHOTO MaTepHaa Jyis
accoranuu 6ezomnacHocTH (SA).

147. | YcranopneHue 6€30IIACHOTO COSAMHEHNS HAYMHACTCS C | a. B 0a3e JaHHBIX MOJUTHKH
(hopmupoBaHus accounarmu obdecredeHus o6ezonacHoctr | de3omacHocTH (Security Policy Database,
(Security Association, SA) Mex1y IBYMs SPD)
cooOmaromumMucs ctoponamu. [Ipexne yem b. B 06a3e 1aHHBIX acconnanuy odecTeueHus
JIOTOBApUBATHCS 00 acCONUAINH 00eCTICYCHUS 6e3omacHocTH (Security Association
0€e301IacHOCTH, HEOOXOMMO JIOKAJIBHOE Database, SAD)
KOH(HTI'ypHUpOBaHHe >JIeMeHTOB mpoTtokona IPSec, C. B BUJIC YHUKQJILHOTO WHJIEKCA IIapaMeTpa
KOTOpBIE IaHHBIN MAapTHEP COOMPAeTCsl MOAEPIKUBATD. obecrieuenns Ge3onacHoctH (Security
I'ne xpaHaTcs 5TH mapamMeTpbl HACTPOMKHU? Parameter Index, SPI)

148. Ha kakoii haze nporokona IKE ynaneHHsrit a. Ha nepBoi Paze
MOJIL30BaTeNhb HAYMHAET CEaHC CO MUTFO30BBIM b. Ha BTOpOI1 paze
ycTtpoiictBom VPN? Dra (haza BemoHseT B¢ QYHKIWK: | C. HA TpeThel (asze
ayTeHTU(HUKANNIO yIAJCHHOTO T0JIb30BaTeNs 1 0OMeH d. Ha yetBepTOi (haze
nHpOpMaIre 00 OTKPHITHIX KITFOUax.

149, B mepBoii aze mpu oOMeHe ayTeHTUDUKAITUOHHON a. OCHOBHOI1
uHdopmaiue 1 napamMeTpamu O€30MaCHOCTH MOTYT b. arpeccuBHbI
MCIIOJIb30BaThCS HECKOJIBKO PEXKUMOB. Pazimuuus Mexty | . TpaHCHOPTHBIH
HUMH 3aKJII0YaIOTCS B KOJIMUECTBE CETEBBIX ITAKETOB, d. TyHHENBHBIH
KOTOPHIMH OOMEHHUBAIOTCSI CTOPOHBI, U BO BpEMEHH, 32
KOTOpOE T'€HEpPUPYETCsl OTKPBITHIN Kimtod. HazoBute atn
PEKHIMBIL.

150. | Ha xakoii ¢aze npotoxona IKE cornacoBbiBatoTcs a. Ha nepBoH (aze
KOHKPETHBIEC TapaMeTPHI aCCOIMAIINH 00eceUeHHS b. Ha BTOpOIi (haze
6e3omacuoctu [PSec? [Tocie 3aBepmieHwust 3Toi (hasbl C. Ha TpeTheit (asze
dhopmupyeTcs accoruanys odecredeHus 6€30MacHOCTH d. Ha yeTBepTOH (haze
(SA) 1 mosp30BaTeNb MOyYaeT moaKIodeHe kK VPN,

151. Kaxkoil mpoToko1 MO’KHO OTHECTH K NpoTokony VPN a. SSL/TLS (Secure Socket
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TPAHCHOPTHOTO YPOBHSA?

Layer/Transport Layer Security)

b. IPSec (IPSec Protocol Suite)

c. PPTP (Point-to-point Tunneling Protocol)
d. L2TP (Layer Two Tunneling Protocol)

KaHaJHbHOM ypOBHE?

152. | Jlns opraHu3anyy 3alIMIIEHHBIX CBA3€i HEOOXOANMO a. TeHepanuIo
NpUMEHEeHNE MHU(POBAHNUS, KOTOPOE, B CBOIO O4YEPEab, b. npoBepky
TpebyeT HaJIM4aus y MOIb30BATENS KITF04Ya MU(PPOBAHUS. €. pacnpocTpaHeHue
[Ipn 3TOM BO3HMKAET IIpOOIEMa YIPaBICHUS KIFOYaMHU. d. ucrnosib30BaHne
Kakue 3amadn Britouaercst B ce0s JaHHas mpoodnema? e. XpaHeHHne
f. pezepBUpoBaHue
g. 00HOBJIeHHE
h. yHnuToxkenune kirodei
i. ycTaHOB/IeHUEe BpeMeHH KU3HM KJI104a
153. Kak Ha3bpIBaeTCsl BBIMYIIEHHBIH YIOCTOBEPSIOIINM a. nuposoii ceprupuKar
LEHTPOM 3JICKTPOHHBIN UM [I€YATHBIN JOKYMEHT, b. ki1r04 WM poBaHus
MOATBEP)KAAIOIINN TPUHAUICKHOCTD BIIaEIIbITY C. OTKPBITHIN KJIIOY
OTKPBITOTO KJIFOUa WJIN KaKUX-TH00 aTpuOyToB? d. 3aKpBITHII KITHOY
154. Ha xakue 0CHOBHBIX TUIA MOYHO MOIPA3IEINUTh 110 a. y3eJj-y3eJ (host-to-host)
koH(puryparmmu VPN? b. y3en-muio3 (host-to-gateway)
¢. IJII03-1II03 (gateway-to-gateway)
155. Kaxoit Tunm VPN M0HO HUCTIONB30BaTh JIs a. y3eJj-y3eJ (host-to-host)
OpraHu3aliy KaHajla CBsI3U MPOXOISIIEro yepes b. y3ea-uuio3 (host-to-gateway)
WNnuTepuer? ¢. IJTI03-1ILTI03 (gateway-to-gateway)
156. Kak Ha3bpIBaeTCs MpoIecc NHKATICY/ISIMU OXHOTO THIIA a. TYHHeJIUPOBaHHe
IMAKETOB BHYTPH APYroro B LEJIAX MMOTyYEHHUS b. mmdposanue
HEKOTOPOTO MPEUMYIIIeCTBA IIPH TPAHCIIOPTUPOBKE? C. ayTeHTU(UKALUS
d. mponece coenHeHNA
157. Kakne MoxxHO oTMeTHTB HeocTatku VPN? a. HAKJIaJHble pacxoabl 00padoTKU
AAHHBIX
b. makeTHbIe HAKJIATHbIE PACXOABI
¢. Mpo0/1eMbl pean3anum, CBsI3aHHbIE C
NpUMeHEeHHEM TPAHCISIIHMY CeTeBBIX
aapecoB ajs VPN, ¢ pazmepom
MaKCHMMAaJIbHOro 0JI0Ka Mepeaayn
JAAHHBIX
d. npodaemMbl ynpaBJieHHs] U OMCKA
KOH()JIMKTOB
e. mpo0ieMbl ¢ PyHKIHOHUPOBAHUEM
CeTeBbIX CHCTEM 00HAPYKEeHH
BTOP KeHUI
f. HapyleHne KOH(UAEHINAIEHOCTH
nHdopmaru
158. | Kakue nporokoisl peamuzanuu VPN cymecTByor Ha a. MPOTOKOJI TYHHEeJIMPOBAHMS THIA

«Touyka-Touka» (Point-to-point Tunneling
Protocol, PPTP)

b. NpoTOKO0J TYHHEJIHPOBAHUS BTOPOI0
ypoBHs (Layer Two Tunneling Protocol,
L2TP)

¢. HabOp MPOTOKOJIOB JIJIsl OOECIICUSHUS
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3aIIUTHI JaHHBIX, IEPEAaBaCMBbIX 110
MesxcereBoMy npotokodiy IP (IP Security,
IPSec)

d. Kpunrorpadguyeckuii mpoToKos, KOTOPBIHA
obecrieyrBaeT yCTaHOBIICHHE OE30IIaCHOTO
COEAMHEHUS MEXIY KIIHEHTOM U CEPBEPOM
(Secure Sockets Layer, SSL)

159.

B kakue 3Tansl MpoucxoauT GopMHUPOBAHHE
3aIMIIEHHOTO KaHana?

a. YCTAHOBJICHHME COeIMHEHNsI KJIMEeHTa ¢
cepBepoOM yAAJIEeHHOI0 10CTyIa

b. ayreHTHQUKANNSA 10J1B30BATEISA

¢. KOH(pUTrypupoBaHue 3alIMIIEHHOTO
TYHHeJIsI

d. onerka 3 HpeKTHBHOCTH 3aIUIIEHHOTO
TYHHEIS

€. aHau3 00bEKTOB 3aIUTHI

160.

Kaxk HazpiBaeTcss HAOOp MPOTOKOJIOB AJIsl OOECTICUCHHUS
3aIINUTHI JaHHBIX, TIEPEAABAEMBIX 110 MEKCETECBOMY
npotokony IP? OH no3BoJseT OCYyIIECTBIATh
MOATBEP)KICHUE MOATMHHOCTH W/WiH mndposanue [P-
MIAaKETOB, & TAKXKE BKJIIOYACT B c€0SI IPOTOKOIIBI [T
3amMIIEHHOTO 0OMEeHa Kiodyamu B cetd MIHTepHeT.

a. [PSec (IPSec Protocol Suite)

b. PPTP (Point-to-point Tunneling Protocol)
c. L2TP (Layer Two Tunneling Protocol)

d. SSL (Secure Sockets Layer)

161.

Kakuie 0CHOBHBIE PEKUMBI HMEET MOAKITIOYCHHUE T10
npotokoiry IPSec?

a. TPAHCIIOPTHBII
b. TyHHebHBII

C. CTaTUYHBIN

d. muHAMUYHBIT

€. MOHOJIUTHBIN

162.

Yro Oopranu3anus HCHUT U XO4YET 3aIlII/ITI/ITI)?

a. Pecypcnl

b. Yects

. YA3BUMOCTH

d. KonTpomns 6ezomacHocTH

163.

B mpornecce naeHTHPUKANNN YI3BUMOCTEH, KaKue
MOTYT IIPUMEHATHCS TIOKYMEHTHPOBAHHBIC HCTOUHUKHU
JTAHHBIX TI0 YSI3BUMOCTSIM?

a. pe3yJIbTaThl NPeIbIIyIIUX OIIEHOK
pHCKa

b. oruersl aynura UT cucreMsl, 0T4ETHI 0
CHCTEMHBIX AHOMAJIMSAX, OTYETHI €
0030paMu 6e30MaACHOCTH, OTYETHI
CHCTEMHBIX TeCTaxX U OlleHKaX

C. CIUCKH ysI3BUMOCTeii, Hanpumep, u3
0a3 JaHHBIX YA3BUMOCTEMH

d. unpopManMOHHbIE OKJIJIETEHH 10
Oe3onacHocTH

e. HHOPMALHOHHbIE 0K0JUIETeHH
HM3rOoTOBUTEIEH

f. KoMMepYecKkHe KOMIIAHUH,
BbINOJIHSIIOIHE PYHKUMHT
HH(OPMALMOHHOTO ayTIuTa 6e30NMaCHOCTH
g. aHaJu3 6e3omacHocTH cucremuoro IO
h. TecTupoBaHMe cuCTeMHOM
0e30macHOCTH

1. IUTEpaTypa

164.

J71s1 oLIeHKM peanbHOTr0 HAIMYUS YSI3BUMOCTEH MOTYT
MIPUMEHSITHCS METO/Ibl TECTUPOBAHUS (BKIIOUAs

a. cpeJcTBa aBTOMaTHYeCKOro
CKAHHUPOBAHUS YA3BHMOCTeil
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CHCTEMHOE TECTHPOBAHHUE) ISl HACHTU(DHKALUH
CHUCTEMHBIX YSI3BUMOCTEH B 3aBUCUMOCTH OT
kputugHocTH UT cucteMsl U AOCTYNHBIX pecypcoB. UTo
BKJIFOYAIOT B €01 METOIbI TECTHPOBAHUS?

b. TecThI 1 OLEHKA 0€30MaCHOCTH
C. TeCThI HA MPOHNKHOBEHHE

d. cpencta ymanieHHOTO
aJIMAHUCTPUPOBAHUS

oreHka ypoBHs pucka UT cucrempr?

165. | Yro mcnone3yeTcs Al CKAHUPOBAHUS IPYIIT XOCTOB a. cpecTBa AaBTOMATHYECKOI0
WU CETH Ha U3BECTHBIC YSI3BUMBIC CIIY>KObI? CKaHMPOBaHMA YSI3BUMOCTeM
Heo6xoanmo 3aMeTHTh, YTO HEKOTOPBIE MOTCHIMANBHBIE | b. TECTHI M OLIEHKA O€30IIaCHOCTH
YA3BHMOCTH, ONPE/ICIICHHBIE TAKUM aBTOMaTHIECKUM C. TECTBI HA IPOHUKHOBEHHUE
CPE/ICTBOM, MOTYT HE NPEICTABIATh PEaTbHBIX
YA3BHMOCTEH B KOHTEKCTE PEaJbHOTO CUCTEMHOTO
000pyIOBaHUs OpTaHU3aAIUY.
166. | Uro MOxeT OBITh HCHOJIB30BAHO JUIS UICHTU(DHUKAIIN a. CpeJICTBa aBTOMAaTHYECKOTO
YA3BHMOCTEH BO BpeMsl Ipoliecca OLEHKH prucka? CKaHUPOBAHUsI yA3BUMOCTEN
b. TecThI M OlleHKa Ge30NMaCHOCTH
C. TCCThl HA IPOHUKHOBCHHUC
167. | Uro MOXET MCIONB30BaThCs /IS OLEHKH KOHTPOJIS a. CPEACTBAa aBTOMATHYECKOTO
6€301acHOCTH ¥ YBEPEHHOCTH B TOM, UTO PA3IHIHBIC CKaHMUPOBAHUS yA3BUMOCTEH
acriextsl T cucremsl 3amuimneHs!? b. TecTsI 1 oLIeHKa 6E301IaCHOCTH
. TeCThI HA IPOHUKHOBEHHE
168. | Ilenbio Kakoro mrara OLCHKH PUCKA SBIISCTCS aHAIN3 a. XapaKTepUCTUKA CHCTEMBI
MPUMEHSEMBIX WIN IJIAHUPYEMBIX K TPUMEHEHHIO b. npenTnduranys yrpos
CPEJICTB 3alUTHI (KOHTPOJISI) B OPTaHU3AINH IS C. uACHTUUKAIMS YSI3BUMOCTEH
MUHUMU3aLUU WIA YyCTPAHEHUS BEPOSITHOCTU d. aHAJIU3 CPeICTB 3alUTHI (KOHTPOJIS)
YSA3BHMOCTH, PeaIn3yeMOil HCTOYHUKOM yrpo3? €. oIpeiesieHre BEepOsITHOCTEH
(pamXKupoBaHUE YACTOT MOSBICHUS)
f. aHanu3 BIUsSHUA
g. onpe/iesieHne pucka
h. pekomeHmaIMK IO CPEACTBAM 3aAIUTHI
(KOHTpOITIO)
1. pe3yJbTHPYIOIIAs JOKyMCHTALHS
169. | Ilens kakoro mara OLEHKH PUCKa COCTOUT B a. XapaKTepHCTHKA CHCTEMBI
OTIpeeIeHNH HeXeIaTeIbHOTO BIMSHUS yCIICITHOM b. nrenTnduranys yrpos
peanu3a-nuu ysi3BUMOCTEH yrpo3aMu? C. NICHTU(UKALMS YI3BUMOCTEN
d. aHanmu3 cpencTB 3amuTHl (KOHTPOJIS)
€. OIIpe/ieTIEHUE BEPOATHOCTEM
(pamKupoBaHUE YACTOT TOSIBIICHUS)
f. ananu3 BAIUAHUSA
g. ompe/iesieHne pucka
h. pexoMeHIalMu 10 CPEeICTBAM 3aIHUThI
(xoHTpOITIO)
1. pe3yJbTHPYIOIIAs JOKyMEHTALHS
170. | Ilpu nmpoBeneHMM aHaJM3a BIMUSHUS 1€ COCTOUT B a. MUCCHSI CHICTeMBlI (T.e. Mpomecchl,
OTIpeIeIeHNH HeXeIaTeIbHOTO BIMSIHUS YCIICITHOM ocymectBiasiembie T cucremoii)
peanuzanuy ys3BUMocTel yrpozamu. Kakyro b. KPUTHYHOCTH CHCTEMBI M IAHHBIX (T.e€.
nH(OpMAIHIO HEOOXOAUMO MOMYHUTH AJISl TOT0? 3HAYeHHe WU BaKHOCTb CHCTEMBbI /ISl
OpraHu3amnumn)
€. YYBCTBUTEJbHOCTh CHCTEMbI U JAHHBIX
d. nuadOpMAaIUs 00 aHATOTHYHBIX CHCTEMax
171. Ha3nayenneM Kakoro miara OIeHKH PUCKA SBISIETCS a. XapaKTepUCTHUKA CHCTEMBbI

b. nneHTHUKAINSA YTPO3
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ctp. 33

C. MACHTU(UKAIMS YSI3BUMOCTCH

d. aHamu3 cpecTB 3amuUThl (KOHTPOJIS)
€. olpeNieIeHHe BEPOATHOCTEH
(paH>KupOBaHUE YACTOT MOSBICHUS)

f. ananm3 BiIMAHUSA

g. onpeeeHue PpUCKa

h. pexomenmanmy Mo cpeaCcTBaM 3aIIUTHI
(KoHTpOITIO)

1. pe3ynpTHPYIOMAst JOKyMEHTAIIHS

6e30macHOCTH MHPOPMAIIMOHHBIX CHCTEM?

172. Ha ocHOBe 4ero BEIOMPArOTCs CPEACTBA 3aIUTHI a. MaTpHUbI YPOBHell pucka
(KOHTpOJIS), KOTOPBIE MOT'YT YMEHBIINTh WM YCTPAHUTh | b. pe3yabTaTtoB HICHTU(QHKAIIMN YIPO3
UICHTU(ULIMPOBAHHBIH PUCK? C. pe3yJIbTaTOB UACHTH()HUKAIINN

YSI3BUMOCTEHN
d. ananu3za BausAHUS

173. Kak Ha3pIBalOT MOTEHIINATBHYIO IPUUUHY a. Yrpoza
HEXXEJNaTeTFHOTO COOBITHS, KOTOPOE MOXKET HAHECTH b. Ya3BumocTh
ymep0 opraHu3anuy 1 ee o0beKTam? c. Puck 6e3omacrocTH

d. Pecypc
174. | TlocpemcTBOM MPUMEHEHUS KAKHMX OMEPAIH MOXKHO a. IPUHATHE PUCKA
JIOCTUTHYTh YMEHBILEHUS pUCKa? b. yk/ioHeHHE OT puCcKa
C. OrpaHMYeHHe PUCKA
d. iIaHMpoBaHMe pUCKA
€. MCCJIeI0BAHMSA M NMOATBEPHKICHHUA
f. nepenaya pucka

175. | TlocpencTBOM Uero opraHu3alis MOXKET MOTYIUTh a. ylajeHusl HeKOTOPBIX CHCTEMHBIX

JIOTTYCTUMBINA OCTaTOYHBIA PUCK? ysa3BuMocTeil (1edekToB U caadocreii)
IyTeM YMeHbIIEHUs] YMCJIa BO3MOKHbIX
Nap UCTOYHUK YIrPO3bl—YysI3BUMOCTH
b. 1o0aBJIeHNA clIEIHATIBHBIX
HalleJIEHHBIX CPEACTB AJsl YMeHbIIeHUs
CIOCOOHOCTH M MOTHBALMYU UCTOYHMKA
yrpos
C. YMEHbIIEHHS BeJTHYMHBI
HeKeJIATeJIbHOI0 BJAMSIHUA

176. Kaxk Ha3bIBatOT CUCTEMHBIN MpOLIeCC MOTYyYEHUS U a. Ayiut uH(pOPMALMOHHOM CHCTEMBbI
OIIEHKH OOBEKTHBHBIX JAHHBIX O TEKYIIEM COCTOSHUN b. Tect Ha MPOHNUKHOBEHUE
CUCTEMBI (TEXHOJIOTHH), TEHCTBHUAX U COOBITHSIX, c. BHyTpenHuii aynur
MIPOMCXOIAIINX B HEll, KOTOPHI ycTaHaBNHUBaeT yposeHb | d. Bremrmnwmit aynut
UX COOTBETCTBHSI ONPENEIEHHOMY KPUTEPHIO U
MPEAOCTABIISET PE3YIIBTATHI 3aKA3UUKY?

177. | Ilepeumcnure oCHOBHbIE HH()OPMALIMOHHBIE aKTUBBI a. uaen
opraHuzanuu? b. 3Hanus

C. IPOEKTHI
d. pe3yJabTaThl BHYTPEHHHMX
o0ce10BaHUI

178. Ha xakue BUIbI MOKHO MOAPA3AEIUTh ayAUT a. BHEIIHMiI ayquT

b. BHyTpeHHUIi aynut
C. KBapTaJIbHBIN ayJIuT
d. ce30HHBI aymuT
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179. | Kakoi Bug ayanuTa UCTIONB3YETCS ISl IPOBEICHUS BHE a. BHEIIHMI{ ayTuT
OpraHM3alM{ U, KaK IIPaBUIIO, CIICIIHAIN3UPOBAHHBIMU b. BHyTpeHHUI ayauT
OpraHH3alsIMH, 3aHUMAIOIMMUCS ayAUTOM C. KBapTaJIbHBIHA ayIuT
nH(pOpMaIMOHHO O6e30macHOCTH? d. ce3oHHBIN aymuT
180. | Yro oTHOCHTCS K OCHOBHBIM KOMIIOHCHTaM a. MesKceTeBbIe IKPAHBI
6e30macHOCTH, KOMOWHALIMS KOTOPBIX 00eCIIeunBacT b. cucTeMbl 00HAPYKEHUS BTOPIKEHU M
3aIIUTY OT aTaK Ha IIeJ0CTHOCTh, KOHQUICHINAILHOCTE | €. CPeACTBA KOHTPOJISI HEJIOCTHOCTH
Y JOCTYITHOCTB? d. cpeacTBa NpoBepKH COEPKMUMOTO
e. CKaHepbl
f. cpencTBa KOHTPOJIA KOHGUTypanmii
g. cpelIcTBAa KOHTPOJISA 10CTyna U
ayTeHTHQUKAINT
h. BUpTyasIbHBIE YaCTHBIE CETH
181. | Kakue BuUABI yrpo3 MOXHO BBIJEITUTH? a. eCTeCTBEHHBIE
b. npexnamepeHHbIe
¢. caIy4daiiHble
d. mapanopmasbHbIe
182. | CnaGoctH, accOIMMPOBaHHBIE C PECYPCAMH a. YA3BUMOCTH
opraHusaluu, 31o? b. ¥rposa
c. Puck 6e3onmacHocTH
d. Ymep06
183. Kak Ha3piBaeTCsi BO3MOKHOCTH JAHHOW yTPO3bI a. Puck 0e3omacHocTu
peanu3oBaTh yA3BUMOCTHU JJIsI TOTO, YTOOBI BHI3BAThH b. Konrposns 6e30macHoCTH
ymep6 Wi pa3pyLeHne pecypca Wik IpymIisl pecypcos, | c. Pecypce
YTO NPSMO MJIM KOCBEHHO BO3JICUCTBYET Ha d. Va3BumocTs
OopraHu3aIu?
184. | Kakue maru BrirouaeT B ce0st o01ast oneHka pucka? a. XapaKTepUCTHKA CHCTEMBbI
b. upenTuduxanus yrpos
¢. HAeHTH(pUKAUMA YA3BUMOCT el
d. aHa/Iu3 cpeAcTB 3alUThI (KOHTPOJIS)
e. onpesieJieHHe BEPOSITHOCTEH
(paHKUPOBaHUE YACTOT MOSIBJIEHUS)
f. anaaM3 BIAUSIHUSA
g. onpeeeHue pucKa
h. pexoMeHAaUHU N0 CPEACTBAM 3aIHUTHI
(KOHTPOJII0)
i. pe3yJbTHpYyIoLasi JOKyMeHTalus
j- BBIIBIIGHUE pecypcHOro (oHIa
185. Turel ya3BUMOCTEN U METOJIOJIOTHH UX OIpeIeNIeHUs a. [louck ysi3BUMOCTEll KOHIEHTPUPYETCH

OOBIYHO 3aBHCAT OT IPUPOALI MHYOPMAITMOHHBIX
TEXHOJIOTHH CHCTEMBI U (ha3bl €€ )KU3HEHHOTO [IUKJIA.
Kakas merononorus ucnonssyercs, ecna UT cuctema
ellle He CIIPOEeKTUpOBaHa?

HA OPTraHN3AMHOHHON MOJIUTHKE
0e30MacHOCTH, INIAHUPYEMBIX NPO-
neaypax 0e30nacHoOCTH, ONpeaeTeHuH
CHCTEMHBIX TPeOOBAHUI U aHAJIN3e
JOKYMEHTOB IOCTABIINKOB MPOAYKTOB
0e30macHOCTH.

b. UnenTudukanus ysa3BUMOCTEH JOKHA
OBITH pacuIpeHa Il BKIIOUCHHS
JTOTIOTHUTEIHLHON WH(POPMAITUH, TAKOMH,
HarpuMep, Kak COOTBETCTBHE CBOMCTB
0€30I1aCHOCTH, OIIMCAHHBIX B
JTOKYMEHTAIUH 10 Oe30MacHOCTH,
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pe3yabTaraM cepTH(UKAINOHHBIX TECTOB U
WCTIBITAHUM.

c. [Ipouecc naeHTndUKAINK yI3BUMOCTEN
JIOJDKEH BKITIOYATh B ce0s aHaJIN3 CBOWCTB
6e3omacaocta UT cucTeMbl 1 KOHTPOIISA
0e30TacHOCTH (TEXHUYECKOTO U
MIPOIICYPHOTO), HCIOIB3YEMOTO IS
3aIIUTHl CHCTEMBL.

186.

Turb! yI3BUMOCTEH U METOIOIOTHN HX ONpPEACTICHIUS
OOBIYHO 3aBHCAT OT IPUPOALI HHYOPMAITMOHHBIX
TEXHOJIOTHI CUCTEMBI  (ha3bl €€ )KU3HEHHOTO UK.
Kakast meTononorus ucnonn3yercs, ecinu UT cucrema
yKe IpUMEHseTCs?

a. Unenrtudukanus ysi3Bumocrei
AO0JIZKHA OBITh paclIMpeHa Ais
BKJIIOYEHMS JONOJTHUTEILHOM
HHpopMannu, TaKoi, HAIpUMep, KaK
COOTBETCTBHE CBOHCTB 0€30MacCHOCTH,
ONMUMCAHHBIX B TOKYMEHTAIUM 110
0e3omacHOCTH, pe3yJbTaTaM
cepTHGUKATHOHHBIX TECTOB U
MCHBITAHMI.

b. ITowck yA3BUMOCTEH KOHIICHTPHPYETCS
Ha OpTaHU3alMOHHON TIOJUTHKE
0e30MacHOCTH, TUIAHIPYEMBIX MPO-TIeTypax
0e30MacHOCTH, OIIPEICIICHIH CHCTEMHBIX
TpeOOBaHUI U aHANTN3E TOKYMEHTOB
MOCTABIINKOB MPOAYKTOB O€30MaCHOCTH.
c. I[Ipornecc uaeHTUDUKAIIMY YA3BUMOCTEH
JIOJDKEH BKIIIOYATh B Ce0s aHAJIN3 CBOWCTB
6e3omacrocti T cucTeMbl 1 KOHTPOJIS
0e30macHOCTH (TEXHHYECKOTO U
MIPOIIEYPHOTO), HCIOIB3YEMOTO IS
3aIIUTHl CHCTEMBL.

187.

THIbl yI3BUMOCTEH U METOIOJIOTHN HX ONPEACTICHIUS
0OBIYHO 3aBUCSIT OT IPUPOIBI HHPOPMAITHOHHBIX
TEXHOJIOTHI CHCTEMBI U (a3bl ee KU3HEHHOTO ITHKIIA.
Kakast meTomonorus ucnonn3yercs, eciiu UT cucrema
(yHKIHOHUpPYET?

a. [Ipouecc naeHTHPUKALUM
YA3BUMOCTEH J10/I2KeH BKJIIOYATh B ce0s1
aHaJu3 cBolicTB 0e3omacHocTH UT
CHCTEMBbI U KOHTPOJIsI 0€30NaCHOCTH
(TeXHUYECKOro U MPOLEeAyPHOro),
HMCMOJIB3YeMOTr0 ISl 3al[UThI CHCTEMBI.
b. [Towck ya3BUMOCTEH KOHIICHTPHPYETCS
Ha OpraHu3alMOHHON MOJUTHKE
0e30MacHOCTH, INIAHUPYEMBIX MPO-LIeAypax
0e30MaCHOCTH, OIPEICIICHHH CHCTEMHBIX
TpeOOBaHUI U aHATTU3E TOKYMCHTOB
MOCTAaBIINKOB MPOAYKTOB 0€30IaCHOCTH.
c. Unentudukanus ys3BUMOCTEH JODKHA
OBITh pacuIupeHa JUIsl BKIFOUCHHS
JIOTIONTHUTEIHHON MH(POPMAITIH, TaKOH,
Harpumep, Kak COOTBETCTBUE CBOMCTB
0E30IMaCHOCTH, OITUCAHHBIX B
JIOKyMEHTaIUH 10 O€30MMaCHOCTH,
pe3yabTataM cepTU(UKAIMOHHBIX TECTOB
HUCITBITAaHUH.
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4. Tlopsinok mpoBeeHNs U KPUTEPHHU OLlEHNBAHUS MPOMEKYTOUHOI aTTecTAlMU

4.1.11lopsiaok npoBeieHUs: IPOMEKYTOUYHOM aTTecTAlMU

3auér npoBOAUTCS B BUE TecTupoBaHus. CTyIEeHT 10JKEH OTBETUTh Ha BOIPOCHI 3aKPHITOTO THIIA,
KOTOpBIE MPEATNOIAraT BbIOOp BapUaHTOB OTBETA, a TAK)KE HAa BOIPOCHI OTKPBITOTO THIIA, KOTOPBIE HE
IPEAIOoIaraloT BApUaHTOB OTBETA, IPABUIIbHBIN OTBET TpeOyeTcss HamucaTh caMocTosTenbHO. Beero 20
TECTOBBIX BOIPOCOB. IIponomkuTenbHOCTh TECTA — 35 MUHYT.

4.2.KpnTepIm OICHUBaAHUA l'[pOMe)KyTO‘lHOﬁ aTTeCTaluu 10 BUAaAM OUCHOYHBIX CPEIACTB

4.2.1. Kputepuu onieHUBaHUS TeCTa

Tect Gpopmupyercs B cucteme smnekTpoHHoro odydennss MOODLE. MakcumanbHblid 0ajut 3a TECT
— 100 6asnoB.

Orenka 3aureHo Hes3aureno
Bamner 100-60 6asuioB 59-0 6asuI0B
YpoBeHb BBICOKH I HU3KUI
OCBOEHUS
MIPOBEPSIEMBIX
KOMIIETEHIIUN

4.3.Pe3yJbTaThl MNPOMEKYTOUHOH aTTECTAIIMU U YPOBHHU C(POPMHUPOBAHHOCTH KOMIETEHIN

HpI/I NMOABCACHUHN UTOT'OB YUUTBIBAOTCA PE3YJIbTATHI TOJIBKO HpOMeXCYTOqHOﬁ aTTeCTaluu:

0-59 GamnoB — He3ayeT;
60-100 6amIoB — 3a4erT;

OcoOeHHOCTH MPOBEICHUH MPOIEAyphl OLEHUBAHUS PE3yIbTAaTOB O0YUYEHUS MHBAIUJIOB U JIUI] C
OrpaHUYEHHBIMU BO3MOKHOCTSIMU 37I0pOBbsi 0003HAa4YeHbI B paboueil mporpamme TUCHUITTHHBI (MOIYJIS).

YpoBHU chOPMUPOBAHHOCTH KOMIETEHIIMI OMPEACIISIETCS CIEAYIOIUM 00pa3oMm:
1. Beicokuii ypoBeHb COPMUPOBAHHOCTH KOMITETCHIIUI COOTBETCTBYET OI[CHKE 3a4TEHO:

- npenmnoaraetr GopMUpPOBaHNE KOMIIETEHITUN Ha BHICOKOM YPOBHE;

- 3HAHUE TEOPETHUYECKUX Pa3/IesIOB M3y4aeMOW NHCIUIUIMHBI Ha YPOBHE HE HIDKE OICHKU
YIOBJIETBOPUTEINBHO;

- CTYJIEHT yM€eT MNPUMEHSITh Ha MPAKTUKE 3HAHUA, TMOJYYEHHBIE B paMKax H3Yy4YEHUs
JTUCHUTUTUHBI

= q)OpMI/IPYIOTCSI HAaBBIKM HCIIOJIB30BAHUSA TCOPCTHYCCKUX U MPAKTUUCCKUX PA3ACIOB
AUCHUIUIMHBIL UIA pCIICHUS 3a/1a1 HpO(l)eCCHOHaHBHOﬁ ACATCIIbHOCTH,

2. Hwu3kuii ypoBeHb COOTBETCTBYET OIIEHKE HE3a4YTEHO.
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