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Pabouast mporpaMma JUCIMIUIMHEI "3alIuTa B OIEePAHOHHBIX CHCTeMax " 10 HaIllPaBJICHHUIO IT0ITOTOBKY (CHEIMATEHOCTH)
"KommnbrotepHas 6e3omacHocTs" HanpaBieHHOCTH (pod o) criennanu3anus N 1 "Ananu3 6e30macHOCTH cTp. 4
kommbloTepHbIX cucteM": PI'BOY BO «Henl'V»

1. HEJIX OCBOEHUA JUCHUTIINHBI

HCHHMI/I NU3YUYCHUS TUCHUIIIINHBI ABJISAIOTCA:

— 00y4eHHe CTYICHTOB IIPHHIMIIAM IIOCTPOESHUS CUCTEM 3allUThl HH(OPMAIUU B onepallMoHHbIX cucteMax (OC).

33)18.‘{3MI/I H3YyUCHUS AUCHUIIIINHBI ABJIAIOTCA:

— O3HAKOMJICHHE C OCHOBAMU IPUHIUIIOB ITOCTPOCHUS TOJACUCTEM 3allIUThHI B oC pa3J'II/I‘{HOI71 APXUTCKTYPBI,

— 03HaKOMJICHHE CO CPE/ICTBAMH U METOJaMH HECaHKIIHOHHPOBAHHOTO f0cTyma K pecypcam OC;

— M3y4YeHHUE MPUHIUINOB () YHKIHOHUPOBAHUS COBPEMEHHBIX CHCTEM HACHTU(GHKALMH U ayTeHTH()UKAINH.

Pe3yJ'ILTaTLI O6y‘IeHI/I$[ 10 JUCHUIITIMHE HAalIpaBJICHBI HA JOCTHKEHUEC NHAUKATOPOB!:

OITK-9.1 3HaeT METO/BI 3alUTHI U CPEeCTBA 00eCcTIeYeHUs] 0€30MIACHOCTH B OIIEPAIMOHHBIX CHCTEMAaX, KOMITBIOTEPHBIX CETSIX U
cUCTeMax yIpaBieHusl 0a3aMu JaHHBIX; METO/IbI IIPEIOTBPAILEHHS U 0OHAPY>KEHHS BTOPKEHUI B OIIEPAI[IOHHBIX CHCTEMAX,
KOMITBIOTEPHBIX CETSIX M CHCTEMax YIpaBleHUs 0a3aMH JaHHBIX.

OIIK-9.2 YMmeer OCYHICCTBJIAAITH MEPBI HpOTHBO)IefICTBHH HapyuieHUusIM 0e30IacHOCTH B OIICpAalITMOHHBIX CUCTEMAX, KOMIIBIOTCPHBIX
CCTAX U CUCTEMaX YIIPABJICHUA Oazamu JaHHBIX C UCIIOJIb30BAHUEM PA3JIMYHBIX IPOTPAMMHBIX W allllapaTHBIX CPEACTB 3allIUTHI.

OITK-13.1 3Haer cpencTBa U METO/IbI XPAHCHHUS U MEpeaul ayTeHTH(PHUKAIMOHHON HH(OPMAIIUH; OCHOBHBIC TPEOOBAHHUS K
MOJICCTEME ayJIUTa M MOJUTHUKE ayANTa; 3all[UTHbIC MEXaHU3MBI U CPE/ICTBA oOecrieyeH s 0€30aCHOCTH OTIEPAIMOHHBIX CUCTEM.

OIIK-13.2 YMmeeT hopMyaMpoBaTh U HACTPAUBATh MOJUTUKY O€301IaCHOCTH OCHOBHBIX ONEPAIIMOHHBIX CUCTEM; (OpMYNIUpOBaTh U
HACTPaMBaTh IOIUTHKY 0€30IIaCHOCTH JIOKAITBHBIX KOMITBIOTEPHBIX CETEll, IIOCTPOCHHBIX Ha 0a3e OCHOBHBIX ONEPAIIOHHBIX CHCTEM.

OIIK-13.3 BrnaseeT HaBbIKaMHU pa3pabOTKH MPOrPAMMHBIX MOJTYJICH, pEAM3YIOIINX 3a1a4H, CBSI3aHHbIC C 00ecreueHIEM
6€30MacHOCTH ONIEPallMOHHBIX CUCTEM PACIPOCTPAHEHHBIX CEMEICTB.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII

Huka (pazgen) OITOIT: b1.0.30

2.1 TpeGoBanus K NpeABapUTEJIbLHOI MOATOTOBKE 00y4al0IIerocs:

OcHoOBBI HHPOPMATOHHON 0€30MTaCHOCTH

OHepaHI/IOHHHe CUCTEMBI

2.2 IncuMnIuHbI M NPAKTHKH, VIS KOTOPBIX 0CBOEHME JAHHOM JMCIUILIAHBI (MOYJ/Is1)) He00X0AMMO KaK NMpeAllecTBYIOIIee:

3HaHWA U NPaKTHIECKHE HABBIKM, TOJNyICHHBIE B Kypce «3aIliTa B ONEepaIlMOHHBIX CHCTEMAax», PACIIHPSIOT IPO(heCCHOHANBHBII
KPYro30p, UCIOJIB3YIOTCS 00YyJaloIUMUCS P pa3paboTKe KypCOBBIX U AUIIOMHBIX padoT.

HayuHo-uccnenoBarensckas pabora

IMoaroToBka Kk mpoLexype 3alUThl U 3aIIUTA BHITYCKHOM KBAIM(UKAIIMOHHON PaboThI

3. KOMIIETEHIIMHU OBYYAIOIIET'OCS, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSA JUCITUIIJINHBI
MoAayJis)

OIIK-9: Cnioco0eH pemiaTh 3aa4i Npo(h)ecCHOHAIBLHOM AesITeJIbHOCTH € Y4€TOM TeKYLIero COCTOSIHMS U TeHAeHIN pa3BUTHSA
METO/10B 3aIMThI HHGOPMALIMH B OIIEPALMOHHBIX CHCTEMAaX, KOMIIbIOTEPHBIX CeTAX M CHCTeMaX yNpaBJieHUus 0a3aMH JaHHBIX,
a TaK:Ke MeTOJ0B M CPeJCTB 3aIMTHI HHPOPMALUHU OT YTEYKHU M0 TeXHUYECKUM KaHAJaM, ceTell H cuCTeM mepenadyu
uHpopmManuu;

3HaTh:

— OCHOBHBIE TTOHSATHUS ONEPAIIMOHHBIX CHCTEM U MX 3allUThI;
— OCHOBHBIE ITOHATHS, OCHOBHBIE AJITOPUTMBI XpaHeHHs 1 00paboTku nanusix OC;

— OCHOBHBIE CTAH/IaPThl U aJITOPUTMBI II€peady JaHHBIX;

— OCHOBHBIE MTOHATHS 3aLIMIIEHHBIX ONEPAIMOHHBIX CUCTEM, 0a3 JaHHBIX U KOMIIBIOTEPHBIX CETEH;

— OCHOBHBIE aKTyaJIbHbIE MOJICJIN aTaK;

— MOHATHE 3aLIUTH UHPOPMALIUH, CUCTEMBI 3aIUTHI;

— anmnapaTHO-NPOrpaMMHBIE CPE/ICTBA 3aLIUTHl HHPOPMAITUH:

— cpeficTBa obecneueHust KOH(QUAESHINATBHOCTH JaHHBIX;

— cpeZcTBa ayTeHTH(UKAIUK JISKTPOHHBIX JaHHBIX M CPECTBA YIPaBICHHs KII0YeBOH HHpOpMaIueil;
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Pabouas mporpaMma JUCIHIUIMHEL "3aluTa B ONEPAHOHHBIX CHCTeMax " 10 HaIllPaBJICHHUIO IT0JITOTOBKH (CHEUATBHOCTH)
"KommproTepHas 6e30macHOCTS" HanpaBieHHOCTH (mpoduio) cnenuanuzanust N 1 "AHanu3 6e30macHOCTH cTp. 5
kommbloTepHbIX cucteM": PI'BOY BO «Henl'V»

— HOCJIM 1 KOHIENTYAJIbHBIC OCHOBBI 3aIIATHI I/IH(I)OpMaI.[I/II/I;
— OCHOBHBIC BHJIBI YI'PO3 0€30IMacCHOCTH I/IH(I)OpMaLII/II/I " ux KJ'IB.CCI/I(I)I/IKEIHI/IIO.

YMerTh:

— OCYIIECTBIISATH PAallMOHAJILHBII BEIOOP CPENICTB U METOJIOB 3aLIUTHl HHPOPMAIK Ha 00BEKTaxX HH(OPMATU3AIHIH;

— OLICHHUBATh Yrpo3bl Oe3omacHocTr KineHTCKUM OC OCYIIECTBIIATH MPOBEPKY 3aIIUIIEHHOCTH KireHTckux OC;

— OCYIIECTBIISATH MPOBEPKY 3aIIUIIEHHOCTH cepBepHBIX OC;

— HMCTIONIB30BATh KpUNTOrpahuIeckrue MeTO b 3alUThl HHPOPMALUH st 00ecIIeYeHUs] 0€30ITacHOCTH KaK JIOKAJIbHBIX, TaK H
pacrpeesieHHbIX CHCTEM;

— HMCTIOJIL30BaTh POTOKOJIBI ISl 3alUTHI HHPOpManuu U obecrieyeHns: 6e30MacHOCTH KaK JOKaJIbHBIX, TaK ¥ PACIpeaeIeHHBIX
CHUCTEM;

— HMCTIOJIb30BATh aJITOPUTMBI TeHEPAINH, XPAHEHHUS U paclpeeIeHHs KIIIoUuei;

— MPOEKTUPOBATh U UCIOJIH30BATh CUCTEMBI HJIEKTPOHHOU ITM(POBOH NMOANHCH;

— MIPUMEHSATDH Ha IPAKTUKE aITOPUTMEI YIPaBICHUS OTKPBITHIMU KIIFOUaAMH.

Baagern:

— HaBBIKAMHU HACTPOMKH MOJUTUKN 0€30MaCHOCTH U y4eTHBIX 3anmuceid OC OIEHKH CTENeHH 3alUIeHHOCTH KineHTckux OC;
— HaBBIKaMU OLIEHKH creneHu 6ezonacHocT OC;

— HaBBIKAMHU aJMAHHCTPUPOBAHHS IIPOTOKOJIBHBIX CpeCcTB obecnedeHus oezonacHocta OC;

— HaBbIKAMHU aJIMUHHCTPUPOBAHUS NPaB MOJIb30BaTEIeH U aynuTa qoctyna kK pecypcam OC;

— OCHOBHBIMH METOJaMH afMUHUCTpUpoBaHus u HacTpoiiku OC u cerelt mepenadu;

— anropuTMaMu (popMUpPOBaHUS XeI-)YHKIHUH;

— MHCTPYMEHTaMH o0ecrieueHust 6e30MmacHoi paboThl B CETH MHTEPHET;

— METOJIOJIOTHEl PUMEHEeHHs1 0€30IaCHBIX MyOINYHBIX CIYXO0;

— METOJIaMH YIPaBJICHUS KIFOUYaMHU B CHCTEMaX C OTKPBITBIM KITIOUOM;

— UHCTPYMEHTaMH oOecrnieueHust 0e30nmacHoi paboThl B CETH HHTEPHET.

OIIK-13: Cnoco0eH pa3padaTbiBaTh KOMIOHEHTHI IPOrPAMMHBIX H IIPOrPAMMHO-aNNAPATHBIX CPEACTB 3aIUThI
HH(poOpManHK B KOMIBIOTEPHBIX CHCTEMAX H IPOBOAUTH AHAJIN3 HX 0€30IIACHOCTH;

3HaTh:

— LIeJIU U KOHLIENTYalbHbIE OCHOBBI 3aIIUTHI HH()OPMAIUH;

— OCHOBHBIC BUJIBI YTPo3 Oe30mMacHOCTH HHYOPMALNH U UX KITACCH(PUKAIIHIO;

— NIPOrpaMMHO-aNNapaTHble CPEICTBA 3aLUTHI HHPOPMALIUH:

— cpencTBa obecrieueHN KOH(PHACHIIHAIBHOCTH JAHHBIX;

— cpeZicTBa ayTeHTU(UKALUK JICKTPOHHBIX JaHHBIX M CPEJCTBA YIPaBIeHHs KII0UeBOi HHpopMarueil;
— TpeGOBaHUS K KPHITOTPAQHIECKIM CHCTEMaM 3aIUTHI HHPOPMAIIHH;

— MOHATHE U BUJbI KPUNITOIPahUUECKHUX aTaK.

Ymern:

— OLIEHUBATh yrpo3bl 6e3onacHocTy kiueHTckuM OC;

— MPOEKTUPOBATh U UCIIOJIB30BATh CUCTEMBI JICKTPOHHOU IIM(POBO# MOIIHKCH;

— HMCIIOJIb30BaTh KpUNTOrpauyeckre METo bl 3anThl HH(popMaluu it o0ecriedeHns: 0€30IMaCHOCTH KaK JIOKaIbHBIX, TaK 1
pacrpeielIeHHbIX CHCTEM;

— HMCIIOJIb30BATh MPOTOKOJBI JUIs 3aIIUTH HHOpMAILIUU U o0ecTiedeHus] 0€30MaCHOCTH KaK JIOKAJIBHBIX, TaK U PACIPEICICHHBIX
CHCTEM;

— HMCIIOJIb30BATh aJITOPUTMBI I'€HEPALIUH, XPAHECHUS U PACTIPEACICHUS KITIOYeH;

— OCYUIECTBJIATH PAIlMOHATIBHBI BEIOOP CPEICTB U METOJIOB 3alIUThI HHPOPMAIHH HAa 00BEKTaxX HH(OPMATU3AIUH;

— OCYILECTBIISITH IPOBEPKY 3aIIUIIeHHOCTH KimeHTcKkux OC;

— OCYILECTBIISITh MIPOBEPKY 3aIIUIIIEHHOCTH cepBepHbIX OC.

Baanernb:

— OCHOBHBIMHU METOJIaMU aJIMUHHMCTpUpoBaHus 1 HacTpoiiku OC u cerelt nepenauy;
— anropuT™MaMu (OPMHUPOBAHHS XeI-(yHKIMHIA;

— MHCTpYMEHTaMH oOecredeHns 6e30macHoi paOoThl B C€TH UHTEPHET;

— METOZ0JIOruel NpUMeHeH s 0€30MacHbIX MYOIUYHBIX CIIyXKO;

— METOZaMH YIPaBJICHUS KIIOYaMHU B CHCTEMaX C OTKPBITHIM KIIIOUOM;

— MHCTpyMEHTaMHU obecredeHus 6e30MacHOl paOoThl B CETH UHTEPHET.

B pe3yabTaTe OCBOCHUA TUCHUIIJIMHBI oﬁy'{alomuﬁca JOJIZKEH

3.1|3naTh:

3.1.1|— ocHOBHBIE TOHATHS ONEPALMOHHBIX CUCTEM U MX 3aILUTHI, IOHATHE XelI-()yHKIUH; TOHATHE 3aIUTH HHHOPMAIUU 1
OCHOBHbBI€ aKTyaJIbHbIE MOJICTIH aTaK.
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Pabouast mporpamMma AUCIUIUIMHEI "3aMUTa B OIEPAIMOHHBIX CHCTeMax" 110 HAalpaBJICHHIO IT0JITOTOBKY (CIICINAIbHOCTH)
"KomrmproTepHas 6e30macHOCTS" HanpaBieHHOCTH (mpoduio) cnenuanuzanust N 1 "AHanu3 6e30macHOCTH
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kommbloTepHbIX cucteM": PI'BOY BO «Henl'Y»

3.2|YmeTn:
3.2.1|— dopmynupoBath, pa3pabaTeBaTh ¥ HACTPAMBATH MOJUTHKY OE€30ITACHOCTH OCHOBHBIX OTIEPAIIOHHBIX CHCTEM;
3.2.2|- none3oBaThCs B CBOCH MPO(hECCHOHATBLHON IESTENbHOCTA OCHOBHBIME METOJIAMHU M CPEJICTBAMH 00ECTICUCHHUS

HH(POPMAIOHHOI OE30MaCHOCTH C YUETOM yrpo3 6e30MacHOCTH HH(POPMALIUHU U TPeOOBaHMH 110 3aIuTe HHPOpMAIIHN;

323

— HCTIOJIL30BATh KpUNTOrpaguIecKre MeTOABI 3aIUTHl HHOpMaIMu i obecrieueHns: 6€30MacHOCTH KaK JIOKAJIbHBIX,
TaK ¥ pacIpeesIeHHbIX CUCTEM.

3.3

Baaners:

3.3.1

— HaBBIKAMH MPOBEICHHS SKCIICPHUMEHTABHBIX UCCIICIOBAHUN C IPHMEHEHHEM CTaHIAPTOB U MOJUTHKH 0€30MaCHOCTH
(0105

332

— HaBBIKaMH OLIEHKH cTenenu 6e3omacaoctr OC;

333

— HaBBIKAMH HACTPOWKH MOJUTHKU OE30MaCHOCTH y4eTHbIX 3amuceit OC, OIEHKH CTENEeHH 3aIUIICHHOCTH KITMEHTCKUX
(0165

334

— HaBBIKAMH a/IMUHUCTPUPOBAHUS MIPOTOKOJIBHBIX CpeAcTB obecrnieueHus 6ezonacHoctu OC;

335

— HaBBIKAMHM aIMUHHCTPUPOBAHU IIPaB IOJIb30BaTeNe 1 ayauTa qoctyna k pecypcam OC.

4. OFBEM JUCLMILIMHBI (MOLY.JIS)

O6wwana TpynoemMKocTb

73ET

B TOM YHCIJIC :

Yacos 1o yueOHOMY Iu1aHy : 252

AyJUTOPHBIC 3aHATHUA :
CaMOCTOATCIIbHAA pa60Ta :
JaCOB Ha KOHTPOJIb

Bugsl KOHTpOJIL B ceMecTpax:
108 9K3aMeHBbI 9

117 3a4eTHI 8

27

5. CTPYKTYPA U COIEP/KAHME JUCIUAILIMHBI (MOIYJIST)

Kon HaumenoBanme pa3jiesioB 4 TeM /BU/ 3aHATHS/ Cemectp | Yacos JlutepaTtypa
| 3aHATUSA [Kvpc
Pa3nen 1. lloacucrema 3ammthl uHGpopmanuu B OC UNIX.

1.1 IToncucrema 3amutel nHGopmaruu B OC UNIX. 8 2 JI1.1J11.2 J11.3
OcHoBHBIE KOMITOHEHTHI nozicucteM 3amuThl UNIX. daiinoBast cuctema — Kak JI1.4J12.1 JI2.2
OCHOBa IOJICUCTeMBI 3aIuThl. [IpaBa nocTyna K a1eMeHTaM ¢ainoBoit
cHCTeMBI. YTpaBneHue npoueccamu. Co3nanne u yaaneHne 0roIKeToB
noJb3oBateneil. OCHOBHbBIE MTPOOIEMbI ¢ 0€30MaCHOCTHIO M BO3MOYKHBIC
pemennst B UNIX-mogo6HbIX cuctemax. /JIex/

1.2 Cosnanne OromxeroB monb3osarens B OC Windows, UNIX /JTa6/ 8 2 JI1.1 JI1.2 J11.3

J11.4J12.1 J12.2

1.3 HWcnonp3oBanue cnuckoB pocryna 8 OC Windows, UNIX /J1a6/ 8 2 JI.1J11.2 J11.3

JI1.4J12.1 J12.2
1.4 Aynut B Windows, UNIX /J1a6/ 8 2 JIL.1JI1.2 JI1.3
JI1.4J12.1 J12.2
1.5 Cospnanue 6romxeros nons3osarens B OC Windows, UNIX /Cp/ 8 10 JI.1J11.2 J11.3
JI1.4J12.1 J12.2
1.6 Hcnonp3oBanue cnuckoB nocryna B8 OC Windows, UNIX /Cp/ 8 10 JI.1J11.2 J11.3
JI1.4J12.1 J12.2
1.7 Aynut B Windows, UNIX /Cp/ 8 10 JI.1J11.2 J11.3
JI1.4J12.1 J12.2
Paznen 2. lMoacucrema 3amutel nupopmanun B OC Windows

2.1 Toncucrema 3amuter uadopmann B8 OC Windows. 8 8 JI.1J11.2 J11.3
OcHOBHbIE KOMIOHEHTHI noickcTeM 3auThl Windows. [Tonautuku. [TonsTre JI1.4J12.1 J12.2
nomeHa. OcOOCHHOCTH YCTaHOBIICHHS TOBEPUTEIBHBIX OTHOIIEeHU . Co3nanue
U yaJIeHne OI0[DKETOB nojb3oBateneil. /JIex/

2.2 OrieHKa 3alIMIIeHHOCTH 3aJaHHoH KoHpurypanun Windows: daiinoBas 8 2 JIT.1 JI1.2 JI1.3
cucrema, peectp /J1ad/ JI1.4J12.1 J12.2

2.3 OrneHka 3alMIEHHOCTH 3a1aHHOH KoHpuryparmm Windows: crimcok 8 2 JI1.1 JI11.2 JI1.3
MOJIb30BaTENEH, NouTHKA 0€301macHOCTH B o0sacTu napodeii /J1a6/ JI1.4J12.1 J12.2

2.4 OneHka 3aIUIIEHHOCTH 3ajaHHoN KoHurypaunn Windows: daiinoBast 8 10 J1.1J11.2J11.3
cucrema, peectp /Cp/ JI1.4J12.1 J12.2
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kommbloTepHbIX cucteM": PI'BOY BO «Henl'V»

2.5 OrieHKa 3alIMIIEHHOCTH 3aaHHoi KoHpurypauun Windows: cricok 8 10 JI.1J11.2 J11.3
HOJIb30BaTeNel, OIUTHKA 6€3011aCHOCTH B 001acTu naposeit. /Cp/ J1.4J12.1 J12.2

2.6 IMouck mporpaMMHBIX 3aKJIaJJ0K B 3aaHHON KoHCYyIbTaiun Windows. /Cp/ 8 10 JI.1J11.2 J11.3

JI1.4J12.1 J12.2
Paznen 3. 3amura undpopmanuu npu unterpanuu UNIX u Windows

3.1 3ammra naGopmanuu npu uaTerpamuu UNIX u Windows. 8 2 JI.1J11.2 J11.3
OCHOBBI B3aUMOACUCTBHS 2JIEMEHTOB rereporeHHsix cereid. [lmo3sr NFS. JI1.4J12.1 J12.2
SMB B UNIX. Hcnonb3oBanue cepBepa Samba s pa3AeeHus 10CTyna K
ceTeBbIM pecypcam B jomene Windows. /Jlex/

3.2 Wurerpanus cereit Microsoft u UNIX ¢ ncnonb3oBanuem cepepa Samba /J1a6/ 8 2 JI.1J11.2 J11.3

JI1.4J12.1 J12.2

33 W3zyuenne cpencTs 3amuThl ceTeBoro B3aumoaeicTausa Unix. /J1a6/ 8 2 JI1.1J11.2 J11.3

J1.4J12.1 J12.2
34 Wurerpanus cereit Microsoft u UNIX ¢ ucnosnbp3oBanueM cepeepa Samba /Cp/ 8 10 JI.1J11.2 J11.3
J1.4J12.1 J12.2
Paznean 4. [IporpaMMHoO-annapaTHbIe METOABI U CPEACTBA OTPAHUYEHUS
aoctyna kK pecypcam II9BM

4.1 IIporpamMMHoO-anmapaTHble METO/BI M CPEICTBA OTPAHUYEHUSI JOCTYIA K 8 4 JI1.1 J11.2 J11.3
pecypcam [I1DBM. J1.4J12.1 J12.2
MeToab! u cpencTBa OorpaHn4eHus A0cTyna K komnoHentam [I9BM. Meronsl 1
CpPE/ICTBa MPHUBS3KY IPOTPAMMHOTO 00ECIIEUEeHHS K alnapaTHOMY OKPYKEHHUIO
U QU3HYECKUM HOCUTEISIM. METOIbI U CPEJICTBA XPAHEHUSI KIIIOYEBOI
uHpopmaruu. /JIex/

4.2 TTorck mporpaMMHBIX 3aKJIaJI0K B 33JaHHON KOHCYIbTanuu Windows /J1a6/ 8 2 JI.1J11.2 J11.3

J1.4J12.1 J12.2

43 Hcnonp3oBanue Bo3MoxxkHocTell daiinoBoii cuctembl OC Windows s 8 2 JI.1J11.2 J11.3
mmdpoBanus ¢aitnos /J1ad/ JI1.4J12.1 J12.2

4.4 IIporpamMMHoO-anmapaTHble METOJIBI M CPEJICTBA OTPaHHUEHHS JOCTYIA K 8 2
pecypcam I[I3BM. /Cp/

Pazpean 5. lloacucrema 3ammrel nHpopmanuu B OC UNIX.

5.1 IToncucrema 3amure! nHGopmaruu B OC UNIX. 8 2 JI1.1J11.2 J11.3
OcHoBbl uH(popMaIroHHo#t 6e3onacHoctu. Konreniuu 6e3omnacaoctu UNIX. JI1.4J12.1 JI2.2
Hacrpoiika cuctems! 6e3omacHoctu. /JIek/

Pa3nen 6. UndpacTtpykrypa oTKpbITHIX Ka104ei PKI

6.1 Hudpactpykrypa OTKphITHIX Kitoueit PKI. 9 4 JI.1J11.2 J11.3
OcnorHbie koMnoHeHThI PKI, onuchIBaroTess ()yHKIMH YAOCTOBEPSIOIIETO U JI1.4J12.1 JI2.2
PETUCTPALIMOHHOTO IICHTPOB, PETIO3UTOPHS, APXHBA CEPTH(PHUKATOB, CEPBEPHBIX
koMmnoHeHToB PKI, mpuBoautcs kpaTkas xapakrepuctuka cepucoB PKI u
cepBHCOB, Oasupyromuxcs Ha PKI, o6cyxaatorcst kpunrorpadpuieckue u
BCIIOMOTaTeNIbHBIE CEPBHCHI, CEPBUCHI yIIpaBiIeHHs cepTudukaramu. /JIex/

6.2 N3ydenne nHPpacTPyKTyphl OTKPBITHIX Kiroueii /J1a6/ 9 4 JIL.1JI1.2 JI1.3

J1.4J12.1 J12.2

6.3 M3y4denue co3naHus cMapT-KapT B UHPPACTPYKTYpe OTKPHITHIX Kitouei. /J1ab/ 9 2 JI.1J11.2 J11.3

JI1.4J12.1 J12.2
6.4 Cosnanue cepruduraros B PKI /Cp/ 9 5 JIT.1 JI1.2 JI1.3
J1.4J12.1 J12.2
6.5 Cosnanue cmapt-kapt B PKI/Cp/ 9 5 JI1.1J11.2 J11.3
JI1.4J12.1 J12.2

Paznen 7. Ciryxonl ceprupuxkanun B OC Windows

7.1 Ciyx0b1 cepruduranmu 8 OC Windows. 9 8 JIT.1 JI1.2 JI1.3
OcHOBHBIE NEHCTBUS HEOOXOIUMBIC ISl YCTAaHOBKH M 0a30BOIl HACTpOMKH JI1.4J12.1 J12.2
ciryx0bl ceprudukanuu ActiveDirectory® (AD CS) B TecToBo# cpexe. /JIex/

7.2 W3zyuenue 3amutel koHpurypanun ADCS. /J1a6/ 9 4 JI.1J11.2 J11.3

J1.4J12.1 J12.2

73 Co3nanue peno3uropusi ceprudukaToB u BoccraHosienue [{C /Cp/ 9 7 JI.1J11.2 J11.3

JI1.4J12.1 J12.2

Paznen 8. Ciyx6a ynpasiaenusi npaam ADRMS
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8.1 Cnyx0a ynpasnenus npaBam ADRMS. 9 6 JIT.1JI1.2 JI1.3
PaccmoTpeHnne ocHOBHBIX Bo3MokHOcTel komnoneHTa OC WindowsServer JI1.4J12.1 J12.2
2008 R2, npenHa3HaYeHHBIN JIJ1s1 YIpaBJICHU [TpaBaMH JOCTyMa K (aiinam B
LEJISIX OBBIIEHUS YPOBHS 0€3011aCHOCTH HHPOPMAIIMOHHBIX aKTHBOB. /JIex/
8.2 W3zyuenue ciyxObl yripaBiieHue npaBamu. /J1a6/ 9 4 JI.1J11.2 J11.3
JI1.4J12.1 J12.2
8.3 HW3y4eHre OCHOBHBIX HACTPOEK CIIyxObl yIpaBieHus npaBamu. /J1ab/ 9 4 J1.1J11.2J11.3
J1.4J12.1 J12.2
8.4 Co3nanue mabionoB RMS st 3amutsl opucHbIX qokymMeHToB /Cp/ 9 7 JI.1J11.2 J11.3
JI1.4J12.1 J12.2
Paznen 9. BesonacHocte OC Windows Ha cepBepHOM ypOBHe
9.1 BezonacHocts OC Windows Ha cepBepHOM YpOBHE. 9 4 JI.1J11.2 J11.3
PaccmoTtpenue obecrieuenust puzndeckoit 6ezonacHoctu WindowsServer. JI1.4J12.1 J12.2
Co3nanue BXOIIIUX U UCXOASAIINX TPaBUII st OpanaMayspa. Joctyn K
CHCTEME C TIOMOIIBIO CMapT-KapT. PaccMoTpeHne TOMOIHUTENEHBIX Mep
6e3onacHocTH (3alMTa ¢ IOMOIIBIO PE3EPBHOI0 KONUPOBaHUs, paboTa co
ciyx00#t ooHoBNeHNUS) . /JIek/
9.2 Nsyuenue pusndeckoii 6e3onacHocTu cepeepa. /J1ad/ 9 4 JI1.1J11.2 JI1.3
J1.4J12.1 J12.2
9.3 Nsyuenue pusndeckoii 6e3onacHocTu cepeepa. /J1ad/ 9 2 JI.1J11.2 J11.3
J1.4J12.1 J12.2
9.4 M3y4deHne ONOIHUTENBHBIX Mep Oe3onacHocTH. /J1ab/ 9 2 JI.1J11.2 J11.3
JI1.4J12.1 J12.2
9.5 Nzyuenue ciryx061 ooHOBICHHS WindowsServer /J1a6/ 9 2 JI.1J11.2 J11.3
J1.4J12.1 J12.2
9.6 Co3naHue JOMOJHUTENLHBIX CIICHapHEB pe3epBHOro konuposanus. /Cp/ 9 7 JI.1J11.2 J11.3
J1.4J12.1 J12.2
Pa3znen 10. Iludposanne IPsec B OC Windows
10.1 |Iudposanue IPsec 8 OC Windows. 9 6 JI.1J11.2 J11.3
Paccmotpenne umgposanus [Psec B WindowsServer 2008R2. TTpuHuunmns JI1.4J12.1 J12.2
pa6otsl [Psec. OcnoBnblie Bo3amoxkHocTH [Psec. NATTraversal B [Psec. /Jlex/
10.2  |HU3yuenue kommnonenToB NAP. /J1a6/ 9 2 JI.1J11.2 J11.3
J1.4J12.1 J12.2
10.3  |M3yuenue nporokona RADIUS. /JIa6/ 9 2 J1.1J11.2J11.3
JI1.4J12.1 J12.2
10.4 |Pa3BepThIBaHHE M BHEJPCHUE BUPTYAILHON YacTHOM cetu. /J1ab/ 9 2 JIT.1 JI1.2 J11.3
J1.4J12.1 J12.2
10.5 |Coznanue nmonutHk ceteBoro pocryna /Cp/ 9 7 JI.1J11.2 J11.3
JI1.4J12.1 J12.2
Paznen 11. CepBep ceTeBbIX NOJMTHK, 3a1IIATa U MAPIIPYTH3 Al Usl
CeTeBOro 0CTYNAa U TUCTAHIHOHHBIN 10CTY
11.1  |CepBep ceTeBbIX NOJIUTHK, 3aIIUTa U MAPIIPYTU3AIMS CETEBOTO JIOCTYIIA U 9 8 JIT.1 JI1.2 JI1.3
JUCTaHIIMOHHBIN JOCTYII. JI11.4J12.1 J12.2
3ammuTa cereoro gocryna (NAP) B WindowsServer 2008R2. [TpuuuHs
paszBeptbiBanust NAP. O630p komnonenToB NAP.Konnenius NPS. Tynnenu
VPN. Ilpotokonst PPTP, L2TP. AktuBuzauus VPN Ha cepBepe RRAS. /JIex/
11.2  |Buenpenue mapaMeTpoB MOJUTHKU C IOMOILBIO CEPBEPA CETEBBIX MOJIUTHUK. 9 2 JI1.1J11.2 J11.3
/J1ab/ JI1.4J12.1 J12.2
11.3  |Co3naHue TONONTHUTENBHBIX BepuduraTopos. /Cp/ 9 7 JI.1J11.2 J11.3
J1.4J12.1 J12.2
Paznen 12. Dx3amen
12.1  |/Ox3amen/ 9 27 J1.1J11.2J11.3
JI1.4J12.1 J12.2

6. POH/I OHEHOYHBIX CPEJICTB

6.1. IlepeyeHb BUIOB OLCHOYHBIX CPeJCTB
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Pabouast mporpaMma JUCIMIUTIHEL "3aIIUTa B OTIEPAIIMOHHBIX CHCTEMaX " 110 HAalPaBJIEHHIO ITOATOTOBKH (CIIEIIHAIEHOCTH)
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VYeTHbIl ompoc.
CamocrosrenpHas pabora.
JlaboparopHas pabora.
3auger (8 cemectp)
Dk3ameH (9 cemectp)

6.2. TunoBbie KOHTPOJIbHBbIE 32/IaHUSA U HHbIE MATEPHAJIbI /I TeKYyIIel aTTecTAlHH

Bormpocs! mist ycTHOTO Ompoca A7 TeKyIIei aTTecTaiun

. TUMOBBIE MOJIENN YIIPABJICHUS JIOCTYIIOM.

. JIMCKpeLInOHHOE YIPaBJIEHUE JIOCTYIIOM.

. 3onmupoBanHast mporpaMMHasi cpena.

. MaHjaTHOe yIpaBJeHHE JJOCTYIIOM.

. Apxutektypa 6e3onacHoct OC Windows.

. Security accounts manager.

. LM, NTLM, NTLM2, NTLMv2.

. Kerberos.

. Peectp OC Windows.

. Microsoft Management Console.

. Noacucrema 3amuts! nHGopManuu B OC UNIX.

. Passwd u shadow ¢aiisbl.

. OCHOBHBIE KOMIIOHEHTHI IoZicucTeM 3amuTel UNTX.

. [IpaBa noctyna k a3nemenTam (HailioBoil CHCTEMBI.

. YIIpaBieHue poneccaMi.

. OcHOBHBIE TPOOIIEMBI ¢ 0€30TIACHOCTHIO M BO3MOKHBIe perieHust B UNIX-000HBIX cucTeMax.
. Ayaur coOBITHH.

. Bromxker monp3oBarens 8 OC Windows.

. Cnucok gocryna B OC Windows.

. Aynur B Windows, UNIX.

. Noacucrema 3amwurs! nuHpopMaruu B OC Windows.

. OCHOBHBIE KOMITOHEHTHI MoJcUCTeM 3amuThl Windows.

. [TonuTrku Ge30macHOCTH.

. Ilonsitne nomeHa.

. OCHOBBI B3aUMO/ICHCTBUS 3JIEMEHTOB I€TEPOrCHHBIX CETEH.

. lIlmro3s1 NFS.

. [IporpaMmMHO-anmapaTHbIe METOABI ¥ CPEACTBA OTPAaHUUCHHUS JOCTyNa K pecypcam [I9BM.
. Mertonp! 1 cpencTBa orpaHUYeHUs AOCTyMa K komrnonentam [I1D9BM.
. MeTobl ¥ cpelIcTBa NPUBSA3KH NPOrPaMMHOT0 00eCIIeueH sl K allllapaTHOMY OKPYKEHHIO U (PU3HUECKHUM HOCHTEIISIM.
. MeToas!l U cpeAcTBa XpaHEHUs! KII0YEBOH HH(POPMAIUY.

. [IporpammMHast 3aknazaka.

. NadpacTpykTypa oTKpHITHIX Kitouei PKI.

. OcHoBHble KoMTIOHeHThI PKI.

34. ®yHKIMH yIOCTOBEPSIONIETO U PETHCTPAMOHHOTO LIEHTPOB, PENO3UTOPHSI, apXHBa CEPTU(UKATOB, CEPBEPHBIX KOMIIOHEHTOB
PKI.

35. Cnyx0nb1 cepruduranuu B OC Windows.

36. OcHOBHBIC IeHCTBUS HEOOXOAUMBIE JIJIsl YCTAHOBKU U 0a30BOit HACTPOWKHU ciyxObl cepTrdukanuu ActiveDirectory® (AD CS) B
TECTOBOM cpenie.

37. Cnyx0a yrpasnenus: mpaBam ADRMS.

38. llIugposanue [Psec 8 OC Windows.

39. NATTraversal B IPsec.

40. Komnonentst NAP.

41. IIporokosn RADIUS.

42. CepBep CeTEeBBIX MOIUTHUK.

43. CereBas cucteMa OOHapy>XEHHs U TIPEIOTBPAILCHHUS BTOPIKEHHH.
44. BpisiBlI€HUE BTOPKEHHH.

45. MeTozps! IpeqoTBpaIleHUs] BTOPKCHHN.

46. Crioco6b1 00X0a CHCTEMBI OOHAPYKEHHSI BTOPKESHHUH.

47. XocroBas cucreMa 0OHapy>KeHHsI BTOPKECHUH.

48. MonuTopuHr (ailIoBOH CUCTEMBI.

49. O6napyxenue rootkit.

50. Honeypot. Bugsl, knaccupuxanus.

51. O6napyxenune Honeypot.

52. Security Information and Event Management.

53. Log Management System

54. Security Log/Event Management
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55. Security Information Management

56. Security Event Correlation

57. Security Information and Event Management.
58. @ynkuu SIEM

IepeyeHb CaMOCTOSTENBHBIX PAOOT

1. Coznmanne 610mxeToB nmoas3osareiss B OC Windows, UNIX.

2. Ucnonp3oBanue criucko goctyna B OC Windows, UNIX.

3. Ayaur B Windows, UNIX.

4. OneHKa 3alIMIIEHHOCTH 3aaHHOM KoHpurypanun Windows.

5. Co3nanue ceprudukaros B PKI.

6. Coznanue cMapT-kapt B PKI.

7. Co3nanue peno3uropus ceptudukaros u BocctanosneHue LC.
8. Coznanue ma6noHoB RMS 114 3a1utel 0QUCHBIX JOKYMEHTOB.
9. Coznanue TOMOTHUTENEHBIX CIIEHAPHEB PE3EPBHOIO KOMMPOBAHUSL.
10. Co31aHue MOIUTHK CETEBOTO JOCTYIA.

[epeuens mabopaTopHbIX paboT

1. U3yuenue cuctem 6e3onacuoctd OC Windows, UNIX. Co3nanue 610pKeTOB N0JIb30BaTeNs. VIConp30BaHe CIIUCKOB JTOCTYIIA.
2. Aynur cobsrtuii B OC Windows, UNIX.

3. OreHKa 3anUIeHHOCTH 3a1aHHoN KoHpuryparuu Windows: (aiinoBas ciucrema, peecTp, CIUCOK IOJIb30BaTeNeH, MOJUTHKA
6e3omacHOCTH B 00J1acTH Haposieil.

4. Nuterpanus cereit Microsoft u UNIX ¢ ncnosnp3oBanreM cepBepa Samba.

5. I3y4eHune cpeacTB 3alIUThI CETEBOro B3aumMoseicTeus Unix.

6. TTouck mporpaMMHBIX 3aKJIaJIOK B 3aJJaHHOM KOHCyIbTanuu Windows.

7. Wcnonp3oBanue Bo3aMoxkHOCTeH (aitnooit cucremsr OC Windows  miis mudposanus daitnos BitLocker, EFS.

8. N3yyenne nHGPaCTPyKTYyphl OTKPBITHIX Kitoueld. Co3anue cMapT-kapt. 3amuTa koHpurypanuu ADCS.

9. 3y4yeHue IOMOTHUTENIBHBIX Mep 0e30MacHOCTH (pe3epBHOE KOITMPOBaHUE, paboTa co ciyk00i OOHOBJICHUS).

10. U3yuenune mpotokora RADIUS.

11. PazBepTrIBaHNE U BHEAPEHNE BUPTYAIBHON YaCTHON CETH.

12. BHeipeHne napaMeTpoB MOJUTHKH C TIOMOIIBIO CEPBEpa CETEBBIX MOJIUTHK.

13. Hacrpoiika u pa3pabotka npasui st NIPS/NIDS Snort.

14. Hactpoiika u paspabotka npasui it HIDS OSSEC.

15. Hactpoiika cuctemsr Honeypot u naTerpamus ¢ SIEM.

16. Otmpaska ysegomiaenuit OSSEC.

17. SIEM Splunk.

IMonuble TEKCTHI 1TaOOPATOPHBIX PabOT U 3aJaHUs BBIIIOXKCHBI HA CETEBOM JIMCKE KadeIpbl KOMIBIOTEPHON 0€30I1aCHOCTH U
npuknanHoi anreopsr DC1\doc\.

6.3. TunoBble KOHTPOJILHbIE BONPOCHI M 32/IaHUS LISl TPOMEKYTOUHON aTTecTaluu

[Tepeuens BompocoB k 3a4eTy (8 cemecTp)

. Noacucrema 3amurs! nHpopmanuu B OC UNIX.

. Passwd u shadow daiiner.

. OCHOBHBIE KOMIIOHEHTHI MojicucTeM 3ammThl UNIX.

. I[IpaBa mocrymna k 31neMeHTaM (GaioBoi CHCTEMBI.

. YrpaBrieHue nporueccamu.

. OcHOBHBIE TpOOIIEMBI € 6€30IacCHOCTBIO M BO3MOKHbIe pemieHus B UNIX-11o/100HbIX crcTeMax.
. AyauT coOBITHH.

. Bromxer monp3oBarens B OC Windows.

. Crncok goctyna B OC Windows.

. Aynur 8 Windows, UNIX.

. Hoacucrema 3amure! nHbopManuu B OC Windows.

. OCHOBHBIE KOMITOHEHTHI MoJcUCcTeM 3amuThl Windows.

. [Honutuku Ge3omacHOCTH.

. IlonsTHe noMeHa.

. OCHOBBI B3aUMOJICHCTBUS 3JIEMEHTOB I€TEPOrCHHBIX CETEH.

. [llmro3s1 NFS.

. [IporpamMMHo-anmnapaTHble METOBI U CPEACTBA OTPaHUUEHUs JocTyma K pecypcam [IOBM.
. Metonp! 1 cpeacTBa OrpaHUYEHHUs JOCTyNa K komnoHentam [19BM.

. MeTozbl ¥ cpelIcTBa NPUBSA3KH NPOrPaMMHOT0 00ecIieueH s K alllapaTHOMY OKPYKEHHIO U (PU3UUECKUM HOCUTEIISIM.
. MeToasl 1 cpeacTBa XpaHEHUs KII0YEBOH HH(MOPMAIHY.

. [IporpammMHast 3axnazaka.
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22. NudpactpykTypa OTKpbITHIX Kiroueit PKI.

23. OcHoBHbIe KoMItoHeHTHI PKI.

24, ®yHKIUH yIOCTOBEPSIOIIETO U PETUCTPALIMOHHOTO LEHTPOB, PEIIO3UTOPHS, apXHBa CEPTH(UKATOB, CEPBEPHBIX KOMIIOHEHTOB
PKIL

25. Cyx0sb1 ceprudpukanuu B OC Windows.

26. OCHOBHBIC ICHCTBHS HEOOXOMMBIC JJIsl YCTAHOBKH U 0a30BOM HACTpOWKH cilyObI cepTudukaimu ActiveDirectory® (AD CS) B
TECTOBOM cperie.

27. Cnyx0a ynpapnenus npasam ADRMS.

28. udposanue [Psec 8 OC Windows.

29. NATTraversal B IPsec.

30. Komnonentst NAP.

31. Ilpotokonr RADIUS.

32. CepBep CeTeBbIX MOJIHUTHUK.

[Tepeuens BompocoB k sk3ameny (9 cemectp)

. TUNIOBBIC MOJICTIH YIIPABIICHUS TOCTYIIOM.

. JINCKpeInOHHOE yIPaBICHUE TOCTYIIOM.

. I3onupoBaHHas mporpaMMHasi cpejia.

. MannaTtHOe ynpaBieHHe JOCTYIIOM.

. Apxurekrypa 6e3omacaoctd OC Windows.

. Security accounts manager.

. LM, NTLM, NTLM2, NTLMv2.

. Kerberos.

. Peectp OC Windows.

. Microsoft Management Console.

. Apxurekrypa 6e3onacioctd OC Unix.

. bazoBas ¢aitoBas cTpykrypa.

. IIpaBa moctyna Kk QaiiaM ¥ TUPEKTOPHSM.

. Passwd u shadow ¢aitnebl.

. AyIuT COOBITHI.

. Aynut B OC Windows.

. Aynur B OC Unix.

. CereBas cucteMa oOHapy>KEHUS U IIPEIOTBPAILCHUS BTOPIKEHUI.
. BeisiBieHue BTOpKEHUI.

. MeTtozpl npeAoTBpallieHusl BTOPKEHHH.

. Cioco0s1 06x0/1a cHCTEMBI OOHAPYKEHHS BTOPIKEHUH.
. XocToBas cucreMa OOHapYy>KEHUS] BTOPKEHHH.
. MOHUTOpPUHT (ailjIOBOH CHCTEMBI.

. O6Hapyxenue rootkit.

. Honeypot. Buapl, knaccudukanms.

. O6napyxenue Honeypot.

27. Security Information and Event Management.
28. Log Management System

29. Security Log/Event Management

30. Security Information Management

31. Security Event Correlation

32. Security Information and Event Management.
33. Oynkuuu SIEM.
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6.4. Kputepuu onieHuBaHHUs

[Topsnox npoBeaeHNs TPOMEKYTOUHOM aTTeCTAlluU

Yacts 1 (8 cemectp)

B Teuenune cemecTpa CTYAEHT AOJDKEH BBIIIOJIHUTD ABEHAINATH 1a00paTOPHBIX padoT, KaXkaas U3 KOTOPBIX OLIEHUBAaeTCs B 5 0allioB.
MaxkcumanbHblii 6as1 3a 1abopaTtopHyro padoTy — 5 6ayuios.

MaxkcuManbHbii 0ast 3a m1abopatopHbie paboTel B 8§ cemectpe 60 OaIoB.

B TeueHne cemMecTpa CTYIEHT JOJDKEH BBITIONHHUTH YE€THIPE CAMOCTOSTEIBHBIX  pabOThI, KaXJast U3 KOTOPBIX OLIEHUBAETCS B 5 0AIIOB.
JlomyckoMm 10 IpoBeAeHUs 3a4eTa SBIAIOTCS CIaHHBIE CTYICHTOM JIAOOPATOPHBIE  CAMOCTOSTENbHBIE PAOOTHI B TEUEHHE CeMecTpa.
3aueT MpoBOJUTCS B OAMH 3Tall, HA KOTOPOM CTYZIEHT OTBEYAET OJIUH TEOPETUUECKUI BOIPOC U BHIMOJIHAET OJHO MPAKTHYECKOE
3aflaHNe U3 CTIHCKa Ja00paTOPHBIX U CAMOCTOSTENBHBIX padoT. [IpoxomkurensHOCTs — 30 MUHYT.

MaxkcrManbHEIH 0ast 3a OTBET Ha TeopeTHdecKuii Borpoc — 10 6amios.

MakcuManbHbIH 0ai 32 IPaKTHYECKyIo YacTh 3a4era — 10 6amios.
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CBopiHas TabnuIla pedTHHTa ycrieBaeMocTH (8 cemectp)
Ne [MepeyeHb KOHTPOJBHBIX MEPOTIPUATHI B ceMecTpe MaKkcHMallbHOE KOJ-BO OaIoB

1 Jlaboparopuasi pabGorta Nol-12 12x5=60
2 CamocrosrenbHas pabora Ne 1-4 4x5=20
3 3auer (TeopeTUYECKUi BOIPOC) 10

4 3aueT (paKkTHYECKasl 4acTh) 10

Uroro 100

Yacts 2 (9 cemectp)

B TeueHne cemecTpa CTYICHT JOJDKCH BBIIOIHHUTS IATh JTa00PATOPHBIX PadoT, KaXkAas M3 KOTOPBIX OLIEHUBAeTCs B 5 Oa/LIOB.
MaxkcuManbHbIi 0asu1 3a 1abopaTopHyo padoTy — 5 6auioB.

MakcumManbHbIi 6ai 3a 1adopaTopHble paboThl B 9 cemecTpe — 25 6asoB.

B Teuenune cemecTpa CTYAEHT JOJDKEH BBHIIIOJIHUTD IECTh CAMOCTOATENBHBIX PAOOTHI, KaXKAasi U3 KOTOPHIX OIIEHUBAETCS B 5 OalIoB.
JloIryckoM 10 MPOBEICHUS 9K3aMEeHA SBIIIOTCS CIAaHHbIE CTYICHTOM JIA00paTOPHBIC M CAMOCTOSATENBHEIC PAOOTHI B TCUCHHE CEMECTpa.
DK3aMeH MPOBOJMTCS B OAMH 3TaIl, HA KOTOPOM CTYISHT OTBEYAET Ha JABa TEOPETHUECKUX BOIPOCA U BHINOIHAET OJHO MIPAKTHYECKOE
3a/laHUe U3 CITUCKA JJAOOPATOPHBIX M CAMOCTOSTEIBHBIX paboT. [IponomknTensHOCTE — 30 MUHYT.

MakcuManbHbIN 04l 32 OTBET Ha TEOpPETHUECKUit Bompoc — 10 6aiios.

MaxkcuManbHbIN 0aJT 32 MPAKTUYECKYIO YacTh 3Kk3aMeHa — 20 6aioB.

CBopiHas TabyuIa pedTHHTa ycrieBaeMocTH (8 cemectp)
Ne TTepeyeHb KOHTPOJIBHBIX MEPOTIPUATHH B ceMecTpe MakcuManbHOE KOJI-BO OalIoB

1 JlaboparopHast pabora Nel-5 5x5=25

2 CamocrositenbHas padora Ne 1-6 6x5=30
3 IocemaemMocTb (Bce 3aHATHS) 5

3 Dx3aMeH (TeopeTUIeCKUi BOIPOC) 2x10=20

4 Dx3aMeH (TMpaKTH4YecKas 4acTb) 20
Uroro 100

Kpurepnn orieHUBaHUS TEOPETUIECKOTO BOIIPOCA 3a4eTa U IK3aMeHa

MaxkcuManbHbIi 02l 32 OTBET Ha TeOpeTH4ecKuil Bornpoc — 10 6ayuios.

Otinuno/3auTeH0/9-10 6amios - OOyyaronuiics OTIMYHO 3HACT MaTepUall, YMEET aHATM3UPOBATh MPOOJIEMY U apryMEHTHPOBAHO
U3JI0KHUTH CBOIO TOUKY 3peHust. OOyJaromuiicss IpakTHUECKU HE OITyCKAaeT OMUOOK.

Xoporo/3aureno/7-8 6amios - OOyJaromuiicss XOpoIIo 3HaeT MaTepuall, yMeeT aHATM3UPOBaTh MPOOIeMy 1 apryMEHTUPOBAHO
U3JI0KHUTH CBOIO TOUKY 3peHust. OOyuaromuiics J0nyCcKaeT He3HAYUTEIbHbIC OLIHOKH.

Y noBieTBOpUTEIbHO/3a4TeHO/5-6 OasioB - OOyyaronuiics 3HakoM ¢ MaTtepraioM. OOydJaronuiics AOMycKaeT (akTHISCKHE OIIHOKH.
HeynosnerBoputenbHo/He 3auTeH0/0-4 Gamia - O0yuaronuiicst He 3HaeT OCHOBHBIX MOJIOKEHUH BOIIPpOca, HE OPUEHTUPYETCS B
OCHOBHBIX ITOHATHSX, U3JIaraeT MaTepHal C TPYIOM, C TpyObIMU (aKTHYECKUMH OIMINOKaMH, JINOO OTKa3bIBAETCSI OT OTBETOB Ha
BOIIPOCHI.

Kputepun onieHHBaHUS PAaKTUYECKON YacTH (MPaKTHYECKOTo 3a/IaHus) 3a4eTa

MaxkcrManbHBIH 0asuT 3a OTBET Ha TeopeTHdecKuit Borpoc — 10 6amios.

OTtnnyHo/3auTeH0/9-10 6anaoB - O0y4YaroNMHCs OTAMYHO 3HAET MAaTepPHall, yMEET aHAIU3UPOBATh MPOOJIEMYy U apIyMEHTHPOBAHO
M3JI0XKUTH CBOIO TOUKY 3peHHs. OOyJaromuiics MpaKTHIECKH He JTOITyCKaeT OMHIOOK.

Xopoo/3auteno/7-8 6amioB - O0ydaromuicst XOPOILIO 3HaeT MaTepHal, yMeeT aHaJIM3UPOBATh IPOOIeMy U apryMEHTHPOBAHO
U3JI0XKUTH CBOIO TOUKY 3peHHs. OOydaromuiics TomycKkaeT He3HaYNTeTbHbIE OITHOKH.

Y 10BIETBOPUTEIbHO/3a4TeHO/5-6 6aioB - OOyuaronuiics 3HakoM ¢ MaTepraioM. O0yJaronuiicst A0MycKaeT GakTUUECKHUEe OIIHOKH.
HeynosnerBopurensHo/He 3auTeHo/0-4 Oamna - O6ydaromuiicss He 3HaeT OCHOBHBIX MTOJIOXKEHHI BOIIPOCa, HE OPHEHTHPYETCS B
OCHOBHBIX IOHATHAX, U3JIaraeT MaTepHall C TPYAOM, C TPYObIMHU (paKTHUECKUMHU OIINOKaMH, TMOO OTKA3bIBAETCSI OT OTBETOB HA
BOIIPOCHL.

Kputeprn oneHUBaHUS TPAKTUIECKOI YacTH (MIPaKTHYECKOTO 3a/IaHus ) IK3aMeHa

MakcuManbHbIi 6a1 328 MPaKTHYECKYIO YacTh dKk3ameHa — 20 6aioB.

OTtnyno/3auteno/17-20 6amioB - OOyJaromuiicss OTIMYHO 3HAET MaTepHal, yMeeT aHATH3UPOBATh MPOOIIEMY U apTyMEHTHPOBAHO
U3JI0KHUTH CBOIO TOUKY 3PEHUS], TPaMOTHO U3BSCHIETCS C HCIIOIb30BAHUEM TOUHBIX TEPMHUHOB U Ha3BaHUH. OOydaromuiics
MPAKTHIECKHU HE JIOMYCKaeT OIIHOOK.

Xopomo/3auteno/13-16 6amnos - OOyyaromuiics XOpoIIo 3HAaeT MaTepHal, yMeeT aHaIu3UPOBaTh MPoOIeMy U apryMEHTHPOBAHO
M3JIOKHUTH CBOIO TOUYKY 3PEHUS, TPAMOTHO U3BSCHSETCS C HCIOIb30BAHHEM TOYHBIX TEPMUHOB U Ha3BaHMHA. OOyJalOMIHIACS TOMyCKaeT
HE3HAYUTEIbHBIC OIIHOKH.

Y noBieTBOpUTEIbHO/3auTeHO/8-12 OaitoB - OOyJaronuics 3HAaKOM ¢ MaTepHAIOM, HO  JJOIyCKaeT (haKTUIECKHe OIMOKH.
HeynosnerBoputenbHo/He 3auTeH0/0-8 6amuio - OOyyaromuiics He 3HaeT OCHOBHBIX ITOJIOXKEHHUH BOIpoca, He
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OPHEHTHPYETCS B OCHOBHBIX MOHSTHUSX, H3JIaraeT MaTepHai ¢ TPYLOM, C IpyObIMH (haKTHUECKHMH OIIHOKaMH, TM00 OTKA3bIBACTCs OT
OTBETOB Ha BOIPOCHI.

Kputepun oreHKH 1a60paTOpHOiT paboThI

5 ©asutoB - 1abopaTopHast paboTa BHITIOIHEHA TOJIHO U MPABUIBHO B COOTBETCTBHH C 33JaHHEM, BBIBOJ| C/ICJIaH CAMOCTOSITEIIBHO,
TEXHUYCCKH MPABIIILHBIM S3BIKOM, JaHbI BEPHBIC OTBETHI HAa KOHTPOJIBHBIC BOIPOCEHI, 110 33IaHUIO IIPEHOaBaTeNs
[POAEMOHCTPHUPOBAHBI IOMOIHUTEIBHbIC JEUCTBHS B PAMKaX TEMaTHKH PaOOTHI,

4 6ayuta — mabopaTopHasi padoTa BBITIOJIHEHA MTOITHO U IIPABHIBHO B COOTBETCTBHH C 33JaHUEM, BBIBOJ CIIEIAH CAMOCTOSTEIIBHO,
TEXHHUYCCKHU PABUIIBHBIM SI3bIKOM, JaHbI HE MTOJIHBIC OTBETHI HA KOHTPOJIBHBIC BOIPOCHL, 110 3aJaHHIO MPEIIOIaBaTeIs
HPOAEMOHCTPHUPOBAHEI IOTOJIHUTENNBHEIE ISUCTBYS B PaMKaX TEMaTHKH PadOTHI;

3 amna — maboparopHast paboTa BBIOJHEHA MOJIHO U MIPABHIBHO B COOTBETCTBUH C 3aJaHHEM, BBIBOJ] C/ICIIAH CAMOCTOSTEIBHO,
TEXHUYCCKH MPABIIIBHBIM S3BIKOM, JaHBI HE ITOJHBIC OTBETH! HAa KOHTPOJIBHBIC BOIPOCHI, 110 33/IaHHIO TIPEIOIaBaTeNs He
[POAEMOHCTPHUPOBAHBI IOMOIHUTEIBHbIC JCUCTBHS B PAMKaX TEMaTHKH PabOTHI,

2 fayuta — mabopaTopHasi paboTa BBIIOJIHEHA MOJTHO U IPABIIBHO B COOTBETCTBHH C 33JaHUEM, BBIBOJ HE CHCNAH, TaHBI HE TIOJTHEIC
OTBETHI HAa KOHTPOJIBHBIC BOIPOCHI, 110 33IaHHUIO IPEIOIABATENS HE IPOIEMOHCTPUPOBAHbI JOMOIHUTEIBHbIC JCUCTBHS B PAMKAX
TEeMaTUKH PabOThI;

1 Gayu1 — npy BBIMIOJTHEHUH J1a00paTOpHON pabOThl 00YUAIOIIUMCS TOMYIICHBI CYIIECTBEHHBIC OIHOKH IO COACPIKAHUIO YISOHOTO
Marepuaia, paboTa BHIOIHEHA C HAPYLICHHEM, JOIIYLICHbI IpyObie OMHOKH, HA KOHTPOJIBHBIC BOIIPOCHI JaHBI HE BEPHBIC OTBETHI.
0 6amn1oB — He BBINOJIHEHA JabopaTopHas padora.

Kputepuu olieHKH CaMOCTOSTEIBHOM paboThI

5 6a0B — caMOCTOATENbHAS PA00Ta BBHIIIOJIHEHA [IOJHO U IIPABWIBHO B COOTBETCTBUU C 3aJJaHUEM, BBIBOJL CJICJIAH CAMOCTOSITENBHO,
TEXHUYECKH MPABUIIBLHBIM SI3BIKOM, TAHBI BEPHBIE OTBETH HA KOHTPOJIBHBIE BOIIPOCHI, 11O 33/IaHHIO0 TIPETIOaBaTeNs
IIPOJIEMOHCTPUPOBAHbI AONOJHUTEIbHBIE ICHCTBUS B paMKaX TeMAaTHKU PaOOTHI;

4 Ganna — caMOCTOsTENbHAs Pa0boTa BBITOIHEHA MOJHO ¥ MPABMIBHO B COOTBETCTBUH C 3aJJaHUEM, BEIBOJI CIIETIaH CaMOCTOSITENIBHO,
TEeXHUYECKU [IPAaBUIILHBIM SI3bIKOM, JTaHBI HE TIOJIHbIE OTBETHI Ha KOHTPOJIbHBIE BOIIPOCHI, 110 3aJaHHUIO IIPENo1aBaTesLs
MIPOJIEMOHCTPHPOBAHEI AOTIOTHHUTEIbHBIE ISHCTBHS B paMKaX TEMAaTHKH PaOOTEL;

3 Gaina — camocTosITeNIbHasl paboTa BHINOIHEHA IOJIHO U IIPABUIBHO B COOTBETCTBHUM C 33/1aHHEM, BBIBO/J] CAENIAH CaMOCTOSATENBHO,
TEXHUYECKH MPAaBUIILHBIM SI3BIKOM, TAHBI HE TIOJTHBIE OTBETHI Ha KOHTPOJIBHBIE BOIIPOCEKL, TI0 3aJJaHHIO IIPETIoJaBaTellsl He
MIPOJIEMOHCTPHPOBAHEI AOTIOJHHUTEIbHBIE ISHCTBHS B paMKaX TEMAaTHKH PaOOTHI;

2 Ganna — caMoCTOsITeNIbHAsl pabOTa BHIIIOJIHEHA [IOJHO U IPAaBHIBHO B COOTBETCTBUH C 33/laHHEM, BHIBOJ HE CJIeNIaH, JaHbl HE IOJIHbIE
OTBETHI Ha KOHTPOJIbHBIE BOIIPOCHI, TI0 3aJaHHUIO MIPEIOIaBaTeNsI HE MTPOIEMOHCTPHPOBAHbI AOTIOTHUTEIbHBIE IEHCTBHS B paMKax
TEeMAaTHKU pabOThI;

1 6ay — mpy BBITOJTHEHUH CaMOCTOSTENBHOM paOboThl 00YJAIOIIIMCS JOIYIICHEI CYIIECTBEHHBIE OIIMOKH IO COAEPKAHUIO YIeOHOTO
Marepuaia, paboTa BEIIIOJIHEHA C HAPYIIEHUEM, AOMYLIEHbI IPpyOble OUIMOKH, HA KOHTPOJIbHBIE BOIIPOCH! JaHBI HE BEPHBIC OTBETHI.

0 6asIoB — HE BBITOJHEHA CAMOCTOSATEIbHAs padoTa.

[Tpu noaBeIeHUH UTOTOB YUUTHIBAIOTCS PE3YJIbTAThl TEKYIIEeH aTTecTanuu. [ToydeHHbIe 32 TEKYIYIO aTTECTALUI0 OalIbl
CYMMHPYIOTCS ¢ OaJlTaMH, TTOTYIEHHBIMH 33 KXKABIH 3Tall IPH MPOX0KICHHN IIPOMEXYTOYHOH aTTecTaluy.

B Tedenunu cemecTpa npoBOAUTCS 1a00paTOpHbIE pabOThI, MPOBEPSIIOTCS CAMOCTOSTEIbHBIE PA0OTHI IO OJJHOMY M3 pacCMaTpUBACMBbIX
pa3zaesnoB, KOTOPbIE OCYIIECTBIISIOT CPE3 3HAHUIT [0 OCHOBHBIM MOHSATHSIM, ONPECIICHUSM H 3a]ja4aM.

Jlist 3auera:

0—59 GanIoB — BBICTABISETCS KHE 3aUTCHOY

oT 60 OaJJIOB M BBHIIIE — BBICTABIIAETCS «3aUTEHOY»

Jl1st sx3amena:

0-59 6aoB — HEYIOBJICTBOPHUTEIBHO (2);

60-74 6amioB — ynoeneTBoputessHO (3);

75-90 6amnoB — xoporo (4);

91-100 6ayoB — oTIMYHO (5).

7. YHEBHO-METOJNYECKOE U THOOPMAIIMOHHOE OBECIIEYEHWE JTUCHUIIJIMHBI (MOAY JIS)

7.1. Pexomenayemasi iuTeparypa

7.1.1. OcHoBHas TuTEpaTypa

ABTOpBI, COCTaBUTENN 3arnaBue WznarensctBo, Ton| Pecypc
JI1.1 |Bbpaxyk A. 1. Certessle cpeacTBa Linux: Kype Jekuui Mocksa : OBC
(https://biblioclub.ru/index.php?page=book&id=428794) HanonanbHbrit
OTKpBITBIH
YHuBepcurer
«VIHTYUT», 2016
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ABTODBI, COCTaBUTENHU 3armnaBue WsnparensctBo, ron| Pecypc
JI1.2 |IIpockypun B. T'., 3amuTa B ONEpalMOHHBIX CHCTEMaX: MPOrpaMMHO-aNapaTHbIe Mocksa : Pagno n
Kpyros C. B., cpencTBa obecrneueHus HHGOPMaIMOHHON 6e30acHOCTH : yueOHoe |cBsi3b, 2000
Markesuu U. B. ocodue i By30B
JI1.3 |Menbuukos B.IT., HNudopmaimonHas 6€30MacHOCTb: yI4eOHHK Mocksa : KuoPyc, OBC
Kynpusaos A.U. (https://www.book.ru/book/924214) 2018
JI1.4 |Ianbrun B.®. WudopmaronHas 6e30IacHOCTb KOMIBIOTEPHBIX CUCTEM U ceTeil:  [Mocksa : 3BC
yuebHoe nocobue Wznarenbckuii Jom
(http://znanium.com/catalog/document?id=285527) "OOPYM", 2012

7.1.2. JlonojHuTeJbHAS JUTEpaTypa

ABTOpLI, COCTaBUTCIIN 3ariaBue I/IS}IHTGJ'H)CTBO, rona Pecypc

J12.1 |Jloxuukos I1. C., ObecnieueHne 0€30MaCHOCTH CETEBOM MHPPACTPYKTYphI HA OCHOBe  [MockBa : 9BC
Muxaiinos E. M. OllepalluOHHBIX cucTeM Microsoft: mpakTukym Wurepuer-
(https://biblioclub.ru/index.php?page=book&id=233194) YHuBepcureT
HHdopMaioHHs!
x Texnonoruit
(MHTVYUT)
|buroM.
JlabopaTopust
3Hanui, 2008

JI2.2 |dapes P. 1O., IIporpaMMHBIe ¥ ammapaTHble CPeICTBA HHPOPMATUKHU: YUCOHUK Kpacnosipck : 9BC
IIpokomnenko A. B., (https://biblioclub.ru/index.php?page=book&id=435670) Cubupckuii
Kusi3pkoB A. H. (henepanbHbIii
YHUBEPCUTET
(CoY), 2015

7.3 IlepeyeHb MHGOPMALMOHHBIX TeXHOJIOTHii

7.3.1 [IporpammHoOe obecnieueHue

Adobe Reader

Notepad++

Visual Studio

VirtualBox

Ubuntu Linux

7.3.2 IIpodeccuonanbubie 6a3bl JAHHBIX M HHPOPMAIHOHHO-CIIPABOYHbIE CHCTEMBbI

1. DnexTpoHHBI Katanor HayuyHou 6nbnnoreku YenlV [DnexTpoHHsIi pecypce] : 6a3a ganHbix / Yenso. roc. yH-T. — YensOuHck, 1992.

2. Koncynsrant [Titoc [D1eKTpoHHBIHA pecypc] : clipaBOYHO-TIPaBOBast CHCTeMa : 0a3a JaHHBIX / PernoH. meHTp npaBoBoit HHGOPM.
Wudopmmpaso.

3. eLIBRARY.RU [3sekTpoHHbIi pecypc] : HaydHas 3JeKTpOHHAs OMOInoTeka [HayuyHO# MeproANKH Ha PYCCKOM SI3bIKE |. —
Mockga, [1999-]. - locTym K MOJIHBIM TeKcTaM nocie peructpaunu u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [OnexTpoHHBIH pecypc]: cucTeMa AUCTAaHIMOHHOTO oO0yueHus : [0a3a qanHbIxX] / Yens6. roc. yH-T. — YensOunck, [6.1.]. —
Hoctyn u3 cetn Yenl'Y mim, rmocie perucTpaliy U3 ceTu yH-Ta, U3 Jr000i TOYKH, uMeronei focryn B uHrepuer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6ubmuoTeka YenssOMHCKOTO TOCYIapCTBEHHOTO YHUBEpCUTETa [ DNeKTpOHHBIN pecypc] : [caiiT] / Yens0. roc. yH-T. —
Yensounck, [2001-]. — Pexxum mocryna: http://www.lib.csu.ru/ , cBoOOAHBIH. — 3ari1. ¢ 3KpaHa.

6. luTepHeT yHHBEPCUTET HHPOPMAIIMOHHBIX TEXHOJIOTHIT [ DNEKTPOHHBIH pecypc]. — DIeKTpoH. naH. — Pexxum nocryna :
http://www.intuit.ru/

8. MATEPHUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUTIJIMHBI (MOAYJIA)

Jlns peanuzanyu AMCUUTUTUHBI HCIIONB3YIOTCS YUeOHBIC Ay JUTOPUH JUIsl IPOBEACHUS 3aHATHH JICKIIMOHHOTO THUIIA, 3aHATHI
CEMHMHAPCKOT0 TUIA, TPYNIOBBIX U UHIUBUIYAJIbHBIX KOHCYJIbTALUH, TEKYIIETO KOHTPOJIA M IPOMEKYTOUYHON aTTeCTalllH, a TaKXKe
MTOMEIICHHS Il CAMOCTOSITEIBHONW PaOOTHI.

VYueOHble ayAUTOPUH YKOMIUIEKTOBAHBI CIIEHUAIN3UPOBAHHON MEOENIbI0 U TEXHUYECKHMU CPEACTBAMU O0yUYEHUsI: IPOEKTOPOM,
9KPaHOM, MarHUTHO-MAapKEPHOM JOCKON, MapKepOM; C BO3ZMOXKHOCTBIO JIEMOHCTPALIUH AJIEKTPOHHBIX MPE3EHTALMI IIPU YPOBHE
OCBEILEHUS, JOCTATOYHOM UL pabOThI C KOHCIIEKTOM.

Jlnst mpoBeneHust 3aHATHH JIEKIIMOHHOTO TUIIA HMEETCs IEMOHCTPALMOHHOE 000pYAOBaHUE: IPOEKTOP, IKPAH.
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JlaGopaTopHbIe 3aHATHS IPOXOAAT B yUEOHBIX JTA00OPATOPHUSIX TEXHUIECKUX CPEICTB 3aluThl HHPopMayu 1 "CereBoit mosuroxn"
(ayn. 421, 423, yueGnblit kopiryc Nel). MarepuaiibHO-TeXHHYECKOE 00ecieYeHHe IPUBEIEHO B MaCIOpTax J1abopaTopHid.

[TomernieHust U1l CAMOCTOSITENBHON PadOThl 00YYaIOUIMXCs OCHAIIEHBI KOMITBIOTEPHON TEXHUKOH € MOAKIIOYEHUEM K CETH
«HTepHeT» U 0becrieueHneM J0CTyMa B JIEKTPOHHYI0 HHHOPMAIIHOHHO-00Pa30BaTENbHYIO Cpely YHUBEPCHUTETA.

9. METOAUYECKHE YKA3AHUSA JJISI OBYYAIOIIIUXCA IO OCBOEHUIO JTUCITUIIJIMHBI (MO Y JIST)

[Tpu u3yyeHnn NaHHOM JUCUUILUIMHBI HCIIOJIB3YIOTCS JIEKIIMOHHBIE, TaO0paTOPHBIE 3aHATHS U cCaMOCTOsTeNbHas pabora cryneHTa. Ha
JIEKIMOHHBIX 3aHATUAX MPEoaBaTesb H3IaraeT OCHOBHOE COAEPKaHUE TeM MPOrpaMMEL. [IpopaboTKy JeKIMOHHOTO MaTepHaia
CTYICHTY JK€JIaTeJIbHO MPOBOJUTD KaK MOCIIE KAX/OT0 3aHATHS, TaK U 110 3aBEPLICHUIO TEMBbI. DTO IIO3BOJIUT CBA3ATh BOEJAUHO
IIOJIy4EHHBIE CBEJICHUS M COCTABUTD LEJIbHYIO KapTUHY.

Ha naGopaTopHBIX 3aHATHIX pacCMaTPUBAIOTCS BOIIPOCHI OPTaHU3alMHU ayIuTa JOCTyna K 00beKTaM (aiiyioBoil CHCTEMBI, OLICHKH
3alMIICHHOCTH 3aJlaHHOM KoHpurypauuu OC, co3qanue JOKaJbHOM MOJUTHKY Napojield | mpod. PexoMeHmyercs nepes KaabM
1a00PaTOPHBIM 3aHATHEM BBHITIOJIHUTE JOMAIIHEe 331aHHe, YTO O3BOJIMTH JYYIIe YCBOUTD NPEIbITYIIHI MaTepyall, U H3y4UTh
JICKIIMOHHBIM MaTepHal 1o npeacrosmei teme. CTyIeHTy jKelaTelbHO MPOsIBISTh AKTUBHOE y4acTHe Ha 1a00paTOpHBIX U
JIEKIMOHHBIX 3aHATHUSX, 38]JaBaTh BOIIPOCHL, IIOCKOJIBKY YMEHHE 00OCHOBBIBATE CBOIO TOUKY 3pPEHHS, HAXOXKICHHE KOMIIPOMUACCHOTO
pEIICHHS B 3TUYECKH BBIACP)KaHHOH TUCKYCCHU HE TOJIBKO BAYKHO JUIS JIYYIIErO YCBOCHHS MaTepualia, HO U LIEHUTCS B pealIbHON
KHU3HU.

B ciy4ae npuMeHeHHUs IpU 00yUSHUH IUCIUIUIMHBI 3JIEKTPOHHOTO 00Y4eHHUS, TUCTAHIIMOHHBIX 00pa30BaTeIbHbIX TEXHOIOIHH
obmIeHre 00yJarOMUXCs ¥ IPETIoAaBaTelst OCYIIECTBISCTCS B PeKUMe PeaTbHOT0 BpeMEHH (OHNAHH-TeKIUH (BeOWHAPEI), aTHl,
BUJI€0-KOH(EPEHIINH U JIP.) WIN OTJIOKEHHOI'0 BpeMEHH (CHucTeMa AUCTaHIIMOHHOro 00yueHuss Moodle, BuneoxoctuHr YouYube,
(OopyMBIL, 3IEKTPOHHAS IT0YTa U Ip.).

BompIryto yacTe BpeMEHH 00y4aroIUecst CaMOCTOSATENLHO PaboTaloT ¢ yueOHO-METOIMYeCKMMH MaTepruanaMu. CTyA€HTBl HMEIOT
BO3MOKHOCTb KOHCYJITUPOBAThCS C IPENOoJIaBaTelieM II0 BCeM BOIIPOCaM, BO3HUKAIOLIUM B XO/I€ CAMOCTOSTEIbHOM paboThl
HOCPEICTBOM 3JIEKTPOHHOI MOYTHI, MECCCHIXKEPOB, COITHABHBIX CETell U T.II.

JlocTyn obyyaromerocs K yueOHbIM pecypcaM B peXHUMe OTI0KEHHOTO BPEMEHH, CAMOCTOSITENIbHON PaboThl OCYLIECTBIIAETCS Yepes
ceth MIHTEpHET B yJOOHOM JUIA HETO MeCTe, BpeMEHH U TEMIIE.

ITpu 00y4eHuu Ul ¢ OrpaHUYEHHBIMU BO3MOXKHOCTSIMU 3JI0POBbS SJIEKTPOHHOE 00YyUeHUE, AUCTAaHLIMOHHbBIE 00pa3oBaTe/bHbIE
TEXHOJIOTHH TIPEIyCMaTPUBAIOT BOZMOXKHOCTh IpHEeMa-Tiepeadyl MHGOpMAaIiK B JOCTYITHBIX ISl HUX hopMax.

Peanuzanust JUCHUILTUHEI C IPUMEHEHHEM DJIEKTPOHHOT0 00y4YeHus1, TUCTAaHIIMOHHBIX 00pa30BaTeNbHBIX TeXHOJIOTHH (nanee — D0,
J1OT) ocymectBisieTcs: Ha ocHOBaHUH «I[10JIOKEHUS 0 peann3ayy OCHOBHBIX H AOIOJHUTEIBHBIX 00pa30BaTeIbHBIX IPOrPaMM C
MPUMEHCHUEM DJICKTPOHHOI'O O6y‘{CHI/I${ U JUCTAHLIUMOHHBIX O6pa3OBaTCJ'IbH]>IX TEXHOJIOTHUH B Q)eaepam)HOM rocya1apCTBEHHOM
OIO[DKETHOM 00pa30BaTeIbHOM YUPEKICHHH BBICIIEro 00pa3zoBaHus «UensIOMHCKUI roCy1apCTBEHHBIH YHHBEpCUTET, «[lom0okeHns
0 MOPsIIKE 3aueTa 00yUJaroUIMMUCS 110 OCHOBHBIM IIPOodeccCHOHaNbHBIM 00pa30BaTeNbHbBIM IPOrpaMMaM BBICIIETO 00pa3oBaHuUs B
OI'BOY BO «Uenl V» pe3yabTaToB OCBOCHHUS B OpraHU3aIMsIX, OCYIIECTBISIONIMX 00pa30BaTEeIbHYIO ACATCILHOCTD, yICOHBIX
MPEMETOB, KypCOB, TUCIUILIHH (MOAYJIe), IPaKTHK, JONOIHUTEIBHBIX 00pa30BaTeNIbHBIX MIPOTrPaMMy» MOCPEICTBOM DIIEKTPOHHOM
uHdopmaronHo-o6pa3zoBarensHoil cpeasl PTBOY BO «Uenl 'Y». B uckmouuTensbHbIX citydasix (Gopc-makop U T.11.) Ipu
peanu3anuu odpazoBaTedbHON AesTenbHOCTH ¢ npuMeHeHreM D0, JIOT MoryT npUMeHSTh KOMIIOHEHTHI, He BXOJSIINE B IEPEUCHb
AJIEKTPOHHOM HHPOPMAIMOHHO-00Pa30BaATENBHON CPEIbl.

10. CHEIIMAJIBHBIE YCJIOBUSA OCBOEHUSA JTUCHUIIJIMHBI OBYYAIOIIUMUCSH C THBAJIMTHOCTBIO 1
OI'PAHMYEHHBIMU BO3MOXHOCTSAMM 310POBbSI

OcBoeHMe AMCIMIUIMHBI MHBAIUIAMHU M JIMIAMHU C OTPaHUYEHHBIMH BO3MOXKHOCTSIMH 37I0POBBSI OCYIIECTBIISIETCS C UCIIOIb30BaHHEM
CHELHUATbHBIX TEXHUYECKUX CPEICTB ¥ o0 HHPOPMALMOHHBIX TEXHOIOTHI, IPEJOCTABIAEMbIX PecypcHbIM yueOHO-METOANYECKUM
LIEHTPOM 10 00YYEHHIO HHBAINIOB H JIMI] C OTPAaHUUYEHHBIMHA BO3MOXHOCTSIMHU 310poBbs Uenl'Y o 3anmpocy obyuatorierocs.

1. Mo6unbHbIe criennaibHble TEXHUYECKUE CPEACTBA AJIS JIUL ¢ HapyLIEHUSMH 3pEHHS: IOPTATUBHBIN KOMIIBIOTEP C BBOZOM/BBIBOJIOM
mpudrom Bpaiins ¢ cuaTesatopom peun «ElBraile-W14J G2»; HOyTOYKH ¢ porpaMMHOii 3kpaHHoro goctyna NVDA; anekTpoHHbIe
YBEIMYUTENH AT yAAJIEHHOTO IPOCMOTpa; BUACOYBEINYUTENHN IIOPTAaTUBHEIE; TU(IIOILIEED; (POBBIE TUKTO(OHBL.

2. MoOunbHbIE crielMajIbHble TEXHUYECKHE CPEJCTBA I JIML ¢ HAPYIIEHUSMU CIyXa: CHCTEMa CBOOOIHOTO 3BYKOBOTO MOJS CO
BCTpPOEHHOU coBMecTuMOCcThi0 ¢ FM-ycrpoiictBamu; paanoxnaccsl «Coner-PCM» ¢ mepenaTuumkoM, 3aylIHBIM HHAYKTOPOM H
WHIYKIUOHHOW IeTNel; cucreMa MHGOPMAIMOHHAS IS CTa0OoCHbIIAIKX nepeHocHas «McTok» A2 co BCTPOSHHBIM IUIEEPOM —
3BYKOBBIM HH()OPMATOPOM; JOKYMEHT-KaMepa; IporpaMMHUpyeMbIe CIIyXOBBIE allapaThl HHAUBUAYAJIbHOTO IT0JIB30BAHMS.

3. AccuctuBHble MH(OPMALMOHHBIE TEXHOJOTWHU: HNPOrpaMMHOE OOecleYeHHE SKPaHHOro JOoCTyma ¢ cuHTe3oM peun NVDA;
IIPOrpaMMBI SKPaHHOT'O YBEIWYEHHS; IPOTPaMMbI PEYEBOI0 CHHTE3a Ul KOMIILIOTEPOB U HOYTOYKOB;
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IIPOrpaMMBI PEUEBOTO CHHTE3a AJISI MOOMIIBHBIX YCTPONCTB; SKpaHHAas KJIaBHATypa; SKpaHHas JIyIa.

IMpu HEoOXOAMMOCTH ISl OOYYAIOUIMXCSA C HAPYIICHUSIMH 3peHHs Ha pabovyMx MecTaxX IJisl MPOBEICHUSI MPAKTHYSCKUX WU
a00paTOPHBIX 3aHATHI YCTaHABIMBACTCS CIICUAIBLHOE TpOrpaMMHOE obecneueHue (mporpamma pedeBoil HaBuranuun NVDA,
peUYEBbIe CHHTE3aTOPBI, SKPAHHBIC JIYIIBI).

B yueOHble ayauTOpuu obOecreunBacTCs OCCHPEINSITCTBEHHBIH JOCTYN /sl OOYYalOMIMXCS WHBAIMAOB M OOYdYaroIIHUXCS C
OTPAaHWYEHHBIMH BO3MOKHOCTSAMH 37I0pOBbs. B Kaxknoil ayautopuu, rae oOydaroTCsi MHBAIWABI M JHIA C OTPaHMYCHHBIMU
BO3MOXKHOCTSIMU 37I0POBBS, IIPETyCMaTPUBACTCSI COOTBETCTBYIOIIES KOINUSCTBO MECT JUISl 00YYAIONINXCS C YISTOM HapyIIeHHH X
3JI0POBBSI.

Jlnst OCBOCHHWSI MUCHUIUIMHBI MHBAIUIAM W JIMIAM C OIPAaHUYECHHBIMH BO3MOXKHOCTSIMH 3JIOPOBBSI MPEIOCTABISICTCS NOCTYI K
NeyaTHHIM UCTOYHUKAM, HMEIOIMMCS B HaydHOH Oubnnoreke Yenl'V, ¢ TOMOIIBIO CIEHUATbHBIX TEXHUUECKHX CPENCTB; NOCTYH K
AJICKTPOHHBIM HCTOYHUKAM, MPEACTABICHHBIM B (OpME 3JIEKTPOHHOTO JOKYMEHTa B (oHne HaywHoW Oubmmoreku Yenl'V wim
JJIEKTPOHHO-ONOIMOTEUHBIX CHUCTEMaX, C IOMOILIBIO CIENHANbHBIX TEXHHUYECKHMX M NPOTPaMMHBEIX CPEACTB (pabouee MeCTO A
HE3psYero IT0Jb30BaTeNsi C IPOrPaMMHEIM OOECIICUCHHEM O3KPaHHOrO JoCTyma ¢ cuHTe3oM peun NVDA, pabGouee Mecto ¢
KOMITBIOTEPHBIM pOJIIepoM U KinaBuatypoii Clevy ¢ GOJIbIIUME KHOTIKAMH M C Pa3JIeIsIoNIeii KIaBUIIN HAKIIaIKON ).
V4eOHO-METOJUIECKHEe MaTepHANIBl U 00YJAIONINXCs M3 YHCIa MHBAJIUAOB U JIUI ¢ OTPAaHUYCHHBIMH BO3MOXHOCTSIMH 30POBbS
MIPEIOCTABIIIOTCS B hOpMax, aAalTUPOBAHHBIX K OTPAaHUYEHHSIM HX 3JJ0pPOBbSl M BOCIIPHATHS HH(OpMAIHH:

JUst UL ¢ HapyIICHUSIMU 3PEHHUS:

- B TIeYaTHOM (hopMe YBEITHUCHHBIM HIPUPTOM,

- B (hopMe 3NIEKTPOHHOTO JOKYMEHTA,

- B opme ayauodaiina,

- B TeyaTHOM dopme mpudrom Bpaiins.

Jnst v ¢ HapyIIeHUsIMA cIyXa:

- B IeYaTHOM (opme,

- B (popMe DIIEKTPOHHOTO TOKYMEHTA.

JUst UL ¢ HapyIICHNUSIMU ONIOPHO-JIBUTATENBHOTO allapara;

- B IIeyaTHO# (opme,

- B (hopMe 3NIEKTPOHHOTO JOKYMEHTA,

- B hopme aynuodaiina.

JlaHHBII IepedyeHb MOXKET ObITh KOHKPETU3HPOBAH B 3aBUCUMOCTH OT KOHTUHI'€HTA 00Y4JarOIINXCS.

J171s1 THBAJIMIOB U JIKILI C OTPAHUYEHHBIMHI BO3MOKHOCTSIMH 310POBbSI OCBOCHHUE AUCIUTUIMHBI MOXKET OBITh YACTHYHO WITH MOJHOCTHIO
OCYILIECTBIICHO C UCIIOJIb30BaHUEM JIMCTaHIIMOHHBIX 00pa3oBarenbHbIX TexHosoruii (Moodle, Adobe Connect Pro u mp.).

B ocBoeHMM MHUCHUIUIMHBI MHBAIMAAMH U JIMIAMHU C OTPaHHYSHHBIMH BO3MOXKHOCTSIMH 3/I0POBBSI HCIONB3YETCSI HHAWBHIyaIbHAS
pabota. Ilon mHAMBHIyanbHOI paboTOil monpasymeBaercst aBe (OPMBI B3aMMOACHCTBHS C NpeENoAaBaTeiieM: HHAMBHIyabHas
yueOHast paboTa (KOHCYIJIBTAIMM), T.€. HOTOJHUTEIBHOE pa3bsCHEHHE y4eOHOro Marepuaia M yriyOJleHHOe H3ydeHHe MaTepHaia C
TEMU O6y‘{aI-OLl11/lMI/ICH, KOTOpbIE B OTOM 3aMHTCPCCOBAHbI, W WHAWBUAYAJIbHAsA BOCIIHUTATCIIbHAs pa60Ta. I/IHI[I/IBH[[yaJ'Ibele
KOHCYJIbTallUW HAITPpaBJICHbI HA UHAUBUAYaJIU3allUIO O6y‘{CHI/I$I 1 YCTAHOBJICHUIO BOCIIUTATCIIBHOI'O KOHTaKTa MKy MMPENOAaBaTCIIEM
1 00yJaromuMCcs MHBATUIOM HITH 00YYAIOIIIMCS ¢ OTPaHIMYEHHBIMH BO3MOXKHOCTSIMH 3/I0POBBSL.

IMpu npoBeneHKy NpoLEyphl OLEHUBAHUS PE3YNbTaTOB 00YyUEHUs] MHBAIUAOB U JIUI[ C OTPAHUYEHHBIMU BO3MOXHOCTSIMU 3[J0POBbS
MO JWCUUIUTHHE OOeCIIeYnBaeTCs BBHIOJIHEHNE CIEAYIOIINX JOMOJHUTENbHBIX TPEOOBAaHWH B 3aBUCHMOCTH OT HMHAWBHIYAIBHBIX
0c0o0EHHOCTEH, 00Y4arOIUXCSL:

a) MHCTPYKIMS IO TOPSIKY IPOBENSHUS MPOLENyphl OLEHUBAHUS IPENOCTABISIETCS B NOCTYMHOH (opme (YCTHO, B MIMCHMEHHOM
¢dopme, B mucsMeHHOH (opme mpudpTom bpaiinis, ycTHO ¢ HCIONB30BaHUEM YCIIYT CYpAONEPEeBOIUNKA);

0) mocrymHas (opMa TPeIOCTaBICHUS 3aJaHUi OLEHOYHBIX CPeACTB (B INeyaTHOM (opme, B He4aTHOH (opMe yBEITHYEHHBIM
mpudrom, B neuatHoil popme mpudTom bpaiinsg, B hopMe 3JIeKTPOHHOI0 TOKYMEHTA, 331aHUs 3a4UTHIBAIOTCS ACCUCTECHTOM, 3a/1aHUs
MIPEIOCTABIISIFOTCS C HCIIOJIB30BaHUEM CypIIOTIEPEBO/IA);

B) AoctynHas (opma mpeaocTaBiICHUs] OTBETOB Ha 3aJaHusl (MMCbMEHHO Ha Oymare, HaOOp OTBETOB Ha KOMIBIOTEPE, MUCHMEHHO
mpudrom Bpaiiins, ¢ cnonb30BaHNEM YCIYT aCCHCTEHTa, YCTHO).

ITpu npoBeseHNH NPOLETYPhl OLIEHUBAHUS PE3YNbTaTOB 00YyUESHUS] MHBAJIUAOB M JIUI] C OTPAHUYEHHBIMH BO3MOXKHOCTSIMU 370POBbS
MpeyCMaTPUBAETCs UCIIONb30BAHNE TEXHUUECKUAX CPEICTB, HEOOXOMUMBIX UM B CBSI3H C MX UHIMBHUIYaTbHBIMH OCOOCHHOCTSIMH. DTH
CpeacTBa MOTYT OBITH mpenocTaBieHsl YenlVY wmiIM MOTYyT HCHONB30BAaThCd COOCTBEHHBIE TEXHHUYECKHE CpeacTsa. Ilpu
HEOOXOMMOCTH MHBAIUAAM U JIUIAM C OTPAaHUYEHHBIMU BO3MOKHOCTSIMH 3/I0POBBSI TIPEIOCTABIISICTCST OMONMHUTEIFHOE BPEMs LTS
TNOATOTOBKH OTBETA HA 3aJaHus, IPOLCAypa OLICHUBAaHU PE3YJIbTATOB 06yqu1/m IO JUCHUINIMHE MOXKET IMMPOBOAUTHCA B HECKOJIBKO
9TamoB.

HpOBe)]CHI/Ie IpoucaAypbl OLCHUBAHUA PE3YJIbTATOB O6y‘ICHI/I$[ HWHBAJIMAOB U JIMI] C OIPaHUYCHHBIMU BO3MOXHOCTSAMU 340POBbs
JIOTYCKAeTCs C UCTIOJIb30BAaHUEM JIHUCTAHIIMOHHBIX 00Pa30BaTEbHBIX TEXHOIOTHA.
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