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MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

Pa6ouast mporpamMmMa JUCHUILIHHGL "3amuTa Web-npunoskenuit” mo Hanpasienuto moarotosku (cnenuanpHoctu) 10.05.01
"KommbrotepHas 6e3omacHOCTh" HanpaieHHOCTH (podmo) crietpanu3anust N 6 "MHpopMannoHHO- aHaTMTHYECKAs 1 cTp. 2
TeXHHYEeCKas 3KcnepTu3a KoMnbioTepHbIX cucteM” ®I'BOY BO «Uen'Y»

Conep:xanue

1. [len OCBOEHUSI AUCITUTIIIUHBI

2. Mecto muctmmuinabl B ctpykType OITOIT

3. Komnerenmuu obGydarornierocs, opMupyeMbie B pe3yIbTaTe OCBOCHUS TUCIIATLTAHBI
(Momyst)

4. O0beM JUCIHUILIAHBI (MOJTYJIS)

5. CtpykTypa U coaepKaHue AUCIUIUTAHBI (MOIYIIs)

6. ®oH1 OIIEHOYHBIX CPEACTB

6.1. IlepeueHb BUIOB OLICHOYHBIX CPE/ICTB

6.2. TunoBbie KOHTPOJIBHBIC 3aJaHUS U HHBIC MAaTEePUAJIbI JJI TEKYIIEH aTTecTalluu
6.3. TumoBbIie KOHTPOIBHBIE BOMPOCHI U 3aTaHMS JIJIS1 TPOMEKYTOUHOM aTTeCTAIlH

6.4. Kputepun onieHuBaHus

7. YaeOHO-MeToInIecKoe U HHPOPMAITMOHHOE 00SCIICUeHNE TUCIUTLINHBI (MOTYJIs)
7.1. PexomeHayemas nureparypa

7.2. Ilepeuenp pecypcoB HHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTn ""MHTepHeT"
7.3. Ilepedenp HHPOPMAITMOHHBIX TEXHOIOTHIA

8. MaTepuaabHO-TEXHUYECKOE 00eCIIeYeHUE TUCITUTUTMHBI (MOTYJIA)

9. Meroanyeckue ykazaHus isl 00y4YarOIMXCs 0 OCBOCHHIO JUCIUTUTHHBI (MOYJIS)
10. CriennanpHbIe YCIOBHS OCBOCHHUSI TUCIUILTAHBI O0YUYaIOMIUMHUCS C HHBATUIHOCTBIO U
OTPaHUYECHHBIMH BO3MOKHOCTSIMH 3/I0POBBS
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MHMNHOBPHAYKHU POCCUN
\,} DenepanbHOE roCyJapCTBEHHOE OI0/KETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

PaGouast mporpamMmMa JUCHUILIHHEL "3anmra Web-npunosxenuii” mo Hanpasienuto noarotosku (cnenuaipHoctu) 10.05.01
"KommbrotepHas 6e3omacHocTh" HampasieHHOCTH (podmto) cnienpanu3zarms N 6 "MHbopMaIlMOHHO- aHATMTHYECKAs U ctp. 3
TeXHHYEeCKas 3KcnepTu3a KoMnbioTepHbIX cucteM” ®I'BOY BO «Uen'Y»

1. HEJIM OCBOEHUSA JTUCHUIIJINHBI

HCHLIO OCBOCHUS JUCHUIIIINHBI SIBJISCTCS.

00ydYCeHHE CTYACHTOB MPUHIMIIAM O0OHAPYKEHHS YSI3BUMOCTEH B WED-TIPHIIOXKEHMSIX U METOIaM 3aIlUThI OT HUX.

Pe3yHbTaTI:I O6y‘-IeHI/IH 110 JUCLUIUIMHE HAIIPaBJICHBI HA JTOCTH)KCHUE MHIUKATOPOB!

VK-4.1. O6naznaer 3HaHUAMU OCOOCHHOCTEH U MPABUII JIMUHOH U NPOoGhecCHOHANBHON YCTHOM U MUCbMEHHON KOMMYHUKALUY, B TOM
9HCITe HAa HHOCTPaHHOM(BIX) sI3bIKe(ax).

VK-4.2. [leMoHCTpUpYET yMEHHE IPUMEHATH COBPEMEHHBIE KOMMYHHUKATHBHBIE TEXHOJIOTUH  [IJIsSI aKaJIEMUYECKOTO 1
npo(heCCHOHATIBLHOTO B3aUMOJICUCTBIS B CUTYAllMK YCTHOM M IIMCHbMEHHOM KOMMYHHKAIIUH, B TOM YKCIIE HA HHOCTPAHHOM (BIX)
s13bIKe(ax)

VK-4.3. ImMeeT HaBBIKU aKaJeMHIECKOr0 1 MPO(HEeCcCHOHATHHOIO B3aUMOICHCTBYSI, B TOM YHCIIe Ha HHOCTpAaHHOM(BIX) s3bIKe (ax).

[TK-4.1. O6naaaet 3HaHUSIMU O POPMUPOBAHHUH MOJUTUK OE30MTACHOCTH KOMITBIOTEPHBIX CUCTEM; O pa3pab0TKe TEXHHUCCKUX 3aJaHUi
Ha CO3/]aHHE CPEJICTB 3aIlUThl HH(GOpMaIHHY; 00 onpeieNIeHu  yrpo3 6e30macHoCTd nHGOpMaLUY, peaau3alys KOTOPBIX MOXKET
MIPUBECTH K HApYIIEHUIO 0€30II1aCHOCTH HH(POPMAILIH B KOMITBIOTEPHON CHCTEME U CETH; O TPEOOBAHMUX K 3aIIUTE HH(POPMAIHU
KOMITBIOTEPHOH CHCTEMBI; O pa3pabOTKe PYKOBOISAIIMX JOKYMEHTOB IO 3alIUTE HH(POPMALIUH.

[1K-4.2. [leMOHCTpUpYeT yMEHHS: aHATM3UPOBATH KOMITBIOTEPHYIO CHCTEMY C LIENBIO ONpeAeIeH s He00X0JMMOT0 YPOBHS
3alUIICHHOCTH U J0BEpUs; pa3padarbiBaTh NPO(UIM 3aIIUTHI KOMITBIOTEPHBIX CHCTEM; (POpPMYIIHPOBATH 3a1aHH 10 OE30IaCHOCTH
KOMITBIOTEPHBIX CHCTEM; BBIIOJHATH aHAJIH3 0€30IMaCHOCTH KOMITBIOTEPHBIX CHCTEM U pa3padaThiBaTh PEKOMEHIAINH 10
9KCIUTyaTallud CUCTEMBI 3alIUThl HHOpMaLuH; GOpMUPOBATH MOJIUTHKH O€30MACHOCTH KOMITBIOTEPHBIX CUCTEM M CETEH.

ITK-4.3. ViMeeT npakTU4ecKuii ONBIT (HABBIKH): HCIOIB30BAHMS CPEICTB 3aIUThHl HH()OPMALINH; HCIIOJIb30BaHNs HOPMATHBHEIC
MIPaBOBBIE AKTHI B 00JIACTH 3alIUTHI HHPOPMAIMH; Pa3paOd0TKH PYKOBOASIIHX IOKYMEHTOB I10 3alUTe HHHOpMAILIUH.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII

1wk (pasznen) OITOIT: K.M.03.07

2.1 Tpe0doBaHus K NpPeABAPUTEIbHOI MOATOTOBKE 00y4YaIOLIEroCs:

Wndopmaruka

AmnmnapaTHsle CpEICTBA BBIUUCIUTENBHON TEXHUKU

Anrebpa

Mopenu 6e301aCHOCTH KOMITBIOTEPHBIX CUCTEM

Mertobl IporpaMMUpOBaHUS

KOMHLIOTepHLIe CETH

Web-mporpammupoBanue

BeCHpOBO,HHI)Ie CETH

2.2 INCUMIIMHBI M NPAKTHKH, JJ151 KOTOPHIX 0CBOEHHUE JAHHOIM JUCHUILIHHBI (MOLYJ151) HEOGX0AMMO KAK MpPeIIeCTBYOLIee:

[ToaroroBka K MpoIeAype 3aMIUTHI U 3aIIUTa BHITYCKHON KBAIN(UKAIIMOHHON pabOThI

3. KOMIIETEHIIMY OBYYAIOUIETOCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHMSI TMCLIMTLTAHBI
(MOJY.JIST)

VYK-4: CniocofeH npuMeHsITh COBPeMeHHbIe KOMMYHHKATHBHbIE TEXHOJIOTMH, B TOM YHC/Ie HA HHOCTPAaHHOM(bIX) sI3bIKe(aX),
JJIS1 aKa/IeMUYeCKoro u npogeccHoHaILHOI0 B3aUMO/ielicTBHS

3HaTh.

— OCHOBHBIE TEPMUHBI U peueBble 000POTHI, yrnoTpelistoniecs B cepe KOMIBIOTEPHBIX TEXHOJIOTHHA.

YMerTh:

— COCTaBIIATh TEKCTHI U COOOIIEHHMS ¢ ONMCAHNEM TEXHOJIOTHYECKUX M IPOrPAMMHBIX XapaKTEPUCTUK pa3padaThIBaeMbIX IIPOIYKTOB.

© OI'BOY BO «Uenl'V»
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Baagern:

— UMCTbh HaBBIKH Bep6am)H0171 KOMMYHUKAalIUM Ha TCXHUICCKOM MHOCTPAHHOM S3bIKC.

IK-4: CiocoGen pazpadaThiBaTh TPEGOBAHMS U PEKOMEH/IALMH K CHCTeMaM 3alMThl HHGopManun B Web- npuiio:KeHusx

3HaTh.

— OCHOBBI [IOJTUTHKH OE30MACHOCTH KOMIBIOTEPHBIX CHCTEM;

— aJTOPUTMBI Pa3pabOTKK TEXHUUESCKUX 3aJIaHUIl HA CO3JJaHNE CPEJICTB 3aIUThI HH()OPMAIIHY;

— ompeJesieH!H yrpo3 0e30macHOCTH HH)OPMAIINH, pealIu3alisl KOTOPHIX MOXET MIPUBECTH K HAPYIICHUIO 0€30MaCHOCTH HHPOPMAIUH
B KOMITBIOTEPHOM CHCTEME H CETH,;

— TpeOOBaHUsI K 3aIUTE HHPOPMAIIUH KOMITBIOTEPHON CUCTEMBI;

— aJITOPHUTMBI Pa3pabOTKU PYKOBOMSIIHX JOKYMEHTOB IT0 3alIUTe HHPOPMAIIUHL.

YMmeTh:

— aHAIM3UPOBATh KOMIIBIOTEPHYIO CUCTEMY C LIEJIBIO ONpPEIEICHUs] HEOOXOIMMOTO YPOBHS 3alUIICHHOCTH U JOBEPUS;

— pa3pabatbiBaTh MPOQUIH 3aIIUTH KOMITBIOTEPHBIX CHCTEM;

— GOopMyIHUpPOBATH 33/1aHUS 110 OE30MACHOCTH KOMIIBIOTEPHBIX CHCTEM;

— BBINIOJIHATH aHAIN3 0E30MAaCHOCTH KOMITBIOTEPHBIX CHCTEM U pa3padaThiBaTh PEKOMEH/IAIMH 110 SKCIUTyaTal[ii CHCTEMbI 3aIlATHI
uHpOpMaLUH;

— (opMHUPOBATh MOJUTUKU OE30MACHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH.

Baagers:

— HaBBIKaMU HCIIOJIb30BAHUS CPENICTB 3aIUTHI HH()OPMAIHY;
— HaBBIKAMH HCIIOJIb30BaHUSI HOPMATHBHBIX IPABOBBIX aKTOB B 00JaCTH 3aLUTHl HHPOPMALUH;
— HaBBIKaMU pa3pabOTKH PYKOBOISIIMX JOKYMEHTOB MO 3aluTe HHGOpMAIHH.

B pe3yabTaTe OCBOCHUA TUCHUIIJIMHBI oﬁy'{aloumﬁcn JOJIZKCH

3.1|3narth:

3.1.1|- ocHOBHBIE TEPMUHBI, YHOTPEOISIOIKECS B chepe 3alnThl WeD-npuitoxeHuit;

3.1.2|- kaccel atak Ha WeD-npuiioxeHust, METOIbI 3aLUTHI OT HHUX.

3.2|Ymerh:

3.2.1|- ucnonb30BaTh U3YYCHHBIE MEXaHU3MBI 3aLIUTHI OT PACIPOCTPAHEHHBIX aTaK.

3.3|Baagern:

3.3.1|- aHanu3a UCXOHBIX KOIOB, HACTPOCK KOH(PHUIYPALMH C LEIbI0 00HApY)eHus: WeD-ys3BUMOoCTei.

4. OBPBEM JUCHUIIJIMHBI (MOAYJISI)

O6wasn TpygoemMKocTb 6 3ET

Yacos o yueOHOMY Tiany . 216 Buyel KOHTPOJISI B ceMecTpax:
B TOM 4YMCIIC :
ayUTOpHBIC 3aHsThsA . 68 sk3amensl 10
caMmocrosTenbHas padora . 101
4acoB Ha KOHTPOJIb : 36
KOHTaKTHas pabota: 79

HKP: 11

5. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHBI (MOIYJIA)

Kon HaumeHoBaHue pa3iesioB u TeM /Bua 3aHsTusi/ Cemectp | Yacos JIutepatypa
3aHsTHS [ Kvpe
Pa3zgen 1. OcHoBBI Ge30macHOCTH WeD-npuiIoxKeHn i
11 O6bexTsr Web-cepBrcos. [Ipobiemsr 6e3omacaocTn Web-kineHToB. Meto bt 10 8 JI1.1J11.2 J11.3J12.1
B310Ma Web-npunnoxennit. CueHapun KOMITbIOTEPHBIX atak. CHCTEeMBI J12.2
OOHapY)KCHHUsI BTOPIKCHHIA, (haepBOJLIBI, HCIIOIb3yeMbIe B WED- TeXHOIOTHSIX.
[JTex/
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MHWHOBPHAYKH POCCHUI

\)} denepanbHOE rOCYyIapcTBEHHOE OIOIKETHOE 00pa30BaTEIIbHOE
YUPEXACHUE BBICIIETO 00pa30BaHUs

«YenssOuHcKui rocyaapcrenubiil yausepeuter» (PTBOY BO «Uenl'Y»)

PaGouast mporpaMma JUCHUILIMHEL "3ammTa Web-npunoxeHuil” Mo HanmpasieHnio moAroToBky (cneruansHocti) 10.05.01

"KommbrotepHas 6e3omacHocTh' HarpaeieHHOCTH (mpoduo) criennanuzanus N 6 "MHbopMaoHHO- aHATUTHYIECKAs U cTp. 5

TeXHHYeCKas 3KcnepTu3a KoMnbloTepHbIX cucteM” ®I'BOY BO «Yen'Y»

1.2 O6wekTsr Web-cepsrcos. [IpobGiemst Ge3omacHocT Web-KiTHeHTOB. MeTo bl
B370Ma Web-tpunoskennii. CrieHapuy KOMIBIOTEPHBIX aTtak. CHCTEMBI
00Hapy)XeHHs BTOP)KEHUH, (pacpBOILIBI, HCIIOIb3yeMble B WED- TeXHOJIOrHsIX.
Mp/

10

JI1.1J11.2 J11.3712.1
2.2

1.3 OcHOBBI 6e3011aCHOCTH WeD-IPHITOKEHH.
ITpopaboTka nekiponHoro Marepuaina. /Cp/

10

30

JI1.1J11.2 J11.3712.1
2.2

Pa3snen 2. Ataku Ha Web-npuioxenust

2.1 Knaccer atak. Vs3eumoctu ayreHtudukarmu. Brute Froce. HenocraTtounas
ayrentuduxarms. HebesomacHoe BOCCTAHOBIICHHUE TTapoIeil. ATakd THIIA
«Credential/Session Prediction», «Insufficient Authorization», «Insufficient
Session Expiration», «Session Fixation». Ataku Ha kaueHToB. [ToaMeHa
coepkuMoro. MexcaiToBoe CIIONTHeHHE ClieHapueB. Pacienenne
HTTP-3ampoca. Ataka Ha GpyHkuun dopmaruposanus cTpok. [lepenonnenue
Oydepa. Bueapenue onepatopo LDAP. Beimonnenne komana OC.
Buenpenue oneparopos SQL. Cnensle uabekuu. BHeapeHue cepBepHbIX
cuenapues SS|. Buenpenue onepatopos XPath. Unentudukarms
web-npunosxxenuii. Information Leakage. Path Traversal. [Tpeackaszyemoe
pacnoyoKeHUe PecypcoB. 3oynorpedienne GyHKIMOHATBHBIMU
Bo3MOkHOCTsIMU. OTKa3 B obciysxuBanuu. @nynunr. Cross Site Request
Forgery. /JTex/

10

14

JI1.1J11.2 J11.3712.1
2.2

2.2 Knaccer atak. Ysa3zsumocTu ayrentudukaiun. Brute Froce. Hegocrarounas
ayrenTu¢ukanus. Hebe3onmacHoe BoccTaHOBICHHE Napojiel. ATaku TUIa
«Credential/Session Prediction», «Insufficient Authorization», «Insufficient
Session Expiration», «Session Fixation». Ataku Ha kiueHToB. IToamena
coepxuMoro. MexcaiiToBoe HCIIOTHeHHE ClieHapueB. Pacienenne
HTTP-3ampoca. Ataka Ha GyHkuun dopmaruposanus cTpok. [lepenonnenue
O0ydepa. Bueapenue onepatopo LDAP. Beimonnenne komana OC.
Buenpenue oneparopos SQL. Cnensle unbekiuu. BueapeHue cepBepHbIX
cuenapueB SSI. Buenpenue onepatopo XPath. Mnentuduxarms
web-mpunoxennii. Information Leakage. Path Traversal. I[Ipexckaszyemoe
pacroyioxkeHue pecypcoB. 3noynorpedieHue QyHKIHOHATbHBIMU
Bo3MOkHOCTsAMH. OTKa3 B o0cyxusanun. @ymunr. Cross Site Request
Forgery. /TIp/

10

14

J11.1J11.2 J11.3712.1
J2.2

2.3 Artaku Ha Web-npHiIoKeHus.
IpopaboTka JIEKLMOHHOTrO MaTepuaja u MaTepuana NpakTHUeCKHX 3aHSTHIl.

/Cp/

10

36

JI1.1J11.2 J11.3]12.1
2.2

Pasznen 3. 3amuTa Web-npuiaoskenni

3.1 AnMuHHCTpHpOBaHne Web-cepBepoB. OO6paboTKa BXOIHBIX JaHHBIX.
Amnanusaropsl ncxoaHbix konoB. Web application firewall. ®unbsrpanns
sql-3ampocos. [Tapamerpu3oBanHbie 3ampockl. Ckanepsl Web- mpunoxennii

[Jex/

10

12

J11.1J11.2 J11.3712.1
J2.2

3.2 AnmunncTpupoBanue Web-cepeepos. O6paboTKa BXOJHBIX JaHHBIX.
Ananmsatops! ncxoaHbix kogos. Web application firewall. ®@unsrpanus
sql-sampocos. [Tapamerpu3oBanHbie 3anpockl. CkaHepsl Web- nmpuitoxxeHuil.
Mp/

10

12

J11.1J11.2 J11.3712.1
J2.2

3.3 Anmunanctpuposanue Web-cepeepos. O6paboTka BXOJHBIX JaHHBIX.
Amnanusarops! ucxoausix koxos. Web application firewall. ®unsrpanus
sgl-3anpocos. ITapameTpuzoBanmbie 3anpocsl. Ckaneps Web- mpunoxenuit.
IpopaboTKa JIEKIMOHHOTO MaTepralia i MaTeprala IPakTHICCKUX 3aHATHIA.
/Cp/

10

35

JI1.1J11.2 J11.3]12.1
2.2

Paznen 4. Unast koHTaKTHasi padoTa

4.1 Wnas xoHTaKkTHas paboTa: HHIMBUAYAJIbHBIE KOHCYIbTALNY, TEKYIIUH
koHTpoItb. /[MKP/

10

11

J2.2

6. ®OHJ OIEHOYHBIX CPEJICTB

© ®I'bOY BO «Yenl'V»




MHMNHOBPHAYKHU POCCUN
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6.1. [lepeyeHb BHIOB OLEHOYHBIX CPEICTB

YcTHBIl ompoc.
CamocrosrenbHas pabora.
ITepeueHsb BOIPOCOB K 3K3aMEHY.

6.2. TunoBbIe KOHTPOJIbHbIC 3aJaHUAA U UHbIC MaTePpHaAJIbI 1JIs1 TeKyI].leﬁ aTrecranuu

Bompock! JJ1s1 yCTHOTO OIpoca JUisl TeKYIIei aTTecTaluu

. OCHOBHBIC IIPHHIIUITBI IPOBEACHHUS ayanTa HHGOPMALMOHHOHN Ge3omacHocTH Web-npunoxeHuit.
. Cranmaptsl 6e30MacHOCTH WED-TIprtoxkeHuii.

. DTarnsl MpoBeaCHUs ayanTa HHQOPMAITMOHHON 6€30MacHOCTH WED-TIpHIoKeHH .
. IIpyHIHUIIBI TOCTPOEHHUS 3aIIUIIEHHBIX Weh-npuitoxenuil.

. Mogenu yrpo3 6e3omacHocTH Web-TpuioKeHui.

. Kitacchl kKoMIbIOTEpHBIX aTak Ha WeD-MpUIoKeHusL.

. O6urme moHsTHs 00 HHPOPMAIIMOHHBIM CHCTEMaX, IOCTPOCHHBIX C MCIIOIb30BaHHeM Web-TexHomoruii.
. Busipl atak Ha KIHEHTOB WeD-TpUIIoKeHUH.

. SQL-uabeKnnm.

0. Vszeumoctu tuna "file upload™.

1. VnaneHHoe moaxiroueHue Gaiios.

. Ucnonuenue koxa.

13. Ckanepbl HHPOPMAITMOHHOH 0€30MACHOCTH.

14. Ctpyktypa web-cepsuca.

15. Be3omacHocTh WED-KIHEHTOB.

16. CuctemMsl 0OHapyXeHHs BTOPKEHUH.

17. Web-¢paepBosmisl.

18. Kiaccel atak Ha Web-IpHIIOKeHUS.

19. Bujipl atak Ha IPOTOKOJIBI ayTCHTH()HUKAIIUH.

20. Buzsl atak Ha MPOTOKOJIBI ABTOPH3AIIHH.

21. Y3BEMOCTH 10 IOAIMEHE COJIEPIKAMOTO.

22. Artaku Ha Web-KJIHEHTOB.

23. MexcaiiToBO€ HCIIOJHEHHE CIICHAPHEB.

24. Pacmieruienne HT TP-3ampoca.

25. TToustue u 3amuTa oT SQL-HHBEKIHIA.

26. OcHoBHbIe BUIBI SQL-MHBEKINH.

27. Cnenble SQL-UHBEKIIUH, METOABI OOHAPYKEHHS Y 3ALUTHI.
28. YA3BUMOCTH O PACKPBITHIO HHPOPMAIHH.

29. Jlormyeckue ys3BUMOCTH WeD-npunoxeHuit.

30. OcHOBHBIC TIPaBIIIa aIMUHHUCTPHPOBaHHs WeD-cepBepos.
31. Meroas! aHaIM3a HCXOIHBIX KOJOB Web-IIPHIIOXKEeHHH.

32. TlpaBuiia 06pabOTKU BXOTHBIX JaHHBIX.

PP OO0O~NOUOITE, WN R

[y
N

ITepeueHs caMOCTOSTENBHBIX PA0OT

. TecTupoBaHue cUCTEMBI ayTEHTU(PHUKALHH.

. TCCTI/IpOBaHI/IC CHUCTEMbI aBTOPU3ALIUHU.

. UccnenoBanne KOMIIBIOTEPHBIX aTaK HA KJIMEHTOB WeD-TIIPHIIOKCHH.
. UccnenoBanue KOMIBIOTEPHBIX atak THa SQL-uHbeKIus.

. UccnenoBauue ys3BUMOCTEH WeD-cepBHCOB 110 3arpy3ke (haiiinos.

. UccnenoBanue ysa3BUMOCTEH IO YAAICHHOMY TIOAKIIOYSHUIO (aiiioB.
. UccnenoBanue ysi3BUMOCTEH 1O yIaJI€HHOMY UCIIOJHEHHIO KOJIa.

. Ucnionb3oBanne ckaHepoB HH)OPMAIIMOHHONW O€30I1aCHOCTH.

. Mcnonp30Banue aHAIN3aTOPOB IPOrPAMMHOTIO KOJA.

10. Pedepar na Temy "Aymaur Ge3omacHocTr Web-cepsepa”.

OO ~NOOTDE, WN P

IToHbIE TEKCTHI CAMOCTOSATEIBHBIX Pa0OT M 3aJaHKs BHUIOKEHBI HA CETEBOM JUCKE Ka(eapbl KOMIBIOTEPHOM 0€30IIaCHOCTH U
npukiagaoi anre6pst DC1\doc\.

6.3. TunmoBbIe KOHTPOJbHBIE BOMPOCHI U 3aJaHUSI IJIs IPOMEKYTOUHOH aTTecTAlUM

Cnucok BONpocoB K 9K3aMEHy

1. Crpykrypa web-cepauca.

2. be3onacHoCTh WeD-KIHEHTOB.

3. CucteMbl 00HAPYKEHHS BTOPIKCHHIA.
4. Web-haepBosbr.

© ®I'BOY BO «Henl'V»




MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpeKIEHUE BICLIET0 00pa30BaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

PaGouast mporpamMma JUCHUILTHHBI "3atuTa Web-npunoxenuil” no HanpasieHuto noarotoeku (cnemuansaoctu) 10.05.01
"KommbroTepHast Ge3omacHocTs” HanpasiaeHHOCTH (npoduro) cnienmanuzaims N 6 "MHbopMalioHHO- aHATUTHYIECKAS U ctp. 7
TeXHHYecKas SKcrepTu3a koMnbioTepHbIX cucteM @I'BOY BO «Uen'Y»

5. Kinaccer atak Ha Web-nipriosxenust.

6. Buibl aTak Ha MPOTOKOJIBI Ay TEHTH()UKAIHH.

7. Bujpl aTak Ha MPOTOKOJIBI aBTOPHU3AIIHH.

8. VSI3BUMOCTH 110 MOAMEHE COJIEPKUMOTO.

9. Artaku Ha Web-KkineHTOB.

10. MexcallTOBOE HCIIOIHCHUE CIICHAPHEB.

11. Pacuerenne HT TP-3ampoca.

12. TTousaTHe u 3ammra oT SQL-UHBEKIHH.

13. OcuoBuble Buabl SQL-UHBEKITHI.

14. Cnenbie SQL-UHBEKIINH, METOIBI OOHAPY)KESHUS H 3AIIUTHL.
15. VS3BUMOCTH IO pacCKpBITHIO HH(pOpMAIIHH.

16. Jlornueckue ya3BUMOCTH WeED-NPHIIOKEHHI.

17. ATaku 10 UCTIOTHEHHUIO KOJIa Ha CTOPOHE cepBepa.

18. OcHoBHBIE TpaBUIIa AIMUHUCTPUPOBaHUsS WeD-cepBepoB.
19. MeToB1 aHaTH3a UCXOAHBIX KOJOB Web-npuioxeruii.
20. Toustue u HazHayenue WAF.

21. TIpaBuia 06pabOTKU BXOAHBIX JaHHBIX.

6.4. Kputepuu oneHUBaHUS

B TedeHue ceMecTpa CTYACHT JOJKEH BBIITOJIHUTD JECIATh CAMOCTOSITENILHBIX PA0OT, KaXKaas U3 KOTOPHIX OIICHHBAETCSA B 5 6aIoB.
MaxkcuManbHbIN 04T 32 CaMOCTOSATENLHYI0 paboTy — 15 Gayios.

MakcuManbHOE KOIMYECTBO OAIIIOB 32 CAMOCTOSATEIbHBIC paboThl 32 ceMecTp — 50.

JlommyckoM 10 POBECHNS 3K3aMEHa SIBJISFOTCS CAAHHBIC CTYJICHTOM CaMOCTOSTEIbHBIC PAOOTHI B TCUCHHE CEMECTpA.

DK3aMeH MPOBOIUTCH B [1Ba dTarna. Ha mepBoM CTyCHT OTBeUaeT Ha JiBa Bornpoca. Ha BTOpOM CTyIeHT MPOBOAUT ayAUT O€30MaCHOCTH
yueOHOTO0 BeO-cepBepa U TOTOBHT MO pe3yibTataM oTueT. [IpomomkuTtensHOCTh — 90 MUHYT.

MaxkcuManbHbIi 0aJul 32 OTBET Ha TEOPETHYECKUi Bornpoc — 15 Gamos.

MaxkcuManbHbIN 0aJl 3a MPAKTUYECKYIO YacTh dk3amena — 20 6aios.

CBopHast TabnIa PEHTHHTA YCIIEBAEMOCTH

Ne Bupi oneHouHOrO cpeacTsa MakcumansHoe KoJ-Bo 0ajuioB
1 CamocTrosTenbHaas padota Nel-10 10x5=50

2 Dx3aMmeH (Teoperndeckuii Bonpoc) 2x15=30

3 Dk3ameH (IpaKkTHIeCKast 9acTh) 20

Uroro 100

Kputepun orieHHBaHHUs TEOPETUYECKOT0 BONIPOCA IK3aMEHA

MaxkcrManbHBIH 0asut 3a OTBET Ha TEOpPEeTHYeCcKHit Borpoc — 15 6ammos.

OtnnuHo/3a4teno/12-15 6ayutos - CTyaeHTOM JaH MOJIHBIN, B JIOTHYECKOM MTOCIEI0BATEILHOCTH Pa3BEPHYTHIH OTBET Ha
TIOCTaBJIEHHBII BOMPOC, B KOTOPOM OH IPOAEMOHCTPUPOBAI 3HAHHS ITPEAMETa B TOTHOM 00beMe yIeOHOI MPOTpaMMBI, JOCTATOYHO
IIyOOKO OCMBICIIHBACT JUCLUIUIMHY, CAMOCTOSTEIBHO, U HCUYSPIBIBAIOLIE OTBEYACT Ha JOMOTHHUTEIBHBIC BOIPOCHI, IIPUBOIUT
COOCTBEHHBIE TIPIMEPSHI 110 POOIEMaTHKE TOCTABICHHOTO BOIIPOCA.

Xopomro/3auteHo/8-11 6anioB - CTyICHTOM JIaH pa3BEepHYTHIN OTBET HA IIOCTABJICHHBIN BOIIPOC, B KOTOPOM CTYACHT JEMOHCTPHPYET
3HaHWSA, IPHOOPETEeHHBIEC Ha JICKIIHOHHBIX U CEMUHAPCKHX 3aHATHSX, a TAKXKe MOTydeHHBIE TOCPEICTBOM H3YyUCHUS 00A3aTelIbHBIX
y4eOHBIX MaTEpPUAJIOB TI0 KypCy, JaeT apryMEHTHPOBAHHBIE OTBETHI, IPHUBOAUT IIPHMEPHI, B OTBETE MPUCYTCTBYET JJOTUYHOCTD U
nocienoBaTenbHoCcTh. OHAKO JOITycKaeTcss HSTOYHOCTb.

VY nonetBopuTenbHO/3auTeHO/4-7 6amioB - CTyJCHTOM J1aH OTBET, CBHACTEIBCTBYIOIIHNI, B OCHOBHOM, O 3HAHHH MPOLIECCOB
M3y4aeMoil TUCIUILIMHEI, OTINYAIOMINICS HETOCTATOYHO TTyOHHOI M HOTHOTON PacKPBHITHS TEMBI, 3HAHHEM OCHOBHBIX BOIIPOCOB
T€OpuH, ci1abo C(I)OpMI/IpOBaHHBIMI/I HaBBbIKaMH aHAJIN3a ﬂBHCHHﬁ, MIPOLECCCOB, HEAOCTATOYHBIM YMCHUEM AaBaThb apryMEHTUPOBAHHBIC
OTBETHI M IPUBOAUTE IIPUMEPHI, HETOCTATOYHOH JIOTHYHOCTBIO M HOCIIE0BATENEHOCTBIO OTBETA.

HeynornerBopurensao/He 3aureno/0-3 6aua - JlaH OTBET, KOTOPBIiT COACPIKUT PsiJi CEPbE3HBIX HETOUHOCTEH, OOHAPYKUBAOIIUI
HE3HaHHE MPOIIECCOB N3ydaeMol MPEAMETHON 00IaCTH, OTIMYAIOINICS HETTTyOOKHM PacKpBITHEM TEMbl, He3HAHUEM OCHOBHBIX
BOIPOCOB TEOPHH, HeCHOPMHUPOBAHHBIMH HABBIKAMH aHAJIM3a SBICHUMH, POIECCOB, HEYMEHHEM J1aBaTh ApIyMEHTHPOBAHHEIC OTBETH,
OTCYTCTBUEM JIOTUIHOCTH U MTOCJIEJOBATCIIBHOCTH. BBIBO}IBI TMMOBCPXHOCTHBEI. CTyJICHT HE CIIOCOOEH OTBETUTH Ha BOIIPOCHI XK€ ITpU
JIOTIONTHUTEIIBHBIX HaBOMSAIINX BONIPOCAX MPETOaaBaTelIs.

Kpurepun onieHMBaHus MPaKTHYECKOW YaCTH dK3aMeHa
MaxkcuManbHbIH 6almT 3a MpaKTHIECK Yo 9acTh 3aueta — 20 6amos.
Otnnuno/3auteno/15-20 6atos - CTyA€HTOM MOATOTOBJICH HOJIHBIN OTYET 00 OOHAPY)KEHHUH 110 PE3y/IbTaTaM ayAnuTa TPex
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YHUKAIIBHBIX YSI3BUMOCTEH BeO-cepBepa, U3JI0KEHBI HX OMUCAHKE, CIOCOOBI AKCIUTYaTallul U YCTPAaHEHHS yrpo3 0€30MacHOCTH.
Xopoimo/3aureno/11-14 6amnos - CTyaeHTOM MOATOTOBIIECH MOJHBIN 0TYeT 06 0OHAPY)KEHHUH TI0 PE3yIbTaTaM ayIuTa IByX
YHUKAJIBHBIX YS3BUMOCTEH BeO-cepBepa, U3JI0KEHBI HX OMUCAHKE, CIOCOOBI AKCIUTYaTalluk U YCTPAaHEHHs yrpo3 O€30MacHOCTH.

VY nosnerBoputeapHo/3aurero/7-10 6amios - CTyIeHTOM MOATOTOBJIEH MOJHBINA OTYET 00 OOHAPYKEHUH TI0 pE3yiIbTaTaM ayauTa
OITHOM YHUKaJIbHOU YS3BUMOCTH BeO-cepBepa, U3JI0KEHBI €€ OMMCAaHKe, CIOCOObI IKCIUTYaTalliy U YCTPaHEeHHs yrpo3 0e30MacHOCTH.
Heynosnersopurensuo/He 3aurero/0-6 6aiuios - CTyIeHTOM MOATOTOBJIEH OTYET, KOTOPBIN COAEPIKUT P/l CEPHE3HBIX HETOYHOCTEH,
00HapY)KUBAKOIIUI HE3HAHUE TPOLIECCOB U3YYaeMO TPEIMETHOI 001aCcTH.

Kputepuu OleHKH CaMOCTOSATEIbHON pabOThI

MaxkcuManbHbIN 04T 32 CaMOCTOSATENILHYIO PaboTy — 5 6auioB.

5 6aIoB — caMOCTOsATeNbHAS PAbOTa BBHITIOJIIHEHA MOJHO U MTPABUIIBHO B COOTBETCTBUU C 3aJJAHUEM, BBIBOJI CIICJIAaH CAMOCTOSITENBHO,
TEXHHUYCCKHU PABUIBHBIM SI3bIKOM, JaHbl BEPHBIC OTBETHI HA KOHTPOJIBHBIC BOIPOCHI, T10 3aJaHHUIO IPEHOIaBaTENs
MPOJIEMOHCTPUPOBAHBI JIOTOIHUTEIbHBIC TEHCTBHS B PAMKaX TEMATHKH pabOTHI;

4 Haiuta — caMoOCTOsTENbHAs paboTa BBIIOIHEHA IIOJHO U IPABIIBHO B COOTBETCTBHH C 33laHUEM, BBIBOJ CIICTaH CAMOCTOSTENBHO,
TEXHUYECKHU MPABUIIBHBIM SI36IKOM, JTAHBI HE TIOJHBIC OTBETHI HA KOHTPOJIbHBIE BOTIPOCHI, TI0 38JAHHIO MPETOIaBaTeIs
MPOAEMOHCTPHUPOBAHBI JIOMIOIHUTEIbHbIC ICHCTBHUS B PAMKaX TEMAaTHKH PabOTH;

3 bayuta — caMocTosATeNbHAs paboTa BEIIOIHEHA ITOJTHO U IPABIIBHO B COOTBETCTBHH C 33laHHEM, BBIBOJ CHICIaH CAMOCTOSTENEHO,
TEXHUYECKH MPABUIIBHBIM SI36IKOM, TAHBI HE TIOJHBIC OTBETHI HA KOHTPOJIBHBIE BOMIPOCHI, TI0 33JaHHIO MPETOIABATENSI He
MPOAEMOHCTPHUPOBAHBI TOMOJIHATEIBHbIC JEUCTBHS B PAMKaX TEMATHKH PaOOTHI;

2 Oayia — caMOCTOsATeNbHAs PaboTa BBIMOIHEHA MOJHO ¥ MPABUIBHO B COOTBETCTBHH C 3aJaHUEM, BBIBOJI HE CJICTIaH, JaHbI HE MOJTHBIC
OTBETHI Ha KOHTPOJIBHBIE BOIPOCHI, 110 3aIaHHUIO TIPEIOIABATENS HE IPOIEMOHCTPUPOBAHbI JOMOIHUTEIbHbIC ICUCTBHS B PAMKAX
TEMaTHKU pabOTHI;

1 6as — pH BHIMIOJIHEHUN CAMOCTOSTEIBHOM PabOThl 00YYAOIIIMMCS TOMYIIEHBI CYIECTBEHHBIC OLIMOKH MO COJCPKAHUIO YIeOHOTO
Marepuana, paboTa BHIMOJIHEHA C HAPYIICHUEM, JTOMYIICHBI TPyOble OMIMOKH, Ha KOHTPOJILHBIC BOMIPOCHI JaHbI HE BEPHBIC OTBETHI.

0 6ay1oB — HE BBIMOJIHEHA CAMOCTOSTENNbHAS paboTa.

IIpu 1OBEICHUH UTOTOB YYUTHIBAIOTCS PE3YJIbTATHI TEKYIIEH arTecTarui. [10yueHHbIE 32 TEKYIIYIO aTTECTAIHIO OalTbI
CYMMHPYIOTCSI C OaiTaMu, MOJyISHHBIMH 33 KaXKbIi 3TaIl IPU MPOXOKICHHU TPOMEKYTOIHOMN aTTECTALIH.

B redeHne cemecTpa MpOBOASTCS CAMOCTOSTENbHBIE PA0OTHI [0 OJJHOMY M3 PACCMAaTPHBAEMBIX Pa3/IesioB, KOTOPBIE OCYLIECTBISIOT
Cpe3 3HaHMM 10 OCHOBHBIM MOHSTHSIM, ONPEICIEHHUAM U 3aa4aM.

Jliist sx3ameHa:

0-60 6ayu1oB - HEYIOBIETBOPUTENBHO (2);

61-74 GaymtoB - yIOBIETBOPHTENLHO (3);

75-90 6asmtoB - xoporio (4);

91-100 6asmmoB - ortymuno (5).

7. YYEBHO-METOANYECKOE U UTH®OPMAIIMOHHOE OBECIHIEYEHUE JUCHUIIJIMHBI (MOAY.JISA)

7.1. Pekomenayemasi 1uTepaTypa

7.1.1. OcHoBHasi TUTEpPaTypa

ABTOpBI, COCTaBUTEIH 3armaBue WznarensctBo, ron| Pecypc
JI1.1 |CkemOpetii, Illema, CexkpeTsl xakepoB. bezonacuocts Web-mpumoxeHwii - TOTOBbIE Mocksa : Busbsmc,
Yekatkos A. A. peleHus 2003
JI1.2 |®oppucran [., Bpymc |3ammura ot xakepos Web-npunoxenuit Mocksa : JIMK OBC
K., Cumonuc /., (https://e.lanbook.com/books/element.php? TIpece, 2008
berunoin b. pll_cid=25&pll_id=1116)
JI1.3 |CxpeimHuKOB A. B., Zamgura Web-niprnoxenuii: yaeGHoe mocobue Boponex : OBC
Apamos 1. B., (https://biblioclub.ru/index.php?page=book&id=612405) BopoHexCcKHii
Jlenucenko B. B., roCyJIapCTBEHHBII
T'epacumosna T. 1. YHUBEPCUTET
HWH)XEHEPHBIX
texHoJjoruit, 2020
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7.1.2. lonoHUTEIbHAS JIUTEPATypa

ABTOpBI, COCTaBUTEITH 3arnaBue W3zpatensctBo, ron| Pecypc
J12.1 |Mapyxaenko A. JI., Paspabotka sammménnsix narepdeiicos Web-npunoxenwuii: yae6roe|Mocksa, bepiu : 9BC
Mapyxnenko JI. O., rnocobue Hupexr-Menua,
Edpemos M. A. (https://biblioclub.ru/index.php?page=book&id=599050) 2021
JI2.2 | Ty3oBckuii A. . I[poexTupoBaHue U pa3paboTka Web-IpHIoKeHni: y4eOHUK 1St Mocksaa : FOpait, 3BC
BY30B 2025
(https://urait.ru/bcode/561176)

7.3 Tlepevyennb nHPOPMAHOHHBIX TEXHOJIOTHIt

7.3.1 IIporpaMMHoOe o0ecnedeHne

Adobe Reader
Notepad++
VirtualBox
Visual Studio
NetBeans
Python
Ubuntu Linux
MySQL
PostgreSQL

7.3.2 TIpodeccuoHaibHbIE 0a3bI JAHHBIX U HH)OPMAIIMOHHO-CIIPABOYHBIE CHCTEMBI

1. DrexTpOHHBIH KaTaaor HayIHOM 6rbinoTekn Yenl'Y [DnexkTponnsiii pecypc] : 6a3a ganubix / Yensno. roc. yH-T. — Yensounck, 1992,

2. Koncynbrant [nroc [DaekTpoHHbI pecypc] : cipaBoYHO-TIpaBoOBas cucTeMa : 0a3a TaHHbIX / PErnoH. eHTp npaBoBoit HHGOPM.
Hudopmmpaso.

3. eLIBRARY.RU [3nextponHbIii pecypc] : HaydHas 2IeKTPOHHAS OMOIHOTeKa [Hay4dHOI NepHOJUKH Ha PYyCCKOM sI3bIKE |. —
Mocksa, [1999-]. - JlocTym K TONHBIM TekcTaM Tocie peructpamuu u3 cetu Yenl'Y. — URL: http://elibrary.ru/defaultx.asp.

4. Moodle [DnexTponHbIif pecypc]: cucTeMa IUCTaHIIMOHHOTO 00yueHus : [6a3a manubix] / Yens6. roc. yH-T. — Yensounck, [6.1.]. —
JHoctyn u3 cetn Yenl'Y wity, mmocsie perucTpaiyy U3 CeTH yH-Ta, U3 Jr000H TOYKH, UMeoLIel gfoctyn B uHtepuer. — URL:
http://moodle.uio.csu.ru/login/index.php.

5. Hayunas 6ubnnotexa YenstOMHCKOro rocy1apcTBEHHOTO YHUBEpcHTeTa [ DiekTpoHHBIH pecype] : [caiit] / Yens6. roc. yH-T. —
Yenaodunck, [2001-]. — Pexxum noctyma: http://www.lib.csu.ru/ , cBoGoausrii. — 3ari. ¢ sxpana.

6. nTepHeT yHUBEPCUTET HHPOPMAITMOHHBIX TEXHOJIOTHH [DeKTpOHHEIN pecypc]. — DIeKTpoH. AaH. — Pexxum gocTyma |
http://www.intuit.ru/

8. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHHUE JUCHUIIJIMHBI (MOAY JISI)
Jlnst peanu3anyy JUCHHUIUIMHBI HCTIONB3YIOTCS y4eOHbIe ay IUTOPHUH IS IIPOBEICHUS 3aHATHH JIEKINOHHOTO THIIA, 3aHATHH
CEeMHMHApCKOro TUIA, TPYNIOBBIX U UHIUBUAYAIbHBIX KOHCYIbTALMH, TEKYIIEr0 KOHTPOJIA U IPOMEKYTOUHON aTTECTAllMH, a TAKXKe
HOMELIEHUS AJIsl CAMOCTOSATENBHON paboThI.

VYueGHble ayAUTOPUH YKOMIUIEKTOBAHBI CIIEHATN3UPOBAHHON MEOETIbI0 1 TEXHUYECKHMH CPEACTBAMH 00yUEHUSI: IPOSKTOPOM,
9KPaHOM, MarHUTHO-MapKEPHOH JOCKOM, MaPKEPOM; C BO3ZMOKHOCTBIO JEMOHCTPAIMH 3JIEKTPOHHBIX IIPE3CHTALMI IIPH YPOBHE
OCBEILEHHUS, JOCTATOYHOM UISl PaOOTHI ¢ KOHCTIEKTOM.

I[J'If[ MMPOBEACHUA 3aHITUI JICKHUOHHOTO TUIIa UMECTCA IEMOHCTPAIMOHHOC 060pyz[013aHI/Ie: IMPOCKTOP, SKpaH.

JlaGoparopHbIe 3aHSTHS IPOXOISIT B yIeOHBIX JTa00PaTOPHUSIX TEXHUUECKUX CPEICTB 3amuThl nHGopManun u "CereBoii mouron" (ay/1.
421, 423, yuebnslit kopmyc Nel). MaTepuanbHO-TEXHHYECKOE 00ECIIeUeHUE TIPUBEICHO B ACIIOPTAaX JlabopaTopuil.

[TomerieHust Uil CAaMOCTOSITENBHOM PadOThl 00YYAIOLIMXCSI OCHAIIEHBI KOMITBIOTEPHOIN TEXHUKOH € MOAKIIIOYEHHEM K CETH
«MHTepHET» U 00ecieueHreM JOCTYIa B AJIEKTPOHHYIO HH(POPMALMOHHO-00pa30BaTeNbHYIO Cpelly YHUBEPCHUTETA.

9. METOAUWYECKHUE YKA3AHUS JJIS1 OBYYAIOIIUXCS IO OCBOEHUIO JUCHUIIIMHBI (MO Y JIS)

[Tpu n3ydennn AaHHOW TUCLUIIIMHBI HCIIOIB3YIOTCS JIEKIIMOHHBIE U MIPAKTHYECKUE 3aHATH, CAMOCTOsITeNbHAs paboTa cTynenTa. Ha
JICKIIMOHHBIX 3aHATHSX NPEINo/aBaTelb U3jiaraeT OCHOBHOE COZiep)KaHKe TeM nporpammsl. [Ipopabotky
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JICKIIIOHHOTO MaTepHaja CTYACHTY JKeJIaTelIbHO IIPOBOIUTH KaK MOCIIe KaXKI0r0 3aHATHS, TaK U 10 3aBEPIICHUIO TEMBI. DTO MO3BOJIUT
CBSI3aTh BOEIMHO IOJIy4Y€HHbIE CBEACHUS U COCTABUTBH 1IETIbHYIO KapTHHY.

Ha npakTrdeckux 3aHSATUSX PACCMAaTPUBAIOTCS MPOOJIEeMbl 6€30MacHOCTH WED-KIIMeHTOB, MeTO/IbI B31I0Ma WeED-IIPHIIOKEeHHIH,
CIICHAapHH KOMITBIOTEPHBIX aTakK, aJMUHUCTPUpOBaHne Web-cepBepoB u jp.

Pexomenayercs epen KaxIbIM JIEKIIUOHHBIM U PAKTHYECKUM 3aHSATHEM BBIITOJIHHUTH JIOMALIHEE 33/1aHHE, YTO MO3BOJIUTS JIyYllle
YCBOUTD IMPEIbIAYIINI MaTepuall, U U3yYUTh JIGKIMOHHBII MaTepuall 110 MPeJCTOsIIeH TeMe.

B ciyyae mpuMeHEHHs PH 00YYEHUH JUCIUILUIMHBI JJIEKTPOHHOTO 00y4€eHH s, IUCTAHIMOHHBIX 00pa30BaTeIbHbIX TEXHOIOT Uit
o01ieHre 00y4arONIUXCsl ¥ [PETOAaBaTelist OCYIIECTBISIETCS B PEKUME PealbHOrO BpeMenu (OHIaiH-eKud (BeOUHAPHI), YaThl,
BUJIEO-KOH(EPEHIMHU U JIP.) MM OTJIOKEHHOIO BpeMEHH (CHCTEMa QUCTaHIIMOHHOro 00y4yenus Moodle, hopymel, sexTpoHHas modra
u ap.).

BoJIbIIyI0 YacTh BpeMEHH 00YYAOIIUECS CAMOCTOSATENLHO PadoTaIOT ¢ Y4EOHO-METOMMIECKMMH MaTepuaaaMu. CTYIEHTH HMEIOT
BO3MOKHOCTH KOHCYJIBTUPOBATHCS C MPEIOaBaTENIEM 110 BCEM BOIPOCAaM, BOZHUKAIOLIMM B XOJI€ CAMOCTOSTEIbHOM paboThI
HOCPENCTBOM 3JIEKTPOHHOM MOYTHI, MECCEHIKEPOB, COLMAILHBIX CETEH U T.II.

Jloctyn 00y4arommerocs K yueGHbIM PeCypcaM B PEKUME OTIIOKEHHOTO BPEMEHH, CAMOCTOSTENILHON paboThl OCYLIECTBIISACTCS Yepes
ceth MHTEpHET B yJ0OHOM Ul HETO MECTE, BPEMEHH M TEMIIE,

Ipu 06y4eHnn U1 ¢ OTPaHNYEHHBIME BO3MOXKHOCTSIMH 37I0POBBS 2IEKTPOHHOE 00yUeHNEe, TUCTAHIOHHBIE 00pa30BaTelIbHbIC
TEXHOJIOTHH TIPeJyCMaTpUBAIOT BO3ZMOXKHOCTD IIpHeMa-iepeaul HH(GOpMaIMK B JOCTYIHBIX A1 HUX (hopMax.

Peanu3anus JUCUUIUTHHBI C IPUMEHEHHEM DJIEKTPOHHOr0 00y4eHHs, ANCTAHIMOHHBIX 00pa30BaTe/bHbIX TeXHoIoruit (nanee — D0,
JIOT) ocymecTBisieTcss Ha OCHOBaHHH «I10OXKEHHS O peaH3aliiy OCHOBHBIX M JIOIOJIHUTENBHBIX 00pa30BaTeIbHBIX IPOrPaMM C
HIPHMEHCHUEM JIIEKTPOHHOTO 00yTIeHHS U JUCTAHI[HOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHIA B (heIepalbHOM roCcy1apCTBEHHOM
610/DKETHOM 00pa30BaTEeNIbHOM YUPEXKAECHUU BhICIIEro 00pa3zoBaHus «Yens1OuHCKUM rocyiapcTBeHHbINH yHUBEpcUTeT», «IlonoxeHus
0 TOpsZIKe 3aUeTa 00yUJaOIIMICS 110 OCHOBHBIM NTPO(ECcCHOHAIBHBIM 00pa30BaTENbHEIM IIPOTPaMMaM BBICIIIETO 00pa30BaHHS B
OI'BOY BO «Yenl V» pe3ylbTaToB OCBOCHUS B OPraHU3aLUsIX, OCYILECTBIISIOMIX 00pa30BaTeIbHYIO AEATEIbHOCTD, YIeOHBIX
HPeAMETOB, KypCOB, AUCUUIUINH (MOAYJIeit), IPAKTUK, JOOIHUTEIBHBIX 00pa30BaTeIbHBIX IPOrPAMM» HOCPEICTBOM IEKTPOHHOM
nH(OpMaIOHHO-00pa3oBaTensHoi cpensl PIBOY BO «Yenl'Y». B HCKITIOUUTENBHBIX ciTydasix (hopc-Maskop | T.I1.) IpH
peanuzanuu oOpazoBaTenabHON AesTenbHOCTU ¢ npuMeHeHneM D0, JIOT MoryT npuMeHSATh KOMIIOHEHTHI, HE BXOJSIINE B IEPEUEHDb
AJIEKTPOHHOM HHPOPMAIMOHHO-00Pa30BATEIBHON CPEIbI.

10. CHEIIUAJIBHBIE YCJIOBHUS OCBOEHUSA JUCIIUIIJIMHBI OBYYAIOIIUMHUCS C UHBAJIMAHOCTBIO U
OI'PAHUMYEHHBIMHA BO3MOXHOCTSMMU 31IOPOBbS

OcBoeHUE TUCHUILIMHBI HHBAJMIAMH U JHIAMHU C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMH 3/I0POBBSI OCYLIECTBISIETCS C MCIIOIBb30BaHUEM
CHENHANBHBIX TEXHUYECKHX CPEACTB W WH(POPMAIMOHHBIX TEXHOJOTIHMH, TPEAOCTaBIIEMBIX PecypcHbIM y4yeOHO-METOANYECKUM
LEHTPOM 10 OOYYEeHHI0O WHBAIWAOB W JIMI C OTPAaHMYEHHBIMH BO3MOXKHOCTSIMH 310poBbs Uenl'Y mo 3ampocy oOydaromierocs
(MOOHIBHBIE CHIEIHANBHBIE TEXHHYECKHE CPEACTBA Ul JIMI[ C HAPYNICHUSAMH 3PEHHS W C HapyIICHHEM CIyXa, aCCHCTHBHBIC
HH()OPMALIOHHBIEC TEXHOJIOTUH).

IIpu HeoOXomuMOCTH sl OOYYAIOUIMXCS C HApYLUICHUSMH 3pPEHUS Ha padO4YMX MecTax sl MPOBEICHUS NMPAKTHYECKUX WIIU
n1abopaTOPHBIX 3aHATHI YCTAHABIMBACTCS CIICHUAIBHOE MPOrpaMMHOEe obecredeHue (MporpamMma peueBOil HABHUTAIWH, PEYCBBHIC
CHHTE3aTOPbI, KPAHHBIE JYIIbI).

B yueGnble aynuropun obecrieunBaeTcss OECIPENnsTCTBEHHBINH NOCTYH Uil 00y4aroIUXCs ¢ MHBAIMIHOCTBIO M C OrpaHMYCHHBIMHU
BO3MOXHOCTSIMHU 3[IOPOBBS. B Kax101 ayqUTOpUH, TIe 00y4arOTCs MHBAIU/BI 1 JIUIA C OTPAHUYCHHBIMH BO3MOXKHOCTSIMU 3[I0OPOBBS,
MPEyCMaTPUBAETCS COOTBETCTBYIOIIEE KOJMUYECTBO MECT JUISl 00YYAIOIIMXCS C YYETOM HAPYIICHUH HX 3/10POBbSL.

Jlns ocBOeHMS TUCUMIUIMHBI MHBAINMAAM U JIMLAM C OTPaHUYEHHBIMH BO3MOXHOCTSIMHU 3/I0POBbS IPEOCTABIISAETCS IOCTYII K IIEYaTHBIM
HCTOYHUKAM, UMEIOIIUMCS B Hay4yHoW Oubnnoreke Yenl'V, ¢ mOMOLIBbIO CIIEIMATIBHBIX TEXHUYECKUX CPEICTB; JOCTYI C MOMOIIBIO
CHEUUATIbHBIX TEXHHYECKUX M MPOTPAMMHBIX CPEICTB K 3JICKTPOHHBIM HCTOYHHKAM, MPEACTABICHHBIM B (POpPME DIIEKTPOHHOTO
JokyMeHTa B poHze HayuHoH Onbmuorekn Yenl'yY win 31eKTpOHHO-OMOIMOTEUHBIX CUCTEMAX.

Y4eOHo-MeToANYEeCKHE MaTepHalbl I 00yYarOUIUXCsl U3 YMCIIa WHBAIWAOB U JIMI C OrPAaHUYEHHBIMH BO3MOXKHOCTSIMH 370POBbS
MPEOCTABISAIOTCA B (POpMaXx, aaTHPOBAHHBIX K OFPaHHUYEHHUSM MX 370POBbS U OCOOCHHOCTSM BOCHPHUATHS HHPOPMAIHH.

Jl11s MHBaJIMIOB U JINI] ¢ OTPaHUYEHHBIMHA BO3MOKHOCTSMH 3/10POBbsI OCBOCHHE TUCIUIIMHBI MOXKET OBITh YACTUYHO WJIU TIOJHOCTBIO
OCYILIECTBIICHO C UCIIOJIb30BAHUEM JTUCTAHIIMOHHBIX 00Pa30BATENILHBIX TEXHOJIOTHH.

[Ipy mnpoBeneHNMM NPOMEXKYTOUHOW aTTECTAlMM 110 JAUCHMIUIMHE OOYYaroIMMCA C HMHBIMIHOCTBIO M C OTrPaHUYEHHBIMHU
BO3MOXHOCTSIMH 3JIOpPOBbSl OOECIICUMBACTCS IO WX 3asBJICHHIO TPEJOCTABICHHE B JIOCTYNMHOW (opMe B 3aBUCHMOCTH OT HX
WH/IMBUAYAIBHBIX OCOOCHHOCTEH WHCTPYKLUMH O MOpPSJIKE NPOBEIEHHS IMPOMEKYTOYHOH aTTecTalluy, OLIEHOYHBIX CpPEICTB M
BO3MOYKHOCTH OTBETOB Ha 3a1aHust (MHChbMEHHO Ha Oymare, HaOOp OTBETOB Ha KOMITBIOTEPE, MUCbMEHHO mpudToM bpaiis, ¢

© ®I'BOY BO «Henl'V»




MHMNHOBPHAYKHU POCCUN
\,} denepanbHOE roCyJapCTBEHHOE OI0/HKETHOE 00pa3oBaTebHOE
@ YUYpEXKIECHUE BHICLIET0 00pa3oBaHus

«YenstOuHckuil rocyaapcrBerHbiil yuusepeuter» (GPI'BOY BO «Yenl'Y»)

PaGouast mporpamMmMa JUCHUILIHHEL "3anmra Web-npunoskenuit” mo Hanpasienuto noarotosku (cnenuanpHoctu) 10.05.01
"KommbrotepHas 6e3omacHOCTh" HanpaieHHOCTH (podmo) crietpanu3anust N 6 "MHpopMannoHHO- aHaTMTHYECKAs 1 ctp. 11
TeXHHYEeCKas 3KcnepTu3a KoMnbioTepHbIX cucteM” ®I'BOY BO «Uen'Y»

HCIIOJIF30BAHUEM YCITyT ACCHCTEHTA, YCTHO).

[Tpu npoBexeHnN MpoLEAYPHl OLICHUBAHUS PE3YJIBTaTOB 00yUYEeHHs] MHBAIUIOB H JIMI ¢ OTPAHMYEHHBIMHA BO3MOXKHOCTSIMHU 310POBbS
IIpeycMaTpUBaeTCs UCTIONIb30BaHUeE IpeocTaBiieHHbIX UYenl Y minn coOCTBEHHBIX TEXHHUECKHX CPENICTB, HEOOXOAUMBIX UM B CBSI3H C
WX UHIUBUAYAJIBHBIMH OCOOCHHOCTSMH. [Ipn HEOOXOIMMOCTH WHBAJIMIAaM M JIMIAM C OTPAaHHYEHHBIMH BO3MOXKHOCTSIMH 3I0POBBS
MIPEJOCTABISETCS IOTOJHUTEIBHOE BpeMs IS ITOJrOTOBKM OTBETa Ha 3aJ[aHus, MpoLeIypa OLEHHUBAHUS Pe3yJIbTaTOB 00y4eHHS IO
JIUCHUIUIMHE MOXKET ITPOBOJUTHCS B HECKOJILKO HTAIIOB.
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Pabouyas nporpaMmma AuCHUIUIMHBI «3alMTa Web-npuiioxkeHuii»

2025 rox Habopa, ouHasi popma o0yueHust

ITpopekTop o yueOHOH paboTte yTBepxkaeHo 24.02.25 A.A. CanamaToB
Y4eHBIM COBETOM MaTeMaTHYeCcKoro (pakyipreTa

[Tporokon 3aceqanust Ne 6 ot 20.02.2025

[Ipencenarens YdeHoro coBera

MareMaTH4ecKoro (akynpTeTa COIJIaCOBAHO E.A. CoponoBa
3acenanuem kadgeapbl KOMIbIOTEPHOH 0€30MACHOCTH M NPHUKJIAAHOM anredpbl

[Tporokon 3aceqanus Ne 8 ot 01.02.2025

3aBenyromui kapenpoi COITIaCOBaHO A. H. Pyuaii

ABTOD (COCTaBUTEIIH) A. H. Pyuaii
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