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09.03.04 IIporpammHuas uHkeHepusa npopuib PazpadoTka nporpaMMHO-HHGOPMAIIMOHHBIX CHCTEM,
aucoumimHa 3amuTa nuHgopmanum, 2026 rox Hadopa, ouyHast popma o0yueHust

Paboyasi mporpaMma QM cHUIUVIMHBI (MOAYJIs1) 0100peHa U PeKOMEH/I0BaHa:
ITpopekrop no yueOHoii paboTte yTBep)kaeHo 27.02.2026 A.A. CanamaroB

VY4eHBIM COBETOM WHCTUTYTA MH(POPMAIIMOHHBIX TEXHOJIOTUI
ITporoxon 3acenanust Ne 7 ot 26.02.2026
[Ipencenarens YueHoro coBera

HMHCTUTYTa UHPOPMAIIMOHHBIX
TEXHOJIOTHI COTJIACOBaHO 10.B. Ilerpuuenko

3acenannem kadeapbl HHGOPMALMOHHBIX TEXHOJOTHIA U IKOHOMHYECKOH HHpoOpMATHKH
[IpoTokon 3aceqanusa Ne7 ot 26.02.2026
3aBenyromuii kapenpoi COIJIaCOBAHO C.A. Cxkpunos

ABTOD (COCTaBUTEIb) A.B. Mursauna

CrpykTtypa padoydeii mporpaMmmbl cOOTBeTCTBYeT npukasy pekropa ®I'bOY BO «Heal'V» ot «13»
anpeas 2021 r. Ne 274-1



MMUHOBPHAYKU POCCHH
\,} denepanbHOE rocyapcTBEHHOE O10KETHOE 00pa3oBaTeNnbHOEe
@ yUpex/eHHUe BBICIIEro 00pa3oBaHUs

«Yensnbunckuii rocynapctBenHsii yausepcurer» (PI'BOY BO «Uenl'Vy»)

Pabouas mporpamma nucuumuinasl "3amura nHGOpMAIUU' IO HATPaBICHUIO TOATOTOBKH (crenuansHoctH) 09.03.04
"[IporpamMmHast HIKeHepUs" HanpaBieHHOCTH (podmtio) PazpaboTka mporpamMMHo-uH(bpOpMannoHHEIX cucteM OPI'BOY cTp. 2
BO «Uenl'V»

Copaep:xxanue

1. Ilenun ocBOEHUS AUCUHUILIAHBI

2. Mecto nuctuiuiuasl B ctpykrype OITOIT

3. Komnerenuuu oOyyaroierocs, GopMupyemMble B pe3yabTaTe OCBOCHUS AUCITUTIIIUHBI
(Mofy1is)

4. O0beM TUCUUIUIMHBI (MOIYJIS)
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6.4. Kputepun orieHHUBaHUS
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1. IEJIM OCBOEHUS JUCIIUITJINHBI

HGHL}O npenogaBaHus JUCHUIUIMHBI ABJIACTCA O3HAKOMIJICHUE CTYACHTOB C COBPEMCHHBIMU CUCTEMaMU HHd)OpMaHHOHHOﬁ
6630HaCHOCTI/I, OpraHn3allMOHHBIMU U TEXHUYCCKUMU ME€paMU 3alllUThI I/IH(bOpMaI_[I/H/I, O9KOHOMHUYECCKHMMHU U MPAaBOBbIMU NIPpUHIUIIaAMHA
ux (byHKIH/IOHI/IPOBaHI/ISI, a TaK)K€ BO3MOXKHOCTAMHU HCII0JIb30BaHUA METO/I0B 3alllUThI I/IH(l)OpMaI_[I/II/I B pa60Te C I/IH(bO'pMaIII/IOHHBIMI/I
pecypcamMu B pa3jIMIHbIX 00J1aCTAX S5KOHOMHKHA U 6I/I3Heca;

3a;1aanI/I H3YyHUCHUS JUCHUIIIINHBI ABJISIFOTCA:

1. MO3HAKOMHUTH CTYACHTOB C OIIPCACICHNUECM, KHaCCH(bPIKaL[Heﬁ U XapaKTCPpUCTUKaMHU HHq)OpMaHHOHHOﬁ 6630HaCHOCTI/I;

2. O3HAKOMHTH C OPTaHU3ALMOHHBIMI 1 SKOHOMUYECKUMH acIIeKTaMu paboThI ¢ HH(GDOPMAIIHOHHBIMHU PECYPCaMH M METOIAMHU OLCHKH
3¢ (HEeKTUBHOCTH MX 0E30ITaCHOCTH;

3. nath npencraBieHne 00 0COOEHHOCTSIX HH(DOPMAIIMOHHONW 0€30IMacHOCTH, CETMEHTaX U YYaCTHUKAX HH(POPMAIIMOHHOTO PHIHKA,
0coOeHHOCTSIX (OpMUPOBaHHUS 0E30MaCHOCTH WH(OPMALINH;

4. paccCMOTPETh OCHOBHBIC TEXHOJIOTMYECKHE MPUHITUITBI 0€30IIaCHOCTH MUPOBBIX HH(GOPMAIIMOHHBIX PECYPCOB Ha OCHOBE IIT00AILHOM
cetu Internet;

5. paccMOTpeTh OCHOBHBIC MEXaHU3MBbI 0OecIeueH st 0e30macHoCTU pecypcoB Internet;

Pe3yHbTaTBI O6y‘leHI/IH 10 JUCHHUIIIMHE HAIIPaBJICHBI HA JOCTMXKCHHUE HHIANKATOPOB!:

VK-4.1 meer npeacTaBieHue O MpaBUIax U MPUHITUIIAX JEIOBOM yCTHOM M MMChbMEHHON KOMMYHHKAIIMH Ha TOCYIaPCTBEHHOM SI3BIKE
Poccuiickoii ®enepanuu 1 ”HOCTPaHHOM(BIX ) s3bIKe(axX)

YK-4.2 JIeMOHCTpUPYET YMEHHE OCYILECTBIISATH ACIOBYH0 KOMMYHHKAIIMIO B YCTHOW U MUCbMEHHOW ()OpPMaX, UCIIOJIb30BATh METOIBI U
HaBBIKH JIEJIOBOTO OOIIEHUS

YK-4.3 NImeeT HaBBIKH JIEIOBOTO OOIICHUS Ha TOCYIapCTBEHHOM si3bike Poccuiickoii denepannn 1 ”HOCTpaHHOM(BIX) sI3bIKE (axX)

ITK-1.1. leMoHCTpUpyeT 3HaHHWE OCHOB OIEPALIMOHHBIX CUCTEM, CETEBBIX TEXHOJIOIHH, SA3bIKOB IIPOrpaMMHUPOBaHUS, 0a3 JTaHHBIX U
TEXHOJIOTUH 00pabOTKH JaHHBIX, OCHOB IPOEKTUPOBAHMSI MHTEPGENCOB, SA3bIKOB U METOA0B (POPMANIBHBIX clelUpUKaIMH

[IK-1.2. JIleMOHCTpUpYET YMEHHS pa3padaThiBaTh CHCTEMHOE U TIPUKJIAJHOE TPOrPAMMHOI0 00ECIIEUEHHUE C HCITOIB30BAHUEM SI3BIKOB
Y TEXHOJIOTUH MPOrpaMMHpPOBaHHsI, 0a3 JaHHBIX, CETCBBIX TEXHOJOTHI ¥ OMEPAIMOHHBIX CHCTEM, SI3BIKOB H METOJI0B (DOPMATIbHBIX
crenupuKanui

[IK-1.3. meeT npakTUIEeCKU OIBIT HCIOJIH30BAHMUS OIIEPAIIMOHHBIX CUCTEM, COBPEMEHHBIX SI36IKOB ITPOrPAMMHUPOBAHUSA, CUCTEM
yIpaBjieHus: 0a3aMH JAHHBIX U TEXHOJIOTHI 00pabOTKHU JIaHHBIX, CPEJICTB pa3pabOTKH MPOrpaMMHOro UHTepderica

2. MECTO JUCIHUILI/ITMHBI B CTPYKTYPE OIIOII

Hukn (paznpen) OTIOIT: K.M.03.06

2.1 TpeGoBaHus K IPeABAPHUTEILHOMN MOAT0TOBKe 00y4al01Lerocs:

OCHOBa AWMCUUIUTMHBI COCTOUT M3 0A30BBIX 3HAHMI MOTYYSHHBIX U3 CIECAYIONINX MUCIMIUINH: «[IporpaMMupoBaHuey;
«OnepanunoHHbIe CUCTEMBD; «ba3bl 1 XpaHUIMIIA JaHHBIX»; « BBIYMCIUTENLHBIE CUCTEMBI, CETH U TEIEKOMMYHHKALIN).

OnepaloHHbBIE CUCTEMbI

ba3b1 u xpanunuina qaHABIX

BrruncnurenbHbIe CUCTEMBI, CETHU U TCIICKOMMYHUKAIINN

[IporpammupoBanue

2.2 IucuMIInHbI U NPAKTHKH, 1J15 KOTOPBIX OCBOEHHE JAHHOMN JMCUUIIIMHBI (MOAYJIs1) HE00X0AMMO KaK NpelliecTByoIiee:

3HaHI/IH, TIOJTYy4Y€CHHBIC B IIaHHOfI JUCIUIUINHE, MOTYT OBITh UCIIOJb30BAHEI JUI HalTUCaHUA BBIHYCKHOﬁ KBaHH(I)HKaHHOHHOﬁ pa6OTI)I.

BemonHeHne 1 3amuTa BEITYCKHOHN KBATH()UKAITMOHHOH pabOThI

3. KOMIIETEHLINA OBYYAIOIET OCSl, POPMHUPYEMBIE B PE3YJIbTATE OCBOEHUS JUCLATIIMHBI
(MOJTYJIST)

YK-4: Cnioco6eH ocyliecTBJISATH /1eJI0BYI0 KOMMYHHKAIMIO B YCTHOI M MMcbMeHHOIi ¢dopMaxX Ha rocy1apcTBEHHOM si3bIKe
Poccuiickoii @enepanyuyn ¥ MHOCTPAHHOM(BIX) sI3bIKe(AX)

3HaTh:

© ®I'BOY BO «Yenl'Y»




MHMNHOBPHA VYK POCCHH
\,} DegepanbHOE rocy1apcTBEHHOE Or0KETHOE 00pa30BaTelIbHOE
@ yUpex/eHUe BBICIIEro 00pa3oBaHUsL

«YenssOunckuit rocynapctBenHslit yausepcuter» (GPI'BOY BO «Henl'Vy)

Pabouas mporpamMma nucuuminasl "3amura nHGopManuu' Mo HapaBICHUIO TOATOTOBKH (crenuansHocTH) 09.03.04
"[IporpaMmHast HHE>KeHepUs" HarpaBiieHHOCTH (po¢mo) PaspaboTka nporpamMHo-uHbpOpMannoHHsIX cucteM PTBOY cTp. 4
BO «Yenl'Y»

MOHATHE HH()OPMAIIMOHHBIX YTPO3 U UX BUJIBL, IOAXO/bI K OL[EHKE HH(POPMAIIMOHHBIX PUCKOB; OCHOBHBIC TPUHIIHITBI
(YHKIMOHUPOBAHHUS CETEH M METO/IbI 00ECTICUeHUs MX 0E30MaCHOCTH; TPEOOBaHHUS K MOATOTOBKE MPE3CHTAIUH, 0(OPMIICHUIO
HAYYHO-TEXHHYECKHUX OTYCTOB.

YMmerh:

MIPUMEHSTh METOJIbI OIICHKH PUCKOB MH(POPMAIIMOHHON 0€30MMacCHOCTH, IIPUMEHSATH KOMITBIOTEP JJIs IIPOM3BOJICTBA paboOT B 001aCTH
3al[UThl MHGOPMAIIMK;, HACTPauBaTh OCHOBHBIC CPEACTBA 00CCIICUCHUS CETEBOI OE30MACHOCTH; MPEICTABIIATh PE3YJIbTAThl paOOThI B
BHJIC CTATCH U JIOKJIAJIOB.

Baapern:

HaBbixamu oncanus BBISBIEHHBIX YA3BUMOCTEH U pEKOMEHIALMH 110 UX YCTPaHEHUIO

IIK-1: BaaneHue HaBbIKAMM MCII0JIb30BAHHUS ONEPAIIOHHBIX CHCTEM, CeTEBbIX TEXHOJIOTHii, COBPEMEHHBIX SI3bIKOB
NPpOrpaMMHPOBAHUS, TEXHOJIOIHii 00Pa0OTKHU JAHHBIX, CPEACTB Pa3padoTKU MPOrpaMMHOro MHTepdeiica, npuMeHeHHs!
SI3bIKOB U MeTO/10B (popMa/IbHBIX cnenMpuKanuii, CHCTeM yIpaBJieHUs 6a3aMH JaHHBIX

3HaTh:

9Tarlbl IOCTPOCHUA CUCTEMBI 3alllUThI l/lHq)OpMaLlI/II/I, MTOHATHE MOJIMTUKN O€30IMaCHOCTH.

YmMmerh:

MMPUMCHATH OCHOBHBIC METOAbI 1 CPEACTBA obecrieyeHHs 0€30MaCHOCTH.

Biagern:

HaBBIKaMU HacTpoiiku Oe3zonacHocTy B Windows cucreme.

B pesyibrare 0cBOCHHS JUCHUIINHBI 00y4Yal0IIuiics JOKEH

3.1|3naTh:

3.1.1|morsTHE MH(OPMAIIMOHHEIX YIPO3 U UX BUIBL, TOIXOJBI K OI[EHKE HMH(OPMAITHOHHBIX PUCKOB; OCHOBHBIE IIPHHITUITHI
(DYHKIMOHMPOBAHUS CEeTel U METObI 00ECIIeUeHNUs X 0e30I1acHOCTH; TPeOOBAHNUS K ITOIrOTOBKE IIPE3CHTAIIHH,
0(hOPMIICHHIO HAYYHO-TEXHHIECKAX OTUETOB.

3.1.2|3Tams! MOCTPOEHHST CHCTEMBI 3aIUTH HHPOPMAIIUH, TIOHATHE TIOJTUTHKA O€30ITaCHOCTH.
3.2|Ymers:

3.2.1|IpuMeHATh METO/IbI OLIEHKH PUCKOB HH()OPMAIIMOHHOW 0€30MaCHOCTH, IPUMEHSITH KOMITBIOTEP sl TPOU3BOCTBA
paboT B 00sacTH 3alnMThl HH(POpPMAIIMK; HACTPaUBaTh OCHOBHBIC CPE/ICTBA OOCCIICUCHHUS CETEBON 0E30MaCHOCTH;
MPEJCTaBIISITh Pe3yJIbTaThl pa0OTHI B BHJIE CTATEH U JIOKJIA/IOB.

3.2.2|IipuMeHATh OCHOBHBIE METO/Ib M CPEJCTBA OOecreueH s 0e30MacHOCTH.

3.3|Baagern:

3.3.1|HaBpikaMu onvcaHusI BBIIBICHHBIX yﬂSBHMOCTCﬁ u pGKOMeHI[aIlI/Iﬁ 10 X yCTPpaHCHHUIO

3.3.2|naBblkamu HacTpoliku Oe3onacHocTu B Windows cucreme.

4. OFLEM JUCOUILIMHBI (MOZLY.JIS)

O6Lwan TpyaoeMKOCTb 6 3ET

Yacos o yueOHOMY miany : 216 Bunp! koHTpONsT B cemecTpax:
B TOM YHCIIE :
ayJIUTOPHEIC 3aHsAThS | 48 3K3aMEHBI 7
caMoCTOsITeNIbHAs padora : 146,7
4acoB Ha KOHTpOJIb : 18
KOHTaKkTHas padota: 51,3

HUKP: 3,3

5. CTPYKTYPA U COAEP KAHUE JTUCHUIIJIMHBI (MOZAYJISA)

Kon HaumeHoBaHue pa3/ie/ioB U TeM /BH/L 3aHATHS/ Cemectp | Yacos JIntepatypa
| 3aHATHS [Kvpc
Paznen 1. Unas koHTakTHas padora
1.1 WHuBuyanbHble KOHCYJIBTALMHU, TeKYIIUi KoHTposb /KP/ 7 3,3 JI1.1J11.2
0435 96

© ®I'BOY BO «Henl'V»
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Paznen 2. Paznen 1. OcHoBbI 6€30NaCHOCTH HH(OPMALMOHHBIX
TeXHOJIOT Ui
2.1 AKTyanpHOCTb IPOOIEMBI 0OOecTieueHre 0€30MacHOCTH HH(POPMATMOHHBIX 7 4 JIL.1J11.2
TexHONOoTui. OCHOBHBIE TTIOHATHS HH(GOPMAIIMOHHON 6€30MacHOCTU. YTPO3BI 2409536

nHpopManoHHoi 6e3omacHocTH B AC. BUIBI Mep 1 OCHOBHBIE IIPHHIIATIBI
obecnieueHns: HHGoOpMaIMOHHOM Oe3onacHocTH. [IpaBoBbIC OCHOBBI
obecnieueHrs UHPOPMAIIMOHHOM Ge3omacHOCTH. OCHOBHBIC 3AIIUTHBIC
MeXaHu3Mbl, ucnoib3yembie B C3U /Jlex/

2.2 W3zyuenne crnennaisHON TEPMUHOJIOT MM, HCTIOIB3YEMOH B Kypce 7 4 JI1.1J11.2
«Mudopmanmonnas 0ezonacHocThy. Co3aHNe TMYHOTO TEPMHHOJIOTHYECKOTO 34 25 D6
cnosapst. /TIp/

23 TpeGoBaHus K cCTEMaM U CPEJICTBAaM 3allIUThl HHPOpMaIMK OT 7 37,7 JI1.1J11.2
HECaHKIIMOHNpoBaHHOTO nocryma. /Cp/ 24 3526
Paznen 3. Paznen 2. O6ecnieueHue 6e30nacHOCTH HH(POPMALMOHHBIX
TeXHOJIOT Ui

3.1 OpraHu3aioHHas CTPYKTypa CUCTEMbI o0ecrieueHust THPOPMAaIMOHHOH 7 2 JIT.1 JI11.2
6e3omacHocTu. OOS3aHHOCTH KOHEUHBIX IT0JIb30BaTENe U OTBETCTBEHHBIX 32 34 3526

OUB B nmoapaznenenusx. MHCTpYKIIUU MO OpraHU3alyy NapoIbHON U
aHTUBHUPYCHOH 3amuThl. Onipesienene TpeOOBaHHH K 3alIUTE PECYPCOB.
OCHOBHBIE 32]1a4¥ TIOJIPa3JIeNICHUs 00eCTIeUeHUsT HH(POPMATMOHHOMH
6e3omacHoctu. KoHtentwms nHbOPMAIMOHHOM 6€30MacCHOCTH OpraHn3aIliu

/JTex/
3.2 AHanm3 crioco00B XpaHEeHHs apoJiel Ha caitax. M3ydeHne MEeToI0B XpaHEeHHS 7 2 JIL.1JI1.2
napouteit. I[Torck nmoreHnnansHO Hebe3omacHsIX caifros /I1p/ 24 3536
33 be3onacHocTh HHPOPMALHH B KOPHOPATUBHBIX HHOOPMAIIMOHHBIX CUCTEMaX. 7 2 JIL.1JI1.2
Brytpennue yrpossr. /I1p/ 243526
34 3aKoHO0IaTeIBCTBO B chepe HH(POPMALIMOHHON 0€30IMacCHOCTH. AHAIH3 7 2 JI1.1JI1.2
npenenenTos. /I1p/ 34 355 36
3.5 Pa3paboTka MOJICITH pa3rpaHuyeHus] J0CTyIa K HH(POPMaIUH. YIIpaBiieHHe 7 29 JI1.1JI1.2
JIOCTYIIOM B KOMITBIOTEPHBIX CUCTEMaX. 3a7aui KOHTPOJIS U 00€CIICUCHHUS 2435 526

Ge3omacHoCTH HH(pOpMaIHH. Pa3pymratonie mporpaMMHBIe BO3AEHCTBUS U
3amuTa ot HuX. O0ecreuenue nenoctHocta nHpopmanmu  /Cp/

Pa3gen 4. Pasnea 3. Cpeacrsa 3ammthl HHGOPMaLUH OT
HECAHKIIMOHHPOBAHHOTO JOCTYNA

4.1 Hasnauenne u Bo3moxxaoctu C31 HC/I. Pexomenaaryy o BEIOOPY CpeACTB 7 3 JIL.1J11.2
3amute! oT HCJl. Ammaparasre cpenctsa C3U HCI.  /JIex/ 24 3526

4.2 CucTeMbl aBTOpU3AIIMH ONEPaIlMOHHbIX cucteM. /IIp/ 7 2 JIL.1J11.2

34 55 26

4.3 N3yunth padoty murdposanHoii daiinosoii cucremsl EFS: ocobeHHOCTH 7 2 JI1.1JI1.2
b poBanus, GpaiiioB U Aok, MpeHa3HAuYCHUE U paboTa areHTa 34 25 56
BOCCTaHOBJICHHS, CTIOCOOBI XpaHeHus1 KITtoueBoi nadopmarwm. /Tlp/

4.4 [IporpammHo-amapaTHbeie cpeacTBa mudpoBaHus. MeTo bl pacipeaeIcHus 1 7 26 JI1.1JI1.2
XpaHCHUs KIII0YCBOW U MapoibHOH nHpopMmarmu  /Cp/ 34 35 36
Pazgen 5. Paznen 4. O6ecneuenune 6e30MacHOCTH KOMIIbIOTEPHBIX CHCTEM H
ceTei

5.1 VYrpo3sl, yA3BUMOCTH U aTaku B ceTsx. CeTeBble cpe/icTBa 3alMThl.  /JIek/ 7 3 JIL.1J11.2

34 3526

5.2 Obecrieuenre 0€30IMaCHOCTH MEKCETEBOI0 B3aUMOIEHCTBUS. Y TaJICHHbIE 7 6 JI1.1J11.2

ceTeBble aTaky. TeXHOIOrul MEXKCETEeBbIX IKpaHOB. CHCTEMBbI OOHAPYKECHUS 34 35 56

aTak M BTOp)KeHMil. BupryanbsHsle gactHble cetu  /Ip/

Paznen 6. O0ecnieuenue 0e30MacHOCTH Bed-pecypcoB.

6.1 VYsa3Bumoctr BeO-pecypco. /JIex/ 7 4 J1.1J11.2
543596

© ®I'bOY BO «Ueal'V»
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6.2 OO6HapyxeHue, SKCIUTyaTalus 1 mpeoTBpanieHue Bed-ys3sumocteid (SQL 7 12 JI1.1J11.2

Injection: Types of SQL Injection, Different, DBMSs, Blind SQL Injection, D455 56

Cross-Site Scripting (XSS) Attacks, Cross-Site Request Forgery (CSRF)
Attack, Command Injection Attacks, File Injection Attacks, Session Injection
Attacks, Weak authentication and session management, Security
Misconfiguration, Insufficient Transport Layer Protection). /IIp/

6.3 O6ecnieuenne 6e3onacHoctu Bed-pecypcos /Cp/ 7 54 JI1.1J11.2
33 54 35 56

6. POH/JI OIEHOYHBIX CPEJICTB

6.1. IlepeyeHb BH/I0OB OLIEHOYHBIX CPEICTB

ITpoBepka mpaKkTHIECKOH pabOTHI
TectupoBanue

6.2. TunoBbie KOHTPOJIbHBbIC 3aJaHUA U UHBIC MATECPHAJIBI 1JIH TeKleIeﬁ aTreCTalun

[Ipumep TecToBOrO 3a7aHUA:

1. Kakoe cBoiicTBO komnoHeHTa (pecypca) AC 3akirouaeTcs B TOM, YTO OH JIOCTYIICH TOJBKO TeM CyObekTaM (TI0JIb30BaTeNsIM,
IIporpammam, Iporeccam), KOTOPbIM IPEIOCTAaBIEHB! HAa TO COOTBETCTBYIOLINE TOJTHOMOYHS?

a KOH(pUIACHIIMATLHOCTD

b menocTHOCTH

C IOCTYIHOCTh

d HeoTkazyeMocTh

€ OIOTYETHOCTh

f mocroBepHOCTH

g ayTeHTHYHOCTh

2. Kakoe cBoiicTBO kommoHeHTa (pecypca) AC mperoiaraet, YTo OH MOKET ObITh MOJU(PHUIIMPOBAH TOJIBKO CYOEKTOM, UMEIOIINM
JUTSL 9TOTO COOTBETCTBYIOIINE MpaBa?

a LIEeIOCTHOCTh

b KOH(UIEHIIHATEHOCTH

C TOCTYITHOCTh

d HeoTka3yeMoCTh

€ OJIOTYETHOCTh

f nocroBepHOCTD

g ayTeHTHYHOCTh

3. Kakoe cBoiicTBo koMmoHeHTa (pecypca) AC 03HayaeT, YTO UMEIOIINI COOTBETCTBYIOIIHME MOJTHOMOYHS CyOBEKT MOXKET 0€3 0COObIX
po0IIeM MOIYYUTh CBOEBPEMEHHBIN OCTYI K HEOOXOAUMOMY KOMIIOHEHTY CHCTEMBI?

a IOCTYIHOCTh

b KoH(DUACHIIMATBLHOCTD

C LIETIOCTHOCTh

d HeoTKazyemMocCThb

€ 0JI0TYETHOCTh

f nocroBepHOCTD

g ayTeHTHYHOCTh

B xone o0yueHns AMCHMILIMHE 00Y4atOIUHACS TOJDKEH BBITIOJIHUTH HA00D J1a00PaTOPHBIX/IPAKTHUECKUX padoT.

1. W3yueHue cnenuanbHOW TEPMUHOJIOTUH, UCTIOIb3yeMol B Kypce «HbopmarmonHas 6e30macHocT. Co3aaHue JIHIHOTO
TEePMHUHOJIOTUYECKOTO CIIOBApSL.

2. AnHamu3 crocoO0B XpaHEHHs mapoiiell Ha caiitax. M3yueHne MeTo1oB XpaHeHws aposeii. [Iorck moTeHIMabHO HeOe30macHbIX
CalTOB.

3. be3omacHocTs HHPOPMALIUK B KOPIOPATHBHBIX HHOOPMAIIHOHHBIX CHCTEMaX. BHYTpeHHUE YIPO3bI.

4. 3akoHOJATENbCTBO B chepe HHPOPMAMOHHON 0€30MacHOCTH. AHAIN3 MTPELICACHTOB.

5. CucteMbl aBTOpU3AINN OTIEPAITIOHHBIX CHCTEM.

6. U3yuuts paboty mmdpoBanHoi (aitnoBoii cucremsl EFS: ocodenHocTr mmdpoBanus, Gpaiiios 1 Manok, npeaHa3HaueHue 1
paboTa areHTa BOCCTAHOBJICHHS, CIIOCOOBI XPaHEHHUS KITFOUEBOW HH(OpMAIIHH.

7. OOHapy>xeHue u dkcrutyaranus ys3umoctd SQL Injection: Types of SQL Injection, Different DBMSs, Blind SQL Injection
8. OOHapy>xeHue u skcrutyaranus ys3umoctu Cross-Site Scripting (XSS) Attacks

9. OOHapyxeHue u 3kcrutyarais ys3sumocTu Cross-Site Request Forgery (CSRF) Attack

10. OoHapysxeHue u skcrutyataius ysazsumoctd Command Injection Attacks
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11. OGnapyxeHue u 3kciutyaTanus ysa3sumoctH File Injection Attacks

12. OGHapy»eHue U dKCIUTyaTanus ysa3BuMoctH Session Injection Attacks

13. OGHapyxeHue U 3KcITyaTanus yszsumoct Weak authentication and session management
14. OOGHapyXeHue U 3KCITyaTauus ys3Bumoctu Security Misconfiguration

15. OGnapyxenue u 3kcrryatanus yszeumoctr Insufficient Transport Layer Protection

6.3. TunoBbie KOHTPOJIbHBIC BONIPOCHI M 3aIaHUA JIsA l'lpOMe)KyTO‘-IHOﬁ aTreCTaluu

HpI/IMepHBIe BOITPOCHI TECTOBOI'O 3a/IaHUA:

YTo U3 MepevrcIeHHOTO He JIOJDKHO OTPAXKATHCS B TIOJIMTUKE HHGMOPMAIIMOHHOH 0€30MaCHOCTH TPEIPHUSTHS?
a. eI 3aluThl HHopMauu

b. Kakue pecypchl OIeKaT 3alnTe

C. OT KaKHX yrpo3 3allUIIAI0TCs PECYPCHI

d. KTO HECET OTBETCTBEHHOCTD 32 3AIIUINEHHOCTh PECYPCOB
€. CTOMMOCTb 3aIlIMIIAEMBIX PECYPCOB

f. chepa nericTBUS MOTUTHKA

£. opsI0K MHQOPMHUPOBAHUS 00 MHIIUCHTAX

h. Kkakue JOKyMEHTHI JIOMOJHSFOT MOJIUTUKY 0€30MaCHOCTH
1. OpraHu3anys B3auMOIEHCTBUS 3alIMIIAEMbIX PECYPCOB
j. Hudero u3 npencraBieHHOrO

Komrieke anmapaTHBIX WIN IPOrPaMMHBIX CPEICTB, OCYILECTBIISIOMUMI KOHTPOIb H GHIBTPALIMIO IPOXOAAIINX YePe3 HErO CETEBBIX
[IaKETOB B COOTBETCTBUM C 33JJaHHBIMU NIPABUIIAMHU, 3TO?

a. MEKCETEBOU IKpaH

b. cucrema oOHapyKEHHS aTak

C. aHTUBUPYCHOE CPELICTBO

d. cpexcTBa KOHTPOIIA TOCTYNA M ayTEHTH(OHKAIINN

Kakue mexcereBbie SKpaHbl IPOBEPSIOT (DaKT, YTO MaKeT sBJisgeTcs 1noo 3arnpocoM Ha TCP-coenuHenue, TM00 MpecTaBisieT JaHHbIEe,
OTHOCSIIIMECS K YKE YCTAaHOBJIEHHOMY COEAMHEHHIO, INOO OTHOCHTCS K BUPTYAJILHOMY COCIMHEHHIO MEXIY IBYMsI TPaHCIIOPTHBIMHU
ypoBHsIMH?

. MEXCETEBbIE KPaHbl YPOBHS COEIMHEHHUS

. MEXCEeTEBbIE IKPAHbI MPUKJIIAHOTO YPOBHS

. MEXKCETEBBIE IKPaHbI C TMHAMUYECKOH (DUITbTpaLiel MakeToB

. MEYCETEBbIE KPaHbl HHCIIEKIIH COCTOSTHHI

. MEXKCETEBBIE KpaHbl YPOBHS sIpa

o 00 o

6.4. Kputepuu oueHUBaHUs

[Tpu cobecenoBaHNM BBIIEISIOTCS KPUTEPHH, 10 KOTOPBIM OILICHUBAIOTCS 3HAHUS yJaIUXCS.

OTMETKa «OTIMYHOY» CTABUTCS B TOM CIIydae, €CIIU 10 IBYM M3 TPEX KPUTEPHEB OTBET OLIEHUBACTCS «OTIMYHOY» U 110 OJJHOMY — Ha
«XOPOILIO».

OTMeTKa «XOPOILIOY» — €CJIH 0 IBYM KPUTEPHSIM — HE HUXKE «XOPOIIIO» U IO OJTHOMY «YIOBJICTBOPUTEIILHOY.
OTMeTKa «yIO0BICTBOPUTEILHOY» — €CIIH IO IBYM KPUTEPUSIM HE HIDKE «YAOBICTBOPUTEIHLHOY U IO OJJHOMY —
«HEYIOBJICTBOPUTEIILHOY.

OTMeTKa «HEYAOBIETBOPUTEIHHOY» — €CJIU TI0 IBYM U 00JIee KPUTEPUSIM «HEYIOBICTBOPUTEIHHOY.
Kputepun:

Brianenue moHATHITHBIM araparoM

Brnasenue (pakTHUECKHMM MaTepHAaIOM 110 TeMe

JIOruYHOCTh U3TI0KEHUS MaTepraa.

Kaxayro npakTuueckyto paboTy MOXKHO 3a4€CTb, €CIIH:

1 - OGyuaroniics: CBOOOTHO OPUCHTHPYETCS B TEPMUHOJIOTHH; CIIOCOOCH MMPUBECTH MPUMEPHI; CBOOOTHO MOXKET OTBETUTD Ha
JIOTIOJIHUTEJBHBIE BOTIPOCHI.

2-15 - OOy4arommiicsi: CBOOOTHO OPUSHTHPYETCS B MaTepralie TEMATHKH; BIaJeeT HaBBIKAMH HACTPOWKH 0€30IaCHOCTH; MOYKET
aHaM3UPOBATh HH(POPMALIUIO U MPHHUMATD PEILICHHUS; CBOOOTHO MOXKET OTBETUTDH Ha JOTIOJHUTEIBHBIE BOTIPOCHL.

Ouenka Tecra:

Habpannas cymma 0ajuioB - OlleHKa
Menee 60 - HEyTOBIETBOPUTEINBHO;
60-75 - ynOBIETBOPUTEIILHO;
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76-90 - xoporo;
91-100 - oTryHO.

HUrtorosas onenka 3a 7 ceMecTp GOpMHPYETCS CIEAYIONMM 00pa3oM:
Kaxnas npaktudeckas padota ¢ 1 mo 6 omennBaercs B 8 0ajuia HTOrOBOI OleHKH. MITOroBbIi TecT naeT 52 6ajia HTOrOBOH OLEHKH.
MaxkcumyM MOkHO Habpath 100 GayioB 3a cemectp.

HtoroBas oreHka 3a 8 ceMecTp GOpMHUPYETCs CIEAYIONIMM 00pa3oM:
Kaxxnas npaktuueckas padora ¢ 7 mo 15ouenuBaercst B 6 Gajiia UTOroBoi orieHKH. MToroBelii Tect naet 46 6aioB UTOrOBOW OLICHKH.
MaxkcumyM MOkHO Habpath 100 GayioB 3a cemectp.

HroroBas olieHka KOHBEPTUPYETCS B 5 OAIbHYIO CUCTEMY:

HabpanHas cymma 6asuioB - OlieHKa
Memnee 60 — HEYJOBIIETBOPUTENILHO;
60-75 — yIOBIIETBOPUTEIBHO (3a4ET);
76-89 — xopoiio (3a4er);

90-100 — omnyHo (3a4er).

Tpe60BaHI/I51 (KpI/ITepI/IaIIBHI)Ie HOKaSaTeHI/I) K YPOBHAM OCBOCHUA IIPOIrpaMMbl JUCHUILIMHBI BO BTOPOM CEMECTPE U3YUCHUSA
JUCHUITIIMHBI

«OtmuHO» (5) — CTYIEeHT TTy0OKO U TIOJIHO BJIAJIEET COAEPIKaHNeM Y4eOHOro MaTepualia; yMeeT CBS3bIBaTh TEOPHIO C IIPAKTHKOM,
pemaeT MUKPOIKOHOMIYECKUE 3a1a41, TCOPETHIESCKUE BBIBOJIBI TOITBEPKIACT MPUMEpaMu, (haKTaMH, TaHHBIMH HayJHBIX
WCCIIEZIOBAHMI; OCYIIECTBIIIET MEXIIPEIMETHbIE CBSI3H, IIPEIIOKeHN. J{enaer BbIBOIBI IOTUYHO, YETKO. SICHO U KpaTKO M3Jaraer
OTBETHI Ha TIOCTABJIEHHBIE BONPOCHI; YMEET 00OCHOBEBIBATH CBOH CYKACHHS H TPO(}HECCHOHATBHO- JINYHOCTHYIO TTO3HIIUIO TIO
n3naraeMomy Borpocy. OTBET HOCUT CaMOCTOSTEIbHBIN XapaKTep.

«Xopomo» (4) — OTBET CTYAEHTa COOTBETCTBYET YKa3aHHBIM BbIIIE KPUTEPHS, HO COIEPKaHUE OTBETa UMEET OT/IEJIbHbIE HETOUYHOCTH
(HecyIIeCTBEHHBIE OMMOKI) B U3JI0KEHUH TEOPETUIECKOTO U IPAKTUIECKOT0 MaTepraia, OTIMYaeTcss MEHbIIeH 00CTOsTENFHOCTHIO,
rITyOrHON, 000CHOBAaHHOCTBIO U TTOJHOTOM; AOMYIEHHBIE OUIMOKH HCIIPABISIOTCS CTYIEHTOM TIOCIE JOOTHUTENBHBIX BOIIPOCOB
9K3aMeHarTopa.

«Y IOBIETBOPUTEILHOY (3) — CTYIEHT 0OHApY)KMBAET 3HAHHE U TIOHUMaHHE OCHOBHBIX TIOJIOXKEHHUH Y4eOHOr0 MaTeprana, HO U3Jiaract
€ro HEIOJIHO, HEMOCIIEI0BATENBHO, IOITyCKAeT HETOYHOCTH M CYIIECTBEHHBIE OIIMOKHU B ONPEAEICHHH MTOHATHH, (HOPMYIHPOBKE
IIOJIOKEHUH, HE TIPUBIIEKAET JUIs apTyMEHTALUU OTBETa OCHOBHBIE MTOJIOKEHNUS UCCIIeI0BATENbCKUX, KOHIIENTYIbHBIX 1 HOPMAaTHUBHBIX
JIOKyMEHTOB, HE yMeeT 000CHOBAaTh CBOM CY>KICHHSI; HAOII0AAaeTCsl HapyIIeHHE JIOTHKU U3JIoKeHHs. OTBET OTIAMYAETCS HU3KUM
YPOBHEM CaMOCTOSITEIBHOCTH, HE COJAEPIKUT COOCTBEHHOM NMPO(heCCHOHATTBHO- TNYHOCTHOM MO3HIHH.

«HeynoBnerBoputensHO» (2) — CTYJEHT UMEET Pa3pO3HEHHBIC, OECCHCTEMHBIC 3HAHKS: HE YMEET BBIACIATh [JIABHOE U
BTOPOCTEIICHHOE; JIOITyCKACT OLIMOKH B ONPEACIICHUN TIOHATHIA, HOPMYITUPOBKE TEOPETHICCKUX MOJIOKCHHM, HCKaXaeT UX CMBICT; HE
OPHEHTHPYETCS B HOPMATHBHO-KOHIICITYAIBHBIX, TPOrPAMMHO-METOJUIECKUX, HCCIIEA0BATEIbCKUX MaTepHaax, OeCopsaoqHo 1
HEYBEPEHHO M3JIaracT MaTepHall; He yMEeT COSIUHSITh TEOPETHUYCCKHE MOJIOKEHHS C IPAKTUKO; HE YMEET IIPUMEHSITh 3HAHHS TS
000CcHOBaHUs 1 00BsICHEHUsI (DAKTOB, HE yCTAaHABIMBACT MEXKIIPEIMETHBIC CBSI3H.

7. YHEBHO-METO/IMYECKOE U UTHOOPMAIIMOHHOE OBECIIEYEHHE JTUCITUILJIMHBI (MOYJIST)

7.1. Pexomenayemas IuTepaTypa

7.1.1. OcHoBHas JuTepaTypa

ABTOpBI, COCTaBUTEIN 3arnaBue W3narensctBO, ron| Pecypc
JI1.1 |lIanprun B.®. KomruiekcHas 3anmra nHGOpMalui B KOPIOPATUBHBIX CHCTEMaX: Mockaa : 9BC
y4yeOHOe mocodue Wznarenbckuii
(https://znanium.com/catalog/document?id=389857) Jom "®OPYM",
2022
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ABTOpBI, COCTaBUTEIN 3arnaBue WsnarensctBO, Tom| Pecypc
JI1.2 | Xopes I1. b. ITporpammHo-anmaparHas 3amura vHGopManuu: yaeoHoe mocoore |[Mocksa : OO0 9BC

(https://znanium.com/catalog/document?id=397282) "Hay4Ho-
W3/1aTeNbCKUI
nentp MHOPA-
M", 2022

7.2. llepeyeHs pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAIMOHHOI ceTu "HHTepHeT"

D1 |Hayunas snextponnas oubnuoreka eLIBRARY.RU» - pa3nen "JKypHaubl oTkpbiTOTrO 1ocTymna’
(https://elibrary.ru/projects/subscription/rus_titles_free.asp)

92 |EauHoe oKHO ocTyma K 00pa3oBaTelibHbIM pecypcaMm - genepanbHas HHHOPMaIMOHHAS CUCTEMa OTKPBITOTO JJOCTyIa K
WHTErpaJbHOMY KaTajory o0pa3oBaTeIbHBIX HHTEPHET-PECYPCOB U K 3JICKTPOHHON OHMOIHOTEKE yueOHO- METOIMYECKUX
MaTepHaJIOB UL BCEX YPOBHEH 00pa3oBaHUsL: IOMIKOIEHOE, 00lIee, cpeHee IpoheCCHOHAIBEHOE, BEICIICE,
nonoiHutensHoe. http:/window.edu.ru

93 |JIeKTOpUYyM - IPOCBETUTEIILCKUIA MPOEKT: MACCOBBIC OTKPHITHIC OHJIAWH-KYPChI, OTKPBITBIN BHJICOAPXHB JICKIIUH By30B Poccun
https://www.lektorium.tv

D4  |Jlasb [DneKTpoHHBIN pecypc] : anekTpoHHO-0ubaroTeunas cucrema (3bC) / n3narenbcro Jlans http://e.lanbook.com

95 |lOpaiit [DnekTpoHHBIN pecypc] : AekTpoHHO-0nbmroTeuHas cucrema (ObC) / uznarennctBo FOpaiit.  https://urait.ru/

D6 |Znanium.com [DNEKTPOHHBINA pecypc] : AneKTpoHHO-0nOmmoTeynas cucrema (ObC) / Hayud. smexTpoH. 0-ka
http://znanium.com/

7.3 Ilepedyenb HHGOPMALMOHHBIX TEXHOJIO0THil

7.3.1 lIporpaMmHoe o0ecniedeHune

LMS Moodle

1O Kaspersky

7.3.2 IlpodeccnonabHbIe 0a3bl JAHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. Hayunas snextponHnas 6ubnuoreka eLIBRARY.RU (https://elibrary.ru/defaultx.asp?) eLIBRARY.RU : Hay4Has 31eKTpoHHAas
6ubnuoreka : caiit. — Mocksa, 2000 — . — URL: https://elibrary.ru. — Pexxum moctyna: ams 3apeructpup. noiab3oBareneil. — TekcT :
3JIEKTPOHHBIH.

2. HanmonaneHas anextponHas 6ubnuoreka (HOB) (https://rusneb.ru/) HanmonaneHas saekrponHas oubnmorexka (HOB) :
00bETMHCHHBIN 3JICKTPOHHBIN KaTajaor (JOHI0B POCCHHCKIX OnOMHoTeK : cait. — URL: http://u30.p¢. — Pexxum nocrtyna: u3
YHUTATBHEIX 3a510B Onborexn Yenl'V. — TekcT : SIeKTPpOHHBIH.

3. TIIpe3uneHTckas OuOIMoTEeKa (https://www.prlib;ru/ ) [Ipe3unenTckas OMOIMOTEKA : AJICKTPOHHAS HAlIMOHAIbHAS OMOIHOTEeKa : cailT /
OTI'BY Ipesunéurckas 6ubmoréka nmenn b. H. Enbrmna. — Cankrllerep6ypr, 2009 — . — URL: https://www.prlib.ru/. — Tekcr :
SJIEKTPOHHBIN.

4. CripaBouno-tmipaBoBas cucrema «Koncynprantllnroc» (http://www.consultant.ru/) KoncynerantlIntoc : cripaBo4HO- mpaBoBast
cucteMa : 6a3a JaHHbIX / PernoHanbHbIA 1eHTp paBoBoi nHMopmanuu Mupopmnpaso. — Mocksa, 1992 — . — Pexxum gocryna: u3
YUTAJIBbHBIX 3aJ10B OMONMMOTEKH. — TEKCT : AIIEKTPOHHBIN.

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JTUCHUITJINHBI (MOJAYJIS)

Jlnis peanu3anuy AUCHUIUIMHBL UCIONIB3YIOTCS yUeOHbIE ay IUTOPHHU IS IPOBEACHUS 3aHATUH JIEKLIMOHHOIO THIIA, 3aHSITHH
CEeMUHAPCKOro TUIIA, TPYMIIOBBIX U MHANBUYAIBHBIX KOHCYJIBTALMMH, TEKYILEr0 KOHTPOJIS M IPOMEXYTOYHOM aTTeCTalli1, a TAKXKe
MTOMEIIIEHUS JJIsl CAMOCTOSITENILHOM pabOoThL. Y4eOHbIE ayIUTOPUN YKOMITJICKTOBAHbI CIICIIMATU3UPOBAHHON MEOCITHIO 1 TEXHUUCCKUMHU
CpeICTBaMU O0YYCHHs: JOCKa, MApThl, MYJIbTHMEIUHHOE U ayTH0000pynoBanue. J[is mpoBeneHns 3aHATHH JTCKIUOHHOTO THIIA
MpeAIaraloTcst HAOOPHI JEMOHCTPAIIMOHHOTO 000PYI0BaHMS M YIeOHO- HATISTHBIX TOCOOHH: IIH(POBBIC 00pa30BaTeNIbHbBIC PECYPCHI, a
TaKKe MCIOJB3YeTCs TIEPEHOCHOE U / WITH CTallHOHApHOE MYJIbTUMEANHHOE 000pyIOBaHKe (IKpaH, HOyTOYK, MPOEKTOP, KOJIOHKN).
JJisl ceMHHAPCKUX 3aHATUI UCTIONB3YIOTCS ay TUTOPHU OCHAIICHHBIE OOBIYHOMN JTOCKOH, TapTaMHy, TIEPEHOCHBIM MYJIbTUMEIUHHBIM 1
aymuoo0opy1oBaHueM (B ciydae HeoOXoauMOocTH ). [ToMelteHu s Ij1sl CaMOCTOSATENILHOM paboThl 00yJYaroIIUXCsl OCHAIICHBI
KOMIIBIOTEPHOM TEXHUKOMN C MOJKITFOUEHUEM K ceTH "MHTepHeT" u o0ecredeHueM JOCTya B JIEKTPOHHYIO
HH(OPMALMOHHO-00pa30BaTEIbHYIO CPE/ly YHUBEPCUTETA.

9. METOAUYECKHE YKA3AHUSA JUISA OBYYAIOIIUXCSA IO OCBOEHUIO JUCIUTIIIMHBI (MOAYJISA)

Ycnemnoe n3yueHune Kypca Tpe0yeTr oT 00yJyaromuxcs IOCEeIEHUs JISKLUI, aKTHBHOI paboThl Ha CEMHHapaXx, BHITOJHEHUS BCEX
y4eOHBIX 3aJaHHH MTPENOoaBaTeNs, 03HAKOMIICHHS ¢ 0a30BBIMH YUCOHUKAMU, OCHOBHOH U JIOTIOJHUTEIBHOM IUTEpaTypoil. 3anuch
JIEKIIMU — OJTHA 13 (POpM aKTHBHOM PaOOTHI CTYAEHTOB, TPEOYIOIIast HABBIKOB U YMEHUSI KPAaTKO,
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CXEMaTHYHO, TIOCIIEIOBATEIBHO M JJOTHYHO (PUKCHPOBATH OCHOBHBIE ITOJIOKEHHSI, BRIBOABI, 0000MmeH s, HOPMYITHPOBKH.
[ocnexyrontas paboTa Hal TEKCTOM JIEKIIMM BOCKPEIIAET B TAMSTH €€ COJePKaHue, O3BOJISET Pa3BUBATh SKOHOMHYECKOE MBIIIICHHE.
B koHI1e TeKIMK npernogaBaTelb OCTaBIsAeT BpeMs (5 MUHYT) IS TOTO, YTOOBI CTYIEHTHl UMETH BO3MOYKHOCTh 3aJaTh YTOUHSIOIINE
BOIIPOCHI [0 U3Y4aeMOMY MaTepuay.

OCHOBHBIM METOIOM OOYUEHHUS SIBISIETCSI CAMOCTOSITENIbHAsE pab0Ta CTYAEHTOB € y4eOHO-METOUYECKUMU MaTeprallaMy, HayqHOH
nuTeparypoi. [Ipy u3ydeHnn AUCHUIIIMHBI HEO0X0IMMO H3YYHUTh BOIIPOCHI, KOTOPBIE IPEIO/IaBaTellb BBIHEC HA CAMOCTOSTENILHOE
M3y4eHHe, ObITh TOTOBBIM K 00CYXICHHIO ATUX BOMPOCOB. JIUCKyCCHs — KOJUIEKTHBHASL )OpMa YCTHOTO NPEICTaBIICHHUSI HHPOPMAIIHH.
OOBIYHO JMICKYCCHIO TOTOBUT OJIMH WJIM HECKOJIBKO YENIOBEK, IPECTABIAIOUINX OCHOBHBIE BOIPOCH! TEMbI U TOUKH 3PEHHS.
OcraipHble yYaCTHUKH JIMCKYCCHH BBICKA3bIBAIOT CBOM MHEHUS U CYXKAeHHUs. [IMCKyCCHIO OPraHu3yeT BeAyNIHi (Jare
MPEnoiaBaTelb) B 00SI3aHHOCTh KOTOPOTO BXOJUT MPEIOCTABIICHUE CIIOBA Pa3HBIM YYaCTHHKAM, CACPKUBAHHE YMOIIHOHAIBHBIX
peakLuii yYaCTHUKOB M TIOJBEJCHIE UTOTOB 0OCYKIICHUSI.

K mpomexyTodHO aTTecTanui He0OX0JUMO TOTOBUTHCSI II€JIEHATPABICHHO, PETYIISIPHO, CHCTEMAaTHIECKH | C TIEPBBIX AHEH 00yUeHUS
o JaHHoW auctumrae. [Toce 3Toro y o0y4aronierocs 10HkHO ¢(hOPMHUPOBATHCS YETKOE MpeCcTaBiIeHne 00 00beMe U XapakTepe
3HAHUN U YMEHHH, KOTOPBIMH HaJ0 OyeT OBlaAeTh no aucuuminie. CucTeMaTH4ecKoe BBITOJHEHHE Y4eOHOH paboThl Ha JIEKIUSIX U
CEeMUHAPCKUX 3aHATHSX MO3BOJIUT YCIEIIHO OCBOUTD TUCIUIIINHY.

B cnyyae npuMeHeHus Ipyu 00y4eHHH TUCLUIUIMHBI QJIEKTPOHHOTO 00Yy4eHHUsI, IUCTAHIMOHHBIX 00pa30BaTeIbHbIX TEXHOIOTHH
oOuieHne o0y4arommxcs 1 MperoiaBaTessi OCYIIECTBISETCS B peXXUME PeabHOTO BpeMEHH (OHJIaliH-JIEKIUH (BeOWHApHI), YaThl,
BHICO-KOH(DEPESHIIMHU U JP.) WK OTI0KEHHOTO BpEMEHH (CHCTEMa TUCTAaHIIMOHHOrO 00yueHust Moodle, popyMmbl, SIeKTPOHHAS MTOUYTA
U ap.).

Boutbiyto yacTh BpeMeH! 00yYaroIIHecsl CAMOCTOSTENEHO paboTaroOT ¢ y4eOHO-METOIMIECKUMI MaTtepraiamu. CTyIEHThl HMEIOT
BO3MOXKHOCTh KOHCYJIFTHPOBATBCS C MPEIOIaBaTENIeM 10 BCEM BOITPOCAaM, BOSHUKAIOIIMM B X0JI€ CAMOCTOSITENILHON pabOThI
MIOCPEACTBOM DIIEKTPOHHOM ITOYTHI, COLMANBHBIX CeTEeH H T.11.

Hoctyn o0Gydaromerocsi K y4eOHBIM pecypcaM B peXXUMe OTIOKEHHOTO BPEMEHH, CAMOCTOSITEIIBHON pabOTHI OCYIECTBIISIETCS Yepe3
ceTb MIHTepHET B yJOOHOM ISl HETO MeCTe, BpEMEHH M TeMIIE.

[Tpu 0OyueHun U1 ¢ OrpaHMYEHHBIMHA BO3MOXKHOCTSIMH 310POBBSI SJIEKTPOHHOE 00yUeHUE, AUCTAaHIHMOHHbBIE 00pa30BaTe/IbHbIC
TEXHOJIOTHH IIPelyCMaTPpUBAIOT BO3MOXKHOCTh IIpHeMa-niepeiadl HHGOopMaIiy B JOCTYIHBIX A HUX Gopmax.

Peanuzanus TUCHUIUIMHBI C TPUMEHEHUEM AJIEKTPOHHOTO 00yUYeHHsl, TUCTaHIIMOHHBIX 00pa30BaTENILHBIX TEXHONOTUH (Hanee — D0,
JOT) ocymecrnisercst Ha ocHOBaHHU «[10JI0KEHHUs O pealn3ali OCHOBHBIX U JOTIOJHUTENLHBIX 00pa30BaTENbHBIX IIPOrPaMM C
MPUMEHEHUEM 3JICKTPOHHOTO O0YUYCHUS U TUCTAHI[HOHHBIX 00pa30BaTeIbHbIX TEXHOJIOTHIA B heiepaibHOM rOCYAapCTBEHHOM
OFODKETHOM 00pa30BaTEIbHOM YUPEKICHHHU BhICIIEro 00pa3oBaHus «YelssOMHCKUIT roCy1apCTBEHHBIH YHHBEPCUTET, «[lonokeHns
0 TIOPSIIIKE 3a4eTa 00YJArOIIIMUCS TI0 OCHOBHBIM MPO(eCCHOHABHBIM 00pa30BaTeIbHBIM MTPOrpaMMaM BBICIIIETO 00pa30BaHUs B
OI'BOY BO «Yenl'V» pe3ybTaToB OCBOSHHUS B OPraHU3aIUIX, OCYIIECTBISIONMX 00pa30BaTeNbHYIO ASTENEHOCTD, YUeOHBIX
MIPEAMETOB, KypPCOB, JUCIUILTHH (MOIYJIEH ), MPAKTHK, TONOJIHUTENEHBIX 00Pa30BaTENbHBIX MTPOTrPaMM» MOCPEICTBOM dIIEKTPOHHON
nH(popmanmonHo-o0pa3oBaresbHoi cpenpl PIBOY BO «Uenl Vy». B uckimrounTenbHbIX ciydasx (Gopc-Maxop U T.I.) Ipu
peanu3zanuu 00pazoBaTeNnbHoM AesTenbHocTH ¢ npuMeHeHreM D0, JIOT MoryT npuMeHSATh KOMIIOHEHTBI, HE BXOJISIIHE B TIEpCUCHb
3JIEKTPOHHOHN MH(OPMALIMOHHO- 00PA30BATEIIBHON CPE/IBI.

10. CIIEIIMAJIBHBIE YCJIOBHSI OCBOEHUS JUCITUIIJIMHBI OBYYAIOINUMUCS C UHBAJIMTHOCTBIO 1
OI'PAHMYEHHBIMHA BO3MOXKHOCTSAMMU 310POBbA

OcBoeHNE TUCIUIUTHHBI HHBATHIAMA U JIMI[AMU C OTPaHUYEHHBIMU BO3MOXKHOCTSIMH 3/I0POBBSI OCYIIECTBISIETCS C MCIIOIBE30BAHIEM
CHEUUaTbHBIX TEXHHYECKUX CPENCTB W MHGOPMAIMOHHBIX TEXHOJOTHH, MPEIOCTABISEMBbIX PecypCHBIM y4eOHO-METOANYECCKIM
LHEHTPOM 10 OOYYEHWIO WHBAIMAOB W JIMI[ C OTPAaHUYECHHBIMH BO3MOXKHOCTSAMH 370poBbsi Uenl'Y mo 3ampocy oOydaromierocs
(MOOHMITBHBIE CHEUANbHBIE TEXHHYECKUE CPEICTBA JUIS JIMI C HApyHICHWSIMH 3pEHUS W C HapylIeHHEM CIIyXa, aCCHCTUBHBIE
MH(OPMALIMOHHBIC TEXHOJIOTHH).

Ilpr HEoOXOOMMOCTH Uil OOYYAIOLIMXCS C HAPYLICHHSMH 3pEHHS Ha pabOduMx MecTax Uil MPOBEACHUS MPAKTUYCCKUX WITH
1a00paTOPHBIX 3aHATHI YCTAaHABIMBACTCS CIICHMAJIbHOE MPOrpaMMHOE obecredeHue (MporpaMma peveBOil HABUTALUH, PEYCBBIC
CHHTE3aTOPbI, SKPAHHBIC JIYIIBI).

B y4eOHbIe ayauTopun obecreunBaeTcs OSCIPEnsITCTBEHHBINA IOCTYI Uil OOYYAIONMXCS ¢ WHBATHHOCTBIO U C OrPaHUYCHHBIMU
BO3MOXKHOCTSIMH 3JI0POBBsI. B KaKJ0# ayTuTOpHy, r/ie 00y4aroTcss HHBATHIBI U JIUIA C OTPAHMYCHHBIMUA BO3MOXKHOCTSIMH 3/I0POBbS,
MIPEAyCMATPUBALCTCSl COOTBETCTBYIOIIEE KOIMYECTBO MECT JUTSI O0YJAIOIIUXCSI C YIETOM HApYIICHUH UX 370POBBSI.

J11st 0OCBOCHYS TUCIMIUIMHBI HHBATKIAM H JIHI[AM C OTPAaHHYEHHBIMU BO3MOXHOCTSIMHU 3JI0POBbSI TPEIOCTABIISIETCSI TOCTYT K TIEYaTHBIM
WCTOYHHKAM, UMEIOIINMCS B HaydHO!U OubimoTteke Uenl'yY, ¢ MOMOIMIBIO CHIEMUANBHBIX TEXHUYECKHX CPEICTB; AOCTYI C TTOMOIIBIO
CIICIMATBHBIX TEXHUYCCKUX M MPOIPAMMHBIX CPEICTB K DJICKTPOHHBIM HCTOYHHKAM, IPEACTABICHHBIM B (HOPME 3IEKTPOHHOTO
nokyMmeHTa B hoHae HayyHoi onbmmorexn Yenl Y uitk 51eKTpOHHO-OHOIMOTEYHBIX CHCTEMaX.

V4eOHO-METOMMYECKHE MaTepHaIbl Iisl O0YYArOIIMXCS U3 YKCIIA WHBAIUIOB M JIAL C OPAHAYCHHBIMUA BO3MOXKHOCTSMH 3I0POBBSI
MPEIOCTABIIIOTCS B (hOpMaX, aAalTHPOBAHHBIX K OTPAHUYCHHUSM HX 30POBbSI 1 OCOOCHHOCTSIM BOCTIPHSATHUS
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nH(popMaIuu.

J11s1 M*HBAITH/IOB U JIMI] C OTPAHUYCHHBIME BO3MOYKHOCTSIMH 3[J0POBBSI OCBOCHHE THCILUILUTMHBI MOXKET OBITh YACTHYHO WJIH IIOIHOCTHIO
OCYIIIECTBIICHO C HCIIOJIb30BAHHEM JAUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHA.

Ilp mpoBeneHHHM MPOMEXKYTOYHOH AaTTECTAlMH MO JUCLMIUIMHE OOYYaroIMMCsl C HMHBAJIMAHOCTBIO U C OrPaHHYCHHBIMU
BO3MOXHOCTSIMU 37I0POBbsS OOCCIIEUMBACTCSI M0 WX 3asBJCHHIO0 MNPEIOCTAaBICHHE B JOCTYIMHOW (OopMe B 3aBHCHMOCTH OT HX
WHIUBHIYATBHBIX OCOOCHHOCTEH HMHCTPYKIMH O TOPSAAKE IMPOBEACHUS MPOMEXKYTOUHON AaTTECTAllMd, OLECHOYHBIX CPEINCTB H
BO3MOXKHOCTH OTBETOB Ha 3ajaHus (MHChbMEHHO Ha Oymare, HaOOp OTBETOB Ha KOMIIbIOTEPE, MUChbMEHHO mpudroM bpaiins, ¢
HCIIONBE30BAHUEM YCITYT aCCHCTEHTA, YCTHO).

[pu mpoBeneHny MPOLEAypPHl OLICHUBAHUS PE3YIIBTaTOB 00YUYECHHS MHBAIHIOB H JIWI C OTPaHIYICHHBIMHA BO3MOXKHOCTSIMH 3/I0POBBSI
MIPeayCMaTPHUBAETCS UCIIONB30BaHUE IPEeOCTaBIeHHBIX Yenl Y uim coOCTBEHHBIX TEXHUYECKHX CPENICTB, HEOOXOAUMBIX UM B CBSI3H C
UX MHAUBHUAYaTbHBIME 0COOCHHOCTSAMH. [IpH HEOOXOJMMOCTH WHBAITUIAM H JIMIAM C OrPAHHYCHHBIMUA BO3MOXKHOCTSMH 30POBBSI
MPEIOCTABISIETCS. OMOIHUTEIIBHOE BPEMs U [IOATOTOBKU OTBETA HA 3a/IaHMS, MPOLELyPa OLCHUBAHUS PE3YIIbTATOB OOYUCHHUSI 110
JICIIMILTMHE MOJXKET [TPOBOUTHCS B HECKOJIBKO ITAIIOB.
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