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WUHbopmalna o Bnagenbue:

DenepanbHOe FOCYIapCTBEHHOE OI0KETHOE 00pa30BaTeIbHOS

®NO: Tackaes CEPFQV‘@ €4 yUpeKICHe BBICIIEro 00pa3oBaHus

[lomxHocTp: PexTop «YensnbuHdkuit rocynapctBeHHblil yausepcuter» (PIBOY BO «Yenl'Y»)
[Nata noprucanms: 15.09.2025 11:07:10 ~ Maremarnyeckuit dpakynprer

VHUKa bH bl IDOINAMMHBIA KIIOY: Kagenpa xpmMmbproTepHOil 6€30MaCHOCTH U MPHUKJIAJAHON anreOpsl

04c19ed8bfb98f3b6ch77a4860928 7ROFERQUEHGIHBIX CPEACTB MO JMCUMILIMHE «3aIIUTa B ONEPALHOHHBIX CHCTEMax»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh

cricqruaiu3anunu Ne 1 «AHanu3 6€30MacHOCTH KOMITBFOTEPHBIX CUCTEM»

Bepcust noxymenra - 1 ctp. 1 IlepBelii 3x3eMILIAP KOITHA Ne

q)OHIl OLCHOYHBLIX CPE€IACTB
AJIA HpOMeH(yTOqHOﬁ arrecranmmm
10 JUCHUITIINHEC
3amnTa B OIICPAIIMOHHBIX CUCTEMAX

Hanpapnenue moarotoBku (CrenuaibHOCTD)
10.05.01 KommbrorepHast 6€30MacHOCTb

Hampasnennocts (mpoduib)

cnenuanu3anus Ne 1 « AHanu3 0€30MacHOCTH KOMIIBIOTEPHBIX CUCTEM»

[IpucBanBaemast KBaaupUKaIms
CHEIUAUCT 10 3aIuTe nHpopMaIuu

®opma oOyueHus
ouHas

Yemaouuck 2025 1.
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MUHOBPHAYKU POCCUUN
DenepanpHOE rocynapcTBeHHOE OIOKETHOE 00pa3oBaTeNbHOE
@y YUYpEKICHUE BbICLIETO 00pa30BaHUs
«HenssOuHCKuil rocynapcTBenblii yauepcuter» (PI'BOY BO «Uenl'V»)
Maremaruueckuii Gpakynsrer
Kagenpa xomnbroTepHOii 6€30MaCHOCTH 1 MPHUKJIAJAHON anreOpsl

DOHJ| OLIEHOYHBIX CPENCTB MO AUCHUILIMHE «3aIlIUTa B ONEPALIMOHHBIX CHCTEMax»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnermaym3armi Ne 1 «AHann3 6€30MacHOCTH KOMITBIOTEPHBIX CHCTEM

Bepcust noxymenra - 1 cTp. 2 IlepBelii 3x3eMILIAP KOITHA Ne

Conep:xanue

1. ITacniopt ¢oHIA OIEHOYHBIX CPEICTB
2. [lepeueHp popMHUPyEMBIX KOMITETCHITUN
2.1. KomnieTeH1MH, 3aKperuI€HHBIC 3a JUCITUTIIIMHON
3. CozxeprkaHue OIEHOYHBIX CPEJICTB MO AUCITUTUIMHE
3.1. Bujpl O11eHOYHBIX CPEICTB
3.2. ConepkaHue OLIEHOUYHBIX CPEICTB
4. TTopsiiok MpoOBEJICHUS U KPUTEPHUH OLICHUBAHUS IIPOMEKYTOUHOM aTTecTalluu
4.1. Ilopsanok MpOBENEHUS MPOMEKYTOUYHOM aTTeCTallun
4.2. Kputepun  OIICHWBAHUS TPOMEXKYTOYHOM aTTeCTallikl TIO0  BHUAAM
OILICHOYHBIX CPEJICTB
4.3. Pe3ynbTaThl IPOMEXYTOUHON aTTeCTAIllMd M YPOBHU CHOPMUPOBAHHOCTH
KOMIIETCHIIAMN
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MUHOBPHAYKU POCCUUN

DenepanpHOE rocynapcTBeHHOE OIOKETHOE 00pa3oBaTeNbHOE
YUYpEKICHUE BbICLIETO 00pa30BaHUs

«HenssOuHCKuil rocynapcTBenblii yauepcuter» (PI'BOY BO «Uenl'V»)
Maremaruueckuii Gpakynsrer

Kagenpa xomnbroTepHOii 6€30MaCHOCTH 1 MPHUKJIAJAHON anreOpsl

DU

DOHJ| OLIEHOYHBIX CPENCTB MO AUCHUILIMHE «3aIlIUTa B ONEPALIMOHHBIX CHCTEMax»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh

cricqruaiu3anunu Ne 1 «Ananu3 0e30macHOCTH KOMITBFOTEPHBIX CUCTEM»

Bepcust noxymenra - 1

cTp. 3

IlepBelii 3x3eMILIAP

KOITHA Ne

1. MACHHOPT ®OHJJA OHEHOYHBIX CPEJCTB

Crnenumansaocts 10.05.01 KomnsiorepHas 6€301mMacHOCTb.
Crneunanuzaius Ne 1 «AHann3 6€300aCHOCTH KOMITBIOTEPHBIX CUCTEM.
JlucuumniuHa: 3ammuTa B ONepauuoOHHbIX CHCTEMAaX.

Cemectp (cemectpsl) uzydyenus: 8,9 cemecTpsl.

dopma (popMbl) IPOMEKYTOUHOM ATTECTAIINU:

3a4€T 8 ceMecTp, IK3aMeH 9 cemecTp.
Hcnonp3yercs 6anipHO-pEHTHUHIOBAS CUCTEMA ISl OLIEHUBAHUS PE3YJIbTaTOB.

2. HIEPEYEHb ®OPMUPYEMbIX KOMIIETEHIIUI

2.1. KomnereHuu#, 3aKperuiéHHbIEe 32 TUCIUTLIUHOM

N3yuenne

JUCIHITIINHBI

«3ammra B

OIICpaiuOHHBIX CHUCTCMaAx>»

HaIlpaBJIeHO Ha (POPMUPOBAHUE CICTYIONIUX KOMIIETEHIIHIA:

Koapb1
KOMIIETe Coaep:xanue
HIIMH KOMIIeTEeHII Ui HNHaukaTopsl 10CTHAKEHUSA

COrIAcH COrTACHO KOMIETEeHIIHH COrIaCHO IlepeueHb MIAHUPYEMBIX Pe3yJabTATOB 00y4eHUs!

0 ®roC ®roc oron 110 ncnmHIe

(ommo1 (ommoI1 BO)

BO)
1 2 3 4

OIIK-9 Cnocoben OI1K-9.1 3Haer MeTOIb! 3HaTh:
pemaTh 3aa4d | 3alIUTHI U CPEACTBA — OCHOBHBIC TIOHSTHSI OTICPAIIHOHHBIX CUCTEM H UX
npodeccuonanb | obecrneyeHus 0€30MaCHOCTH | 3alUTHI;
HO# B ONEPAIMOHHBIX CUCTEMAaX, | — OCHOBHBIC TOHATHUS, OCHOBHBIC aJITOPUTMBI
JIESATEIIBHOCTH C | KOMIIBIOTEPHBIX CETAX U XpaHeHus U 00paboTku nqanHbX OC;
y4eTOM CUCTEeMax yMpaBJICHUS — OCHOBHBIC CTaHJAPTHI ¥ AJITOPUTMBI IIEpeIauu
TEKYIIETO 6a3aMu JaHHBIX; METO/IbI JIAHHBIX;
COCTOSTHUS U MPEIOTBPAICHUS U — OCHOBHBIC MIOHSTHS 3aLUICHHBIX OMEPAIHOHHBIX
TEHICHIINI oOHapyKeHUs BTOP)KEHUH B | cHcTeM, 0a3 TaHHBIX U KOMITBIOTEPHBIX CETEH;
pa3BUTHS OIIEPALIMOHHBIX CUCTEMAaX, — OCHOBHEBIC aKTYyaJIbHBIC MOJICIIH aTaK;
METOJIOB KOMITBIOTEPHBIX CETSAX U — TOHATHE 3aIIUTHI UHPOPMAIIUH, CUCTEMBI 3aIHUTHI;
3aIIUTHI CHUCTEMaX yIPaBICHUS — anmapatHO-TPOrPaMMHBIE CPEICTBA 3aIUTHI
nHdopmaru B | 6azaMu JaHHBIX. nHpOpMannu:
omepanuonubeix | OIIK-9.2 Vmeer — cpexcTBa obecrieueHs] KOHGUICHITUATEHOCTH
CHCTEMaX, OCYIIECTBIISATH MEPHI JIAHHBIX;
KOMITBIOTEPHBIX | IMPOTHBOACHCTBHS — CpecTBa ayTeHTH(GHUKAIIMU DJICKTPOHHBIX JTaHHBIX
CETSX U HapyIIeHUsIM O€30MIaCHOCTHA | M CPEACTBA YIPABICHHUS KIIFOYCBON HH(DOPMAIIUEH;
cHUCTEMAxX B ONEPAIMOHHBIX CUCTEMAX, | — ICJIH M KOHIICNITYaIbHbIC OCHOBBI 3AINTHI
YIpaBJICHUS KOMITBFOTEPHBIX CETSAX U uHpopManuy,
0a3aMu JaHHBIX, | CHCTEMaX YIPaBICHUS — OCHOBHBIC BUBI YTP0O3 0€30MacHOCTH HH(POPMAIIUU
a TaKxe 0a3aMu JaHHBIX C U MX KITaCCU(PUKAIIHIO.
METOJIOB 1 HCIIOJIb30BaHUEM YMeTh:
CpEeICTB Pa3TMIHBIX TPOTPAMMHBIX H | — OCYIIECTBIIATH PAI[OHAIBHBIN BBIOOD CPEICTB U
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MHWHOBPHAYKHN POCCHUN
DenepanbHOE FOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE
@y yUpEeKICHHE BBICIIEr0 00pa3oBaHus
«HenssOuHckuii rocynapctBennblii yausepcuter» (PI'BOY BO «Uenl'V»)
Maremaruueckuii Gpakynsrer
Kagenpa xomnbroTepHOii 6€30MaCHOCTH 1 MPHUKJIAJAHON anreOpsl

DOHJ| OLIEHOYHBIX CPENCTB MO AUCHUILIMHE «3aIlIUTa B ONEPALIMOHHBIX CHCTEMax»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnermaym3armi Ne 1 «AHann3 6€30MacHOCTH KOMITBIOTEPHBIX CHCTEM

Bepcust noxymenra - 1 cTp. 4 IlepBelii 3x3eMILIAP KOIIMANe
3aIUTHI ammapaTHBIX CPEACTB METOJIOB 3aIUTHI HHPOPMALIUN HAa 00BEKTaX
WHPOPMAIIUH OT | 3aIIHTHL nH(pOpPMATH3ALINH;

YTEUKH 110 — OLIEHWBATH Yrpo3bl Oe3omacHOCTH KineHTCKIM OC
TEXHUIECKUM OCYILECTBIISATH MMPOBEPKY 3AIIUIICHHOCTH

KaHaJaMm, ceTeu xiuentckux OC;

U CUCTEM — OCYIIECTBIATH MIPOBEPKY 3aAIUIIEHHOCTH
nepeaadu cepsepHbix OC;

nHpopmaru — MCHOJIB30BATh KPUNTOrpadhHUECKHE METO/IBI

3amUThl HHYOPMAIIMHY IS 00eCIICUCHUS
0€30MacHOCTH KaK JIOKATBHBIX, TaK U
pacrpeeneHHBIX CUCTEM;

— HICTIONTE30BATh MPOTOKOIIBI IS 3AIIHATHI
nHpOpMaIUHU 1 oOecrieueHUs 0e30MaCHOCTH KaK
JIOKaJbHBIX, TaK U pacHpeIeTICHHBIX CHCTEM;

— HCIIONTF30BATh ATOPUTMBI TCHEPALINH, XPAaHCHUS U
pactipeneneHus KItoueu;

— IPOEKTUPOBATH U UCIOJIb30BATh CUCTEMBI
JJIEKTPOHHOI LU(POBOI MOANHUCH;

— IPUMCHSATH Ha MPAKTUKE aJITOPUTMBI YIIPABICHHUS
OTKPBITBIMHU KJTFOUAMH.

Bnaners:

— HaBBIKAMH HACTPOWKH MOJIUTHUKHA O€30TIaCHOCTH H
yueTHbIX 3anuceit OC OLIEHKH CTENEeHU
3amumeHHocTH KineHTckux OC;

— HaBBIKAMHU OIIEHKH cTereHu Oe3omacHocTH OC;

— HaBBIKAMH aIMHHUCTPUPOBAHUS POTOKOIBHBIX
cpenctB obecnedenus 6e3onacaoct OC;

— HaBBIKAMH aJMHHUCTPUPOBAHUS TIPAB
MOJIb30BaTeNel U ayauTa aoctymna k pecypcam OC;
— OCHOBHBIMU METOJaMH aIMUHUCTPUPOBAHUS U
HacTpoiiku OC u cereil nepenayu;

— anroputMaMu (OPMHUPOBAHUS XeIll-(PYHKIINH;

— MHCTpYMEHTaMH o0ecrieueHus Oe30macHoi padboThl
B CETH HHTEPHET;

— METOJIOJIOTHEN MPUMEHEHUST 0€30IaCHBIX

My OIMYIHBIX CITYKO;

— METOJIaMH YIpaBJICHUS KII0OYaMH B CHCTEMAaXx C
OTKPBITHIM KITFOUOM;

— MHCTPYMEHTaMu obecrieueHus 6e30macHoi paboTh
B CCTU UHTEPHET.

OIIK-13 | CnocobeH OIIK-13.1 3Haer cpeactBa U | 3HATB!
pa3pabaTbIBaTh | METOIBI XpaHEHUS U — IIeTM ¥ KOHIIENTYaJIbHBIE OCHOBBI 3aII[UTHI
KOMITOHEHTHI nepeaayn HHpOpMaNNHy,
MPOTPAMMHBIX M | ayTeHTH(UKAITHOHHON — OCHOBHBIE BUBI YTP0O3 0€30MacHOCTH HHPOPMALIUN
POTrpaMMHO- nH(pOpMaIUK; OCHOBHBIE 1 UX KJaccu(UKaIuio;
anmapaTHbIX TpeOOBaHUs K IOJICHCTEME — IPOrpaMMHO-aNINapaTHbIE CPEACTBA 3ALUTHI
CpencTB ayJMTa ! IOJINTHKE ayuTa, | WH(OpMAaIIH:
3alIUTEI 3alIUTHBIE MEXaHU3MBI U — cpencTBa obecrieueHus: KOH(OUASHINAIBHOCTH
nHdopmMauu B | cpeAcTBa odecneyeHus JIAHHBIX;
KOMITBIOTEpHBIX | Oe3omacHocTH — CpelcTBa ayTEHTU(HUKAINH JIEKTPOHHBIX JaHHBIX
CUCTEeMax U OTIEPAIIOHHBIX CHCTEM. 1 Cpe/ICTBA YIIPaBJICHUS KIIOUEBOH HHpOpManneH;
IIPOBOAUTD OIIK-13.2 Ymeer — TpeboBaHMA K KPUNTOTPahUIECKUM CHCTEMaM
aHaJIU3 UX (hopMynHpoBaTh U 3aIIUTHl HHPOPMALINH,
6e3omacHoCcTH HACTPaMBAaTh MOJIUTHKY — TOHSTHE M BUJBI KPUNTOIpahUIECKUX aTak.
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MHWHOBPHAYKHN POCCHUN

DenepanbHOE FOCYIAPCTBEHHOE OI0KETHOE 00pa30BaTeIbHOE
yUpEeKICHHE BBICIIEr0 00pa3oBaHus

«HenssOuHckuii rocynapctBennblii yausepcuter» (PI'BOY BO «Uenl'V»)
Maremaruueckuii Gpakynsrer

Kagenpa xomnbroTepHOii 6€30MaCHOCTH 1 MPHUKJIAJAHON anreOpsl

DU

DOHJ| OLIEHOYHBIX CPENCTB MO AUCHUILIMHE «3aIlIUTa B ONEPALIMOHHBIX CHCTEMax»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh

cricqruaiu3anunu Ne 1 «AHanu3 6€30MacHOCTH KOMITBFOTEPHBIX CUCTEM»

Bepcust noxymenra - 1

cTp. 5

IlepBelii 3x3eMILIAP

KOITHA Ne

0€30I1aCHOCTH OCHOBHBIX
OTIEPAIIMOHHBIX CHCTEM;
(hopMynHpoBaTh
HACTPauBaTh MOJIUTUKY
0€30I1aCHOCTH JIOKaIbHBIX
KOMITBIOTEPHBIX CETEH,
MOCTPOEHHBIX Ha 0a3e
OCHOBHBIX OIEPAIIMOHHBIX
CHUCTEM.

OIIK-13.3 Bianeer
HaBBIKAMH Pa3paboTKu
MPOTPAaMMHBIX MOJYJIEH,
peaNu3yOIIKX 33/a4H,
CBSI3aHHBIE ¢ 00ecleueHueM
0€e30I1aCHOCTH
OHepaI_II/IOHHI)IX CUCTEM
pacmpocTpaHeHHBIX
CEMCUCTB.

YMeTs:

— OIIEHWBATH Yrpo3sl Oe3omacHoCcTH KineHTCKM OC;
— IIPOEKTHUPOBATH U UCIIOJIE30BATh CUCTEMBI
3IEKTPOHHOH II(POBOIT moAINCH;

— UCTIOJIb30BAaTh KPUMITOTPAQUUCCKUE METOIBI
3amUThl HHYOPMAIIMHY IS 00eCIICUCHUS
0e30I1aCHOCTH KaK JIOKAJIbHBIX, TaK U
pacIpe/IeICHHBIX CUCTEM;

— MCTIOJIb30BATh MPOTOKOJIBI IS 3AIIATHI
nHpopManuu 1 odecreueHus 0e30MacHOCTH KaK
JIOKaJbHBIX, TAK U pacCHpeIeTICHHBIX CHCTEM;

— HCIIONTF30BATh ATOPUTMBI TCHEPALINH, XPAaHCHUS U
pacrpeneneHus KIoUe;

— OCYIIECTBIATH PAIMOHANBHBIA BEIOOP CPENICTB U
METOJIOB 3aIlIUTHI HHPOPMALINU HAa O0BEKTaX
uHpopmaruzanmy;

— OCYIIECTBIISITH MPOBEPKY 3aIUIIICHHOCTH
kmenTckux OC;

— OCYIIECTBIISITH MPOBEPKY 3aIUIIICHHOCTH
cepsepHbix OC.

Bnaners:

— OCHOBHBIMH METOJaMHU aIMHUHHUCTPUPOBAHUS U
Hactpoiiku OC u ceteil nepenauy,

— anropuTMaMu (OPMHUPOBAHUS XeII-PYHKINH;

— MHCTpYMEHTaMH o0ecrieueHus Oe30macHoi padboTh
B CETH UHTEPHET;,

— METOJIOJIOTHEH IPUMEHEHHUS 0€30TaCHBIX
MyOJIMYHBIX CITYXO;

— METO/IaMH YIIPABJICHHUS KJII0OYaMH B CHCTEMAX C
OTKPBITHIM KJTFOUOM;

— MHCTPYMEHTaMu obecrieueHus 6e30macHoil paboThl
B CCTU UHTEPHET.
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DU

MHHOBPHAYKH POCCUN

DezepabHOE TOCYIapCTBEHHOE OIOIKETHOE 00pa30BaTeIbHOE
YUPEXKACHHUE BBICIIETO 00pa30BaHusl
«HenssOuHCKuil rocynapcTBenblii yauepcuter» (PI'BOY BO «Uenl'V»)

Maremaruueckuii Gpakynsrer

Kagenpa xomnbroTepHOii 6€30MaCHOCTH 1 MPHUKJIAJAHON anreOpsl

DOHJ| OLIEHOYHBIX CPENCTB MO AUCHUILIMHE «3aIlIUTa B ONEPALIMOHHBIX CHCTEMax»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnermaym3armi Ne 1 «AHann3 6€30MacHOCTH KOMITBIOTEPHBIX CHCTEM

Bepcust noxymenra - 1

cTp. 6

IlepBelii 3x3eMILIAP

KOITHA Ne

3. COAEP) KAHUE OLEHOYHBIX CPEJCTB I10 JUCHUIIJIMHE

3.1. Buabl 011eHOYHBIX CPEACTB

Kon
KOMIIeTeHI]
uu / HaunmenoBanmue
HaunmenoBanue
Ne NJIaHupYye Kontponupyembie Tembl/ OLIEHOYHOTO CpPe/ICTBa Ha
n/n Mble pasaensl OUCHOMHOTO CPEACTBA LI MPOMESKYTOUHOM
TeKYIIero KOHTPOoJIst
pe3yJabrar arrecrauuu/Ne 3a1aHus
bl
o0y4eHus
OIIK-9 Paspen 1. [Toncucrema Bomnpocs! s ycTHOTO Bonpocsr s 3agera Ne 1-5.
OIIK-13 3ammThl nHpopManuu B OC omnpoca Bompocs! ans sx3amena Ne
UNIX. Ne 1-4, 11-15. 11.
CamocrosrensHas padota Ne
1.
JlaboparopHas padora Ne 1,
5.
OIIK-9 Paznen 2. [loncucrema Bonpocs! a1 ycTHOTO Bomnpocs! ais 3agera Ne 8-
OIIK-13 Sanutel uapopmarmu B OC | onpoca 13.
Windows Ne 1-10. Bonpocs! ams sx3amena Ne
CamocrosrenbHas padora Ne | 5.
2. JTaboparopuas pabota Ne
2.
OIIK-9 Paspen 3. 3ammra Bomnpocs! g ycrHoro Bonpocsr g 3agera Ne 6,
OIIK-13 HHPOPMALIUH TIPH orpoca 15-16.
uaTerpaun UNIX u Ne 16. Bomnpocs! s sx3amena Ne
Windows CamocrosrenbHas padora Ne | 8.
3. JTaboparopras pabota Ne
4.
OIIK-9 Paznen 4. IIporpammHO- Bomnpocs! amns ycTHOTO Bomnpocsr ams 3agera Ne 17-
OIIK-13 ammnapaTHbIe METOABI U orpoca 21.
CpelcTBa OTPaHUICHHSI Ne 27-31. Bompocs! st ax3amena No
noctyna K pecypcam [I9BM | JlaGoparopHnas pabota Ne 5-14.
6,7.
OIIK-9 Paznen 5. Iloncucremsl Bomnpocs! s ycTHOrO Bomnpocs! ams 3agera Ne 1-
OIIK-13 3aIIUTHl HHPOPMAIUU orpoca 13.
Ne 1-15. Bonpocs! ans sx3ameHa Ne
CamocrosrenbsHas padora Ne | 1-17.
4.
Jlaboparopnast padora Ne 9.
OIIK-9 Paznen 6. Undpactpykrypa Bonpocs! ans ycTHOrO Bompocsr mist 3auera Ne 22-
OIIK-13 OTKpHITHIX Kitouei PKI ornpoca 24.
Ne 32-34.
CamocrosrenpHas padora Ne
5,6. JlaboparopHas pabora
Ne 8.
OIIK-9 Paznen 7. Ciryx051 Bomnpocs! ans ycTHOTO Bomnpocsr st 3auera Ne 25.
OIIK-13 ceprudukannu B OC orpoca
Windows Ne 35-36.

CamocrosrenpHas pabora Ne
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DU

MHHOBPHAYKH POCCUN

DezepabHOE TOCYIapCTBEHHOE OIOIKETHOE 00pa30BaTeIbHOE
YUPEXKACHHUE BBICIIETO 00pa30BaHusl
«HenssOuHCKuil rocynapcTBenblii yauepcuter» (PI'BOY BO «Uenl'V»)

Maremaruueckuii Gpakynsrer

Kagenpa xomnbroTepHOii 6€30MaCHOCTH 1 MPHUKJIAJAHON anreOpsl

DOHJ| OLIEHOYHBIX CPENCTB MO AUCHUILIMHE «3aIlIUTa B ONEPALIMOHHBIX CHCTEMax»
o cnenuansHocTH 10.05.01 KoMmbrorepHast 6e30macHOCTh
cnermaym3armi Ne 1 «AHann3 6€30MacHOCTH KOMITBIOTEPHBIX CHCTEM

Bepcust noxymenra - 1 cTp. 7 IlepBelii 3x3eMILIAP KOITHA Ne
7. JTaboparopras pabota Ne
12.
8. OIIK-9 Paznen 8. Cyx6a Bomnpocs! st ycTHOTO Bonpocsr s 3agera Ne 27.
OIIK-13 YIpaBJICHUS TIpaBaM orpoca
ADRMS Ne 37.
9. OIIK-9 Paznen 9. BezomacHocts OC | Bompocs! amst ycTHOTO Bonpocsr s 3agera No 24.
OIIK-13 Windows Ha cepBepHOM orpoca Bonpocs! ams sx3ameHa Ne
YpOBHE Ne 38-42. 18-23.
CamocrosrenbHas padora Ne
10. JTabopatopHas pabora Ne
12.
10. OIIK-9 Paznen 10. [lludposanue Bomnpocs! ans yctHoro Bomnpocs! ams 3auera Ne 28.
OIIK-13 IPsec 8 OC Windows ompoca
Ne 39.
11. OIIK-9 Pazmen 11. CepBep ceteBpix | Bompocs! amst ycTHOTO Bomnpocsr mns 3agera Ne 32.
OIIK-13 MOJINTHK, 3aIllATa 1 ompoca Ne 43-58. Bomnpocs! s sx3ameHa Ne
MapIIpyTU3AIH CETEBOTO CamocrosrenpHas padota Ne | 24-33.
JOCTYTIA ¥ JUCTAHITMOHHBIH 9. JTaboparoprast pabota Ne
JOCTYTI 13-17.
TumnoBsie 3alaHusl, KPUTCPUHN U IIOKA3aTCIIM OLUCHUBAHUSA B PAMKaAX TCKYIICTI'O KOHTPOJIA
npe/CTaBiICHbl B paboucit mporpamMme JUCHMILIMHBL (MOmysis). IlojmHBIE KOMIUICKTBI

OOCHOYHBIX CPEACTB U KOHTPOJIbHO-U3MEPHUTCIIbHBIX MAaTCPHUAJIOB XPAHATCA Ha Ka(bez[pe.
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MUHOBPHAYKU POCCUUN
DenepanpHOE rocynapcTBeHHOE OIOKETHOE 00pa3oBaTeNbHOE
@y YUYpEKICHUE BbICLIETO 00pa30BaHUs
«HenssOuHCKuil rocynapcTBenblii yauepcuter» (PI'BOY BO «Uenl'V»)
Maremaruueckuii Gpakynsrer
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3.2 Conep:kaHue OLIEHOYHBIX CPE/ICTB

BOoo~NoOR~WNE

17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
217.

28.
29.

30.
31.
32.
33.
34.

35.
36.

3.2.1. BorpochI )11 yCTHOTO ONPoca VISl TEKYIIel aTTecTaluu
TunoBsie MOZICNIA YIPABJICHUS TOCTYIIOM.
JlucKkpeniMoHHOEe yIpaBiIeHUE T0CTYIIOM.
W3onupoBanHas mporpaMMHasi cpeja.
ManparHoe yrnpaBieHUE TOCTYIIOM.
Apxurekrypa 6e3onacaoctu OC Windows.
Security accounts manager.
LM, NTLM, NTLM2, NTLMv2.
Kerberos.
Peectp OC Windows.
. Microsoft Management Console.
. Ioncucrema 3amutsl uHGopmaru B OC UNIX.
. Passwd u shadow daiiisi.
. OcHOBHBIE KOMITIOHEHTHI nojicucTeM 3amuThl UNIX.
. IIpaBa noctyna k snemeHTam (aiisioBol CUCTEMBI.
. YIIpaBjeHUE IIPOLECCAMM.
. OcHoBHBIE MPOOIEMBI ¢ 06€30MacHOCThI0 M BO3MOXKHBIe pemieHuss B UNIX-mogo6HbIx
CHUCTEMax.
Ayt coOBITHH.
bromxker monb3osarens 8 OC Windows.
Cnucok goctyna B OC Windows.
Aynut B Windows, UNIX.
[Moxcucrema 3armuthl nHGOopMaruu B OC Windows.
OcHOBHBIE KOMITOHEHTHI MockcTeM 3armuThl Windows.
[TonmuTuku 6€30MaCHOCTH.
[TonsiTHE MOMEHA.
OCHOBBI B3aMMOJICHCTBUS AIIEMEHTOB F€TEPOTEHHBIX CETEH.
o361 NFS.
[TporpaMMHo-amnmaparHble METOABI M CPEACTBA OTPAHHUYEHHUS JOCTYyNa K pecypcam
[TOBM.
MeTtonas! U cpeAcTBa OrpaHMYEHHUs 10cTyna K komrnoneHtam [I19BM.
Metonel W cpencTBa TPHUBA3KA TPOTPAMMHOTO OOECIEUeHHUsT K ammapaTHOMY
OKPYKEHHUIO U (PU3HUUECKUM HOCUTEIISIM.
Mertonb! 1 cpeicTBa XpaHeHHsI KITFOUeBOM HH(OpMaIuu.
[TporpamMmHas 3akiaaka.
Hndpactpykrypa oTKpbITHIX Kitoueit PKI.
OcHoBHbIe KoMTTOHEHTHI PKI.
OYHKIIUHA YIOCTOBEPSIONIETO W PETUCTPAIMOHHOTO IIEHTPOB, PEMO3UTOPHS, apXHBa
cepTU(UKATOB, CepBEPHBIX KoMIOHEHTOB PKI.
Cayx0b1 ceprudukaru 8 OC Windows.
OcHoOBHBIE NEHCTBUS HEOOXOAMMBIE IS YCTAHOBKH U 0a30BOM HACTPOUKH CITYKOBI
ceprudukarmu ActiveDirectory® (AD CS) B TecToBo# cpejie.
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37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54,
55.
56.
S7.
58.

Cnyx06a ynpasnenus npaam ADRMS.
[udposanue IPsec B OC Windows.

NAT Traversal B IPsec.

Kommnonentsr NAP.

[Tpotoxon RADIUS.

CepBep ceTeBbIX NOJIUTHUK.

CereBas cuctemMa oOHapYXEHHUS U MPEIOTBPAILICHHS BTOP)KEHHIL.
BrlsiBIIeHHE BTOP)KEHUM.

Meronbl Ipe0TBPALLIEHNs] BTOPKEHHM.
Cnioco6b1 00x01a cucTeMbl 0OHAPYKEHUS BTOPKEHUIA.
XocroBasi cucteMa OOHapyKE€HUsI BTOP)KEHUH.
MonuTopuHT (PaitIoBON CUCTEMBI.
Oo6Hapysxenue rootkit.

Honeypot. Bunsl, knaccudukarusi.
Oo6napyxenue Honeypot.

Security Information and Event Management.
Log Management System

Security Log/Event Management

Security Information Management

Security Event Correlation

Security Information and Event Management.
Oyukiuu SIEM.

3.2.2. llepeyeHb caMOCTOATEJILHBIX PadoT

L‘3’.00.\‘.CD.U":'>.‘-'~>!\’!—‘

Cosznmanue OromxeToB nonbs3osarens B OC Windows, UNIX.
Hcnonp3oBanue criiuckoB poctyna B OC Windows, UNIX.

Aynut B Windows, UNIX.

OtieHKa 3alMIIEHHOCTH 331aHHo# KoHpurypamuu Windows.
Coznanue ceptudukaros B PKI.

Co3nanune cmapt-kapt B PKI.

Coznanue peno3utopus ceptudukaroB u Boccranonnenue [[C.
Co3nanue mabdiaoHoB RMS aist 3amnThl 0pUCHBIX TOKYMEHTOB.
Co3maHune TOTIOTHUTENFHBIX CIIEHAPUEB PE3EPBHOTO KOTIMPOBAHMS.

10 CO3,Z[3.HI/IC IMOJIMTHUK CCTEBOI'0 AOCTYIIA.

3.2.3. llepeuens J1a00paTopHBIX padoT

1.

2.

w

No ok

Nzyuenwne cucrem 6e3omacuoctr OC Windows, UNIX. Cosznanne 6romkeToB
nosp3oBarens. Vcrnonb30BaHue CIIUCKOB JIOCTYTIA.

Aynut coowituit B OC Windows, UNIX.

OreHKa 3alHUIIIEHHOCTH 3aanHo# KoHdurypamun Windows: daitnosast cuctema,
peecTp, CIUCOK TOJIb30BATENCH, MOJUTHKA 0€30MAaCHOCTH B 00JIaCTH MapOJICH.
Wurerpanus cereit Microsoft u UNIX ¢ ucnionszoBanmrem cepsepa Samba.

W3yuenne cpeacTB 3allUThI CETEBOTO B3aumomencTrust Unix.

[Touck mporpaMMHBIX 3aKJIa/I0K B 3aaHHOM KoHCyabTanuu Windows.
Hcnonp3oBanue Bo3MoxHOCTeH (aiinooit cucrembl OC Windows st mudpoBaHust
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¢aitnos BitLocker, EFS.

8. W3yuenue undppacTpyKTyphl OTKpBITHIX Kitoueld. Co3ganue cMapT-KapT. 3ammura
koH(purypauu ADCS.

9. H3ydeHue AOMOJHUTEIBHBIX Mep Oe30macHOCTH (pe3epBHOE KOMMMPOBaHKe, paboTa co
CITy)KOO0H OOHOBJICHUS).

10. Uzyuenne npotoroa RADIUS.

11. Pa3BepThiBaHME U BHEAPEHUE BUPTYaIbHOU YaCTHON CETH.

12. Baenpenue napamMeTpoB MOJIUTUKH C TOMOLIBIO CEPBEPA CETEBBIX MOIUTHUK.

13. Hacrpoiika u pazpabotka mpasui aist NIPS/NIDS Snort.

14. Hactpotika u pa3padortka npasui 11 HIDS OSSEC.

15. Hacrpoiika cucremsr Honeypot u unterpanus ¢ SIEM.

16. Otmpaska yBenomnenuit OSSEC.

17. SIEM Splunk.

[TommHbIE TEKCTHI JIAOOPAaTOpHBIX pabOT W 3aJaHUS BBUIOKCHBI HA CETEBOM JIMCKE
Kadeapsl KOMIBIOTEPHO# 6€30macHOCTH U MpHKIaaHoi anreopsr DC1\doc\.

3.2.4. TlepeyeHb BONMPOCOB K 3a4eTy (8 cemectp)

[Toncucrema 3amuthl nHpopMauu B OC UNIX.

Passwd u shadow daiissl.

OcHOBHBIE KOMIIOHEHTHI ojcucTeM 3amuThl UNIX.

[TpaBa noctyna k sneMeHTaMm (aillloBoi CHCTEMBI.

VYnpasneHue nmporeccamu.

OcHoBHbIE TIPOOIIEMBI ¢ 6€30IaCHOCTBIO U BO3MOXKHBIE perieHus B UNIX-

MOJOOHEIX CHCTEMaX.

7. Aynut coOBITHIA.

8. Bromxet monp3osarens B OC Windows.

9. Cuucok nocryma 8 OC Windows.

10. Ayaut B Windows, UNIX.

11. TToncuctema 3amutsl napopmarmu B8 OC Windows.

12. OcHoBHBIE KOMIIOHEHTHI ITocHcTeM 3ammTel Windows.

13. ITonuTuku 6€301MaCHOCTH.

14. Ilonsatue qoMeHa.

15. OcHOBBI B3aMIMOICHCTBUS PJIEMEHTOB T€TEPOTCHHBIX CETEH.

16. I1mro3sr NFS.

17. IIporpaMMHO-amnmapaTrHble METOBI U CPEJICTBA OTPAHUYCHUS TOCTYIA K pecypcam
IT5BM.

18. MeTonp! U cpeAcTBa OTpaHUUEHUS JOCTYyIa K kKomroHeHTam [I139BM.

19. MeToap! ¥ cpeACcTBa MPHUBSI3KH MMPOTPAMMHOTO 00CCIICUCHHSI K allllapaTHOMY
OKPYKEHHUIO U (PU3HUECKUM HOCUTEIISIM.

20. MeTtonsl U cpe/icTBa XpaHEHHS KITFOUEBOW HH(POPMAITUH.

21. IIporpammMHas 3akjajka.

22. NndpactpykTypa oOTKpBITHIX Kitoueid PKI.

23. OcHoBHbIe KoMnoHEHTHI PKI.

24. OyHKIUU YIOCTOBEPSIONIETO H PETUCTPAIIMOHHOTO IIEHTPOB, PEITO3UTOPHS, ApXHBA

ook wdE
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25.
26.

27.
28.
29.
30.
31.
32.

cepTU(UKATOB, CEpBEPHBIX KoMIOHEHTOB PKI.

Cayx6s1 ceprudukarmu 8 OC Windows.

OcHOBHBIE IEHUCTBUS HEOOXOAMMBIE /Il yCTAHOBKH U 0a30BOM HACTPOUKHU CITY>KOBI
ceprudukarmu ActiveDirectory® (AD CS) B TecToBoii cpejie.

Cnyx06a ynpasnenus npaam ADRMS.

udposanue IPsec B OC Windows.

NAT Traversal B IPsec.

Kommnonentsr NAP.

[Tpotoxon RADIUS.

CepBep ceTeBbIX MOJIUTHK.

3.2.5. Tlepeuenn BONMpocoB K 3k3ameny (9 cemecTp)

BOoo~NoOR~WDNE

[EEY
[EEY

0.
. Apxutekrtypa 6e3omacHoct OC Unix.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.

TunoBele MOAEIIN YIIPABJICHUS 1OCTYIIOM.
I[I/ICerI_[I/IOHHOG ypaBJICHHUEC JOCTYIIOM.
W3onupoBanHas nporpaMMHas cpeja.
MaHI[aTHoe yrupaBJICHHUEC JOCTYIIOM.
Apxurekrypa 6e3onacaoctu OC Windows.
Security accounts manager.

LM, NTLM, NTLM2, NTLMv2.
Kerberos.

Peectp OC Windows.

Microsoft Management Console.

bazoBas ¢aiinoas cTpykrypa.

[TpaBa nocryna k ¢aitiamMm U AUPEKTOPHUSIM.
Passwd u shadow ¢aiinsr.

Aynut cOOBITHH.

Aynut 8 OC Windows.

Aynut B OC Unix.

CereBas cuctemMa oOHapyKEHHUS U NPeIOTBPAILEHHs BTOP)KEHHI.
BrIsiBiIeHME BTOPIKEHU.

MeTonb! npeaoTBpalleHus: BTOP>KEHU.
Cnoco0bl 00x01a cucTeMbl 0OHAPYKEHUS BTOPKEHUH.
XocToBas cucteMa 0OHapy>KEHHs BTOP)KEHHIA.
MoHuTopuHT (pailioBON CUCTEMBI.
Oo6Hnapyxenue rootkit.

Honeypot. Bunasl, kimaccudukarms.
Oo6napyxenue Honeypot.

Security Information and Event Management.
Log Management System

Security Log/Event Management

Security Information Management

Security Event Correlation

Security Information and Event Management.
Oynknuu SIEM.
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4. MMOPAJOK NMPOBEIEHUA U KPUTEPUU OLEHUWBAHUA
MMPOMEXYTOYHOU ATTECTAIIUUN

4.1. TIlopsiaok mpoBeaeHHUs POMEKYTOYHOH ATTECTALUM

Yacrsp 1 (8 cemectp)

B Tedenue cemecTpa CTYICHT JOJDKEH BBIOJIHUTH JIBEHAAIATH JIAOOPATOPHBIX padoT,
KaXKJ1asl U3 KOTOPBIX OLIEHUBAETCS B 5 OAJLIOB.

MaxkcuManbHbIN 0all 3a 1abopaTopHyro paboTy — 5 6asioB.

MaxkcumanbHbIH 0auT 32 m1aboparopHbie padboTel B 8 cemectpe 60 6amios.

B TeuyeHue cemecTpa CTYACHT JOJDKEH BBIMOJIHUTH YETHIPE CAMOCTOSITEIILHBIX PaOOTBHI,
KaXKaasi U3 KOTOPBIX OLIEHUBAETCS B D OAJLIOB.

JlonycKkoM 0 TPOBEICHUS 3adeTa SIBJSIFOTCS CIAHHBIC CTYACHTOM JIaOOpaTOpHBIC U
CaMOCTOSITENIbHBIC PAa0OTHI B TEUCHHE CEMECTPA.

3a4er MPOBOJMUTCS B OJMH 3Tall, HA KOTOPOM CTYJICHT OTBEYAET OJIMH TCOPETHUUCCKUMN
BONPOC ¥ BBINOJHIET OAHO TPAKTHYECKOE 3aJaHUE W3 CIUCKa JabOpaTopHBIX U
CaMOCTOATENIbHBIX padoT. [IponomxkurenbHOCTh — 30 MUHYT.

MaxkcuMaipHBIN 02T 32 OTBET Ha TeopeTudeckuii Borpoc — 10 Gaios.

MaxkcuManbHbIN 0alll 3a MPaAKTUYECKYI0 YyacTh 3aueta — 10 Gamos.

CBojHasi Ta0/ LA peiiTHHIa yenieBaeMocTH (8 cemecTp)

Ne | TlepeyeHb KOHTPOJIBHBIX MEPONIPUATHIA MakcumanbHOe KoJI-BO 0aJ1710B
B ceMecTpe
1 | JJaboparopnas paGora Nel-12 12x5=60
2 | CamocrostenpHas pabora Ne 1-4 4x5=20
3 | Bauer (TeopeTHUecKuii BOIpOC) 10
4 | 3ayer (mpakTUYECKasl YaCTh) 10
Htoro 100

Yacrtp 2 (9 cemectp)

B TeueHue cemecTpa CTYJEHT JIOJKEH BBIIOJHUTD MSTh JIAOOPATOPHBIX PadOT, Kaxaas
U3 KOTOPBIX OLICHUBAETCS B O OAIJIOB.

MaxkcumanbHbIi 0ait 3a 1abopaTopHyto paboty — 5 6auIoB.

MaxcuManbHBIH 0auT 3a 1aboparopHbie padoThl B 9 cemectpe — 25 6aios.

B Tedenue cemecTpa CTyAEHT JIOJDKEH BBITOJHUTH LIECTh CAMOCTOSITENBHBIX PalOOTHI,
KaXK7asi U3 KOTOPBIX OLIEHUBAETCS B 5 OAJIOB.

JlonmycKoM J10 MpOBEACHHUS IK3aMeHa SIBIISIOTCS CIaHHbBIE CTYJEHTOM JabopaTOpHbIE U
CaMOCTOSITENTbHBIE pa0OTHI B TCUCHHE CEMECTPA.

OK3aMeH MpPOBOJUTCS B OAMH JTal, Ha KOTOPOM CTYIEHT OTBEYaeT Ha [Ba
TEOPETHYECKUX BOIMPOCA W BBHITIONHSACT OJJHO MPAKTUYECKOE 3aJ]aHNe W3 CIHCKa Jab0opaToOpHBIX
U CaMOCTOSTENbHBIX padoT. [IpogomkurensHocTs — 30 MUHYT.

MaxkcuMapHBINA 0alT 32 OTBET Ha TeopeTudeckuii Borpoc — 10 Gamios.

MaxkcumanbHbIN 0a 3a MPakTHYECKYIO YacTh dk3ameHa — 20 6auioB.
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CBonHas Tabimua peiitunra ycneBaemoctu (9 cemecrp)

Ne | IlepeyeHb KOHTPOJIBbHBIX MEPONPUITHIA MakcuMasibHOe KOJI-BO 0aJ1J10B
B ceMecTpe
1 | JJaboparopnast pabora Noel-5 5x5=25
2 | CamocrosrenbHas pabora Ne 1-6 6x5=30
3 | [ocemaemocts (Bce 3aHATHS) 5
4 | Dk3ameH (TeOpeTHYECKUI BOMPOC) 2x10=20
5 | Dk3ameH (mpakTHyYecKas 9acTh) 20
Htoro 100
4.2. Kpurepuu oueHHMBaHHUS MPOMEKYTOYHON aTTecTAlIMU 110 BUIAM
OLICHOYHbIX CPEIACTB.
4.2.1. KpuTrepuu olleHUBAHHS TEOPETHYECKOI0 BONMPOCA 3a4eTa H IK3aMeHa
MakcumanbHbINM 0ajuT 32 OTBET Ha TeopeThudeckuii Bonpoc — 10 6aos.
Orauuno/3auTeHo/ Xopouo/3aureno/ VinosiersopureibHo/3aut | HeynoBierBopurenbHo/He
9-10 pansioB 7-8 6asioB eno/ 3auteHo/
5-6 6as10B 0-4 6anna

OO0y4aromuics OTIIMIHO
3HAeT MaTepHall, yMeeT
aHATM3UPOBATh MPOOIEMy U
apryMeHTHPOBaHO
M3JI0XKHUTH CBOIO TOUKY
3pernst. OOygaromuiics
MPaKTHYECKN HE JIOITyCKaeT
OImHMOOK.

O6yyaromuiicst XopoIIo
3HaAeT MaTepuai, yMmeeT
aHAJM3UPOBATh MPOOIIEMy U
apryMeHTHPOBAHO
U3JIOKHUTH CBOIO TOUKY
3perus. OOyqaromuiics
JIOIyCKaeT
HE3HAYNTEIbHBIE OMINOKH.

OO0y4aromuics 3HakOM ¢
MaTrepHajIoM.
OO6yuaromuiicst OmycKaeT
(bakTHYeCKUE OIIHOKH.

OOyuaromuiics He 3HaeT
OCHOBHBIX MOJIOKEHUH
BOIIpoOCa, HE
OpUEHTUPYETCS B
OCHOBHBIX ITOHATHSIX,
u3JaraeT MaTepua ¢
TPYIOM, C TPYOBIMH
(aKTHYE CKUMU OIINOKAMH,
100 OTKA3BIBAETCS OT
OTBETOB Ha BOMPOCHI.

Bolicokuil ypoBeHb
OCBOCHHSI IIPOBEPSIEMBIX
KOMIIETEHIUI

CpenHuii ypoBeHb
OCBOEHHUS MPOBEPIEMBIX
KOMITETEHIIUH

ba3zoBelii ypoBeHb
OCBOCHHS MPOBEPIEMBIX
KOMITETEHITUN

HenocraTounslii ypoBeHb
OCBOEHHSI MPOBEPSIEMBIX
KOMIIETEHIUI
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4.2.2. KpuTepuu ouneHHMBaHWs NPAKTHYECKOH 4YacTH (MPaKTHYECKOro 3aJaHus)

3a4deTa

MaxkcuManbHbBIN 0aJuT 32 OTBET HA TeopeTHUecKuii Borpoc — 10 6anios.

OrinuHo/3aureno/
9-10 6aJ10B

Xopouro/3a4TeHo
/7-8 6asoB

Y0oBJI€TBOPUTEIBHO/324T
eno/
5-6 6aJs10B

HeynosaerBopuTenanHo/He
3auTeHo/
0-4 6aniaa

OO6yyaromuiicst OTIITHIHO
3HAET MaTepHall, yMeeT
aHATM3UPOBATh IPOOIIEMY U
apryMCHTHPOBAHO
H3JIOKHUTH CBOIO TOUKY
3penus. OOyyvaromuiics
MIPaKTUYECKH HE JOMYCKaeT
OLINOOK.

OO6yuarommuiicst XopoIIo
3HAET MaTepHai, yMeeT
aHAIM3UPOBATh MIPOOIIEMY U
apryMeHTHPOBAHO
U3JIOKHUTH CBOIO TOUKY
3penus. OOyvaromuiics
JIOIyCKaeT He3HAYUTEIbHbIC
OLINOKH.

OO0yuaromuiicst 3HaKOM C
MaTepHajoM.
OO6yuaromuiics qomycKaeT
(akxTHYECKHE OMIHOKH.

OO6yuaromuiics He 3HaeT
OCHOBHBIX IOJIOXKEHUI
BOTIPOCA, HE OPUEHTUPYETCS
B OCHOBHBIX IOHSTHAX,
M3JIaracT MaTepual ¢
TPYIOM, € TPYObIMH
(haKTHYECKUMU OIINOKAMH,
1100 OTKA3bIBAETCS OT
OTBETOB Ha BOIPOCHI.

Bricokuit ypoBeHb
OCBOEHHS IPOBEPSIEMBIX
KOMITIETCHITHI

CpenHuii ypoBeHb
OCBOCHHSI ITPOBEPSIEMBIX
KOMITETCHITHI

ba3zoBelii ypoBeHb
OCBOCHWSI ITPOBEPSIEMBIX
KOMIIETEHITUHA

HepnocraTouHblil ypoBEeHb
OCBOCHWSI ITPOBEPSIEMBIX
KOMIIETEHITUHA

4.2.3. Kpurepuu OUEHMBAHHS NMPAKTHYECKOH 4YacTH (MPAKTHYECKOro 3aJaHHs)

IK3aMeHa

MaxkcuMasbHbIM 0aJll 32 IPAaKTUYECKYI0 4acTh 9k3aMeHa — 20 Gaios.

OriauyHo/3aureno/
17-20 6ai1oB

Xopouio/3auteno/
13-16 6ann0B

YoBJI€TBOPUTEIBHO/324T
eno/
8-12 6as10B

HeynosiaersopurennHo/ne
3auTeHo/
0-8 6as10B

OO0yyaromuiicst OTITHIHO
3HAeT MaTepuai, yMeeT
aHAM3UPOBATh IIPOOIIEMY U
apryMeHTHPOBAaHO
H3JI0KUTh CBOIO TOUKY
3peHus, TPaMOTHO
HU3BSICHICTCS C
HCIOJIb30BAHHUEM TOYHBIX
TEpPMHUHOB U Ha3BaHUH.
OO6yuaromuiics
MIPaKTUIECKH HE JOMYyCKaeT
OIIHOOK.

OO6yyaromuiicst XopoIIo
3HAET MaTepHall, yMeeT
aHAITM3UPOBATh IPOOIIEMY U
apryMEHTHPOBAHO
H3JIOKHUTH CBOIO TOUKY
3peHHs, TPAMOTHO
U3BSICHACTCS C
UCTIOJIb30BAaHUEM TOUHBIX
TEPMUHOB U Ha3BaHUH.
OO0ygaromuiicst 10mycKaeT
HEe3HAYUTEIbHBIC OIIHOKH.

OO0yyaromuiics 3HaKOM C
MaTepuasoM, HO JOITyCKaeT
(akTHYECKHE OMIHOKH.

OO0yuaromuiics He 3HaeT
OCHOBHBIX ITOJIOKESHUH
BOTIPOCA, HE OPUEHTUPYETCS
B OCHOBHBIX ITOHATHSX,
H3JIaracT MaTepual ¢
TPYIOM, € TPYObIMH
(haKTHYECKUMU OIINOKAMH,
60 OTKa3bIBAETCS OT
OTBETOB Ha BOIPOCHI.

Beicokuii ypoBeHb
OCBOEHUSI IPOBEPSIEMBIX
KOMIETEHIUH

Cpenuuii ypoBeHb
OCBOCHUSI ITPOBEPSIEMBIX
KOMITIETEHIINI

ba3oBblil ypoBEHb
OCBOEHHSI TPOBEPSIEMBIX
KOMIETEHIUH

Henocrarounslif ypoBeHb
OCBOEHHSI IPOBEPSIEMBIX
KOMIETEHIMH
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4.2.4. KpuTepuu OleHKH JIaG0PaTOPHOii padoThI

5 6amnoB - maboparopHasi paboTa BBIIIOJHEHA MOJIHO U MPaBUJIBHO B COOTBETCTBUM C
3aJaHleM, BBIBOJI C/EJaH CaMOCTOSTEIbHO, TEXHUYECKH MPABUIIBHBIM S3BIKOM, JIaHBI BEPHBIC
OTBETbl HAa KOHTPOJIbHBIE BOIPOCHI, MO 3aJaHUIO0 IMPENoAaBaTelis MPOJEMOHCTPUPOBAHBI
JIOTIOJTHUTEJIbHBIC IEHCTBUS B paMKaX TEMAaTHKH paboThI,

4 bamna — naboparopHasi paboTa BBINOJHEHA IMOJIHO M MPABUIBHO B COOTBETCTBHH C
3aJaHleM, BBIBOJ CJIEIaH CAMOCTOSITENIbHO, TEXHHMYECKH NPABWIIBHBIM SI3BIKOM, TaHbl HE
MOJIHBIE ~ OTBEThl ~ HAa  KOHTPOJBHBIE  BOMPOCH], MO  3aJ@aHUI0  TpernojaBaTens
IPOJIEMOHCTPUPOBAHBI IOTIOTHUTEIILHBIC ICHCTBHS B PAMKaX TEMAaTUKU PaOOTHI,

3 6anna — nabopatopHas paboTa BBHIMOJIHEHA MOJHO U MPABWIBHO B COOTBETCTBUU C
3aJaHleM, BBIBOJ CJIENIaH CAMOCTOSITENIbHO, TEXHHYECKH NPABWIIBHBIM SI3BIKOM, TaHbI HE
MOJIHBIE  OTBETHl HA  KOHTPOJBHBIE BOMPOCH, 1O 3aJaHUI0  MperojaBaresis He
IPOJIEMOHCTPUPOBAHBI JIOTIOTHUTENILHBIC ICHCTBHS B PAMKaX TEMAaTUKU PaOOTHI,

2 6anna — nabopatopHasi paboTa BBHIMOJIHEHA MOJHO U MPABWIBHO B COOTBETCTBUU C
3aJaHreM, BBIBOJ] HE CZEJIaH, JaHbI HE MOJHBIE OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI, MO 33 JaHHIO
nperojiaBatesiss He MPOJAEMOHCTPUPOBAHBI JIOTIOJHUTENbHBIE ICHCTBUS B paMKax TEMaTHKU
paboTHI;

16ann — npu BBHINOJTHEHUU JAOOPATOPHOM pPaOOTHI OOYYAIOUIMMCS JOIMYIIECHbI
CYIIECTBEHHBIC OIIMOKK 10 COACPKaHUIO Y4YeOHOro Marepuaia, paboTa BBITIOJIHEHA C
HapyIICHHUEM, JOMYIICHbl TpyOble OIIMOKH, HAa KOHTPOJIbHBIE BOMPOCHI JaHbl HE BEpHbBIC
OTBETHI.

0 6anyoB — He BBINIOJIHEHA JJabopaTopHas paboTa.

4.2.5. KpuTepuu OLeHKH CaMOCTOSITEIbHOM padoThI

5 6amnoB — camocTosTeNbHAs paboTa BBINOJIHEHA MOJIHO U MPaBUWIBHO B COOTBETCTBUU
C 3a/IaHUEM, BBIBOJ CJIEJIaH CAaMOCTOSATEBHO, TEXHUYECKH MPABMIIBHBIM SI3BIKOM, JTAHBI BEPHBIC
OTBETHl HAa KOHTPOJbHBIE BONPOCHI, IO 3aJaHHUIO IPENojaBareis MPOAEMOHCTPUPOBAHBI
JIOTIOJTHUTEJIBHBIE IEHCTBUS B paMKaX TEMAaTHKH paboTEHI,

4 Ganna — camocTosTeNbHas paboTa BBIIOIHEHA MOJHO U MPABUIBHO B COOTBETCTBUH C
3aJaHAeM, BBIBOJ| CJIIEIaH CAMOCTOSITENIbHO, TEXHHUYECKH NPABWIIBHBIM SI3BIKOM, TaHBI HE
NOJHBIE ~ OTBETHl ~ HAa  KOHTPOJBHBIE  BOMPOCHL, IO  33JaHUI0  [pernojaBarelis
MPOJIEMOHCTPUPOBAHBI JIOTIOTHUTEIILHBIC IEHCTBHSI B PAMKaX TEMaTUKU PaOOTHI,

3 Gayta — camocTosATeNnbHas padoTa BHIMOJIHEHA MOJHO U MPABUIBLHO B COOTBETCTBUU C
3aJJaHAEM, BBIBOJ CJIEJIaH CAMOCTOSITENIFHO, TEXHHYECKH TPABWIIBHBIM SI3BIKOM, TaHBI HE
NOJHBIE OTBETHl HA  KOHTPOJBHBIE BOMPOCH, 1O 33JaHUI0  TperojaBaTeNss He
MIPOJIEMOHCTPUPOBAHBI JIOTIOTHUTEIILHBIC IEHCTBHSI B PAMKaX TEMAaTUKN PaOOTHI,

2 Gamna — caMocTosATeNbHAs paboTa BHIMOIHEHA MOJIHO U MPAaBUIBHO B COOTBETCTBUU C
3aJlaHAEM, BBIBOJ] HE C/IETIaH, JaHbI HE TIOJHBIE OTBETHI HAa KOHTPOJBHBIE BOMPOCHI, 110 33aHUI0
npenojaBarenss He MPOJEMOHCTPUPOBAHBI JIOMOJIHUTENbHBIE JEHCTBUS B PaMKax TEMaTUKU
paboTHl;

16ann — mnpu BBINOJHEHUH CAMOCTOSATENIBHOW pabOThl OOydYaroOIIMMCS JOMYIICHbI
CYIIECTBEHHBIC OIMMOKK 10 COACP)KaHMIO YYeOHOro Marepuajia, paboTa BBIIOJHEHA C
HapylIeHUeM, JOIMYIIEHbl IpyOble OMIMOKM, HAa KOHTPOJBbHBIE BOMPOCHI JAaHbI HE BEPHBIC
OTBETHI.
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0 6amnoB — He BHINIOIHEHA CAaMOCTOsITENIbHAS padoTa.

4.3. Pe3yabTarbl  NPOMEKYTOYHOH  aTTeCTAlMM M  YPOBHHU
cOopMHUPOBAHHOCTH KOMIIETCHIIU A
HpI/I MNOABCACHUHU  HWTOI'OB  YUUTBIBAIOTCA  PE3YyJIbTAThbl TCKYH_[eﬁ arTecralnuun.

[TonyyeHHbIE 3a TEKYIIYIO aTTECTAIMIO Oa/UIbl CyMMHUPYIOTCS ¢ OajulaMu, MOJyYCHHBIMH 3a
KaXJIbIi ATaIl IPU POXOKICHUU IIPOMEXYTOYHON aTTECTAIINH.

B Teuenum cemectpa NHpPOBOAMUTCSA  J1aboparopHbie  PabOThI,  MPOBEPSIFOTCS
CaMOCTOSITENIbHBIC  pabOThl 10 OMHOMY M3 pPacCMaTPUBAaEMBIX  Pa3leliOB, KOTOPBIC
OCYIIECTBIISIOT CPe3 3HAHUH 110 OCHOBHBIM MMOHITHSAM, OIPEACICHHUSIM U 3a/1a4aM.

Jli1s 3ayera.

0 — 60 6aToB — BBICTABIISICTCS «HE 3aUTEHO»

ot 61 0aIOB M BBIIIE — BHICTABIIACTCS «3aUTCHO»

JlJ1s1 sK3aMeHa.

0-60 6ayIoB — HEYIOBICTBOPUTEIHHO (2);

61-74 Gay10B — YAOBJIECTBOPUTEIHHO (3);

75-90 6amnoB — xoporo (4);

91-100 6amnoB — oTauuso (5).

OcoOeHHOCTH MPOBEIEHUH TPOIEAYPHI OLIEHUBAHUS PE3YIBTATOB 00YUEHNS UHBATUIOB
U JIUI[ C OTPaHUYCHHBIMH BO3MOXKHOCTSMH 370pOBbsi 0003HAYEHBI B pabodueil mporpamme

JMCITUTLTHHBL (MOTYIIsN).

YPOBHI/I C(I)OpMI/IpOBaHHOCTI/I KOMIIETCHITUIH ONPCACIICTCA CICAYOINUM o6pa30M:

VYnoBnerBoputeis | HeynosnerBopure
Orinuno/ Xoporo/ A P e P
OneHka Ho/ 6HO/
3a4TEHO 3a4TEHO
3aUTEeHO HE 3a4TEeHO
Bayuiel 91-100 G6ayutoB 75-90 GaymtoB 60-74 GaytoB 0-59 6aytoB
YposeHb BBICOKHH CpeIHUN 6a30BbIi HEJOCTaTOYHbIN
OCBOEHUI
MIPOBEPSIEMBIX
KOMITETEHITN I

1. Beicokuii ypoBeHb C(POPMUPOBAHHOCTH KOMITETCHIIHI COOTBETCTBYET OIleHKE «OTINIHO»:

- mpeanonaraeT (GopMHpPOBaHHE KOMIIETEHIIMI Ha BBICOKOM YpPOBHE, TOTOBHOCTH K
CaMOCTOSITENIbHOM MPOpeCCUOHATBLHOM J1eATENbHOCTH,

- CTYAEHT CIOCOOEH apryMEHTHPOBAaTh COOCTBEHHYIO TOUYKY 3PEHUS MO JUCKYCCHOHHBIM
BOIPOCaM JUCIUILTUHBI, pelIaTh CUTYaIlMOHHBIE 331a49H, (POPMYTUPOBATh COOCTBEHHBIE
BBIBOJIBI.

2. Cpenuuit ypoBeHb COOTBETCTBYET OIEHKE « XOPOIIO»:
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- mpenanonaraet (opMHPOBaHUE KOMIIETCHIIMH HAa JOCTAaTOYHOM YPOBHE,

- CTYIEHT CHOCOOEH JaBaTh Pa3BEPHYTbIC OTBETHl HA TEOPETHUYECKUE M INPAKTHUECKUE
BOIIPOCHI JUCLIMILIMHBI HA YPOBHE HE HUKE OLEHKU «XOpOIIO».
3. ba3oBblif ypoBEeHb COOTBETCTBYET OIICHKE « YIOBIETBOPUTEIBHOY:
- mpennosaraeT GpopMHUpPOBaHUE KOMIIETEHLIMH Ha HAYaJIbHOM YPOBHE,
CTYICHT CIIOCOOCH JaBaTh OTBETHl HAa TEOPETHUECKHE U MPAKTHYECKUE BOIPOCHI
JUCLUIIJIMHBI HA YPOBHE HE HUKE OLIEHKHU «YIOBIETBOPUTEIBHOY,

- CTyIEHT CroCcOOCH OTBEYaTh Ha BOMPOCHI B 3aKPhITOH (hopme. KoaruecTBO MmpaBUIIbHBIX
oTBeTOB — HEe MeHee 50%.

4. Husknit YPOBCHb COOTBETCTBYCT OLICHKE «Hey,Z[OBJIeTBOpI/ITeJ'ILHO».

© ®I'BOY BO «Ueal Y»




CneuuansHocts 10.05.01 KomnblorepHas 0e30nacHOCTh

Cnenuanuzanus Ne 1 «AHaau3 0€30MaACHOCTH KOMIIBIOTEPHBIX CHCTEM)

@oH/1 OLIECHOYHBIX CPEACTB MO JUCHHILINHE «3aIHMTa B ONEPALIMOHHBIX CHCTEMAX»
2025 rox Habopa, ouHasi popma o0yueHust

@oHJ OLIEHOYHBIX CPEACTB TUCHUILIUHBI (MOAYJIs) 0100PEeH U PeKOMEHI0BAH:

ITpopekTop 1o yueOHOH paboTe yTBepxkaeHo 24.02.25 A.A. CanamaToB
Y4eHBIM COBETOM MaTeMaTHYecKoro (akyipreTa

[Tporoxon 3aceqanus Ne 6 ot 20.02.2025

[Ipencenarens YdeHoro coBera

MareMaTH4ecKoro (akynpTeTa COIJIaCOBAHO E.A. Coponosa
3acenanuem kadgeapbl KOMIbIOTEPHOH 0€30MACHOCTH M NPHUKJIAAHOM anredpbl

[Tporokon 3aceqanus Ne 8 ot 01.02.2025

3aBenyromui kapenpoi COITIaCOBaHO A. H. Pyuaii

ABTOD (COCTaBUTEIIH) A. H. Pyuaii

CTpykTypa pa6oueii mporpaMmbl co00TBeTCTBYeT mpukasy pekropa ®I'bOY BO «Ueal'¥» ot «13»
anpeas 2021 r. Ne 247-1



