IHoakmouenue Kk Wi-Fi cetn «ChelGU» na npumepe
onepamuoHubix cuctem Windows 7,8,10

Ecan y Bac ycranosiiena onepanuonHnasi cucrema Windows 7:

1. Brrounte Wi-Fi ananTep Ha cBOeM yCTpOMCTBE.

2. [lepeiiaute B HacTpolku OecripoBoAHbIX ceTeil: [lanens ynpasnenus — CeTb u
uHTepHeT — LleHTp ympaBieHHd ceTssMM W OOLIMM JOCTYIIOM —> YTIIpaBJieHUE
OeCIpOBOHBIMU CETSIMHU.

3. B  okHe «VYmpaBneHue — OeCpOBOJHBIMU  CETSIMH,  HMCHOJIb3YIOIIUMHU
(BecnipoBoiHOE CeTeBOE MOIKIIIOYCHHUE)» HAKMUTE KHOTIKY «J{00aBuTh (prc. 1):

=5 HoN =5

@\/' il «¢ Cete m UnTeprer » Ynpasnenne 6ecnposogHbiMm CETAMM v |44 [ paenerue P P

YnpasneHvie 6eCcnpoBoAHbIMY CETAMM, UCNONL3YIOWMMKM (BecnpoBOAHOE CeTeBOoe COeANHEHME)

Windows nbitaerca NOAKNHOHATECA K 3TUM CETAM B NOPAAKE X NEPEYNCNIEHNA B CNUCKE HIDKE.
CeoiicTea agantep. Twunei npoduneii  Lentp ynp CETAMM 1 OBLLMM ZOCTyNOM ©

CeTw, fOCTyNHBIE AN8 NPOCMOTPA, MSMEHEHNS W Nepeynopsgouunearus (10) a -
' INEeMEHTOB!
ol
Pucynok 1

4. Jlanee Haxxmute «Co31ath mpoduiib CeTH BpyuHYyO» (puc. 2):

(=] @ =

&, ' Moaxntouerne k 6eCNPOBOAHOI CETH BPYUHYIO

Kak aobasutb cetb?

A« Coszaatb Nnpodunb ceTU BpyUHyHO
= Mpu 370M CO333€TCA HOBLIN NPOGUNL CETH MK OBHAPYKMBAETCA CYLUECTEYHOLLAA
CETb, ¥ NPOGUNL CETU COXPAHAETCA HA KoMNbloTepe. Heobx0anMO 3HaTL nMa ceTn

(SSID) u kntou BezonacHocTu (ecam oH ecTb).

Otmena

Pucynoxk 2



5. Jlanee BBeauTe nHGOpMaIUIO 0 OECIPOBOIHOI CETH, COTJIACHO PUCYHKY 3!

(o] ® =

@ R Kk Becnp i CETH BpyuHYHD

Bseaute nHpopmaumio o GecnpoBoAHON CETH, KOTOPYIO Bbl XOTUTE A0BaBUTL

Wma cetn: I ChelGU I
Tun BesonacHocTn: prAz_Emm vl
Tun wudposarns: [AES v]
Knroy GesonacHocTw: CkpeiTe cHMB0AEI

DQBD}'CKBT& 3TO NOJKNOYEHHE astouamqecxwf

U MoarnouaTeen, Aaxe eCNKM CETh HE NPONSBOANT LHPOKOBELLATENBHYHO NEPEAaYY

Mpeaynpexaenue. Mpu epibope 3Toro napameTpa 6e30NacHOCTE KOMMNBIOTEPE MOXET
6bITe NOA Yrpo3oi.

(_Genee | [ Ommena |

Pucynox 3

6. [anee Haxmurte «M3MeHUTH TapamMeTpsl HoaKIIOucHUs» (Puc. 4).

e

&

() ! Moa x GecnpoBoaHoi ceTy epyuHyio

YcnewHoe aobasnexme ChelGU

2 W3meHUTb NapameTpbl NOAKAIOUEHUA
OTKPNBBET OKHO CEOWCTE NOAKNHOYEHNA ANA USMEHEHNA N3PaMETPOE.

Pucynox 4



7. Ha Bruanke «IloakmtoueHue» BbICTaBUTE HACTPOMKHU, TOKA3aHHBIE HA PUCYHKE O

Wms ChelGU
SSID ChelGU
Tun ceTn: Touxka aocryna

[AoCTynHOCTb CETH:  ANRA BCEX NONb30BaTENei

[ ]NoaxmouaTscs k Gonee noaxoaswedt ceTh, ecnm oHa eCTb

[T]NoaxmouaTses, aaxe ecnm CETb HE BEAET BEWaHWe CBOEro
vmerm (SSID)

[] 3aneficreosats napameTpsl noakmouesus “Intel”

Hacrpouts...

Pucynok 5

8. Ha Brianke «be3onacHoCTh» BHICTaBUTE HACTPOMKH, MOKa3aHHbBIE HA PUCYHKE O:

Tun GesonaciocTi: | wPA2-Enterprise v
Tun wrdposarns: [AE ']

Bgﬁpmmonwmmcem:
(Microsoft: Saumuereie EAP (PEAP) | | Napanerpe: |

[T]BanomaTs MoV yueTHbIE AaHHbIE AN 3TOMO |
TIOAKMIOYEHIA NDV KZXAOM BXOAE B OACTEMY. |

Pucynox 6



9. Jlanee Haxmute KHONKY «llapaMeTpsl», B MOSBUBIIEMCs OKHE BBHICTABUTE HACTPOUKH,
MOKa3aHHbIE HAa PUCYHKE 7, U HAXXMUTE KHONIKY «HacTpouts»:

Ceocrea sawmuienHoro EAP
Mpu NoaKmoqeHmA:
[ INposepzars ceprudmxar cepsepa

MNoAKMNIOYETHCR K CEPBEPaM

:

Baltimore CyberTrust Root

Certum CA

Certum Trusted Network CA

Class 2 Primary CA

Class 3 Public Primary Certification Authority
| DigiCert Global Root CA -

< m »

m »

He 3anpawmsaTtb NONL30BaTENA aBTOPU30BATL HOBbIE
CepBepb! WM A0BEPEHHDIE LEHTDL cepTuduKaLsm.

BpibepuTe METOA NPOBEPKI NOANMHHOCTH:

[Bmwluenuz'l naponb (EAP-MSCHAP v2) X ] HacTpouTb...

[7] BxnoumTs Brictpoe nepenoaxnouerne
[7]BxmoumTs 33WMTY AocTyna K ceT
[T] OTrmouaTeCR, ecm cepsep He NOAAEPXMBAET NPUBA3KY C

wmdx yepes ar v
[T BrmoumTe
yaocTosepetme
KOHGOUAEHLIAANBHOCTH )
oK | Otmena ]
Pucynox 7

10.B oTKpBIBIIIEMCSI OKHE «CHUMHUTE TaJIOuKy» ¢ eauHCTBeHHOM ommuu (Puc. 8):

Ceoiictea EAP MSCHAPv2 [

TMpu noax oy

Wcnons3osaTs asTOMATHYECKY MR BXOAE M
[[Jnapons us Windows (1 uma aomera, ecnu

[ ok ][ Omena

Pucynox 8

11.Jlanee B cBolcTBax OECIPOBOJHON ceTH Ha BKIanke Oe3omacHOcTh (Puc. 6) Haxxmmute
KHOTIKY «JlOTTOJTHUTEIBHBIE TapaMeTPhI».



12.B otkpeiBliemMcs okHe, Ha Bkiagke «llapamerpsr 802.1X» BbICTaBUTE NapaMeTpPhI
corjacHo puUcyHKy 9, B BblmagatouieM crucke «lIpoBepka MOmJIMHHOCTHY» BbIOEpUTE
«IIpoBepka TNOMJIMHHOCTH TMOJB30BATENs». ECAM Bbl €IMHCTBEHHBIH IOJIb30BATEIIb
KOMITBIOTEPA, MOXKETE COXPAaHUTh CBOM YYETHBIC [IAHHBIE HAXaB HAa KHOIKY
«CoxpaHuTh y4eTHble JaHHble». B momsax «Mms nonb3oBatens» u «Ilaponb» BBeauTe
JAaHHBIC CBOEH y4eTHOM 3amucy oT «JImaHoro kabuHeTay. Mms monap3oBaTesns BBOAUTCS

0e3 @csu.ru:

JlononHnTeNsHbIE NAPaMETPLI
MapameTpol 802.1X | MapameTpel 802.11
V| YKaxuTe pexmuM NpoBepKi NOANMHHOCTH:

‘r‘bom NOAMHHOCTH v ZOXPaHNTD YHYETHBIE QaHHLIE

|| BKIouMTb eanHyio pErncTpawso AN\ CeTH

OK OTtmena

Pucyrnok 9



13. Bo Brkianke «Ilapamerpsr 802.11» BbICTaBUTE HACTPOMKH COTrJIaCHO pUCYHKY 10 u

HaxxmuTe kiaaBuiry «OKy»:

JononHuTeneHble NnapameTpel @
NapameTpel 802.1X | NapameTpol 802.11

BeiCTpoe nepemelleHue

BKMIOYMTE ANS 3TOM CETH DEXMM COBMECTMMOCTH C
®enepansHeM cTaHAapToM obpaboTian uHbopHawm (FIPS)

| OK ‘ OtmeHa

Pucynok 10

14.Jlasiee Ha>kaB Ha 3HAYOK OECIPOBOJIHBIX CETEH, PACIOJOKEHHBIN HAa TAHENH 3a]a4y
(ps10M C YacaMu B ITPaBOi HIDKHEH YacTH 3kpaHa), Beioepute ceth ChelGU u Haxkmute
«IlogxmounTthes». Ecnu paHee BbI HE CTalld COXpaHATh CBOM ydeTHbie naHHble ([TyHKT
12), B monsx «Mmsa monb3oBarens» u «llaposiby BBenUTEe AaHHBIE CBOEH y4EeTHOM
3amucu oT «JInyHoro kadbuneray. MM momp3oBarens BBoauTca 0e3 @csu.ru. ITocne
YCIICITHOTO BBOJIA IPOU30iIeT moakoueHue K cetu. (Puc. 11):

Texywme nogkntoueHns: A

foy ChelGU
HAocryn k Unreprery

Y AANEHHBIA AOCTYN W BUPTYANBHBIE YACTHBIE CETH

BecnpoBOAHOE CETEBOE COEANHEHNE

ChelGU Moaxmoueno ..l“

Orknroverne l

Pucynox 11



Ecim y Bac ycranosiiena onepanuonnasi cucrema Windows 8 mim Windows 10:

1. Bxmouute Wi-Fi amantep Ha cBoeM yCTpOMCTBE.

2. [IlepeiimuTe B MEHIO HACTPOWKHW MOAKIIOYCHHS M ceTH: IlaHenb ympaBieHus —
Cethb u uHTEpHET — LIeHTp ympaBieHus ceTsMu U oOmmM goctyrmoM — Co3maHue u
HACTPOIKa HOBOTO TOJIKITIOYCHUS WU ceTH. (puc. 12):

oo >
<« v A BE  Bce3nemeHTbl NaHeNM ynpasneHus Llentp ynpasnenunsa cetamu n o6Lumm 4ocTynom

npOCMOTp OCHOBHbIX CBEIEHWI O CETU U HaCTpOVIKa NOAKAOUEHUN
Manens ynpaenenna —

OMBLUHAR CTPaHNLE -
A e MpocmoTp aKTMBHBIX CETEN

Wsmerenue napametpos

apanTepa Cers Tun goctyna: - Wnreprer
ObLieaocTynHan cetb Mogrntoyernsa: & LinelN

Wamenute AONONHWUTENBHbIE

napamerpel 0BLyero goctyna

Mapametpe! notokosoit WsmeHeHune ceTeBbix NnapaMeTpos

nepesaqm MynbTUMEANa
i. CCZ;]SHHE " Hd(TpCﬁKS HOBOro NOAK/TFOYEHNA UK CETH
- ~ ~
Hactpoiika wupokenonocHoro, kommyTtupyemore uaun VPN-nogkntoueHns anbo Hactpoiika
MapLUpPYTU3aTOpa MK TOYKK AOCTYNE.

YcTpanenue Henonagok

(&l

[uarHocTuka u ncnpaenexne NnpoBaem ¢ CETBIO MK Noay cBeaeHNit 06 ycTp:
HEMON3AOK,

Cm. Takcke

Bpanamaysp 3awmrtHuka
Windows

WHdpakpacHan ceasb

Ceoiictea Bpaysepa

Pucynox 12

3. Hanee maxwmure «IloaxioueHne kK OECIIPOBOIHON ceTH BpyuHYo» (puc. 13):

':i" HacTpoiika nogxntoueHns nan cetTi

BbibepuTe BapuaHT NOAKNHOUEHWSA

B Moakntouenue k inTeprety

E;ﬁ. CosaaHune 1 HacTpoika HOBOM CETU
«®_, HacTpolika HOBOro MapLUpyTW3aTOPa MAN TOYKK 40CTYNa

[ Moakntoyenune k GeCNpPOBOAHOI CETH BPYHHYHO
<= [MoakntoHeHME K CKPLITOI CETM MAK CO3A3HWE HOBOTO Npoduna BecnpoBoAHOI CBAIN.

l MoaxntouerHmne k pabouemy MecTy
3

Hactpoiika tenedonHoro nam VPN-nogknoyerus k paboyemy MecTy.

[anee OtmeHa

Pucynox 13



4. Jlanee BBeauTe HHGOPMAIIUIO O OECIIPOBOHON CETH, COTIIACHO pUCYHKY 14:

& & Moakntouenme K BECNPOBOAHOI CETH BPYYHYHO

BeeauTte nHpopmaumio o 6ecnpoBoAHON CETU, KOTOPYHO Bbl XOTUTE A00aBUTE

W cetu: I ChelGU I

Tun 6esonacHocTi: WPA2-Enterprise ¥

Tun wudposaHns: AES

Kntoy BesonacHocTi: CkpbiTe cUMBONBI

[[]3anyckats 310 NoAKAIOYEHNE BETOMATMHECKM

] MoakntouaTecs, Aaxke eCAn CETh HE NPOM3E0ANT LUNPOKOBELLTENLHYHO NEPEAAYY

Mpeaynpexaenue. Mpu euibope 3Toro napamerpa 6e30NacHOCTL KOMMBHOTEPE MOXET
BbITb NOA Yyrpo3o.

Janee ‘ OTnga

Pucynox 14

5. Hanee nHaxmure «M3MeHNUTH mapaMmeTpsl moaktoueHus» (Puc. 15).

9‘ MoakntoueHne k BECNPOBOAHON CETH BPYYHYH

YenewHoe aobasnenune ChelGU

— M3meHnts napameTpbl NOAKNAHOUEHUA
OTKpbIBAET OKHO CBOMCTE NOAKAMOHEHNA ANA MIMEHEHUA N3PAMETPOB.

| 3axperms

Pucynox 15



6. Ha Bxnanke «IlogkmoueHune» BbICTABUTE HACTPOIMKH, MOKa3aHHbIE HA pucyHKe 16:

\ _soicTea BecnposogHoi cetn ChelGl

Moakno4eHne  BesonacHOCTL

Wng: ChelGU
SSID: ChelGU
Tun ceTu: Touka aocTyna

JoCcTynHOCTb CETU:  ANA BCEX nonb3oBaTenein

[(JNoaxnouyaTbes asToMaTUYECKN, €CAM CETh B Paauyce
aeicTens

WckaTh apyrue BecnpoBoaHLIe CeTH NpY NOAKMKOYEHMN K
3TOM CeTH

[[JNoaxnouaTbes, aake ecm ceTb He BEAET BElWaHNE
cBoero umeHm (SSID)

OK OTmMeHa

Pucynok 16

7. Ha Brianke «be3onacHOCTh)» BBICTaBUTE HACTPOWKH, IOKa3aHHbIE HA pUCyHKe 17:

Moaknouenne bBesonacHocTs

Tun BesonacHocTy: WPA2-Enterprise v

Tun wrdpoBaHUA: AES v

BbibpaTb METOA NPOBEPKM NOANMHHOCTH CETH:
|Microsoft: sawmwenHbie EAP (PEAP) v MapameTpel

[[]3anomuHaTs Mom yueTHbIe AaHHbIE ANA STOMO
NOAKIOYEHNS NPU KSKAOM BXOAE B CUCTEMY

JononHUTenbHbIE NapaMeTpbl

OK OTMeHa

Pucynox 17



8. Jlanee nHaxmute KHOMNKY «[lapameTpbl», B MOSBUBIIEMCS] OKHE BHICTABUTE HACTPOMKH,
noka3aHHble Ha pucyHke 18, u Haxxmute kHONKY «HacTpoutby:

Mpy NoaKOYEHMN:

[(INoatsepxaaTe yaocTosepeHite cepsepa ¢ NOMOWLIO NPOBEPKK
cepTudmkaTa
{ MoaKNIOYaTLECA K Cea YoM cepsepam {npuMepbi:

srv1;srv2;, *\.srv3\.com):

] - rust External CA Root | 2
l:] ApexTitan

[] Baltimore CyberTrust Root

[] certum ca

[] certum Trusted Network CA

f [[] class 3 Public Primary Certification Authority

) [[] comMoDO RSA Certification Authority 9
]

|

< >

YeeaoMneHna nepea noaAKMoYeHUeM:

CooBlWyTs NONb30BATENO O BOMOKHOCT MPOBEPKM YAOCTOEED

BoibepiTe METOA NPOBEPKM NOANMHHOCTM:
| | 3aumwenHsIt napons (EAP-MSCHAP v2) V| | HactpouTb...
! [[]BrntounTs BricTpoe nepenoaxnoueHine

[[JOoTkniouaTsCR, £CM cepBep He NoAAEPKUBAET NPUBASKY C
wnbpoBaH1eM Yepes MexaHusm TLV

[[]BrntounTs yaocTosepeHie
KOHOMAEHUMENBHOCTH

OK OTmeHa

Pucynok 18

10.B oTKpBIBIIIEMCSI OKHE «CHUMHUTE TaJIOUuKy» ¢ eauHCTBeHHOM onuu (Puc. 19):

[Mpu Noax nioyeHIN:

Wcronb308aTh aBTOMATUYECKM MMA BX0AE 1
[Jnapons us Windows (1 ums aomena, ecrnn

CYWECTBYET).
(0]:4 Otvena
Pucynox 19

11.Jlaniee B cBOMCTBax OECIPOBOAHON CETH Ha BKJIaake O6e3omacHocTh (Puc. 17) naxkmute
KHOTIKY «J[OTTOTHUTEIbHBIE TapaMeTPhI».



12.B otkpeiBlieMcsi okHe, Ha BkJaake «Ilapamerpsr 802.1X» BbICTaBUTE IAapaMETPHI
cornacHo pucyHky 20, B Bemmagaromem crucke «lIpoBepka MOJIMHHOCTH» BBIOEpUTE
«ITpoBepka TMOJJIMHHOCTH TMOJIb30BaTeNs». EciW Bbl  €IMHCTBEHHBIA TMOJIb30BATEIb
KOMIIBIOTEPA, MOKETE COXPAHUTh CBOM YUYETHbIC JaHHbIE Ha)KaB Ha KHOMKY «COXpaHUTH
y4yeTHble naHHbie». B momsix «Mmsa nonb3oBatens» u «Ilaposib» BBeAUTE NaHHBIE CBOEH
YUETHOM 3amucH oT «JImaHoro kabuHeTa». MimMs 1mosib30Batess BBOAUTCS 6e3 @CSu.ru:

1
| MapameTpel 802.1X  MapameTpsi 802.11
YKSKUTE PEXMM NPOBEPKM MOANMHHOCTM:

MpoBepKa NOANMHHOCTM | v ZOXPaHUTb Y4ETHLIE AGHHbIE

YaanuTb y4eTHble AaHHbIe BCeX nonb3oBaTenei

[(]Bkntoumnts eanryto peructpawuo ans ceTi

b HENOCPEACTBEHHO Nepea BXoA0M

OK OTMeHa

Pucynox 20
13. Bo Bkmanke «Ilapametpsr 802.11» BbICTaBUTE HACTPOWKH COTJIACHO PHUCYHKY 21 u

HaxmuTe Kiaapuiry «OKy»:

| MapameTpel 802.1X MapameTpsi 802.11

BbicTpoe nepemelleHme

E] BKNKOYMTD K3LWMPOBAHUE NapHbIX OCHOBHbLIX Kntoyel (PMK)

128 =

BapUTENbHYIO

3

[(]BxntounTs Ans 3Toi CETH PEXIUM COBMECTUMOCTH C
degepanbHbiM CTaHaapTomM obpaboTiu uHbopmawwm (FIPS)

OK OTMeHa

Pucynox 21



14.Jlanee Ha)kaB Ha 3HAYOK OECIPOBOAHBIX CETEH, PACIONOKEHHBIH Ha MaHENu 3ajad
(psiIOM ¢ yacaMu B IPaBO HIDKHEH YyacTH 3KpaHa), Beioepute cetb ChelGU u Haskmute

«I[ToaxmrounTthes». Ecu panee BB HE CTaM COXPaHATh CBOM yueTHbIe qaHHbIe (IIyHkT 12),
B noisix «Mms monp3oBarens» u «[laponby BBeauTe MaHHBIC CBOCH YYETHOW 3aIllMCH OT
«Jlmunoro kabunera». VMms momnp3oBarenss BBoguTcs 0e3 (@cCSu.ru. Ilocie ycrenrHoro

BBOJIa MPOU30UIET MOAKIIOUeHNE K ceTH. (Puc. 22):

Cetb
MoaxknroueHo

ChelGU
SalMLLEHO

Pucynox 22



